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ABSTRACT 
 
 
 

Nomadic computing is about communication on an 
anytime anywhere basis. Security in this area is today 
not high enough and at the same time nomadic 
computing is increasing. 

In this thesis, security in the area of nomadic 
computing and remote access to company systems is 
assessed. The purpose is to investigate the security in 
this area today but also in the future in order to answer 
the main question of how and when secure nomadic 
computing can be offered. 

For this purpose a futuristic scenario has been used 
as a method to identify challenges within nomadic 
computing. After looking at the state of the art of 
wireless communication and security techniques, 
evaluating the focused techniques and looking at future 
trends, some preliminary conclusions could be made. 

A model of technology uptake has been used. The 
main concept of the model is to show that the uptake is 
depending on a co-evolution between different parts 
and not only the technique. 

One conclusion is therefore that the users must have 
confidence in the technique, but also in the organisation 
and the organisational use of the technique or else they 
will not use it. Security is important in order to create 
this trust and is thus of decisive importance to the 
technology uptake. 

Another conclusion is that the three focused 
techniques; rule-based access, authentication and 
policy/contract can be used today, but also in the future 
to increase the security for remote access.  

Finally, education and user awareness seems to be 
important in the future, even though the users interact 
less in the security management. 

 
Keywords: Remote Access, Security, Mobile Device, 
Wireless Communication 
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1 INTRODUCTION 
 

1.1 Guidelines for the Reader 
 
The intended readers for this thesis are persons with different interests in social, 

behavioural, economic or market areas, persons in the companies that provide remote 
access for their employees and system developers. 

The structure of the thesis is based on a scenario that introduces the readers to the 
subject and sets up the scene for the rest of the thesis. After the scenario the method 
and the model for the work are described. In the section about challenges in nomadic 
computing, problems from the scenario are identified and investigated. A decision of 
the technical focus follows. In chapter 4, the area of wireless computing and security is 
introduced. After this section, the techniques are analysed and in chapter 6 the future 
trends for nomadic computing are highlighted. This chapter also contains a discussion 
where the problems are evaluated. The thesis ends with summary and conclusions. 

In order to understand some terms and abbreviations used throughout the work, a 
glossary can be found in the end of this thesis. Words that are explained in the glossary 
can be recognised in the text as italic words. Additional words not found in the 
glossary are instead explained in the current text. 

 

1.2 Introductory Scenario 
 
Peter is sitting on the train on his way home. It has been a long day and he is very 

tired. He tries to remember the last time he was home, it must have been more than 
two weeks now. Travelling is a part of his job and he is more often away, than in the 
office. The last years it has been better, since he can continue his work even if on the 
move. Suddenly his mobile phone rings and with a sigh he answers. It was from his 
company telling him that he has to perform a presentation at an international 
conference tomorrow, since his colleague got ill. At least he doesn’t need to create a 
new presentation, since he already has one that he used a month ago. Peter uses his 
mobile device to book a last minute flight ticket to Oslo where the conference is and a 
hotel room so that he can attend both days. Then he takes up his laptop and modifies 
his presentation for the conference before he arrives. 

The next day at the airport, he gets his tickets pushed to his mobile device and 
boards the plane. During the flight he goes through his email and reads company 
information and company news that he retrieved before the takeoff. Arriving to Oslo 
he goes directly to the conference. The presentation went well and the whole day was 
actually more interesting than he first expected it to be. During the conference he also 
decided to meet up with some of the participants later on at the evening in order to eat 
together with them. After the conference Peter goes to his hotel. He uses his mobile 
device to find the way, since he has a GPS service that can point out his location and 
the position of the hotel. Then, it is only to follow the map with direction arrows. Peter 
goes to his hotel and checks in. The room is quite nice and he lies down on the bed, 
changes the security level to low on this mobile device and sends a get well card to his 
colleague. 

After a while he gets up, grabs the mobile device as usually and hurries away. He 
meets the others and they decide to go to a restaurant nearby that matches their search 
criteria of evening buffet that the search agent on his device finds. The food tastes 
good and they are talking for a long time. Instead of going to a boring hotel room they 
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decide to continue to a pub. After some hours one by one begins to leave. Someone is 
asking Peter if he can borrow his mobile phone in order to call a taxi. Peter lends his 
mobile device for some minutes. Then he slowly walks the short way back to his hotel. 

Peter wakes up. He tries to remember the evening and how much he drank, 
hopefully not too much. He starts to get ready for the second day and then he takes off 
to the conference. Peter chooses a seat at the back and turns off the sound on his 
mobile device. He also closes the IR port that was open. Strange, since he usually 
closes the port after he has been using it. The presentation begins and he tries to 
listen, but the only thing he can hear is the beating in his own head. The presentation 
does not seem to be any interesting so he grabs the mobile device again and opens the 
email program. He reads the new mails but he can not find the budget mail that he 
received yesterday, why should he have deleted that one he wonders. He changes the 
security level back to high and his thoughts begin to wander in his head. Finally, a 
break, Peter grabs a cup of coffee and a sandwich. Then his mobile phone rings. He is 
told that there has been a trespassing on the company. Someone has accessed their 
database and probably retrieved a lot of information. Peter tries to remember who 
borrowed his device, but he can’t remember if it was someone from the conference or 
someone they met at the pub. He starts to look at his files and finds his password file 
where he keeps his different passwords and access information to the company. The 
file was last accessed yesterday. Peter did not access this file during the whole day 
and he can feel the panic coming. The mobile phone rings again, this time they have 
found out that the unauthorized access was made from a cellular phone equipped with 
a temporary cash card that is untraceable and that it was his access information that 
was used to enter the company system and that his device was in a pub in Oslo the 
whole evening. Peter’s fear turned out to be true. 

 

1.3 Scenario Discussion 
 
The functionality in the mobile phones is increasing and today it is not only 

possible to make phone calls but also to use organizers and documents as well as 
downloaded software programs. Thus the mobile devices approach more and more 
desktop computers with help from increased processing power and memory, and also 
with an increased number of functions. [Shn03] This makes mobile devices more 
sensitive for attacks since they are becoming more private for the users. The more 
valuable things you have in your house the more you need to protect it from burglary. 
In the same way it is important to consider the security for the future use of mobile 
devices. 

In the scenario we can follow Peter, a young employee who is on the move much 
of his time. In order to work he uses his laptop and for the communication he uses his 
mobile device. Some people predict that we in the future will have many different 
wireless devices for different tasks. However a common view is also that it should be 
possible to only use one wireless device for many different things. It is this view that 
defines Peter’s device that is a cellular phone combined with a handheld computer, 
which can communicate without wires over both short and long distances. 

It is to be able to communicate when and wherever you are that characterizes 
nomadic computing. For Peter it is important to be able to access company information 
when needed. 

As seen in the scenario it is important with a high level of security when the users 
have an ability to remotely connect and access the company system with their devices. 
Otherwise valuable information can get in the wrong hands. 
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Security is also important as the wireless devices and their users are becoming 
more and more mobile. [Shn03] Computers are therefore introduced to new places and 
situations in which the security can suffer. 

The connection from wireless devices to the Internet is increasing and security has 
to be investigated from this aspect as well. 

Analysts mean that also privacy will be a great concern in the future for example 
in the third generation mobile networks (3G) due to the increased possibilities of 
positioning as one example. [Gar02] 

The purpose with the scenario is to show in a simple and quick way what this 
thesis is about, but also to understand the focus and the delimitations. 

The scenario is a futuristic description of possible events. Perhaps it is unlikely for 
all these things to happen at one time, however even if only one of them occur it is 
necessary to investigate them in order to see if something can be done to prevent them 
from happening. There can also be other situations not included in the scenario that 
can cause problems. However, this scenario covers many different security issues, is 
relevant to remote communication and gives a good representation of a future reality. 
Finally, the scenario is focused on concerns that are, according to my own opinion, 
interesting to highlight. 
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2 METHOD 
 

2.1 Investigation Focus and Purpose 
 
The focus in this thesis is on the area of nomadic computing and security. The 

function that is highlighted is remote access to company systems from mobile devices. 
It is not behavioural or economical changes of nomadic computing that is investigated 
but the technical aspects and the security. This, since they are the most interesting 
aspects for the purpose of this thesis. Security is also considered to be the most 
important factor in order to gain trust among users and to adopt upcoming techniques. 
Remote access to companies will be more common [Mas99] and therefore it is relevant 
to investigate the security situation today and in the future. The specific question that 
is investigated in this thesis is how and when secure nomadic computing can be 
offered. 

The purpose is to give the users an increased understanding of security when 
accessing company networks. It is also important to identify existing techniques and 
evaluate them and compare them to future trends. We must be prepared for possible 
changes in security requirements and other security adjustments that can be needed for 
nomadic computing in the future. It is especially important to identify possible 
problems of the future and to see if there is something missing in the security area. 
This work is thus important both for users and companies. 

Previous investigations in the area are mostly concentrated on technical 
perspectives of the communication, such as standards and protocols. Works that have 
been written on security are concentrated partly on standard and transmission security 
in the telecommunication area, partly on security concerns on the Internet. This thesis 
is concentrated on nomadic computing and security, which involves security in 
wireless communication and mobile devices. Also new angles of security are 
highlighted, since nomadic computing is changing the way we live and our behaviour. 

 

2.2 Methodology Discussion 
 
The method used in this thesis is a scenario driven approach, which is in 

accordance with the paper written by Lyytinen and Yoo [Lyy01]. They state that 
research methods in the area of nomadic information environments must be changed 
compared to the traditional way of performing research. This since nomadic 
information environments is an area that deals with both social and technical elements 
and there is no given research methodology for this, compare as described in figure 1 
page 5. They mean that new tools need to be developed and research in nomadic 
knowledge need to focus more on environments than applications. Sometimes access 
to personal knowledge is needed or bodily experiences. 

The focus on nomadic computing and remote access security is technical, but can 
also be said to be behavioural and dependent on contexts as explained in figure 2 
page 5. However, in this thesis the focus is on technical aspects, i.e. T in figure 1. 

 

2.2.1 Scenario 
In order to investigate the security today and in the future in this area, a scenario is 

used as a starting point. To use a scenario is a recognized method that is used for 
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example in a document produced by the AMSD1 project funded by the European 
Commission. [IST03] In this document many different prospective scenarios are 
presented and used as “tools for ordering ideas and for supporting the consequent 
analysis”. 

In the scenario in this thesis a futuristic nomadic life is presented and used 
throughout the work as a model of a future reality. In this reality a number of problems 
are derived and investigated. The scenario therefore forms the ground for the whole 
thesis and is continuously referred to in different situations. 

 

2.3 Investigation Model 
 

2.3.1 Model of Technology Uptake 
In this thesis a model is used when looking at the uptake of the technology. A 

technological uptake is not only depending on the technique but also on other 
influencing parts. When the technology is developed for the users also the users and 
the organisations have an influence. This forms a co-evolution between the technique, 
the organisation and the persons. 

 
Figure 1: General model of the co-evolution between Techniques, Organizations, 
Persons (users) for a technology uptake. 
 
In this triangle of effecting parts there are driving forces of different factors that 

spin round. Generally all factors must exist since they all have a decisive importance to 
the uptake, see figure 2. 

 

2.3.2 Model of Technology Uptake in this Thesis 
The model is used in this work as a way to look on the uptake of nomadic 

computing, which is done from a technical point of view. When the technology is 
brought to the user, the uptake is depending on the users and if the users have trust in 
it. In the same way the users must be able to trust that the organisation is using the 
technique in the right way. 

 
Figure 2: Thesis model of the uptake that is influenced by the driving forces 
spinning inside, for example that the users have confidence in the technique and 
the organisation. 

                                                      
1 AMSD is short for Accompanying Measure System Dependability 
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By using a scenario as a method we can find examples of driving factors. Except 
trust, there must also be a need and it must be financially possible. 

 
1. Trust 
From security you can gain trust [Sig01], which also can be seen in the scenario. 
By looking at in what extent Peter uses nomadic computing we can see that he 
probably trusts the security or else he would not have been using his device as 
much. 
 
2. Need 
The need for nomadic computing can be seen in the scenario where it is used in 
many different contexts and for many different things. Peter communicates, 
navigates and works with help from his mobile device and wireless 
communication. 
 
3. Economy 
In order for organisations to be able to develop something they have to have 
economical means, it must be financially possible for the organisation to provide 
remote access to their system and to support and supply their employees with fully 
equipped devices, there must be companies that develop services for nomadic 
computing and so on. Also the users have to be prepared to pay for the techniques 
and services that are introduced, thus the prices have to be at a reasonable level for 
the users. 
The economical factors are not included in this work, but are not less important. 
All the three factors are of vital importance to the evolution of nomadic computing 
and if nomadic computing is going to be used in the future. 
 

2.4 Structure of Investigation 
 

 
Figure 3: Plan of the structure, starting with the scenario, problem types and 
technical solutions. 
 
With this figure the structure of the investigation is outlined. The scenario is the 

starting point from where the problem types are derived. From this point the technical 
solutions are investigated by looking at the existing techniques today. Finally the 
future trends are highlighted for possible upcoming techniques. 

With this structure the goal is to be able to reach certain conclusions concerning 
future problems and how and when secure nomadic computing can be offered. The 
conclusions must however be considered to be preliminary since we never can know 
for sure how the future will be like. 

 
 

Technical 
solutions 
 - Today 
 - Upcoming 
 - Research 

Scenario 
Problem 

types 
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3 CHALLENGES IN NOMADIC COMPUTING 
 

3.1 Challenges in Nomadic Computing derived from the 
Scenario 
 

3.1.1 Possibilities with Nomadic Computing 
As seen in the scenario the nomadic life implies new possibilities as well as new 

problems. Besides the possibility to work even if not at the office there are also other 
situations with upcoming possibilities. In the scenario there were examples when Peter 
booked a flight ticket and a hotel room and it is not unlikely that it in the near future 
also will be possible to have the tickets pushed directly to the mobile device. Peter also 
used the global positioning system (GPS) that makes it possible to point out locations 
of users and places. Another example is search agents that can retrieve information 
that suits the users’ criteria, while the user is on the move. 

 

3.1.2 Problems with Nomadic Computing 
There are also some problems that should be addressed. In order to give the users 

remote access to companies the security level has to be as high as possible. In the 
scenario it is possible for the user to self adjust the security level on the device. This 
functionality does not exist today, but can be good if handled in the right way. 
However it may not always be clear to the user what level to choose for different 
situations. It is reasonable to think that different situations need different security 
levels, so the problem is how to handle the security in the right way and to reach a high 
level of security for remote access to companies. 

Another issue to discuss is that many users tend to bring their mobile devices with 
them almost all the time, which introduces computers to new places and new 
situations. The problem is that the users might not be aware of potential threats that 
might arise. In the scenario Peter brings his device to the pub without taking any 
precautions, instead he changes the security level to low and forgets to change it back. 
He does not even reflect over what can happen or even what he self might do after a 
few drinks. 

However there are also many situations that the users can not predict, like theft for 
example. This problem involves how to keep a high security level even though the 
devices are in hands of unauthorized users. In the scenario Peter lends his mobile 
device to an unknown person. Also in this situation the problem is how to feel safe 
even though he don’t know the person. 

There is always a problem with so called hidden affordances. This term means that 
a function might be used in a way that it was not intended to. The IR port is in the 
scenario used by an impostor for short range transmission of small files to another 
device. The information in the files is retrieved with the purpose of accessing the 
company system in a later attack. The problem is how Peter could have foreseen that 
the port was to be used for this purpose and been prepared. This is also a problem of 
how to prevent access to mobile devices from unauthorized users. 

The next problem deals with responsibility. In the scenario we can see that it is 
with help from Peter and his device that the intruder can gain access to the company 
database. Therefore it is possible that Peter is the one who is to be blamed for the 
trespass, even though he would probably not have noticed anything if they hadn’t told 
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him. The problem is that when it comes to company access also the company itself 
should have a certain responsibility. 

One of the possibilities presented earlier was about so called search agents. These 
agents can save time for the users and find exactly the information needed at a certain 
moment. However on the Internet today it is common to gather different kinds of 
information about the users in order to process it with profitable purposes. This is only 
one of many situations in which the integrity of the users might be violated. Another 
example with the wireless technique is the new possibilities of positioning, which can 
also be used in ways that violates the integrity. The last problem is therefore about the 
integrity being threatened. In the scenario Peter has his private time, but his integrity 
suffers when the company finds out his location after working hour. The problem is 
how to guarantee that GPS is not used for the purpose like the one in the case. 

 

3.1.3 Challenges Summarized 
The discussed problems are summarized in six points. These points are going to be 

examined as an essential part of the way to answer the main question of how and when 
secure nomadic computing can be offered. 
 
1. Peter changes the security level 
It is a problem to let the user have all the control of the security level, especially when 
communicating with the remote company. 

 
2. Peter brings his device to the pub 
The user should be aware of possible threats due to new situations and places. 
 
3. Peter lends his mobile device to an unknown person 
The problem is how to maintain a high level of security even though the wireless 
device is not in the right hands. 
 
4. Peter discovers that the IR port is open 
This problem involves how to prevent unauthorized access to wireless devices and be 
prepared for hidden affordances. 
 
5. Peter is responsible without knowing it 
Both the user and the company have a responsibility and the problem is how to 
manage the security issues from both sides of the communication and also the 
responsibility. 
 
6. Peter can not hide where he was on his private time 
The last problem area is that Peter’s integrity is threatened. 

 
These problems are already known today or are reasonable problems that can 

occur in the near future. Even if not all of them will happen, it is still important to see 
if something can be done in order to prevent them. The next step is to find out the 
characteristics of the identified problem and discuss how to deal with them. 

 

3.2 Assessment of Challenges 
 
The identified problems above are all of different kinds. They will now be further 

investigated one by one to see what can be done in order to deal with them. 
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1. Security Levels 
The first problem is about the security level settings. The new functionality of 

users being able to choose the security level must be managed in the right way. The 
users might not always know what security level that is needed in a certain situation or 
for a certain task. This can be a question of education, but the most common way to 
deal with these kinds of questions is to use policies that define the rules for the users. 

A technical way could be to automatically adjust the security level at the remote 
company. This can be done in terms of access permissions. The user can choose a high 
level of security and then access critical information. If the user chooses a low level of 
security, the access to information at the company will be limited. 

Policies are something that is common and often used in different situations today. 
However in order to automatically adjust the security level at the remote company a 
communication protocol is needed where the access permissions are decided for each 
session. 

 
2. New Situations and Places 
As seen nomadic computing is not only about technology but also about changes 

in the user’s life and their behaviour. The users might not be aware of these changes 
and therefore it might not always be good that the control is entirely managed by the 
users. The security level can also be managed by the company. To use GPS can be 
seen as a threat to the users’ privacy, however used in the right way with the right 
purpose it can be a help to manage the security level and instead protect the 
employees. With GPS the position of the user is known and can be evaluated in order 
to decide the right security level. The company can also provide the connection at the 
company side with a firewall that monitors the traffic and use this information for the 
same purpose. Company information concerning the users’ job specifications can also 
be used and much more. 

This problem about changes in situations and places can also be said to be 
behavioural, instead of technical. Then, in order to increase the security the users need 
to be educated and learn how to best preserve the security in different situations. 

 
3. Device Security 
The third point is dealing with device security. The mobile devices are small and 

always a target for theft. It should not be possible for unauthorized persons to change 
the security level with the purpose of retrieving company information. So if the user 
chooses a higher level of security there must be precautions in terms of user 
identification. With help from the upcoming devices that combines telephones, in-built 
cameras and touch-screens there are many possibilities of authentication. These 
devices make it more easy to use eyes scanning, voice recognition or finger prints than 
an ordinary computer. This kind of authentication can therefore with advantage be 
used for different situations like changing the security level on the device. 

 
4. Hidden Affordances 
Authentication like this can also be used for the problem with hidden affordances. 

Opening a port on the device for access is also a security risk. If the device is not in the 
right hands it can not be possible to open and use IR-ports or Bluetooth transmission. 

 
5. Responsibility 
The problem with responsibility is another type of problem, which is about 

organizational management and social contracts with the employees. If the users 
follow the company policy and manage their device as they should, then the company 
has to take the responsibility if something happens. There can for example be a 
contract similar to an insurance that says that the users are not responsible if they have 
followed the rules. Like in every office at every company it is not the individual but 
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the company that is responsible for accidents. The idea of a contract would solve many 
problems of insecurity and control and is advantageous for both the users and the 
company. 

 
6. User Integrity 
The last problem is how to guarantee that the company follows integrity issues 

concerning their employees. This issue must be dealt with in the company policy for 
remote access or in a contract that is established between the company and the 
employee. Also laws can be needed in this question to protect the integrity of the users. 

 

3.3 Technical Focus 
 
The issues that were previously identified to deal with the problems can be 

summarized into five points, namely rule-based access, education, authentication, 
policy/contract and laws. These points will be listed and matched with the problems in 
order to see if they cover them or if they can deal with more than one of the problems. 

 

 
As seen in the figure rule-based access can be used to deal with both the first and 

the second problem, since the security level can not only be decided by the user but 
also by the company. Authentication can be used for the third and the fourth problem. 
Policies or contracts can be used to manage the last two problems as well as the first 
two. Education (B) and laws (F) are redundant and will not be focused in the actual 
research of the thesis. By using Rule-based access, authentication and policy/contract, 
all the six problems can be managed. Education and laws are therefore not necessary. 

Rule-based access, authentication and policy/contract are all technical points that 
are relevant and interesting to highlight in the investigation. Therefore the 
concentration in this thesis will be on evaluating these techniques and assess them to 
the area of nomadic computing and security. 

The next step contains an introduction to the area of wireless computing and 
security, which includes an investigation of the state of the art of the focused 
techniques that can be used to manage the problems. 

1. Peter changes the security 
level 

 
2. Peter brings his device to the 

pub 
 
3. Peter lends his mobile device 

to an unknown person 
 
4. Peter discovers that the IR 

port is open 
 
5. Peter is the responsible 
 
6. Peter cannot hide where he 

was on his private time 

 
A. Rule-based access 
 
 
B. Education 
 
 
C. Authentication 
 
 
D. Policy/Contract 
 
 
F. Laws 

Figure 4: A mapping between identified problems and tentative solutions 

Scenario problems      Tentative solutions 
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4 STATE OF THE ART OF WIRELESS 
COMMUNICATION 
 

4.1 Introduction to Wireless Communication 
 

4.1.1 Wireless Communication Standards 
In the scenario Peter is using wireless communication in order to connect to the 

company and continue his work even if he is away. This possibility also exists today 
even if it is not a common occurrence yet. Today it is most common to use WAP and 
GPRS when accessing the Internet and company intranets. However UMTS will 
probably be the dominating standard when released due to the higher speed. [Nor01] 
High speed is a necessity, since wireless access to Internet is becoming more common 
and the data rates are compared to the data rates in wired networks that the users are 
accustomed to. If the speed is not high enough in wireless communication, no one will 
use it. [Fen01] 

The goal with wireless communication today is to have a continuous connection 
even if the users move around between networks. The advantage is that we do not need 
to pay for the time that we are connected, but instead for the amount of information 
that is sent. [Lin01a] The established session has to be maintained without 
interruptions, which is essential also when connecting to company systems. [Nor01] 
GPRS is a packet switched standard that allows IP traffic directly to the mobile 
terminal. This means that with GPRS it is possible to have a continuous connection. 
[Sig01] The protocol used is Mobile IP which is an extension of IP and used for the 
purpose of supporting physical migration of computers between networks. [Mil99] 

 

4.1.2 Wireless Local Area Networks 
Another wireless technology that is growing fast is Wireless Local Area Network 

(WLAN), which is based on the IEEE 802.11 standards. These standards support 
applications that are using higher data rates and wireless station addressing for 
example. Instead of a wired LAN, it is possible to connect computers and components 
to a WLAN access point, which in turn communicates and connects to a wired 
Ethernet network. WLAN provides a more flexible and portable solution than wired 
LAN. In the scenario there could have been a WLAN at the airport or at the conference 
building. Peter could have accessed the WLAN and used its services, for example 
received his tickets or accessed information or even the Internet. Peter could also have 
accessed the company network, since WLAN in turn can communicate with other 
networks. [NIST] 

Another type of WLAN is Bluetooth, which is a radio technology that also enables 
wireless data connections between devices or components. The Bluetooth connection 
has the purpose of being used over short distances. [Coy01] 

In the scenario the person who borrowed the mobile device from Peter also used 
another kind of short distance communication, namely Infrared (IR) transfer. IR can be 
used to transfer data or programs from one mobile device to another. It was with this 
technique that the person in the scenario could get hold of the connection information 
concerning the company and then use it later for the intrusion. [Coy01] 
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4.1.3 Third Generation Mobile Networks 
As seen there are many possibilities that can be used to achieve wireless 

communication, but in order to give the users access to the full content on the web, 
better range is needed. The upcoming third generation (3G) technologies, like UMTS 
for example, will enable a high speed, always-on connection with high coverage. Users 
can travel around the world and maintain a high bandwidth access since it does not 
matter if networks are based on different underlying 3G interfaces. [Coy01] 

 

4.2 Security Threats 
 
Any sorts of data networks can be target for different attacks that pose a threat to 

the security. For example, there are people who want to steal money or information 
and there are competitors, unhappy customers, former employees or criminals who 
want to damage the company system. [Nor01] The focus in the scenario is mostly 
concentrated on the users’ devices and the connection to remote companies, but not so 
much on the actual transmission. 

 

4.2.1 Wireless Communication 
Wireless data communication is in many ways more exposed than communication 

over wires. The communication media is open and could be intercepted by anyone 
with the right equipment. There is also a lack of trust among users towards wireless 
networks since there are problems like jamming, radio shadows and lower bandwidth. 
[Sig01] The fact that the data in wireless communication is broadcasted through the air 
poses a security threat since it is hard to control that the data is only available to 
intended users. [NIST] 

 

4.2.2 The Mobile Device 
A threat to mobile devices is, as mentioned before, that they are more exposed to 

theft due to the portability. This involves a high need for protection for unauthorized 
use of the device. [Sig01] The person in the scenario did not steal the device, but he 
tricked Peter that he should do something else than his real malicious intention. In this 
way he could easily get hold of the access information without being exposed. 
Independent of the situation, the device must be protected, for example with 
authentication, so that lending it would not pose a threat. The attack might involve 
stealing passwords like in the scenario in order to prepare for a later attack against the 
company system. 

As the devices are becoming more and more powerful and have access to the 
Internet, they are as vulnerable as a stationary PC with access to the Internet and can 
be target for different attacks like virus attacks. Viruses can come from an e-mail, 
downloaded software, from the synchronization with the PC or from the IR transfer. 
[Coy01] 

Since many new devices have GPS capabilities, the location of users can be seen 
independently of where they are in the world. This possibility poses a threat to the 
users’ integrity that should not be ignored. [NIST] 

 

4.2.3 The Network 
Except the device there are also other threats that could affect the user. The target 

can also be different components in the network like routers, switches, and servers. 
[Nor01] Security problems can arise when data systems or other terminals connect to 
the wireless data communication. [Sig01] 
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One type of attack is the Denial of service (DOS). It is when the resources are 
disabled and prevents the network or application to operate correctly. [Nor01] 
Distributed denial of service (DDOS) is an attack on multiple resources or locations on 
the Internet that is disabled [Duk02], or an attack from multiple machines. The owners 
of the machines might not be aware of that an attack has been launched from their 
computer. This is possible through an earlier software attack on those machines. It is 
thus more difficult to trace the origin of the attacker in DDOS and also to prevent these 
attacks. [Kar03a] 

There can also be a loss of privacy and data integrity if there is an attack against 
data that is transmitted, for example when important company information is tapped or 
modified. 

The attack called masquerade involves pretending to be a legitimate host in order 
to trick the remote users. In the scenario it was the company that was tricked by a 
person pretending to be a legitimate user which is a threat to the company. [Nor01] 

 

4.3 Security Protection Mechanisms 
 
As mentioned before security is important in wireless communication in order to 

gain trust from the users. According to investigations made, there are a majority of 
users with a lack of trust towards mobile connections, since they don’t think that they 
are secure enough. If the users do not trust the communication they will not use it. The 
security must be adjusted to the users and the usage. At the same time the security 
becomes worthless if the users can not understand it and use it in the right way. It 
should be possible to use a mobile device for transactions and authentications and 
other unauthorized persons should not be able to use the device if it is lost or lent as in 
the scenario. [Sig01] 

The best way to reach a high security is to operate at a number of levels. The 
layers referred to are the seven protocol layers in the OSI Reference Model, defined by 
ISO2. [Nor01] 

 

4.3.1 Security Policy 
Security policies are a very good ground. An example of a security policy can be 

found in appendix A. It is the Pentagon Area Common Information Technology (IT) 
Wireless Security Policy that is used with the purpose of demonstrating how a policy 
could look like. 

In the policies it can be defined what needs protection and how the protection 
should be provided for example. [Nor01] The policy should include approved users, 
the type of information they are allowed to store, what programs they are allowed to 
install, how to store the device and associated modules when they are not used, how to 
select and use a password, how to report a lost or stolen device and disciplinary actions 
that may result from misuse. [NIST] The important factor with policies is to ensure 
that they are operated correctly. 

One example when it is important to create a security policy is when a WLAN is 
setup. The network assets have to be identified in the policy as well as who has access 
to the WLAN. It must also be defined what is allowed to be accessed when and where. 
[Nex02] It is often good to use a security model to set up security policies and its 
significant entities and rules. The models can be concentrated on different security 
issues like confidentiality and integrity, and they can be applied to policies that are 
both for static or dynamic environments. [Gol99] 

                                                      
2 ISO is short for International Organization for Standardization. 
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The next step is to implement security techniques at different levels in the 
communication. Several layers of protection are considerably more difficult to get past 
for a hacker. [Nor01] When talking about security, the terms confidentiality, integrity 
and authentication are often used. 

 

4.3.2 Confidentiality 
Confidentiality is about ensuring that data is protected from loss of privacy. This 

can be done with the use of encryption. [Nor01] 
 
Encryption 
Encryption is used in order to ensure the privacy of transmitted data across public 

networks. Different algorithms are used for this purpose together with secret keys. The 
keys define the rules for the encryption algorithm and therefore it is also important to 
protect the keys. End to end encryption is hard to accomplish, but it is desirable to 
have encryption in the end system hosts and terminals as well as in transit. [Nor01] 
Many wireless systems have a limited performance and bandwidth, and the process of 
encrypting data is severe, which leads to a difficult balancing between what is 
technically possible and the level of security. For wireless applications this means that 
cryptography has to have special solutions. Hardware encryption is not very flexible, 
but quick and uses low processor power and effect. If software encryption is used, the 
algorithm has to be made less complex and the size of the encryption keys might need 
to be limited. [Sig01] 

One way to encrypt the traffic in WLAN is to use WEP, in which the cryptography 
is done in the physical link layer and the data link layer (layer 1 and 2). However, if 
using WEP, the traffic is not encrypted the whole way if communicating over different 
networks. In order to keep the cryptography also between nodes and networks the 
cryptography should be at network layer (layer 3) instead. This technique is therefore 
not often used within the same LAN, but rather to establish a secure connection 
between two LANs. In order to have a high security level the whole way between 
applications, there should also be cryptography in the transport level (level 4). Often 
the protected transmission of websites, HTTPS, is encrypted at this level. In the 
transport layer encryption techniques like SSL, TLS, and WTLS are common. [Sig01] 

 
Virtual Private Network 
A Virtual Private Network (VPN) is a technology that uses encryption to create a 

private connection over the public Internet. [Coy01] By sharing the public network 
infrastructure, a virtual private network is created between the organization’s network 
and the mobile device. The access to this private network is secured and only the 
authorized users can gain access. A VPN is often used when the employees want to 
access company information with their mobile device, for example in the scenario with 
the use of the right equipment Peter could have accessed a WLAN and then used VPN 
to access the company network. [NIST] One goal for the future is the ability for all 
networks to be bound together and thereby provide a possibility to seamlessly roam 
between networks with the use of a wireless VPN. In order not to lose information the 
session has to be maintained and secure even though the users roam between networks. 
This is not done at the transport layer but instead at the session layer where you are no 
longer dependent of the IP address. [Sig01] 

 

4.3.3 Integrity 
Integrity is in this context about protecting the data against modification. This can 

be done at the application layer by adding software using electronic signatures in order 
to secure messages. [Nor01] Electronic signatures can be used to guarantee the content 
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but also the identity of the sender. The techniques used are hashing for the integrity 
and private keys to decide the identity. An important part when dealing with public 
and private keys is the management, since it is crucial for the security that the keys are 
managed in the right way. One way to store the secret private key is to use smart cards. 
A smart card can contain own memory and processing power and for example be a 
chip in a cellular phone. [Coy01] Smart cards can for example be used together with 
username or passwords or in combination with biometrics. [NIST] 

The implementation of integrity protection can also be done at different levels. 
Error discovering and error correction coding can be used at the lowest layers and 
packets at the higher levels can use checksums and sequence numbering. [Sig01] It is 
common to have session-oriented applications, which means that the user system sets 
up a session binding with the host system. Thus the integrity of the sessions has to be 
guaranteed, so that the original user is not cut off in the middle of a session.  This can 
also be accomplished by using message sequence numbering, but also by other checks, 
such as periodic status polling. [Nor01] The general idea behind these integrity 
protection techniques is to find out if there have been any changes in the files that 
violate the integrity of the data. If checksums are used, as one example, the files are 
compared, before and after transmission, to discover changes in the checksum. [Gol99] 

 

4.3.4 Authentication 
The process that identifies an individual or a unit, for example a terminal, is called 

authentication. [Sig01] You can also say that authentication is about protecting against 
direct attacks by ensuring that the users are who they say they are. There can also be a 
protection against masquerade by testing that the host systems are genuine. At the 
application layer users will be required to log on to operating systems and applications. 
Often are user names and passwords used for this purpose. In order to improve the 
security further there should for example be rules regarding password length, design 
and lifetime, since this makes the passwords more difficult for the attacker to crack. 
[Nor01] 

It is important to be able to identify individuals especially for access to public 
networks like GSM or private networks like WLAN. Authentication must be used and 
is accomplished by passwords, hardware and biometrical techniques. This includes 
something that the user knows, the password, something that the user has, the 
hardware, and something that the user is, namely biometrics. Together they provide an 
even higher level of security. Example of a password for authentication could be the 
PIN-code, example of hardware can be the SIM card and finally a biometrical example 
could be voice recognition or fingerprints. [Sig01] The interfaces on mobile devices 
have changed due to new technologies like touch screens, inbuilt cameras, handwriting 
recognition and voice recognition which make biometric methods possible to use. 
[Nor01] Today fingerprint readers exist that can be attached to the mobile device 
through a serial or USB port. The reader can for example block the whole device, a 
specific application or a connection to a remote database. Handwriting recognition, as 
another example, measures the shapes of the signatures, but also aspects that are more 
difficult to copy, like rhythm and timing. [NIST] In addition to these three 
authentication methods also GPS can be used to check where the user is in order to 
take this into count for the login. [Gol99] 

 

4.3.5 Global Positioning System 
GPS is a system used for geographic orientation. With a number of satellites, the 

GPS equipment can decide a specific position. GPS and positioning is often used in 
different services in order to gather geographical information, used for advertising 
related to locations, or many other things like the examples in the case. [Lin01a] 
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4.3.6 Firewall 
Firewalls are common security mechanisms. Networks that are connected to the 

Internet are most commonly associated with firewalls. This kind of protection might 
also be needed for a special part within an organization. A firewall is a protection 
mechanism which contains access lists which defines what traffic that is permitted and 
not. Often only traffic from predefined locations is permitted to pass through. If the 
traffic comes from an unknown mobile host it should be rejected and denied access to 
the company system. In the scenario only traffic from Peter’s device should have been 
allowed and not from the unauthorized person’s device. Some firewalls are more 
sophisticated and works at higher layers in the communication stack. [Nor01] A 
firewall should be used by the remote company in order to monitor all the traffic from 
remote users. Also mobile devices are beginning to support firewalls. [NIST] 

 

4.3.7 Antivirus Software 
Another important security mechanism is antivirus software that now also can be 

downloaded from the Internet and used on mobile devices and not only on stationary 
computers. These applications should be able to scan e-mail and data files and remove 
malicious code from files when transmitted to the device. The ports shall also be 
scanned since data is imported to the device through these ports. [NIST] 

 

4.3.8 File Protection on the device 
Files that are important like password files should be encrypted and some mobile 

devices allow users to mark certain records as “private” and hide them. This makes the 
files hidden to a malicious user and in order to see them again a password must be 
entered. [NIST] If Peter had used these methods in order to protect his important file in 
the scenario, the impostor had not have retrieved the information as easy as he did. 

 

4.3.9 Access Control 
Another important part in security over networks is access control. Entities or 

resources like host systems or applications need to have a controlled access in order to 
prevent security damage. [Sta00] In other words only those who are authorized to 
access a restricted system should gain access. [Yua01] Often security policies are used 
to define who has access to which resources in the systems. [And01] It is not only 
persons but for example also processes or machines that have to be identified or 
authenticated to receive access rights. [Sta00] The access rights can imply which files 
that can be read, which programs can be executed and so on. Access control 
mechanisms can also be used at different levels in a system, in applications down to 
hardware. For smart cards as one example or other hardware devices it is important to 
have a controlled access. 

When it comes to organizations, access permissions can be formed into groups or 
functional roles. [And01] Groups or roles are used to simplify the definition of access 
control policies. Users with similar access rights are collected into groups and access 
to objects are then given to the group, instead of to each user. Roles are more 
depending on the jobs or operations that the users perform, and the employees receive 
their access rights accordingly. [Gol99] If the user successfully logs on to a specific 
host system this might not always be sufficient. If a company system keeps data that 
are sensitive in databases, also the access to the database has to be managed. This is 
important if the users only should have access to certain records in the database. In 
those cases it is not only the user’s identity, but also what parts of the data that are 
accessed and previously accessed data, that is checked. All this information can be 
stored in a user profile that is associated with the user. [Sta00] A common way to 
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manage access rights is to use ACL, which could simplify the storing of the access 
control matrixes. However there are also disadvantages with this form of management 
for example in situations when the users are frequently changing. [And01] It can also 
be difficult the get an overview of permissions given to a user, since a wide search has 
to be made that covers all ACLs. [Gol99] 

Access control can not prevent authorized users form intentional misuse of 
resources. [Yua01] 
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5 EVALUATION OF THE PROPOSED TECHNIQUES 
 
The tentative solutions rule-based access, authentication and policy/contract, see 

figure 4 page 10, are here evaluated. 
 

5.1 Conceptual Models of Remote Access 
 
In order to evaluate the proposed techniques two of the problems derived from the 

scenario have been used, namely the first two that concerns the new security level 
function. 

Hypothetically both the user and the company can initiate a change of the security 
level. In the first conceptual model it is the user that wants to change the security level, 
i.e. problem number one. In the second model it is the company that wants to adjust 
the security level, i.e. problem number two. 

In both examples it is the communication between the user and the company that is 
focused, i.e. P and O in figure 2 page 5. 

 

5.1.1 Initiation made by the User 
First the initiation is taken by the user and in this conceptual model it is 

investigated if the two techniques rule-based access and policy/contract can be used as 
mapped in figure 4. 

 

 
 

Figure 5: Conceptual model of a security level change initiated by the user. The 
company checks the identification of the user and the user’s access rules together 
with other processed info, before the security level and access rights are decided 
and shared to the user. 
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In the case the user wants to set the security level, he or she must first be 
authenticated on the device. Then a request is sent to the company that automatically 
checks the user’s identification and access rules, namely if the changed rules are 
needed in order to perform job instructions. Also other available information is 
processed before the security level is decided and the access regulated. The user is 
notified if the security level is changed or not. During the whole session, the user can 
access information allowed by the security level. 

In this example the policies, i.e. D in figure 4, forms the ground on which the user 
makes a decision to change the security level. Access rules, i.e. A in figure 4, are used 
to evaluate the request and decide the security level for the user. 

Since the user expects the company to automatically handle the request and 
evaluate it, this shows that also the company must take responsibility in the co-
evolution. As described in figure 2 page 5, the user must trust the company and that 
the company is responding in the right way. 

 

5.1.2 Initiation made by the Company 
A security level change can also be initiated by the company, which can be good 

when nomadic computing is introduced to new places and situations, i.e. problem 
number two. 

In the scenario Peter went to the pub without changing the security level. This is a 
situation in which the security level change might be initiated from the company side. 
The company can process significant information and with this information assist the 
user and maintain a high level of security. 

Another reason for the company to change the security level can be that the user is 
not involved in any project at the moment and do not need access to as much 
information as before. 

The purpose is however to maintain a high level of security and make it easier for 
the users to manage the security level. The users are assisted by the company in the 
decision of security level instead of having all the responsibility of the communication. 
The company must however follow the privacy policy in order not to violate the 
integrity of the users. 

Here is one example where the company initiate a change in the security level for 
the access. 

 
 
Figure 6: Conceptual model of a security level change initiated by the company. 
The company gathers information in order to decide appropriate security level 
and access rules. When the sec level for the user is changed, the user is notified 
and a message is sent back to the company as a confirmation. 
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In this example the company gathers information from the firewall that monitors 
all traffic, but also from user whereabouts and from company information concerning 
the user. Also other information can be useful like the time of the day. The user 
decides what information that can be used. Then all this information is processed in 
order to decide appropriate security level and access rules. If the security level must be 
changed, the user is notified. When the change is carried out a message is sent back to 
the company as a confirmation. 

A policy or a contract, i.e. D in figure 4 page 10, is used in this model to define 
what information that is allowed to be processed in order not to violate the integrity of 
the users. The access rules, i.e. A in figure 4, are decided from this information, which 
can initiate a change of the security level. Even if the users do not interact when the 
security level is decided, they should be aware of the process. Education, i.e. B in 
figure 4, is thus important in order for the users to understand that the security level is 
changed. 

The co-evolution between the organisation and the user can be seen also in the 
second example. The user must trust the company and that the security level is handled 
in the right way. Therefore also this situation is an example of how O and P, in figure 
2 page 5, have an influence on the technology uptake. 

 

5.1.3 Discussion of the conceptual models 
The two examples deals only with the first two problems derived from the 

scenario. Also the other problems can be evaluated in the same way. However through 
these conceptual models we can see that the techniques can be very useful. Also 
authentication, i.e. C in figure 4, can be used in both examples as a part of the rule-
based access. 

One interesting observation is that the relation between the organisation O and the 
user P, see figure 2, is probable to be very important for the uptake of nomadic 
computing. The users are using the technology through the organisation. 

 

5.2 Assessment of the Techniques used in Tentative 
Solutions 
 
The three techniques, rule-based access, authentication and policy/contract are 

know further evaluated. References to the scenario and the conceptual models in figure 
5 and figure 6 are also included for this purpose.  

 

5.2.1 Rule-Based Access 
In order to control the access to the company, the company must set up access 

rules. These rules must ignore mobile users that are not authorized, as the intruder in 
the scenario, and also decide what security level to choose for each access request. 
Authentication is needed for this part of the communication as well as other available 
information concerning the user, see figure 5 and 6. Other information that should be 
evaluated is what the user wants to access, the purpose of the access, what assignments 
the employees have, together with what is needed in order to perform their tasks. It can 
also be interesting to evaluate the time of the access, since it is not likely that the 
employee, e.g. Peter in the scenario, is working in the middle of the night. The position 
of the device can also be used to compare to travel appointments. A problem is to 
make sure that the privacy policy is not violated. It must be the users that decide what 
information that can be used. Peter could have permitted the company to use GPS to 
find out his location during the day, but not after working hour. 
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Economically this technique is fairly easy and cheap to implement and provides a 
high level of security. However it has to be maintained and updated on a regular basis, 
which can be a complicated procedure. Rule-based access can be used for many 
different purposes and in many different situations. Not only for access to companies, 
but also for access control to resources and specific services, e.g. when accessing a 
WLAN or an airport check-in service in the scenario. 

As described in section 4.3.9, there are also other methods that can be used for the 
same purpose, like role-based access. However rule-based access is a good way for a 
company to manage a wide number of accessing users, all with a variety of adjusted 
rules for access permissions. 

For the user it is convenient to automatically receive access permissions when 
accessing the company network, compare as described in the conceptual models of 
remote access. Especially if the company conform only to the information, agreed by 
the user. 

 

5.2.2 Authentication 
When accessing the company system, authentication is vital for many situations. 

First authentication can be used if the user wants to change the security level, see 
figure 5. In order to prevent unauthorized use and access to the device, authentication 
is also needed before opening a port or initiating a Bluetooth transmission. One 
upcoming possibility is to use a fingerprint reader that can be attached to the device 
and used for the different situations where authentication is needed. When and for 
what authentication is needed, should be regulated in the policy for remote access. In 
the policy there can also be information concerning the storage of access information 
and passwords used for authentication. As seen in the scenario, the company should 
not allow the user to store this important information on the device, at least not 
unencrypted and unhidden. 

The question is not if authentication is needed, but what kind of authentication 
technique to use. The decision of authentication methods is likely to depend on 
economical factors besides the level of protection. There are many possibilities to 
choose from even though biometrical authentication methods are considered to be the 
most expensive, but at the same time the ones that provide the highest security level. 
Biometrical methods are known to be difficult when used, due to problems finding the 
level where all unauthorized users are rejected and all authorized users are verified and 
not the other way around. Another example of a commonly used authentication 
method is to use usernames and passwords. It is often difficult for the user to 
remember and use these in the right way, hidden from others, which also could be seen 
in the scenario. 

A potential problem for the future use of authentication can be cultural differences 
and acceptance. There is a possibility that fingerprint verification as one example is 
not an accepted method in certain cultural environments. Unpredicted things like this 
should not be forgotten. It might be easy to deploy different authentication methods, 
but then the users might not want to use them. 

 

5.2.3 Policy/Contract 
When it comes to security policies, remote access is just one of many contexts in 

which they can be used. As we could see in the conceptual models, figure 5 and 6, a 
policy can be used for many different purposes and for many different situations. They 
must however be formed and adjusted to each company and their needs. The company 
may need many different policies, for example one concerning the remote access in 
general, one to support the users when changing security levels and one privacy policy. 
The privacy policy can point out what the company is allowed to do and what 
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information concerning the users that the company is allowed to access, without 
violating the users’ integrity, as described in figure 6. One disadvantage with policies 
is that someone has to make sure that they are operated correctly. This is the weakness 
of policies, even if the company or the users want to follow the policies, they might 
not always succeed. The consequences might be severe. 

Contracts are something that does not exist today, but can be a good complement 
to policies. The purpose is to increase the responsibility of both parts and thus also 
increase the security level. The company has to increase their security precautions and 
provide security means for the remote access and the users have to take their 
responsibility and use the techniques in the right way. Also the integrity can be 
regulated in the contract, which should push the company to take responsibility also in 
this area. The purpose with the contract is also to make the company responsible if 
something happens, like in the scenario. The condition is that the user has followed the 
rules in the contract. The idea is to create mutual satisfaction from both the user and 
the company. 

Both policies and contracts can easily be adopted and almost does not cost the 
company anything. The security level can be higher if they are followed. For the 
company it is important to follow policies in order to reach a better reputation. 
However for the employees it can be easier to forget or ignore some points in a policy. 
With a contract everyone must take the security more seriously. 

 

5.2.4 Additional Techniques 
Except these three techniques there are also many other mechanisms that can be 

used to reach a high security level for the remote access. As mentioned, firewalls are 
good for the purpose of monitoring the traffic, as in figure 6, and to regulate what 
traffic that is allowed to pass through. Communication information can also be 
gathered to decide the security level for the access. 

Another good tool for companies is to use VPN for the actual transmission and 
have a secured tunnel as long way as possible between the end nodes. If possible the 
company should provide all its employees and their devices with VPN software. 

Together with all these different techniques, the important issue of handling them 
in the right way remains. The user must understand and be able to use the security 
mechanisms in the right way or else the security protection will fail. Education is 
therefore of great importance in all areas. Even if there are mechanisms that can 
decrease the interaction of users, they are still the ones that handle the device and 
should be aware of possible threats. 
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6 FUTURE TRENDS FOR NOMADIC COMPUTING 
AND SECURITY 
 

6.1 Nomads 
 
Peter in the scenario is a good example of how a future nomad can come to live, 

since nomads are defined for the future as itinerant people that use mobile techniques. 
[Lin01b] 

Nomadic computing is increasing and the way people live is changing due to new 
patterns in life, this according to an article about people going back to be nomads 
again. It is a technologic and social change in which the mobile networks and wireless 
local networks makes it possible to live differently from today, more like nomads. The 
time might not be divided in working hour and spare time like today, but involves new 
possibilities and challenges. [Kar03b] As a nomad the employees and other users can, 
regardless of geographic location, access information, network resources and the 
Internet. [Bro01] 

 

6.2 Security Today 
 
There is evidence that shows that security in the area of wireless computing is very 

important. The National Institute of Standards and Technology state in a document 
about wireless network security that “the risks provided by wireless technologies are 
considerable”. [NIST] 

There is also evidence that shows that security in this area is not high enough 
today. When looking at the Wireless Security Policy from the Department of Defence 
in America, see appendix A, it is clear that they do not trust any of the wireless 
technologies. They mean that even if the wireless technology and devices can provide 
increased connectivity, they also provide an increase in security vulnerabilities and 
risks to their information and operations. Another proof that they do not trust wireless 
computing is that the use of wireless devices in the Pentagon and swing spaces is only 
allowed for unclassified data. [DoD02] Although the classified information is 
extremely important to keep safe also companies have information that is sensitive to 
competitors for example. Therefore it can be said that if the Department of Defence do 
not trust the security in wireless communication why should anyone else. Wireless 
communication is increasing and security in this area is thus very important to consider 
not only today but also in the future. The question is if the security requirements will 
change in the future or will it be the same issues that remain important. 

 

6.3 Security Trends 
 

6.3.1 Security in the Third Generation Mobile Networks 
A believable way to communicate in the future is to use the third generation 

mobile networks. [NIST] One question is if this has any effect on the security for 
remote access. Known is that also for 3G, security and privacy will be of great 
concern. [Gar02] 
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There will be a convergence of Internet and telecommunication technologies and 
3G systems will be more heterogeneous. Also when it comes to security, 3G systems 
will use security solutions inherited from both areas and be secured by using a 
combination of disparate security technologies. [How01] 

It is important to consider that the devices have a continuous connection when 
connected to an IP network. Since the devices are always on, they must be 
authenticated before each network request. [NIST] The networks for 3G are getting 
smaller and more numerous, which means that hackers and other abusers of networks 
also have increased opportunities. [Bla00] 

The next-level technology is said to offer more bandwidth, security, and reliability, 
which is suitable for multimedia, e-commerce, videoconferencing and other advanced 
applications. [Gar02] Since mobiles will be more used for e-commerce and other high-
value services, it is likely that application layer attacks will be more common. The 
capabilities for terminals are becoming increasingly flexible and more software-based. 
This might also lead to the possibility of more attacks on the terminal software and 
operations using viruses for example. Therefore some mean that security mechanisms 
in 3G often will be provided at the application level. Another example of a security 
issue in 3G is all the separate terminal components that might be allowed to be added 
and removed on an ad-hoc basis. [How01] According to Howard el al in [How01] the 
devices must continually be regarded as insecure. 

 

6.3.2 The Proposed Techniques for Remote Access 
Wireless remote access will be the first application that is widely adopted 

according to some analysts. The reason to this is because of its high value, low 
technical barriers and market demand. [Mas99] Rule-based access, authentication and 
policies are techniques that can be used today to increase the security protection for 
remote access. However it is reasonable to think that these techniques also can be used 
in the future. It shouldn’t matter if the underlying transmission standards are changing 
it is still remote access that the security concerns. Also the conceptual models, in 
figure 5 and 6, show that the techniques can be useful also in these future protocols for 
remote access. 

 

6.3.3 Privacy Concerns 
It is possible that devices in a larger extent will be equipped with GPS-enabler. 

Also in this situation the device are subject to new security threats. Primarily it is the 
privacy concerns that in contact with a network can be violated due to the disclosure of 
users’ locations and activities to third parties. Scenarios, when advertisers and other 
service providers have agreements with the cellular telephone providers, are not 
impossible. The reason is that the user location information is valuable. The privacy 
policies of the cellular phone companies are therefore important to consider. [NIST] 

 

6.3.4 User Interaction 
Some state that the user should have as little interaction as possible when it comes 

to security. The operation of security features should however be transparent to the 
user and be easy to understand for them. [How01] The important point is still user 
awareness. [Wri99] Today as well as in the future education seems to be an effective 
way to increase the security level. 
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6.4 Final Discussion of the Future Scenario Problems 
 
The problems derived from the scenario are possible futuristic problems. After 

looking at tentative solutions, evaluating them and looking at future trends, it is 
necessary to assess these problems again and discuss how to best solve them in the 
future. 

 
1. Security Level 
One idea in the futuristic scenario was the use of security levels on the user device. 

The question is if security levels are a good way to manage the security on mobile 
devices or not. If the user should have the control of changing security levels it will be 
very important with the assistance from policies. There should also be some kind of 
automatic response from the company side when the user changes the security level. 
The access rules should be automatically adjusted to the request and the situation. An 
authentication mechanism is also needed. As mentioned, some people also mean that 
the user should not handle the security level, but instead observe and be informed. If 
so, it is the company that must deal with the security level. 

My opinion is that security levels are a good way to handle the security. The trends 
are showing that it is probable that this will be managed automatically by the 
company, or built in, in the device. Even though the users interact less in the security 
management, it is still important with awareness from the users in order to understand 
how the security is handled. 

 
2. New Situations and Places 
With nomadic computing comes communication on an anytime anywhere basis, 

which introduces mobile devices to new situations and places. If these situations and 
places are not secure enough, the users’ behaviour and awareness are of decisive 
importance to the exposure of their devices. This problem can be technically solved 
with help from security levels as well. If the company monitors the movements of the 
users and evaluates different situations, they can automatically adjust the security level 
accordingly and thereby increase the security. 

 
3. Device Security 
There are many tools that can be used to increase the security on the device. The 

company that developed the device can provide security mechanisms that are built-in 
in the device, like login password or key-board locking for example. The operating 
system can provide a possibility to hide files for example. 

Authentication can be used for different purposes on the device. For the highest 
protection, biometrical methods are recommended due to the new upcoming devices 
and tools for this purpose. 

Besides this, the user can download different software programs designed to 
increase the security. Also a mobile device needs virus protection, firewalls and other 
security software. If the company wants to protect their system they should provide its 
employees with these programs and regulate the use in policies or contracts. The best 
protection is provided if the company server automatically updates the protection on 
the user device, if it is needed, each time the user connects to the company system. 

In similarity to stationary computers, knowledge is the determining factor. 
Security mechanisms and software always exist, but it is of vital importance that they 
are used in the right way. If they are not used as they are supposed to, the protection 
fails. 
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4. Hidden Affordances 
To prevent hidden affordances, security mechanisms for device security as above 

must be used also here. The awareness and responsibility of the user are important in 
order to prevent unauthorized access and usage of the device. The best solution is 
therefore education of the users, in order to as far as possible protect the information 
on the device and prevent problems with hidden affordances. 

Another angle is to see the device in the same way as a wallet. Users normally do 
not lend their wallet to an unknown person. Instead it can be wiser to value 
information just as high as money. The most intelligent thing to do is actually not to 
lend a mobile device to someone that you do not trust. However both a wallet and a 
mobile device are still a target for theft, which the user has to be prepared for. 

 
5. Responsibility 
The users have a responsibility of handling the security on the device. This is 

especially important when they are in contact with a company. When it comes to 
remote access both the user and the company are responsible for the security. The 
problem is to make both sides taking their responsibility seriously. One solution is to 
use policies when dealing with remote access. However contracts with agreed rules 
can have a more forcing effect on both parties. The important thing is to make the 
company responsible for possible incidents, as long as the users follow the rules. 

 
6. User Integrity 
There are many examples indicating that it is becoming more common with 

techniques and services that threaten the integrity of the users. This is alarming for the 
users, why extra focus must be given on integrity protection. Integrity of the users in 
the area of nomadic computing can be recommended as subject for future research. 

Between the employee and the company, a policy or a contract is a good solution. 
Then both parties know what is allowed to do and what information that is allowed to 
use, since this is regulated in the document. 

For the users, it is not only for this situation protection is needed. Every time they 
are using the Internet for example, information can be gathered and stored that 
threatens the users’ integrity. Cellular telephone providers and various other 
companies will have the capacity to violate the integrity. In this situation it is the user 
self that must be observant of how the information about them are handled. Policies 
are often used today and are likely to continue to be the only way to know how the 
information is used by the different actors. The users must however look these things 
up for themselves, which is why user awareness is crucial. 
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7 SUMMARY AND CONCLUSIONS 
 

7.1 Nomadic Computing and Remote Access 
 
Nomadic computing is becoming more and more common today. There is a need 

to be able to move around and continue working, people are getting used to mobile 
phones and to have information available at all times. 

Except need, there is also important with trust according to the co-evolution 
model. Trust can depend on the security, which is why security is of decisive 
importance to the future use of nomadic computing. 

Remote access will soon be possible from many different types of wireless 
networks. Security is very important since the companies open up doors that should 
only be open for authorized employees. However, it is obvious that the companies 
have the responsibility to preserve the security in these situations. A company system 
contains a lot of information, some of high value for the company. Remote access will 
be of great importance for the employees when they are working on the move, since 
they can access the information that they need when they need it. This is thus 
profitable for the company as well as for the employees.  

Remote access does only exist in a small scale today, but is expected to be one of 
the first and widely used fields of application within nomadic computing. 

 

7.2 The Techniques 
 
The three techniques that are focused in this thesis are here summarized together 

with other mentioned techniques. The purpose is to schematically see possible 
techniques of today, upcoming techniques that can be available within approximately 
five years and techniques that are on research stage or suggestions of future 
techniques. 

 
Summary Today Upcoming Research 
1. Security Level  
2. New Places and 
Situations 

Rule-based 
Access  

New tools for 
rule-based 

access; GPS 
3. Device Security 
 
4. Hidden Affordances Authentication 

Antivirus software, 
firewalls, 

fingerprint reader 
authentication, etc 

Writing 
recognition, 
eye scanning 
authentication

5. Responsibility  
6. User Integrity Policy  Contract 

 
The three techniques focused in this thesis, rule-based access, authentication and 

policy are very useful today, but they can also be used in the future. Their form can 
change and they can be more adjusted to the time, since new authentication methods 
for example, are continuously emerging. They can also with advantage be used 
together with other techniques or in combination with each other. 

For the first and the second problem rule-based access can be used and suggestions 
for the future are that new tools like positioning are used for the rule-based access. 
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For the third and the fourth problem authentication can be used. Also other 
methods to increase the security on the mobile device and prevent hidden affordances 
have been discussed. Upcoming techniques are for example antivirus software and 
firewalls, which can be downloaded to the device. New techniques for authentication, 
like fingerprint readers are coming as well. Suggestions for the future are to be able to 
use built-in cameras for eye scanning or touch-screens for writing recognition. 

For the last two problems policies exists and can be used today. Another form of 
solution, namely contracts, is suggested to be used in the future instead of policies 
between the company and its employees. 

 

7.3 Conclusions 
 
To conclude this work I am going to answer the main question of how and when 

secure nomadic computing can be offered. 
As known, the security in the area of nomadic computing is not high enough 

today. The fact, that nomadic computing is increasing, makes the security even more 
important. The question is if nomadic computing ever can be secure and what level of 
security that decides if nomadic computing is secure or not. This question can not 
easily be answered, however some suggestions can be made of what can be said to be 
basic requirements. 

For the first, we must be able to seamlessly roam between different kinds of 
networks and still keep a high level of security, for example with an end-to-end 
encrypted tunnel, we must be able to use biometrical authentication on the device, and 
there has to be a strong access control on the remote side. 

Second, I think that for nomadic computing and remote access to be secure, the 
users themselves have to see to their devices and protect them in the best possible way, 
as well as the companies must put their effort on doing everything in their power to 
provide the highest possible protection. Everything in between are out of their hands 
and instead it is up to the cellular telephone providers and the owners of the networks 
to protect. 

User awareness and education are a great step on the way. Even if efforts are made 
to simplify and decrease the interaction of the users, awareness and education are 
always important. 

I also think that the three techniques, rule-based access, authentication and 
policy/contract, will continually be an important part of trying to make nomadic 
computing and remote access secure. 

Security is always important, today as well as in the future. A certain amount of 
threats will always exist, no matter how many security mechanisms that are used. New 
improved mechanisms comes all the time, however also the attacks are more 
sophisticated and the attackers are likely to get smarter every day. 

As seen in the model of technology uptake, different parts are affecting the 
evolution of nomadic computing. Security is part of the concurrent forces in the 
evolution that is needed to create trust, which is decisive to the employment of 
nomadic computing in the future. The user must have confidence in the technique, but 
as seen in chapter 5 the user must also have confidence in the organisation in order for 
the technique to evolve and be adopted. 

Today nomadic computing is only in its initial phase, but in the future I think 
nomadic computing will be as normal and frequently used as the cellular phones are 
today, as long as an effort is made to keep a high level of security. 
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GLOSSARY 
 
Own explanations have been used in this glossary. There are many definitions of 

the different terms, but these explanations are defining how the terms should be 
understood in accordance to the context of this thesis. 

 
 

ACL Access Control List. Contains sets of data with access rights for e.g. 
users or processes, to different objects like systems, resources, services. 
 

GPRS General Packet Radio Service. An extension of GSM, a packet switched 
standard used in the same network for communication from mobile 
devices. 
 

GSM Global Standard for Mobile communication. A public network for 
telephone communication. 
 

HTTPS Secure Hyper Text Transfer Protocol. A protocol used to transmit 
individual messages securely over the Internet. 
 

IP Internet Protocol. A network layer protocol, which moves data in 
packages. IP is not connection oriented. 
 

OSI Open System Interconnection. A reference model for computer 
networking containing seven protocol layers, from the first physical 
layer to the last application layer on the top of the communication. 
 

SSL Secure Socket Layer. A protocol used to transmit private documents 
over the Internet between a client and a server. 
 

Threat There can be both natural and technical threats to the security. In this 
work threats have the meaning of being technical. 
 

TLS Transport Layer Security. A protocol used to guarantee privacy and 
data integrity over the Internet between a client and a server. 
 

UMTS Universal Mobile Telecommunications System. A packet switched 
standard with higher speed than GPRS. Often seen as a 3G standard. 
 

Virus A file containing code that can be loaded and run on a computer or a 
mobile device without being detected. Can cause damage for example 
by using all memory that is needed for a system to function. 
 

WAP Wireless Application Protocol. A protocol used in the GSM network for 
communication from mobile devices. 
 

WEP Wired Equivalent Privacy. A security protocol for WLANs with the 
purpose of encrypting data over radio waves. 
 

WTLS Wireless Transport Layer Security. The security layer of WAP, based 
on TLS, but designed for wireless environments. 
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APPENDIX A 

Pentagon Area Common Information Technology 
(IT) Wireless Security Policy 
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