
Master Thesis  
Computer Science 
Thesis no: MCS-2004:05 
06 2004 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Biometric methods and mobile access 
control 

 
 
 
 
 
 
 

Linda Fransson 

Therese Jeansson 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 

Department of 
Software Engineering and Computer Science 
Blekinge Institute of Technology 
Box 520 
SE – 372 25 Ronneby 
Sweden 



Biometric methods and mobile access control 
 

2 

This thesis is submitted to the Department of Software Engineering and Computer Science at 
Blekinge Institute of Technology in partial fulfilment of the requirements for the degree of 
Master of Science in Computer Science. The thesis is equivalent to 20 weeks of full time 
studies. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Contact Information: 
Authors: 
Linda Fransson 
Therese Jeansson 
 
 
 
University advisor: 
Rune Gustavsson 
Department of Software Engineering and Computer Science 
 
 
 
Department of   Internet: www.ipd.bth.se 
Software Engineering and Computer Science Phone: +46 457 38 50 00 
Blekinge Institute of Technology  Fax: + 46 457 271 25 
Box 520 
SE – 372 25 Ronneby 
Sweden 



Biometric methods and mobile access control 
 

3 

Abstract 
Our purpose with this thesis was to find biometric methods that can be used in 
access control of mobile access. The access control has two parts. Firstly, to 
validate the identity of the caller and, secondly, to ensure the validated user is not 
changed during the session that follows. Any solution to the access control 
problem is not available today, which means that anyone can get access to the 
mobile phone and the Internet. Therefore we have researched after a solution that 
can solve this problem but also on how to secure that no one else can take over an 
already validated session. 
 
We began to search for biometric methods that are available today to find them 
that would be best suited together with a mobile phone. After we had read 
information about them we did choose three methods for further investigation. 
These methods were Fingerprint Recognition, Iris Scan and Speaker Verification. 
 
Iris Scan is the method that is best suited to solve the authentication problem. The 
reasons for this are many. One of them is the uniqueness and stability of the iris, 
not even identical twins or the pair of the same individual has the same iris 
minutiae. The iris is also very protected behind eyelids, cornea and the aqueous 
humor and therefore difficult to damage. When it comes to the method itself, is it 
one of the most secure methods available today. One of the reasons for this is that 
the equal error rate is better than one in a million. However, this rate can be even 
better. It all depends on the Hamming Distance, which is a value that show how 
different the saved and temporarily template are, and what it is set to. 
 
To solve our session authentication, which was to make sure that no one else could 
take over a connected mobile phone, a sensor plate is the answer. This sensor will 
be able to sense for touch, heat and pulse. These three sensor measurements will 
together secure a validated session since the mobile phone will disconnect if the 
sensor looses its sensor data. 
 
There are, however, technological and other challenges to be solved before our 
proposed solutions will become viable. We address some of these issues in our 
thesis. 
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1 Introduction 
There have been many reports and books about security on the Internet and many 
policies as well as protocols have been developed over the years. However, today 
is there an increasing use of mobile phones when connecting to the Internet, for 
example WAP (Wireless Application Protocol). Unfortunaly has there been very 
little research about security and access control on mobile phones. The access 
control has two parts. Firstly, to validate the identity of the caller and, secondly, to 
insure that the validated user is not changed during the session that follows. This is 
the reason why we have chosen to write a report about authentication of mobile 
phones and its validation during sessions.  
 
Several methods in the biometric area exist today and they are divided into two 
groups, physical and behavioural. The physical group includes Fingerprint- and 
Facial Recognition, Hand Geometry, Iris Scan, Retinal Scan, Vascular Patterns 
and DNA (DeoxyriboNucleic Acid). The behavioural group includes Speaker 
Verification, Keystroke and Signature, see Appendix A for more information. A 
combination of biometric methods e.g. smart card is also used. Since many of 
these methods are not applicable for access control e.g. you need to take a blood 
sample to be able to use DNA and the entire hand must be used with Hand 
Geometry. We will therefore concentrate our attention to Fingerprint Recognition, 
Iris Scan and Speaker Verification.  

1.1 Problem definition 
Many biometric methods exist today and finding the best suitable one for access 
control on mobile phones is not easy. Each method has its own advantages and 
disadvantages.  
 
The technology for authentication of mobile phones and its validation during 
sessions do not exist today but it is essential to look at since more and more people 
use their phones to surf on the Internet. There are also many companies that have 
employees who travel a lot and need to have access to the company’s computer 
network. This can be a problem since authorization is needed and ensuring that 
only authorized people get access via a mobile phone is very difficult today.  
 
We are therefore going to give an example on how to ensure that only the owner of 
the phone can get access to the Internet or the phone, i.e. PIN code (Personal 
Identification Number), and it is here biometrics come in. Validating a session 
over an already connected mobile phone is a little complicated but equal important 
and we are also going to give an example on how this can be solved. 
 
Two issues must be answered before the best appropriate method can be found. 
The first one is to find technical solutions based on biometrics that are available 
and suitable. Issue two is about the chosen method’s feasibility. 

1.2 Delimitations 
Some biometric methods might not be suitable to solve the access control problem 
and a limitation has therefore been made. The methods that are more thoroughly 
investigated are Fingerprint Recognition, Iris Scan and Speaker Verification. 
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1.3 Reading guidelines 
This thesis will begin with information about Biometrics such as history, 
definition, explanations on different concepts and how the methods are used today.  
 
Issue 1, finding technical solutions based on biometrics that are available and 
suitable, is studied in section 3 and 4. Section 3 will cover where the methods are 
used today and section 4 will study which part of the body, finger, iris or voice that 
is best suited for an access control solution. 
 
In section 5 is issue 2, feasibility, studied where we will give a solution on how the 
access control problem can be solved and how a secure validated session can 
work. 
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2 Biometrics 
In this chapter we will begin with the story behind the biometric methods that we 
will use, i.e. Fingerprint Recognition, Iris Scan and Speaker Verification, which 
will be followed with the definition of biometrics. Since it is important to 
distinguish between identification and verification within this area a short 
description about the two will follow. To get an idea on what Fingerprint 
Recognition, Iris Scan and Speaker Verification are, one part will describe them 
and we will end with the difference between FAR (False Acceptance Rate) and 
FRR (False Rejection Rate). 

2.1 History 
The history of biometrics began in China in the 14th century when Chinese 
merchants were stamping children’s palm prints and footprints on paper with ink 
to distinguish the young children from one another. In the 17th century thumbprints 
were accepted in Chinese legal code as an alternative to a seal or a signature. This 
was also used in Londonderry, Ireland, to sign a petition asking for reparations 
following the siege of the city by King William.  
 
The first modern systematic use was when Sir William Herschel in 1858 reached 
his limit of frustration with dishonesty of the local natives in India. He used 
fingerprints to stop impersonation of pensioners who had died, and to prevent rich 
criminals paying poor people to serve their jail sentences for them. Henry Faulds 
discovered them independently in the 1870’s and brought them to the attention of 
Darwin, who in turn motivated Galton to work out a scheme for classifying their 
patterns. His classification from 1892, including loops, whorls, arches and tents, is 
still in use today. See Appendix B for more information about loops, whorls, 
arches and tents. 
 
In the late 19th century, Richard Edward Henry took Galtons classification and 
developed it into an advanced version. This method was used in an experimental 
basis in the late 1890’s and was soon proved to be extremely reliable. 
Interestingly, another classification system was created almost concurrently in 
1891 by Juan Vucetich, which is still used in most Spanish countries. International 
organizations such as Interpol now use both methods. [1, 9] 
 
In 1922 a toy company developed “Radio Rex”. It was a celluloid dog that 
responded to its name. This breakthrough was the first success in the field of 
speech recognition and happened decades before major research in this area was 
even considered.  
 
The U.S. Department of Defense sponsored the first academic pursuits in speech 
recognition in the late 1940’s. The project, development of an automatic language 
translator, was a failure. Nevertheless, an important appreciation was gained for 
the amount of research.  
 
In 1952, Bell Laboratories developed an automatic speech recognition system that 
successfully identified the digits 0 to 9 when they were spoken over the telephone. 
Major developments at Carnegie Mellon University, MIT, followed with the 
Speech Understanding Research (SUR) program. In the early 1970’s, the SUR 
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program yielded its first substantial results and the HARPY system, at MIT, could 
recognize complete sentences that had a limited range of grammar structures. 
 
At this point, at least three main obstacles stood in the way of a commercially 
viable product: computing power, the ability to recognize speech from any person, 
and a continuity of speech capability. Nevertheless, the successes of the 1950 and 
1960 have gained the attention of more and more commercial entities. [4] 
 
The idea of using iris patterns for personal identification was originally 
documented in an ophthalmology textbook by James Doggarts in 1949, and may 
have been proposed as early as 1936 by ophthalmologist Frank Burch. In the 
1980’s the idea appeared in James Bond films, but it still remained science fiction 
and conjecture. In the mid-1980, two ophthalmologists, Drs. Leonard Flom and 
Aran Safir, introduced the concept that no irises are alike. They researched and 
documented the potential of using the iris for identifying people and patented it in 
1987. Soon after, the intricate and sophisticated process that brought the concept to 
reality was developed by Dr. John Daugman and patented in 1994. The patent 
IrisCode is today own by Iridian Technology. [5, 6] 

2.2 Definition 
What qualities distinguish you from another person? Of course do our personalities 
differ to some extent, but there is a physical uniqueness as well. The main methods 
of identifying a person today are: 
 
Something you have – might be a key, Smart Card or other token that you use to 

verify your identity. 
 
Something you know – might be a PIN or password that only you know. 
 
The problem with these two methods is that they can be borrowed or stolen. There 
is a third alternative: 
 
Something you are –fingerprint, iris, voice etc. 
 
These physical characteristics, such as fingerprint, voice, face, retina, handwriting, 
hand geometry and iris, can be exactly measured, numbered, and counted. The 
statistical use of variations in these elements of living organisms is known 
collectively as biometrics. A person's biometric data can be collected and analysed 
in a number of ways.  
 
This type of information is especially useful for personal identification, in which 
people are recognized by biometric-based security systems according to their own 
unique physical or behavioural characteristics. [7, 8]  

2.3 Identification vs. verification 
There are two primary functions offered by biometric systems. One is 
identification, a one-to-many (1: M) matching process wherein a biometric sample 
is compared to a set of stored samples in a database.  
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The other is verification; a one-to-one (1:1) matching process in which the 
biometric system compares an individual's biometric sample to previously enrolled 
data for that person. [7]  

2.4 False Acceptance Rate and False Rejection Rate 
Most modern biometric security systems can be fine-tuned to fit the needs of either 
high security or low security environments. Increasing security in biometric 
systems sometimes makes them more narrowly, resulting in an increased False 
Rejection Rate (FRR) – this is manifested when a registered person’s biometric 
data (e.g. minutiae data) is rejected by the system. In these cases, emphasis on 
ambient lighting, climate, or user training may be needed. The net effect of FRR is 
usually nothing more than inconvenience to persons.  
 
However, if security is set too low, the False Acceptance Rate (FAR) may 
increase. This is potentially far more serious, since it involves an unauthorized 
person gaining access to protected resources. The FAR and FRR varies widely 
between biometric systems. [7] 

2.5 Types of biometrics 
Many different types of biometrics exist today and we have concentrated us on 
Fingerprint Recognition, Iris Scan and Speaker Verification. We will here describe 
how they are used and some of their drawbacks. For information about other 
biometrics, see Appendix A. 

2.5.1 Fingerprint Recognition 
When using Fingerprint Recognition an image is taken from a person’s fingertip 
and its characteristics are recorded. Whorls, arches, and loops are recorded along 
with the patterns of ridges, furrows, and minutiae. It is these things that make the 
fingerprint unique, see Figure 1. For more detailed information, see Appendix B. 
This information may then be processed or stored as an image or as an encoded 
computer algorithm to be compared with other fingerprint templates. 
 

 
Figure 1 An example of a fingerprint [20] 

 
At enrolment, see Glossary, the minutiae points are located and the relative 
positions to each other and their directions are recorded. This data forms the 
template, which is later used to authenticate a person. At the matching stage, the 
incoming fingerprint image is pre-processed and the minutiae points are extracted. 
The minutiae points are compared with the registered template, where as many 
similar points as possible within a certain boundary are located. 
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Fingerprint damage can impair recognition and this depends on different things. 
One of them is scars and even when they do not cause big system malfunctions; 
they still increase the error rate. A number of people, such as manual workers, 
damage their fingerprints frequently and both young and old have faint prints. To 
solve these problems with damaged fingerprints, it is possible to replace them with 
undamaged ones. Unfortunately any solution to faint fingerprints does not exist 
today but you never know what the future brings.  
 
Automated systems also have problems with amputees, people with birth defects 
such as extra fingers, and the (rare) people born without conventional fingerprint 
patterns at all. A person with an amputated hand is not really a problem since you 
can use the fingers on the other hand. Neither there is a problem if a person has an 
extra finger since it can be removed with surgery. People without patterns are a 
problem that cannot be solved and another biometric method must be used. 
 
It is also possible for fingerprints to be transferred using adhesive tape or for 
moulds to be made, even without the knowledge of the target, using techniques 
originally devised for police use. A sensor that can sense heat or a pulse from the 
finger can solve this problem. 
 
The better systems in use today have an equal error rate, which seems to be 
somewhat below 1 percent. Equal error rate means that the system is tuned so that 
the probabilities of FAR and FRR are equal. [1, 9, 35] 

2.5.2 Iris Scan 
Every human iris is measurably unique. It is easy to detect in a video image, does 
not wear out, and is isolated from the external environment by the cornea. The iris 
pattern contains a large amount of randomness and appears to have many times the 
number of degrees of freedom than a fingerprint. It is phenotypic in that there 
appears to be limited genetic influence; the mechanisms that form it appear to be 
chaotic. This is the reason why the patterns are different even for identical twins 
and they appear to be stable throughout life.  
 
The iris verification process begins with a video-based image acquisition that 
locates the eye and the iris, the coloured portion that surrounds the pupil. The 
boundaries of the pupil and the limbus are defined, eyelid occlusion and specular 
reflection are discounted, and the quality of the image is determined for 
processing, see Figure 2.  
 

 
Figure 2 An image of a iris and its IrisCode [13] 
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The iris pattern is processed and encoded into a 512-byte IrisCode® template, 
which is stored and used for recognition in any transaction when a live iris is 
presented for comparison. The IrisCode® template is immediately encrypted, and 
cannot be reverse-engineered. Eyeglasses and contact lenses are accommodated 
easily. 
 
The main practical problem facing development of Iris scanning in the field is 
getting the image without being too intrusive. However, people are today used to 
and accept new things faster than before so it would not be a problem in the future. 
Another problem is the people who have difficulties to keep their head still. This 
will interfere with the verification process since the iris will not be still. A solution 
to this may be a camera that can countermeasure such movements to some extent. 
 
One of the possible attacks on iris recognition systems is when a simple 
photograph of a person’s iris is used. This attack can be prevented if the camera 
vary its light shone when scanning the eye and watch for pupil dilation. If dilation 
occurs then the system knows that the image is not a fake. 
 
Recognizing people by the patterns in their irises is without doubt the technique 
with the lowest FAR of any known verification system – zero. The equal error rate 
has been shown to be better than one in a million and if one were prepared to 
tolerate a FRR of one in ten thousand, then the theoretical FAR would be less than 
one in a trillion. It appears to be the most secure way of controlling entry. [1, 5] 

2.5.3 Speaker Verification 
Speaker Verification offers the capability of being able to detect a specific 
passphrase spoken by a particular speaker. The person trains a passphrase, the 
more words the better security, which can create voice access to any product. A 
person’s voice has a unique combination of features that make it distinct from all 
others. It is not just the shape of your vocal cords, larynx, mouth, tongue and lips, 
but also how you use them that create a unique “voice signature”, see Figure 3. 
Computer analysis of the digitised voice signal can produce a very specific, 
quantifiable, and reliable verification of an individual’s identity. 
 

 
Figure 3 The things that creates a unique "voice signature" [14] 
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The distinguishing characteristics are extracted from the raw biometric sample and 
converted into a processed biometric identifier template. The processed template is 
registered and stored in a storage medium for later comparison during an 
authentication. A verification process implies matching the enrolled biometric 
template against a single template. 
 
There are many sub problems, such as, whether the environment is noisy, whether 
one needs to verify or recognize speakers from a large set, and whether the 
recognition is text-dependent or not. Text-dependent is when a predefined 
utterance is used for training the system and testing/using it and text-independent 
is when users are not restricted to any fixed or prompted phrases, i.e. they have the 
freedom to say whatever they want. These sub problems make the process more 
difficult but as technology progresses it should not be a problem in the future. 
 
Another problem is that voiceprints can vary over the course of the day. Ones 
health, such as a cold or laryngitis, can also affect verification of the owner by the 
system. There is no solution to these problems. You can only try the verification 
process again and hope for the best.  
 
There are some interesting attacks on these systems. One of them is that a criminal 
might somehow manage to train himself to imitate your voice in a manner that the 
equipment finds acceptable. Another attack is if the owner’s voice is recorded on a 
tape. If these things happen it is not much to do since the criminal’s voice then 
sounds like yours or is yours. 
 
The equal error rate for this type of biometric is not as accurate as some other 
methods and ranges between 1 and 6 percent. However, it lends itself well for 
voice verification over the public telephone system and is more secure than PINs. 
[1, 10, 11, 37] 
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3 Available biometric technologies 
Biometrics is today used in many areas and it stretches from protecting documents 
to military building entrance. The different methods, Fingerprint Recognition, Iris 
Scan and Speaker Verification, can be used to protect the same things. It all 
depends on which method you choose, and in this chapter are we going to describe 
some of the areas where these methods are used. 

3.1 Fingerprint Recognition 
Fingerprints have been used for over 100 years in criminal investigations to 
identify criminals and are also used as technical evidence in courtrooms. Many 
immigration authorities use databases with fingerprint templates to control if a 
person has sought for asylum before. 
 
It is not only the police that use fingerprints. They are also used to secure entry 
devices for building door locks and something that has become more common is 
computer network access. Banks has also recently begun using fingerprints 
especially for authorization at ATMs (Automated Teller Machine).  

 
Even grocery stores are experimenting with fingerprints. In this case are they 
making it possible to trade the credit card to fingerprints, which is more secure. It 
is only the owner of the account and the credit card that can make purchases. 
 
Fingerprint Recognition is also used in other areas such as protecting confidential 
documents, unlocking automobiles and handheld computers. 

3.2 Iris Scan 
In the United States some law enforcement agencies use Iris Scan for prisoner 
identification and to make security checks to distinguish employees from other 
people. 
 
Many of the international airports all over the world use Iris Scan to streamline 
boarding procedures, passenger screening and immigration control. These 
algorithms have been installed in automatic iris cameras to replace passport 
inspection done by immigration officers at all international airports in Canada. 
This will also be tried soon in Japan. 
 
There is also a possibility that the iris scan technology can be used in bank 
systems. It has already taking its first steps and tests are being done to see if it can 
be used for a routine part of ATMs transactions.  
 
Iris Scan will probably have a significant part in a wide range of applications in the 
future where a person’s identity must be established or confirmed, e.g. financial 
transactions, electronic commerce, information security, authorization, building 
entry, forensic and police applications, automobile ignition, and computer login. 
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3.3 Speaker Verification 
In banks Speaker Verification is used to get account information, paying bills and 
transfer money by customers. It is also used at governments to gain access to the 
building and for access to data and information. The later so that only authorized 
personal get access to files they are entitled to.  
 
Another area is travel. Here it is used so that customers can e.g. make or cancel 
reservations via the phone. 
 
Internet and portals is another area. E-business allows callers access information, 
buy products, check status and manage their profiles from any phone. New speech 
portals can now offer customers access to vital information such as news, stock 
quotes, weather and email anytime, anyplace, without being tethered to a PC. 
 
Other businesses that use Speaker Verification are insurance providers, healthcare, 
and telecommunication service providers. 

3. 4 Conclusion 
Fingerprint Recognition is the oldest biometric method and is widely spread over 
the world today. Since the method has been developed over several years is it now 
used in many different areas and databases. 
 
Iris Scan is on the other hand one of the newest methods. Since developed, it has 
spread rapidly and is now becoming one of the most common and secure methods. 
The future is indicating that Iris Scan will take over where less secure biometric 
methods are used today. 
 
Speaker Verification is also one of the older methods. It is used more over 
telecommunications than for example building entrance and is spread widely over 
the world today. 
 
There is no technical solution available today that can be used in mobile access 
control. However, with today’s advanced technology should it not be impossible to 
develop a solution to the access control problem where one of these three methods 
is used. The problem is to find the best suitable one. 
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4 Verification issues in biometrics 
It is not easy to determine which biometric method that is the best choice when it 
comes to access control. Each method is constructed in a dissimilar way, and use 
different organ in the body. The iris and the fingerprint are the ones that are unique 
and the voice is more general. 
 
We will in this chapter describe how the fingerprint, the iris and the voice are 
created and mention some of the things that can change them. The chapter will end 
with a conclusion that will establish which part of the body that is the best choice 
when using it to authenticate a person. 

4.1 The fingerprint 
The fingerprint is developed when the foetus is three to four months old, and after 
that it remains stable throughout the whole life. Only the size of the fingerprint 
changes over the years, and this makes the fingerprint unique. This means that two 
people do not have the same fingerprint, not even twins. 
 
A fingerprint contains patterns, and there are three main groups: loops, whorls and 
arches, see Figure 4. For more detailed information, see Appendix B. The loop 
pattern characterizes by that one or more lines turns as a loop. If the loop opening 
is turned at the thumb side, it is called a radial loop and if it is on the other hand 
turned at the little finger, it is called an ulnar loop.  
 
The arch pattern is made up of ridges, which are laying above each other in a 
general arching formation. The skin on the inside surfaces of our hands, fingers, 
feet and toes is “ridged” or covered with concentric raised patterns. These ridges 
are called friction ridges and they serve the useful function of making it easier to 
grasp and hold onto objects and surfaces without slippage. It is the many 
differences in the way friction ridges are patterned, broken, and forked which 
make ridged skin areas, including fingerprints, unique.  
 
The whorl pattern consists of one or more free recurring ridges and two points of 
delta. Delta is defined as the centre of a triangular region where there is a 
convergence of ridges that flow from three different directions.  
 

 
Figure 4 Different kinds of fingerprint patterns [12] 

 
According to statistics approximately 65% of all fingerprints are loops and this 
makes it the most common pattern. The second most common pattern is whorls 
with 30% and only 5% of the patterns are arch. 
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There are several things that can change the uniqueness of a fingerprint and one of 
them is when you get stitches on your finger. It is not difficult to understand that if 
you amputate a hand, finger or just a fingertip, you cannot use these for 
verification. 

4.2 The iris 
The human iris is formed when the foetus is between three and eight months old 
and since the morphogenesis is chaotic, the iris becomes unique. This uniqueness 
comes from many collagenous fibres, contraction furrows, coronas, crypts, colour, 
serpentine vasculature, striations, freckles, rifts, and pits that the iris contain. See 
Glossary for more information. Not even identical twins have the same iris 
minutiae and to quote Dr. John Daugman, the IrisCode inventor, which has 
through his research come up with these facts:  
 

“An advantage the iris shares with fingerprints is the chaotic 
morphogenesis of its minutiae. The iris texture has chaotic dimension 
because its details depend on initial conditions in embryonic genetic 
expression; yet, the limitation of partial genetic penetrance (beyond 
expression of form, function, color and general textural quality), ensures 
that even identical twins have uncorrelated iris minutiae. Thus the 
uniqueness of every iris, including the pair possessed by one individual, 
parallels the uniqueness of every fingerprint regardless of whether there 
is a common genome.”[32] 

 
After all this facts is it not difficult to understand that it is very unlikely that two 
irises would be exactly the same. The statistical probability of that is estimated at 1 
in 1072 and that is a lot of zeros. 
 
The iris is also one of the most carefully protected organs in the body and is also 
frequently protected by eyeglasses or contact lenses as well. The reason for this is 
that it is located behind eyelid, cornea, and aqueous humor. To get a clearer image 
on where the iris really is located in the eye, see Figure 5. 
 

 
Figure 5 Eye anatomy [15] 

 
Of course, the iris pigmentation can change and these changes depend on eye 
diseases. One of them is glaucoma and some pharmacological treatments that 
involves prostaglandin analogues can affect the melanin, and therefore also the iris 
pigmentation. Another thing that can change the melanin pigmentation are 
freckles. These two conditions do not, however, affect the verification process 
since the change in the pigmentation is invisible in the infrared illumination used 
for iris recognition, so they neither help nor hinder.  
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However, the eyes of an elderly person can change and show a thin white ring, 
which surrounds the iris. This condition develops with age in the base of the 
cornea, where it joins the sclera and is affecting the verification process. 

4.3 The voice 
We can all agree on that it is the voice we use when we talk or sing. This means 
that we use lips, lungs, jaw, larynx, and other parts of the voice organ.  
 
It all starts with the respirator and the purpose of the respirator is to compress the 
air in the lungs. The reason for this is so that airflow can occur. This airflow will 
then press itself through the slot between the glottis, the vocal cords, and stream 
out into the resonating chamber. The resonating chamber is the term on the cavity 
that is formed by the pharynx, the throat, and the mouth cavity. See Figure 6 for 
more information. 
 
When airflow passes the glottis during phonation, which is the production of vocal 
sounds and especially speech, it brings the glottis to vibrate. This vibration 
produces a sound, the voice source. The voice source then passes the resonating 
chamber and the chamber transform the voice source acoustical so that different 
voiced sounds occur. 
 
The resonating chamber’s shape determines this transformation and this shape 
together with its length are by them self determined by the articulation. The length 
is the distance from the glottis to the lips where the lips are one of the articulation 
tools. Several tools of articulation exist and the others are; lower jaw, tongue, 
velum and larynx. 
 

 
Figure 6 The human voice organ [16] 

 
It is not difficult to understand that the voice is sensitive to changes. Several 
diseases exist that have a major impact on the voice and make it sound different. 
One disease is laryngitis, which is an inflammation of the larynx. This will make 
the voice hoarse or you can even loose the voice temporarily. 
 
Another disease is laryngeal paralysis. This means that the muscle function of 
larynx will be completely lost. Cancer is yet another disease that can make big 
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changes on how the voice sounds. This will be accomplished by malignant 
tumours on the glottis, larynx or other areas of the throat. 
 
Of course, it does not have to be as severe as the above. A simple cold or allergy 
can be enough to change the voice.  

4.4 Conclusion 
Both the fingerprint and the iris are unique in a person’s body and since they are 
unique, they can serve as a kind of living passport or password. They are together 
with the voice something you do not need to remember but are something that you 
always carry along.  
 
Unfortunately are the fingerprint, the iris and the voice more or less receptive to 
changes. The voice is one of the most sensitive organs since it is enough with a 
simple cold or that you might speak different from time to time to be rejected. This 
sensitivity makes the voice an organ that is not the best choice when it comes to 
authenticating.  
 
The fingerprint is not as receptive as the voice when it comes to changes but it is 
relatively sensitive. You use your fingers all the time and it is very easy to damage 
a fingerprint so it is not suitable for authenticating. However, the fingerprint is 
unique which made it a strong candidate nevertheless. 
 
The organ that has the lowest receptivity is the iris. It is one of the most protected 
organs and it is very difficult to damage. The iris is also unique, such as the 
fingerprint, and almost none known diseases exist that can alter the iris minutiae. 
Our conclusion is therefore that the iris is the best choice for access control on a 
mobile phone. 
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5 Towards implementing biometric mobile access control 
Our investigation revealed that it does not exist any solution in the biometric area 
today when access control on a mobile phone is concerned. Therefore we are 
going to discuss and reveal how one solution to this problem can look like. The 
chapter will start with a discussion on why we have considered Iris Scan to be the 
best method. This is followed by facts about the camera and additional technical 
features. How the enrolment and the verification will work comes next, which is 
followed by economical aspects. After this do we discuss how one activates the 
Internet possibilities and how to change a template. The chapter ends with a 
discussion about how to secure an already validated session. 

5.1 The technical solution in the future 
It has not been easy to determine which biometric method that is the best. After a 
thorough investigation of the different biometric methods we have found out that 
the best method to solve our problem is Iris Scan. The reasons for this are many.  
 
One of them is the uniqueness of the iris. Not even identical twins have the same 
iris minutiae. The iris is also stable throughout a person’s whole life and does not 
change. This is very important when it comes to security and authenticating. The 
enrolment needs only to be done once, which is preferable since the process can be 
problematic. Neither there is any problem with the verification process since the 
iris does not change.  
 
However, the fingerprint is also unique, which made it a strong candidate. The 
fingerprint patterns are even different between identical twins. Unfortunately do 
the fingerprints have a tendency to faint when a person gets old but are stable until 
this happen. Faint fingerprints are much more difficult for the verification process 
to recognize. This since some fingerprint minutiae, see Glossary for definition, can 
have become so faint that the system cannot detect them.  
 
Even the voice is unique in some way. It has a unique combination of features that 
make it different from one person to another. This combination of features makes 
the voice more sensitive to changes. For the verification process to work properly, 
the voice must sound the same or have very little divergence. This is a problem 
since people can sound different from time to time or get hoarse. The net effect of 
this is that the owner will or can be rejected. 
 
Another reason why Iris Scan is the solution is because the iris is very protected. It 
is one of the most protected organs in a human body in contrast to the fingerprint 
and the voice. Other things that can protect the iris are sunglasses and contact 
lenses. They do not, usually, interfere with the verification process but the 
sunglasses must be taken of before enrolment. Since the iris is protected it is not 
easy to damage. We have all reflexes so we can protect our eyes if something 
happens, e.g. arm reflexes and blinking.  
 
A fingerprint is, however, easily damaged and gets dirty very easy. This is 
understandable since we use our fingers all the time. If the fingerprint gets dirty or 
damaged, it will have a major impact on the verification process. Dirty fingers can 
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be cleaned but damaged are more complicated to solve. You may have to replace 
the template.  
 
Another thing that you use constantly is your voice. Some features of the voice are 
relatively protected, like your vocal cords and larynx, but your lips, tongue etc. are 
not. The lips and tongue can be damaged which will effect how the voice sounds 
and therefore also affect the verification process. 
 
When diseases are concerned there is only one known disease that can affect the 
iris verification process. The condition is when the iris develops a thin white ring 
in the base of the cornea. Nevertheless, this disease only happens to elderly people 
and the iris is stable until this happen. However, when it comes to diseases that 
would change the fingerprint, we have not found any that would interfere with the 
verification process.  
 
The voice has on the other hand several. One of them is laryngitis, which will 
make the voice sound hoarse or can make you loose the voice temporarily. 
Another disease is cancer, which will affect the voice different depending on 
where it is located. However, to affect the verification process is it enough with a 
simple cold or allergy. This makes Speaker Verification a method that is very 
sensitive to changes. 
 
The biometric method that is the most secure one is Iris Scan. There are many 
reasons for this. One of them is the False Acceptance Rate (FAR) that is extremely 
low, namely zero. FAR is a very important factor when it comes to security but so 
is the False Rejection Rate (FRR), which too is low when it comes to Iris Scan. 
This two depends on each other and if FAR and FRR is set to be even between 
them, also called equal error rate, then the error rate is better than one in a million. 
It is not difficult to understand that this makes the Iris Scan a very secure method. 
Another thing that makes Iris Scan secure is that it is very difficult to manipulate. 
Even if you have a photograph of someone else’s eye and iris it cannot be used 
since it is very easy to install a sensor that checks for pupil dilation.  
 
Fingerprints, however, are much easier to manipulate. You can take a fingerprint 
from almost everything that has been touched. This can be done with something as 
simple as an adhesive tape, which is then used to make an accurate three-
dimensional model of the finger. Even moulds can be made that can deceive the 
verification. Nevertheless, the equal error rate of Fingerprint Recognition is quite 
good. It has an error rate of 1 percent and that is better than Speaker Verification. 
Speaker Verification has an equal error rate between 2 and 5 percent. This makes it 
to the biometric method with the highest error rate among these three. The method 
can also be quite easily manipulated. Your voice can be imitated and this imitation 
can fool the verification process. 

5.1.1 The camera 
Several mobile phones have today a built in camera, which can be used to take 
MMS images. This camera is not, however, suitable for iris scanning because the 
camera does not have the technical features needed. There are two features that are 
very important when it comes to the camera. Firstly, to be able to take an image 
suitable for iris scanning the camera must be a CCD (Charge-Coupled Device) 
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camera, which is a device that converts light patterns into digital signals that can 
be read by a computer. Secondly, the camera must also have the possibility to take 
a black and white image but also being able to use non-invasive near-infrared 
illumination (similar to TV remote control that is barely visible and very safe). 
However, to make the enrolment and verification process as simple as possible 
must the camera also have auto-focus and zoom possibilities. These are both set to 
automatic by the manufacturer when iris scanning is concerned.  
 
The reason why we want auto-focus is so the owner can concentrate on more 
important things and do not need to think about how the camera works in detail. 
This will also make it easier for the owner since the camera will focus on the 
object by itself. However, if the auto-focus does not work properly, it can be 
switch over to manual. Then the owner must, of course, learn more about how the 
camera works to be able to take the image. 
 
Zoom is also automatic, such as the auto-focus feature, when it comes to iris 
scanning. One difference is, however, that it is always manual when the camera is 
used for other things than scanning. The reason why the zoom feature is automated 
is to make it easier for the owner. It can be difficult to zoom in the eye and iris 
after the system’s requirements. The owner can concentrate on the image instead. 
Even the zoom feature can be switched to manual when scanning the iris but this is 
only recommended if it does not work properly. 
 
So what camera shall you use since the built in camera is not suitable for iris 
scanning? One solution is to modify the existing one so it can take both, i.e. 
images suitable to the enrolment/verification process and MMS. Such cameras do 
not exist today but with today’s advanced technology it would not be any real 
problem to solve. There is one thing that must be considered though. Most mobile 
phones of today have the camera at the back of the mobile phone, and this is not 
suitable because you must be able to see what the camera is zooming in on. This 
can be accomplished by a 180o rotating camera but the placement of the camera is 
therefore limited. One solution is to place the camera on the top of the mobile 
phone and another is to place it on the phone’s “hinge”. The latter is when a 
mobile phone can be folded. 
 
Another solution is to have two cameras, one for MMS images and one for iris 
scanning. This would solve the problem with the placement of the camera since 
the “MMS camera” can be placed anywhere and the iris scanning camera 
somewhere on the front of the mobile phone.  

5.1.2 The enrolment 
To be able to use Iris Scan an image of the person’s iris must have been saved in 
the mobile phone. This is accomplished during the enrolment, which begins with 
that an image of the eye and iris is taken. The image, mostly a CIFF (Camera 
Image File Format) image, is then analysed by the system to control if it is suitable 
to use. If the image is not suitable, such as inferior sharpness, then the system 
rejects it and asks for a new image to be taken. On the other hand, if the image is 
cleared then the image is analysed again but this time to locate the limbus, the 
small papillary (pupil) boundary and the centre of the pupil. Now has the iris been 
defined and the next process can begin.  
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This process will exclude areas that are covered by eyelids, deep shadows, 
specular reflections etc. After this process only the visible iris areas are left which 
are analysed and digitized by sophisticated mathematical software that encodes the 
iris pattern by a process called Demodulation. This creates a phase code for the 
texture sequence in the iris, similar to a DNA sequence code. The process then 
makes a very compact yet complete description of the iris pattern into a 512 byte 
(4096 bit) IrisCode template.  
 

 
Figur 7 An Iris CIFF image with its IrisCode® 

 
These bytes are divided where half is used to describe the iris features and the 
other half to control the comparison process. It is this template that is saved on the 
SIM-card and later used for comparisons. This template cannot be copied or sent 
to other mobile phones or devices. The reason for choosing the SIM-card here is in 
case the owner trade or buys another mobile phone. This since the SIM-card 
almost always is transferred to the new phone and the owner does not have to redo 
the enrolment since the template is saved on it. If the new phone has iris scanning 
software installed, which lies on the phone itself and takes approximately 300 kB 
in memory, it will check for a template on the SIM-card. If one is found the mobile 
phone will ask the owner if the template should be used or not. Otherwise, it will 
ask for a PIN code or if a PIN code never has been used it will just turn the phone 
on. 

5.1.3 The verification process  
The verification process starts the same way the enrolment does and according to 
Dr. John Daugman the same iris scanning software is used. One major difference 
exists though. The IrisCode template is not saved this time but only compared 
with the saved one. 
 
The comparison between the two templates involves calculating a Hamming 
Distance (HD) value. This value will show the variation between the saved 
template and temporarily template. To get this variation value every bit must be 
compared. 
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Table 1 How to calculate a Hamming Distance [32] 
 
This is done in such a way that bit #1 from the saved template is compared with bit 
#1 from the temporarily template and so on. If the two pair-bits are the same then a 
zero is assigned and if not, a one is assigned, see Table 1. When all comparisons 
are done, the disagreeing bit-pairs are summered and then divided by the total 
number of bit-pair comparisons. This division results in a two-digit quantitative 
expression of how different the two IrisCode’s are. If the HD value is .20, it 
means that the templates differ by 20%. A HD at 0.0 means that it is a perfect 
match and a 1.0 is the opposite. 
 
The system uses this HD to decide whether a template is to be accepted or not. It is 
compared with a HD that is set by the manufacturer. If the calculated HD is lower 
than the pre-set one, then the template is accepted. It is not easy to set a suitable 
HD. It all comes down to what error rates that are preferably, see Table 2.  
 

Table 2 Probabilities of FAR and FRR  
at different HD [32] 

 
A HD of e.g. .30 has a FAR of 1 in 6.2 billion and a FRR of 1 in 46 000. As you 
can understand, it does not happen many False Accepts and even that more False 
Rejections occurs is this only an irritation moment. The owner can simply take a 
new image and try again. 
 
However, if the owner has been rejected three times, the system will end the 
scanning procedure. The mobile phone then asks for the security code. If the 
owner enters this code wrong three times, the phone will be locked and only the 
PUK (PIN Unblocking Key) code can unlock it. 

Live IrisCode IrisCode in Database
1 0001 0 = 1 1 = bits don't match
0 0002 0 = 0 0 = bits match
1 0003 1 = 0
0 0004 0 = 0

2048 204

Hamming Distance (HD) = Non-matching bits / bits matching
Example: 204 / 2048 = .10 (10%)

HD False Accept False Reject
Probability Probability

.28 1 in 1012 1 in 11,400

.29 1 in 1011 1 in 22,700

.30 1 in  6.2 billion 1 in 46,000

.31 1 in 665 million 1 in 95,000

.32 1 in 81 million 1 in 201,000

.33 1 in 11 million 1 in 433,000

.34 1 in 1.7 million 1 in 950,000
.342 1 in 1.2 million 1 in 1,2 m
.35 1 in 295,000 1 in 2.12 m
.36 1 in 57,000 1 in 4.84 m
.37 1 in 12,300 1 in 11.3 m
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5.1.4 Economical aspects 
Several iris scanning cameras exist on the market today and their price and size are 
varying a great deal. The smallest cameras are not bigger than a mobile phone and 
do not cost more than approximately $150. Other cameras, such as the wall-
mounted iris cameras, which have auto-focus and auto-zoom and are used in 
airports, cost about $2.000. More sophisticated eye-finding cameras are even more 
expensive and cost approximately $3.500.  
 
Since the price is varying this much, it is difficult to predict what our camera will 
cost. One thing can be said though, a mobile phone with iris scanning possibilities 
will not be cheap but will be placed among the more expensive phones on the 
market.  

5.1.5 Activate the Internet possibilities 
All mobile phone’s come with a pre-set security code. This code controls many 
features on the phone. Unfortunately do not many people today remember to 
change it or might not know that it exists. It is this code that we have added a little 
extra security to. The code must be changed before the enrolment can take place. 
When the owner wants to activate the Internet possibilities on the phone, he/she is 
prompted to first change the security code. If the code is not changed, the owner is 
denied Internet access. However, when the code has been changed, the owner can 
begin with the enrolment process. The reasons why we have chosen to add this 
extra security is if the owner drops the phone or gets robbed. If that happens, the 
phone cannot be used for Internet connections since the code has not been 
changed. 
 
However, if the Internet possibilities already are activated, the owner comes 
directly to the iris scanning procedure. That is when an image is taken and the 
verification process begins. 

5.1.6 Changing the template 
It is very important that not just anyone can change an already existing template. If 
anyone could do that then there would not be any security at all. Our solution to 
this is that only the owner of the mobile phone is allowed to do that. The owner 
does this with help of a security code.  
 
It is very easy to change the template. The mobile phone asks for the security code 
that must be entered and then asks you if you want to delete the old one. If you 
choose to do so, then the old template is deleted and you will be redirected to the 
enrolment process. Here you will do as you did with the other templates, see the 
enrolment process above. However, you have only three attempts to enter the 
security code. If all attempts are wrong the phone will be locked and can only be 
unlocked with the PUK code. 

5.2 Securing a validated session 
Another thing that we have looked at is how one can secure the mobile phone so 
that no one else can take over a connected phone. Our idea to solve this is to place 
a sensor on the back of the mobile phone. This sensor will cover the lower half of 
the phone or the entire back if it is a phone that can be folded. 
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This sensor will be able to sense touch, heat and pulse. The processing will take 
place on the phone and will start when the sensor is touched. Thereafter will the 
sensor check for heat and pulse. If the readings are invalid then the phone will 
disconnect the Internet otherwise can the owner continue surfing. The time from 
that the finger or fingers leave the sensor plate until the phone disconnect, is pre-
set to two seconds. However, the owner can change this time to five seconds, but 
this is not something that is recommended. The longer the time is between 
disconnecting and loose of sensor data, the higher is the risk that someone can take 
over. 
 
The reason why we have chosen to sense for heat, is to control that it is something 
warm and not a pencil that lies against the sensor. Since the phone is laid almost 
everywhere, e.g. bags, tables and in cars, would not it be good if all this things 
activates the sensor. This is why the sensor can only be activated when something 
warm is touching the sensor plate.  
 
It would not be a surprise if someone figures out how to fool this. Therefore have 
we also chosen to sense for a pulse. These three sensor measurement, i.e. touch, 
heat and pulse, will make it very difficult for any person to take over a phone and 
continue surfing.  
 
 



Biometric methods and mobile access control 
 

27 

6 Conclusion 
We have discovered under the progress of this report that there is no biometric 
solution available today that can solve the access control problem on mobile 
phones. However, one feature do exist that may be used. Some mobile phones 
have today a built in camera and one of our solutions is to use this camera after 
some modifications for iris scanning. The placement of this camera is limited 
though. It must be placed so it can rotate 180o since the owner must be able to see 
what he/she is zooming in on. Another solution is to use two cameras, one for iris 
scanning and one for MMS images. This solution would solve the problem on 
where the camera could be placed. For iris scanning it would be placed on the 
front and on the back for the other camera. 
 
The reason why we decided that Iris Scan is the best solution is because it is the 
most secure method of the three we have investigated. It is almost impossible to 
deceive the system with e.g. a fake image of an iris since the camera can easily be 
installed with a sensor that checks for pupil dilation. Other reasons are the 
uniqueness of the iris, its stability, and that it is very difficult to damage since it is 
very well protected behind eyelid, cornea and aqueous humor. The only thing that 
can change the iris so the verification process is affected is when it gets a thin 
white ring that surrounds it but this condition only occurs to elderly people. 

 
Anyone can today take over an already connected mobile phone and continue 
surfing since it does not exist anything that controls it. We have therefore come up 
with an idea that can solve this. A sensor will be placed at the back on the mobile 
phone, which will sense for touch, heat and pulse. This sensor will cover the lower 
part of the phone or the entire back if it is a phone that can be folded. The three 
measurements, touch, heat and pulse, will together secure the connection. 
 
Our conclusion is therefore that the Iris Scan and sensor solutions should be 
possible to implement and introduce into the open market. This will not be 
accomplished today but in a not too distant future. 
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Glossary 
Arch One of the basic patterns of the human fingerprint, formed 

by several curved ridges one above the other. 
 
Aqueous humor Is a thin, watery fluid that fills the space between the 

cornea and the iris. It is produced by the ciliary body, 
which is just behind the iris. It provides nourishment to the 
front parts of the eye and gives it form and shape. 

 
CCD Charge-Coupled Device. A semiconductor technology used 

to build light-sensitive electronic devices such as cameras 
and image scanners. Such devices may detect either colour 
or black-and-white. Each CCD chip consists of an array of 
light-sensitive photocells. The photocell is sensitised by 
giving it an electrical charge prior to exposure. 

 
Choroid The choroid layer lies between the retina and sclera. It is 

composed of dense pigment and blood vessels that nourish 
the back of the eye. The choroid merges with the ciliary 
body and iris at the front of the eye, and is attached to 
edges of the optic nerve at the back of the eye. The iris, 
where it is not covered by the sclera, reveals the colour of 
the choroid. 

 
CIFF Camera Image File Format. A digital camera file format 

based on JPEG. Added camera information allows 
exchange of CIFF-formatted pictures between digital 
cameras and other hardware. 

 
Ciliary body The ciliary body forms from the choroid and merges with 

the iris. The muscles that change the shape of the lens are 
attached to the ciliary body. 

 
Collagen Is the main protein of connective tissue. It has great tensile 

strength and is the main component of ligaments and 
tendons. Collagen also fills the cornea where it is present 
in crystalline form. 

 
Collagenous Collagenous is either producing or containing collagen. 

See Collagen. 
 
Connective tissue Is the tissue that binds together and is the support of the 

various structures of the body. 
 
Contraction The tightening and shortening of something, e.g. a muscle. 
 
Cornea Is a clear, curved membrane that covers the front of, and 

allows light into, the eye. It protects the pupil, the iris, and 
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the inside of the eye from dust and other matter. The 
cornea helps to focus light onto the retina. 

 
Corona Is a crown like eminence or encircling structure. It is also 

the inner surface of the ciliary body of the eye. 
 
Crypt In anatomy, a crypt is variously a blind alley, a tube with a 

depression or a pit in an otherwise fairly flat surface. A 
pitlike depression found in the iris near the papillary 
(pupil) margin. 

 
Depression A part in a surface that is slightly lower than the rest. 
 
Enrolment Is the registration of a user and his/her reference template. 

See also Template. 
 
FAR Stands for False Acceptance Rate. Statistical probability 

that an imposter is recognized as an enrolled person. This 
is a breach of security. 

 
Freckle Any small spot or discoloration. 
 
FRR Stands for False Rejection Rate. Statistical probability that 

the system fails to recognize an enrolled person. This is an 
inconvenience to a legitimate user who will have to present 
his/her finger/iris a second time. 

 
Furrow A slight depression in the smoothness of a surface, such as 

a long line or hollow, which is formed or cut.  
 
Identification Process of establishing the identity of a person by 

matching his/her live scan template against all the 
reference templates stored in the database. 

 
Impair To reduce or weaken in strength or quality. 
 
IrisCode The template record owned by Iridian Technology and 

patented by Dr. John Daugman. 
 
Limbus A distinctive border or edge, such as the junction between 

the cornea and sclera of the eyeball. 
 
Loop The most common basic pattern of the human fingerprint, 

formed by several sharply rising U-shaped ridges. It is a 
recurve line-type that enters and leaves from the same side 
of the fingerprint. 

 
Minutiae points Is the term used to define common micro features in a 

fingerprint or in an eye. 
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Phenotypic The expression of a specific trait, such as stature or blood 
type, based on genetic and environmental influences. 

 
Pit Is a slightly low area in any surface. 
 
Ridge The skin on the inside surfaces of our hands, fingers, feet, 

and toes is “ridged” or covered with concentric raised 
patterns. These ridges are called friction ridges and they 
serve the useful function of making it easier to grasp and 
hold onto objects and surfaces without slippage. 

 
Rift Is a long, narrow opening or empty space in or between 

things. 
 
Serpentine Is when something is curving and twisting like a snake. 
 
Smart card Chip card in credit card size with capacity to store 

information. 
 
Specular The surface has a smooth, reflecting surface; "a specular 

surface." 
 
Striation A long thin line, mark or stripe of colour. It comes from 

the word stria, which means a stripe or line (as in the skin) 
distinguished from the surrounding area by colour, texture, 
or elevation. 

 
Template A code containing information about the minutiae of a 

fingerprint/iris. A reference template is stored in a database 
or on a smart card for subsequent identification/verification 
while a live scan template is the temporary code generated 
at the time of authentication. 

 
Vasculature Is the vascular network of an organ. 
 
Verification Is the process of establishing the identity of a person by 

comparing his/her live scan template against a user-
specified reference template or group of templates 
belonging to that user. 

 
Whorls One of the basic patterns of the human fingerprint, formed 

by several complete circular ridges one inside another. 
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Appendix A: Biometric methods 
Several biometric methods exist today, which use different parts of the body. The 
common factor, however, is that they all are used to secure access to different 
things, e.g. building entry, computer access etc. To get a little information about 
some of the methods will these be described below.  

DNA 
DNA stands for DeoxyriboNucleic Acid and is a substance that is present in nearly 
all-living organisms as the carrier of genetic information. It controls everything 
about the way you look from the colour of your eyes to how tall you are. This is 
done by the billion of copies of DNA instructions in your body. 
 
There is no technology for quick genetic analysis available today for verification. 
Even if it would exist, identical twins would pose a threat since they have the same 
genetic information. Another problem with using DNA as a biometric method is 
that it is the most intrusive system yet. To be able to use this method you have to 
get a blood sample. 
  
Today do the police use DNA to identify victims and criminals when a crime has 
been committed. This is done with more than blood samples since they can also 
take samples from hair, saliva or sperm. DNA can also be used to determine 
relationship between people. 

Facial Recognition 
Facial Recognition analyses the characteristics of a person's face. This is done by 
analyzing images that has been taken by a digital video camera. It measures the 
overall facial structure, including distances between eyes, nose, mouth, and jaw 
edges. These measurements are retained in a database as a template and are used as 
a comparison when a person stands before the camera. 
 
The person faces the camera, standing about two feet from it, and then the system 
compares the template of the facial structure of the person with other templates in 
a photo database. It is possible that the person may need to move and reattempt the 
verification based on his facial position.  
 
To prevent unauthorized persons or moulds, that have been done, from getting 
access to the system, many systems now require the person to smile, blink, or 
otherwise move in a way that is human before verifying. 
 
Facial Recognition is gaining support as a potential tool for averting criminals, 
terrorist crimes, and shoplifters in stores. It is already in use in many law 
enforcement areas. Software has also been developed for computer networks and 
automated bank tellers that use it for person verification purposes. 
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Hand Geometry 
Hand Geometry uses the geometric shape of the hand for confirming a person’s 
hand. It is a fairly simple procedure and is surprisingly accurate. Though it 
requires special hardware to use, can it be easily integrated into other devices or 
systems. Unlike fingerprints and the iris is the human hand not unique and because 
of this do some hand-scan devices measure two fingers and other the entire hand. 
 
The person places the palm of his/her hand on a metal surface, which has guidance 
pegs on it. These pegs will help the person to properly align the hand so the device 
can read the hand attributes. The device then checks its database for verification of 
the person.  
 
It is easy to use a fake hand if it is applied to the plate correctly. The reason for 
this is that current hand geometry scanners do not have any way to detect whether 
a hand is warm or not. 
 
Hand Geometry can be found in nuclear power plants, border crossing, day care 
facilities, fitness centres, hospitals, banks, airlines, casinos, manufacturing plants 
and more. 

Keystroke 
Keystroke biometrics looks at how a person types in a password and logon codes 
to create a biometric template. It is based of the current password or PIN system, 
but it adds an extra dimension of keystrokes dynamics.  
 
It begins with that the person types a password or a phrase on the keyboard. The 
system then records the timing of the typing and compares the password against 
the saved one and the timing to its database. 
 
Keystroke is relative easy to fake. It is not enough that the intruder has to know the 
correct password. The intruder must also be able to replicate the rate of the typing 
and intervals between the letters to gain access to the information or the system. 
Even if the intruder is able to guess the correct password, will he/she not be able to 
type it with the proper rhythm. The only way to make this work is if he/she has 
had the ability to hear and memorize the correct user’s keystrokes. 
 
Areas where Keystroke can be found are when a person has to access systems like 
computers, telephones or ATM machines. 

Retinal Scan 
The retina is a thin nerve in the back of the eye. Retinal Scan analyses the layer of 
blood vessels (vascular) in the retina, which are unique to each person. Scanning 
involves using a low-intensity light source and an optical coupler and the system 
can read the patterns at a great level of accuracy. Before scanning it require the 
person to remove glasses, place their eye close to the device, and focus on a certain 
point. 
 



Biometric methods and mobile access control 
 

36 

The person looks through a small opening in the device at a small green light. The 
person must keep their head still and focus on the light for several seconds. During 
this time the device will verify his/her identity.  
 
It is very hard to make a replicate of the retina. Even a retina from a dead person 
would deteriorate too fast to be useful. Therefore has no extra precautions been 
taken with retinal scans to be sure that the person is a living human being. 
 
Retinal Scan is often used to control access to certain government buildings, 
military installations, power plants, and other considered high-risk security areas. 

Signature 
Signature Verification is the process used to recognize an individual’s hand-
written signature. Dynamic signature verification technology uses the behavioural 
biometrics of a hand written signature to confirm the identity of a computer user. 
This is done by analyzing the shape, speed, stroke, pen pressure and timing 
information during the act of signing. Natural and intuitive, the technology is easy 
to explain and trust.  
 
The person signs on a tablet or on paper that is lying over a sensor tablet. The 
device records the signature and compares it to its database.  
 
Signature Verification can be found in hospitals, pharmacies and insurance 
companies. 

Vascular Recognition 
Vascular patterns are best described as a picture of the veins in a person's hand or 
face. The thickness and location of these veins are believed to be unique enough to 
an individual to be used to verify a person's identity. 
 
The most common form of vascular pattern readers is hand-based, requiring the 
person to place their hand on a curved reader that takes an infrared scan. This scan 
creates a picture that can be compared to a database to verify the person's stated 
identity. 
 
At the moment is not Vascular Recognition used much. It is mostly used to get 
access to buildings but new areas are considered. Major military installations are 
testing it and some established companies in the security industry and multi-outlet 
retailers consider it.  
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Appendix B: Line types of a fingerprint pattern 
Fingerprints have unique and complex patterns. They are divided into three major 
groups, which are arches, loops and whorls. To be able to decide which group the 
fingerprint belongs to you have to go deeper. Each group has line types that more 
or less decide which group it belongs to. Some of the line types can be found in all 
three groups. The most usually line types are described below. 

Arch 

 

An arch is a line in a fingerprint that is arched. If a fingerprint is 
made up primarily of arches is it, most of the times, classified as arch 
prints. 

 

Bifurcation 

 

Bifurcation is the name of the intersection of two or more line types, 
which converge or diverge. Divergence is the point where parallel 
ridges spread apart and convergence where they come together. 

 

Delta 

 

The point of initial bifurcation, or other anatomic feature at the point 
of divergence of two type lines, is called the delta. Usually it is 
placed directly in front of the type line bifurcation. 

 

Ellips 

 
An ellipse is a circular or oval shaped line type, which is generally 
found in the centre of Whorl patterns. 

 

Island 

 
An island is a line that stands alone. It does not touch another line 
and is totally contained in the pattern area of interest. 

 

Loop 

 
A loop is a recurve line type that enters and leaves from the same 
side of the fingerprint. 

 

Minutiae points 

 

Minutiae points are the term used to define common micro features 
in a fingerprint. Common features are the intersection of 
bifurcations, ending points of islands and the centre point of the 
sweat glands. 
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Rod 

 
A rod is a straight line that is generally found in the centre of the 
fingerprint pattern area. 

 

Spiral 

 
A line that spirals out from the centre of the fingerprint. Spirals are 
common to whorl patterns. 

 

Sweat gland 

 
A sweat-producing gland in the fingertip. Every finger contains 
many sweat glands. The moisture that they produce allows 
fingerprints to be electronically imaged. 

 

Tented arch 

 
A tented arch is an arch that quickly rises and falls at a steep angle. 

 

Whorl 

 

A whorl is like a circle where the lines close. Any fingerprint 
pattern, which contains two or more deltas, will be a whorl 
pattern. If a pattern contains no deltas then it is an arch, if it 
contains one (and only one) delta it will be a loop and if it 
contains two or more it will always be a whorl.  
 

 


