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Abstract

Traditional Ad Hoc network wireless communication in the past years has
contributed tremendously to the dawn of wireless mesh networks (WMNs)
which have so far been able to provide a significant improvement in ca-
pacity and scalability. Routing metrics which form the basic element for
the routing protocol in this innovative communication technology is a call
for concern as they must take into consideration the wireless medium net-
work characteristics in order to provide an optimum appreciable QoS per-
formance. In the past many single-radio routing metrics have been pro-
posed for Ad Hoc networks which are not compatible with the multi-radio
routing scenario demanded by WMNs. In our work, we provide a com-
parative analysis of most recently proposed multi-radio routing metrics for
WMNs.We begin by providing an overview of the features of a wireless mesh
network thereby presenting a better understanding of some of the research
challenges of WMNs. Also, since single-radio routing forms the basis of
multi-radio routing, we in this regard provide a review of some single-radio
routing metrics. In our comparative analysis, an overview of routing pro-
tocols for WMNs is provided enabling an understanding of the demands to
be included in a routing metric to ensure efficient routing in WMNs since
different routing protocols may impose different demands; we then identify
the requirements of multi-radio routing metrics from which we base our
comparative analysis.
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Chapter 1

Introduction

Wireless Mesh Network(WMN) being an emerging technology has in recent years re-
ceived research focus. Considered to be the next step in the evolution of wireless net-
works, WMNs promises greater flexibility, reliability and performance. WMN architec-
ture employs multi-hop communication among network nodes, i.e., mesh nodes and mesh
clients, to forward packets from source to destination through intermediate nodes which
not only boost the signal, but cooperatively make forwarding decisions based on their
knowledge of the network. The peculiar characteristics of dynamic self-organization,
auto-configuration and self-healing in WMNs offer many benefits such as low upfront
investment, increased reliability and scalability.

The wireless routers in WMNs have minimal or no mobility and form the backbone
for mesh clients. They contain additional routing functions to support mesh networking
other than the routing capability for gateway/bridge functions as in the conventional
wireless routers. To further improve the flexibility of mesh networking, a mesh router is
usually equipped with multiple wireless interfaces built on the same or different wireless
access technologies. However, mesh and conventional wireless routers are usually built
based on a similar hardware platform. Although mesh clients can also work as routers for
mesh networking, they can be much simpler in the hardware platform and software. This
simplicity can be reflected: in the communication protocol which can be light-weighted,
the inexistence of gateway or bridge functions, availability of only a single wireless inter-
face, etc. So conventional nodes, such as, desktop, laptops, PDAs, pocketPCs, phones,
etc, equipped with wireless network interface cards(NICs) can connect directly to wire-
less mesh routers, otherwise, customers without wireless NICs can also be always-on-line
anywhere anytime by connecting the wireless mesh routers through Ethernet for example.
The integration of WMNs with other already existing wireless networks such as wireless
sensor, wireless-fidelity(Wi-Fi), cellular, worldwide inter-operability for microwaves ac-
cess(WiMAX) and media networks is enabled by the gateway/bridge functionalities in
the mesh routers.

Most application scenarios of WMNs are broadband services with various QoS re-
quirements [26, 19]. Other applications[20] include community and neighborhood net-
works, enterprize networking, building automation, etc. Since a WMN is dynamically
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4 CHAPTER 1. INTRODUCTION

self-organized, self-configured and provides self-healing, i.e., every node has a link to ev-
ery other node, alternative links can be used in case of a node failure or traffic congestion
in a direction. The network can be deployed incrementally one node at a time as need
be. Increase in new installed nodes increases accordingly the reliability and connectivity
for the users.

But despite the admirable present day achievements in the area of WMNs, consid-
erable research efforts are still required. In this regard, we focus in the network layer,
more specifically in multi-radio routing, wherein considerable research has been going
on in recent years. The availability of relatively low cost wireless hardware, e.g., IEEE
802.11 based radio interfaces and their multiple incorporation per network node makes
it possible to significantly increase the capacity of each mesh router(compared to single-
radio nodes) if the interfaces are operated on orthogonal channels. The performance
of the WMN routing protocol relies on the routing metrics to perform efficient routing
decisions. The performance routing metrics must capture critical design features such
as end-to-end delay, throughput, bandwidth, etc. It is in this light that we concentrate
efforts on the comparative analysis of recent routing schemes in order to address the
incorporation of the required design features for good QoS performance.

1.1 Related Work
On account of the importance bestowed on the role of routing metrics in routing proto-
cols many research works have been going on in recent years aiming at designing routing
metrics with the desired QoS requirements. In this regard each design focuses on some
and not all of the factors required to obtain a satisfactory network performance. This
is observed in the evolution process of routing metrics. So setting-up guidelines for the
understanding, design and application of effective routing metrics is a call for concern
in the research area of multi-radio routing. By qualitatively comparing routing met-
rics, basing inspiration from previous works provide evolution in this research domain.
Previous works published in [7, 8, 30] have provided a detailed discussion and compar-
ative study of some routing metrics for wireless mesh networks. In [8], R. Draves et al
compare single-radio wireless network metrics by means of test-bed measurements. In
[7],Y. Yang et al identify several features they believe are required for the design of a
good routing metric for wireless mesh networks. They then discuss various single- and
multi-radio metrics and compare performance results through simulations. J. Guerin et
al in [30], provide a survey of some multi-radio routing metrics(though not up to date)
wherein they identify the key components from which multi-radio routing metrics are
constructed. Further, they provide a list of criteria based on which their comparison is
done.

1.2 Contribution of the Thesis
Despite the admirable present day achievements in the area of WMNs, considerable
research efforts are still required. Since routing metrics are a key element of any routing
protocol because they determine the creation of network paths, routing metrics must
capture critical design features such as end-to-end delay, throughput, bandwidth, etc.
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It is in this light that we concentrate efforts on the augmentation of [30] in order to
address the incorporation of the required understanding, design and application features
for good QoS performance. Thus, in our thesis work, we provide an extensive qualitative
comparative analysis of the most relevant routing metrics for multi-radio wireless mesh
networks, including recent proposals not considered in [7, 8] and [30].

1.3 Outline of the Thesis
The rest of our work is carried out as follows: Chapter 2 provides the architecture and
characteristics of WMNs. Chapter 3 gives the Network capacity and critical factors in-
fluencing network performance. Layered communication protocols are treated in chapter
4. Network management and security is covered in chapter 5. A comparative analysis
of multi-radio routing metrics is studied in chapter 6. Finally, our work is concluded in
chapter 7 where some guidelines for further research are also depicted.





Chapter 2

Architecture and Characteristics
of WMNs

2.1 Introduction
The mesh and client nodes make up the WMN elements which intend are arranged
in a certain topology to achieve desirable performance. This chapter in the first sec-
tion, introduces the architectures of WMNs. Those focused on here include infrastruc-
ture/backbone, client and hybrid WMNs. Also, the chapter examines in the second
section the characteristics of WMNs.

2.2 Network Architecture
WMNs are comprised of two distinguishable types of physical entities, called nodes:
mesh routers and mesh clients. Wireless mesh routers as compared to the conventional
wireless routers contain additional routing functions to support its capability of mesh
networking. Also they are usually equipped with multiple wireless interfaces (e.g., IEEE
802.11b/g and 802.11a NICs providing 3 and 12 non-overlapping frequency channels
respectively which could be used simultaneously within a neighborhood) built on the same
or different access technologies, thereby offering improved WMN flexibility. Mesh routers
have much lower transmission power requirements through multi-hop communications to
achieve same coverage as compared to their conventional counterparts. Just like the
conventional wireless routers, mesh routers are built based on the following hardware
platforms: dedicated computer systems (e.g., embedded systems) and general-purpose
computer systems (e.g., laptop/desktop PC ).
Mesh clients are equipped with functions necessary for mesh networking, hence can func-
tion as mesh routers but not as gateways/switches since these functions do not exist in
these nodes. Also, mesh clients usually possess only a single wireless interface. Mesh
clients hardware platform include: laptop PCs, pocket PC, PDA, IP phone, RFID reader,
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8 CHAPTER 2. ARCHITECTURE AND CHARACTERISTICS OF WMNS

BACnet (building automation and control networks) controllers, etc. Based on the func-
tionality of the nodes, WMN architecture can be classified into three types:

2.2.1 Infrastructure/backbone WMN
This architecture type[20] is shown in figure 6.6, where the dashed and solid lines indi-
cate wireless and wired links respectively. In addition to the mostly used IEEE 802.11
technologies, the WMN infrastructure/backbone can be built using various types of ra-
dio technologies. As depicted in the figure, the mesh routers form the wireless mesh
backbone and are self-configuring and self-healing. With built-in gateway/bridge func-
tionality, wired mesh routers can be connected to the internet thereby providing a back-
bone for conventional clients and enabling integration of WMNs with existing wireless
networks. Access to mesh routers by conventional clients with an Ethernet interface is
through Ethernet links but with conventional clients having same radio technologies as
mesh routers, communication is direct with the mesh routers. In a case wherein different
radio technologies are used, then the clients are obliged to communicate with their base
stations in order to have Ethernet connections to mesh routers.

Figure 2.1: Infrastructure/backbone WMN

2.2.2 Client WMNs
This architecture[20] in figure 2.2 provides peer-to-peer networking among devices wherein
the client nodes constitute the network proper, performing routing and configuration
functionalities as well as providing end-user application to customers. So mesh routers
are not involved in this kind of networks. These networks usually make use of one kind
of radio on devices just as in conventional ad hoc networks. Since end-user devices
perform additional functions such as routing and self-configuration they have additional
requirements as compared to infrastructure meshing.



2.3. CHARACTERISTICS OF WMNS 9

Figure 2.2: Client WMN

2.2.3 Hybrid WMNs
The architecture of hybrid WMN[20] as shown in figure 2.3 is the combination of both
infrastructure and client meshing wherein network access by mesh clients can be via mesh
routers and direct meshing with other mesh clients. With the infrastructure providing
connectivity to other networks such as the Internet, Wi-Fi, WiMAX, cellular and sensor
networks, the routing functionalities of clients improve connectivity and coverage within
WMN.

Figure 2.3: Hybrid WMN

2.3 Characteristics of WMNs
WMN are mainly developed from the ad hoc networks. Consequently they have some
common characteristics with the ad hoc systems. Some characteristics[20] of WMNs are
as outlined below

- the communication between different mesh clients, or mesh clients and mesh
routers mainly rely on the multi-hop technology, and making use of a wireless
infrastructure/backbone provided by mesh routers.
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- WMNs are self-forming, self-organizing and self-healing networks.

- Mesh routers in the WMNs have less mobility than the mesh clients and they
perform dedicated routing and configuration, thereby decreasing to a great extend
the load of mesh clients and other end nodes.

- The infrastructure/backbone made up of mesh routers integrate heterogeneous
networks, including both wired and wireless, thereby enabling multiple access
types in WMNs.

- Mobility of end nodes is supported easily through the wireless infrastructure/backbone.

- Constraints on the power consumption for mesh routers and mesh clients are
different.

- Compatibility and inter-operability with other wireless networks are required by
WMNs since they are not stand-alone.

Although a WMN is similar in concept to a Mobile Ad hoc Network (MANET), there
are some significant differences between them:

- Nodes in WMN are fixed. Topology changes are thus infrequent and occur only
due to occasional node failures, node-shutdown for maintenance or addition of
new nodes.

- The traffic characteristics, being aggregated from a large number of traffic flows, do
not change very frequently; permitting optimization of network based on measured
traffic profiles.

- The traffic distribution in a WMN is typically skewed, as most of the user traffic
is directed to/from a wired network. This happens because users typically want
to access resources on the internet or on the enterprise server, and both of them
mostly reside on the wired infrastructure.

- To serve as an effective backbone, a WMN requires proactive discovery of routes
to reduce packet delay. In contrast, in most MANETs, reactive routing strategies
are most common.

2.4 Concluding remarks
In this chapter, we provided the three major classes of network architectures for WMNs.
These three types include Infrasturcture/backbone WMNs, Client WMNs and Hybrid
WMNs. We also specified the functionalities of the different architecture entities as well
as comparing these entities with their conventional counterparts. Further, we outlined
the characteristics of WMNS. Owing to the fact that WMNs sprang from MANETs and
understanding the similarities between them, we also depicted here the major differences
that exist between wireless mesh networks and mobile ad hoc networks.



Chapter 3

Network capacity and Critical
factors influencing network
performance

3.1 Introduction
Network capacity and performance are critical in network evaluation. In this chapter, we
study some important methods of improving the capacity of WMNs as well as the most
important factors relating to achievement of a desirable network performance.

3.2 Network capacity
Research work[19, 20], in the study of network capacity for WMNs are partially adopted
from resulting research study carried out already in MANETs considering the similarity
between the two network types. In [3], P. Gupta et al derived the lower and upper
bounds for MANETs capacity wherein a guideline for network capacity improvement in
MANETs is depicted as: a node should only communicate with nearby nodes. Two major
supporting schemes are suggested in [3] in a bid to implement this idea:

- throughput capacity can be increased by relay node deployment, and

- node-clustering in groups

Therefore a node which wants to communicate with another node which is not within its
transmission range can do so through relaying nodes or clusters. Nonetheless, implement-
ing the above mentioned schemes in MANETs or WMNs prove to be challenging owing
to their distributed nature. A reflection of the implication given in [3] is seen in [31]. In
[31] the mobility of nodes is utilized in increasing network capacity in MANETs. When a
source node needs to send a packet, it will not do so until the destination node gets close
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enough to it. So a node can only communicate with its nearby neighbors. The limitation
experienced by this scheme pertains to the transmission delay which may become large
and the required buffer for a node may become endless. Despite the achievements in
wireless network capacity research, significantly propelled by the analytical approaches
in [3, 31], these approaches experience limitations, for example, the networking protocols
have not been appropriately captured. Power control, routing protocols and different ac-
cess control are features which impact significantly wireless network capacity of WMN.
But in the approaches [3, 31], the features are only represented by oversimplified mod-
els not capturing the real feature’s characteristics. Another limitation in [3] is that the
theoretical capacity bounds are obtained based on the asymptotic analyzes which do not
reveal the exact capacity of a network with a given number of nodes, particularly when
the number is small. The reason here is that, the assumptions made about the size of the
network or the density of nodes in the asymptotic analysis do not reflect the actual scale
of any WMNs since neither the size of a network nor density of nodes will ever go infinite,
regardless of how a WMN is deployed. In addition, the analytical result in MANETs may
not be directly applicable to WMNs due to the differences between MANETs and WMNs.
However, [32] proposes an improvement in this research area. J. Jun et al, show that
the existence of gateways in WMNs introduces "hot spots" in the network that act as
bottlenecks. The available capacity due to the presence of theses bottlenecks is reduced
to O(1/n), where n is the number of users for one gateway. Peculiar about the analy-
sis in [32] is that not only is the asymptotic case treated, the minimum and maximum
data rates available for each node in a WMN is computed exactly for a given network
topology and link layer protocol. This analysis is based on the capacity of WMNs based
on the traffic behavior at the MAC layer. Owing to the flexibility of this approach (i.e.,
approach not limited to a specific MAC scheme), the exact capacity of a WMN for any
MAC layer implementation can be computed. However [32]’s analytical model contains
three assumptions that are not necessarily valid due to the following reasons spelled out
in [20]:

- Traffic in all nodes is directed towards a single gateway node which is not the case
in WMNs.

- There is equal sharing of bandwidth among all nodes in order to achieve fairness.
This assumption however does not hold if the network nodes are not equidistant
from each other.

- It is mentioned that the unidirectional traffic case is easily extendable to the
bidirectional traffic case. However, the network capacity becomes totally different
if bidirectional traffic is considered.

- The network architecture considered in [32] is actually still a MANET[20].

3.3 Critical factors influencing network per-
formance

The design, deployment and operation of a network require the consideration of critical
factors influencing its performances. WMNs have the following critical design factors:
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3.3.1 Radio techniques

These techniques are destined to increase capacity and flexibility of wireless systems[19].
Current typical examples are directional and smart antennas, multiple input multiple
output (MIMO) systems and multi-radio/multi-channel systems. A further improvement
of the performance of a wireless radio and control by higher layer protocols introduces
more advanced radio technologies such as reconfigurable radios, frequency agile/cognitive
radios and even software radios. Due to the capability of dynamically controlling the
radios, these advanced wireless radio technologies though in their infancy are expected
to be the future platform for wireless networks[20]. Consequently they all require an
innovative design in high layer protocols, most especially MAC and routing protocols.

3.3.2 Scalability

In WMNs multi-hop communication is common, resulting to a fervent consideration of
scalability issues since network performance degrades significantly as the network size
increases. Without support for this feature, routing protocols may not be able to fine
a reliable routing path, transport protocols may loose connections, and MAC protocols
may experience a significant reduction in throughput[20]. Typically as pointed out in [20]
available IEEE 802.11 MAC protocols and its derivatives can not achieve a reasonable
throughput as the number of hops increases to 4 or more. Hence to improve scalability
in WMNs, all protocols from the MAC layer to the application layer need to be scalable.

3.3.3 Mesh connectivity

Ensuring reliable mesh connectivity is a critical requirement in protocol design, hence
owing to the fact that many advantages of WMNs originate from this feature, network
self-organization and topology control algorithms are needed. Topology-aware MAC and
routing protocols bring a great enhancement in the performance of WMNs[19].

3.3.4 Broadband and QoS

Most applications of WMNs are broadband services with heterogeneous QoS require-
ments[19, 29]. Therefore considering the end-to-end transmission delay and fairness,
more performance metrics, such as delay jitter, aggregate and per-node throughput, and
packet loss ratios need to be captured by communication protocols.

3.3.5 Compatibility and inter-operability

This is a desired requirement in WMN to support network access for both conventional
and mesh clients. As a result, WMNs have to be retrospectively compatible with conven-
tional client nodes, making it possible for the mesh routers to be capable of integrating
heterogeneous wireless networks.
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3.3.6 Security
In order to provide reliable services, WMNs require an up-to-date security scheme. Many
security schemes have been proposed for LANs in recent years but such has not been
fully achieved in WMNs due to its distributed architecture system as opposed to the
easier handled centralized system in LANs where there exists a centralized authority to
distribute and manage public keys. Existing security schemes for MANETs are not ma-
tured enough and of all cannot be fully implemented in WMN because of the difference in
the network architecture. This difference causes differences in security mechanism; hence
a security solution for MANETs is ineffective in WMNs if adopted[20]. Consequently,
there is a need for adequate security schemes to be developed.

3.3.7 Usage flexibility
The design of protocols must take into greater attention the autonomy of the net-
work such that power management, self-organization, self-healing, and fast network-
subscription/user-authentication procedure. Also network management tools are re-
quired to be developed to efficiently maintain the operation, monitor the performance,
as well as configure the parameters of WMNs. The autonomous mechanism in protocols
along side these tools will enable rapid deployment of WMNs[19].

3.4 Concluding remarks
In this chapter we outlined in section I two possibilities of obtaining a good network
capacity which are that throughput capacity can be increased by: relay nodes deployment
and node clustering. We provided in section II, the factors considered critical in the
performance of a WMN. In this regard, we briefly looked at the different radio techniques,
scalability, mesh connectivity, broadband and QoS, compatibility and inter-operability,
security and usage flexibility.



Chapter 4

WMN Layered communication
protocols

4.1 Introduction
Layering of protocols offers several well-known advantages but typically may lead as
well to performance inefficiencies if not well designed. In this part, we focus specifically
on the layered communication model used to exchange information over WMNs. The
Five layers, namely physical, MAC, Network, transport and application layers deemed
inevitable are given proper attention in this chapter.

4.2 Physical Layer
In WMNs research[19, 20] progress has been significantly achieved in the area of physical-
layer techniques to enhance wireless communication. A majority of existing wireless ra-
dios for WMN application do support multiple transmission rates by combining different
modulation and coding rates thereby enabling the provision of adaptive error resilence
through link adaption. As a means of increasing the capacity of wireless networks,
schemes such as Orthogonal Frequency Division Multiple (OFDM) access has signifi-
cantly increased the speed of IEEE 802.11 from 11Mbps to 54Mbps, and Ultra-Wide
Band(UWB) does provide higher transmission rates though only applicable to short
distance applications(e.g., in WPAN)[20]. In [20], the authors point out that recent ad-
vancements in wireless communications proposed multi-antenna systems such as antenna
diversity, smart antenna, and MIMO (Multiple-Input Multiple-Output) systems to fur-
ther improve network capacity and minify the impairments by fading, delay-spread and
co-channel interference. Owing the fact that the frequency band is a very precious re-
source, many of existing allocated frequency bands have not been efficiently utilized. As
a result, to efficiently achieve much better spectrum utilization and successful frequency
planning for WMNs, frequency agile or cognitive radios are being developed to dynam-
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ically capture the unoccupied spectrum. Implementation of cognitive radios makes use
of the Software Defined Radio (SDR) as one of the most convenient platforms since all
the radio components, such as RF bands, channel access modes and channel modulation
are programmable. Though not yet mature, SDR in the future will be a key technique
for wireless communications because it easily enables the programming of all advanced
physical layer techniques such as adaptive modulation and coding, MIMO system, con-
trollers for smart antennas, directional antennas, multi-channel radios and multi-radio
systems.

4.3 MAC Layer
The following differences exist between MAC protocols for WMNs and their classical
counterparts of wireless networks:

- MAC for WMNs deals with multi-hop communication while their classical counterparts
are limited to one-hop communication

- MAC is distributive (no centralized controller available) in WMNs, need to be collab-
orative, and works for multipoint-to-multipoint communication.

- Network self-configuration is needed for the MAC to enable a better cooperation be-
tween neighboring nodes and nodes in multi-hop distances.

- Mobility, though low, still affects the performance of MAC since this factor dynamically
changes network configuration.

Scalability of WMNs can be address by the MAC layer, thus a MAC protocol can be
designed to work on a single-channel or multi-channel simultaneously. The discussion on
both the single-channel and multi-channel MAC protocols will be done with emphasis on
the IEEE 802.11 MAC, i.e., CSMA/CA with RTS/CTS since IEEE 802.11 is a widely
accepted radio technique for WMNs.

4.3.1 Single-channel MAC
In this subsection, we consider three approaches[20]:

- Ameliorating existing MAC protocols: Today improvement on MAC protocols
for multi-hop WMNs is achieved by adjusting CSMA/CA parameters such as the
contention window size and back-off procedures. This improvement may enhance
throughput in one-hop communication but its impact is low end-to-end throughput
in the multi-hop WMN case since it cannot significantly reduce the contention
among neighboring network nodes. [20] concludes here that no matter which ever
resolution method is being used to adjust the back-off and contention window size,
the end-to-end throughput stays significantly low due to the accumulative effect
on the multi-hop path.

- Cross-layer design : This category depicts two main schemes:
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Directional antenna-based MAC : In this category exposed nodes are eliminated if
antenna beam is assumed perfect. But owing to the directional nature of transmis-
sion, more hidden nodes are produced. Consequently this hidden node problem
requires a lot more attention. Further this scheme faces shortcomings such as,
cost, system complexity, and practicality of fast steerable directional antennas.

Power control based MAC : The development of this scheme aims at reducing ex-
posed nodes especially in a dense network using low transmission power thereby
improving the spatial reuse factor in WMNs. Nonetheless, a lower transmission
power level may make worse the hidden node problem as it reduces the possibility
of detecting a potential interfering node.

Proposing innovative MAC protocols: Random access protocols such as CSMA/CA
have proven to be an inefficient solution due to their poor scalability in multi-hop
networks. As a result, MAC protocols based on TDMA or CDMA are more of in-
terest. Currently the few TDMA or CDMA MAC protocols are available probably
because of the complexity and cost of developing a distributive and cooperative
MAC with TDMA or CDMA as well as the compatibility of TDMA or CDMA
MAC with existing protocols.

The existing TDMA-based MAC protocol is a centralized scheme in IEEE 802.11b stan-
dard and so far there is no distributed TDMA MAC scheme for IEEE 802.11b. Also
in IEEE 802.11 WMNs overlaying the CSMA/CA with a distributed TDMA MAC is a
challenging design interest.

4.3.2 Multi-channel MAC
Enabling a network node to work on multi-channels instead of only a single fixed channel
is a favorable solution to further improve network performance and also increase net-
work capacity thereby being capable of supporting backbone multimedia applications in
WMNs. Nonetheless, the RTS/CTS mechanism can no longer handle the exposed/hidden
terminal successfully when multiple channels are used for data transmissions[42]. Ex-
posed nodes-these are nodes in the range of the transmitter but out of the range of
the receiver. Hidden nodes-these are nodes in the range of the receiver but out of the
range of the transmitter. The exposed terminal problem occurs when exposed nodes are
prohibited from transmitting in parallel with the transmitterŠs transmission. This prob-
lem leads to a waste of network bandwidth resulting in degraded network performance
such as longer delay and lower network throughput. The hidden node problem occurs
when hidden nodes are not prohibited from transmitting during the receiverŠs reception.
This problem leads to packet collisions at the receiver resulting to degradation of the
network performance which could be severe under heavy traffic load. In order to solve
these problems, many attempts in the past years have been proposed in [45, 46, 47, 48]
for MANETs with limited scope solutions[42]. Recently, [42, 43, 44] have been proposed
which as at now have provided a comprehensive solution to the collisions caused by the
exposed/hidden problem. Among the existing multi-channel MAC protocol schemes, the
hardware implementation could be based on one transceiver or multiple transceivers per
node.
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- Multi-channel single-transceiver MAC : Owing to the fact that single hop MAC
protocols can not work well in multi-hop environment due to its incapability of
dealing with exposed/hidden terminal problems, various MAC protocols have been
proposed for multi-hop wireless networks, most of them are based on single chan-
nel implementation, while some others, e.g., [45, 51, 49, 50] divide the radio chan-
nel into multiple channels (probably with a separate control channel). A single
transceiver on a radio would be a preferred implementation hardware platform if
cost and compatibility are of interest. With one transceiver, it implies only one
channel is active at a time in each network node. Nonetheless, different network
nodes may operate on different channels at the same time in a bid to increase
network capacity. In [43] H. Zhou et al recently proposed a multi-channel single-
transceiver MAC by investigating the special features of WMN architecture and
apply the busy tone solution into the medium access control mechanism for WMNs
in order to eliminate exposed/hidden terminal problem and as a result significantly
increasing bandwidth utilization. In [43], the authors complement their previous
work in [42] by conducting an extensive comprehensive simulation to investigate
the effect of various factors on the system performance and buttress their goal
of preventing data packet collisions at data channels using busy tone by compar-
ing their proposed mechanism with previous MAC protocols based on RTS/CTS
mechanism.

- Multi-channel multi-transceiver MAC : Here a radio possesses multiple parallel
RF front-end chips and base-band processing modules to support several simul-
taneous channels. As explained in [20],there is only one MAC layer on top of the
physical layer in charge of coordinating the functions of multi-channels. So far
there exist no multi-channel multi-transceiver protocols for WMNs, so research in
this area is still on the way.

- Multi-radio MAC : In this multi-radio MAC scenario, a network node possesses mul-
tiple radios each with its own MAC and physical layer. Communication in these
radios is entirely independent. So on top of the MAC layer, a virtual MAC proto-
col such as the multi-radio unification protocol (MUP)[28] is needed to coordinate
communications in all the channels. A radio here can have multiple channels but
for simplicity of design and application, a single fixed channel is utilized in each
radio.

4.4 Routing Layer
Currently, the design of routing protocols for WMN is still an active research area no
matter the many available routing protocols for MANETs. However, owing to the dif-
ferences between MANETs and WMNs cited in section 2.3, it implies that the routing
protocols designed for MANETs may not be suitable for WMNs. Basing judgements on
the available MANET routing protocols, it is believed that an optimal routing protocol
for WMNs must have to incorporate the following[19]:

- Performance metrics: To achieve an overall goodput in WMNS performance met-
rics related to link quality are needed to overcome the demonstrated ineffective
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already existing performance metrics which use minimum hop count as a criterion
for good path selection.

- Robustness: In order to achieve good performance, a WMN should be fault tolerant
with link failures (i.e., the routing protocol should be able to quickly choose an-
other path to avoid service disruption in case a link breaks) and be able to carryout
load balancing(i.e., sharing of network resources among many users, hence new
traffic flows should not be routed through a part of the WMN that experiences
congestion).

- Scalability : This is crucial in routing protocol design for WMNs since setting up a
routing path in a very large wireless network may take a long time and if even a
path is established, the end-to-end delay can become large just as nodes on the
path may change state.

- Efficient routing with mesh infrastructure : Since there is minimal mobility and
no power consumption constraints in mesh routers, a much simpler routing pro-
tocol than the existing routing protocols for MANETs is envisaged for these mesh
routers in WMNs. Owing to the fact that the mesh clients may experience more
mobility, the routing protocols in these mesh clients are expected to have the full
function of ad hoc routing protocols. So an efficient adaptive routing protocol for
WMNs to support both mesh routers and mesh clients is a design desire.

Routing protocols applicable to WMNs

- Routing protocols with multiple performance metrics: In [8], R. Draves et al
studied the impact of performance metrics on a routing protocol in which the Link
Quality Source Routing (LQSRTDMA) is proposed aiming at selecting a routing
path considering the link quality metrics. Three performance metrics, i.e., the
Expected Transmission Count (ETX), per-hop Round Trip Time (RTT) and per-
hop packet pair are implemented separately in LQSR. The performance of LQSR
with these three performance metrics is compared with the method using minimum
hop-count. The comparison reveals that, ETX achieves the best performance when
nodes in WMN are stationary while minimum hop-count method out performs the
three mentioned link quality metrics when nodes are mobile. Consequently, when
mobility is concerned, the link quality metrics used in [8] as depicted in [20] are
not good enough for implementation in WMNs.

- Multi-radio routing : The use of multi-radio per network node maybe a preferred
architecture in WMN since the capacity can be increased without modifying the
MAC protocol. In [2], a multi-radio LQSR (MR-LQSR) incorporating WCETT
(Weight Cumulative Expected Transmission Time) is proposed. The performance
metrics, WCETT takes both the link quality metrics and the minimum hop-
count into account. This results in a good trade-off between end-to-end-delay
and throughput since it captures good quality channels and channel diversity in
the same routing protocol. An assumption in the MR-LQSR protocol is that all
radios on each node are tuned to non-interfering channels with the assignment
changing infrequently. To improve network capacity in WMNs, multi-channel per
network node is a promising alternative as proposed in [2], but this scheme is
not applicable as significant differences exist between a multi-channel node and a
multi-radio node.
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- Multi-path routing : The authors in [20] explain that in a WMN using this routing
scheme, multiple paths are selected between source and destination to perform
load balancing and to provide better fault tolerance. In case a link on a path is
broken, due to bad channel quality or mobility, another path in the set of existing
paths can be quickly chosen as a substitute. Hence this can improve the end-to-
end delay, throughput, and fault tolerance since the scheme does not wait to set
up a new routing path. Nevertheless, depending on the performance metric, the
improvement relies on the availability of node-disjoint routes between the source-
destination pair[20]. A shortcoming of multi-path routing is its complication.

- Hierarchical Routing : This routing method employs a kind of self-organizing scheme
to group network nodes into clusters with each cluster having one or more cluster
heads. The nodes in a cluster can be separated from the cluster head by one
or two hops. Owing to the fact that connectivity between clusters is important,
some nodes can communicate with more than one cluster and function like a gate-
way[20]. Inter-cluster routing and intra-cluster routing may use different routing
mechanisms such as proactive and on-demand routing protocol respectively. One
of the advantages of hierarchical routing protocols is that they tend to attain much
better performance when the node density is high because of less overhead, shorter
average routing path and quicker set-up procedure of routing path. However, in
WMNs, hierarchical routing may face the implementation difficulty since a mesh
client must avoid being a cluster head because it can become a bottleneck owing
to its limited capacity[19].

- Geographical Routing : In geographical routing schemes, packets are forwarded by
the use of only the position information of nodes in the neighborhood and the
destination node. As a result, topology change has less effect on the geographical
routing than the other topology-based routing schemes[19]. However, delivery is
not guaranteed even if a path exists between source and destination. Efforts to
guarantee delivery gives rise to much higher communication overheads.

4.5 Transport Layer
Despite the recent advances in wireless communication technologies, the limited link ca-
pacity remains the main preoccupation for WMNs, since adjacent links cannot operate
simultaneously due to mutual interference and the end-to-end path throughput is even
lower. Enabling applications to maximize the available raw wireless link capacity, tradi-
tionally the responsibility of transport protocol, is thus of extreme importance to these
networks. Consequently, an efficient transport protocol for a WMN should fairly and ef-
ficiently allocate the limited network resources among multiple flows sharing the network
while minimizing the performance overhead it incurs. Though many transport protocols
have been proposed specifically for multi-hop wireless networks in recent years, many
issues on the deployment of efficient and fair transport protocols are still open.

Reliable data transport/real-time delivery protocols
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In this section, we discuss these transport protocols under two categories: TCP vari-
ants as a reliable data transport protocol and completely new transport protocols with
real-time delivery.

TCP variants

These TCP variants[39, 40, 41] enhance the classical TCP protocols by addressing
the following fundamental problems[20] depicted below:

- Non-congestion packet losses: A performance degradation of classical TCP
is as a result of its inability to distinguish between congestion (due to traffic) and
non-congestion (due to wireless channels) losses. Consequently, when congestion
losses occur, the network throughput suddenly drops as a result of unnecessary
congestion avoidance. Furthermore, when the wireless channels regain normal
operation, the classical TCP cannot be recovered fast. However, enhancement
of the classical TCP to distinguish between losses due to congestion and wireless
channels can be achieved through a feedback mechanism in the protocol [40].

- Link failure : This is another feature that brings about degradation in TCP per-
formance. Link failures occur more frequently in MANETs due to node mobility.
This link failure crisis is not as critical in WMNs as in MANETs since the WMNs
infrastructure avoids the single-point-of-failure issue. Nonetheless, these failures
may still occur in WMNs due to wireless channels and mobility in mesh clients.
So to enhance the performance of TCP, link failure requires accurate detection as
proposed in [41]

- Network asymmetry: This is the situation wherein the forward link of a network
is remarkably different from its backward link in terms of bandwidth, loss rate, and
latency. Therefore, it affects the transmission of ACKs. Owing to the dependence
of TCP on ACK, network asymmetry can severely degrade its performance. TCP
data and TCP ACK packets may take different paths in WMNs thus experience
different packet loss rates, latency or bandwidth. This asymmetry problem is still
experienced even when the TCP packets take the same path. This is because
the channel condition and bandwidth on the path varies with time. In order to
resolve this crisis and boost TCP performance, schemes such as ACK filtering,
ACK congestion control, etc, have been proposed in other network architectures
but the effectiveness in WMN still need to be looked upon.

- Large Round Trip Time(RTT) Variation: Taking into consideration the
effects of mobility such as fluctuating traffic load, variable link quality, etc, in
WMNs, the frequent change of routing path may cause large variations of RTT.
Since the normal operation of TCP relies on the smooth measurement of RTT, this
large RTT variation will therefore degrade the TCP performance. Hence there is
the need to enhance TCP so that it is robust to large RTT variations.

A completely new transport protocol with real time delivery

As cited above, the classical TCP has many drawbacks. This has urged researchers to
design entirely new transport protocols to further boost the performance of the existing
transport protocols. Among the entirely new protocols is the ATP (Ad hoc Transport
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Protocol) proposed in [41] for MANETs. ATP in the line of improving TCP variants
achieves much better performance (e.g., end-to-end delay, throughput, etc.) but does
not fit for application in WMNs. A completely new transport is only envisaged as a
solution in WMNs if it will be integrated with the Internet and many other wireless
networks thus demanding that its transport protocol be TCP compatible.

In [33], V. C. Gungor et al, proposed an AR-TP(Adaptive and Responsive Transport
Protocol) for WMNs where they argued that an end-to-end congestion and rate control
is inappropriate for wireless mesh networks, because it suffers from the adverse effects
of multi-hop wireless environments, such as variable round-trip-times (RTT), high bit
error rate (BER) and radio interferences. They also present their arguments in terms of
under-utilization of network resources and imprecise congestion detection and control.
In a bid to study hop-by-hop congestion control mechanism in [34, 35, 36], [33] points
out that though the hop-by-hop scheme performs better than end-to-end scheme by
significantly improving network throughput, they may not recover from packet losses
due to node failures or network disconnections. So they argued that hop-by-hop scheme
requires an end-to-end reliability mechanism to be integrated in the transport protocol
to ensure data transport reliability. In this light [33] focusing on single channel WMNs
proposed the AR-TP for WMNs which is an adaptive transport protocol based on hop-
by-hop congestion control and coarse-grained end-to-end reliability mechanisms, designed
to achieve high throughput performance and reliable data transmission in WMNs. To
counter the recovery problem due to packet losses, AR-TP protocol supports an end-to-
end negative ACK(NACK) and retransmission scheme[33] which as a result introduces
little overhead as compared to the ACK overhead in classical TCP. As already mentioned,
AR-TP is applicable only in single-radio WMN scenarios and other application areas like
in multi-radio mesh routers and mobile mesh client domains still require challenges.

A. Raniwala et al in [37] proposed a stateful transport protocol called Link-Aware
Reliable Transport Protocol(LRTP) where they investigated how LRTP can fairly and ef-
ficiently allocate the network resources by accurately estimating the sending rate of each
flow traversing the network using information about effective physical link capacity and
the number of sharing flows. LRTP reduces the performance overhead associated with
reliable packet delivery by implementing link-layer hop-by-hop retransmission mechanism
of the 802.11 MAC and by eliminating per-packet end-to-end transport-layer ACKs and
unnecessary packet retransmissions associated with TCP. LRTP following experiments
conducted in testbeds and simulations shows that it can achieve significant improve-
ments in both overall network throughput and inter-flow fairness. Its explicit rate-based
congestion control mechanism performs much better than TCP’s and ATP’s congestion
control[37]. Since LRTP is proposed for the infrastructure/backbone WMNs, where indi-
vidual nodes do not move and route changes occur very rarely, the end-user mobile nodes
and nodes on the wired networks still run the original TCP. To ensure inter-operability,
each ingres/egress WMN uses a TCP-LRTP proxy that transparently converts an end-
to-end TCP connection into three sub-connections as follows:
(i) a TCP sub-connection running from end-user mobile to the ingress WMN gateway
node,
(ii) an LRTP sub-connection running from ingress WMN gateway node to egress WMN
gateway node, and
(iii) another TCP sub-connection from egress WMN gateway node to the final end-point
of the original connection[37].
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Hence LRTP is TCP compatible. However like TCP and ATP, LRTP is limited in the
sense that it does not do an explicit allocation of bandwidth among neighboring nodes
sharing the same channel. Also owing to the limited number of interfaces on each node in
the multi-channel network, multiple links in the neighborhood may in fact share the same
channel leading to (i) the hidden terminal problem and (ii) the unfair channel sharing
problem. A solution to this problem is proposed in [38] depicting an explicit division of
the radio channel bandwidth among nodes in a neighborhood rather than leaving this
division to 802.11 MAC layer.

Also Universal Datagram protocol (UDP) instead of TCP is usually applied as a
transport protocol for real-time traffic in order to support end-to-end delivery [20]. But
UDP’s simple mechanism cannot guarantee real-time delivery, so real-time protocols
(RTPs) and real-time transport protocols are needed to work over UDP. Rate control
protocol (RCP) is needed on top of RTP/RTCP for congestion control. The available
RCPs are for wired network and none yet proposed for WMNs, but an Adaptive Detection
Rate Control (ADTFRC) has been recently proposed for MANET [69]. This scheme has
its own limitations, one of which is that the accuracy of the detection approach is still
insufficient to actually support real-time for multi-media traffic. Presently, there is no
RCP for WMNs and even no effective RCPs for MANETS which can be adopted[20].

4.6 Application Layer

Motivation in the deployment of WMNs is ascertained by the applications it is capable
of supporting. WMNs can support the following categories of applications[20]:

Internet access The most common access to the internet from homes and business
environments is still through DSL(data subscriber line) or cable modem along with IEEE
802.11 access points. Owing to the various fascinating internet applications, such as
email, search engines, online shopping, chatting, video streaming, etc, which provide
timely information, increase in work efficiency and production, WMNs have many obvious
advantages as compared with the aforementioned access approach among which are easier
installation, higher speed and lower cost.

Storage and sharing of distributed information within WMNs In this appli-
cation internet connection is not important as users only communicate within the WMNs.
Based on peer-to-peer networking mechanism in WMNs, a user can store high volumes of
data in disks owned by other mesh users, download files from other users’ disks, as well
as query/retrieve information located in distributed database servers. For Users willing
to use interactive applications such as video phones, chat and gaming, certain protocols
must exist in the end-users’ application layers which are not yet available.

Information exchange across multiple wireless networks Information ex-
change across multiple wireless networks does not need an internet backhaul, e.g., a
cellular /Wi-Fi phone communication and sensor network monitoring from a Wi-Fi net-
work do not require internet access. This application requires supportive software in the
application layer on the end-user side.
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4.7 Concluding remarks
In this chapter we provided a survey of the different layers of communication in WMNs.
The layers focused on include physical, MAC, network, transport and application layers.
In each layer, we outlined the present day achievements and the probable expectations
to be reached relating to optimum network performance.



Chapter 5

Network management/ Network
security

5.1 Introduction
Management and security issues in networking are very critical for optimum QoS re-
quirements to be met in network performance. Basically without these issues taken into
consideration the network is prone to attacks and failure is the consequence. Hence owing
to the importance of these and the vulnerability of WMN medium, we will in this section
make a survey of the extent of management and security schemes in WMNs.

5.2 Network management
In order to maintain appropriate operation of WMNs, management functions such as
mobility (location and handoff) management, power management and network moni-
toring are needed. However these schemes are not ready and the existing schemes on
mobility management for cellular/mobile IP networks, and MANETs cannot be adopted
to the distributed nature of WMNs. The power management (in mesh clients) and effec-
tive processing algorithms to accurately detect operation abnormalities in WMNs require
attention.

5.3 Network security
Network security is critical in the deployment and management of WMNs. Just like
MANETs, WMNs have no efficient and scalable security schemes. No efficient security
scheme has been proposed yet due to their distributed network architecture, suscepti-
bility of channels and nodes in the shared wireless medium and the continuous change
of network topology. Existing security schemes for wireless LANs(WLANs) use central-
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ized Authentication, Authorization and Accounting(AAA) services to provide security
key management. However, there is no central authority, trusted third party or server
in WMNs to manage security key issues as in WLANs, so a distributed authentication
and authorization scheme with secure key management is a necessity in WMN security
to prevent attacks in different protocol layers which can easily cause network failure. In
this regard, much interest has drawn in recent years concern about WMN security. In
[19, 20], Akyildiz et al pointed out the need for a distributed AAA scheme to handle
security issues in WMNs. In a similar manner, [52] considers the problem of ensur-
ing security in WMNs, introduces the IEEE 802.11s draft standard, and discusses the
open security threats faced at the network and data-link layers. Also [60] in the same
light analyzes the basic high level security issues that every network possesses, such as
availability, authenticity, integrity and confidentiality. Secure routing, key management,
trust management and intrusion detection issues in WMNs is also paid special atten-
tion. After concentrating efforts in the evaluation of earlier security schemes such as
[54, 55, 56, 57, 58, 59] and locating their various limitations, a novel secure localized
authentication and billing (SLAB) scheme was proposed last year in [53], which aims
at addressing both security guarantee and performance in terms of system compromise
resilience capability, inter-domain handoff authentication latency, and workload of the
Roaming Broker (RB). Extensive analysis and simulation were carried out to demon-
strate that the proposed scheme can be a practical solution for achieving secure roaming
and billing in metropolitan-area WMNs.

5.4 Concluding remarks
In this chapter we discussed the management and security in WMNs while making refer-
ence to other networks. Due to the distributed nature of WMNs research achievements in
this area has been slow. Nonetheless, we discussed the already proposed security schemes
for WMNs as well as the extent to which security and network management has attained.



Chapter 6

Comparative analyzes of
multi-radio routing metrics

6.1 Introduction
We pointed out in chapter 3 that scalability (hence capacity) is one of the critical design
factors influencing performance. Therefore to improve wireless capacity in WMNs, there
are two main techniques[19]:

- Improve data rate of the wireless channel that uses a fixed amount of spectrum by
improving spectrum efficiency in bits/sec/Hz. This can be attained by better
modulation, multi-antenna techniques and better MAC protocols, e.g., the use of
54 Mbps 802.11b links and MIMO antennas instead of antenna systems.

- Simultaneous use of a large number of concurrent wireless channels, hence obtaining a
large amount of spectrum.

Considering the second approach, each node can use a single radio interface that is dy-
namically switched to a wireless channel in different frequency bands to communicate
with different network nodes. However, this incurs frequency channel switching over-
heads. A more practical approach is to use multiple radio interfaces and dedicate a
separate radio channel to each to enhance network capacity. This approach requires two
important concerns:

(i) mesh channel assignment, which assigns channels to radio interfaces at all nodes,
and

(ii) mesh routing, which requires efficient, high capacity routes to be computed between
sending and receiving pair of nodes.

In this chapter, focus is on the latter technique of capacity improvement, where we
provide an analytical comprehensive comparative study of fourteen routing (focusing
more on multi-radio routing) metrics thereby providing a platform for necessary future
optimization of routing metric design, thence routing protocols. In order to obtain our
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objective, we will provide an overview of the available routing protocol in a bid to un-
derstand what routing protocols best fit mesh networks as well as provide the necessary
requirements of routing metrics to support effective routing in multi-hop mesh networks.
Later, we shall analyze our choice of existing routing metrics to find out whether they
capture the design characteristics or not.

6.2 Routing protocols for WMNs
Understanding that routing protocols may impose different requirements necessary for
the design of their routing metrics, an insight of the WMN protocols need to be assessed
to find out the features to be incorporated in the routing metrics to ensure efficient
routing in the mesh networks. For example, DSR and AODV were designed to simply
yield the shortest path, i.e., path with minimum number of hops, between a given source
and its destination. The effects and impairments of wireless channels are not taken into
consideration.
The possible routing protocols for WMNs can be categorized into two groups depending
on which routes are calculated: on-demand routing and proactive routing. Considering
message overheads and management complexity, all these routing protocols have different
costs. As a result, we will examine the strong and weak points of using these routing
protocols in WMNs.

6.2.1 On-demand routing protocol
On-demand or reactive routing protocol(e.g., DSR[4], AODV[6], MCR[10], LBAR[11],
and DLAR[12]) were originally proposed for MANETs. This protocol only searches
for or attempts to discover routes using broadcast Route Discovery (RDIS) messages
between a pair of source and destination only when a source really needs to send data
packets addressed to the destination. The routing protocol then caches routes previously
discovered in order to avoid the need for a route discovery to be performed again before
each packet is sent. The discovery of these routes is done usually using network-wide
flooding. Due to the frequent link breaks caused by mobility of nodes in MANETs
flooding-based routes discovery provides high network connectivity and relatively low
message overheads compared to proactive routing protocols. Owing to the fact that
nodes in WMNs have minimal or no mobility, the frequency of link breaks is much lower
than the frequency of traffic arrivals, so flooding-based route discovery is both redundant
and very expensive in terms of control message overheads. For this reason, on-demand
flooding based route discovery routing protocols are generally not scalable or appropriate
for WMNs.

In contrast to the aforementioned flooding-based protocols, the RDIS packets in on-
demand Mesh Routing Protocols (MRP)[65] are not flooded in the entire network and
are only received by the one-hop neighbors of the source node. Taking advantage of the
fact that all connected neighbors already know a route to the gateway, and the significant
routing metrics of those routes, all the nodes receiving the RDIS message(i.e., one-hop
neighbors of the joining node) will reply with a Route Advertisement (RADV) packet
containing the metrics of the current routes. The joining node caches the RADVs and
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selects one or more upstream routes as a function of the nodes requirements and the
offered routes. Improved version of MRP called MRP Beacon mode (MRP-B)[65] takes
into account the detection of routes no longer being valid by network node. Here then,
we find that the message overheads are significantly reduced, hence applicable in WMNs.

6.2.2 Proactive routing(table driven) protocols
Proactive routing protocols (e.g., GSR-Global State Routing)[15] maintains routes to all
destinations, regardless of whether or not these routes are needed. So each node main-
tains one or more routing tables(which are consistent and updated) containing routing
information to every other node in the network. In order to maintain correct route in-
formation a node must periodically send control messages. Therefore, proactive routing
protocols may waste bandwidth since control messages are sent out unnecessarily when
there is no data traffic. The main advantage of this category of protocol is that host
can quickly obtain route information and quickly establish a session. We can distinguish
two types of proactive routing protocols depending on the method by which packets are
forwarded along routes.

Source routing protocol
In source routing, such as LQSR[9], the source node calculates the route for a flow and
appends the entire path of the flow in the packet headers. Intermediate nodes only relay
packets based on the paths in the packet headers. Owing to the fact that packet size
in mesh networks is usually very small to cope with the high bit-error rates of wireless
channels, putting the entire path in a packet header imposes expensive message overhead.

Hop-by-hop routing protocol
Here every node maintains a routing table that indicates the next hops for the routes
to all other nodes in the network. In order that a packet gets to its destination, it only
requires carrying with it the destination address. The intermediate nodes only need to
forward the packet along its path based only on the destination address. The dominance
of hop-by-hop routing in mesh network is due to it simple forwarding scheme and low
message overhead. Despite its benefits, this routing scheme requires careful design of its
routing metrics to ensure loop-free packet forwarding. Since hop-by-hop routing is most
suitable for mesh networks we will emphasize the requirements of its routing metrics.

6.3 Requirements of routing metrics
In this part of our work, we assemble possible critical elements required to design a
routing metric for multi-radio WMNs as well as identify some metric characteristics so
required. We categorize these requirements into two groups: metric elements[30] and
routing metric characteristics.
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6.3.1 Routing metric Elements

A. Number of Hops

Serving as a routing metric in itself, as in most MANET routing protocols, number
of hops can also be a component in a more complex metric. Number of hops as
a routing metric for WMNs has significant limitations as depicted in [60] wherein
the authors prove that a path with a higher number of high-quality links demon-
strates significant performance improvements over a shorter path made up of of
low quality links. Furthermore, [11] found that Number of hops has the tendency
of routing through a few centrally-located network nodes, resulting to congestion
and hot spots.

B. Link Capacity

A view of the available throughput capability of a link by a metric can be obtained
by measuring the capacity of the link by either actively probing the link to measure
transfer speeds or relying on the radio interface’s current rate. Also since most
radio interfaces have the potential of automatically lowering their transmission
speeds as a means to handle impairments of lossy links, finding links with higher
capacity results in lowering medium access time and increasing the performance
of the topology[62]. In WMNs, the maximum transmission rate between two
neighboring nodes (i.e., the link capacity between the two nodes) is directly related
to the physical distance between the two nodes. Generally, the channel quality
degrades with increasing distance between two nodes. Though, the effect of path
length seems to favor paths with smaller hop count, the relationship between
distance and link capacity counteracts this effect by favoring paths with larger
hop count but higher link capacities. Consequently, a trade-off between these two
trends must be found when designing a routing metric.

C. Link Quality

The routing protocol computes and provides one or more paths over which packets
can be routed from a given source-destination node pair to meet criteria such as,
minimum delay, maximum data rate, minimum path length, etc. So a routing
metric that accurately incorporates quality of network links and thus aids in at-
taining such criteria is central to computation of good quality paths, providing
high network performance. High-quality links bring about an overall path perfor-
mance improvement through higher transfer speeds and lower error rates. Signal
to Noise Ratio (SNR) and Packet Loss Rate (PLR), obtainable from the device
driver of a wireless interface, are the most common metrics of the several number
of ways of measuring the quality of a link. An alternative way of obtaining the
PLR value can be determined through active probing [1].

D. Channel Diversity

In multi-hop networks, the use of same channel on multiple consecutive hops of a
path leads to a significant intra-flow interference, which has an effect of reducing
the overall throughput. In order to surpass this shortcoming, all links of a path
within interference range of each other should be operating on non-overlapping
channels, resulting in significant performance gains[2]. Hence, channel diversity is
the term used in describing the operation on non-overlapping channels and is only
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relevant for multi-radio networks, since in single-radio networks all interfaces are
required to operate on the same channel to ensure that connectivity is guaranteed.

6.3.2 Routing metric characteristics

Therefore, a routing metric designed for wireless multi-hop networks should capture at
least the following unique characteristics.

A. Path length

Owing to the fact that each hop introduces extra delay and potentially more packet
loss, a longer path usually increases the end-to-end delay and reduces the throughput
of a flow. Also, the channel distribution on a long path has a significant impact on the
path performance especially considering the influence of intra-flow interference. Hence a
routing metrics should increase the path weight when the path’s length increases.

B. Interference

Wireless links operating in unlicensed spectrum experience two kinds of interference:

a- Uncontrolled interference: This kind of interference results from non-cooperating
entities external to the network which operate on the frequency band but do not
part-take in the MAC protocol being used by the network nodes. These entities
including, microwave ovens, bluetooth devices operating in 2.4GHz ISM bands
interfere with 802.11b/g network in the same band.

b- Controlled interference: This results from the broadcast nature of wireless links where
a transmission in one link in the network interferes with the transmission in neigh-
boring links. This interference type depends on factors like the network topology,
traffic on neighboring links, etc. In [3], it is depicted that interference seriously
affects the capacity of a WMN in a multi-hop setting. Hence routing metrics need
to capture the potential interference experienced by the network link to find paths
that suffer less interference and improve the overall network capacity. Controlled
interference can either be intra-path, wherein different transmitting links on the
same path interfere with each other, or inter-path, wherein transmission on links
on separate paths interfere. A WMN with more channel diverse multi-hop path
has less intra-flow interference. This increases the throughput along the path
as more links can operate simultaneously if they operate on different orthogonal
channels. Hence a good routing metric needs to capture both types of interference.

C. Channel Variability

Short term and long term fading are undesirable conditions suffered by wireless links,
resulting in varying packet loss over different time scales. The loss ratio of the link can
be high when the distance between the communicating nodes is large or if environment
is obstacle rich and causes fading. Thus a routing metric should accurately incorporate
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this time varying packet loss to ensure good performance[24].

D. Data rate (packet transmission rate)

The variation of this parameter depends upon the underlying physical layer technol-
ogy. For example, 802.11a links have high data rate with respect to 802.11b links. When
auto-rate control algorithms are used the data rate may also vary depending on the link
loss characteristics[24].

E. Route stability

In [7], Yang et al explained how unstable path weights can be very harmful to the
performance of any network. They pointed out that sudden changes can create a high
volume of route update messages which may cause the protocols overheads to become
excessively high leading to possible disruption of normal network operations. The type of
path characteristics(which can be either load-sensitive or topology-dependent) captured
by the routing metrics determines the stability of path weights[7]. They also point out
that topological-dependent routing metrics are generally more stable (as compared to
load-sensitive dependent routing metrics), especially in low-mobility scenarios such as in
WMNs where the topology does not change frequently.

F. Isotonicity

In order to compute the minimum weight paths, all routing protocols essentially
rely on certain forms of efficient algorithms, such as the Bellman-Ford or Dijkstra’s
algorithms[7]. Although a routing metric may ensure that its minimum weight paths
have good performance, there is no guarantee that a routing protocol exhibits good
performance if no efficient algorithm exists to calculate the minimum weight path based
on the routing metric. Hence,[7] states that a routing metrics require a property known
as isotonicity, a necessary and sufficient condition for the existence of such algorithms.
A non-isotonic metric can only use algorithms with exponential complexity to calculate
minimum weight paths based on the routing metric, which is not easily dealt with even
for moderate size networks. An isotonic routing metric should ensure that the order of
the weights of two paths is preserved if they are appended or prefixed by a common third
path. As an example[7], assume that for any path a its weight is defined by a routing
metric which is a function of a, denoted W (a). Considering the concatenation of two
paths a and b, denoted as a ⊕ b, isotonicity is defined as: A routing metric W (.) is
isotonic if W (a) ≤ W (b) implies both W (a⊕ c) ≤ W (b⊕ c) and W (c⊕ a) ≤ W (c′ ⊕ b),
for all a, b, c, c′.

Since isotonicity is a sufficient and necessary condition for calculating minimum
weight paths using both Bellman-Ford and Dijkstra’s algorithms it implies that in a
non-isotonic routing metric, routing protocols based on the Bellman-Ford or Dijkstra’s
algorithm may not find the minimum weight paths between two nodes[13, 14]. Owing
to this shortcoming, routing metric must either be isotonic or be able to be converted
to some isotonic form to ensure appreciable network performance. [7] explains further
that if Dijkstra’s algorithm is used in hop-by-hop routing, isotonicity is a sufficient and
necessary condition for loop-free forwarding. Hence in order that routing metrics be of
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Figure 6.1: An example depicting isotonicity

good performance in mesh networks, they should be isotonic.

G. Agility

Agility of a metric in this context refers to its ability to respond quickly and efficiently
to changes in the network in terms of topology or load. For a metric to be considered
agile, the rate at which measurements are taken should be higher than the rate of change
in the network otherwise if the rate of change exceeds the rate of measurement, then
the metric is no longer revealing a true picture of the state of the network and is conse-
quently no longer accurate. The work in [63] explains this, wherein the Number of hop
counts metric outperforms other more complex metrics owing to its ability to determine
instantaneously hop count (in networks with high mobility) in which case more complex
metrics may need sampling and time averaging of multiple network parameters before
reacting.

H. Load Balancing

A metric that is able to balance load can provide fairer usage of the networkŠs dis-
tributed resources. A greedy metric tends to maximize the throughput of the individual
path that is being established, without regard to the overall performance of the network.
This greediness is because the metric only considers local measurements to form routes
or because the metric attempts to use the highest capacity links without taking into
consideration their current loads. Otherwise, a metric can utilize information acquired
from neighboring nodes to make informed decisions that will attempt to alleviate load
on highly loaded nodes. Achieving this is by attempting to minimize the impact on
neighboring nodes, for example by attempting to find routes through links which have
the most residual link capacity[64].

I. External Information

Information such as channels used on previous hops of a path, or other metrics ob-
served on other nodes of the network, such as packet delivery rate or noise levels are
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required by some routing metrics to make more optimal routing decisions. In a situa-
tion wherein the routing metric may require a lot of information from nodes external to
itself, the following two possible problems[30] may arise: (i) the control packets used to
acquire this information may become excessively large and frequent, hence increase in
the routing overhead in the network (ii) the increased processing overhead might result
in larger route establishment delays.

J. Multiple paths

In WMNs, providing reliability is difficult due to unreliable transmissions. In or-
der to achieve this, some routing protocols use additional data redundancy to improve
the packet delivery rate, but requiring node-disjoint paths to be used. Alternatively,
multipath routing with packet duplication and non-disjoint paths attains this objective
providing better reliability and low delay.

In this section we have identified some critical design requirements which we will
employ in the analysis and subsequent comparison of the metrics we will consider. It
should be noted here that not all criteria must necessarily be met in order that a routing
metric chooses a better route since some metrics are specifically designed to ignore some
criteria in favor of efficiency.

6.4 Comparative Analysis
In this section, we carry-out a comprehensive comparative analysis of some selected multi-
radio routing metrics.This analysis focuses on whether the metrics figure-in the metric
requirements we earlier outlined. We will clearly discuss the strong and weak points of
each metric type as well. We begin by describing some routing metrics applicable to
single-radio mesh networks since the later work is based on these metrics.

6.4.1 Minimum Hop Count(HOP )
This is the most commonly used routing metric in a of lot routing protocols such as
DSDV[5], AODV, DSR, etc., designed for multi-hop wireless networks and provides min-
imum hop count routing. HOP treats all links alike in the network and finds paths with
the shortest number of hops. The path weight equals the total number of links through
it. The link quality for this metric is a binary concept, i.e., either the link exists or it
does not.
The major advantage is its simplicity. Once the topology is identified, it is easy to com-
pute and minimize the hop count between a source and a destination (i.e., it reacts more
quickly to fast topology changes). It is isotonic, so efficient algorithms can find loop-free
paths with minimum hop count.
Also due to HOP’s agility, HOP can out-perform other load-dependent metrics under
scenarios of high mobility [8]. The main disadvantage of minimum hop count is that it
does not take into account either the differences of link quality between different wire-
less links, including packet loss ratios and transmission rates, or the interference in the
network. As a result, picking the path with the smallest weight often leads to poor per-
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formance, because such paths tend to use links which could have marginal quality.
HOP does not capture link load, link capacity, channel diversity or other specific node
characteristics.

6.4.2 Expected Transmission Count (ETX)
ETX[1] proposed by De Couto et al, considers the effects of packet losses on wireless
links. De Couto et al use this metric instead of the minimum hop count metric to find
routes that result in higher throughputs. ETX measures the number of MAC layer
transmissions, including retransmissions needed to successfully deliver a unicast packet
through a wireless link. Links having higher loss rates require more retransmissions to
successfully transmit a packet, implying higher values of ETX. The path weight is the
sum of the ETXes of all the links along the path. It is shown in [1] that ETX metric
is superior to the hop count metric in terms of finding paths with higher throughputs.
Deriving ETX begins with the measurement of the underlying packet loss probability in
both the forward and reverse directions of each link, i.e., Pf and Pr, by using one-hop
broadcast packets. Then the calculation of the path weight is as follows:

P = 1− (1− Pf )(1− Pr) (6.1)

where p is the probability that the probe packet transmission from x to y is not successful
assuming the probability of successful packet reception by y after k attempts be s(k),
then,

s(k) = P k − 1× (1− p) (6.2)

Finally ETX is mathematically obtained using series theory as:

ETX =
∞∑
k=1

k × s(k) =
1

1− p
=

1
(1− pf )(1− pr)

(6.3)

Thus the path with the smallest ETX value is picked from a set of choices to obtain
the best quality link. In real networks, ETX of a link is measured as

ETX =
1

(df × dr)
(6.4)

where df (forward delivery ratio) is the statistically measured probability of (1−Pf ),
and dr (reverse delivery ratio) is the statistically measured probability of (1-Pr).Thequantitiesdf
and dr mean the probability of successful packet delivery in the forward and reverse direc-
tions respectively. These quantities are measured by broadcasting dedicated link probe
packets (that are not retransmitted) of a fixed size every period τ(a)(a characteristic
value is 1 second) from each node at its neighbors. Each node remembers the probes
it received during the last w seconds (usually 10 seconds). A node can calculate the
delivery ratio from a sender at any time, t, using

r(t) =
count(t− w)

(w/τ)
(6.5)

where count(t− w, t) is the number of probe packets received during the window w

and w/τ is the number of probes that should have been received. Probes are broadcast
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packets which are not retransmitted by the 802.11 MAC. Nodes keep track of the number
of probes received from each neighbor during a sliding time window, w(10 seconds) and
include this information in their own probes. Nodes can thus calculate Pr directly from
the number of probes they received from a neighbor in the time window, and they can
make use of the information about themselves received in the last probe from a neighbor
to calculate Pf . ETX presents the following advantages:

- it is based on delivery ratios thus having a direct impact on throughput as well as
accounts for the effects of link loss ratios and asymmetry in the loss ratio between
the two directions of each link since basically,

delivery ratio =
received packets by destination

sent packets by source node
(6.6)

and
loss ratio = 1− delivery ratio (6.7)

- ETX is also isotonic. This property guarantees easy calculation of minimum weight
paths and loop-free routing under all routing protocols.

- It tends to minimize spectrum use, which should maximize system capacity.

- it takes into account the effects of both packet loss ratios and path length.

Although ETX metric performs better than minimum hop-counts it has the following
weaknesses:

- It does not explicitly capture the interference experienced by the links, which indeed
significantly has an impact on the link capacity and the data rate at which the
packets are transmitted over each link. Nonetheless, it does deal with inter-flow
interference indirectly, through the measurements of link-layer losses.The inks ex-
periencing a high level of interference will have a higher packet loss rate and as
such a higher ETX value.

- Due to the fact that probe packets are small and sent at the lowest possible data rates,
ETX may not reflect the same loss rates as data packets sent at high rates. So it
might vary when there is very high load and owing to 802.11 MAC and fairness,
there is delay of the broadcasted packets as a result of a busy link.

- It does not necessarily select paths with high bandwidth.

- Typical wireless channels experience variation in different time-scales other than rel-
atively static, thus in such conditions, poor performance results because ETX
uses the mean loss ratio in making routing decision without considering channel
variability.

- Load balancing is not considered in ETX since it does not in the first case capture
the load of a link and will as a result route through heavily loaded nodes without
adequate consideration, leading to unbalanced network resource usage.

- ETX does not consider channel diversity, since it does not discriminate between node
types and makes no attempt to minimize intra-flow interference.
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- Though ETX outperforms HOP in single-radio and single-rate networks, its perfor-
mance in multi-rate and multi-radio networks is poor due to its lack of knowledge
of co-channel interference and insensitivity to different link rates or capacities [8].
This limitation causes ETX to select links with lower transmission rate resulting
in more medium time consumption to transmit data thereby forcing neighboring
nodes to back off from their own transmissions. A phenomenon which leads to
poor medium fairness in the network [62].

- ETX demonstrates poor agility in highly-mobile single radio environments due to the
long time window over which it is obtained[8].

6.4.3 Expected Transmission Time (ETT )
The ETT [2] routing metric proposed by R. Draves et al improves ETX routing metric
by considering the differences in link transmission rates. As an example identified in [2],
ETX would prefer an 802.11b link to an 802.11a link due to low loss rates thus portraying
the limitation that it does not necessarily select paths with high bandwidth. Thus in
[2], the ETT referred to as ’bandwidth adjusted’ is used as a measure of link quality
taking into account the bandwidth of the links. ETT measures the expected MAC layer
duration for a successful reception of a packet on a given link. The relationship between
the ETT of a link l and ETX can be expressed as:

ETTl = ETXl ×
S

Bl
(6.8)

where Bl is the transmission rate(bandwidth) of link l and S is the probe packet size.
The weight of a path p is simply the summation of the ETTs of the links on the path.
The contribution in [2] is that ETT captures the impact of link capacity on the per-
formance of the path by introducing Bl. Similarly to ETX, ETT is also isotonic. The
drawbacks of ETT are that it still does not completely capture the intra flow and inter
flow interference in the network since it was not designed for multi-radio networks. Also,
it does not consider link load explicitly, hence it cannot avoid routing traffic through
already heavily loaded nodes or links. Furthermore, path length is not considered, hence
its implementation is appreciable in small-scale networks but may not meet the specific
requirements brought by large-scale networks.

6.4.4 Weighted Cumulative ETT (WCETT )
WCETT [2] was proposed to explicitly capture channel diversity thus improving ETT .
To reduce the intra-flow interference, WCETT reduces the links on the same channel
within the path of a flow. So for a path p, WCETT is defined as:

WCETT(p) = (1− β)
∑

link lεp

ETTl + β × max
1≤j≤k

Xj (6.9)

where β is a tuneable parameter subject to [0, 1]. The maxXj component in (6.9) counts
the maximum number of times that the same channel appears along a path. It picks
the intra-flow interference of a short path since it essentially gives low weights to paths
that have more diverse channel assignments on their links and hence lower intra-flow



38
CHAPTER 6. COMPARATIVE ANALYZES OF MULTI-RADIO ROUTING

METRICS

interference. Equation (6.9) is based on ETT and thus WCETT captures the loss rate
(due to ETX) and the bandwidth of the link (Bl). The primary advantage depicted by
WCETT over ETT is that it explicitly alleviates the problem of reduction in throughput
due to interferences among links that operate on the same channel. Hence, WCETT can
support multi-radio or multi-channel wireless networks. Furthermore, the two weighted
(tuned by β) components of equation 6.9 substitutes the simple summation of ETT and
attempts to strike a balance between throughput and delay thereby favoring shorter,
high quality paths. The second term in (6.9) favors paths with a high level of channel
diversity, and therefore low intra-flow interference.

A main limitation of WCETT is that it fails to hold on to the property of isotonic-
ity[13, 14] which is required to find loop-free and minimum weighted paths. Nonetheless,
AODV or DSR based on Bellman Ford algorithms can use non-isotonic algorithms to
efficiently route, which can make up WCETT ′s drawbacks somehow.

Based on ETX and ETT, it inherits most of their properties but it does not fully
capture inter-flow interference, therefore WCETT may route flows to dense areas where
congestion is more likely and may even result in starvation of some nodes due to conges-
tion.

More importantly, WCETT assumes that, if two links on a path are on the same
channel, they always interfere with one another no matter how long is the distance be-
tween them. This means that, the interference range is so large that it covers the entire
path. This assumption is true for short paths but being outside of each otherŠs inter-
ference range, these links do not create any interference, so the assumption is somehow
pessimistic for longer paths in large-scale WMNs.

6.4.5 Metric of Interference and Channel-switching (MIC)
In [7, 21], the authors proposed the metric of interference and channel switching which is
a scheme for multi-channel WMN aimed at improving WCETT by solving its problem
of non-isotonicity as well as its inability to perceive inter-flow interference. Considering
a path p, the MIC metric is defined as

MIC(p) =
1

N ×min(ETT )

∑
link lεp

IRUl +
∑

node iεp

CSCi (6.10)

where N is the total number of nodes in the network and min(ETTindexETT ) is the
smallest ETT in the network estimated based on the lowest transmission rate of the
wireless cards. The IRU (Interference-aware Resource Usage) is defined as the aggregated
channel time of neighboring nodes that transmission on a current link consumes:

IRUl = ETTl ×Nl (6.11)

where Nl is the set of neighbors that the transmission on link l interferes with. And
if the channel assigned to link is different from that of the previous link, the channel
switching cost, CSC = w1 otherwise CSC = w2,i.e.,

CSCi =


w1 if CH(prev(i)) = CH(i)

0 ≤ w1 ≤ w2

w2 if CH(prev(i)) 6= CH(i)
(6.12)
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where CH(i) represents the channel assigned for node i’s transmission and CH(prev(i)),
the channel assigned to the previous hop of node i along path p. The term IRUl in
MIC(p) is an indication that MIC captures the inter-flow interference since it favors
a path that consumes less channel times at neighboring nodes. But by scaling up the
ETT of a link by the number of neighbors interfering with the transmission on that link
does not fully capture the notion of this interference since in practice there is variation
in the degree of interferences caused by each interfering node on a link. The degree of
interference depends on the signal strength of the interferer’s packet at the sender or the
receiver and it varies depending on:

- the position of the interferer with respect to the actual sender or receiver as well as
the path loss characteristics.

- the amount of traffic generated by the interfering node.

So with the interferer being close to the sender or the receiver, and is not involved in
any transmission simultaneously, it does not cause any interference. Hence MIC fails to
capture the aforementioned characteristics of interference.

Figure 6.2: An understanding of interference

To further explain the failure of MIC, consider figure (6.2)[24] where the grey nodes
are interferers. In this example, MIC assumes each link generates uniform traffic. Con-
sider links i and j with ETT1>ETT2; i has two interfering neighbors located close to node
b and causing high degree of interference while j has three interfering neighbors located
close to node c and causing less interference. Following MIC ′s judgement, MIC metric
favors l1 over l2, thereby choosing the link with higher ETT and poor throughput since
it favors links incident on nodes with less number of interfering neighbors irrespective of
whether they cause interference or not.

The term CSC to a large extent represents the intra-flow interference and it assumes
that, two links on the same channel within a path interfere with each other only when
they are consecutive. This assumption is pointed out to be untrue in [16] where it is
demonstrated by the following example: Consider the 3-hop path in figure (6.3) where
channel, ch1 is assigned to links l1 and l3, and channel ch2 to link l2.
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Figure 6.3: Understanding of intra-flow interference

Owing to the omni-directional propagation of radio, the transmission on the third
link still interferes with the reception on the first link. Since interference range is always
much larger than the transmission range in real life [66], MIC is thus proven unrealistic.
Also, it is worth noting the non-isotonicity in the MIC metric especially if used directly
as depicted by the following example[7].

Figure 6.4: Describing the non-isotonicity of MIC

Considering the above example of figure (6.4) and assuming that link a has a faintly
smaller IRU than link b, the weights of paths a and b satisfy: MIC(a) < MIC(b).
Adding link c to path a introduces a higher cost than adding link c to path b due to reuse
of channel 1 on path a ⊕ c(⊕ means concatenation of two paths). Thus MIC(a ⊕ c) >
MIC(b⊕c). So referring to the definition of isotonicity,MIC itself is not an isotonic path
weight function if used directly in real networks. However in [9], the authors introduce
virtual nodes which are images of real nodes into the network and thereafter decompose
MIC into isotonic link weight assignments on virtual links between these virtual nodes.
This decomposition process springs up from the fact that non-isotonicity of MIC is
caused by the different increments of path weight due to the addition of a link on a path.
Also , the knowledge of whether a cost increment will be different by adding a link is only
related to the channel assigned to the previous link. So owing to the fact that there is
limited possibility of assigning channels for precedent link, [9] introduces several virtual
nodes to represent the possibility of channel assignments. In this regard, MIC can be
translated into isotonic weight assignments to the links between these virtual nodes. As
a result of this isotonic form of MIC on the virtual network, efficient algorithms can
then be used to find loop-free minimum weight paths based on MIC.

6.4.6 Exclusive Expected Transmission Time(EETT )
EETT[16] metric focuses on Large-Scale Multi-Radio Mesh Network (LSMRMN) where
most of the traffic has much longer path than small scale. This metric considers distribu-
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tion on long paths, a very critical feature in LSMRMNs which none of the aforementioned
metrics possess. The need for this metric is perceived from the two 3-channel 5-hop paths
example[16] in figure (6.5), where the unrealistic HOP, ETX and WCETT assumptions
are enforced, i.e., channels are orthogonal and hops all have the same link quality in
terms of packet loss ratio and bandwidth. Path capacity for path I is B/2 (due to hop

Figure 6.5: Comparing two multichannel paths

interference between hop 1 and hop 2 as well as between hop 3 and hop 4, assuming
interference range for each node is two hops) if each link capacity is B. Path capacity for
path II is B (since there is no interference within the path). Thus, the link quality of
path II is better than that of path I even though their HOPs, ETXes orWCETTs are
equal (with same β). EETT discriminates between the two paths with different channel
distribution. The EETT of a link for an N-hop path with k channels is defined as

EETTl =
∑

link iεIS(l)

ETTi (6.13)

where IS(l) is the interference set of link l. EETT basically represents the busy
degree of link l. According to EETT , the second link’s EETT in path I is 2a and
a in path II. So the aggregate path weights are 9a for path I and 5a for path II.
Consequently, path II is preferred. The advantage with EETT is that it captures intra-
flow interference thereby can accurately reflect the optimality of the channel distribution
on a path. To boost this point, [16] proposes that to guarantee M to be the maximum
number of hops on the same channel, the following expression must be satisfied

[N/k] ≤M ≤ N − k + 1 (6.14)

where N is the number of hops on a path and k the number of channels on the path.
The worst path capacity Cw is obtained when the M hops are consecutive, i.e.,

Cw =
B

min(2F,M)
(6.15)

The best end-to-end capacity Cb under bad distribution depends on the value of M as
it is given as: If

(n− 1)[
N

F + n− 1
] ≤M ≤ n[

N

F + n
], (n = 1, 2, 3, .................................., N)

then
Cw =

B

min(2F,M)
(6.16)

otherwise, Cb = Cw. It should be noted here that not only does EETT check
inter-flow interference, it tells as well the difference between two multi-channel paths
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with different channel distribution. Cb/Cw can reveal the possible improvement by using
EETT . As depicted in [17], the improvement tends to be much remarkable with increase
in path length. When the path length is more than 10 hops, up to 400 percent increase
is expected. Also EETT incorporates inter-flow interference if IS(l) includes those links
that do not belong to the same path as link l.

6.4.7 Interference Aware Routing Metric(iAWARE)
In iAWARE metric, [24] focuses on the aforementioned limitations of MIC metric by
capturing the effects of variation in loss ratio, differences in transmission rate as well
as inter-flow and intra-flow interferences. [24] uses the physical model to capture the
interference experienced by links in the network wherein a communication between nodes
on a link (u → v) is successful if the SINR(Signal to Interference and Noise Ratio) at
the receiver v is above a certain threshold which depends on the desired transmission
characteristics(e.g., channel, data rate, etc). Denoting Pv(u) as the signal strength of
a packet from node u to node v on link (u, v), a packet transmitted by u is correctly
received by v if and only if

P(u)
(N +

∑
wεv′ Pv(w))

≥ β (6.17)

where N is the background noise, V ′ is the set of nodes simultaneously transmitting
while the packet is being transmitted on the link (u→ v) and β is a constant depending on
the data rate, channel characteristics and modulation scheme, etc. So if link e1 = (u, v)
has conflicts with the link e2 = (u, v), then any one of the following inequalities is true:

Pu(v)
(N +

∑
wε{x,y} Pu(w))

< β

Pv(u)
(N +

∑
wε{u,v} Pv(w))

< β

Px(y)
(N +

∑
wε{u,v} Px(w))

< β

Py(x)
(N +

∑
wε{u,v} Py(w))

< β

The link metric, iAWARE of a link i is defined as :

iAWAREi =
ETTi
IRi

(6.18)

where ETT of a link i is defined in WCETT and IRi(Interference Ratio for a link i)
is based on the interference ratio IRi(u) for a node u on a link i = (u, v), and IRi(v):
IRi = min(IRi(u), IRi(v)), (0 < IRi(u) ≤ 1) in view of a bidirectional communication
on a link i = (u, v). And IRi(u) is defined as

IRi(u) =
SINRi(u)
SNRi(u)

(6.19)

where
SNRi(u) =

Pu(v)
N

(6.20)
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SINRi(u) =
Pu(v)

(N +
∑
wεη(u)−v τ(w)Pu(w))

(6.21)

where η(u) denotes the set of nodes from which node u can sense (or hear) a packet
and τ(w) is the normalized rate at which node w generates traffic averaged over a period
of time. Then iAWARE metric of a path p is defined as

iAWARE(p) = (1− α)×
n∑
i=1

iAWAREi + α max
i<j<k

Xj (6.22)

where
Xj =

∑
conflicting links on channel j

iAWAREi, 1 ≤ j ≤ k (6.23)

and α is a tunable parameter subject to 0 ≤ α ≤ 1. The first term in the iAWARE

metric is for finding paths with less whole path cost, and the second term exploits channel
diversity and finding paths with less intra-flow interference. The introduction of SINR
is a great break through for inter-flow interference-aware routing compared with other
ETX-based metrics since it does not use the concept of transmission range and inter-
ference range. Some of the limitations of iAWARE include its non-isotonicity and its
failure to consider the cost of channel-switching delay characterized by MCR[67, 68].

6.4.8 Multi-Channel Routing(MCR)
MCR[61, 68] metric is proposed based onWCETT metric, combining with the switching
costs of links over a path. The MCR for a path is defined as

MCR = (1− β)×
n∑
i=1

(ETTi + SC(ci)) + β max
i≤j≤c

Xj , 0 ≤ β ≤ 1 (6.24)

where β is a tunable parameter, n is the number of hops on a path and Xj is the
total ETT cost on any channel j within the total number of available channels c. The
probability Ps(j) that the switchable interface will be on a different channel (i, j) when
a packet arrives on channel j is given by

Ps(j) =
n∑
∀i 6=j

InterfaceUsage(i) (6.25)

where InterfaceUsage(j) is an exponentially weighted average for any channel j to
measure what fraction of a second time interval a switchable interface is transmitting
on channel j. This value does not include the time interval that this interface is tuned
to channel j, but is idle. Then the additional component in MCR, the Switching Cost
j(SC(cj)) is defined as

SC(cj) = Ps(j)× SwitchingDelay (6.26)

where SwitchingDelay is the interface switching latency. It is worth noting here
that in this metric implementation, when a sender transmits a packet to a receiver, it
first tunes its switchable interface to the same channel as the receiver’s fixed channel.
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In this light, the probability to use channel j over a link only needs to compute that
of the sender side. MCR introduces an obvious and unique advantage which is that
it captures channel switching cost into the routing metric making it incorporable into
routing protocols like DSR, AODV for multi-channel and channel-switchable wireless
networks. A major limitation of this metric is that it fails to completely figure-in the
inter-flow interference although orthogonality of all available channels is assumed. Hence,
it incorporates the most of the properties of WCETT.

6.4.9 Weighted Interference Multi-path(WIM) metric
WIM [22] metric proposed by Jack W. et al is a weighted average of path interference and
the neighbor interference cost. The path interference cost, PICp reflects the degree of
intra-flow interference between links operating on a common channel along the selected
path. The PIC for a set of paths p is simply the sum of all link interference costs along
the paths: The interference cost for a link(i → j) on channel c in a network N is given
by:

LIij(c,N) = ETTij(c)× Sij(c,N) (6.27)

where Sij(c,N) denotes the number of nodes in the network N that are affected by
the interference from link(i, j) on channel c. Then the PICp is defined as

PICp =
∑
ijεp

LIij(c, p) (6.28)

The next component in the determination of WIM metric is the neighbor interference
cost, NICp which represents the channel time cost to nodes close to the paths. This is
defined as

NICp =
∑
ijεp

LIij(c,N − p) (6.29)

where the set N − p includes all the nodes in the network not on the paths. Hence
the weighted interference multi-paths is defined as

WIMp = β ×NICp + (1− β)× PICp, 0 ≤ β ≤ 1 (6.30)

The second component, PICp reflects the total channel time along the paths that is
consumed when the channels are concurrently used. The first component, NICp favors
paths that have less interference to nodes that are not on the paths. Though this metric
incorporates intra-flow and inter-flow interference, the inter-flow interference captures
only network nodes not along the paths P but fails to consider other wireless devices
such as microwaves, etc, which may cause interference to the transmitting links.

6.4.10 Modified ETX(mETX)

As previously discussed , ETX and ETX-based routing metrics do not cope well with
short term channel variations (such as background noise, obstacles, channel fading as
well as other transmission occurring simultaneously in the network) because they use the
mean loss ratios in making routing decisions which fail to reflect the cost of high burst
loss conditions. In [25], the authors proposed a quality aware routing metrics for time
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varying WMNs, mETX modified on ETX which corrects this limitation. Assuming
PB,t denotes the probability that a bit transmitted at time t is misdetected (since it
is assumed each packet Cyclic Redundancy Check, CRC bit accompanies data bits to
detect the presence of errors) by the anticipated receiver wherein a time varying binary
symmetric channel;{PB,t, t = 1} is a stationary random process independent of channel
input. In this somewhat unusual (but extraordinary) model, PB,t represents two things:

- It is a sample result of a random process, PB,t is subject to [0, 1].

- It is the probability that an event (bit error in this case) occurs at time t.

Then describing the discrete time process {Pc,k, k ≥ 1} as

Pc,k =
tk+S−1∏
t=tk

(1− PB,t) (6.31)

where S denotes the bits of fixed-size packets, tk is the starting time for the transmission
of the kth packet no matter whether it is the original transmission or a retransmission.
Then the modified ETX(mETX) as E[1/Pc,k],

mETX = exp[µΣ +
1
2
σ2

Σ] (6.32)

where the parameters µΣ and σ2
Σ represent the average and the variability of the

error probability respectively. The two channel parameters are estimated by considering
the location of erred bits in each probe packet and utilizing a loss rate sample calcula-
tion every ten seconds as in ETX[1]. Then the associated mETX routing metric for
each link is calculated using statistically estimated µ̂Σ and σ̂2

Σ. Owing to the fact that
mETX considers channel time variability and is based on ETX, it largely captures the
advantages ETX presents, hence ETX can be replaced with mETX in most of the
ETX-based routing metrics such as WCETT , MCR, EETT , etc. It should be noted
here also that if the aggregated mETX of links on a path is used, it can only be adapted
to single-channel WMN.

6.4.11 Modified ETT (mETT )
Modified ETT metric is the name appended to the new link quality routing metric
proposed by Gautam et al[27]. Modified ETT is designed to improve the limitation
presented by ETT based metrics such as WCETT , EETT ,etc which use fixed rate
probe packets to estimate loss rates. Instead of probing at lowest rate, [27] focuses on
probing at multiple rates from the set of rates supported by the underlying wireless
technology since in multi-rate networks, link rates vary with time (especially in outdoor
applications) depending on channel conditions. Variation of data rates in 802.11a for
example is from 6Mbps to 54Mbps and packet loss rates vary tremendously within this
range of rates. Every link first estimates ETXr corresponding to the packet loss rate for
each data rate. Then the ETT r for each rate is defined as

ETT r = ETXr × S

r
(6.33)

and then ETT for each link is estimated using

(m)ETT = min
r

ETT

r
(6.34)
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Finally the cumulative (m)ETT of the path is estimated same as in [2] by simply replacing
ETT by mETT . It is observed here that there is a tradeoff between data rates and the
rate-specific loss rates since for high data rates (large r), the time taken for packet
transmission is low but the packet loss rates are high, so ETXr is high, meanwhile the
situation is opposite for low data rates.

6.4.12 Per-hop Round Trip Time(RTT )
RTT metrics[8] is a link quality metric used by MUP to select the "best" performance
channel for each link. It is based on measuring the round trip delay seen by unicast
probes between neighboring nodes. In order to calculate RTT , a node sends a probe
packet carrying a time stamp to each of its neighbors (typically every 500ms). Once
received, each neighbor immediately responds with a probe acknowledgement, echoing
the time stamp thereby enabling the sending node to measure round trip time. The node
then measures the round trip delay to each of its neighbors and keeps an EWMA of the
RTT samples to each of its neighbors. The routing algorithm based on the EWMAs
selects the path with the least total sum of RTT . A high RTT maybe as a result of the
following:

- If the node or the neighbor is busy, the probe-ACK packet will experience a queuing
delay.

- If other nodes in the vicinity are busy, the probe or probe-ACK packet will experience
delays due to channel contention.

- If probe or probe-ACK packets are frequently lost, the 802.11 ARQ(Automatic Re-
peat Request) mechanism retransmits several times the lost packets to get them
delivered correctly.

In short, selecting routes with the lowest aggregate RTT can avoid highly loaded or lossy
links. Consequently, RTT indirectly captures channel impairments and interference in
the round trip time measurements. RTT metric presents the following shortcomings:

- Its self-interference (due to load dependence leading to route instability) caused by
queuing delay significantly distorts the RTT itself on links.

- Measuring RTT on links gives rise to additional network overheads.

- It does not explicitly factor-in data rate.

6.4.13 Per-hop Packet Pair delay(PktPair)
Based on measuring the delay between a pair of back-to-back probe packets to a neigh-
boring node, PktPair[26] is designed to improve on RTT by correcting the problem of
distortion of RTT measurements caused by queuing delays. In order to calculate this
PktPair delay, a node sends two probe packets back-to-back to each of its neighbors ev-
ery few seconds (typically 2 seconds). The first probe packet is small (typically 137 bits),
and the second is large (typically 1137 bits)[26].Upon reception of the probe packets each
neighbor calculates the delay between the receipt of the two probes and then reports it
to the sender. The sender as in RTT maintains the EWMA of these PktPair delays
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for each of its neighbors. The objective of the routing algorithm is to minimize the sum
of the PktPair delays on links along the path. Like RTT the following will cause high
PktPair values if

- As a result of high loss rate, the second probe packet requires retransmissions by the
802.11 ARQ.

- The link from sender to its neighbor has low bandwidth (since the second packet will
take more time to traverse the link).

- There is traffic in the neighborhood of this hop (since probe packet have to content for
the channel). Hence taking care of interference.

The advantages PktPair metric has over RTT are that:

- It is not affected by queuing delays at the sending node, since both packets in a pair
will be delayed equally.

- Using a large packet for the second probe packet makes the metric more sensitive to
the link bandwidth.

The limitations of the PktPair metric are similar to those of ETX and RTT in that

- It fails to take into consideration the data rates of links and is subject to network
aggregated overhead than in ETX and RTT since two packets are sent to each
neighbor.

- It is still immune to self-interference though not as much as in RTT .

- Finally PktPair and RTT perform poorly than ETX because they are load sensitive
as tested in [8].

6.4.14 Path Predicted Transmission Time (PPTT )
This path predicted based routing metric[18] proposed by S. Yin et al, considers neigh-
boring traffic and self-traffic that interfere with the requested flow. These two interfering
traffics are classified as Carrier Sensing(CS) and hidden terminal(HT ) traffics according
to the relative positions. CS is defined as the cumulative traffic of all nodes within the
carrier sensing range of link’s sender. Packets transmitted by the sender across the link
competes with other nodes in the CS range for channel access, hence larger volumes of
CS traffic leads to longer channel access time. HT is the cumulative traffic of all nodes
that are in the carrier sensing range of link’s receiver but not in the carrier sensing range
of link’s sender. Packets transmitted across the link may collide with packets from HTs;
hence large volumes of HT traffic results in more packet collision leading to longer re-
transmission time. In addition to the HT and CS traffics, self-traffic interference (sender
side) will enlarge CS traffic of each link in its delivery path thereby raising the channel
access time. Also self-traffic interference (coming from nodes out of sender’s range but
within range of receiver in the path) enlarges HT traffic volume of some links (transmit-
ting link) hence causing more packet collisions resulting in longer packet transmission
time. So the PPTT is the sum of all LPTT (Link Predicted Transmission Time) of each
link. LPTT is the time from the instant the packet enters the queue of link’s sender
to the instant it successfully reaches receiver or dropped. This comprises queuing delay
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and packet service time; so the path with minimum PPTT is the highest quality path.
In order to estimate the impact of self-traffic, its effect on each link of the path is char-
acterized since it also acts as CS or HT to other links according to the link position.
Carrier Sensing Factor(CSF ) and Hidden Terminal Factor(HTF ) are the two parame-
ters involved in the representation of self-traffic. CSF of a link indicates the effect that
the self-traffic acts as a CS and can be estimated by number of links in the path, which
are on the same channel and in sender’s CS range. HTF of a link denotes the effect
that self-traffics act as HT traffic and can be measured by the number of links which
are on the same channel along the path and in the receiver’s CS but not in the sender’s.
Finally for an n-hop path:

PPTT (λ) =
n∑
i=1

LPTTi(λCS(i, i+ 1) + CSFi,i+1 · λht(i, i+ 1)HTFi,i+1 · λ, λ) (6.35)

where:

- CSFi,i+1 · λ, is the increased CS traffic of the link from node i node i+ 1 due to
self-interference.

- HTFi,i+1 · λ is the increased HT traffic due to self-interference.

- λ is the average traffic rate on the RTC traffic.

- λCS and λHT are the average CS and HT traffic rates respectively.

With given CS andHT traffic, LPTT can be calculated. LPTT consists of queuing delay
and MAC layer processing time. Queuing delay is the average wait time with which the
packet enters the senders sending queue and waits to be sent out when it needs to be
transmitted over a link. MAC processing time (or packet service time) is the average
service time at the MAC layer when the packet departs the queue and is handled by
MAC protocol. This time is calculated according to the specificMAC (802.11) behavior
and neighboring traffic condition using the basic access method (DATA/ACK) under
802.11 distributed coordination function(DCF ) mode. This basic access method[18] is
shown in figure (6.6).

Transmission of DATA packets from node i to node j is carried out such that when
node i (sender) wants to send a packet to node j (receiver) it enters state S0 and senses
the channel, if the channel is idle for DIFS (DCF Inter-frame space) period, it enters
state S1, it stays in this state for a random backoff time interval until its backoff counter
becomes zero after which it enters state S2. In case channel is busy in DIFS period,
it returns to state S0 otherwise already in S2, node i sends a DATA packet to node
j, if DATA/ACK pair exchange is successful, it enters state S3. If the exchange fails,
it returns to state S0 where it seeks for retransmission; if the retransmission exceeds
LongRetryLimit(LRL), it transits to state S4, where it drops the packet. Hence the
average transmission time from S0 to S3 and S4 gives the service time of each packet.
The probability PDIF that no link of the set of contention links, CLi,j is transmitting
packet during DATA+DIFS time interval is
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Figure 6.6: State transition of IEEE 802.11 MAC in access method

P iDIFS =
∏

(k,l)εCLi,j

exp[−(
SD
Bkl

+DIFS)·λkl] = exp[−(SD·
∑

(k,l)εCLij

λkl
Bkl

+DIFS·
∑

(k,l)εCLij

λkl)]

(6.36)
Given that for a certain link(k, l), the probability of no packet transmitting along it in
DATA+DIFS interval is

exp[−(
SD
Bkl

+DIFS) · λkl] (6.37)

where SD is the DATA size, Bkl is the bandwidth of the link(k, l),
∑

(k,l)εCLij
λkl is the

CS traffic of link(i, j), i.e., λcs(i, j), normalized as

λnormcs (i, j) =
∑

(k,l)εCLij

λkl
Bkl

(6.38)

The probability P islot of node i sensing channel idle for time slot is

P islot = exp[−slot · λcs(i, j)] (6.39)

Probability P iDATA of successful data packet transmission (i.e., probability that no link
of the hidden terminal link set HLij transmits in the same time interval of packets
transmission) is given by

P iDATA =
∏

(k,l)εHLi,j

exp[−(
SD
Bkl

+
SD
Bij

) ·λkl] = exp[−(SD ·
∑

(k,l)εHLij

λkl
Bkl

SD
Bij
·

∑
(k,l)εHLij

λkl)]

(6.40)
where

∑
(k,l)εHLij

λkl is the HT traffic of link (i, j), i.e., λHT (i, j), normalized as

λnormht (i, j) =
∑

(k,l)εHLij

λkl
Bkl

(6.41)
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Calculating the packet service time, the kth retransmission needs to be considered from
node i to node j. Considering the freezing of backoff counter in case of on-going trans-
mission by other stations, the expected time duration of one backoff slot is thus given
by

τ =
slot

P islot
+

1− P islot
P islot

· DIFS
P iDATA

(6.42)

where DIFS
P i

DIF S
is the cost the node waits to ensure that the medium is idle for DIFS

time interval. The value of the backoff counter in the 802.11 MAC protocol is chosen
between 0 and contention window CW randomly. CWmin ≤ CW ≤ CWmax. Initially,
CW = CWmin. CW is doubled after each unsuccessful transmission until it reaches
CWmax. Otherwise, after a successful transmission, CW is again set to CWmin. Hence
the number of backoff slots at the kth retransmission is CWmin

2 · 2k−1. The time cost if
the transmission of DATA packet fails after the kth attempt is

tfk =
DIFS

P iDIFS
+
CWmin

2
· 2k−1 · τ +DATAij + EIFS (6.43)

where EIFS is the Extended Inter-Frame Space. The time cost if the DATA packet
is transmitted successfully at the kth attempt is

tsk =
DIFS

P iDIFS
+
CWmin

2
· 2k−1 · τ +DATAij + SIFS +ACK (6.44)

where SIFS is the Short Inter-Frame Space. The success probability after the kth

retransmission is P iDATA · (1− P iDATA) Hence the average packet service time using the
basic access method is

TMAC =
LRL∑
(k−1)

P iDATA · (1− P iDATA)k−1(
k−1∑

(i−1)

tfi + tsk) + (1− P iDATA)LRL
LRL∑
(k−1)

tfk (6.45)

Now in order to obtain the queuing delay, a simple M/M/1 queuing model is used to
illustrate the procedure. The queuing delay is denoted as

Tqueue =
λ/µ

µ− λ
(6.46)

where λ is the packet transmission rate over link (i, j) and µ is the packet service rate,
given by µ = 1/TMAC . so

Tqueue =
λT 2

MAC

1− λTMAC
(6.47)

Now summing the Queuing delay and packet service time we obtain the formula for
LPTT :

LPTT (λcsλhtλ) = Tqueue + TMAC =
TMAC

1− λTMAC
(6.48)

With the LPTT for each link, we can then apply equation (6.35) to obtain the PPTT of
the whole path before the RTC flow is introduced. The PPTT routing metric introduces
the following advantages:

- It considers self-traffic which gives a more accurate estimation of transmission time
along the path, more especially for the RTC with critical delay and bandwidth
requirements.
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- This prediction-based routing metric estimates the transmission time for the new com-
ing RTC flow before it is injected into the WMN, and selects route with minimal
PPTT .

- Interfering traffic is captured (in LPTT ) from the neighbor’s carrier sensing nodes and
hidden terminal nodes.

- It figures in channel diversity by factoring CSF and HTF wherein it selects path
with larger channel diversity which has smaller CSF and HTF resulting in better
performance.

PPTT does not perform data transmission using multiple disjoint routes as in WIM. It
also does not capture agility as well as ensure route stability.

6.5 Concluding remarks
In this chapter, we provided an overview in section 6.2 of major routing protocols applica-
ble to WMNs owing to the fact that routing protocols may impose different requirements
necessary for the design of their routing metrics. Section 6.3 outlines the requirements
of routing metrics. In section 6.4, we analyze and compare fourteen different routing
metrics applicable to both single- and multi-radio network based on the set metric re-
quirements we had outlined. Following our investigative analysis, we realized that all the
cited requirements must not necessarily be met for a routing metric to choose a better
route. This is because some metrics are specifically designed to ignore some criteria in
favor of efficiency.





Chapter 7

Conclusion and future work

In our work we have presented a comparative analysis of some of the most recent multi-
radio routing metrics for wireless mesh networks. In a bid to enable an understanding of
WMNs we briefly reviewed an overview of WMNs-architecture, layered communication,
network management and security. Further, understanding that routing protocols may
impose different requirements necessary for the design of their routing metrics, an insight
of the WMN protocols was assessed to find out the features to be incorporated in the
routing metrics to ensure efficient routing in the mesh networks. Finally, we identified
a set of requirements of multi-radio routing metrics which served as the basis for our
comparative analysis. In this analysis, we realized that in order for a metric to perform
well, it does not necessarily need to meet all the requirements as many metrics are
designed deliberately to favor certain criteria and ignore others. Although much work
has been achieved in the domain of multi-radio routing metrics, much is still required
to further qualitatively compare these metrics in terms of their QoS performance for a
range of network topologies and scenarios.
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