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ABSTRACT 
Context  

Spyware is “computer software that obtains information from a user's computer without 

the user's knowledge or consent” [25]. Spyware is often embedded in another application 

and is usually stated in End User License Agreement (EULA) [20]. However it is quite 

common to accept the EULA without even reading it. Therefore beside the traditional 

spyware analysis techniques, automated EULA analysis can be helpful for common 
users in order to identify the spyware [18].  

Objectives 

The techniques of automated EULA analysis do exist however the process of taking a 

binary application, analyze it, and prepare it in order to extract the EULA has not been 

studied in existing research. There is a need for such a tool that can extract and analyze 

the EULA text from an installer binary without executing it. Objectives of this research 

are to investigate the techniques to unpack the binary file, extract the EULA, analyze it 
and present the analysis results to the end user.  

Methods 

In order to establish basic understanding of the related concepts preliminary study is 

done. In this study a number of article sources are used, including ACM Digital Library, 

Compendex, Inspec, IEEE Xplore, and Springer Link. Material has been selected after 
reading titles and summaries. 

Prototype of an open source tool is designed and developed. This tool extracts the EULA 

from executable binary installers, analyzes the extracted text and gives suggestions about 
legitimate level of the software.   

Results 

To evaluate our application we downloaded 150 executables from different web sites, 

which were already classified as bad or good by [23]. We used our tool to extract EULA 

text from executables. We were able to extract EULA from 48 percent of selected binary 

files. Analysis of extracted EULAs was also done to classify the software as good or bad. 

This analysis assists the user to make a decision to accept or reject the installation of 

software without reading even a single word of EULA. During the extraction and 

analysis process there was no significant impact on performance of the host system.  

Conclusion 

We conclude that EULA can be extracted from a binary file without executing it. 

However because of limited time it was not possible to extract EULA from all installer 
binaries. The rate of EULA extraction can be improved in future research. 

Keywords: Spyware, End User License Agreement, Legitimate/illegitimate Software, 

Unpack Installer. 
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1 INTRODUCTION 
Several tools have been developed to combat malicious software. As a counter reaction 

malware distributors are embedding the malicious contents in other software [6]. The 

term spyware refers to such computer software that obtains information from a user's 

computer without the user's knowledge or consent [25][38]. Spyware is often embedded 

in another application and is usually stated in End User License Agreement (EULA) 

[23]. EULA is important to read before installing any software because it states terms 

and conditions to, which user must agree upon [36]. However it is common to accept the 
EULA without even reading it. 

Therefore beside the traditional spyware analysis techniques, automated EULA analysis 

can be helpful for common users in order to identify the spyware [20][16]. Only few 

tools are available for the analysis of EULA [20]. EULA Analyzer is a web based tool 

for the analysis of EULA [10]. The user of the EULA Analyzer uploads the text and the 

tool assigns the points, based on analysis of the EULA text. Another application 

EULAlyzer captures EULA during the installation of software and provides analysis 

[11]. Both of these tools use static lists of words however the algorithms used for 
analysis are not described clearly. 

It is necessary to introduce a tool with a well defined algorithm. Research [23] has 

shown that, it is possible to classify software as malicious or non-malicious by using 

patterns found in the EULA. In the analysis of the EULAs, the software were classified 

as good or bad, where bad denoted the elevated probability of its hosting spyware. The 

automatic classification was carried out using machine learning algorithms [20]. A 

recent study investigates the performance of several algorithms of EULA analysis [23]. 

There are some techniques to disassemble executable files and extract meaningful 

information.  On the basis of existing research an open source application was designed 

and developed, which is able to extract EULA from a binary file without executing it and 

presents analysis of the EULA in order to classify the software as bad and good. The 
source code of this tool is available at [21].  

1.1 Problem Definition 

EULA is a legal agreement between user and software distributor. User must accept 

EULA before installing the software. Because of the complexity of EULA text, large 

number of common computer users accepts the EULA without reading it. Because of 

legal compulsions spyware distributors receive the user‟s consent before the installation 

of spyware.  The user who accepts the EULA without reading it authorizes the spyware 

distributors to use his/her system for malicious activities. 

There exist techniques that can automatically analyze a EULA and assign a prediction of 

whether the software is good or bad. However, the process of taking a binary 

application, analyze it, and prepare it in order to extract the EULA has not been studied 
in research.  

There are also few tools [10][11]which help users to figure out the legitimate level of 

software based on EULA analysis. But in order to extract EULA user need to start the 

installation process. Furthermore these tools are neither open source, nor do they 
disclose the techniques which they use to analyze EULA.  
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Since no such tool is available which can extract EULA from an installer binary without 

executing it, there is a need for such a tool that can extract the EULA from an installer 

binary and analyze it by applying well known filtering algorithm to predict the legitimate 

level of software. We intend to develop an open source tool to unpack the binary file, 

extract the EULA, analyze it and present the analysis results to the end user. This effort 

will warn the end user about any malicious content that software may have even before 

executing the installer. 

Since none of the existing software extracts EULA from a binary file without executing 

it, this research will be a positive step towards development of an enterprise level tool to 

automatically extract and analyze EULA. In addition existing tools are not open source 

and they do not disclose the techniques they use for EULA analysis, therefore we aimed 

to deliver an open source tool.  

1.2 Aim and Scope 

Main aim of the thesis is to develop software to automatically extract EULA from a 

given executable and analyze it based on thoroughly studied algorithms. This tool 

distinguishes the legitimate level of software. Software extracts EULA text from 

executable binaries and analyzes it to classify the software as good or bad. This tool uses 

Naive Bayes [12] algorithm which is widely used for filtering and classification. This 
tool is open source based on well known tools and techniques.  

The tool will provide the analysis of the application in order to assist users in making 

more accurate decisions about the installation of the software without reading and 

understanding EULA. However our application itself cannot prevent the installation of 

spyware but it can only assist to make appropriate decision. It can be more useful when 
used with other approaches of spyware detection and prevention. 

Beside several different features we aim to provide option in our application to analyze 

large set of binaries or already extracted EULA files. This feature will be helpful for 

researches to conduct experiments. After the implementation we conduct experiments in 

order to evaluate the performance of our application.  

1.3 Thesis Outline 

First chapter gives the introduction of the problem, solutions and scope. The second 

chapter demonstrates the research methodology which we used to conduct our study.  
Third chapter describes a deeper background of the study and related work done. 

Fourth chapter shortly describes machine learning and selection of algorithm. Fifth 

chapter explains different existing available techniques to unpack executable files. Sixth 

chapter shortly describes features and techniques used by prototype model of automated 

EULA Analyzer application developed by us. In seventh chapter we present design of 

experiments. In eighth chapter we present the experimental result. In ninth chapter we 

discuss the experimental results. Chapter ten presents conclusion and the last chapter 
presents future work. 
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2 RESEARCH  

In this chapter we state the research questions and chosen research methodology. 

Outcome of the research is described at the end. 

2.1 Research Questions 

The research questions which we address in this thesis are described below. 

1) How can we develop a tool for automated extraction and analysis of EULAs? 

2) How does the automatic extraction and analysis of EULAs affect the 

performance of the host system? 

In order to answer the first question we studied different techniques to unpack the 

installers, find EULAs from unpacked files and analyze the extracted text. This study 

provided us knowledge to design and develop a tool which can extract EULAs from 

binaries and can predict the legitimate level of the software. On the basis of this 
knowledge we develop prototype of a EULA analysis tool in C# (.Net Framework).  

To answer research question No.2, we conducted experiments to extract EULA text from 

binary files. We applied our tool on a set of executables, saved the results and analyzed 

the results to evaluate our application. These experiments provided us statistics to 

measure the number of EULAs extracted successfully. During the experiments we also 

monitored the performance of the host system. In order to monitor the performance we 

used .Net/C# performance counters [4] and log the utilization of the system resources i.e. 

CPU and memory usage. 

2.2 Research Methodology Outline 

The thesis is based on combination of qualitative and quantitative research [16]. 

As a pre-requisite of meeting the requirements to answer the above mentioned research 

questions, there was a need to establish some basic understanding of the related 

concepts. This was achieved by a preliminary study concerning the spyware detection 

techniques and methods to build installer executables. After having done that, first 

research question was answered by conducting a preliminary study about the extraction 

of EULA text from executables. The preliminary study included the material as written 

down in articles, books and web references. In the beginning, we performed a 

preliminary study of existing EULA analysis techniques and theory about malware and 

legitimate software. In the preliminary study, publications in journals, conference 

proceedings and books about relevant techniques were studied to provide and understand 

the necessary background information. 
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Preliminary study was conducted with the purpose of finding key areas of interest related 

to spyware and building installer executables. The preliminary study is divided into two 

phases. The first phase creates a necessary relevant context by analyzing key steps in the 

spyware evaluation and techniques of reverse engineering of executables. The second 

phase evaluates the result of our application. While performing the preliminary study, it 

is important to define a search strategy. The main search engines used in the study were 

Compendex, Inspec, Google Scholar, Springer link, Science Direct, ACM digital library 

and IEEE Xplore. The search was conducted with many key terms related to spyware 

analysis. The main terms used for search were spyware, EULA, legitimate / illegitimate 

software, binary file analysis, text classification algorithms and software packaging. By 

using above mentioned search engines and by searching combination of terms, we 

minimized the chances of overlooking research papers and other material.  

For each paper of interest, relevant material was extracted and compared against the 

other relevant literature. Specifically the introduction, abstract and the conclusion of 

each of the articles were studied to assess the degree of relevance of each article. The 

references given at the end of research papers were also briefly reviewed to find more 

related articles. Then a summary of the different views of authors was written to give 
reader different perspectives and commonalities on the topic. 

In order to answer the research question 2, both theoretical and empirical approaches 

were applied. Study of the existing tools and techniques eased the development of our 

application.  In the empirical approach, experiments were conducted to measure the 

effect on performance of host system because of automatic detection of EULA text. To 

measure the quality and effectiveness of collected data existing material was studied and 

also feedback from the thesis supervisor was received.  

Conclusion  

Experiments & analysis  

of our tool 

Preliminary study 

Development of EULA 

Analyzer Application 

Research 

Question 

No.2 

Research 

Question 

No.1 

Figure 2.1 - Overview of Research Methodology 
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2.3 Outcomes of Research 

Outcome of this thesis is the prototype of a tool which extracts the EULAs text from 

executable binaries and analyzes the extracted text. Another outcome is a report mapping 

the techniques used to develop this tool. This software is based on well known algorithm 

to classify EULA text as good or bad. In addition we aim to deliver an open source tool 
with following features.  

1) Extraction and analysis of EULA text from a single executable. 

2) Receiving local file system path of the single EULA text file and analyzing it. 

3) Extraction of EULAs from several executables, analyzing extracted EULA texts 

and saving the analysis result for each executable. 

4) Analysis of several EULA files and save the analysis result for each of them. 

Feature No.3 and 4 could be further used for experiments. By putting „n‟ number of 

executables or providing large number of available EULAs, researchers can further 

analyze the efficiency and accuracy of our application.  The implementation is based on 

several other open source and freeware tools and techniques. After the development of 

the application we conduct experiments to analyze the efficiency and performance of our 
application. 
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3 BACKGROUND AND RELATED WORK 

There are some techniques, which are used to extract data from executables. There are 

also few tools in the market which analyze the EULA. Some research has been done to 

identify the spyware by analyzing EULA. This chapter presents background of our thesis 
and overview of the existing research done in this domain.  

The amount of software that hosts spyware is increasing rapidly [1]. Spyware discovers 

security holes in affected system and invades to user‟s privacy [17]. In order to avoid 

any legal repercussions, distributors inform users about inclusion of spyware via EULAs 

during the installation of an application [20]. Due to difficult information, end user does 

not read the EULA and accepts it without reading. Unwittingly end user gives 

permission to spyware vendor to invade in to his/her privacy. This could be a serious 
threat for end user‟s machine.  

There are techniques to curb the malware. It is continuous practice to improve the 

technologies against malware vendors, because malware distributors come up with new 

ideas to explore security. Malware distributors adopt clever approach by using EULA to 
receive approval of user for distributing malwares. 

Several anti-spyware tools are in use, which search for particular behavior of the 

software or compare the signatures with the existing signature database and alarm for the 

spyware. These anti spyware tools inform users after their installation. There are few 

tools which are working against spyware embedded in software installation. Research 

done by [20] describes, it is possible to identify spyware embedded in software by 

analyzing EULA. However there is need to improve and enhance the techniques against 
spyware distribution via EULA analysis. 

Our study focuses to curb the spyware which is distributed with other software and 

becomes legal after user accepts the EULA. Spyware fetches the data from the victim‟s 

machine without his/her knowledge. We discuss few techniques and approaches being 

used to avoid distribution of spyware. Our work is helpful in protecting the system 

before installation of spyware rather than detecting the spyware after installation. We 

will use data extraction techniques and suitable filtering techniques to achieve our goal. 

3.1 Overview of Related Research  

Software reputation system is presented by Boldt et al [19]. This Research evaluates the 

importance of software reputation system and also suggests an alternative approach to 

present EULA in a simplified form. The users can easily read and understand the 
simplified EULA text before accepting it.    

Boldt et al. [20] investigate the hypothesis that, it is possible to detect spyware by 

analyzing EULA. Researchers applied 15 different learning algorithms on a set of 100 

EULAs. This study shows Naive Bayes Nominal, Support Vector Machines, and Voted 

Perception algorithms achieve the highest accuracy rate. The conclusion proves it is 

possible to classify software legitimate level by analyzing EULA. A tool has been 

suggested by the researches based on experimental results. The suggested tool is based 

on Multinomial Naive Bayes machine learning algorithm. The research describes several 

features of the suggested tool. It is suggested that tool shall work as a middleware 

between operating system and the application installer. It shall halt the installation, read 
the EULA and analyze it.  
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Lavesson et al. [22] explore how legitimate software and spyware associated software 

can be discriminated automatically by mining EULAs. Analysis was done on 996 

EULAs by using 17 different learning algorithms. They compared the performance of 17 

learning algorithms. The performance of algorithms was assessed by using two bag-of-

words and meta model. This research concluded that software can be classified by 

examining EULA automatically instead of reading and understanding it manually. A 

design outline of a spyware prevention tool based on multi-criteria evaluation is also 
suggested by researchers.  

3.2 Overview of Existing Tools 

3.2.1 EULAlyzer Application 

EULAlyzer [11] is available in both free and professional versions. Free version only 

allows user to paste EULA text and get back the results. Professional version has 

functionality called EULA Watch which halts the application installer and automatically 
analyzes the EULA. This tool does not disclose the technique or algorithm it is using. 

3.2.2  EULA Analyzer Application 

A web-based tool has been developed by Face Time Security Labs which helps the end 

user to understand the behavior of EULAs [10]. EULA Analyzer is a proprietary service, 

its design is not publicly available. 

During the installation of software, EULA appears in popup window. End user can copy 

this license agreement and paste it in EULA Analyzer. EULA Analyzer analyzes the text 

and delivers the result as score. On the basis of provided results user can decide to 

proceed with software installation. EULA Analyzer leaves the classification to users, it 
does not perform any classification.  

EULA Analyzer computes the number of sentences, words, characters and average 

number of words in sentence. Furthermore it also calculates the number of flagged or 

suspicious sentences. In addition to basic functionality, this tool presents some advanced 
calculations of readability matrices.   
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4 EULA TEXT CLASSIFICATION AND 

ALGORITHM SELECTION    
Once the EULA text is extracted from a binary file next step is to classify the software as 

a good or bad based on this text.  Two main approaches for automatic text classification 

are knowledge engineering and machine learning. Knowledge engineering systems are 

considered better than machine learning however R. Feldman and J. Sanger [28] details 

performance issues exist in knowledge engineering. Machine learning in contrast is low 

cost solution and it requires only a set of classified training instances [28]. Recent 

research [22] shows accuracy of EULA analysis can be improved by using machine 

learning. We therefore considered machine learning for our thesis.  

This section presents an overview of machine learning approach in context of EULA text 

classification and also describes the algorithm we selected for our application.  

4.1 EULA Classification Task 

EULA classification task is based on a set of EULAs, which we can use to generate the 

classifier. Let‟s suppose we have a set of EULAs which have two classes of EULAs 

either bad or good, bad class has some set of bad EULAs and good class has some set of 

good EULAs.  So the classifier that is trained by machine learning algorithm will decide 
to which class the new EULA belongs. 

4.2 Supervised Learning 

Supervised learning is the machine learning approach which automatically builds a 

classifier by learning the properties of the classes from a set of pre-classified training 

instances. According to R. Feldman and J. Sanger [28] most supervised learning 

algorithms cannot process text documents in their original form, hence they will not be 

able to process the EULAs. However our application requires the file system path of a 

folder of a specific class (good or bad), therefore in our case we do not need to 
preprocess the EULAs into a manageable representation. 

The choice of representation depends on meaningful units of text and the meaningful 

natural language rules for combining these units also known as lexical and compositional 

semantics problems.  To address these problems each EULA can be presented as a 

feature vector [22].  

4.2.1 Feature vector  
Feature vector is an n-dimensional vector of numerical features that represent some data 

[14]. Since feature vector contains the features of the text and is the representation of 

different classes of text therefore any new text can be compared to find the similarities. 

Bag-of-words model is one of the examples of such a document representation. Bag-of-

words model represents each word occurring in a document as a feature, combination of 

all of these features builds a vector. Hence, a complete feature vector contains all the 

distinct words appeared in all the training instances. Another representation of this model 

could be the phrases rather than words. However results of phrases based vector were not 
better than words based model [22].  

There are different methods to assign weight to each feature. One of them is binary 

representation. In this method each feature will be represented by true (1), if found once 

or more in a document or false (0) otherwise. This method cannot be used to calculate 

http://en.wikipedia.org/wiki/Vector_(geometric)
http://en.wikipedia.org/wiki/Features_(pattern_recognition)
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how many times a particular word appears in a document.  The second method is 

frequency of the word [22]. This method calculates the frequency of words based on 

number of times their occurrence in a document.  However several methods have been 

used in different studies for the calculation of the frequency of the term or word. The raw 

term frequency representation may not do well for most cases [23]. Frank, E. and R. R. 

Bouckaert [12] describe a formula TF IDF (Term Frequency – Inverse Document 

Frequency) to transform the raw term frequency word weighting scheme. Based on the 

research of Frank, E. and R. R. Bouckaert [12] bag-of-words is already constructed by 

[22] to classify the EULAs. To minimize the training time of machine learning algorithm 
we employed the same bag-of-words in our application. 

4.3 Reinforcement Learning 

In reinforcement machine learning the machine receives the input by producing actions 

[8][32]. These actions affect the state of the environment, which results rewards or 

punishments for the machine. The goal of the machine is to learn to act in a way that 

maximizes the future rewards it receives or minimizes the punishments.   

In our case reinforcement learning is not much relevant because EULA analysis is not 
based on rewards or punishments.    

4.4 Unsupervised Learning 

In unsupervised machine learning machine neither classify the input nor receives the 

rewards or punishments [28]. It simply builds the representation of data. The machine‟s 

goal is to build representations of the input that can be used for predicting future inputs, 

decision making etc [13]. In a sense, unsupervised learning can be considered as finding 

patterns in the input and filter noise. Two examples of unsupervised learning are 

dimension reduction and clustering [36].  

4.4.1 Dimension Reduction 

Dimension reduction is the process of reducing the number of random variables under 

consideration and can be further divided into feature selection and feature extraction 

[32]. 

4.4.2 Clustering 

Clustering is the assignment of a set of observations into subsets or clusters so that 

observations in the same cluster are similar in some sense [8][32]. 

4.5 Algorithm Selection  

A recent study done by [22][23] investigate 15 different machine learning algorithms.  

All 15 algorithms were evaluated by using Weka‟s implementation and default 

configuration, however the results show that Naive Bayes, SMO (Sequential Minimal 
Optimization) and Voted Perceptron achieve the highest accuracy.   

The learning algorithm can be validated by cross validation, by using true positive, true 

negative rate, false positive, false negative rate and by ROC (Receiver Operating 

Characteristic) curves [3][33]. In our case accuracy of the selected algorithm can be 
measured using metric described in Table 4.1.  

 

http://en.wikipedia.org/wiki/Feature_selection
http://en.wikipedia.org/wiki/Feature_extraction
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Table 4.1 - Algorithm Evaluation 

Metric Meaning 

True Positive  Good EULAs classified as good 

True Negative Bad EULAs classified as bad 

False Positive Bad EULAs classified as good 

False Negative Good EULAs classified as bad 

Since Naive Bayes is widely used for filtering data, less training time required, performs 

well and have low false positive [12][22] therefore it is most suitable for classification of 

EULA. We used the open source implementation of Naive Bayes in C# language done 

by Jason Kester [24]. We re-factored the code and added functionalities to integrate with 

our application.    

4.6 Naive Bayes Algorithms 

A Naive Bayes algorithm uses Bayes statistics which is based on conditional 

probabilities. Bayes Theorem gives a formula which calculates a probability by counting 

the frequency of values and conditions of values in the historical data [3]. Predictor 

variables are independent random variables, this is the main idea of Naive Bayes. Thus a 

small training set can be applied to Bayes formula to compute probabilities.  

In order to classify the record, the type of the predictor variables are stored in the data set 

of predictor variables, record is classified according to the most frequent class among the 

same values [18][3]. Practical limitation of the rigorous Bayes approach to classification 
is overcome by the Naive Bayes [15].  

Naive Bayes classifier assumes that the presence (or absence) of a particular feature of a 

class is unrelated to the presence (or absence) of any other feature [37]. Even though 

these features depend upon the existence of the other features, a Naive Bayes classifier 

considers all of these properties to independently contribute to the probability.  

To calculate the probability of y given x, the algorithm counts the number of cases where 

x and y occur together and divides it by the number of cases where x occurs alone. 

Equation 4.1 – Naive Bayes Probability 

Prob(Y given X) = Prob(X and Y) / Prob(X) 

Following example illustrates the use of Bayes' Theorem to predict an increase in 
purchase of computers for youngsters 

Suppose a business analyst wants to determine the likelihood that a computer purchaser 

under 20 will increase. In current scenario, the prior condition (X) would be under 20, 
and the dependent condition (Y) will increase spending.  

If there are 100 purchasers in the training data and 25 of them are under 20 who have 

increased spending, then: 

Prob(A and B) = 25% 
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If 75 of the 100 customers are under 20, then: 

Prob(A) = 75% 

Bayes' Theorem predicts that 33% of purchaser under 20 is likely to increase purchasing 

(25/75). 

To estimate the parameters (means and variances of the variables) which are necessary 

for classification, Bayes classifier requires a small amount of training data. Only the 

variance for each class needs to be determined instead of entire covariance matrix 

because of assumption of independent variable. The Naive Bayes algorithm is highly 

scalable model building, fast and scoring [18][3]. It scales linearly with the number of 

predictors and rows. The build process for Naive Bayes is parallelized. Scoring can be 

parallelized irrespective of the algorithm. 

In the problems of both multiclass and binary classification Naive Bayes can be used [3]. 

With the integration of techniques from several fields like machine learning, pattern 

recognition, artificial intelligence and statistics, data mining becomes a void area. In 

order to perform data analysis large numbers of algorithms have been introduced. 

 

 



12 

 

5 EXTRACTION TECHNIQUES 
Software installer package is a set of software tools that automates the process of 

installing, upgrading, configuring, and/or removing software from computer‟s operating 

system in a reliable manner [35]. It usually maintains a database of software 

prerequisites, dependencies, EULA and version information. Several applications have 

been developed to build installer packages and to simplify the installation process. These 

applications usually pack all necessary components required to install a program in a 

single executable file. End user then can simply execute that file to install the software 

on his/her computer. This section describes some techniques which can be used to 
extract the EULA from an executable.  

5.1 API Hooking 

API hooking can be used to alter the behavior of other applications by intercepting 

messages, events and function calls passed between software components [4]. Piece of 

code which handles such events, messages and intercepted function calls, is called a 

hook [4].  

API hooking can be used to intercept the system calls during the installation of software 

and EULA can be extracted. But in order to intercept system calls it is necessary to 

execute the installer. 

5.2 Reverse Engineering 

Reverse engineering can be seen as going backward through the development life cycle 

of software [9]. It is the process of analyzing a subject system to create representations 
of the system at a higher level of abstraction [29].  

Reverse engineering can be applied on a binary installer by unpacking it and then 

subsequently by analyzing the unpacked files. Since our main focus is to extract EULA 

from an installer without executing it, therefore we apply few steps of reveres 
engineering on installer packages.  

In order to extract EULA it is necessary to unpack the installer package. There are 

different ways of unpacking binary files. Several tools have been developed for this 

purpose. We will demonstrate the tasks along with open source tools to have a better 
picture of techniques. The steps involved in extraction of EULA files are given below 

1) Determine the file type of target file. 

2) Uncompress the compressed files. 

3) Search EULA from unpacked files. 

We demonstrate the above mentioned steps in the following. 

5.3 Determine the file type    

This is very first step for extraction of installation binaries. Few tools are available for 

this purpose. TrID [33] is an open source tool which identifies the file type of installation 
binaries. 

http://en.wikipedia.org/wiki/Message_passing
http://en.wikipedia.org/wiki/Event_(computing)
http://en.wikipedia.org/wiki/Subroutine
http://en.wikipedia.org/wiki/Module
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5.3.1 TrID 

TrID [34] is designed to identify file types from file‟s binary signatures. It is used for 
following purposes 

a) To identify what kind of file was sent via e-mail 

b) Aid in forensic analysis 

c) Support in file recovery, etc. 

TrID uses a database of definitions which describes recurring patterns for supported file 

types [34]. Once file type is identified it is easy to uncompress it, if it is compressed. 

5.3.2 PEiD 

PEiD [27] is designed to identify file types from file‟s binary signatures.  

5.4 Uncompress the compressed file 

Several tools are used to uncompress the compressed file. It is necessary to know the file 

formats in order to uncompress it. After knowing the format of file, relevant 

uncompressing tool is applied to uncompress the compressed file. Different tools have 

been developed to uncompress specific file. We will categorize common compressed 
format along with tools, which are used to uncompress the compressed file. 

 Zipped Files 

 Install Shield 

 Microsoft Installer (MSI) and Microsoft patch files 

 ISO Image 

 Floppy disk image 

 Executables (exe) files 

 MHTML files 

Several tools including open source and shareware have been developed to read from the 
binaries.  

Table A.1 in Appendix A, shows different utilities used to read binaries from the above 

mentioned compression files. List of tools which convert one file format to another file 
format is given in Table A.2 –  in appendix A.  

Some tools are used commonly and are related to our work. For example the install 

shield installer files or ISO images files or the files which are compressed in winrar or 
winzip. 

Fortunately we were able to find a tool Universal Extractor [35] , which gathers all 

above mentioned utilities in to one. This tool is an open source tool. 

5.4.1 UniExtractor   

Universal Extractor is a utility which decompresses and extracts files from any type of 

archive or installer, such as ZIP or RAR files, self-extracting EXE files, application 
installers, etc.   

This is not intended to be a general purpose archiving program.  It allows users to extract 

files virtually from any type of archive, regardless of source, file format, compression 
method, etc. 
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The utility is designed to create an easy, convenient way to extract files from various 

types of installation packages without the need to remember arcane command line 

switches or track down separate utilities to handle the unpacking.  With the passage of 

time this tool has become a mature product which could decompress all kinds of 
compressed files. 

5.4.1.1.1 How Does It Work 

When a file is passed to UniExtractor, it determines the file by scanning it with TrID 

[33][35].  If the file format matches with one of the supported non-executable formats in 

its data set, it starts extraction from the archive.  If it's an executable file, it uses PEiD 

[27] to analyze the file signature.  If the signature indicates that it's a supported format, 

then it attempts to begin extraction.  If it is not a recognized signature, UniExtractor tries 

to run it through 7-Zip [39] and UnZip as default case.  If 7-Zip or UnZip recognizes it, 
it will be extracted, otherwise utility displays an error message and exits. 

If the file type does exist in its dataset, UniExtractor starts looking for a valid destination 

directory and records the directory size.  If necessary, a new directory is being created 

(with a directory size of zero). UniExtractor then spawns a shell and calls the supporting 

utilities to begin extracting files from the selected archive to the destination directory.  

After extraction, it verifies the size and timestamp of the subdirectory to determine if 

extraction was successful. UniExtractor assumes success, if size or timestamp is greater 

than the initial values. After this it exits successfully. On the other hand if size or time 

stamp are equal to or less than the initial values it means extraction has failed, in this 

case UniExtrator notifies the user and writes an error message in a log file 

(uniextract.log). 

The uniextract.log file is created during the extraction process by the utility called tee. 

The UniExtractor‟s work is to send all output from the running binary to tee, which in 

turn writes the output to the log file as well as displays to the screen to show the user 

current progress.  If UniExtractor executes successfully this file is deleted, otherwise it 
stays in the directory for user to review the errors. 

5.4.1.1.2 Supported File Format 

UniExtractor supports specific file formats. Different compression file formats, which 

are supported in UniExtractor are given in Table A.2 in Appendix A. This utility keeps 
the database of supported file formats and new file formats are handled accordingly. 

Our purpose to explore this tool was to make it sure that we were not spending time in 

reinventing the wheel. As we mentioned earlier that if we start a tool from scratch it 

could probably take months. If we start gathering different utilities into one in order to 

create custom extraction utility, still we need few months. We therefore prioritized the 

requirements according to guidelines given by [26]. Since UniExtractor not only 

determines the file type but also gathers different extraction utilities into one, therefore 

source code of this tool could give us a strong platform in short time. UniExtractor saved 
our time with providing existing source code of UniExtractor.    

We decided to use source code of UniExtractor for our EULA Analyzer tool. We were 

aware about the fact that we had to customize the source code according to our 

requirements and we had to integrate the source code with our application. That is what 
we did to accomplish our goal. 

http://mark0.net/soft-trid-e.html
http://www.peid.info/
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5.5 Search EULA from unpacked files 

After unpacking the installer package next step is to search EULA from unpacked files. 

To achieve this, unpacked files can be filtered by name containing words such as 

“EULA”, “license” and/or “agreement”. If no such file found then unpacked files can be 

filtered by extension and text contents. After finding the file, EULA analysis can be done 
in order to estimate the legitimate level of software. 
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6 IMPLEMENTATION OF AUTOMATED EULA 

ANALYZER  
 

We implemented an open source application for automated analysis of EULA. To 

achieve our objective we used open source utilities, modified them and added new 

functionalities according to our needs. This chapter provides an overview of our 
implementation. 

The main requirement was to implement a tool which could extract EULA text from an 

executable file, analyze and present analysis.  To extract the EULA text from an 

executable setup file it was necessary to unpack the installer. We used C# and .NET 

framework [4] to implement an automated EULA analyzer. In order to unpack the 

executable files we used open source tool UniExtractor. UniExtractor is embedded with 

several other open source tools. First it tries to identify the type of executable file and 

then extracts the file using one of embedded tool. If file can be extracted using more than 

one tool, it provides an option to choose one of them. However to provide seamless 

integration of UniExtractor with our application we modified the code of UniExtractor to 
remove all option dialogs and error messages prompted by UniExtractor. 

Our tool finds the EULA from extracted files. Once EULA text file is found it uses 

Naive Bayes algorithm for finding the probability of software as being good or bad. 

Luckily we found some open source code implementation [24] of Naive Bayes and did 
refactoring of the code according to our need.      

6.1 Application Features and Presentation 

The application presents a GUI (Graphical User Interface) to end user with flexible 

navigation to file systems for locating the executable file(s). As shown in Figure A.3 in 

Appendix A, application gets input as text file or folder with file(s), does analysis and 

displays the results or saves the results in a CSV (Comma-Separated Values) file. The 
application also saves the time taken to extract and analyze each executable.  

First the application unpacks the executable, searches for text in text (.txt), MS Word 

(.doc) or rich text format (.rtf) files containing specific words for example “license 

agreement”, “agreement” and/or “EULA”. Afterwards it analyzes EULA text using 

Naive Bayes algorithm and presents result of analysis, as shown in figure A.4 in 

Appendix A. The application logs the time taken during extraction and analysis of the 

EULA text. In case the application fails to extract the EULA text from an executable it 

shows a message with unsuccessful attempt text.  

Another feature provided by the tool is an option to locate a EULA text file. In this case 

the application analyzes the EULA text and shows the result to end user. Similarly, 

another feature is to locate a directory from local file system, which contains several 

EULA files. The application then analyzes each EULA file and saves the result in a CSV 
file.   

The user can also paste the EULA text in a text box of the application and can analyze.  
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6.2 Process Flow 

When end user starts software it displays menu along with drop down. By selecting 

dropdown item and browsing file, tool starts execution of the process. Figure 6.1 presents 
the process flow diagram of our application. 

Figure 6.1 - Process Flow Diagram 
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Figure 6.1 represents the flow of the process of our EULA analyzer prototype tool. Our 

EULA analyzer prototype tool receives input in following 5 different ways.  

1) EULA text 

2) EULA text file path 

3) Executable file path 

4) Folder path with  executable files   

5) Folder path with EULA text files 

Short description of steps mentioned in Figure 6.1 is given below. 

1) User locates file system path of the file or folder by browsing the file system. 

2) Application checks whether the given path is an executable file or not. 

3) If it is executable then it runs the UniExtractor and extracts it, otherwise it moves 

to step number 9. 

4) Prototype tool checks whether executable file is unpacked successfully or not. 

5) If it is unpacked successfully then application searches for EULA file. 

6) If it is EULA file or text, then application moves to step number 7. 

7)  Analyzes EULA text and presents the result. 

8) In case of any error it displays the error and logs the result. 

9) Check if the path given in step number 2 is a directory then move to step number 

10 otherwise if it is a EULA text file move to step number 7. 

10) Iterates through all files in the directory and repeats steps from 3 to 8. 
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7 DESIGN AND EXECUTION OF EXPERIMENT 
 

This chapter is structured in the following way. In section 7.1 we discuss goal of the 

experiment. In section 7.2 we discuss the setup of the experiment, further in section 7.3 

we discuss the experiment design i.e. general design principles and standard design. 

Finally, in section 7.4, we discuss the execution plan of the experiment. 

7.1 Goal of the Experiment  

Goal of the experiment describes the purpose of the experiment and most important 

aspect of the experiment [7]. Our goal is to evaluate the implemented application i.e. 

whether the application is able to extract EULAs from given executables or not. 

Secondly we will collect the statistics to evaluate the impact of EULA extraction and 
analysis on system performance. 

In order to evaluate our application, first we count the number of EULAs extracted by 

our application. We then find the reasons of failure in EULA extraction. We also 

evaluate performance of the host system, scalability and ease of use of the application. 

All these descriptive statistics provide summaries about sample data and measures. 

Graphical and tabular representations of descriptive statistics were used to form the basis 
of quantitative analysis of data. 

7.2 Setup of the Experiment 

It is difficult to generalize the results, therefore the results obtained from experiment 

should be related to a particular context in which experiment is performed [7]. Context 

includes the circumstances and conditions that can affect the results of an occurrence [7]. 

The particular environment in which study has been performed, affects the outcome of a 

study. Therefore, it is important to consider the circumstances under which experiment is 

done [7].  

This experiment is executed on five different computers. The computers selected for the 

experiment have different hardware configurations. The hardware configurations can 

affect the measurements done for performance analysis [5], therefore this experiment 
was done several times in order to monitor the average resource utilization. 

Table 7.1 - The Specification of Computers Used For Experiment 

Computer 

Number 
Operating System 

RAM

(GB) 

CPU 

(GHz) 

Manufactu

rer 
Processor Type 

1 Windows server 2008 4 2.4 Dell Intel Core 2 Duo 

2 Windows 7 1 3.0 Dell Intel P4 

3 Windows 7 4 2.4 Sony Viao Intel I3 

4 Windows xp 1 1.8 IBM Intel Core 2 Duo 

5 Windows Vista 2 2.0 HP Intel Core 2 Duo 

7.3 Selection of Subjects  

When selecting subjects to include in an experiment, they are taken from some 

population.  It is a difficult task to select the desired people from the whole population. 

Therefore it is important to report the detail information about subjects, particularly the 

reason of selection. This is helpful for researchers to evaluate the results of experiment in 
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detail [4].  Simple random sample is kind of sampling in which subjects are selected 

randomly from the population [7]. 

In this experiment we randomly selected different binary files from a set of files which 

were already classified as good or bad by [20]. The selected binary files are packed by 

different tools. All selected files have EULA text. This was further confirmed by 
executing all selected binary files manually. 

7.4  Experiment Design Principles 

The experiment design describes how to organize and run a test [7]. Two types of 

experiment design principles, the general design principles and the standard design 

principles are described by Wohlin et al [7].  

Three commonly used types of general design principles are randomization, blocking 

and balancing. We only discuss randomization and blocking. Randomization shall be 

applied to independent variables. The randomization in experiment helps in reducing 

order effect [7]. Therefore it is important to randomize the order of requirements for each 
prioritization approach and the order of treatments [5][7]. 

Blocking increases the precision of experiment [7]. Wohlin et al [7] describes blocking 

as, it is used to systematically eliminate the undesired effect of comparison between 

different groups of subjects chosen for experiment. Therefore the known effects between 
the blocks are not studied.   

As described in section 7.3 in this experiment we randomly selected 150 executable files. 

The selected files were divided in two groups, group A (good) and group B (bad). There 

may be a possibility that the order (sequence) in which experiment executed on subjects 

in same group can affect the results [7]. Balancing can be used to overcome the order 

effect and balance the groups. In our case order of executables in same group does not 
matter, therefore we do not consider balancing. 

Mainly the experiments can be conducted by selecting a sample set of input and by doing 

some treatments on input. The treatments generate some output which then can be 

evaluated to extract meaningful information [7]. In our case we use executable files as 

input, first treatment is extraction of EULA text and second is analysis of extracted 

EULA text. We then calculate the average values to analyze the above mentioned 

variables.     

7.5 Threats to Validity 

Once the test is done, it is important to see how valid the results of the test are [7]. 

Validity in an experiment is defined as the degree to which an experiment correctly 

measures what it meant to measure [7]. In this section we will discuss validity threats in 

this experiment 

Internal validity the cause-effect relationship between independent variables and 

dependent variables in an experiment, measures its internal validity [7]. This means that 

the results of an experiment should be based on the treatment and no external factor 
should affect the results.  

In this experiment the results are dependent on the selected binary files. The threat exists 

if all binary files are packed by the same method the EULA can be extracted from all of 

them or none of them. Therefore to minimize this threat, we randomly selected binary 
files from a large set of files.   
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Conclusion validity is concerned with the issue that affects the ability to draw 

conclusions about relationship between treatments and outcome [7].  

Since the conclusion of this experiment will be drawn based on a sample set of binary 

files, such experimental study comes under the conclusion validity. To overcome the 

conclusion validity threat we will evaluate the same sample set of binary files on five 
different computers and draw the conclusion based on average values.  

Construct validity evaluates the use of correct definitions and measures of variables [7].  

An effort is made to reduce the threats associated with construct validity by studying the 

existing research in the area and by using prior experience and knowledge in the domain. 

External validity addresses generalizing the result to industrial practices [7]. 

Sine this application is developed as a prototype and it is not mature enough to affect 

industry practices. This research work aids the improvement process and highlights the 

strength and weakness of the technique. 

7.6 Experiment Execution 
 

This experiment was conducted in a computer room consisting of five computers during 

a day session from 9:00 AM to 2:00 PM. Each computer has different hardware 

configurations with different operating systems. To avoid any extra resource utilization 

selected computers were not connected to internet or intranet.  

First we executed our application on each computer to extract and analyze EULA text 

from all files of group “A”. Afterward the application was executed on each computer to 

extract and analyze EULA text from files of group “B”.  The results were saved in a 

CSV (Comma Separated Values) file which contains result of extraction, result of 

analysis, time taken, memory usage and CPU utilization. To evaluate CPU overhead and 

memory overhead we executed same experiment five times on single machine and saved 

the results in a CSV file. Latter MS Excel tool was used to calculate total and average 

time consumption, memory overhead and CPU usage of the application during the 

experiment. Furthermore using MS Excel we calculated the average time taken, average 
CPU usage and average memory utilization to process single executable file. 

Researchers were present in the computer room to make sure the uninterrupted execution 

of application during the execution of experiment.    
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8 EXPERIMENTAL RESULT  
In this section we present the data gathered during the experiment. To evaluate our 

application we downloaded 150 executables which were already classified as good or 

bad by [20]. We gathered the statistics about the EULA extraction, execution time, CPU 
overhead and memory overhead. 

8.1 EULA Extraction   

To measure the accuracy of the application, we counted the number of executable files 

and number of EULAs extracted. Table 8.1 shows the results of the extraction.  

Table 8.1 - Number of EULAs Extracted From Good and Bad Executables 

No. of Files Category No. Of EULAs Extracted 
Average % 

100 Good 51 (51%) 
48 % 

50 Bad 21 (42%) 

 

Our tool did not extracted EULA from 52% executables. As listed in Table 8.2 there are four main 

reasons of failure. In 28.7% executables EULA is hidden, 12.7% executables were not unpacked at all. 

In 8% of executable, silent installation of the application was required to unpack the installer. Rest 

2.7% executables download EULA during the installation.  

 

Table 8.2 - Reasons for unsuccessful EULA extraction (52%) 

Reasons Installer Type No. of Files  Percentage  

1) Unpacked but EULA hidden  43 28.7% 

 

InstallShield 13 8.7 

NullSoft Installer 7 4.7 

MS Installer 6 4.0 

EWise Installer 5 3.3 

7-Zip Installer     2 1.3 

Win32 Cabinet Self-Extractor    2 1.3 

7-Zip and MSI Installer 1 0.7 

Indigo Rose Corporationsetup 1 0.7 

Inno Setup 1 0.7 

InstallAnywhere 1 0.7 

InstallConstruct 1 0.7 

Jexpress Installer 1 0.7 

WinZip Self-Extractor    1 0.7 

WinZip Self-Extractor + Inno setup 1 0.7 

2) Not unpacked  19 12.7% 

 

Type not identified 8 5.3 

Inno Setup          2 1.3 

Installer VISE 1 0.7 

InstallManager 1 0.7 

InstallShield 1 0.7 

Netopsystems FEAD Package 1 0.7 

WinZip Self-Extractor    1 0.7 

Setup Factory 6.0 1 0.7 

Setup Factory 7.0 1 0.7 

Setup Specialist 2002 1 0.7 

EWise Installer 1 0.7 

3) Silent installation required to unpack  12 8.0% 

 

InstallShield +  MS Installer  7 4.7 

InstallShield 2 1.3 

MSI Installer 2 1.3 

Netopsystems FEAD Package 1 0.7 

4) Downloads EULA during installation  4 2.7% 

 
Type not identified 3 2.0 

InstallShield +  MS Installer 1 0.7 

 Total  78 52% 
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8.2 Execution Time 

For performance analysis, time is one of the most important variable because in this 

application time spent to extract and analyze a EULA effects results of other dependent 

variables e.g. scalability [26]. In this section we present the results of the experiment in 
the perspective of time variable. 

Table 8.3 - Total Time Consumption to Extract and Process 150 Executables 

 

Figure 8.1 shows the time taken to process 100 good executables and Figure 8.2 shows 

the time taken to process 50 bad executables on different hardware and operating system 

configurations.  

Figure 8.1 - Time Taken To Extract EULAs from Good Executables 
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The following four applications are causing peaks (taking more time) in Figure 8.1.  

1. beaTunes-2-1-13-jre-win.exe 

2. eMailServer.EXE 

3. EphPod.exe 

4. slideshowsetup.exe 

No. Of 

Files 
Category 

Total Time Consumption on 5 

Computers ( in Seconds)  
Average Time Consumption 

  T1 T2 T3 T4 T5 Tµ = ( T1+T2  T3+T4 T5 ) ⁄ 5 

100 Good 332 331 275 452 384 354 

50 Bad 200 179 150 148 164 168 

 Total Time 522 seconds 
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We found application beaTunes-2-1-13-jre-win.exe is based on several other 

applications. The extracted folder of this application contains 18 license files. Therefore 

our tool takes more time in order to find the license of this application. Application No. 

2, 3 and 4 are packed by “Wise Installer”. In order to extract the applications packed by 

“Wise Installer” UniExtractor tries five different methods until successful extraction (i.e. 

E_Wise Unpacker, WUN Unpacker, EWise Installer /x switch, Wise MSI extraction and 

Unzip extraction). Though our tool is hiding dialog boxes shown by UniExtractor but in 
fact it relies on UniExtractor.     

Figure 8.2 - Time Taken To Extract EULAs from Bad Executables 
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The following four applications are taking more time than other files in this group. 

1. A Better Internet 

2. Altnet Peer Point Manager 

3. Alexa Toolbar 

4. Weather Bug 

The main reason of time consumption is the size of EULA text of above mentioned 

executables. The size of EULA text in other files in the group is less than 25KB. EULA 

in each of these files is larger than 55KB.   

 Table 8.4 - Average Time Taken To Extract and Analyze EULA from A Single File 

No. Of 

Files 
Category 

Ax = Average time taken on Computer No. x to 

process a single executable file ( in seconds) 
Average 

  A1 A2 A3 A4 A5 Aµ = ( A1+A2  A3+A4 +A5 ) ⁄ 5 

100 Good 3.32 3.31 2.75 4.52 3.84 3.54 seconds 

50 Bad 4.0 3.58 3.0 2.96 3.28 3.36 seconds 

 Overall Average   3.45 seconds 
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8.3 CPU Overhead 

One of the critical factors of performance measurement is how much CPU time is 

required to unpack an executable installer file and analyze EULA.  Measurement of CPU 

overhead is important because high percentage of the CPU used by our application 

indicates that less power the CPU can devote to other tasks. In multitasking environment 
too high CPU utilization affects the system performance [2].  

One method of CPU overhead measure could be to take a snapshot of the system before 

the execution of the application, take several snapshots during the execution of 

application and then calculate the difference of these snapshots. However this adds more 

complexity. Microsoft .Net framework includes performance counters [4], which can be 

used to monitor system components such as processors, memory, and network I/O. By 

using performance counter we can save CPU and memory utilization of only our 

application during the execution therefore we do not need to take the snapshots and 

calculate the differences.  We added performance counters in our application and saved 

CPU and memory used by our application in a CSV file during the execution of our 

application. In parallel processing, load on CPU may affect the performance of our tool.  

After gathering CSVs from 5 different executions on same computer we used MS Excel 

tool to draw graphs and tables in order to analyze the impact of our application on 

performance of host system. Figure 8.3 shows CPU utilization during the execution of 

this experiment.  

  

Figure 8.3 - CPU Usage for Extraction and Analysis of EULA from Executables 

 
 

First 100 executable files are good and file No. 101 to 150 are bad executables. The 

executable files which are packed by “Wise Installer” are using CPU more than other 

application because UniExtractor tries five different methods to unpack such files.  

 

We further estimated the average CPU utilization to process a single executable file. 

Table 8.4 shows the statistics of average CPU utilization on 5 different executions on 

same computer.  

 

Table 8.5 - Average CPU Usage 

No. Of 

Files 

Ux = Average CPU utilization on Execution 

No. x to process a single executable file  
Average 

 U1 U2 U3 U4 U5 Uµ = ( U1+U2  U3+U4 + U5 ) ⁄ 5 

150 29% 28% 28% 28% 30% 28.6% 

http://www.pcguide.com/ref/cpu/index.htm
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8.4 Memory Overhead 

Measurement of memory usage of an application is also important to understand the 

impact on performance of the system. Furthermore, memory usage also indicates 

memory leaks in the application. Memory leaks are blocks of allocated memory that the 
program no longer references [30]. 

As described in section 8.3 performance counters were used to log the memory usage of 

our application. Good and bad executables are distributed randomly in each execution. 

Figure 8.4 shows memory used by our application during the extraction and analysis of 

EULA text for 150 executables.   

Figure 8.4 - Memory Usage for 150 Executables 

 
 

First 100 executable files are good and file No. 101 to 150 are bad executables. 

Furthermore the average memory used for a single executable was calculated. Table 8.5 

below shows the average memory used to process an executable.    

 

 Table 8.6 - Average Memory Usage to Process an Executable File 

Mx = Average Memory usage on computer 

No. x to process a single executable file 
Overall Average 

M1 M2 M3 M4 M5 Mµ = ( M1+M2  M3+M4 + M5 ) ⁄ 5 

58 MB 51 MB 53 MB 54 MB 56 MB 54 MB 
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9 DISCUSSION 
In this section we discuss the results of experiments which we conducted to validate the 

extraction of EULAs from executables and impact on performance of the host system. 

We start discussion with findings of results, in relation to the statistics such as number of 

EULAs extracted, time taken, CPU and memory overhead. Furthermore we answer the 
research questions. 

The results show that we were able to extract the EULAs from installer binaries. But 

number of executables provided to the system was not equal to the number of extracted 

EULAs. As shown in Table 8.1, our application was able to extract EULA from 48 

percent of given 150 executables. Table 8.1 further details that, we were able to extract 

EULAs from 51 percent good and 48 percent bad binaries.   

Question rises why we were not able to extract EULAs from all executables. Failure in 

extraction of installer binaries has some causes. As shown in  
 

Table 8.2, in 28.7% installers EULAs are hidden though installers were unpacked 

successfully. EULA can be hidden in inner executables or in encrypted form. Our tool 

searches for EULA text only in plain text (.txt), Microsoft Word (.doc) format, Rich Text 

format (.rtf).  EULA can be hidden in another executable file, in a dynamic link library 

(DLL) or in some other format. Finding EULAs from encrypted formats and from DLLs 

Reasons Installer Type No. of Files  Percentage  

1) Unpacked but EULA hidden  43 28.7% 

 

InstallShield 13 8.7 

NullSoft Installer 7 4.7 

MS Installer 6 4.0 

EWise Installer 5 3.3 

7-Zip Installer     2 1.3 

Win32 Cabinet Self-Extractor    2 1.3 

7-Zip and MSI Installer 1 0.7 

Indigo Rose Corporationsetup 1 0.7 

Inno Setup 1 0.7 

InstallAnywhere 1 0.7 

InstallConstruct 1 0.7 

Jexpress Installer 1 0.7 

WinZip Self-Extractor    1 0.7 

WinZip Self-Extractor + Inno setup 1 0.7 

2) Not unpacked  19 12.7% 

 

Type not identified 8 5.3 

Inno Setup          2 1.3 

Installer VISE 1 0.7 

InstallManager 1 0.7 

InstallShield 1 0.7 

Netopsystems FEAD Package 1 0.7 

WinZip Self-Extractor    1 0.7 

Setup Factory 6.0 1 0.7 

Setup Factory 7.0 1 0.7 

Setup Specialist 2002 1 0.7 

EWise Installer 1 0.7 

3) Silent installation required to unpack  12 8.0% 

 

InstallShield +  MS Installer  7 4.7 

InstallShield 2 1.3 

MSI Installer 2 1.3 

Netopsystems FEAD Package 1 0.7 

4) Downloads EULA during installation  4 2.7% 

 
Type not identified 3 2.0 

InstallShield +  MS Installer 1 0.7 

 Total  78 52% 

Martin
Anteckning
This table is already available in the results section, why include it a second time?
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is more challenging. To extract EULAs from DLLs complete reverse engineering of 

DLLs required. Complete reverse engineering is not usable for us since it isn't fully 

automatable [9]. Therefore we are applying only partial reverse engineering (unpacking 

the installers).  Secondly, in order to limit the iterative extraction our tool is extracting 
only one level deep to inner executable.   

Another reason listed in  
 

Table 8.2 is 12.7% installers were not unpacked successfully. Since we used 

UniExtractor to extract binaries, it did not extract all types of installer binaries. The type 

of installer binaries which it extracts is given in [35].  Types of 5.3% installers were not 

identified therefore our application was not able to unpack those. However types of some 

supported formats were identified but still were not unpacked. One reason is that file 

type was not identified correctly therefore proper method was not applied to unpack 

those installers.  

As shown in  
 

Table 8.2, 8% installers require silent installation to unpack and therefore were not 

unpacked successfully. We do not consider silent installation because it can install 
harmful software on user‟s computer without their permission.  

Another reason listed in  
 

Reasons Installer Type No. of Files  Percentage  

1) Unpacked but EULA hidden  43 28.7% 

 

InstallShield 13 8.7 

NullSoft Installer 7 4.7 

MS Installer 6 4.0 

EWise Installer 5 3.3 

7-Zip Installer     2 1.3 

Win32 Cabinet Self-Extractor    2 1.3 

7-Zip and MSI Installer 1 0.7 

Indigo Rose Corporationsetup 1 0.7 

Inno Setup 1 0.7 

InstallAnywhere 1 0.7 

InstallConstruct 1 0.7 

Jexpress Installer 1 0.7 

WinZip Self-Extractor    1 0.7 

WinZip Self-Extractor + Inno setup 1 0.7 

2) Not unpacked  19 12.7% 

 

Type not identified 8 5.3 

Inno Setup          2 1.3 

Installer VISE 1 0.7 

InstallManager 1 0.7 

InstallShield 1 0.7 

Netopsystems FEAD Package 1 0.7 

WinZip Self-Extractor    1 0.7 

Setup Factory 6.0 1 0.7 

Setup Factory 7.0 1 0.7 

Setup Specialist 2002 1 0.7 

EWise Installer 1 0.7 

3) Silent installation required to unpack  12 8.0% 

 

InstallShield +  MS Installer  7 4.7 

InstallShield 2 1.3 

MSI Installer 2 1.3 

Netopsystems FEAD Package 1 0.7 

4) Downloads EULA during installation  4 2.7% 

 
Type not identified 3 2.0 

InstallShield +  MS Installer 1 0.7 

 Total  78 52% 

Reasons Installer Type No. of Files  Percentage  

1) Unpacked but EULA hidden  43 28.7% 

 

InstallShield 13 8.7 

NullSoft Installer 7 4.7 

MS Installer 6 4.0 

EWise Installer 5 3.3 

7-Zip Installer     2 1.3 

Win32 Cabinet Self-Extractor    2 1.3 

7-Zip and MSI Installer 1 0.7 

Indigo Rose Corporationsetup 1 0.7 

Inno Setup 1 0.7 

InstallAnywhere 1 0.7 

InstallConstruct 1 0.7 

Jexpress Installer 1 0.7 

WinZip Self-Extractor    1 0.7 

WinZip Self-Extractor + Inno setup 1 0.7 

2) Not unpacked  19 12.7% 

 

Type not identified 8 5.3 

Inno Setup          2 1.3 

Installer VISE 1 0.7 

InstallManager 1 0.7 

InstallShield 1 0.7 

Netopsystems FEAD Package 1 0.7 

WinZip Self-Extractor    1 0.7 

Setup Factory 6.0 1 0.7 

Setup Factory 7.0 1 0.7 

Setup Specialist 2002 1 0.7 

EWise Installer 1 0.7 

3) Silent installation required to unpack  12 8.0% 

 

InstallShield +  MS Installer  7 4.7 

InstallShield 2 1.3 

MSI Installer 2 1.3 

Netopsystems FEAD Package 1 0.7 

4) Downloads EULA during installation  4 2.7% 

 
Type not identified 3 2.0 

InstallShield +  MS Installer 1 0.7 

 Total  78 52% 

Reasons Installer Type No. of Files  Percentage  

1) Unpacked but EULA hidden  43 28.7% 

 

InstallShield 13 8.7 

NullSoft Installer 7 4.7 

MS Installer 6 4.0 

EWise Installer 5 3.3 

7-Zip Installer     2 1.3 

Win32 Cabinet Self-Extractor    2 1.3 

7-Zip and MSI Installer 1 0.7 

Indigo Rose Corporationsetup 1 0.7 

Inno Setup 1 0.7 

InstallAnywhere 1 0.7 

InstallConstruct 1 0.7 

Jexpress Installer 1 0.7 

WinZip Self-Extractor    1 0.7 

WinZip Self-Extractor + Inno setup 1 0.7 

2) Not unpacked  19 12.7% 

 

Type not identified 8 5.3 

Inno Setup          2 1.3 

Installer VISE 1 0.7 

InstallManager 1 0.7 

InstallShield 1 0.7 

Netopsystems FEAD Package 1 0.7 

WinZip Self-Extractor    1 0.7 

Setup Factory 6.0 1 0.7 

Setup Factory 7.0 1 0.7 

Setup Specialist 2002 1 0.7 

EWise Installer 1 0.7 

3) Silent installation required to unpack  12 8.0% 

 

InstallShield +  MS Installer  7 4.7 

InstallShield 2 1.3 

MSI Installer 2 1.3 

Netopsystems FEAD Package 1 0.7 

4) Downloads EULA during installation  4 2.7% 

 
Type not identified 3 2.0 

InstallShield +  MS Installer 1 0.7 

 Total  78 52% 

Martin
Anteckning
line break?

Martin
Anteckning
line break?

Martin
Anteckning
line break?

Martin
Anteckning
WTF, why a third time?



29 

 

Table 8.2 is that 7.2% installers download EULA during installation. Therefore EULAs 

from those installers cannot be extracted even after unpacking them successfully.  

Section 8.2 describes the time consumption in this experiment.  Table 8.3 and Figure 8.1 

show the average of total time taken to process 100 good and 50 bad executables. The 

results show that application took 354 seconds to process good group of executables and 

168 seconds to process bad group of files. Hence total average time taken to process 150 

executables was 522 seconds (8.7 minutes). Figure 8.2 and Figure 8.3 shows the 

complete time consumption for both good and bad executables. These figures show that 

time consumption was slightly different on all five computers. Table 8.4 shows that 

average time consumption for a single file was 3.45 seconds. An executable “beaTunes-

2-1-13-jre-win.exe” took highest time on all five computers which is 35.20 seconds. This 

application is based on several other applications and contains 18 license files. Therefore 

our tool takes highest time in order to extract all sub-executables and find the correct 

license file. Application “Fractal eXtreme.exe” took minimum time on all computers 

which was 0.11 seconds.  The size of this application is only 33KB, which is the 

minimum size of an executable in the group of 150 files. Time taken is acceptable 

because reading and understanding license agreement manually can take lot of time as 

compare to automatic extraction and analysis done by our tool. However it can be further 

improved by improving the search criteria to find the license file.  The application which 

can have several other executables it is not necessary to extract all sub-executables. The 
extraction process can be terminated when EULA of main application is found.              

As shown in section 8.3 we analyzed that process of extraction does not have significant 

impact on the performance of systems. None of the system was halted during the 

experiments and the application execution was smooth during all experiments.  Table 8.5 

shows that to process a single executable file average CPU usage was 28.6 percent.  As 

design and code quality are two important factors in performance of an application [30], 

we used object oriented structure and design patterns to enhance the performance. 

Because of limited time, the improvements in extraction techniques used by 

UniExtractor were not possible, however we did some minor changes in UniExtractor to 

hide the dialog boxes shown by UniExtractor. Furthermore the performance of the 
application is also dependent on specific hardware.  

Section 8.4 details the memory used by our application during the experiment. Figure 8.4 

shows the complete graphs of memory utilization during the execution of the 

experiment. As shown in graphs maximum memory usage was 60 MB but on most of the 

systems memory usage was below than 60 MB.  Table 8.6 shows that average memory 

usage for a single file was 54 MB. These results show that application does not have 

significant impact on memory utilization of modern systems, where the available 
memory is in giga bytes.  

On the basis of these results we answer our research questions listed in section 2.1.  

To answer the research question No.1 first we did preliminary study concerning the 

spyware detection techniques, methods to unpack installers and EULA analysis 

techniques. After having done that, we implemented an application for extraction and 

analysis of EULA text. The developed application can unpack, extract EULA and analyze 

it from some executables without executing them. We then investigated the reasons of 

failure in EULA extraction and these reasons can be addressed in future. To answer the 

research question No.2 we did experiments on our application and gathered the statistics 

about the time consumption, CPU utilization and memory usage. These results show that 

an executable can be extracted in 2-3 seconds without having significant impact on CPU 

and memory usage.    

Martin
Anteckning
2.7% !
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Since the process of EULA extraction and analysis is partially automated by browsing 

the file system path of an executable file, it opens a way for experiments. Although 

because of time constraint we could not conduct large scale experiments, but the 
application has ability to conduct large scale experiment. 

Our application is an open source application and is scalable. Moreover researcher can 

conduct experiments either by providing local file system path of installer binaries or 

path of directory of EULA text files. If researchers choose to use our tool they must keep 

in account that our tool is able to extract almost 48 percent of installer binaries at the 

moment and it sticks to the Naive Bayes algorithm. Researchers can easily remove the 

Naive Bayes implementation and implement any other filtering technique for their 

experiments. If we see from end user‟s prospect our application is helpful in the 

identification of legitimate level of installer applications.    
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10 CONCLUSION  
 

In our thesis we explored different techniques for automated analysis of EULA. By 

combining open source utilities and our own implementation we presented a prototype of 

an open source tool for EULA analysis. We conducted experiments on 150 software 

installer binaries on five different computers. All 150 files contain a license agreement 

and are already known as good or bad i.e., if it is a spyware or does it host a spyware.  

Our application tries to unpack each binary file without executing it and tries to find 

EULA embedded in each installer. Extracted EULA text is then analyzed to determine if 

the particular application is good or bad. The developed application is able to extract 

EULA from 48 percent executable binaries. All extracted EULAs were classified as 

good or bad however the accuracy of analysis was not particularly focused in this 

research. Several reasons of failure in EULA extraction were found and discussed. One 

main reason was that tool could not successfully unpack 28.7% installers. Like any other 

application this tool also uses some system resources however it does not have any 

significant impact on performance of the host system.  Hence we conclude EULA can be 

extracted and analyzed without executing the installer and rate of EULA extraction can 

be improved by addressing some of the reasons found in this research. However, in some 

cases it may be necessary to execute the installer until license agreement appears on the 

screen and capture it at that time.    
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11 FUTURE WORK 
The prototype of application was developed by considering the need of experiments for 

research purpose. Therefore, in future, the application can be further analyzed by 

conducting experiment on large set of software installers and gathering the statistics 
about the accuracy and effect on performance of the host system.   

Future work could be to find out the way of extracting EULA from rest of the 52 percent 

files. One recommendation is to improve the rate of unpacking the installers because our 

application is not able to unpack all given files. Another recommendation is to use some 

existing libraries to capture the EULA during installation of software. We found a library 

called “TextCatch” [31] which can read the text from active window. TextCatch is a 

powerful windows text capture library. It can be used to capture text from another 

application and then the result can be saved in a text file. While most computer programs 

can make copies of text and paste it, but not all screens or programs have these edit 

features. TextCatch captures text from screens that do not allow copy and paste. It works 

with most windows control seen on computer i.e. Button, ComboBox, Edit, ListBox, 

StatusBar, Toolbar, Internet Explorer etc. It can capture all items of folder trees, file lists, 

status lines, text content of messages and dialog boxes, including visible and invisible 

items. This library can be used to capture the text of “I Agree” button. Subsequently 

EULA can be captured when it appears on the screen during the installation of an 
application.  But this library is not open source, so we did not use it. 

Another possibility could be to optimize the code of our application and analyze 

different data mining algorithms to find out the effect of different algorithms on 
performance and accuracy.   

Features extension like adding tool to the windows services, halt the installable software 

and read EULA during installation process are considerable areas for future work. 

Furthermore the application can be enhanced to read the privacy policy on different 

websites by providing the URLs.   

There is always a capacity to improve the design patterns and techniques in software 

applications. Researchers are welcome to upgrade the design of application to improve 

the performance. The graphical user interface of application needs more effort to shine 

by nice charts and graphics.   
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A. APPENDIX 
 
Table A.1 – This table shows different extraction tools along with their purpose and 

software type.  
Number Tool Purpose Software Type 

2 ARC  Open Source 

4 Bin2ISO CDRom Images to ISO Open Source 

5 
BarBones 

Ooz(Booz) 
Extraction .zoo filess Open Source 

6 Cdrip CDRom images  to ISO Open Source 

7 
DBX 

 

Extracts Outlook Express mail 

archives 
Freeware 

8 MHT Unpacker Extracts MHTML files Freeware 

9 PDunSIS 
Extracts SIS (SymbianOS) 

packages 
Freeware 

10 ConvertLIT 
Converter for Microsoft Reader 

format e-books 
Open Source 

11 Extract extract files from .img images Freeware 

12 ExtractMHT Extracts  .mht files Open Source 

13 HelpDeco 
Extract/reconstruct  windows help 

files with .hlp extension. 
Freeware 

14 Inno Setup Creates the UniExtract installer Open Source 

15 IsXunpack 
Extracts from modern InstallShield 

installer packages 
Freeware 

16 Izop Extracts .lzo files Open Source 

 

 

Table A.2 – This table show the archive types and file extensions relatively. 

Archive 

Type 

Common File 

Extension(s) 
Archive Type 

Common File 

Extension(s) 

Archive 

Type 

Common File 

Extension(s) 

7-zip archive .7z, .exe 
ISO 9660 CD-

ROM image 
.iso RAR archive .rar, .001, .exe 

ACE archive .ace, .exe KGB archive .kgb, kge, .exe 
Reflexive Arcade 

package 
.exe 

ARC archive .arc 
LZH compressed 

file 
.lzh, .lha 

RoboForm 
package 

.exe 

ARJ archive .arj, .exe 
LZMA 

compressed file 
.lzma RPM package .rpm 

ASpack 
compressed file 

.exe 
LZO compressed 

file 
.lzo 

SetupFactory 
package 

.exe 

BIN/CUE CD-

ROM image 
.bin, .cue 

LZW compressed 

file 
.Z, .tz, .tar.Z 

SIS 

(SymbianOS) 
packages 

.sis 

bzip2 archive .bz2, .tbz2, .tar.bz2 
LZX compressed 

file 
.lzx StuffIt packages .sit 

CPIOcompressed 
file 

.cpio MHTML file .mht 

TAR archive 
 

Debian package .deb 
Microsoft Cabinet 

archive 
.cab, .exe, .imf 

.tar.bz2, .tar.gz, 

.tar.xz, .tar.Z 

DiscJuggler CD-

ROM image 
.cdi 

Microsoft 

Compiled Help file 
.chm UHARC archive .uha 

Encoded files .b64, .uu, .uue, .xx, 
Microsoft 

compressed file 
.??_ 

UPX compressed 

file 
.exe, .dll 
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.xxe, .yenc, .ntx 
Microsoft LIT e-

book 
.lit 

Windows 

Imaging Format 
image 

.wim 

Gentee package .exe 
Microsoft 

Windows Help file 
.hlp 

Windows 

Installer merge 
module 

.msm 

gzip archive .gz, .tgz, .tar.gz 
HTC NBH ROM 

image 
.nbh 

Windows 
Installer package 

.msi 

IMG floppy disk 
image 

.img 
Nero CD-ROM 

images 
.nrg 

Windows 
Installer patch 

.msp 

Inno Setup 

package 
.exe NSIS package .exe 

Windows 

Update 
Standalone patch 

.msu 

Installer VISE 

package 
.exe 

Oasis Document 

Format (ODF) 
document 

.odt, .odp, .odg, 

.ods 

Wise Installer 

package 
.exe 

InstallShield 

Cabinet archive 
.cab, .1, .lib 

Office Open XML 
(OOXML) 

document 

.docx, .pptx, .xlsx 
XZ compressed 

file 

.xz, .txz, 

.tar.xz 

InstallShield 

package 
.exe 

Outlook Express 

mail archive 
.dbx ZIP archive 

.zip, .jar, .xpi, 

.wz, .exe 

PEA archive .pea Zoo archive 
   

 

 

 

Figure A.3 This image shows the interface of prototype EULA analyzer which we 

develop. 

 
 

 

 

 

 

 

 

 

 

 



38 

 

 

 

 

 

 

 

Figure A.4 Image below shows the result interface of our prototype EULA analyzer tool.  

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 




