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Abstract 
 
 
WiMax is a wireless based technology standard that provides high throughput 

broadband connections over long distances. Security is one of the major 

considerations in broadband wireless access especially when wireless devices are 

added to it. Wimax/802.16 is also not free from vulnerability, threats, risks or other 

attacks to provide secured and robust services like as other standards 802.11 and so 

on. With the high and effective security confirmation, this technology would be more 

reliable and trustworthy. This paper works on all possible attacks of Wimax standard 

and provided their solutions which separately came on light so far. This research 

found some difficulties in the security of 802.16 transmissions and then proposed 

solutions for that. Also, a simulation work has been done in dot net framework with 

C# language and illustrated the justification of the research result.  
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Chapter 1 

 

Introduction 

 

1.1 Background History 

 

WiMax (World Wide Interoperability for Microwave Access) is a technology of 

modern telecommunication for high speed data transmission. It is stated in IEEE 

802.16 standard and named as WiMax by WiMax Forum which was formed in June 

2001. IEEE 802.16 standard, officially known as WirelessMAN states the radio 

frequencies of fixed broadband wireless access (BWA) operating anywhere in the 

world in appropriate licensed or license-exempt spectrum between 2 and 66 GHz [2] 

to promote conformance and interoperability of the standard. The Forum describes 

WiMAX as “a standards-based technology enabling the delivery of last mile wireless 

broadband access as an alternative to cable and DSL” 

 

Data networks have acknowledged steadily growing success since the last decades of 

the twentieth century. Fixed Internet networks are installed in many places all over the 

planet and they are now largely expanding. Wireless access demand is now becoming 

more important for this extra large network coverage. No doubt that by the end of the 

mid decade of the twenty first century, high-speed wireless data access, i.e. in Mb/s, 

will be largely deployed worldwide.  

 

The telecommunication world will experience this new transform by WiMAX as it is 

known throughout the world today. It eliminates the resource scarcity that has 

sustained present service providers for the last century. It will allow true market based 

competition in all of the major telecommunication services: voice (mobile and static), 

video and data as this technology allows a lower barrier to entry.  

 

WiMAX got the attraction because of its broad range of applications. It is not limited 

to only broadband internet access rather Voice over Internet Protocol (VoIP) which 
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must be adapted due to the wide deployment of VoIP, Internet Protocol Television 

(IPTV) replaces cable TV. Backhaul replaces many things such as Wi-Fi hotspots, 

towers of cell phones, mobile telephone service etc. It also replaced the installation of 

fiber optic cable. Backhaul can be defined as the transmission of data – voice, video, 

TV, etc – via wireline, fibre, wireless or satellite circuits from its network point of 

entry to the exchange switch or via multiple network backbones for distribution and 

delivery to its destination. [17]   

 
Figure 1.1: Fixed WiMAX showing point to point and point to multipoint 

communication. [1] 

 

WiMAX is also known as customer premise equipment (CPE) as it provides fixed, 

portable or mobile non line-of-sight (LOS) service from a base station to a subscriber 

station. In point-to-point its range is 30 miles (50 km) with a throughput of 72 Mbps 

shown in figure 1.1. It offers 6 miles non-line-of-sight (NLOS) range with a 

throughput of 40 Mbps in point-to-multipoint distribution. 

 

 

 

 



 

                       

 
11

1.2      Difficulty Classification 
 

Many wireless networks are based on radio waves and keep the network medium open 

more or less for interception. Protocol designers are always concerned for a secured 

radio transmission on any network. During the time of designing, the main focus was 

on handling with intrinsic untrustworthiness of wireless medium, good mobility, 

featuring of protocol to be confirmed of frame delivery in mobility, and also power 

saving [3]. Security was not on the front page and proved inadequate in previous 

specifications like as 802.11. The network implementation was not secure enough to 

prevent service disruption and theft. Intruders also come on stage with various kinds 

of attacks named as interception, fabrication, modification, interruption and so on. 

The security mechanism of IEEE 802.16 focused specially on security in MAC layer, 

which may not be able to provide adequate security in multihop scenarios and 

persuade the needs of rising applications in WiMax networks [4]. Paper [5] mentioned 

that WiMax/802.16 is vulnerable to physical layer attacks such as jamming (A source 

of noise strong enough to significantly reduce the capacity of the channel) and 

scrambling (a sort of jamming but for short intervals of time and targeted to specific 

frames). Paper [6] said, at the bottom of MAC layer 802.16 securities are 

implemented as a sub-layer in order to defend the exchange of data between the MAC 

layer and the PHY layer but does not save the PHY layer itself against the attacks 

which target the inbuilt weakness of wireless links. Paper [7] shown the security 

aspects of the IEEE 802.16 Standard and point out the security vulnerabilities, threats 

and risks associated with this standard shortly. [8] Examined the MAC layer of the 

802.16 standard to determine the presence of the denial of service attacks and also the 

attacks that may be unique to the 802.16 standard. Security is really an important 

issue since a tiny mistreat or falsification of data can bring a big hotchpotch and 

terminate the whole system disabled which may need again a long run to get back in 

right track.  
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1.3      Thesis Goal 

 
If we look back a little early, when the IEEE 802.11 wireless protocol was designed, 

scientist and manufacturer considered the security issues afterwards all other 

infrastructures and so, it became one of the most vulnerable wireless protocols. 

During the developing time of IEEE 802.16 standard, security was thought to be 

implemented inside the protocol but unfortunately remained. As a result, the security 

of this standard remains a question yet and many papers published on different 

security issues. The aim of this thesis work is to find out all possible attacks on IEEE 

802.16 standard and discuss their possible solutions so far worked out so that the new 

generation networking of this standard will be more effective, secure and reliable.  

 

1.4     Thesis Method 
 

This thesis conducted following an inductive method during the conduction of this 

work. Thoughtful and deeper study of the problem afforded using qualitative ways. 

Literature study has been done during research, mostly through Internet and IEEE’s 

website, where latest news about the protocol are announced. Previously ratified 

versions of RFCs of the standard are used. In addition it was tried to contact other 

researchers who were involving in the security structure of the protocol as IEEE 

members, either doing research about WiMAX individually.  
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Chapter 2 

 

Architecture and Evolution of 802.16 

 

2.1     The protocol layers of WiMAX 
 

The IEEE 802.16 BWA network standard follows the Open Systems Interconnection 

(OSI) network reference seven-layer model, also called the OSI seven layer model. 

The different aspect of a network technology is often described by this model. It 

begins from the Application Layer, or Layer 7, on the top and finishes with the 

PHYsical (PHY) Layer, or Layer 1, on the bottom.  

 

The functions of different protocols are separated into a series of layers by The OSI 

model; each layer utilizes the functions of the lower layer and transfers data to its 

higher layer. For example, the Internet Protocol (IP) is in the Routing Layer or in 

Layer 3 and sends data to its higher layer which is Transport layer or layer 4. 

Generally, the higher layers are implemented in software and the lower layers are 

implemented in hardware.  

 

Physical (PHY) Layer or Layer 1 and the Data Link Layer (DLL) or Layer 2 are the 

two lowest layers in OSI Model. The OSI Data Link Layer is divided into two 

Sublayers. These are Logical Link Control (LLC) layer and Media Access Control 

(MAC) layer. The physical connection is established by the PHY layer between two 

communication entities. MAC layer is responsible for the maintenance of the 

connection [9]. In WiMAX/802.16, only the first two layers are defined which is 

shown in figure 2.1.  
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Figure 2.1 The seven layer OSI model for networks. In WiMAX/802.16, only the 

first two layers are defined. [9] 

 

2.2    The PHYsical (PHY) Layer 
 

WiMAX is a Broadband Wireless Access (BWA) system. Therefore, data is 

transmitted at high speed on the air interface through radio (electromagnetic) waves 

using a given frequency i.e. operating frequency. The PHY Layer sets up the physical 

connection among both sides, mostly in the two directions uplink and downlink. 

Since, 802.16 is obviously a digital technology, the PHYsical Layer is in charge of 

transmitting the bit sequences. It classifies the type of signal used, the type of 

modulation and demodulation, the transmission power and other physical 

characteristics. The 802.16 standard considers the frequency band 2-66 GHz. This 

band is divided into two parts:  

 

a. The first range starts 2 and finishes at 11 GHz and is designed for NLOS 

transmissions. This was formerly the 802.16a standard. This is the only range 

at present included in WiMAX.  

b. The second range is between 11 and 66 GHz and is designed for LOS 

transmissions. It is not usually used for WiMAX at present time. [9] 

 

The 802.16 standard defined five PHYsical interfaces. Table 2.1 summarised these 

physical interfaces. The 802.16 standard (and amendments) described each of the five 

Application 

Presentation 

Session 

Transport  

Network 

Data Link                                  

PHYsical 

LLC (Logical Link 
Control) 
MAC (Medium 
Access Layer) 

Data Link Layer is  
Divided into two 
sublayers 
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physical interfaces in specific sections. Two major Duplexing modes, Time Division 

Duplexing (TDD) and Frequency Division Duplexing (FDD), both can be included in 

802.16 systems. The WirelessMAN-SC PHY is specified for frequencies in the 10-66 

GHz interval (LOS). Single carrier modulation and coding schemes are the basis of 

this standard. It supports both Frequency Division Duplexing (FDD) and Time 

Division Duplexing (TDD) to separate uplink and downlink. Three other PHYsical 

interfaces are proposed for frequencies below 11 GHz (NLOS): 

Ø  WirelessMAN-OFDM, known as OFDM and using OFDM transmission. This is  
 

Table 2.1: The five PHYsical interfaces defined in the 802.16 standard. [10] 

Designation Band of Operation  Duplexing 

Technique 

Notes 

WirelessMAN-

SC 

10-66 GHz TDD, FDD Single Carrier 

WirelessMAN-

SCa 

2-11 GHz 

Licensed Band 

TDD, FDD Single Carrier 

technique for NLOS 

WirelessMAN-

OFDM 

2-11 GHz 

Licensed Band 

TDD, FDD OFDM for NLOS 

operation 

WirelessMAN-

OFDMA 

2-11 GHz 

Licensed Band 

TDD, FDD OFDM Broken into 

subgroups to provide 

multiple access in a 

single frequency band.  

WirelessHUMAN 2-11 GHz 

Licensed Exempt 

Band 

TDD May be SC, OFDM, 

OFDMA. Must include 

Dynamic Frequency 

Selection to mitigate 

interference.  

 

one of the most suitable preferences to provide fixed support in NLOS environment 

because of employing OFDM and other features like multiple forward error correction 

method. 
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Ø  WirelessMAN-OFDMA, known as OFDMA and using OFDM transmission and 

Orthogonal Frequency Division Multiple Access (OFDMA), with the OFDMA 

PHY Layer. This PHY specification uses OFDM access (OFDMA) with at least a 

single support of specified multi-point transform to provide combined fixed and 

Mobile BWA. Operation is limited to below 11 GHz licensed band [11].  
Ø  WirelessMAN-SCa known as SCa and using single carrier modulations. This is 

also based on single carrier modulation targeted for 2-11 GHz frequency range. 

TDMA technique applied on both in uplink and downlink access, additionally 

TDM also supported in downlink.     
 

The last specification is WirelessHUMAN (High-speed Unlicensed Metropolitan Area 

Network) which is targeted for license exempt band below 11 GHz. Any of the air 

interfaces specified for 2-11 GHz can be used for this. This supports only TDD for 

duplexing [10]. WiMAX considers only OFDM and OFDMA PHYsical Layers of 

802.16 standard [9]. 

 

  

2.3    The Media Access Control (MAC) Layer 

 
The MAC layer is divided into three sublayers, the CS (Convergence Sublayer), the 

CPS (Common Part Sublayer) and the Security Sublayer. The MAC is connection 

oriented and 16-bit connection identifiers (CIDs) referenced the connections where 

granted bandwidth or bandwidth on demand may need continuously. Multiple UL 

channels and DL channels are distinguished by a CID as they are associated together. 

The SSs check the CIDs in the received PDUs (Protocol Data Unit) and retain only 

those PDUs addressed to them.  

 

The MAC PDU is a data unit and it is exchanged between the MAC layers of the BS 

and its SSs. This data unit is sent on the downward direction to the next lower layer 

and received on the upward direction from the previous lower layer.        
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Figure 2.2  Protocol layers of the 802.16 BWA standard. [10]  

 

The different layers of MAC layer and many of their functions are described shortly 

in the following sections.  

 

2.3.1      Convergence Sublayer (CS) 
 

The service-specific Convergence Sublayer (CS) is also known as the CS and placed 

above the MAC CPS sublayer (Figure 2.2). MAC CPS provides services to the CS to 

use via the MAC Service Access point (SAP). The CS performs the following 

functions:  

 

§ Accepts higher-layer PDUs from the higher layers. Two types of higher layers 

are provided in the CS specifications as of (IEEE 802.16-2004) version of the 

standard: the asynchronous transfer mode (ATM) CS and the packet CS. The 

higher-layer protocols may be IP v4 (version 4) or v6 (version 6) for the 

packet CS.  
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Figure: 2.3 Transferring and receiving of SDUs and PDUs in sending and 

receiving entity [12].  

 

§ The MSDUs (MAC Service Data Unit) are classified and mapped into 

appropriate CIDs (Connection Identifier). This Quality of Service (QoS) 

management mechanism is a basic function of the 802.16 BWA.  

§ PHS (Payload Header Suppression) is an optional function of the CS, is a 

process of suppressing repetitive parts of payload headers at the sender and 

restoring these headers at the receiver. 

§ Delivers CS PDUs to the right MAC SAP and receives CS PDUs from the 

peer entity.  

Transferring and receiving of SDUs and PDUs in sending and receiving entity is 

shown in figure 2.3. 

 

2.3.2     Medium Access Control Common Part Sublayer (MAC CPS) 
 

The common Part Sublayer (CPS) is in the middle of the MAC layer. The CPS 

represents the centre of the MAC protocol and is responsible for:  
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Ø  Allocation of bandwidth 

Ø  Establishment of connection 

Ø  Connection maintenance between two sides. 

 

A set of management and transfer messages are defined by 802.16-2004 Standard. 

The management messages are exchanged between the SS and the BS before and 

during the establishment of the connection. When the connection is established, the 

transfer messages can be exchanged to permit the data transmission.  

 

The CPS receives data from the various CSs, through the MAC SAP, classified to 

particular MAC connections. The QoS is taken into account for the transmission and 

scheduling of data over the PHY Layer. The CPS includes many procedures of 

different types: frame construction, multiple access, bandwidth demands and 

allocation, scheduling, radio resource management, QoS management, etc.  

 

2.3.3     Security Sublayer 
 

A separate Security Sublayer is present in the MAC Sublayer (Figure 2.2) which 

provides authentication, secure key exchange, encryption and integrity control across 

the BWA system. Data encryption and authentication are the two main topics of a data 

network security. Keeping these objectives into front sight algorithms are designed 

and should prevent all known security attacks such as denial of service, theft of 

service, etc.  

 

A data encryption protocol is applied for encrypting connections between the SS and 

the BS and is made for both ways in the 802.16 standard. A set of supported 

cryptographic suites are defined in this protocol such as data encryption pairings and 

authentication algorithms.  

 

An authentication protocol, the Privacy Key Management (PKM) protocol is used to 

provide the secure distribution of keying data from the BS to the Ss. The SS and the 

BS synchronize keying data through this secure key exchange due to this key 

management protocol. By adding digital-certificate-based SS authentication to the key 
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management protocol, the basic privacy mechanisms are strengthened. Moreover, the 

PKM protocol is used by BS ensuring conditional access to network services.  

 

2.4 Evolution of IEEE 802.16 family of standard 
 

At the end of the twentieth century many telecommunication equipment 

manufacturers began to build up and present products for BWA. But the industry was 

undergoing for an interoperable standard. With that need the national Wireless 

Electronics Systems Testbed (N-WEST) of the U.S National Institute of Standards 

and Technology (NIST) called a meeting to talk about the topic in August 1998[13]. 

The meeting ended up with a decision to organize within IEEE 802. This led to 

formation of the 802.16 Working Group. Since then, the Working Group members 

have been working a lot for the development of fixed and mobile BWA standards. 

IEEE Working Group 802.16 on Broadband Wireless Access (BWA) standard is 

responsible for development of 802.16 and the included WirelessMan air interface, 

along with associated standards and amendments.  

 

The IEEE 802.16 standard contains the specification of Physical (PHY) and Medium 

Access Control (MAC) layer for BWA. The first version of the standard IEEE 802.16-

2001 [14] was approved on December 2001 and gone through many amendments to 

organize with new features and functionalities. On September 2004, the current 

version of the standard IEEE 802.16-2004 [15] approved and combined all the 

previous versions of the standards. This standard specifies the air interface for fixed 

BWA systems in license and licensed exempt spectrum [15] supporting multimedia 

services. The Working Group approved the amendment IEEE 802.16e-2005 [11] on 

February 2006. The evolution of the standard 802.16 is presented shortly below.  

 

2.4.1    IEEE 802.16-2001 
 

To provide fixed broadband wireless access in a point-to-point (PTP) or point-to-

multipoint (PMP) topology this issue specifies a set of MAC and PHY layer standards 

[14]. The PHY layer uses single carrier modulation in 10-66 GHz frequency range. 

Base Station (BS) assigned transmission times, durations and modulations, shared 
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with all nodes in the network in the form of broadcast Uplink and Downlink maps. 

Subscribers hear only the base station that they are connected to and do not need to 

listen any other node of the network. Subscriber Stations (SS) have the ability to 

negotiate for bandwidth allocation on a burst to burst basis to provide scheduling 

flexibility.  

 

The modulation schemes which employed in this standard are QPSK, 16-QAM and 

64-QAM. These can be changed from frame to frame and SS to SS, depending on the 

robustness of the connection. The standard supports both Time Division Duplexing 

(TDD) and Frequency Division Duplexing (FDD).  

 

The ability of providing differential Quality of Service (QoS) in the MAC Layer is an 

important feature of 802.16-2001. QoS check performed by a Service Flow ID. 

Service flows can be originated either from BS or SS. 802.16-2001 works only in 

(Near) Line of Sight (LOS) conditions with outdoor Customer Premises Equipment 

(CPE).  

 

2.4.2    IEEE 802.16c-2002 
 

IEEE Standards Board approved amendment IEEE 802.16c on December 2002 [13]. 

The detail system profiles for 10-66 GHz were added and some errors and 

irregularities of the first version of the standard were corrected in this amendment.  

 

2.4.3    IEEE 802.16a-2003 
 

This version amends IEEE 802.16-2001 by changing some characteristics. It enhances 

the medium access control layer so that it can support multiple physical layer 

specifications and providing additional physical layer specifications. IEEE 802.16 

working group ratified this in January 2003 [16]. 2-11 GHz physical layer support 

was added in this amendment. Both licensed and license-exempt bands are included. 

As it operates below 11 GHz range, Non Line of Sight (NLOS) operation becomes 

possible which extends the geographical reach of the network. Multipath propagation 

becomes an issue due to NLOS operation. Multipath propagation, interference 
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mitigation, advanced power management technique and adaptive antenna arrays were 

included in specification [16]. Orthogonal Frequency Division Multiplexing (OFDM) 

inclusion was an alternative option to single carrier modulation. This version also 

improved Security issue. Some privacy layer features became obligatory while in 

802.16-2001 they were optional. Mesh topology with PMP was an optional support in 

this version of IEEE802.16a.  

 

Table 2.2: Comparison of IEEE 802.16 BWA Standard [11] 
 IEEE 802.16-

2001 

IEEE 802.16a IEEE 802.16-

2004 

IEEE 802.16e-

2005 

Completed December 2001 January 2003 September 2004 December 2005 

Spectrum  10-66 GHz 2-11 GHz 2-11 GHz 2-11 GHz 

Propagation/Channel 

Conditions  

LOS NLOS NLOS NLOS 

Bit Rate UP to 134 Mbps 

(28 MHz  

Channelization) 

UP to 75 Mbps 

(20 MHz  

Channelization) 

UP to 75 Mbps 

(20 MHz  

Channelization) 

UP to 15 Mbps 

(5 MHz  

Channelization) 

Modulation QPSK, 16-QAM 

(optional in UL), 

64-QAM 

(optional) 

BPSK, QPSK, 

16-QAM, 

64-QAM, 

256-QAM 

(optional) 

256 subcarriers 

OFDM, BPSK, 

QPSK, 16-QAM, 

64-QAM, 256-

QAM 

Scalable 

OFDMA, QPSK, 

16-QAM, 64-

QAM, 256-QAM 

(optional) 

Mobility Fixed Fixed Fixed/Nomadic Portable/mobile 

 

2.4.4     IEEE 802.16-2004 
 

802.16-2001, 802.16c-2002 and 801.16a-2003 were integrated all together and a new 

standard created which is known as 802.16-2004. In the beginning, it was published 

as a revision of the standard under the name 802.16REVd, but the standard was 

reissued under the name 802.16-2004 at September 2004. This is the version of the 

standard which is used for WiMAX certification.  
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2.4.5    IEEE 802.16e and Beyond 
 

The IEEE 802.16 Working Group is quite energetic, with committees actively 

working on extensions to add mobility, conformance standards and test 

methodologies. The IEEE 802.16e extension, which added support for mobile 

subscriber stations, is ratified during 2005. IEEE 802.16e has undergone some draft 

revisions. Also the IEEE 802.16f and g are the amendments which deal the network 

Management Plane in the works.  
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Chapter 3 

 

Security of IEEE 802.16 Standard  
 

 

3.1   Assessment of IEEE 802.16 Standard for Known 

IEEE 802.11 Vulnerabilities.  
 

 

During the time of design and implementation of IEEE 802.16 standard, security was 

one of the major issues under consideration. At least it was tried to get rid of those 

attacks which were extremely popular for IEEE 802.11 wireless standard. Most of 

those attacks were solved later on and the solutions were applied during the evolution 

of IEEE 802.16 standard. As a result this newly born standard is free from some 

attacks and vulnerabilities which are still hazardous in conventional wireless network. 

But, this doesn’t mean that IEEE 802.16 standard is totally free from security 

problems. Moreover, before finding out the security lacks of this standard, it’s really 

necessary to study all those issues which were solved after IEEE 802.11 standard and 

which are still under consideration. Concerning this matter this chapter reflects on 

those security issues which were solved in IEEE 802.16 standard after the 

implementation and launch of IEEE 802.11. To handle those attacks even today we 

need to know shortly how those attacks were in action for IEEE 802.11 and how they 

are solved or proposed in IEEE 802.16 standard. 

 

3.2 Introduction to IEEE 802.11 Vulnerabilities 
 

Most of the 802.11 vulnerabilities are divided into two classes [18]. These are identity 

vulnerabilities and media access control vulnerabilities. Some well known 

vulnerabilities which belong to these two categories are cryptographic weakness, 

network exploitations and denial of service attacks.   
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Identity vulnerability takes place when control and information messages are not 

authenticated properly. [18] mentioned, this attack happens particularly on IEEE 

802.11 as the standard implicitly trusts message source addresses. The standard does 

not have a robust sender authentication mechanism at the MAC layer. The receiving 

station receives message without proper authentication process and any correctly 

formatted message from an appropriate source address pretend as genuine message. 

Thus, by sending powerful MAC messages, the attacker takes place of its own.   

 

Media access vulnerabilities occurred when the attacker keeps the transmission 

medium busy for the victim stations. Here, the attacker sends a lot of short packets in 

rapid succession, and all nodes believe that the medium is already used by another 

node. All the other nodes are listening to the medium and are waiting for their turn to 

broadcast, but don’t get it as long as it remains occupied. Another way is that the 

attacker sends packets which are long enough to keep the transmission medium busy 

for long time. The attacked nodes will not transmit rather waiting until the 

transmission medium becomes free. This way the attacker attacked the transmission 

of physical carrier sense mechanism of the nodes.   

 

3.3 Vulnerabilities Considered for IEEE 802.16 

Standard.  
 

So far some vulnerabilities of IEEE 802.11 standard are introduced. There are some 

other vulnerabilities which are also common to both standards. This section will focus 

how these vulnerabilities work on both standards. There are some improvements done 

during the designing time of IEEE 802.16 standard and so some vulnerabilities which 

present in IEEE 802.11 are not exist any longer in IEEE 802.16. Those improved 

technologies are also mentioned in this chapter where exist. Some are under 

construction. Some are still in problem which are mentioned in this paper in the later 

chapter.  

  

 

 



 

                       

 
26

3.3.1   Deauthentication Attack 
 

A. IEEE 802.11 Background 

 

The deauthentication attack is one of the named identity vulnerabilities in IEEE 

802.11 standard. A new node must go through an authentication and association 

process to get access in an IEEE 802.11 network. If authentication is open, then any 

node can join the network freely. But, if it is secured on shared key basis, then the 

access needs network password. After authentication it goes through association 

process and then it gets right to access data (sending and receiving) across the whole 

network. When a node receives a deauthentication message, it instantly removes itself 

from the network and come back to its base state.  

 

In the deauthentication attack, the attacker disguised himself as a node of the wireless 

network. This rogue node first determines the address of the Access Point (AP) which 

is analogous to the BS (Base Station) in an IEEE 802.16 network. The wireless 

network is controlled by this AP [18]. The address of the AP is not protected by 

cryptological ways. Sometimes AP’s are configured this way that their address can be 

found by listening to the transmissions of other nodes though they do not broadcast 

their presence directly.   

                           
  

                     Figure 3.1   De-authentication attack [20] 
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By getting the AP’s address the attacker uses it as default broadcast address. The 

attacker transmits the deauthentication message to every station within reach. Any 

station who believes this message comes from AP, stops transmission immediately. 

These deauthenticated nodes must now restart the authentication and association 

process from the beginning. The attacker repeats the transmission of deauthentication 

message and makes the network traffic completely idle. This is shown in figure 3.1. 

 

Deauthentication attack becomes possible only because of some basic properties of 

the deauthentication message. The most important thing is that the message source 

address is completely unauthenticated from a logical check. As there is no 

cryptographical protection exits for the source address of AP. It is an easy task for the 

attacker to build valid messages and transmit them into the network. If the message is 

formatted perfectly, the victim will respond to it and fall into the trap. 

 

B. Application to IEEE 802.16  

 

There are some MAC messages in IEEE 802.16 which are analogous to the 

deauthentication message found in IEEE 802.11. One of those messages is the Reset 

Command (RES-CMD) message. The base station (BS) sends this message to a 

particular subscriber station (SS) to completely reset itself [19]. The subscriber who 

will receive this valid RES-CMD message will reinitialize its MAC and try to repeat 

initial system access is shown in figure 3.2. BS is allowed to send this message to 

reset unresponsive or malfunctioning SS. Another similar type of message is De/RE-

register Command (DREG-CMD) message. The BS forced an SS to change its access 

state by sending this message. One of the purposes of sending this message includes 

forcing an SS to leave the transmission channel completely.  

 

Unlike IEEE 802.11, IEEE 802.16 has significant protection against the misuse of 

those commands. The first protection mechanism is the use of Hashed Message 

Authentication Code (HMAC) digest with SHA-1 hash for message authentication. In 

this mechanism, a 160 bit value is generated as HMAC digest by using the original 

message and the shared secret key. The HMAC digest is sent to the receiver with the 

original message. After getting the message the receiver now calculates the HMAC 

digest by using the message and the known secret key. This calculated value is  
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Fig 3.2: Deauthentication attack prevented by RES-CMD [19] 

 

Compared with the receive HMAC value. To get the same hash, the message and the 

shared key must be exactly same. Otherwise it will not be accepted.  
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3.3.2    Replay Attack 

 

A. IEEE 802.11 Background 

 

A replay attack is an attack where an authentication message or data is replayed by an 

attacker to deceive a receiver from granting access. It may be any kind of 

retransmission of data into a network which brings out by attacker only to fulfill his 

malicious target. A valid piece of information is intercepted by an attacker and reused 

without being modified. In IEEE 802.11 network, this attack creates a Denial of 

Service (DoS) problem which sometimes becomes a major issue to concern. The 

receiving node gets the message as valid and then it consumes bandwidth and 

computing time for the message to be decoded and acted upon. The complete lack of 

serialization of messages makes IEEE 802.11 network sensitive in this vulnerability. 

There is no built in method to detect and discard replayed messages in IEEE 802.11 

network.  

 

B. Application to IEEE 802.16  

 

The scenario is quite different in IEEE 802.16 standard. To make a successful replay 

attack an attacker may need the operation of both BS and SS in hand. If the network is 

designed in FDD (Frequency Division Duplexing) mode, the transmission of BS and 

SS takes place in different frequencies. Then it really becomes a hard task for an 

attacker to transmit data in one frequency and receive in another.  

 

Again, the presence of HMAC digest demands the retransmitted message must remain 

unchanged, the capability of the message to be reused depends on its internal details. 

When there is any transient information like as time stamp or a serial number is given 

within message, then it really becomes a difficult option for an attacker to bring out 

this attack.   

 

 An original RES-CMD message does not contain any serial number, timestamp or 

transient information. So, an attacker may try to use this message to make a replay 

attack. But, unfortunately the attack won’t get place either. Because, IEEE 802.16 
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involves MAC header with the message to calculate HMAC digest. HMAC must be 

unaltered for the replay attack to work and it creates the problem for the attacker. The 

MAC header contains CID (Connection Identifier) of SS which must be reset after 

receiving this message. Once reset, the SS will continue operation under the new CID 

assigned by the BS. The CID is 16 bit value and the BS chooses one new among 

65,536 choices. It is unexpected for an attacker that the SS will be assigned with same 

CID. Even if the CID remains same, the SS would negotiate a new set of keys with 

which to authenticate the message. Thus a replay attack based on RES-CMD fails. A 

replay attack with DREG-CMD message fails too for the same basis.  

 

3.3.3   AP Spoofing 

 

A.   IEEE 802.11 Background 

 

The access point spoofing (AP Spoofing) is a typical man-in-the middle attack. The 

attacker suits himself between two nodes and controls all the traffic between them in 

this attack. This threat is very dangerous as the attacker is able to catch all the 

information traveling across the network. It is not so easy rather complex to make a 

man-in-the-middle attack in a wired network because this would require real access to 

the network. But there is no need of physical existence in wireless network and so 

preferred by the attacker. The first step is to set up a rogue AP for association between 

a victim node and legitimate AP. Then the rogue AP is established by copying all the 

configuration of the legitimate one: SSID, MAC address etc.  

 

The next step is to wait for a new user trying to connect to the network where it gets 

connection with the rogue AP. The users can connect by themselves with the rogue 

AP or the attacker can create a denial of service attack to the legitimate AP to 

interrupt connections and automatically new users get into trap with the rogue AP. In 

IEEE 802.11 networks, the subscriber nodes select AP by the strength of the receiving 

signal. The attacker only needs to do is to ensure that his AP has greater signal 

strength as seen by the victim. To accomplish that, the attacker tries to place his AP 

nearer to the victim than the legitimate AP, or to use a different technique by using 

directional antennas. This scenario is shown in figure 3.3. 
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 Figure 3.3: Access Point spoofing by a rogue node [21].   

 

Thus the victim node gets connection to the rogue AP and continues its works as it 

does with the legitimate AP since it does not know the real fact. The attacker captures 

all the necessary information’s starting from passwords when the victim tries to login 

for different accesses. Getting all the required information’s the attacker achieves the 

ability to penetrate the legitimate network.    

 

This attack is possible in IEEE 802.11 network because it doesn’t have strong two-

way authentication between AP and nodes. AP credentials are usually broadcasted 

across the network for subscriber nodes. As a result, eavesdropping the network 

becomes easy for the attacker and he gets all the in formations needed. The user nodes 

may use WEP authentication to authenticate themselves to the AP which is also 

vulnerable but still more secure. An attacker needs to eavesdrop a lot of traffic and try 

cryptanalysis in order to get the password.   

 

B.   Application to IEEE 802.16  

 

AP spoofing is called BS spoofing in IEEE 802.16 network. To obtain authorization 

and traffic keying material from the BS, an SS uses the PKM (Key Management 

Protocol) protocol. This protocol also supports periodic reauthorization and key 

refreshment. X.509 digital certificates, the RSA public key encryption algorithm are 

used by the key management protocol. A strong encryption algorithm is also used to 

perform key exchanges between SS and BS. 

Weak signal to 
original access 
point 

Strong signal from 
rogue access point 
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The PKM protocol performs like as a client-server model. The SS requests keying 

material being a PKM client to the BS where the BS acts like as a PKM server and 

responds with the requests of the SS. The SS received only keying material from the 

BS as a client when they are authorized. The protocol uses MAC management 

messages which are PKM-REQ and PKM-RSP between the SS and the BS. 

 

Public key cryptography is used by the PKM protocol to establish a shared, secret 

Authentication Key (AK) between the SS and the BS. The authentication key is used 

to secure traffic encryption keys (TEKs) during consecutive PKM exchanges.      

 

                                    

            Subscriber Station Authentication           
            Base Station             and Registration                  Subscriber  
                                                                                            Station 

        1. Authorization Request and Authentication Information (Contains X.509 Certificate)                          

 

 

 

        2. BS responds with Authorization Reply (Contains Authorization Key encrypted with the SS’s 

Public Key) 

 

 

      3. With successful authorization, SS registers with the network 

 

 

 

        Figure 3.4:   SS authentication and Registration [12] 

 

During the initial authorization exchange a BS authenticates a client SS. Each SS 

carries a unique X.509 digital certificate issued by the manufacturer. The digital 

certificate contains the SS’s public key and MAC address. When requesting an AK, 

an SS presents its digital certificate to the BS. The BS verifies the digital certificate 

and then uses the verified public key to encrypt an AK that the BS then sends back to 

the requesting SS. Thus, with the AK exchange, the BS establishes an authenticated 
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identity of a client SS and the SS is authorized to access its services which is shown in 

figure 3.4. In this process it’s very difficult for an attacker to get inside into the 

network specially being a rouge SS. The BS is still not ratified and this can be a key 

point to attack. But, only dedicated and knowledgeable attacker can break through the 

network. The BS authentication is discussed later on this paper as a new idea to 

enhance security in IEEE 802.16 standard. 

 

3.3.4    Mac Address Spoofing 

 

A.   IEEE 802.11 Background 

 

A MAC address is an address which exists in Data Link Layer (layer 2) of the OSI 

model. There are two sublayers in Data Link Layer as we previously mentioned in 

chapter 2. These two layers are media Access Control (MAC) layer and Logical Link 

Control (LLC) layer. A network node uses MAC address to gain access to the network 

and permission to transmit data which is controlled by the MAC sublayer. MAC 

address is a unique address which is written into hardware during the time of 

manufacture.   

 

In IEEE 802.11 standard, MAC address filtering at the AP was a way to prevent non-

legitimate users to join the network. But, it was discovered that MAC spoofing was 

not a hard task for the attackers. There are a lot of programs, for various OSs 

(Operating Systems) that can modify the MAC address reported by the network 

adapter. This procedure is really easy and can be done within minutes.  

   

Though MAC spoofing became well known, IEEE 802.11 still use this authorization 

scheme because the 48-bit MAC thought to be long enough for a brute force attack to 

take place. But new programs are created in time and these allowed attackers to 

overcome this barrier. However, the address is broadcasted into the network as 

required by the standard and attackers don’t need to invest long period of time for find 

out. Only a few packets needed to be intercepted for the attackers to get the MAC 

address. This way by stealing the MAC address a rogue node can be identified as a 

legitimate user into the network. 
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B.  Application to IEEE 802.16  

 

IEEE 802.16 standard also uses 48-bit MAC address. During the time of 

authentication each SS uses an SS certificates which is issued and signed by 

manufacturer [7]. An SS certificates identifies a particular SS and its MAC address 

which is included in its subject field. The BS and SS identify each other during the 

initial ranging and authentication process by using this value. When SS sends Ranging 

Request (RNG-REQ) to BS, SS includes its MAC address. In the Ranging Response 

(RNG-RSP) of the BS the MAC address is included again. So, an eavesdropper 

intercepting either the uplink or the downlink of the connection may get the MAC 

address of the authorized SS. But, [7] proposed the solution. This design assumes that 

the SS maintains the private key corresponding to its public key in a sealed storage, 

preventing attackers from easily compromising it. Still the problem remains in the 

authentication of BS or the lack of BS certificate. In that case a mutual authentication 

is needed to prevent the client against forgery or other kind of attacks.  

 

3.3.5    Attacks on Carrier Sense Transmission 

 

A.  IEEE 802.11 Background 

 

In IEEE 802.11 network any station first sense the transmission medium either it is 

free or occupied. If the station gets the channel free, and then it transmits through the 

channel when all other stations sense that the channel is busy and don’t transmit. This 

mechanism avoids collisions as only one station accesses the channel at a certain 

period of time. This mechanism is known as Carrier Sense Multiple Access with 

Collision Avoidance (CSMA/CA) which reduces the probability of collisions in 

channel during transmission. 

     

CSMA/CA can optionally be supplemented by the exchange of a Request to Send 

(RTS) packet sent by the sender S, and a Clear to Send (CTS) packet sent by the 

intended receiver R, alerting all nodes within range of the sender, the receiver, or 
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both, to keep quiet for the duration of the main packet. This is known as the IEEE 

802.11 RTS/CTS exchange. 

 

A rouge node easily breaks out this mechanism in different ways and brings the 

network down for all other nodes. One simple task it does that it placed itself into the 

network and transmitting continuously fake packets to keep the transmission medium 

busy. All other nodes sensing the medium busy and wait until its becoming free.         

 

Frequency jamming is another dangerous flaw in wireless network. If an attacker 

makes a pure RF jamming, then every system, which communicates in the same 

frequency with the target, would stop operating.   

 

B.  Application to IEEE 802.16  

 

IEEE 802.16 standard doesn’t use collision avoidance while sensing the carrier to 

determine that the transmission medium is free or not. It uses UL map and DL map to 

control the traffic. It uses collision detection rather than collision control. When there 

is a collision it sends back data after a certain period again. Attacker cannot make the 

network nodes fool easily as it does in IEEE 802.11.  

 

After joining into the network all nodes receive UL map before their authentication. 

UL map contains the transmission time, modulation schemes for transmission. The 

attacker can try to capture these information’s as these messages can be accessed 

without much difficulties. The attacker then synchronizes its transmission time and 

frequency to attack. In the UL map, the CID’s (Connection Identifier) of SS’s are 

displayed which is found by the attacker. Then it transmits in the same scheduled time 

as the obtained CID’s of SS’s. The time and modulation scheme is determined by 

using UL map. This way a real message of an SS and the rogue message of the 

attacker will collide. This rogue message is considered as a legitimate message by the 

protocol as the message is sent after analyzing all original information’s.    
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Chapter 4 

 
IEEE 802.16 Security Elements 
 
 
4.1 Major Security Elements of IEEE 802.16 Standard 
 
 
There are some major security elements which defined the total security structure of 

IEEE 802.16 network. The most significant parts of the IEEE 802.16 security standard 

are Security Association (SA), X.509 certificate, PKM authorization, Privacy and Key 

Management and Encryption. Assessments of these elements are essential before 

mentioning the security lacks and their implementations.  

 

4.2 Encryption Algorithms 
 

There are many encryption algorithms which can be used for securing ciphering key 

exchange and for the encryption of transport data. These algorithms are included in 

the IEEE 802.16 standard security sublayer. The encryption algorithms are: 

 

Ø  RSA (Rivest Shamir Adleman). RSA is a public key cryptosystem defined by 

Rivest, Shamir and Adleman in 1977. This public-key asymmetric encryption 

algorithm used to encrypt the Authorisation Reply message using the SS 

public key. The authorisation Reply message includes the Authorisation Key 

(AK). RSA may also be used for the encryption of traffic encryption keys 

when these keys are transmitted from the BS to the SS. This algorithm is 

based on exponentiation in modular arithmetic. It is one of the popular 

algorithms generally accepted as practical and secure for public-key 

encryption.  

 

Ø  DES (Data Encryption Standard). The DES and 3-DES are shared (secret) key 

encryption algorithms. The DES algorithm may be used for traffic data 

encryption. It is mandatory for IEEE 802.16 equipment. The 3-DES algorithm 
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can be used for the encryption of the traffic encryption keys. In DES, a fixed 

length string of plaintext bits inserted to produce a ciphertext bit string of the 

same length output. This transformation takes place by a series of complicated 

operations. In DES, the block size is 64 bits. A key is also used in the 

transformation from plaintext to ciphertext in DES so that decryption can only 

be possible by those who are informed about the particular key for encryption. 

3-DES is simply another mode of DES operation. It takes three 64-bit keys, for 

an overall key length of 192 bits. The procedure for encryption is exactly the 

same as regular DES, but it is repeated three times. Hence the name Triple 

DES or 3-DES. The data is encrypted with the first key, decrypted with the 

second key, and finally encrypted again with the third key. Figure 4.1 shows 

the working procedure of triple DES algorithm. 

                                                                     
  Figure 4.1: Triple DES algorithm [22] 

 

Ø  AES (Advanced Encryption Standard). The AES algorithm is a shared (secret) 

key encryption algorithm. The input and output sequences consist of 128 bits 

in AES algorithm. The Cipher Key for the AES algorithm is a sequence of 

128, 192 or 256 bits. This algorithm may be used for traffic data encryption 

and can also be used for the encryption of the traffic encryption keys. Its 

implementation is not obligatory.  

 

Some other cryptographic algorithms are also included in IEEE 802.16 standard.  
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Ø  HMAC (Hashed Message Authentication Code) and CMAC (Cipher-Based 

Message Authentication Code). A specific algorithm involving a 

cryptographic hash function in combination with secret key is used to calculate 

hashed message authentication code in cryptography [23]. It may be used to 

verify both the data integrity and the authenticity of a message with any MAC. 

Cryptographic hash function such as MD5 (Message-Digest algorithm 5) or 

SHA-1 (Secure Hash Algorithm-1) may be used in the calculation of an 

HMAC. CMAC (Cipher-based Message Authentication Code) is a block 

cipher based algorithm. HMAC and CMAC are used for message 

authentication and integrity control.  

 

4.3 X.509 Certificate 

 

In 1988 ISO/IEC (the International Organization for Standardization & the 

International Electrotechnical Commission) and ITU (International 

Telecommunications Union) published a standard, X.509 which is an electronic proof 

of identity [24]. X.509 defines an authentication infrastructure based on public-key 

techniques. It performs implicit authentication using data encryption and explicit 

authentication using digital signature [25]. During the initial authorization exchange a 

BS authenticates a client SS. Each SS carries a unique X.509 digital certificate issued 

by the manufacturer. This digital certificate includes the SS’s public key and MAC 

address. When requesting an AK, an SS presents its digital certificate to the BS. The 

BS verifies the digital certificate and then used the verified public key to encrypt an 

AK.  The BS then sends back the AK to requesting SS. Figure 4.2 shows the X.509 

authentication.  

                                                                         
Subscriber Station       Base Station 

Figure 4.2:  X.509 Authentication [12]. 

 

 
Authentication with X.509 Encryption 
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The BS associates an SS’s authentication identity and hence with the data service such 

as voice, video, and data that a subscriber is authorized to access. Therefore, the BS 

establishes an authenticated identity of a client SS and the services which the SS is 

authorized to access with the AK exchange. As the BS authenticates the SS, it can 

defend against an attacker employing a cloned SS that is masquerading as a legitimate 

SS. Prevention of cloned SSs from assigning false credentials to a BS can be 

prevented by using the X.509 certificate.  

 

All SSs may have factory-installed RSA private/public key pairs or have an internal 

algorithm to generate such key pairs dynamically. If an SS needs to generate its RSA 

key pair by using its internal algorithm, the SS will generate the key pair before it 

exchanges AK. All SSs that rely on internal algorithms to generate an RSA key pair 

will support a mechanism for installing a manufacturer-issued X.509 certificate.  

 

The application of a factory-installed RSA private/public key pair confines the 

chances of success for any hacker. The first obstacle for a hacker is to have an SS 

from the same vendor as the targeted BS, and the second is to crack the X.509 

encryption.   

  

4.4 Security Associations (SAs) 

 

The IEEE 802.16 standard defines a Security Association (SA) as a set of security 

information a BS and one or more of its client SSs share in order to support secure 

communications. The SAs are managed by the BS. When an authentication event 

takes place the BS gives the SS a list of Security Associations associated with its 

connections. Generally, an SS has a Security Association for its secondary 

management connection and two more for the downlink and the uplink links. After 

that, the BS may indicate one or more new SAs to the SS.  

  

Each SA has its own ID called SAID. The base station and the subscriber share the 

SAID and develop all the security parameters which make things a lot easier. The 

Security Association Identifier (SAID) is a 16-bit identifier shared between the BS 

and the SS that uniquely identifies an SA [29].  
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4.5 Encryption Keys 

 

Different encryption keys are used for the security of IEEE 802.16 network. A list of 

encryption keys of IEEE 802.16 standard is given in the table below. The notation and 

number of bits of the keys are also stated.    

 

Table 4.1: Encryption keys used in the IEEE 802.16 standard, in its IEEE 802.16-

2004 version [26]. 

 

Encryption  

Keys 

Symbol Number of  

Bits 

             Description 

Authorisation 

Key 

        AK   160 SS gets authentication from its BS. 

It’s a shared secret key and used for 

secure transactions. It is also used to 

generate encryption keys.  

Key 

Encryption 

Key 

       KEK  128 Key Encryption Key used for the 

encryption of the TEK. 

Traffic 

Encryption 

Key 

       TEK  128 Used to encrypt data by using 

different algorithms. 

HMAC Key for 

the Downlink 

HMAC_KEY_D  160 It authenticates messages in the 

downlink direction.   

HMAC Key for 

the Uplink 

HMAC_KEY_U   160 It authenticates messages in the 

uplink direction.  

HMAC Key in 

the Mesh mode 

HMAC_KEY_S  160 It authenticates messages in the 

Mesh mode.  

 

4.6 The PKM Protocol  
 

The BS acts as server and controls the distribution of keying material to the client SS. 

An authenticated client/server key management protocol is employed by the security 
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sublayer of IEEE 802.16 standard. The PKM (Privacy Key Management) protocol 

based security is present where the BS authenticates a client SS during the initial 

authorisation exchange. An SS used digital-certificate to get authentication from the 

BS. Public key cryptography is used by the PKM protocol to establish a shared secret 

key between the SS and the BS. PKM protocol is also used by the SS to support 

periodic reauthorisation and key refresh. PKMv1 is used in IEEE 802.16 standard and 

its basic working features are listed in the table below.  

 

 

Table 4.2: The basics of PKMv1 protocol in IEEE 802.16 standard [26].  

     Feature                                PKMv1 protocol 

Authentication RSA-based one-way authentication: the BS 

authenticates the SS. 

Security 

Association 

One SA family: Unicast. Composed of three types of 

security associations: primary, dynamic and static. 

Key Encryption Use of three encryption algorithms: 3-DES, RSA and 

AES.  

Data Encryption Two different algorithms are defined in standard:  

· DES in the CBC mode,  

· AES in the CCM mode. 

 

 

In IEEE 802.16 standard the PKM protocol has two generic MAC management 

messages:  
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o PKM Request (PKM-REQ). The PKM-REQ message contains one PKM 

message in its message payload. This message is transferred from the SS to the 

BS.  

o PKM Response (PKM-RSP). The PKM-RSP message contains one PKM 

message in its message payload. It is always transferred from the BS to the SS.  

 

The BS authenticates the SS and provides it with key material to enable the ciphering 

of data after capability negotiation. Every SS starts initial work with RSA 

private/public key pairs which are installed by the manufacturing company on it. An 

internal algorithm might be given to produce these key pairs sometimes instead of 

direct attachment. When RSA key pairs are installed on SS by manufacturer, a digital 

X.509 certificate is also provided. But, when internal algorithm needs to generate key 

pairs, there exits a mechanism to install manufacturer issued X.509 certificate by 

following the key generation.   

 

So, X.509 digital certificate of each SS is unique and issued by the SS manufacturer. 

The public key and the MAC address of an SS are attached with the SS X.509 digital 

certificate.  The SS X.509 certificate is a public key certificate that combines the SS 

identifying information to its RSA public key. The secret key AK is received from the 

operator. An SS presents its digital certificate to the BS when requesting an AK. The 

SS X.509 certificate is signed digitally by the SS manufacturer. As the BS knows the 

manufacturer’s public key, it can verify the signature.  

 

An SS got the verification from the BS by showing its X.509 digital certificate during 

the time of requesting an AK (Authorisation Key). It also presents the description of 

the supported cryptographic algorithms to the BS. Further secure transactions are 

done by this shared secret AK. Before sending an authentication response to the SS, 

the BS verifies the digital certificate and determines the encryption algorithm that 

should be used. The RSA algorithm is used to encrypt the AK with the verified public 

key. This RSA public key encrypted AK is then sent to the requesting SS from the 

BS. This authentication process and key exchange are shown in the figure 4.3.  
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  SS                                                                                                                   BS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.3: Authentication and Authorisation Key allocation by the BS. The BS is the 

server and the SS is the client [26].  

 

At first, a PKM Authorisation Information message is sent by SS. X.509 certificate is 

provided with this message. This is an informative message that SS sends to the BS 

and the BS gets the knowledge of manufacturer’s certificate of the client SS.  

After the Authorisation Information message, an SS sends A PKM Authorisation 

Request message to the BS. This message contains the SS X.509 certificate, SSs 

 SS initiates its access 
SS sends the authorization information to BS 
and presents its X.509 Certificate.  

SS sends the authorization request message 
and presents its X.509 certificate with its 
supportive encryption algorithm 

The SS is authenticated by the BS as 
the BS can verify the signed digital 
certificate X.509 of SS. 

Authorisation Response, (RSA-
encrypted with SS public key), BS 
sends the authorization Key (AK) to 
SS 

Keys are in exchange, using AK 
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primary SAID and a description of its security ability. The digital certificate is 

verified again by the BS. The AK is encrypted by the public key. The BS sends back a 

PKM Authorisation Response message to the SS containing this AK. Cloned SSs are 

prevented to pass false credentials to a BS with this mechanism. 

 

4.7 Authorisation Key (AK) Management 

 

The keying information’s of all its SAs are maintained by the BS. The PKMv1 

protocol uses public key cryptography to establish a shared secret key i.e. an AK 

between the SS and the BS. An unknown SS sends an Authorisation Request message 

to the BS. It initiates the activation of a new AK. The BS creates and then sends back 

this AK to requesting SS in Authorisation Reply message. Every AK has a predefined 

lifetime given by the BS. The AK remains active until it expires. An SS must 

reauthorize before the expiration of its current AK otherwise the BS considers this SS 

unauthorised and then no longer holds an active AK for it. 

 

This is the responsibility of an SS for requesting authorisation to its BS and 

maintaining an active AK. By reissuing an Authorisation Request to the BS, an SS 

refreshes its AK. With the reception of an Authorisation Request message from an SS, 

the BS starts an AK transition period. The BS creates a single active AK for the SS. 

This AK is sent back with Authorisation Reply message to the SS. In reception of 

another Authorisation Request message, the BS sends back a second AK to the SS. 

It’s mentioned earlier that every AK has a predefined lifetime which is fixed by the 

BS. This second AKs lifetime is the remaining lifetime of the first AK and a 

predefined AK lifetime. After receiving this Authorisation Reply message, an SS 

starts sending of Key Request MAC management message encrypted with this AK.  

 

The lifetimes of these two AKs overlap each other. The BS has the ability to support 

two active AKs in the same time for each client SS during an AK transition period. 

When the older key expires the key transition period ends. A configurable duration of 

time is maintained by every SS to schedule the beginning of reauthorisation. The BS 

does not need to know this time.  The BS maintains the AKs according to their 
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predefined lifetime. AKs exercise is imperative when encryption keys are generated 

for more exchanges. 

 

4.8 Data Encryption 

 

The PKM protocol performs key exchanges between the SS and the BS by using 

X.509 digital certificate, the RSA public key encryption algorithm and other strong 

encryption algorithms. When an AK is obtained by an SS from BS after the exchanges 

of PKM messages, it is used for further secure PKM exchanges of TEKs (Traffic 

Encryption Keys). So, in IEEE 802.16, it is obtained two-tier key systems. At first, the 

PKM protocol authenticates an SS to BS when a shared secret key (AK) is established 

by public key cryptography and then SS gets the registration to the network when AK 

is used to secure the exchange of Traffic Encryption Keys (TEKs) [27].    

 

The BS generates two TEKS initially for each SA. When the old one expires, it 

generates new key. Among the two keys the BS uses the older one to encrypt the 

downlink traffic. To decrypt the uplink traffic it uses either of the two keys depending 

on which key is being used by the SS. Figure 4.4 shows that the SS requests the BS 

for encryption keys TEK0 and TEK1. The BS changes its key whenever it expires. 

The SS uses the newer of the two keys to encrypt uplink traffic. For downlink traffic, 

it can use either of the two keys depending upon which key is being used by the BS.  

 
        Figure 4.4: The SS asks the BS for encryption keys TEK0 and TEK 1[28]. 

Key Reply (TEK0, TEK1)  

SS 

 Key Request 

BS 
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TEKs have a limited lifetime and needs to refresh periodically. At expiration of the 

older TEK, the BS uses the newer TEK for encryption. It is the responsibility of the 

SS to update its keys on regular interval of time. The BS uses a KEK when encrypting 

the TEK in the Key Reply (PKM-RSP) MAC management message. The TEK is 

encrypted with one of the following algorithms, using the KEK: 3-DES, RSA or AES. 

The TEK encryption algorithm is indicated by the TEK encryption algorithm 

identifier in the cryptographic suite of the SA [28].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

                       

 
47

Chapter 5 

 
My Contribution 
 
 
The intention of this paper is to accumulate all security issues of IEEE 802.16 

standard, finding security threats and suggesting their solutions. Security might not be 

a major concern in wired network but plays a vital role in wireless network. 

Researchers still have been working on it since it began its journey. In future, more 

problems may come out and researchers will present newer solutions. It’s an immense 

area and needs to maintain a regular inspection as it is increasing with time. IEEE 

802.16 network is a modern theme in broadband wireless network. It has already 

achieved high recognition among people to serve wireless broadband network. High 

popularity demands high security in data transmission. High security and robust 

transmission will take this technology far stage ahead in the sector of broadband 

wireless and world wide network access.      

 
 
5.1 Mutual Authentication 
 

 

In IEEE 802.16 standard, an SS tries all the way to get authentication from BS. But, 

there exists no regulation for BS to authenticate itself. Because of this lack, a rogue 

BS may pretend as a legitimate BS which is not possible for an SS to recognize. 

Therefore BS must authenticate itself as SS does. Mutual authentication is the 

solution. Authentication must be performed from both sides. We can have a look in 

the present scenario. The existing authentication protocol can be shown in figure 

below.  
Message 1: SS à  BS: Cert (SS) (Auth Req message) 

Message 2:  SS à  BS: Cert (SS) | Capabilities | BCID 

Message 3: BS à  SS: KUSS (AK) | SeqNo | Lifetime | SAIDList 

           

   Figure 5.1: Authentication Protocol in IEEE 802.16 Standard. 
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In Figure 5.1, Cert (SS) is the digital X.509 certificate that SS got from its 

manufacturer. The X.509 basic fields include the certificate version, serial number, 

signature, issuer, validity, subject, subject public key info, issuer unique ID, subject 

unique ID, and extensions. The SS supported authentication and data encryption 

algorithms are included in Capabilities. BCID is the Basic Connection ID of SS. BS 

sends back KUSS (AK) which is the Authorisation Key encrypted by SS’s public key. 

SeqNo is a 4-bit sequence number for AK. Lifetime is the number of seconds before 

AK expires (32 bits). The identities and the properties of the SAs (Security 

Associations) due to which an SS is authorized to obtain keying information are given 

in SAIDList.     

  

This existing protocol has no approach to define the authentication of BS. A rogue BS 

can seize the message from SS instead of legitimate BS and can appear itself as a 

legitimate BS. Let’s consider that the rogue BS cannot open the data message as those 

are encrypted but it can easily replay the message to the BS again and again, and can 

make the SS unauthenticated to the BS. Important data like as banking or government 

activities are not secured on this protocol.  

 

Mutual authentication is implemented in the next version of the standard which is 

IEEE 802.16e mobile network. But, there is no hand in work yet for the fixed 

network. This paper proposed an algorithm to make this fixed network reliable and 

robust which is discussed below.  

 

5.2 The Proposed Algorithm for BS Authentication 
 
 

During the time of transmission, an SS initiates the session. It sends its identifications, 

capabilities and other requirements to the BS. After checking the documents the BS 

sends back Authorization Reply to the SS. This reply must be checked whether it is 

from the legitimate BS or rogue BS. As the SS has no ability to check it, it can get 

help of a trusted third party. This third trusted party is an Authentication Server (AS) 

which must be in the knowledge of SS. The AS and the BS know each other as they 

are manufactured by the manufacturer this way. After getting the Auth Reply from the 

BS, the SS will send it to the Authentication Server (AS). The BS will also forward 
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information containing its own ID, SSID and SS credentials to the AS. The AS will 

judge both side information’s received from the BS and the SS and return the 

confirmation to the SS. In this message, if SS finds that the BS is a legitimate one, it 

will continue its transmission. Otherwise, it will end further communication with the 

BS.  

 
Step 1: SS communicates BS 

 Step 2: BS communicates SS and AS 

 Step 3: SS communicates AS 

 Step 4: AS communicates SS 

 Step 5: SS communicates BS 

 

Figure 5.2: The Mutual Authentication process to avoid Rogue BS attack 

 

The figure 5.2 shows the new authentication protocol to avoid rogue BS. Here the BS 

sends back the Auth Reply message to the legitimate SS where it also includes its ID 

which the SS will present to Authentication Server (AS). If any attacker tries to 

involve the network, it will be captured by Authentication Server. However, 

legitimate BS will not allow any other party but the legitimate SS as it checks its ID 

and other credentials. DES (Data Encryption Standard) encryption can be used in all 

private-public key cases. 
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5.3 Detail Communication with the Authentication 

Server 
 

The BS and the AS know each other from the commencement as they are 

manufactured this way. An AS permits only a legitimate BS and no other disturbing 

elements. The SS knows equally the BS and the AS so that it can verify the BS from 

the trusted AS. The Figure 5.3 shows the overall messaging diagram of a successful 

authentication transmission between a BS and an SS where both of them obtain help 

from the trusted third party the AS (Authentication Server). All the messages are 

described below in the message exchanging diagram.  

 
Message 1: SS à  BS: Cert (SS) (Auth Req message) | TS (Time Stamp) 

Message 2:  SS à  BS: Cert (SS) | Capabilities | BCID | TS 

Message 3: BS à  SS: KUSS (AK) | SeqNo | Lifetime | SAIDList | BSID  

Message 4: BS à  AS: BSID | SSID | KUss  

  Message 5: SS à  AS: E (KRss, [SSID | BSID]) 

 Message 6: AS à  SS: E (KUss, [Confirmation Message]) 

 Message 7: SS à  BS: E(Further Communication)  

 

  Figure 5.3: The overall Communication Process. 
Message 1: SS communicates with BS.  

Message 2: SS initiates the communication presenting its own certificate and 

credentials named as capabilities with time stamp only to defend overflowing from 

thieves for the BS. 

Message 3: The BS presents its own ID and other documents by encrypting with SS 

public key. 

Message 4: The BS also sends the credentials of SS to the AS. However, the BS and 

the AS are both established by the manufacturer and they know each other as trust 

equipment.  

Message 5: The SS gives the credentials that it received from the BS to the AS 

encrypting by its own private key.  

Message 6: The AS knows the SS’s public key from the BS and sends back the 

confirmation message after observing the message.  

Message 7: Protected communication starts between the SS and the BS. 
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5.4 Replay Attack Prevention 

 

When the SS sends its ID and initial credentials, an attacker can get it and then 

continuously sends to the BS. The BS considers the legitimate SS as a fraud and 

denies. When the legitimate SS tries to connect later, the BS may block it permanently 

from the network. This is replay attack in which an attacker though cannot read the 

data of the legitimate SS but can bring the SS out of the network A time stamp is 

needed for it. The data type of time stamp is simply time identifying when the action, 

messaging or transmission takes place. Time stamps usually have fixed length validity 

period. A signature on some data (either in a certificate or message) that includes a 

specified time or period of time (length can be in milliseconds) during which a key or 

data is valid is called a timestamp. Any transmission or communication after this time 

period will not work out by the system which makes the system secure from outside 

attack as attackers are trying to reach when the period is over (as attacker needs time 

to process and retransmit).  

 

This will inform the BS about the time and an attacker will not acquire success in his 

bad motivation. This procedure can be shown in figure 5.3. In this figure it is shown 

that an SS contacts with the BS by using a time stamp. 

 

 
Message 1: SS à  BS: Cert (SS) (Auth Req message) | TS (Time Stamp) 

Message 2:  SS à  BS: Cert (SS) | Capabilities | BCID | TS 

Message 3: BS à  SS: KUSS (AK) | SeqNo | Lifetime | SAIDList | TS | BSID 

            

          Figure 5.4: Prevention of replay attack by using Time Stamp. 

 

The BS also sends back its ID to the SS which is BSID (Base Station ID). The SS 

sends this ID to the AS to check the BS status.  
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5.5 Man in Middle Attack and Denial of Service Attack 

Prevention 
 

These both attacks are omitted from this scenario. We can review that how these 

attacks can take place for the subscriber. When an attacker gets the initial data that a 

subscriber sends to the BS for the first time, the attacker may get a copy of it and tries 

to send the same data to the BS again and again. The BS then considers the original 

SS as a fake one and denies to service. But, in this proposed scenario, the attacker 

cannot send data the BS as there used a time stamp. Because of using time stamp, the 

BS will not allow any more unencrypted data from that SS. As the BS knows the SS’s 

public key, further transmission that the BS will accept from that SS must be 

encrypted. And it is not an easy task for the attacker to overcome the time stamp. So, 

there is no man in middle attack which easily removes the possibility of denial of 

service attack. Since, the denial of service attack is the last part of man in middle 

attack in this case.  

 
5.6 Simulation Result 
 

The proposed algorithm is demonstrated in a simulation process only to represent its 

accuracy, perfections and way of working. The obtained result of the simulation 

process confirmed that the algorithm works according to its theme and process. The 

testing environment of the simulation and its way of working is given below. 

 

5.6.1 Testing Environment 
 

Testing environment expressed the manipulation of the result.  A simple 

implementation of a TCP client server relationship has been considered here where 

the SS works as client, the BS the AS work as server respectively. The algorithm has 

some prerequisite conditions like as the BS the AS are previously trusted to each other 

and the SS the BS would use public key cryptography for message encryption or 

decryption. 
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The simulation process used the following things in its testing environment. 

 

Ø  Microsoft Windows Vista platform 

Ø  Processing power of the machine 2.0GHZ 

Ø  The Socket class in the .NET framework 

Ø  TCP/IP protocol. 

Ø  Some encryption and decryption capabilities. 

Ø  Programming language C#.NET. 

 

5.6.2 Overall Communication Process 

 

Step 1:  The BS is waiting to get someone’s request like as the SS. Here the BS is 

running at port 8001 and the local IP is 192.168.1.73  

 

 
 
  Figure 5.5: The Base Station (BS) is waiting for the connection. 
 
 

Step 2: The SS has connected to the BS with port 8001 and Local end point is 

192.168.1.73.  The SS is sending its subscriber ID and all necessary credentials to the 

BS. 
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 Figure 5.6: The SS is sending information to the BS. 
 

Step 3: The BS received successfully the SS credentials. The BS encrypted its ID by 

using DES encryption and sends it to the SS.  

 

 
 

                 Figure 5.7: The BS is sending information to the SS. 
 
Step 4: The SS received encrypted information from the BS. The SS is decrypting the 

BS information by using DES decryption and found the BS ID. 
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      Figure 5.8: The SS received message from the BS and decrypting the message. 
 

Step 5: To Verify the BS, the SS is sending the BS ID to the Authentication Server 

(AS).  Local end point of the AS is 192.162.1.73 and TCP port 8002. 

 

 
 
       Figure 5.9: The SS transmitting message to the AS. 
 
Step 6: The AS received message from the SS, verified the BS as rouge or trusted 

and sent acknowledgement to the SS. 
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             Figure 5.10: The AS verified the BS and sent message to the AS. 

 
Step 7: After receiving the acknowledgement of the AS, the SS got the 

confirmation that the BS is trusted or not. If the BS is trusted then protected 

communication will start between the SS and the BS otherwise all communication 

will remain stop in this phase.  

 

 
 
             Figure 5.11: The SS verified the BS. 
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Chapter 6 

 
Conclusion and Future Works 
 
 
6.1 Conclusion 

 

This research focused on the security of IEEE 802.16 Wimax network. Different 

attacks were analyzed against the networks security architecture. Mutual 

authentication is verified only to enhance the security of subscriber to avoid fake base 

stations. The proposed algorithm showed how to establish mutual authentication. The 

major security elements and their functions are explained only to present the security 

architecture to the researchers. The security lacks are found only by doing paper based 

works but the attacks are not so easy in real world. Even if the security holes exist, it 

needs highly dedicated expertise attacker to penetrate. Researchers and manufacturers 

are working responsibly to make it more authenticated and robust. Though some 

vulnerabilities are already determined and fixed, new attacks may occur. For this 

reason, a regular study and keen observation is essential.  

 

6.2 Future Works 

 

IEEE 802.16.e which is also known as Mobile Wimax, the latest standard for Wimax 

which already presents considerable security improvements over IEEE 802.16. This 

standard employs better encryption methods and has additional secure key 

management protocol. A new authentication method based on EAP (Extensible 

Authentication protocol) is added. But there are a lot of security issues remain to be 

solved yet. Authentication and authorization are fundamental to every wireless 

technology, because without strong security the technology is not comfortably 

utilizable. The future work is to focus on the authentication and authorization of IEEE 

802.16e keeping some questions in front side.   
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a) What are the main authentication and authorization aspects in Mobile Wimax?  

b) What are the main security issues associated with authentication and 

authorization for Mobile Wimax?  

c) Which security solutions satisfy the security issues?  

d) What more can be done as its security improvements?  
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Appendix 1: The BS (Base Station) programming code. 
 
using System; 
using System.Text; 
using System.Net; 
using System.Net.Sockets; 
using System.Security.Cryptography; 
using System.Collections.Generic; 
using System.ComponentModel; 
using System.Data; 
using System.Linq; 
using System.IO;  
namespace Base_Station 
{ 
    class Program 
    { 
        public static void Main() 
        { 
 
           
            try 
            { 
 
                
                IPAddress iIPAddress = 
IPAddress.Parse("192.168.1.73"); //use the same in the client 
 
                /* Initializes the Listener */ 
                TcpListener iTcpListener = new 
TcpListener(iIPAddress, 8001); 
 
                /* Start Listeneting at the specified port */ 
                iTcpListener.Start(); 
 
                Console.WriteLine("\nThe Base Station (BS) is running 
at port 8001..."); 
                Console.WriteLine("\nThe local End point is  :" + 
iTcpListener.LocalEndpoint); 
                Console.WriteLine("\nWaiting for a connection....."); 
 
                Socket iSocket = iTcpListener.AcceptSocket(); 
                Console.WriteLine("\nConnection accepted from  the 
Subscriber Station (SS) " + iSocket.RemoteEndPoint); 
 
                byte[] vbyte = new byte[100]; 
                int k = iSocket.Receive(vbyte); 
                Console.WriteLine("\nRecieved Subscriber Station (SS) 
ID : "); 
                for (int i = 0; i < k; i++) 
                    Console.Write(Convert.ToChar(vbyte[i])); 
                
                /*********************Message 
Encryption******************************/ 
                string smsg = "005"; 
 
                string venc; 
 
                DESCryptoServiceProvider iDESCryptoServiceProvider = 
new DESCryptoServiceProvider(); 
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                System.Text.Encoding iEncoding = new 
System.Text.UTF8Encoding(); 
 
                byte[] vkey = iEncoding.GetBytes("12345678"); 
 
                byte[] viv = { 1, 2, 3, 4, 5, 6, 7, 8 }; 
 
                ICryptoTransform iICryptoTransform = 
iDESCryptoServiceProvider.CreateEncryptor(vkey, viv);                 
                byte[] vmsg = iEncoding.GetBytes(smsg); 
                byte[] benc = 
iICryptoTransform.TransformFinalBlock(vmsg, 0, vmsg.Length); 
                venc = System.Convert.ToBase64String(benc); 
                                 
                /*********************Message 
Encryption******************************/ 
                string vBSIDEncry = venc;       
                ASCIIEncoding asen = new ASCIIEncoding(); 
                iSocket.Send(asen.GetBytes(vBSIDEncry)); 
                Console.WriteLine("\nSent Acknowledgement........"); 
                
Console.WriteLine("\n************************************************
******************************");              
                /* clean up */ 
                iSocket.Close(); 
                iTcpListener.Stop(); 
 
            } 
            catch (Exception e) 
            { 
                Console.WriteLine("Error..... " + e.StackTrace); 
            } 
        } 
 
 
          
 
    } 
} 
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Appendix 2: The SS (Subscriber Station) programming 

Code. 
 
using System; 
using System.Text; 
using System.Net; 
using System.Net.Sockets; 
using System.Security.Cryptography; 
using System.Collections.Generic; 
using System.ComponentModel; 
using System.Data; 
using System.Linq; 
using System.IO;  
namespace Subscriber_Station 
    { 
    class Program 
    { 
        public static void Main() 
        { 
 
            try 
            { 
                TcpClient iTcpClient = new TcpClient(); 
                Console.WriteLine("\nConnecting....."); 
 
                iTcpClient.Connect("192.168.1.73", 8001);  // 
Connected to the BS 
                Console.WriteLine("\nConnected to the Base Station 
(BS)"); 
                Console.Write("\nEnter the Subscriber Station (SS) ID 
to be transmitted  to the Base Station (BS): "); 
 
                String iString = Console.ReadLine(); 
                Stream iStream = iTcpClient.GetStream(); 
 
                ASCIIEncoding iASCIIEncoding = new ASCIIEncoding(); 
                byte[] vbyte = iASCIIEncoding.GetBytes(iString); 
                Console.WriteLine("\nTransmitting....."); 
 
                iStream.Write(vbyte, 0, vbyte.Length); 
 
                byte[] bb = new byte[100]; 
                int k = iStream.Read(bb, 0, 100); 
 
                for (int i = 0; i < k; i++) 
                    Console.Write(Convert.ToChar(bb[i])); 
                Console.WriteLine("\nReceived Message 
Successfully....."); 
 
                iTcpClient.Close(); 
 
                Console.WriteLine("\nOops! The Base Station (BS) ID 
is Encrypted ....."); 
                Console.WriteLine("\nDecrypting ....."); 
                string str; 
                System.Text.ASCIIEncoding enc = new 
System.Text.ASCIIEncoding(); 
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                str = enc.GetString(bb); 
                string trimmed = str.Trim('\0'); 
                 
 
                /*********************Message 
Decryption*************************/ 
                string  sdec; 
 
                DESCryptoServiceProvider iDESCryptoServiceProvider = 
new DESCryptoServiceProvider(); 
 
                Encoding iEncoding = new System.Text.UTF8Encoding(); 
 
                byte[] bkey = iEncoding.GetBytes("12345678"); 
 
                byte[] biv = { 1, 2, 3, 4, 5, 6, 7, 8 }; 
                ICryptoTransform iICryptoTransform = 
iDESCryptoServiceProvider.CreateDecryptor(bkey, biv); 
 
                byte[] ibyte = 
System.Convert.FromBase64String(trimmed); 
 
                byte[] idec = 
iICryptoTransform.TransformFinalBlock(ibyte, 0, ibyte.Length); 
 
                sdec = iEncoding.GetString(idec); 
 
                /*********************Message 
Decryption*************************/ 
                string vBSIDDe = sdec; 
                Console.WriteLine("\nBase Station (BS) ID is: " + 
vBSIDDe); 
                TcpClient Atcpclnt = new TcpClient(); 
                
/////////////////////////////////////////////////////////////////////
///// 
                Atcpclnt.Connect("192.168.1.73", 8002); // Connected 
to the AS 
 
                Console.WriteLine("\nConnected to the Authentication 
Server (AS) ...."); 
                Console.Write("\nEnter the Base Station (BS) ID to be 
transmitted  to the Authentication Server (AS): "); 
 
                 iString = Console.ReadLine(); 
                 iStream = Atcpclnt.GetStream(); 
 
                 
                 vbyte = iASCIIEncoding.GetBytes(iString); 
                Console.WriteLine("\nTransmitting....."); 
 
                iStream.Write(vbyte, 0, vbyte.Length); 
 
                bb = new byte[100]; 
                k = iStream.Read(bb, 0, 100); 
 
                for (int i = 0; i < k; i++) 
                    Console.Write(Convert.ToChar(bb[i])); 
                
Console.WriteLine("\n************************************************
*******************"); 
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                Atcpclnt.Close(); 
 
 
                
/////////////////////////////////////////////////////////////////////
//// 
 
            } 
 
            catch (Exception e) 
            { 
                Console.WriteLine("Error..... " + e.StackTrace); 
            } 
        } 
 
                 
    } 
} 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

                       

 
67

Appendix 3: The AS (Authentication Server) 

programming Code. 
 
using System; 
using System.Text; 
using System.Net; 
using System.Net.Sockets; 
 
namespace Authentication_Server 
{ 
    class Program 
    { 
        static void Main(string[] args) 
        { 
            try 
            { 
                IPAddress iIPAddress = 
IPAddress.Parse("192.168.1.73"); //use the same in the client (Local 
machine IP Address) 
 
                TcpListener iTcpListener = new 
TcpListener(iIPAddress, 8002); 
 
                iTcpListener.Start(); 
 
                Console.WriteLine("\nAuthentication server (AS) is 
running at port 8002...\n"); 
                Console.WriteLine("\nThe local End point is  :" + 
iTcpListener.LocalEndpoint); 
                Console.WriteLine("\nWaiting for a connection....."); 
 
                Socket iSocket = iTcpListener.AcceptSocket(); 
                Console.WriteLine("\nConnection accepted from  the 
Subscriber Station (SS)" + iSocket.RemoteEndPoint); 
 
                byte[] vbyte = new byte[100]; 
                int j = iSocket.Receive(vbyte); 
                Console.WriteLine("\nRecieved..."); 
                for (int i = 0; i < j; i++) 
                    Console.Write(Convert.ToChar(vbyte[i])); 
                string str; 
                System.Text.ASCIIEncoding enc = new 
System.Text.ASCIIEncoding(); 
                str = enc.GetString(vbyte); 
                string str1 = "005"; 
                int result = str1.CompareTo(str); 
                ASCIIEncoding iASCIIEncoding = new ASCIIEncoding(); 
                if (result == 0) 
                { 
 
                    iSocket.Send(iASCIIEncoding.GetBytes("\nThisBase 
Station (BS) is Trusted !!!!!!!")); 
                    Console.WriteLine("\nSent Acknowledgement"); 
                    
Console.WriteLine("*************************************************"
); 
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                } 
                if (result != 0) 
                { 
                    iSocket.Send(iASCIIEncoding.GetBytes("\nThis BS 
is Rouge !!!!")); 
                    Console.WriteLine("\nSent Acknowledgement"); 
                    
Console.WriteLine("***********************************************"); 
 
                } 
 
                /* clean up */ 
                iSocket.Close(); 
                iTcpListener.Stop(); 
 
            } 
            catch (Exception e) 
            { 
                Console.WriteLine("\nError..... " + e.StackTrace); 
            } 
        } 
    } 
} 


