
  

Master Thesis  
Computer Science 
Thesis no: MSE-2003-09 
June 2003 
 

Invasion of Privacy 
Spam – one result of bad privacy protection 

Annicka Gunnarsson 
Siri Ekberg 

Department of 
Software Engineering and Computer Science 
Blekinge Institute of Technology 
Box 520 
SE – 372 25 Ronneby 
Sweden 

 



  

This thesis is submitted to the Department of Software Engineering and Computer Science at 
Blekinge Institute of Technology in partial fulfillment of the requirements for the degree of 
Master of Science in Computer Science. The thesis is equivalent to 20 weeks of full time 
studies. 

Contact Information: 
Authors: 
Annicka Gunnarsson 
E-Mail: annicka@glocalnet.net 
 
Siri Ekberg 
E-Mail: ekberg.elleholm@telia.com 

University advisor: 
PhD Bengt Carlsson 
Department of Software Engineering and Computer Science 

Department of 
Software Engineering and Computer Science 
Blekinge Institute of Technology 
Box 520 
SE – 372 25 Ronneby 
Sweden 



 

  I 

ACKNOWLEDGEMENTS 
Our studies have finally come to an end. It has been a challenging and extensive journey not 
to mention pleasant and educational. While working on our thesis there have been several 
people helping and supporting us. To them we would like to show our gratitude. 
 
Initially we would like to express our gratitude to our supervisor, PhD Bengt Carlsson at 
Blekinge Institute of Technology, for his inspiration, support and motivation during the 
development of this thesis. We appreciate your constructive criticism and for taking time to 
answer our questions and comment on our report. 
 
Further we would like to thank Martin Boldt and Johan Wieslander, at Blekinge Institute of 
Technology, for helping us with the technical issues concerning our spam study and 
preventing us from getting into too deep water. 
 
Finally, we would like to show gratitude to our families and friends for putting up with us 
during our years of study. 
 
 
 

Annicka Gunnarsson 
Siri Ekberg 

 
Ronneby, 26 May 2003 



 

  II 

ABSTRACT 
Our personal privacy is being eroded from various directions as modern technologies bring 
lots of new threats towards our personal privacy. Unfortunately, people are often oblivious 
about it and accept invasion of privacy to a great extent without questions. This thesis is a 
presentation of our study dealing with privacy violations while using the Internet. It also 
includes a further investigation about unsolicited bulk email, which is one of many 
consequences of bad privacy protection. We have also examined the differences between the 
United States and the European Union and found that the fundamental privacy protection is 
better in the European Union. We have used different methods to complete this thesis such 
as studies of literature and articles as well as performing a spam study. Using these methods 
we have concluded that privacy violations on the Internet is a significant problem and that 
the Internet users have a right to an adequate privacy protection. 
 
Keywords: Privacy Violations, Unsolicited Bulk Email, Legislation, Integrity. 
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CHAPTER 1 

Big Brother is Watching You 
GEORGE ORWELL 

INTRODUCTION 
Background 
New technologies bring lots of modern threats towards our personal privacy. We believe 
that this is a matter of importance for everyday Internet users but also for network 
administrators who spend hours each week dealing with issues caused by abuse on the 
Internet. The purpose of this thesis is to examine privacy on the Internet and further 
investigate one of many consequences of bad privacy protection, unsolicited bulk email also 
known as spam. 
 
Much of the current literature concerning issues of personal privacy and integrity describes 
the situation in the United States of America, but it also lies within our interest to find out 
how these issues are dealt with in the European Union. Due to these facts our thesis also 
aims to enlighten the differences between the privacy legislation in these countries and also 
examine some privacy violations that might have an effect on our lives. 
 
The expected outcome is a written report that will enlighten some threats on privacy that an 
inadequate privacy protection on the Internet will bring about, and also illuminate the 
differences between the United States of America and the European Union. The target group 
of this report is the average Internet user with some knowledge of computer science or 
others with interest in this area. Studies of literature and articles are the main method to 
gather the information that we need in order to draw any conclusions on this matter. We 
have also performed a spam study in the Security Lab at Blekinge Institute of Technology. 

Thesis Outline 
The outline of the thesis from this point and forward is as follows. The next section of this 
chapter is an additional presentation to our field of study. The second chapter contains a 
definition of privacy and it also deals with our right to privacy, electronic footprints and the 
power of anonymity. We also discuss the need for legislation. In the third chapter we 
examine global principles and legislation in the United States of America and the European 
Union. This chapter also deal with other influences within legislation and enlightens the 
differences between legislation in these countries. The fourth chapter describes threats 
towards our privacy, invasion of privacy during crisis and massive surveillance. It also 
concerns crimes in cyberspace and describes some substantial privacy violations. In the fifth 
chapter we examine the concept of spam, its’ history and its’ techniques. We also discuss 
some countermeasures to prevent spam and some consequences of spamming. The sixth 
chapter is dedicated to describe the test we performed concerning spam. In this section we 
also present the results and analysis of the test. In the seventh chapter we discuss the content 
in our thesis and summarize the most important findings. In the final chapter we have 
compiled the essential conclusions drawn from this thesis. Explanations of the concepts are 
available in the glossary, which is found after the last chapter. 
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Imagine The Future 
Privacy is an important issue. Imagine yourself living in a world, where every move you 
make is recorded. When you drive your car to work, your choice of road, choice of music, 
and speed while driving is recorded and stored in databases, which later might be sold to 
third parties for advertising purposes. While driving your car, your mobile phone is 
receiving advertising messages from stores and restaurants nearby with special offers. When 
you finally get to work you discover that the computer system is down due to a denial of 
service attack. At last the system is up and running but then you discover that the incoming 
email is cluttered with unsolicited bulk email, some of it directly connected to the 
companies that you have passed on your way to work. Other data that will be stored in a 
database could be the actual time when you enter the office, every document you work with 
on your computer, every site you visit on the Internet and the time for the breaks you take. 
These data might later be used for various purposes; one consequence might be that you will 
not get that rise in salary that you expected, due to all the breaks you have taken. Another 
consequence could be that your car insurance will become more expensive when the 
insurance company detects that you generally drive too fast. 
 
This future is already here to some extent. There are already car manufactures that have very 
intelligent systems operating. For instance, BMW have intelligent help systems with 
capabilities such as online traffic - and weather information. BMW also contributes to a 
project in Switzerland where they are performing tests and studies on systems with 
networking capability between the car and the car owners home [7]. Another example is free 
retail bonus cards, which we willingly use to get the discount even though we know that our 
purchase is registered in a database used to map out our buying patterns. We also get 
welcome-messages to our mobile phone as we cross country borders. 

Privacy Is Battered 
The ability to have a private conversation and to keep your thoughts for yourself was an 
obvious right many years ago; this right has diminished over the years. In the late 1940s 
George Orwell wrote the novel Nineteen Eighty-Four, in which he describes a totalitarian 
state, where a universal organization controls all citizens. This organization is also known as 
Big Brother. The world has changed a lot since the novel was written, and privacy fears 
have changed as well. The Big Brother-concept does not suit in our world today. Instead we 
have lost the world to minor organizations, Kid Brothers, who are watching us and 
recording the moves we make in our daily lives. Our personal privacy is being eroded from 
various directions, and people are often oblivious about it. The development is growing 
upon us and we tend to accept invasion of our privacy to a greater extent without questions. 
One example is the growing number of databases and the fact that we accept our data to be 
stored in them. Another example is unsolicited bulk email, also referred to as spam, which 
we consider is an intrusion to our privacy. Spam might also lead to other nuisances such as 
denial-of-service. The tendency is that technological advances diminish the privacy. It is 
more difficult and expensive to build devices and construct services that will protect 
people’s privacy than the opposite [16]. 
 
These days’ threats towards our privacy have their roots in free market and capitalism. 
Without the usage of marketing reports and buying patterns the world economy would be 
affected negatively. The driving force in a capitalistic society is characterized on earning 
money and that is one of the reasons to why our privacy is violated. In other kinds of 
societies the privacy is violated for other reasons. Technology and exchange of electronic 
information are other reasons to why our privacy is threatened. The fact that our personal 
information can be stored in databases and that the databases could be cross-correlated is a 
threat towards our privacy. The fact is that our personal information is a pawn in the 
companies’ profiting games. 
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CHAPTER 2 

Privacy is suffering the death of a thousand wounds 
SIMSON GARFINKEL 

PRIVACY 
What Does Privacy Entail? 
Many people are not concerned about their privacy and lots of them feel that they have 
nothing to hide. But privacy is not just about hiding things and this is where it becomes a 
problem. Privacy is about self-possession, independence and integrity. The concept does not 
give us the right to lock ourselves in and engage ourselves in illegal activities. Instead it 
gives us the right to decide which details of our personal lives that are private and which are 
public. Ross Anderson defines the concept as follows [1]: 
 

“Privacy is the ability and/or right to protect your personal secrets; it extends to the 
ability and/or right to prevent invasions of your personal space. Privacy can extend to 
families but not to legal persons such as corporations.” 

A Hotly Debated Issue 
Privacy is one of the most important civil rights in the computerised world. People must 
have the right to control what information about their lives stay inside their own home and 
what is spread to the outside. Privacy is primarily about the power of the individual and the 
personal privacy is unquestionably under attack. We consider it to be of utmost importance 
to address these problems as soon as possible but the problem is that we don’t know how to 
fight back. There are many possible solutions but since this is a global problem, we need a 
consensus decision on the subject. 
 
The privacy issue is hotly debated and there are people today that argue that we, in order to 
enjoy the benefits of modern society, must pay the prize of bad privacy. On the contrary the 
privacy problem can be compared to the environmental problem in the 1950s and 1960s, 
when supporters of big business claimed that bad environment was a price to pay in order to 
improve our standard living [16]. Nowadays, we know that economical development 
depends on upholding the environment. 
 
People, generally have often a complex relationship towards privacy and security, for 
instance when asked to pay for it we often don’t want to. Businesses also have a complex 
relationship towards security, but they know better than making their dirty laundry public 
and are therefore willing to pay for it. However, when work needs to be done, security is the 
first thing to be thrown overboard. Governments know that having military secrets in the 
hands of the enemy is not an option. They know that they will have to pay dearly if anything 
goes wrong and they accept the responsibility that comes with privacy. 
 
In an attempt to find out how the American consumers feel about protecting their privacy a 
survey was made by the Association for Competitive Technology in 2001. The results 
revealed that Americans know more about protecting their privacy than assumed. Even 
though 76% of the respondents feel that protecting our privacy is a priority, they do not feel 
that it is a top priority. Out of nine issues of social concern, privacy was ranked seventh. 
Another finding in the survey was that the respondents said that the existing laws should be 
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better enforced before creating new laws dealing with personal information. If a privacy law 
is created, 89% of the respondents feel that “it should cover all personal information, 
regardless how it was collected” [3].  
 
Today we have reached a second defining moment when it comes to our privacy. We have 
managed to avoid Big Brother, but instead we have networked computers gathering personal 
information, Kid Brothers. We are all guilty in the campaign against liberty, identity and 
independence. Even though the attack is most severe in the United States this is a global 
issue. Business, government and citizens must pursue this campaign. Privacy is one of the 
most important rights from which all other human rights are derived. 

Electronic Footprints Threatens Anonymity 
Historically, privacy was only about surveillance, but in the 1960s society reached a 
defining moment. Companies and organizations started to gather information of individuals 
in databases. This digital information could violate our personal privacy and some feared 
that a data shadow beyond our control would occur. 
 
Nowadays the computerised world is a fact and we all leave electronic footprints in our 
daily lives. This has lead to an increasing effect of data collection in large databases. The 
information is often cross-correlated and much of it is available online. When we are using 
the Internet a data shadow might be created. While browsing or using P2P-software, 
spyware and cookies may often be used to create a data shadow. Many of these databases 
are commercial and the information can be used for its original intent or sold to third parties 
for other purposes. Although fears of violating databases containing personal data remain 
since the information could be available to those who are skilful enough to break into the 
computers. Another consequence, a more important one is that the usage of large databases 
no longer makes it difficult to gather and correlate information in order to create an identity 
profile on someone. The information gathered about us is sometimes incorrect, and could 
become a large problem and lead to unpleasant consequences for the victim. 
 
The concept of whether the Internet users should be or not be anonymous is an issue that has 
been hotly debated and both sides have strong point of views. Anyone who is working with 
people who have been the object of for instance abuse, exploitation or cyber stalking know  
the power that comes with anonymity. Survivors of abuses such as these need a social 
anonymity when they use the Internet to discuss their personal lives. It is vital for everybody 
that anyone should be able to discuss anything without signing his or her name to it. 
  
Anonymity could be divided into two types: complete anonymity and pseudonymity. 
Complete anonymity is when no one can figure out who the person writing the message is, 
such as a letter without correspondent or a message in a bottle. If there are more messages it 
is even more important that the recipient doesn’t know that they came from the same person. 
Pseudonymity is when a person uses a pseudonym or a nickname, which cannot be linked to 
a specific individual. 
 
The drawback is that anonymity in cyberspace is hard. True anonymity is probably not even 
possible on the Internet. Much of it depends on the fact that users easily could be identified 
through Ethernet network cards or Intel Pentium III microprocessors that have unique serial 
numbers [16]. People using the Internet can also be traced with cookies and even email 
addresses that are supposed to be anonymous can be linked back to the real person using the 
unique IP-address [32]. In an attempt to protect the privacy of Internet users, the software 
company, SafeWeb, developed a technology that promised anonymity and complete privacy 
when using the Internet. But it turned out not to be safe after all since it revealed the 
supposedly confidential information of the users [25]. 
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Prosecution In Cyberspace Is Hard 
Privacy crimes committed in cyberspace are similar no matter where you are located. 
Invasions of privacy like identity theft, stalking, solicitation and trespassing is illegal 
whether they are online or offline. Prosecution in cyberspace is complicated considering that 
the legislation of privacy is different in Europe, the United States and the other countries in 
the world.  
 
There are laws that handle privacy crimes and some new laws especially for the digital 
world has been passed but still we do not know the consequences of those laws. 
Unfortunately, the court system does not work on a global networks and it could take a 
decade to figure out how a law should really be applied or to erase a bad law. But sooner or 
later the laws will be a more realistic portrayal of the digital world. 
 
There have been numerous cases over the last few years where hackers have been breaking 
into computer systems located in another country. Unfortunately, all countries do not have 
laws that correspond with the crime. A few years ago there was a group of German hackers 
who was discharged from penalty after breaking into computer systems in the United States, 
as a result of an old law on trespassing that didn’t match up with the crime [32]. 
 
Modern society has a hard time preventing cyber crime and one reason for that are complex 
systems since complexity is an enemy of security. It is important to question security 
constantly in order to improve computer systems. Consequently it is much more important 
to detect attacks and understand what is happening but this consists of a lot of work. Finding 
a hacker while he or she still is engaged in the attack is good detection, but we still need to 
react and here the essence of the problem is speed. A fast analyse of the attack produce a 
faster response. 
 
When it comes to prosecution, unfortunately, identifying the person violating your privacy 
isn’t enough. You need to prove it in court as well. Wrapping up this section we can say for 
sure that there are no technological security measures that can protect our personal privacy 
entirely. But we need to do the best we can in order to get as much safety as possible. 

The Need For Legislation 
One of the answers to the question on how to protect our privacy is legislation. Protection of 
privacy is a human right and one of the foundations of society where individuals safely can 
enjoy the freedom of speech. The functionality on the Internet depends on the individuals’ 
capability to browse without being afraid of having their personal information gathered in a 
database and later on becoming a victim of for instance spamming or identity theft. 
 
Some argue that there is no need for new legislation, and that we should treat personal 
information as a property right, and use the existing laws to prevent wrongful use of the 
information. But ownership is not a safe way in trying to preserve privacy because that what 
is owned, might be sold, bargained away, seized or lost [16]. Since the ownership of 
physical things is so different than the ownership of information, there is a necessity to 
create explicit laws for the protection of privacy. The most difficult question is to decide 
how strict the legislation will be since it is important that the legislation is somewhat similar 
all over the world, due to the global character of the Internet. 
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CHAPTER 3 

The arguments of lawyers and engineers pass  
through one another like angry ghosts 
NICK BHOM, BRIAN GLADMAN & IAN BROWN 

LEGISLATION 
Global Privacy Guidelines 
Naturally there are differences in the legisla tion among the countries in the world. But the 
Universal Declaration of Human Rights, UDHR, which was declared in 1948 by the United 
Nations, entitles all people the right to privacy. This declaration was non-binding, but it has 
acquired the force of law over time through its incorporation into national laws. Privacy was 
declared as a fundamental human right in UDHR and consequently all countries was 
required to establish laws to protect their citizens’ privacy. 
 
The Organisation for Economic Co-operation and Development, OECD, issued other 
guidelines for privacy protection in 1980. These guidelines concerns transborder flow of 
personal data and are not binding for signatories, but its eight privacy principles have had a 
great impact on privacy laws in many countries [30]. Below is the principles clarified: 
 
w Collection limitation - Obtain the data lawfully with the consent of the data subject. 
w Data quality - The data should be relevant to a specific purpose and up to date. 
w Purpose specification - The purpose should be settled in the beginning. 
w Use limitation - Usage of the collected data should be limited to specific purposes. 
w Security - Collect and store the data safe from theft, modification and loss. 
w Openness – Be open about policies, practices and developments relating to the data.  
w Individual participation - The data subject should have the right to access their data. 
w Accountability – Managers who handle data must be liable to fulfil these principles. 

 
The OECD guidelines were mirrored when the United Nations General Assembly adopted 
the Guidelines for the Regulation of Computerized Personal Files in 1990, which provide 
ten principles concerning the minimum privacy guarantees that should be reflected in 
national laws [30]. How to implement regulations concerning data files is left to each state. 

United States of America 
The issues of privacy have been left to self-regulation in the United States and have 
developed into a patchwork of state and federal laws [1]. Many bills, both supporting 
unsolicited bulk email and in opposition to it, have been presented in the Senate and House 
of Representatives, but none has so far passed into law. 
 
Historically, the United States have relied much on the strength of the amendments, and 
applied them on cases concerning privacy violation. The First Amendment entitles the 
citizens the right to free speech, and some mean that it also entitles them to send unsolicited 
bulk email [37]. The Fourth Amendment concerns the right of the people to be secure in 
their persons, houses, papers and effects [38]. The Fifth Amendment says that no person 
shall be deprived of life, liberty, or property, without due process of law; nor shall private 
property be taken for public use, without compensation [39]. 
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The most significant American thinking on the privacy topic and computers to this day is 
the bill of rights identified as the Code of Fair Information Practices, which was a 
contribution from the Secretary of Health, Education and Welfare, HEW, in 1973. Since 
then, there have been many admin istrations but no consistent work for creating a nation-
wide data protection act. The bill of rights is based on these five principles [16]: 
 
w No personal data record-keeping systems whose very existence should be secret. 
w A person should be able to find out what personal information is stored and used. 
w A person must be able to prevent his or her personal information from being used or 

available for other purposes than the intended purpose. 
w A person must be able to correct identifiable personal information. 
w Organisations creating, maintaining, using, or selling records of personal data must 

assure the reliability of the data for their intended use and prevent misuses. 
 
These principles were implemented in the Privacy Act and passed into law in 1974, granting 
citizens access to their own personal files kept by the government. The Freedom of 
Information Act, FOIA, of 1974 allows access to the records kept by federal agencies [30]. 
 
The Telephone Consumer Protection Act of 1991 prohibits sending unsolicited 
advertisement to a telephone facsimile machine. In 1997 Coalition Against Unsolicited 
Commercial Email, CAUCE, proposed an amendment to this law that it also would include 
spam. The proposal, which beside from outlaw spam also would give the target the right to 
sue the spammer $500 each message, was presented in the House of Representatives but the 
amendment never passed into law [20]. 
 
There are interest groups in the United States who work for a stricter legislation. Senator 
Hollings, chair of the Senate Commerce Committee in the USA, introduced the Online 
Personal Privacy Act in April 2002. Under the bill, online businesses would have to obtain 
permission before sharing any sensitive information such as bank accounts, medical records 
or social security numbers with third parties. Less sensitive data could be shared unless the 
data subject directly forbids it. If there is a misuse of personal data and a person can prove 
harm and he or she may then sue for up to $5,000 per usage [40]. 
 
Senators Conrad Burns and Ron Wyden recently introduced the so-called Can-Spam Act of 
2003. This act would require labelling of unsolicited bulk email messages and include the 
opt-out instructions and the sender’s physical address. This law would also prohibit the 
usage of deceptive subject lines and false headers. There are also other bills pending in order 
to restrict and eliminate the delivery of unsolicited bulk emails [33]. 
 
A new legislation concerning privacy protection is not necessary, according to an agenda 
outlined by the Federal Trade Commission, FTC, in October 2001. They mean that much 
can be done under the existing laws and that further study is required before new laws are 
passed. The private industry has made great progress in protecting consumers, and the fact 
that users tend to rely on and benefit the companies that provide the best privacy 
protections. The enforcement team were increased with nearly 50% in order to combat with 
privacy violations such as unwanted email solicitation, identity theft, unscrupulous 
marketing and online fraud [13]. 
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European Union 
Post-war Europe had learnt the lessons from Second World War and realised the threat of 
gathering private information. Consequently, the European countries followed the United 
Nations guidelines and the Council of Europe Convention for the Protection of Human 
Rights was adopted in 1950. Respect for private and family life, home and communication 
is addressed in article eight [30]. The HEW-report also had a great impact in Europe and 
many European countries passed laws on these principles soon after the report was 
published. A lot of them also created commissions and commissioners to enforce the laws.  
 
In 1995 the European Parliament and the council of the European Union adopted the Data 
Protection Directive (95/46/EC). The directive concerns the protection of individuals 
considering the processing of personal data and on the transfer of such data and consists of 
items such as the following [41]: 
 
w Member states shall protect the fundamental rights and freedom of persons, and in 

particular their right to privacy with respect to the processing of data. 
 
w There are also principles relating to data quality, which for instance declare that 

personal data must be collected for specified, explicit and legitimate purposes and 
not further processed in a way incompatible with those purposes. 

 
w Personal data must also be processed lawfully, and it must be adequate, relevant and 

not excessive in relation to the purposes for which they are collected. The personal 
data may only be processed if the data subject has given his or her consent. 

 
w The controller also must inform the data object of his or her right to access and 

rectify the data concerning him or her. In the cases where the data have not been 
obtained from the data subject, the controller must inform the data subject of the 
identity of the controller, the purposes of the processing and other information. 

 
The outcome is that this directive prohibits, subject to some exceptions, the collecting and 
processing of personal data. One or more public authority shall be provided by each 
Member State, which will be responsible for that this Directive will be obeyed.  
 
The Telecommunications Privacy Directive (97/66/EC) of 1997 provides that a prior 
consent must be given before using automated calling systems without human intervention. 
Some countries in Europe, for instance Austria and Denmark has enacted laws according to 
this directive to include unsolicited bulk email or commercial email as a form of automatic 
calling machines such as telephone or fax [20]. 
 
In order to particularise and complement the Data Protection Directive, the European 
Parliament and the council of the European union have adopted the Directive on Privacy and 
Electronic Communications (2002/58/EC) in July 2002. This directive concerns the 
processing of personal data and the protection of privacy in the electronic communications 
sector. Article 12 concerns how directories of subscribers should be managed, and for 
instance compels the member states to ensure that the subscribers are informed in advance 
about the purposes of a printed or electronic directory of subscribers and of any further 
usage possibilities. The subscribers will also be given the opportunity to withdraw, verify or 
correct their personal data free of charge. Article 13 in the Directive on Privacy and 
Electronic Communications concerns unsolicited communications for the purpose of direct 
marketing and does not allow automated calling systems unless the subscribers has given 
their prior consent. It shall also be prohibited to send electronic mail for marketing purposes 
disguising or concealing the identity of the sender [42]. 
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Legislative Influences  
The information society is global, and there are groups arguing that the legislation must be 
comparable all over the world. The fundamental question is on which level the legislation 
shall be, as restricting as in the European Union or left to self-regulating, such as in the 
United States. 
 
Consumers International, a global federation of 263 consumer organisations, performed a 
comparative study on 751 e-commerce websites in January 2001. The results showed that 
both US and EU sites fall short of the international standards of privacy. The study reveals 
ignorance of most basic principles of fair information use and that the existing methods of 
protecting peoples privacy in different countries not are adequate. One of the findings was 
that sites within EU, in spite of EU regulation, are no better at informing the users how the 
data is exploited than sites established in the US. Some of the sites with best privacy policy 
were found in the US and the most popular US sites were more likely than the EU-based 
sites to give users a choice about being on the company’s mailing list [3]. 
 
Interest groups claim that the effects of strict legislation are mainly negative and that the 
major shortcomings will have a negative effect on trade and a large bureaucracy [6]. Such 
legislation will also restrict the consumers’ choice and ultimately result in higher prices and 
outdated services and products. Others mean that data protection should not be included in 
the human rights, since it diminishes the notion of fundamental rights such as the 
prohibition of slavery and torture. Lucas Bergkamp, a professor at Hunton & Williams in 
Brussels claims that the ownership of the data is a question that we have answered too 
quickly. According to Bergkamp there is no reason to grant a data subject a property right 
just because the data is about him or her. It is the person that collects the data who has made 
all the work to create this valuable resource and therefore this person is the owner [6]. 

Differences Within Legislation 
The fundamental difference between the United States and the European Union is that 
privacy laws are centrally advised in the European Union, while there are few federal laws 
in the United States that cover privacy. This creates an elementary protection for citizens in 
Europe, while citizens in the United States have different levels of protection depending on 
which state they live in. However, the privacy protection is generally on a lower level in the 
United States than what it is in Europe. It is difficult to draw a single conclusion to why this 
is the fact, but one of the reasons in that the political climate is very different in these areas. 
The United States has to a great extent relied on the powers of commercialism, self-
regulation and individual freedom. The right of free speech is a strongly protected right. The 
purpose of advertisement and in the prolonging unsolicited bulk email is to achieve the goal 
of capitalism. Europe on the other hand, with its relatively new European Union, has 
another history and recognizes the need of a centrally protected individual, which has 
permeated the legislation. Another fundamental difference is that the citizens of the United 
States do not own their own data while citizens of the European Union do. In the next 
chapter this is explained in a wider perspective. 
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CHAPTER 4 

Privacy is bad for business 
NETCOALITION 

PRIVACY VIOLATIONS 
Threats Towards Our Privacy 
Threats towards our privacy are nothing new. All of them are not criminal, but they can be. 
Many violations are legal in the United States, but it’s different elsewhere. Privacy laws are 
much more restrictive in Europe and other countries such as New Zealand and Canada. In 
the United States people do not own their own data and there are only a few occasions when 
individuals have any rights or protections about the data collected about them. It is 
commonly known that merchants have long used whatever information they could acquire 
to target individuals and demographics. Companies collecting information about you such as 
your lifestyle, your physical condition, your buying patterns or your economic status, could 
sell the information to any third party without your knowledge or consent [32]. This is a fact 
in the United States and we fear that we will see the same development in Europe. 
 
There are two fundamentally different types of privacy violations: targeted attacks and data 
harvesting. In a targeted attack someone wants to know everything about somebody else. If 
the other one is a person, it’s called stalking, if it is a company it’s called industrial 
espionage and if it is a country it’s called spying. All of these alternatives are illegal and 
computer security can protect a victim against a targeted attack but if the attacker has a lot 
of resources they can easily get around the security measurements. Computer security is 
only capable to protect the information while it’s stored in the computers. 
 
Data harvesting is an attack that exploits the power of cross-correlation. Assume that an 
attacker tries to find a specific person or group by searching for its particular characteristics. 
An attacker might want to get a list of all persons in a certain geographic area who subscribe 
on a specific magazine and are members of a specific political party. Cross-correlation of 
information in order to find a specific person or group is nothing new, but computerized 
information allows them to better target their searches. Results of these actions could be 
targeted unsolicited bulk email or fraud. 
 
To protect individuals from data-harvesting attacks we must make the gathering of 
information difficult. Assuming that it is illegal for a third party to buy information from 
databases, good cryptography and computer security can help to protect against an attack 
[32]. Our thoughts on this matter are that computer security only can protect to a certain 
level. When it comes to computer security there is an arms race, which can be described as 
an increasing development where security engineers are trying to find the best security 
solution and the hackers are trying everything to crack it. Data harvesting is only 
worthwhile because it can be computerized and if all computerized information were 
protected, an attacker wouldn’t even know where to find this information. However, we 
consider a protection of all computerized data as a mission impossible.  



 

  11

Invasion Of Privacy During Crisis 
There is a need for balance between privacy and safety and it has to stay that way. As a 
society we need to decide what balance is right for us. The future does not appear optimistic 
given that privacy is the first thing to get ignored in a crisis. In the United States the Federal 
Bureau of Investigation, FBI, is trying to produce crises in an attempt to get more influence 
to invade our personal privacy [30] since a war, an attack by terrorists or a police action 
could and probably would cause a change of opinion in the privacy debate. 
 
The terrorist attack on September 11, 2001 has lead to ignorance of privacy from the 
American government. The need to find the terrorists affects ordinary people. Each time our 
society goes through a substantial crisis more and more of our privacy is lost. An example 
of this is that after the terrorist attack it was widely reported that the FBI had installed the 
controversial cyber snooping software DCS-1000, previously named Carnivore, on email 
servers of several Internet Service Providers, ISP, in the United States [19]. This kind of 
software affects not only the US Internet users, it affects everyone else as well. The reasons 
for this are that the users access the Internet via ISPs, which mainly are located in the United 
States and that the global access to Internet is mainly controlled by Internet Backbone 
Providers, also mainly located in the United States [8]. 

Massive Surveillance Systems 
DCS-1000 is definitely not the only cyber snooping software used for surveillance, there are 
other systems as well. One of these is a massive electronic surveillance system called 
ECHELON. The system was originally set up during the Cold War but it was not confirmed 
until a few years ago when secret documents of the National Security Agency, NSA, were 
declassified [4]. The global interception system is operated by the intelligence agencies of 
the United States, the United Kingdom, Canada, Australia and New Zealand and led by 
NSA. The system intercepts and gathers daily communication including phone calls, 
Internet downloads, email, satellite transmissions and much more. Then the information is 
sorted and refined through programs using artificial intelligence. 
 
An investigative journalist revealed in 2000 that Central Intelligence Agency, CIA, had 
passed out sensitive commercial information gathered through ECHELON. As a result 
Airbus lost an aircraft contract to Boeing worth $6 billion [4]. James Woosley, former 
director of the CIA clarified that they only helped “level the playing field” by passing out 
the information [32]. Either way, no matter what your thoughts about ECHELON is it was 
not tasked for illegal activities such as industrial espionage or to obtain business secrets for 
US companies. 
 
The techniques used for this kind of massive surveillance could be used to violate our 
privacy even more in the future. Imagine what the result would be if a similar system was 
developed but instead of gathering the Internet communication it collects personal 
information from computerized databases and correlate the information to a specific person. 
It would definitely be the end of what we call privacy today. 
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Cyber Crime 
In the real world the concept of unchanging nature of attacks is verified. The concept is 
significant in the digital world as well. Just like the real world people populate the Internet 
and the users interact with each other in various ways. Now we have reached a point where 
threats in the digital world mirror the threats occurring in the real world. Crimes committed 
in the real world are being performed in the digital world as well. The unchanging nature of 
attacks helps us to outline what to expect in the future. Even if the crimes are performed 
differently the psychology and the force that drives the criminal is the same. No matter 
where the money is, the criminals will eagerly try to get it and if we look back in history we 
know they will succeed [32]. 
 
One of the most substantial security issues on the Internet is real crime, such as money theft 
as well as theft of credit card numbers and identity information in order to use it to commit 
fraud. These crimes also invade on our privacy but many times we don’t know that our 
identity information has been stolen. It does not lie within the attacked companies’ interest 
to announce such attacks because of the bad publicity. They are afraid to loose customers as 
reports concerning computer fraud might get people more reluctant to use a certain 
computer service. Legislation can require companies to make these attacks public but it is 
also important that the media takes its responsibility and report the attack in a correct tone 
without blowing it out of proportions. In the following section we will concentrate on 
describing some of the most substantial privacy violations on the Internet these days. 

Identity Theft 
Why steal from someone when you can become that person? It is very simple and can be 
much more rewarding. In recent years there has been a dramatic growth of this kind of 
crime. It’s called identity theft and involves the deceptive use of another person’s identit y 
such as name and personal number or social security number. As a consequence, the identity 
thief who performs criminal acts in the name of the target will damage the target’s name and 
reputation. Identity theft is frightening and frequent, between 500,000 and 750,000 cases is 
being reported in the United States every year and the number is increasing [32]. There is no 
doubt that identity theft is a growth area. The problem is that there are too many ways of 
getting hold of the information necessary to steal someone’s identity. Identity theft often 
begin with inside sources stealing personal information and then selling the data, but it 
could also be as easy as searching through trashcans to get hold of credit card information. 

Cyber Stalking 
As mentioned earlier invasion of privacy is the same problem whether it is online or offline. 
Since crime in cyberspace mirrors the real world it also includes the threat of physical harm. 
Online it’s known as cyber stalking. In the beginning of the 1990s, a lecturer at University 
of Arizona organized a hunt on the Internet where the mission was to find out everything 
they could about a specific person. In one week they had found 148 pieces of information 
about this person, everything from grades in school, to his memberships in a number of 
organizations [16]. It’s no secret that computerized data can be searched easily and one can 
only imagine how much information such a mission would generate today when much 
information is stored in databases and when it’s no problem to cross correlate the 
information from different databases.  
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Online Fraud 
Privacy violations can easily lead to fraud. In principle, an online fraud degrades the privacy 
of some information resource to the advantage of the criminal and the disadvantage of the 
victim. When it comes to online fraud it often concerns credit card numbers stolen from 
hacked databases. A large number of these numbers are being offered for sale each week on 
the Internet. The cost of one single number can vary between 40 cents and $5. According to 
the market research firm Celent Communications the cost of online credit card fraud will 
reach a minimum of $1 billion each year [29]. Another kind of online fraud is when 
criminals hack into computers that control public utilities such as water and electricity and 
use the data to acquire when people go away on vacation. Wherever data can be exploited, 
someone will try it, computers or no computers. 

Marketing Fraud 
Another type of fraud is marketing fraud. For years con artists have been luring innocent 
consumers into scams via telephone, mail, advertisements in newspapers and magazines or 
email. A typical fraud is committed through the following scenario; a con artist offers prize 
money, a vacation, or a huge return on a financial investment. The only catch is that the 
victim must make some kind of payment in advance and then the criminal disappears with 
the victim’s money. This kind of fraud is often targeted against senior citizens [10]. One 
example is the so-called Nigeria letter, which has occurred frequently since the 1950s. The 
scenario is often that a person claims to have a large sum of money in an African country 
and in order to get access to it they need to borrow your bank account. In return you will 
receive a percentage of the money, but soon some obstacle will occur and you have to pay a 
small sum in order to get the money. This scenario will continue and the victim will be 
deeper and deeper involved in the scam. This business is estimated to be Nigeria’s third 
largest business and there does not seem to be any interest in stopping this nuisance [18]. 

Unsolicited Bulk Email  
Unsolicited Bulk Email is a commonly used and inexpensive way for companies and others 
to reach many mail recipients in a short time. When properly used it is a functional and 
smart tool, for instance a producer can easily send information about their new products to 
all its resellers in a short time. Our definition of unsolicited bulk email is as follows: 
 

“Unsolicited bulk email is a message or advertisement sent to a group of recipients 
who have not requested it.” 

 
Problems arise when unsolicited bulk email is improperly used and this is when the term 
spam is used [14]. According to FBI’s criminal division scams performed on the Internet 
have become “epidemic”. It is easy for a swindler to create websites with the ultimate goal 
of trying to defraud innocent users. In literally a few minutes a spammer can create a 
personalized email, send it to thousands of recipients and entice them to the website. Even if 
99.9% dismisses the offer and 0.1% of the recipients accept the offer the swindler is 
satisfied. In the next chapter we will examine the global problem with spam further. 
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CHAPTER 5 

Spamming is the scourge of electronic-mail  
and newsgroups on the Internet 

VINTON G. CERF 

A GLOBAL PROBLEM 
History Of Spam 
One of Hormel Foods products is a luncheon meat called SPAM, which is an abbreviation 
for Spiced ham. Monty Python used the product in a sketch, where a restaurant serves food 
with lots of spam and the waitress keeps describing how much spam there really is in each 
dish. During the sketch, a group of Vikings are singing a song about spam and they keep on 
singing until somebody finally tells them to shut up. This is an explanation of what we mean 
of the term spam these days, it is something that keeps repeating until it gets really 
annoying. 
  
In 1978, Digital Equipment Corporation sent a publicity email about their new machine to 
all ARPANET addresses on the United States west coast. But this was before the expression 
spam was used in relation to computers. The MUD-community, was probably first to use the 
expression in the late 1980s. MUD is a shared world where users can chat and interact with 
other objects. In this community, a few different behaviours were named spamming. One of 
these was when a computer was flooded with data in order to crash it. It was also called 
spamming to flood a chat session with a lot of text.   
 
Richard DePew was making some changes in Usenet and had implemented the software 
ARMM in March 1993. Unfortunately the software included a bug and when he used the 
software it posted 200 messages in the news.admin.policy-newsgroup, a newsgroup where 
computer engineers discussed the management of the net. In the following debate the term 
spam was used to discuss this type of behaviour [36]. 
 
In January 1994 the first massive Usenet spam email was sent to all newsgroups saying 
“Global Alert for All: Jesus is Coming Soon” and this caused a lot of debate. A few months 
later two lawyers posted the spam “Green Card Lottery - Final One?” to all newsgroups. 
They were proud of what they had achieved, and became well known in the press. Soon they 
announced plans to form a consulting company to post such ads for other people. However, 
people ignored them and they were soon forgotten [36]. 
 
During the late 1990s, spam occurred more frequently and during the past years, the amount 
of spam has exploded. One of the largest anti-mail companies, Brightmail, has detected a 
large increase in spam and if this speed of growth is allowed, there will be more spam than 
ordinary email messages in our inboxes during 2003 [23]. 
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How Spammers Work 
The reason why the spam phenomenon is still developing is because the cost of distributing 
spam is minimal and the potential money that can be made is excessive. Spammers get paid 
per recipient and are therefore probably the ones who caches in the largest checks. In April 
2003 the FTC accused one person of sending millions of emails to drive business to more 
that 20 adult sites. Doing this he supposedly earned $1 million in commission [17]. 
 
There are many techniques that a spammer may use. Historically, the most common 
technique was the usage of open relay system. The spammer takes advantage of systems that 
are open and will relay email from site to site, without any authentication of the sender as a 
valid user. A survey made by Internet Mail Consortium, IMC, in August 2002 shows that 
less than 1% of email servers allow relaying, compared to the 6% that allowed relaying 
eighteen months earlier [22]. Over these months the amount of spam has increased 
substantially, which indicates that the amount of spam is not related to the number of open 
relays available. 
  
Instead the spammers are using other techniques. One of them is to exploit insecure CGI-
scripts. These scripts make it possible for a web browser to communicate with scripts on a 
server. To find insecure scripts, spammers scan the website’s CGI directories for copies of 
them. One known vulnerable script was Matt Wright’s Formmail.pl which before the recent 
update allowed the user to send mail through the website to random addresses at other sites. 
One of the advantages of using this kind of scripts is that the SMTP header will point to the 
website operator instead of the spammers IP -address [21]. However, in April 2002, 
Formmail.pl was updated and spam related security holes were plugged [43].  
 
Spammers can also perform port scans for web proxies that support the HTTP CONNECT 
method. This method may be used to tunnel other TCP services, such as SMTP, over a 
HTTP or HTTPS connection. Many of these web proxies are set up without any 
authentication, even though the HTTP proxy protocol permits the same sort of 
authentication that HTTP servers do. Some of these open proxies are deliberately set up in 
order to provide Internet users with anonymous web access. When a spammer has found 
these services via port scanning, he or she exploits them to connect to the mail servers that 
he or she intend to spam. Proxies also provide the spammer with anonymity since they do 
not add the client’s IP-address to email sent through them. Another type of proxy system, 
the Socks protocol, can also be set up without authentication and when open they may be 
exploited by spammers [21]. Socks is a networking proxy protocol that enables one host to 
gain full access to another host without requiring direct IP-reachability. 
 
These techniques require some skill and knowledge, but a spammer who does not possess 
those qualities can easily use so-called “spamware” instead. This kind of software is 
designed to make spamming easier and includes email address harvesting software and 
stealth mass mailing software. The latter includes for instance features to exploit open relays 
and proxies at the same time or to forge email headers [21]. An address harvesting software 
can easily harvest 100,000 email addresses per hour [2]. 
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Anti-Spam Technology 
During the few last years, there has been a strong movement to stop spam. There are a lot of 
ideas of how to stop this menace and some of them are presented in the following sections, 
but still there is no single idea that alone will end it once and for all. Many experts urge for 
legislation, but there are difficulties in trying to catch the illegal spammers and enforce the 
laws. One example  of illegalities is that the spam makes fraudulent claims, such as to have 
false “Remove me” list or referral from friends. 
  
Today there are many spam-filters on the market such as pattern filters, domain filters and 
blacklist filters. Some of these are really efficient, but a determent spammer can always get 
around a filter, and this creates an arms race between the spammers and the filter makers 
and it does not really solve the problem.  
 
There are discussions if opt-in and opt-out lists would regulate the email traffic. People who 
have signed an opt-in list allow spam to their address, and no other email addresses may be 
spammed. On the other hand, if we have opt-out lists, the user must sign on the list in order 
to avoid spam. All loopholes for being anonymous must be closed for this method to work; 
otherwise the spammers still will continue sending spam undetected. 
 
An alternative, perhaps better approach is to make the ISPs to incorporate spam policies that 
disallow users from spamming, and prohibits spamming through relays, proxies or other 
methods. If the policy is good enough, the ISP will keep the privilege of email 
communication with the rest of the Internet users. If not, the ISP will end up on a DNS-
based Black Hole List, DNSBL, and since most email servers can be configured to query a 
DNSBL before accepting an email, the ISP will not be able to send email at all. A DNSBL 
is a specialized DNS-zone which links IP-addresses connected to the spam sources. 
Different DNSBL works in different ways and lists must be chosen so they serve each 
website’s policy best [21]. 
 
Another possibility is to have a white list for reliable ISPs and emails from others; unknown 
ISPs are dealt with differently. Communication via ISPs on the white list will flow without 
control and the rest will be redirected through special relay servers whose job is to rate-limit 
the amount of email anyone could send. This process is called throttle, and is similar to the 
one used in computer systems to control access to limited resources. The result is that the 
more of a resource that a given address takes, the more limits are put on to throttle the flow. 
[34]. By doing this, mass mailing from not white listed addressed would be impossible but a 
small amount of email would still be possib le to send. 
 
The protocol used to transmit email, SMTP, does not verify the identity of the email sender. 
Instead of changing the SMTP, which is a large task to take on, another suggestion was 
presented at the Federal Trade Commissions Spam Forum (April 30 – May 2, 2003) by the 
ePrivacy Group. This implies a new open email standard identified as Trusted Email Open 
Standard, TEOS, which is an appendage to SMTP and verifies the sender and the content of 
the email. The consumers and ISPs can then manage the incoming mail as they see fit. 
TEOS was endorsed at the Spam Forum by CAUCE [9], in United States and Canada as 
well as the SpamCon Foundation [11]. 
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There are many other organizations working against spam, such as The Spamhaus Project 
who administer and publish a list of known spam operations, Register Of Known Spam 
Operations, ROKSO. The register includes spammers and spam gangs that have been 
thrown of ISPs three times or more. A hardcore group of 180+ individuals, many with 
criminal records of fraud and theft, is listed in the register and are alleged to be responsible 
for 90% of all spam in the United States and in Europe [34]. One of the names on the 
ROKSO list is the convicted fraudster and notorious spammer, Alan Ralsky. In December 
2002 he gave an interview where he accidentally mentioned the name of his hometown. 
Within weeks after the publishing of the interview his physical mailbox was loaded with 
hundreds of pounds of junk mail. It was a payback from spam victims who had located his 
address and signed on subscriptions of catalogues and information requests in his name [31]. 

Costs And Consequences 
The increasing amount of spam has many consequences: for ISPs, for users and for the 
entire Internet. The ISPs buy bandwidth and when spam emails crowd it, they buy filtering 
software and finally the subscriber pays for the extra cost through increased fees. When 
adding the cost of ISP staff who deals with matters concerning spam, for instance 
complaints regarding spam or lawsuits against spammers, the real cost is no longer 
insignificant. The problem is that spam is growing in such a rate, that it might finally make 
email unavailable as a communication tool. The anti-spam company Brightmail recorded 
7.5 million unique spam attacks in May 2003, which is a 60% increase from May 2002 [5]. 
 
The users pay through higher fees, but also with time and work. Even if the users download 
and delete all spam, it still takes a few seconds every time to do so. If we are connected via a 
modem, we pay for every extra minute that we are online. If the amount of spam is high 
enough, it may be compared to a denial-of-service attack since we cannot use the computer 
to what we have intended to while we are downloading or dealing with the spam.  In the 
beginning of 2003 an estimated sum of 20 billion spam emails circulates the Internet every 
day. The cost for managing spam in the United States alone in 2003 is estimated to $10 
billion according to Ferris Research [12]. One can only imagine how much the global cost 
will be. 
 
Spam also invades our privacy; the constant data harvesting for active email addresses result 
in an extraction of addresses from all over the Internet for instance from chat-rooms, 
newsgroups and websites. This inhibits the Internet users from giving away their addresses 
and restrains them from using the Internet as intended. In some extent, spam also regulates 
how we act on the Internet. Many people now use different email addresses when surfing 
the Internet, giving away temporary addresses to mailing lists in order to avoid spam to their 
ordinary addresses.  
 
One of the best things with the Internet is the end-to-end principle. The point with this 
principle is that Internet applications should work from user to user, without any central 
control or management. If we are to stop spam, there is a risk that we will need some central 
control and violate the end-to-end principle.  
 
Spam may be compared to litter, if somebody throws a piece of paper in my yard, I pick it 
up and give no thought to it. But if I get hundreds of pieces thrown in every day, it is a real 
effort to pick them all up and above all, it is a violation to my privacy. The most important 
thing is that my mailbox was not created for spam, just as my yard was not created for litter. 



 

  18

CHAPTER 6 

E-mail is the killer application of the Internet,  
and spam is killing the killer application 

ORSON SWINDLE 

SPAM STUDY 
Description Of The Study 
We have considered in earlier chapters that unsolicited bulk email a.k.a. spam is a large 
problem for both Internet users and network administrators. In an attempt to confirm this 
and also that spam invades our personal privacy we decided to perform a test. Our ambition 
with the test was also to confirm the information we have compiled about spam and perhaps 
see some differences between United States and the European Union. 
 
In order to perform the test we created two fictitious individuals, called Adam Smith and 
Bill Smith, who were assigned to browse the Internet and registered numbered email 
addresses in the exact same manner using different web browsers. Adam used Microsoft 
Internet Explorer version 6.0 with the Security-level configured to default and the Privacy-
level set to accept all cookies. Bill, on the other hand, used Netscape Navigator version 6.0 
where the Privacy-level was configured to enable cookies. 
 
Before the test was performed an email server was set-up with Sendmail version 8.12.6 on a 
PC with the operating system FreeBSD version 4.7 in the Security Lab at Blekinge Institute 
of Technology. The server was configured so that it could handle our email accounts and 
save a backup copy of every incoming email as a safety measure if something would go 
wrong with the test. The server does not allow relaying. 
 
Another step performed before the actual test started was to decide which 30 websites that 
would be included in the test. We selected well-known and highly trafficked websites 
equally selected from the United States and European Union, in order to cover many 
different interests and various categories. At the same time we copied the selected websites 
privacy policy for future evaluation and registered which websites who had one and which 
who didn’t. 
 
The predetermined websites were divided into thirteen categories such as music, movies, 
news, games, computer security, travels, magazines, government, adult, gambling, 
gardening, pets, and ranking. The reason for selecting these websites was of course that the 
Internet users recognise them but also because they offered free email or mailing lists. The 
intention of this operation was to end up in their databases and to examine if our personal 
information, for instance email address, was forwarded to third parties and/or if it generates 
spam. 
 
The spam test was performed during a five-week period between April 2 and May 7, 2003. 
Phase one was performed on the start-date during a couple of hours when our fictitious 
individuals browsed the selected websites in an exact same manner for a reasonably equal 
amount of time. During each session, Adam and Bill registered numbered email addresses 
and if needed other information such as an address or a password on the predetermined 
websites. This was done according to the following pattern adam1@ourdomain.se, 
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adam2@ourdomain.se, etc. to clarify which email address was added to which website. A 
few newsletters required confirmation. However the email server was not configured to send 
or answer any emails therefore we have not received any newsletters from them. During 
each session the number and the names of the cookies generated by each site also was 
registered. 
 
After phase one was finished the test proceeded into phase two, which consisted of a five-
week period where the email server were receiving our emails from our selected websites. 
When the five-week period was finished the test continued into phase three. In phase three 
we examined all of the incoming emails and gathered our data. The collected data has been 
analysed and the result is presented in the next section, which also includes an evaluation. 

Results And Analysis 

You’ve Got Spam 
After the test was finished and the data was gathered it turned out that adam3, who visited 
Music.com, was the only one who got spam during the five-week period and it was a lot. By 
the second day of the test adam3 got his first spam and after that it increased constantly and 
reached its highest point on April 29, 2003 when his email account received 21 spam, figure 
6.1. He received a total of 468 spam with an average of 13 spam emails each day 
[Appendix]. 
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We initially thought that we would receive most spam during the weekends due to open 
relaying as the Internet Service Providers are understaffed, but this theory proved wrong. 
Our statistics show that there is a slight increase of spam during Tuesdays and Wednesdays. 
However the difference is so small that it is difficult to draw any solid conclusions. As 
mentioned in chapter 3, the importance of open relaying has decreased which probably was 
the reason for why the most spam was sent during the weekends. 
 
As mentioned, the first spam was received on the second day of the test period. This spam 
offered an unsecured Gold Card and was sent from Arbango.com. The company claimed 
that adam3 had requested to receive special promotional messages from Arbango.com, 
however such request was never made. This kind of claims has also occurred frequently in 
other spam as well as statements that the email address was passed to the spammer by an 

Figure 6.1: Number of spam day by day 
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alleged friend. In some of the emails adam3 were greeted by his name Adam Smith though 
the email address does not reveal his last name. 

Source Of Spam 
The fact that adam3 was the only one who received spam on his email account has linked us 
back to the website Music.com. Our fictitious individuals, Adam and Bill, signed up for a 
free email account on the Music.com website. The registration required first and last name, 
email address, zip code and gender but we also registered address, city, state and country. 
Adam was registered as an American citizen living in New York and Bill was registered as a 
Swedish citizen living in Ronneby. The reason to this was that we wanted to see if there 
were any differences and it was. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The personal information that the users have registered on Music.com end up in a database 
apparently managed by BigMailBox.com, see figure 6.2. After that we can only speculate 
how someone got access to Adams email address. We believe that it might have been sold to 
a third party or stolen by someone who got access to the BigMailBox.com database. In this 
case the former alternative seems more possible. After examining the origin of the sender, 
which is described later in this chapter, of the received spam we can draw the conclusion 
that his email address has ended up on one or several opt-in lists. 
 
Another question we would like to find the answer to is the reason to why Adam got spam 
and Bill didn’t. However we can only assume that it depends on the fact that Adam is 
registered as a resident of the United States and Bill isn’t. Even if we assume that the email 
address was sold to a third party we still cannot determine for sure if it was 
BigMailBox.com or the third party who decided to accept Adam on the opt-in list due to his 
residency. 

Privacy Policies 
In general serious websites have privacy policies where they describe how the personal data 
collected on the site is handled. Often these policies are written with legal aspects in mind 
and therefore they are difficult for the users to understand. The privacy policy might be hard 
to find but in this case we consider it to be easily available to the user, although these 
documents were very large, they reached over sixteen pages. 
 
BigMailBox.com offers free email on several domains, such as MovieLand.com and 
EminemFans.com, and manages the Free Email offered on Music.com. When it comes to 
privacy issues a combination of Music.com’s and BigMailBox.com’s Privacy Policies and 
Terms of Service is applied. The Privacy Policy states that the personal information 
collected during the registration could be sold to third parties. The policy also states that 
cookies provided by banner ads of third parties could collect personal information and 

Figure 6.2: Source of spam 
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Music.com does not take any responsibility for this gathering of information. Music.com 
has also stated in the Privacy Policy that they may store any or all information collected 
through traffic or click-through data, cookies and contact information and other personal 
identifying information. In Music.com’s Terms of Service we found following [27]: 
 

“When you provide a notification email address upon registration, you agree to receive 
email notification and other messages at that address including, without limitation, 
offers sponsored or delivered by BigMailBox.com, Inc. or third parties.” 

 
One cannot claim Music.com to be dishonest since they clearly have stated in the Privacy 
Policy that if you do not agree to the terms and conditions you should not use this site. 

Spammers 
We have also examined the origin of the spam Adam received and it turned out that they 
were received from nine different companies. Two of these are located in Canada and the 
rest is located in various US states such as California, Texas, Colorado, Florida, 
Washington, and Massachusetts. Spam laws in these states are different however we have 
not studied legislation other than federal laws and therefore we will not attend to these. Then 
again, as we mentioned earlier, more than half the states have laws that deal with spam. The 
only conclusion we can draw here is that it doesn’t matter where you live in the United 
States. The spammers can easily get your email address and start harassing you.  
 
Unfortunately we didn’t receive spam emails from companies located other than the United 
States and Canada. Therefore we cannot compare if there are any differences between the 
United States and the European Union as we expected. The only conclusion we can draw 
from this is that we some what have confirmed that spam is a larger problem in the US.  
 
As we mentioned earlier, Adam received spam from nine different companies. The IP -
address found in the header of the spam has been used to locate these companies using 
SenderBase.org. We assume that the IP-addresses in the headers are not forged because the 
companies connected to these addresses deal with online advertisements. Two of these, Net 
Atlantic and MindShare Design are responsible for 90% of the spam Adam has received. 
The percentage of spam from each company is presented in figure 6.3. 
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Net Atlantic, who is responsible for 70%, is a company who focus on online businesses such 
as web hosting, mailing list hosting, email POP-accounts and e-commerce. However the 
spam received from this company originates from two different companies, Game Street  
(65.214.61.9) and DazeNetwork (65.214.61.7). Both of them are using mailing list services 
provided by Net Atlantic and are located in Boston, Massachusetts. The content of the spam 
received from these companies are scattered in a variety of categories. Game Street offers 
advertisements and specials by email using an opt-in list on their website. In the Game 
Street policy the company claim that they only send email to those who have asked to use 
their services and that they never sell, rent, loan or reuse email addresses of their subscribers 
[15]. We did not find any information about DazeNetwork but we assume that this company 
is similar to Game Street. 
 
MindShare Design was the second largest sender with 20%. The company is located in 
California and offers web-based email delivery and list management services designed for  
mass mailing. According to their website, they offer their customers a target delivery time 
from 4 to 12 hours for sending up to 2 million messages [26]. 
 
While examining the spam adam3 has received during the five-week test period we have 
noticed that the companies who has gained access to his email address and forwarded 
unsolicited bulk emails to it doesn’t consider themselves as spammers. Many of them 
clearly declare that they never send newsletters and advertisements unsolicited. However 
this could be a matter of definition. We certainly categorize the emails sent to adam3 as 
spam since he never requested to be registered on these opt-in lists even if his personal 
information registered at Music.com has been passed forward to these companies. 

Identified Spam Details 
We categorized our 468 emails into fifteen different categories as a result of an evaluation 
of the subject line. The result is presented in the figure 6.4. 
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We have noted that the categories that generated the most spam were free offers and 
financial advertisement such as offers to loan and make money. The subjects of the spam are 
of such different natures that we can draw the conclusion that Adam’s email address did not 
end up on a targeted list. If this had been the case he might have received spam related to 
music or entertainment. However we identified a pattern among the spam. Some of them 
had the same subject and content but different senders and/or IP-numbers. Below are some 
examples of the subjects that adam3 received: 
 
w “2 minute loan application” 
w “Adam, email 1000s spam free” 
w “Get the “Iraq Most Wanted” deck of cards” 
w “50-75% off your printer ink. Ink blowout sale” 
w “A giant boost of sexual energy” 
w “Get your degree online” 
w “Claim your free digital camera” 

 
Most of the spam offers the recipient to delete his or hers email address from the mailing list 
using opt-out lists. It’s commonly known that the recipient ought not to reply to these spam 
or to sign any opt-out lists since then the spammers know that your email address is active 
and the result might be even more spam. But ongoing and unpublished research performed 
in the Security Lab at Blekinge Institute of Technology has so far shown that many senders 
of spam have a functional “Remove me” option and that no further spam has been generated 
after using this option. Although nearly 30% had “Remove me” options that did not work at 
all. One can draw a parallel with our research, as it seems like many Internet actors are 
trustworthy and reliable, but a few are not and these few actors are the ones most noticed. 

Other Findings 
Is has been stated previously in this thesis that cookies in fact are a threat to privacy since 
it’s used to create a data shadow. Therefore we registered all cookies when the test browsing 
was performed. Netscape sets an average of 5,5 cookies per website while Internet Explorer 
sets 2,2 cookies [Appendix]. Netscape sets more cookies than Internet Explorer but it is hard 
to determine if this result has affected the final result given that we do not know what 
information is held in the cookie and if the owner is using the information. If the test had 
generated spam on more than one email account it might have been interesting to use 
statistics of the cookies that we registered when we were performing the test. 
 
There are no other reasons for us to assume that the received spam has any connections due 
to the fact that Adam and Bill used different browsers during the test. If both of them had 
become victims of spammers we could at least have examined if there were any differences 
between Internet Explorer and Netscape. 
 
During our test we collected the websites’ privacy policies and it turned out that a few 
websites had not incorporated a privacy policy [Appendix]. They were European websites 
located in Sweden and in Finland. It seems that websites using the English language in 
general has a privacy policy that addresses the users personal information. Generally the 
privacy policies are extensive texts, which are hard for the average Internet user to read and 
understand. Most important is that they are not consequently formulated and often include 
irrelevant and unrelated details. We think that the average users often do not read the 
privacy policy and if they do they may not understand the content. Due to these facts one 
can question whether privacy policies have a serious intention or if they are composed to 
confuse users. We would rather see that the privacy policies were shortened, formulated in 
basic terms and easily available. 
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CHAPTER 7 

The world is never going to be perfect, either on- or offline;  
so let’s not set impossibly high standards for online 

ESTHER DYSON  

DISCUSSION 
Spam Is An Increasing Problem 

We Need To Wake Up 
Internet implies a vast amount of possibilities and opportunities and it is important that it 
stays that way. The power of the Internet lies within all its users but with strength comes 
responsibility. The Internet is one of the causes to why our personal privacy is being eroded 
and we cannot afford to be oblivious about this. Today, technologies are developing rapidly 
while legislation and maturity of society are having difficulties to keep up. In order to 
maintain our personal privacy we need to act rapidly. We need to find ways to diminish 
violations on our privacy. What we see today can be compared to a crack in a dam. If we 
don’t repair the crack the dam will break and we will be flooded. 

Spam Trends 
As we have mentioned in this thesis, spam is a fast growing global problem, which affects 
the users no matter where they are located. There are strong forces fighting the spam battle. 
Several large IT-companies such as Yahoo!, Microsoft and AOL Time Warner, formed the 
workgroup Jam-Spam in order to compose guidelines on how to pursue the battle. This kind 
of cooperation is a necessity but it would be even better if these companies would team up 
with governments and legislators as well. 
 
A large percentage of all spam is apparently generated by a few well-known spammers 
using different advanced techniques while spam kiddies and others that are tempted by its 
simplicity probably generate the smaller percentage. Just as script kiddies the spam kiddies 
seldom know what they are doing, just using and experimenting with software developed by 
others. Advertisement for spamware often claims that the software is as easy to use that 
anyone could do it, even a twelve-year-old kid. What we need to focus on is the well-know 
group of spammers and to stop their businesses. The spam kiddies are almost impossible to 
catch and without the ability and cunningness of the real spammers, there will be less 
spamware for them to use. 
 
Spammers and anti-spammers have already started an arms race similar to virus and anti-
virus developers. There are many different kinds of anti-spam filters for the individual user 
to install, but the spammers get around these filters soon after they are introduced on the 
market. It is the same procedure with anti-virus programs; one has to update this software on 
a regular basis in order to keep the level of protection intact. Server based filter also requires 
updates and improved quality, but they will probably dominate the future market since the 
responsibility lies on the ISPs. To have spam-free services will probably become an 
advertising argument for the ISPs. 
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Spam legislation is moving forward. There are many bills pending both in the United States 
and in the European Union and some of them have already been enacted [20]. We believe 
that legislation against spam is needed but the laws must be realistic and adjustable to the 
digital world. We also need guidelines for how the ISPs ought to act in order to eliminate 
the spammers’ possibilities to send spam. The digital world is proceeding to develop and 
one of the largest areas to expand is the one that includes products and services connected to 
mobile phones. When the 3G network is more commonly used, we will probably see spam 
also in these channels, unless we do something about it. 
 
When it comes to accepting emails sent to us we have different levels of acceptance. We 
consider it to be an invasion of privacy when somebody sends advertisements to us without 
our consent while others may accept advertisements of known products such as MasterCard 
from serious companies without protest. Some advertisement forwarded to our inboxes, 
known or unknown products, may also be forwarded by less trustworthy companies. As we 
mentioned, the level of acceptance could be very different from person to person and also 
depending on where you live. 
 
Email advertisement might be a good way for e-commerce businesses to promote products 
to some extent. But the bottom line is that companies functioning in the e-commerce 
business work against their own goodwill, and in the prolonging this will have a negative 
affect on their economic situation. Our experience shows that these companies do not 
consider advertisement and product information as spam while we think that the Internet 
users generally consider all unsolicited bulk emails as spam. 

Approaches To Stop Spam 
One of the most important features of the Internet is email, and we are now risking a 
collapse of the email system due to the massive distribution of spam. The situation in the 
United States is far worse than what it is in Europe. This might depend on the fact that the 
legislation in Europe is more restrictive than in the United States. However, due to the 
Internets global structure spam is widely spread all over the world. If nothing is done about 
the spam problem, we will probably witness a tragedy of the commons meaning that the 
ordinary users will be victims and a few will profit. The Internet will become less functional 
and probably more expensive. It might also be disturbing for the e-commerce, since much of 
their success depends on a good contact with their customers and a good creditability. 
 
We must face the fact that spam will never stop. But in order to get it on an acceptable level 
we need to deal with it using technical, educational and legislative approaches. One or two 
of these approached to stop spam will never do, we need to use a combination of all of them. 
 
Technical approaches 
Our opinion is that the most important matter when it comes to technical approaches is that 
there is a general agreement between the actors who are using the Internet. The technical 
solutions we have mentioned in chapter five have both positive and negative aspects. Black 
Lists might cause blocking of innocent Internet Service Providers as spammers could be on 
a White List and might send a lot of spam before he or she is discovered. An acceptable 
solution is to throttle, since it minimizes the risk of mass mailing although a smaller amount 
of spam might still be possible to send. However this might be something we will have to 
learn to live with. There are a lot of discussions about opt-in/opt-out lists as the solution to 
stop spam. Nevertheless we consider these methods to be hard to function due to the 
fraudulent spammers. At the Spam Forum held by FTC in May 2003 some of the large 
actors endorsed the proposed new standard TEOS, which seems to be a functional anti-spam 
weapon. However it requires an extensive support from all actors if it will become a 
success. 
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Educational approaches 
Both the Internet Service Providers and the Internet users need to take responsibility. In 
order to control the sending of spam, we consider that the ISPs must have a minimum 
standard on their privacy policies. They must also take responsibility for their customers and 
ensure that they follow their privacy policies. If not, the customer will be disallowed their 
services. As a user, we must also act responsibly. Many Internet sites have privacy policies 
and we should read them before joining any mailing list or signing on to anything. By 
signing some of these privacy policies we often willingly or obliviously accept that our data 
may be shared or sold to third parties. However, these privacy policies are often difficult to 
understand and therefore we would like to see a standard sheet for these kinds of policies in 
order to facilitate for the users to understand the fundamental content. 
 
Legislative approaches 
There is a risk that anti-spam legislation will have no effect, therefore we need to study the 
existing laws before we create new ones. The most recent bill presented in the United States 
is the Can Spam Act of 2003, which would compel the spammers to spam labelling, include 
opt-out lists and the senders address. It would also be illegal to forge headers and use 
deceptive subject lines. Although, a bill of this kind might be useful but the risk of 
spammers trying to disguise themselves is still excessive. It will not be as effective since 
you still need to locate the spammers, so the answer is probably a technical solution. A 
resembling bill has been enacted in the European Union. However this type of legislation 
requests that the technical solutions are adequate. 

We Need To Protect Our Privacy 

Bad Privacy Protection 
Our privacy is being violated as the spammers collect our personal data such as our name 
and email address without our permission. They are also cluttering our inboxes with 
advertisements for a range of products and non-trustworthy companies. The spammers are 
responsible for a large part of the online data harvesting and in the prolonging this could be 
the base for further violations towards our privacy. This is why we need to endorse and 
encourage the approaches to stop spam mentioned above. 
 
A bad privacy protection is bad for the entire Internet. It might prevent people from using 
the Internet in fear of becoming a subject for data harvesting or other privacy violations. It’s 
not a coincidence that much of the current literature concerning issues on privacy describes 
the situation in the United States. There are more violations to privacy in the United States 
that in Europe, much due to the fact that the European legislation is much stricter. Private 
information in the wrong hands might be devastating; this is a lesson Europe learned from 
the Second World War. 
 
Privacy might be bad for business but regardless of this, companies need to have a good 
privacy protection even if it is expensive. This is something they need to accept, because in 
the long run privacy is a necessity for all of us in order to have functional societies where 
people are entitled to rights such as freedom of speech and democracy. We need a global 
framework for legislation, which mirror the computerized world. It’s important that this 
framework will provide guidelines for the protection of people’s privacy and to guarantee 
everybody their right to own and control the data that is collected on them. 
 



 

  27

Spam is one of the most extensive privacy violations on the Internet and the users are 
exposed to it daily. However there are many other consequences of bad privacy protection 
as we mentioned in chapter four. There is an adequate privacy protection in the European 
Union, which diminishes the risk for privacy violations such as identity theft, cyber stalking, 
online fraud and marketing fraud. These violations are much more common in the United 
States, we think that it’s probably due to their inadequate legislation and the fact that the 
states have different privacy protection. The fundamental issue here is that US citizen does 
not own their own personal information collected on them. Even if citizens of the United 
States already have lost the privacy battle we need to make sure that our protection will 
remain as satisfactory as it is today. The problem is not legislation; instead it is how to find 
the abuser during the attack and to prosecute for crimes committed online. 

Controlling The Future 
We cannot control our personal information entirely but as Internet users we can be active in 
the debate. Many companies collect our personal information insidiously and without our 
consent. We think that it’s important that these companies are open about it instead. After 
all, it’s all about trustworthiness and goodwill for all actors involved. We live in a world 
where companies willingly use our personal information in order to profit but we still need 
to protect our privacy. This combination is not impossible and what we, as a society, need to 
do is to make sure that our privacy is protected and that we don’t become victims of 
fraudulent actors. Even if George Orwell describes a society controlled by Big Brother in 
his novel Nineteen Eighty -Four the gloomy slogan “War is Peace, Freedom is Slavery, 
Ignorance is Strength” is a slogan we need to have in mind as a warning [28]. The 
keywords for us as a society are education and openness in order to diminish the 
possibilities of Kid Brothers controlling us. 
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CHAPTER 8 

Privacy is well worth fighting for 
THE AUTHORS 

CONCLUSION 
Conclusion 
In this thesis we have studied privacy issues and consequences of bad privacy protection 
online. Privacy is a necessity for individuals in every society and we have found large 
legislative differences between the United States and the European Union. In general the 
fundamental privacy protection is better in the European Union than in the United States 
even if some US states, certainly not all, have tolerable privacy security. The key difference 
is that individuals in the United States do not own their own data collected on them while 
individuals living in European countries do. Consequently, this results in numerous privacy 
violations such as identity theft, different kinds of fraud and spam. 
 
We have also conducted a study on one of the most vigilant privacy violations at present, 
spam. The conclusion acquired from our study is that the real situation is as flawed as we 
suspected it to be. We think that most Internet users spread their own personal information 
and sign privacy policies without even giving it a second thought. This behaviour verifies 
the fact that people are oblivious about their own privacy. But we cannot blame ourselves 
altogether; corporations must take responsibility when they formulate privacy policies so 
that the users understand the content of them and in particular explain how what they do 
with the information. 
 
Email is one of the most important and applied features on the Internet but the unrestrained 
growth of spam threaten its functionality. There are several approaches to functional 
solutions to this problem and the only conclusion we can draw is that a durable solution 
demands cooperation between online actors, legislatives and educators. During the past 
years a strong opinion against spam has been established. Even though some actors have 
begun to cooperate in the anti-spam battle we still we need global cooperation. We think 
that this problem never will be solved entirely but in a near future the problem will be 
diminished to an acceptable level. 
 
Our conclusion drawn from this thesis is that privacy is well worth fighting for since it is 
one of the fundamental roots of a democratic society and we consider it to be one of the 
most important human rights. 

Future Work 
We propose that further studies could look into massive surveillance system, as it would be 
very interesting to look at the development of these systems, in particular how war and 
terrorism has affected our privacy. Further investigations could also focus on other 
interesting issues concerning unsolicited bulk email such as examining the Internet Service 
Providers privacy policies to verify their trustworthiness or to investigate individuals or 
companies who send unsolicited bulk email to Internet users. 
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GLOSSARY 
3G  Third Generation mobile system. 

ARPANET Advanced Research Projects Agency Network. 
CGI Common Gateway Interface makes it possible for a web browser to 

communicate with scripts on a server. 

Cookies   Text file created and placed on a computer by a website. Could be used 
to track users and to store information. 

Denial-of-Service A type of attack that results in preventing legitimate users access to 
resources they are entitled to. 

DNS Domain Name System 

HTTP HyperText Transfer Protocol, protocol used to traffic hypertext over the 
Internet and the World Wide Webs underlying protocols. 

HTTPS Secure HyperText Transfer Protocol, same as HTTP but secured by 
access control and using encryption between a web server and browser. 

IP-address Numerical address to computers on the Internet. 
ISP Internet Service Provider, an entity that offers a server and the software 

needed to access the Internet for a fee. 

MUD Multi-User-Dungeon 
P2P Peer-to-Peer, real-time communication between computers in a network 

without server. Each computer can act as both client and server. 

POP Post Office Protocol, protocol used on servers to handle email. 

SMTP Simple Mail Transport Protocol, protocol used for sending email. 
Spyware Software installed on a computer without the user’s knowledge capable 

of sending messages back to the owner. 

TCP Transmission Control Protocol, connect-oriented protocol that runs over 
the Internet Protocol, IP. 
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APPENDIX 
Results Of The Spam Test 
 

     ADAM   BILL  
 WEBSITE  PP SPAM OTHER COOKIE SPAM OTHER COOKIE 
1 UK250.co.uk/music UK Y 0 1 0 0 1 2 
2 Mp3.com USA Y 0 2 6 0 2 16 
3 Music.com USA Y 468 1 5 0 1 12 
4 IMDb.com USA Y 0 1 0 0 1 1 
5 EmpireOnline.co.uk UK Y 0 7 4 0 7 8 
6 Entertainment.msn.com USA Y 0 0 3 0 0 6 
7 WashingtonPost.com USA Y 0 35 3 0 35 12 
8 TheHerald.co.uk UK Y 0 24 0 0 24 0 
9 SVD.se SWE N 0 20 5 0 20 7 

10 GamesDomain.co.uk UK Y 0 1 3 0 1 6 
11 HappyPuppy.com USA Y 0 0 2 0 0 4 
12 FunBrain.com USA Y 0 5 5 0 5 9 
13 EPIC.org USA Y 0 1 0 0 1 0 
14 F-Secure.com FIN Y 0 0 0 0 0 0 
15 KilroyTravels.com FIN N 0 2 0 0 2 0 
16 CarlsonTravel.com USA Y 0 3 1 0 3 4 
17 FHM.co.uk UK Y 0 6 2 0 7 6 
18 Playboy.com USA Y 0 14 2 0 12 11 
19 Regeringen.se SWE N 0 2 0 0 2 1 
20 WhiteHouse.gov USA Y 0 1 0 0 1 0 
21 PorrPost.com SWE N 0 1 2 0 1 3 
22 Sex.com USA Y 0 12 4 0 12 8 
23 WinnerOnline.co.uk UK Y 0 1 3 0 1 4 
24 OnlineCasinoReports.com USA Y 0 2 2 0 2 8 
25 TheGardenHelper.com USA Y 0 1 6 0 1 6 
26 Odla.nu SWE N 0 5 1 0 5 1 
27 AllOurPets.com USA Y 0 0 5 0 0 21 
28 Doghouse.com SWE N 0 0 0 0 0 1 
29 Clickets.com USA Y 0 2 0 0 0 1 
30 Ranking.com USA Y 0 1 3 0 1 8 
 TOTAL   468 151 67 0 148 166 
 Cookie/website     2,2   5,5 

 
PP = Privacy Policy 


