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ABSTRACT

The thesis work intends to provide an architecture for discovery and monitoring of 
nodes in a network with improved performance and security. The proposed work 
addresses limitations identified within the scope of this thesis. The limitations are 
identified by analyzing some of the better existing monitoring tools in the market 
with the use of different protocols. The proposed work use different protocols 
depending on the situation of the problem that exists in a network. Analyze the 
existing network monitoring tools, by performing metrics and overcoming the 
limitations. We proposed a new architecture motivated from traditional network
monitoring tools with subtle changes. Proposed architecture is also conceptually 
evaluated for its viability. 

Keywords: Network Monitoring Tool, Enhanced NMS-Tool, Network Elements, 
Traditional NMS Architecture, Configuration Protocols
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1 INTRODUCTION

This chapter introduces and presents the baseline of the thesis. We provide an 
overview of the paper and the important issues that will be discussed and 
investigated.

1.1 Background

In the past, the networks were too small. Moreover, it was easy to maintain the 
networks manually. Network size is increasing gradually with the increase of nodes 
in a network that is sub network, LAN and WAN. It is complex to maintain large 
networks like WAN [3]. To overcome this problem, network management came in to 
existence. Network management is divided to five segments, namely configuration 
management, fault management, accounting management, performance management, 
and security management [4]. The first two segments are used to discover and 
monitor the nodes in a network; performance management system measures the 
network performance using metrics [5]. In the bulk network consisting of huge 
number of nodes that cannot be maintain manually. so automatic node monitoring
tools are developed. There are number of network monitoring tools available in the 
market. These tools have some limitations such as maintenance problem, taking
much time to search a node. Considering the limitations of existing monitoring tools, 
we designed a new architecture, which can discover and monitor the network 
elements within a short period compared to existing tools. Thus, the application area 
is NMS centered IP node discovery process and research discipline is computer 
networking.

Internet is a vast area of interconnected networks, where no centralized control exists 
but only end-to-end control is possible. Nobody can turn it off. Internet Network 
constitutes network topologies and nodes like hosts, routers, hubs and bridges. 
System manager maintains all the nodes in a network and monitors often 
automatically during node discovery process [6]. Fundamental layers in network 
technologies are wires, data and connections; LAN is a basic unit of network 
organization and communication technology [1]. A LAN is a network, which uses 
cables to transfer data from device to device. Linking individual LANs will expand 
the network into the WAN. Network administrators frequently need to check up and 
downs of the machines (nodes) on a computer network, the techniques used to 
discover these machines depend up on the protocols underlying the computer 
network. Node discovery and monitoring process in a network is highly dependent 
on techniques and parameters, which are specific to the network.

The last two decades have seen tremendous changes and increasable growth in 
network development. Rapidly expanding network, heavy burden to maintain these 
networks so requires automated management, from that flexible, scalable, Network 
management system is evolved, which can maintain automation of network 
operations [11]. NMS is a software tool, which uses SNMP for communicating with 
devices, mainly used for configuring and monitoring the network from a centralized 
place [2]. SNMP is a TCP/IP model based application layer protocol that facilitates 
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exchange of management information between network devices and enables network 
administrators to manage network performance, find and resolve network problems 
and plan for network growth. NMS provides the information of the nodes and solve 
the problem in FCAPS (Fault, Configuration, Accounting, Performance and Security 
management). NMS has the capability to configure easily the network components, 
because it is spread globally and has the capability to remotely set, reset, edit, and 
delete the component’s parameters such as Computers, Routers, Switches, Time-
Servers, Printers, and Internet fax machines [2].

1.2 Problem Domain

In this part, we focus on the issues concerning to discovery and monitoring of nodes 
in a network. Various mechanisms are in use to search the network elements and 
check health conditions of machines on network and report associated results to the 
respective NMS manager. Addressing all those methods and suggesting a new 
method on IP systems that can search the system IP on the network much faster than 
the existing procedures. Such technique has its own time variation in maintenance of 
a network, which is mostly dependent on total number of nodes. Existing feature of 
NMS in monitoring the network have some limitations in configuration, fault 
detection, security and performance. Some of the tools does not support for all 
operating systems, and tools that are using single protocol and cannot perform all 
management functions. These protocols are blocked by system firewalls and lack of 
security and user interface, which needs considerable improvement. The techniques, 
which we are giving, make the system better and even scalable enough in small, 
medium and large sized networks with much effectiveness. In fact, our research will 
focus on enhance an architecture, which will overcome the limitations when
compared with other techniques available.

1.3 Aim and Objectives

The aim of the thesis is to design a viable architecture for node discovery and 
monitoring with improved security in a network. To achieve this, following are the 
objectives to be fulfilled.

1. Discuss the existing node monitoring techniques and identify their limitations 
based on literature survey.

2. Propose an architecture addressing identified limitations.
3. Evaluate the proposed architecture for its viability.
4. Address the scope for its future work.

1.4 Research Questions

1. What are the limitations in existing monitoring tools? 
2. Does the proposed architecture improve the performance of node discovery 

and monitoring process, compared with the existing architectures?
3. Does the proposed architecture protect the data from unauthorized users and 

takes necessary action in case of violation by authorized users?
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1.5 Research methodology

We have selected qualitative research methodology involving literature survey and 
action research. A number of NMS tools are analyzed and their drawbacks are 
identified in this thesis work. A new architecture concept for improving performance 
and security is proposed for existing traditional NMS tool architecture. This involves 
improving existing situation or modifying the existing scenario.

1.6 Our Contribution

In this report, we analyzed and performed existing monitoring tools, and found the 
limitations of NMS tools through practical measurements. Also, describes the state of 
art of the existing network management technologies and their associated limitations 
followed by proposed architecture addressing those limitations with other research 
questions. Our contribution primarily emphasizes on performance improvements of 
node discovery and monitoring process along with improved security from 
unauthorized access of confidential data and taking necessary steps in case of 
authorized violations. Additionally, our contribution also describes the improvements 
in ease of use with user interface with our proposed work.  

1.7 Type of Thesis

This thesis work is an academic research based project primarily focuses on 
analyzing limitations of the existing work through literature study followed by 
proposing and evaluating a conceptual architecture addressing the identified 
limitations. 

1.8 Scope of thesis

This thesis work addresses some of the most important tools existing for discovering 
and monitoring a node in a network. The proposed architecture creates complexities 
itself with the other possibilities will be considered as a part of future work as it is 
not possible to address all the problems in its domain with in a short span of 20 
weeks.

1.9 Structure of Thesis

Author’s work is documented according to the following chapters. First chapter deals 
with background, research questions, problem domain, aims and objectives, and 
scope of thesis. Chapter two focuses on Basic Network Technologies and NMS, how 
these basic technologies communicate with the networking devices. How IP is 
allocated to the nodes in a network, various protocols used in the architecture and 
network management system. Chapter 3 discuss about analyzing and performing the 
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network monitoring tools, it mainly focuses on various existing technologies in node 
discovery, and how these tools work, what are the technical aspects and limitations 
of the tools. Chapter 4 is the architecture; we are going to give a new architecture 
design, overcoming the limitations of existing node discovery techniques going 
through the complete traditional NMS architecture, several protocols, mechanisms 
and technologies, described in the earlier chapters. Chapter 5 is evaluation of 
architecture; the proposed architecture has been evaluated from both business and 
academic perspectives. The chapter is towards conceptual evaluation of the 
architecture for satisfaction of various domain specific challenges. The viability of 
architecture has been verified for those challenges applied wherever possible. 
Relative comparisons have performed with the earlier implemented architectures to 
check its effectiveness. Chapter 6 is Conclusion and Future Work, This chapter 
concludes the thesis work. Conclusion has provided explaining the way research 
questions have answered and where in the objectives are achieved. Future work is 
planned in the direction of this problem.

2 BASIC NETWORK TECHNOLOGIES AND NMS

2.1 Basic Networking

In a network, data flows through communication medium (cables) as electrical 
signals. These signals of data are divided to packets in binary form of zeros and ones, 
and transferred from one device to another device and from one local area network to 
other local area network. To transfer the physical data from one device to other 
device some of the technologies like Ethernet, token ring, FDDI are used. These 
technologies are used to connect network geographically to build a LAN. LANs are 
the basic building blocks of computer network [1]. Basic unit of computer network 
organization is the LAN [1], which covers limited area like college, office and group 
of buildings. Modern LANs are most likely on switched Ethernet or Wi-Fi 
technology. Ethernet technology is the most common system used in LAN. When 
compare to WAN, LAN includes much higher data rates, smaller geographical range, 
and a lack of leased communication lines [7].
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To build a large-scale networks multiple LAN’s are inter connected using the 
hardware technologies as a central point of connection between the networks. These 
central points are hubs, bridges, routers and switches. Hub is a device in a network 
for connecting multiple ports to which devices are connected. Hub is a critical 
element for central point of connection, and the hub connected with three other 
devices are called routers, bridges and switches. Router is a device in a network that 
identifies the destination of a packet and finds best path to its destination [1]. Routers 
are intelligent devices in a network. It helps to build large networks, route the 
network traffic, read the address of a data packet. Based on that information it finds 
suitable path for that packet destination, most popular technology is to filter network 
traffic, understand communication protocols (IP), play major role in a network 
firewall and it can make routing decisions. Routers are more expensive than other 
inter-network connecting devices, different protocol LANs connected with the 
routers; these are more complex to setup [1]. Bridges used to connect two different 
LAN’s. Compared to routers, bridges are less expensive. Bridges make fewer 
decisions on forwarding packets to destination addresses and use limited information 
in the packet headers. Bridges are protocol independent and have capability of 
filtering. Switches manage switching among the multiple LAN’s; do the same as 
routers and bridges like linking the LANs, filtering and forwarding.  Switch is a new 
technology, which is most sophisticated and expensive. Instead of IP address switch 
uses MAC address.

Minimum hardware required to build a LAN includes server, data storage equipment, 
central communication, environment control devices, power conditioning and 
management. Network zone includes cables and switching equipments (hubs, 
routers). Minimum software required to run a network are server software, operating 
system, development software(programming languages) management tools-utilities, 
security software, and switching and routing software.

Figure 1: Local Area Network1

                                                     
1 http://www.networkelements.co.uk/media/lan.jpg
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2.2 Allocating IP address using Configuration Protocols

In the networks, the devices are communicating with each other through Internet 
Protocol (IP). Now a days TCP/IP stack protocols are mostly used. In the network 
organization every device needs to have an identity to search or to communicate with 
another device. In order to perform these actions, a unique address is allocated from 
an address pool. To access the ip address in a network, the device must be a member 
of a network. Network management will provide ip address to a client system from a 
centralized server in the organization [8]. This centralized server has IP addresses in 
its address pools. BOOTP and DHCP protocols will allocate IP addresses to devices 
in a network. BOOTP and DHCP are the host configuration protocols that allow 
manageability and effective usage of IP addresses distribution across LANs, 
WANs[9].

Bootstrap protocol is a host configuration protocol. It is a simple and serves number 
of applications like remote boot. Remote boot means where the client does not 
contain a boot disk. The BOOTP servers assign the IP address from a pool of 
addresses to each client, Bootstrap is also used in UDP for packet enclosure. The size 
of the packets is 576bytes long and use 67 and 68 port for input and output, for inter-
sever communications and to allocate IP’s  to client  on startup. It is a static protocol, 
provides IP information for diskless workstations. At the same time BOOTP have 
some limitations like scope and capability, it is not suitable for large networks. 
DHCP protocol is more advanced than BOOTP [10]. Dynamic Host Configuration 
Protocol(DHCP) is discovered by IETF, it is an application layer protocol [6] which 
dynamically assigns IP address to a client based on the keys. There are four kinds of 
keys namely network, class, vendor and clientID. Network key identifies from which 
network segment the packet came. Class key specifies the machine function in a 
network. Vendor key identifies the client through hardware or software. ClientID key 
identifies client using machine host name or its MAC layer address.

 DHCP server assigns the IP address based on the keys, sets configuration options to 
send IP address to the client [6]. It uses a client/server relationship for assigning the 
address to a device. DHCP is fast, easy and powerful to assign IP address to large 
networks. DHCP administrator will assign IP address statically(Manually) to a 
device or assign IP address dynamically using central server for that network [8,9]. 
In DHCP IP allocation is done in two ways  [8], Static allocation method and 
Dynamic allocation method.
when a client send the request to DHCP server, it will lookup device MAC address, 
which is assigned by the company at the time of manufacturing, It is unique address 
of the network card. A static IP address is permanently allocated to the device, when 
the first visit to the DHCP server, this IP address does not change even after next 
start up. Here there are two types of allocations manual and automatic. In manual 
allocation IP is allocated to the client permanently by the network administrator and 
for automatic allocation IP is allocated randomly from the DHCP server without 
visiting the device by the administrator[8,10].
In Dynamic allocation method when the client get’s booted, send a request to DHCP 
server, it will provide IP address as lease to the client for a specific duration of time, 
if client get’s log off that ip address will expires. If same client boots again DHCP 
server will allocate another Ip address, in this way DHCP server will allocate random 
number of Ip addresses from the pool server for every start up, it means that IP 
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address is temporary. DHCP plays important role in large organizations by dynamic  
and static allocation addresses and remote management. It can provide complete 
details what that client need in the network, like NIC, DNS server; IP’s, WINS 
address and gateway address [10].

2.3 Network Management System

In a network, device-to-device communication is not as simple as we think; it is not 
possible to transfer messages directly through a single wire. To communicate 
network data packets need to travel along the network passing through various stages 
such as copper wires, fiber optic cables, wireless, radio transience, routers, switch 
and hubs from source to destination node in a same room network, campus, large-
scale network or global network. In this journey packet, face problems such as noise, 
connection loss, packet loss, packet collision, overflow, heavy traffic, shutdown and 
hardware. In order to overcome these problems efficient management of network is 
necessary. Network administrator need to discover all the incoming and outgoing 
nodes in a network, has to allocate the IP address from a pool server, and has to 
monitor the nodes but it is not possible to trace the nodes by the administrator 
physically in a network [3]. To solve this network management system has evolved 
in which management of networks are automated. NMS consists of auto node 
discovery and network monitoring using various techniques and available wide range 
of communication protocols [11]. NMS provides the information of the nodes and 
solve the problem in the network using FCAPS (Fault, Configuration, Accounting, 
Performance and Security management). Example percentage of memory and 
process usage, details about the processes running on the router. Back panel view of 
the switch and shows the IP address of the systems connected to the switch, 
information of status of devices/systems connected in LAN, provides information 
about the OS, type of processor and the host name of the systems connected in the 
LAN, remote systems information, process name, process id and number of threads 
per process [2].

NMS is vendor specific and mostly used in educational institutes, 
telecommunications service providers, network management service and other 
organizations for their network operations and it is easy to find the failures with a 
single view on monitor with which a user does not need much background to operate 
this tool [2].

A network management system (NMS) is an automated system tool that helps 
networking personnel perform their functions efficiently [2]. 

Network management system is a software tool using various TCP/IP stack protocols 
for communicating with network elements in the network and managing network 
such as configuring, monitoring and security managements. NMS components are 
divided into five layers [2]. 
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Figure 2: Network Management System Topology [12]

Hardware components are Processor, monitor, mouse, keyboard communications like 
PC.
Operating system, OS services such as MS windows, UNIX.
Core application services display GUI like sun net manager and ms windows.
Common SNMP services are SNMP applications and MIB management. For 
Example: HP Open view network node manager.
Vendor specific NMS services are MIB management, configuration management. 
Example: Spectrum element management
Network manager maintains all the network elements in the network, which is known 
as a network management system. Network should have at least one or more NMS; it 
is usually an end system [12]. It has capability to configure all nodes in the network 
easily and can also remotely set, edit, reset and delete the component parameters [2]. 
Requirements of NMS depends on the type of network such as medium network 
(NMS) and large network (MOM). 

2.4 Management Systems of NMS

Network management model is the primary means for understanding the major 
functions of network management systems [4]. NMS deals with five management 
areas [2,4,11] also called as FCAPS.

1) Configuration Management
2) Fault Management
3) Performance Management
4) Accounting Management and
5) Security Management
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Configuration management is normally used to discover network elements which are
going to enter in to the network. Configuration network elements and their inter 
linkages, monitor the configuration nodes such as a work station, router, hub.
Fault management deals with fault detection, location of faults and service 
restoration, identification of problem root cause and problem resolution[2]. Detection 
of faults by using polling scheme such as traps and ping command these polls
periodically detects the connectivity of all network elements in the network. It 
detects any failure of network elements and informs to network manager and 
searches where the problem is located and isolate the fault. It means failure  in a 
component or physical link, also it deals with possible solution of the problem.
Performance management measures the network performance. These measurements 
undertake the faults and condition of the  network performance. Some of existing 
common metrics for measuring the network performance are Latency, Jitter, Packet 
loss, Throughput, Link Utilisation, Availability and Reliability [5].

Latency is measured as time taken to complete the  packet delivery, it means the time 
taken to reach the destination node and sender node receives acknowledgement from 
destination node. So it is  measure of  Round trip time.
Jitter is short term variation of  time to reach packet from sender node to the 
destination node. 
Packet Loss, it measure of  the loss of packets percentage, that is total packets sent 
from source node to total packets received by destination node,  the mean difference 
is the packet loss. 
Throughput is the data transfer rate across the network, it can be measured as 
packets/sec, bits/sec, bites/sec. Throughput have some mathematical calculations to 
find the value.

Available capacity = Capacity – Utilized Capacity

Capacity is the capability of physical link, utilized capacity is the currently used 
traffic capacity, available capacity is capacity left in the link[5].

To calculate utilized capacity, first we have to know which interface we are using 
that is half duplex or full duplex. Mostly shared LANs are half duplex. To calculate 
link utilization we have a formula give below

Utilized Capacity = (Intraffic + outtraffic)x8x100 / number of sec x speed [23]

Intraffic = Number of incoming packets, Outtraffic = Number of Outgoing packets
Number of Sec = time in sec, Speed = Link speed.

Link Utilization is the Maximum rate of data flows in an external network which 
connect with remote network through the gateway in a large area network. To 
calculate the link utilization throughput is divided with access rate and expressed in 
percentage.

Availability is the fraction of time during which network is available, availability 
depends on the capability of cables, distance, traffic and failures. The Availability
and reliability does not come under IIPM metrics but closely related. 
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Reliability deals with availability and packet loss. It states that the frequency with 
which packets get corrupted that is packets lost during the transmission.

Security Management is mainly used on network resources based on the guidelines 
locally given so that the network cannot be harmed knowingly or unknowingly there 
by protective sensitive information. Security management is used to control these 
network resources. Access to the network resources for an authorized and 
unauthorized user is maintained by the security management. It mainly involves 
authentication, authorization and encryption. For example, if a user is given 
permission to access a particular network resource, which means he is an authorized 
user of that network and an unauthorized user cannot access the network resource
[4,11]. 

Figure 3: Traditional NMS Architecture [11]

2.5 Traditional NMS Architecture

Network management system is a platform independent, portable, scalable, easy to 
configure and automatically maintains accurate and up to date client applications. 
Components of NMS architecture provide interface between protocol specification 
and OSS applications like APP server, .net server application, implemented by their 
language code. Protocol implementation change depends on OSS requirements. GUI 
components will provide user interface to the user, easy to understand administration 
screens, fault browsers, mapping and performance chart views. A network 
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management component depends on network topology [2], nodes may increase or 
decreases in the network, network topology have to discover and update the nodes, 
which are coming into the network.  Configuration of network elements discovers the 
network elements and maintains the topology such as adding, modifying and deleting 
in the network element configuration. Fault components normally deals with network 
element failures, physical failures and report failure details, service restoration and 
problem solution. Performance components deal with measure the network 
performance using metrics. Mediation components implement specific protocol 
interface functionality on the southbound interface to communicate with the network 
elements. Frame components provide basic platform functionality, including, 
persistence, logging and security [11].

Figure 4: Operations, Components and Activities of NMS [19]

2.6 Network Management Information Database

Management systems tools polls and ask for the data in MIB. SNMP protocol carries 
this information to management system for the management of the network nodes. 
MIB use variables to manage the network devices (routers, switches) in the 
communication network. Information related to network management is stored in 
MIB [15]. Information related to the configuration like status and statistical 
information, which is stored at a dipswitch setting, hardware counter, variable in 
PROM or RAM or a table stored in memory or on disk. Many application
information related to management is stored with in MIB table, accessed using 
SNMP protocol. MIB variables measure the traffic for the interfaces like IP, TCP and 
UDP, counts incoming and outgoing SNMP traffic. Managing TCP/IP over internet 
is known as MIB1. MIBII versions have many improvements, which meet basic 
TCP/IP management and add useful variables missing in MIB1. MIB variables are 
elementary stand-alone quantize, integers, octet strings or object identifiers [16]. 

MIB variables classified into groups, each group is relevant to a particular device and 
some time may not. MIBII have eleven groups which helps to manage information 
needed to TCP/IP internet they are the system group, the interface group, the if 
extension group, the TCP group, the UDP group, the EGP group, the transmission 
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group  and the SNMP group. From these groups we will discuss the groups related to 
our architecture.

The System Group is one of the important groups in the MIB because information 
related to configuration, what is the device is, where it is, who to call when some 
thing goes wrong, related information is stored in this group. The Interface Group 
devices in the network will connect to any place through the hardware and software 
with the interface group. Large amount of management information is stored in this 
group, it is important for all SNMP systems. MIB II identifies 32 interface types. 
Configuration information such as interface type and speed, the status of the interface 
that is up or down, incoming and outgoing traffic statistics and counts various kinds 
of errors.

The IP Group stores the information related to the configuration and management 
needs of hosts and routers. Such as default time to live and a reassembly time out, 
incoming and outgoing traffic statistics, count of various kinds of errors. A table 
configures each interface with an IP address, subnet mask and other IP related 
parameters, new IP specific address translation table, IP routing table used to select 
the next hop destination when routing a datagram. This group is important for 
TCP/IP systems.

“The process of mapping the IP address of the next hop system to the lower layer 
frame address is called address translation” [16].

The ICMP group is a straightforward group, stores the information related to ICMP 
error messages, these messages are sent back to IP datagram source to report 
problems occurred, when trying to move a datagram to its destination. It counts every 
type of incoming and outgoing ICMP messages, this group is important for all 
TCP/IP systems.
The SNMP Group: - This group is important for every SNMP implementation, it 
stores all the network information trapped by SNMP. To track the data SNMP has to 
count its own traffic and errors that is incoming and outgoing gets, sets, responses 
and traps. 

2.7 Role of SNMP in NMS

Network management requires end-to-end monitoring, controlling, and operation of 
network with using single management protocol or multiple management protocols. 
Network management protocol is a simple application protocol in TCP/IP protocol 
suite. This piece of software used in most of the network elements. SNMP normally 
used to inspect the remote users in network. This protocol is used to communicate 
network management information between network management system and 
network elements in a network such as host, routers, scanners, hubs and for solving 
capability and interoperability problem [21]. It plays important role in monitoring the 
network. The protocols used for SNMP implementation are UDP, IP and TCP. 
Network monitoring and controlling tools are available based on SNMP, which are 
users friendly and more powerful it will work on wide range of operating systems. 
This application serves network management services such as configuration 
management, fault management and performance management [19].
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SNMP communication deals with four fundamental components, these are Network 
elements, Network management station, Network management protocol and Network 
management information [22]. With the help of these components, SNMP provides 
permission for network administrator to manage network performance like finding 
and solving network problems and make planning for network expansion. By 
following through management instructions, SNMP will collect information from 
network elements, regarding newly entered in the network. Network management 
station deals with maintenance of the network by monitoring and controlling with 
use of multiple protocol applications, one of these is SNMP via user friendly based
GUI.  Network management information collect data about devices and network 
performance such as errors, loss packet, up, down, testing and interface speed.

The characteristics of SNMP are less expensive, simple, easy expandability MIB’s, 
scalable and efficient mechanism for variable networks [19].network monitoring can 
be accessed by using the commands like  
Get request – it retrieves a scalar value of an object from a managed station to 
multiple agents.

Get- next request, Set request – these retrieve next scalar value and update a scalar 
value

Get response - it is a success or error of get or set operation.
Trap - it deals with scalar object send from one node to management station and give 
the remarks of special event on network like cold start / link up.
Types of traps are generic trap, specific trap and time stamp trap. Basic trap 
operations are
0 = Get request
1 = Get next request
2 = Set request
3 = Get respond 
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Figure 5: Polling Commands in SNMP Protocol [19]

By using this protocol commands, trap will find error status messages. They are 

Error status messages:
 0 = no Error
 1 = too big: the result of the operation doesn’t fit into the msg
 2 = no Such Name: OBJECT IDENTIFIER not found
 3 = bad Value
 4 = read only: write attempt in face of read-only access mode
 5 = general Errors: general error occurred 
Generic Trap Type
– 0 = cold Start: initialization that may alter the agent’s configuration
– 1 = warm Start
– 2 = link Down
– 3 = link Up
– 4 = authentication Failure
– 5 = EGP Neighbor Loss
– 6 = enterprise Specific

2.8 Tracing the hosts and routers using ICMP Protocol

ICMP is a network layer protocol uses IP to deliver message packets, to report the 
errors and information of IP packet processing across the network. Hosts, routers and 
gateways communicate with each other using ICMP messages [17]. ICMP protocol 
uses many kinds of messages like destination unreachable, echo request and reply, 
time exceeding and router advertisements or router solicitations [18]. From this, we 
use ICMP echo request and reply to test the nodes in a network. Most of the 
monitoring tools use ICMP ping for echo request message to test the nodes in the 
network, reply message indicates the node is successfully reached. ICMP protocol 
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used to trace the route, check error conditions across the network and find names and 
addresses of the router between source and destination [17].  This protocol used to 
discover the routers across the network with the special kind of messages are called 
Router advertisements or Router Solicitations. 

2.9 Polling Protocols (ARP and UDP)

ARP maps the physical address (MAC address) and IP address in a network. Data 
packets are transmitted from sub network to switched network, and then IP addresses 
are changed in to MAC address. ARP table maps the IP address with corresponding 
MAC address in a network [10]. ARP conversion table consists of index, physical 
address, IP address and type. ARP packets are used to ping or discover a device on 
the network but ARP does not work across routed or switched networks since it uses 
MAC address [26, 27].

UDP is a TCP/IP stacks connection less, unreliable and transport layer protocol, 
which offers best effort service. It is a host-to-host communication protocol, it use
port numbers to communicate [10]. It is responsible for delivering of packets to 
appropriate host without any acknowledgement. In this protocol checksum field,
check the errors in the datagram with different error calculations while compared to 
IP, ICMP and IGRP. It includes pseudo-header, UDP header and data. UDP is a 
stream-based protocol mostly used at higher level of networks. It sends stream of 
packets at a time from source to destination without any delay of packets. Path-load 
is used to measure available bandwidth of the path between source and destination
[28]. Path-load makes the protocol to send the required number of packets to ping a 
host using UDP. Compared to ICMP and TCP, UDP is faster and efficient in 
delivering the packets, where the routers are interconnected. Time critical 
applications will use UDP protocol because ICMP suffer from delays and TCP is 
time taking in connection establishment, UDP is more preferable at switched
networks [10].

2.10 Summary

In this chapter, we discussed several basic technologies that can be part of the 
architecture. Introduction about hardware, software and networking technologies 
used to build a LAN like hubs, routers and switches that give a complete idea of the 
networks. Various protocols such as ICMP and SNMP that are described in this 
chapter will be used in our architecture. MIB is a database from which various 
protocols obtain their required information for configuring and monitoring of nodes 
in a network. Discussed about polling protocols like ARP and UDP. Allocation of IP 
address is done in two methods static and dynamic but at present, dynamic allocation 
method is mostly used to allocate IP address to a node in a network. NMS deals with 
complete management functions, but here we mostly discuss about the configuration 
management, fault management and performance management. Traditional NMS 
architecture motivates to give architecture, which will be discussed in chapter four.
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3 PERFORMANCE ANALYSIS OF NETWORK 

MONITORING TOOLS

State of art states the complete groundwork we done. There are many number of 
tools  available for measuring the network performance but each and every tool differ 
in their approach, scope and applicability[5], based on some of the  commands like 
ping, trace route, pathchar, pchar and iperf. Most of the tools are used by the 
administrator in the network, to find the faults like buffer overflow, router busy, 
noise, heavy traffic, hardware problems like router failure, host disconnecting.  
Administrator sends ping packets to the nodes  in the network to check the status,  
these nodes are configured by the ping packet and reply back. Many tools available 
in market for network monitoring, from the available tools, we have taken some 
tools, which monitor the network traffic, and they are Colasoft Ping Tool, Quick 
Ping Monitor Tool, and Packpal Ping Utility tool. We have analyzed the tools how 
they work and perform their actions to monitor network [5]. This is our detailed 
study about the tools we have taken.

3.1 Colasoft Ping Tool 2

Colasoft is a graphical user, network ping tool, which use ICMP protocol for 
pinging. This tool can ping multiple IP addresses and domain names at a single 
instance and compares response time.  Respective details of ping response will 
brought in to the graphical chart with resource and destination IP address and shows 
domain name and response time [5]. This tool checks the location of the IP address.
The network administrator can use this tool to check the health status of an IP node. 
From DHCP pool server [9, 10] the administrator can select the multiple IP addresses 
to check node status. 

There is menu bar with file, edit, chart, options and help. To input IP address there 
will be an empty box beside a start button which is use to start the ping. Enter IP 
address and press start button Colasoft tool captures all the traffic passing through 
the network in the real time and collects the statistics, reports and graphs. For 
example, enter IP address or Domain name it shows the location, the number of 
packets sent, packets received, percentage of lost packets, minimum response time, 
maximum response time, and average response time. There are three windows that 
we can view the interface are graphic window, ping summary and ping details.

Graphic Window shows every ping command in graphical style at the time of ping. 
Here X-axis indicates the real time ping and Y-axis indicates the ping response time 
in milliseconds. We can move the scroll bar in the graph to view historical graph.
Ping Summary window shows the list of all IP addresses or Domain names in detail 
such as IP address, Location, Packet sent, received, or lost and response time.
Ping Details window shows the details of ping execution. If we select IP address or 
domain name it shows the details of IP address. There are two ways to view the 
output of the ping are classical and list. Classical is same like ping summary but in 

                                                     
2 http://www.colasoft.com/
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list we can view the details in the list form like time stamp in seconds, status, bytes, 
response time in milliseconds and TTL.

“Time Stamp3 is an ICMP ping message that used for the time synchronization”. 

Figure 6: Cola soft Ping Tool

Colasoft tool has options to set at maximum settings are, Packet Size option sets the 
range from one to 1024 bytes, where ICMP packet size will change while executing 
the ping command. Packet Time to live option sets the range from one to 255, which 
indicates after how many more hops this packet should be allowed before being 
discard or returned. Ping Timeout option sets the range from 100 to 2000 
millisecond; this allows the amount of time taken to get a response from the peer 
equipment. Delay between Pings option sets the range from 100 to 10000 ms, which 
can set the time interval between two pings. Address Transmitted option sets the 
range from one to five, which sets the resolution amount of host or domain. Poll 
Interval option sets the range from 100 to 5000, which refresh the graph interval.
Load Default option button is use to set all the parameters to default position. By 
using, the above options the network administrator looks on network maintenance 
with real time monitoring. System Requirements to install Cola soft ping tool 
minimum are Processor III CPU, minimum of 256MB RAM, windows 2000 to vista 
.This tool supports networks like Ethernet, fast Ethernet and gigabit Ethernet. 

Cola soft Ping Tool is a software tool, which the authors have installed it and tested 
its performance using metrics [5] like response time, network availability and 
network reliability. To view the response time we made a ping to BTH domain, with 
in 20ms of time between 39ms to 59ms total 16 ICMP packets sent. We saw the ping 
summary as, IP address 194:47:129:80, location Sweden, number of packets received 
16, percentage of lost packets is Zero, minimum response time is 23ms, maximum 
response time is 25ms, and average response time is 24ms. Ping details are time 

                                                     
3 http://en.wikipedia.org/wiki/ICMP_Timestamp



23

stamp is 2ms, status is success, number of bytes is 64, response time is 24ms and 
TTL is 61ms.  By performing the following metrics, we conclude the efficiency of 
the tool. 

To calculate Latency we started ping at 39ms at the source and we got reply at 41ms 
from the destination so the total round trip time is 2ms. Jitter is the Packet travel 
across the network is 2ms. The percentage of packet loss is Zero.

Throughput is the available capacity = capacity-utilization capacity
(With this tool, we cannot find the throughput value because it does not show sent 
and received packets).
Link Utilization is available capacity/access rate =   percentage (With out 
Throughput value we cannot find link utilization).

There is response time delay of one millisecond at 59millisecond as shown in the 
above Figure 6. For clear view move the mouse cursor at specific place on the graph 
a pop is highlighted message box opens automatically that contains domain name 
and response time. According to the network traffic availability, the network 
availability is 2ms. There are no failures and no loss of packets in the network, so 
network availability is reliable, we can say that tool in the network is reliable.

Limitations of Colasoft Ping Tool are it cannot monitor nodes for wide range of IP 
addresses. This tool does not work on operating systems like UNIX, Linux. This tool 
does not provide alarm facility. This tool is used for small networks like LAN it does 
not maintain medium and large networks. It uses single ICMP protocol for polling 
but it may be block by system firewalls. This tool diagnoses the problem but does not 
fix the problem automatically.

3.2 Quick Ping Monitor Tool 4

Quick ping monitor is a powerful graphic IP monitor tool, which is able to monitor 
states of thousands of nodes simultaneously and sends message when states of 
equipments change. This tool is use to find up and down status of an IP node.

Network administrators, webmasters and server administrators use quick ping 
monitor tool to watch status of network line or server or switch or router or other IP 
devices. When a network line breaks or IP device trouble occurs, this tool sends 
warning signals like mail or sounds and runs some programs. All the results will be 
stored in log files for further use. Using the tool network administrator can also 
monitor IP addresses of one or more network segments and on or off information of 
computers.
This tool facilitates administrator to check the status for a range of IP addresses (as 
many as 65536 continuous IP address). Administrator can add all the IP address he 
want to monitor to Quick ping monitor, and find which IP address has been used and 
which IP address are free and can be used  , and find when and whether the 
computers are ON or OFF.

                                                     
4 http://www.tallsoft.com/
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This tool can send ping detections to all the targeted IP devices simultaneously and 
receive responses without affecting one another. All actions like detecting and 
receiving are carried out simultaneously, which is better when compared to that of 
traditional in-turn method which usually result in long interval-time when there are 
too many IP devices to be watched all the actions done is shown in the graph stating : 
max/min/avg, TTL, lost rate etc. 

The below list of Icons show the current state of the node, there are four states 
described in this tool.

1. Normal state
Circle filled with green color shows that status is normal. All continuous ping 

detections, which user can assign when received normal responses and package 
lost rate is below the limit that can also be set.

2.  Unknown state
 Circle filled with yellow color shows the status of the node as Unknown.

 When continuous ping detections do not receive normal responses, when number 
exceeds set number, then the state will change into break off.

3. High package-lost rate state
 circle filled with partial yellow and red color shows the status is high package 

lost rate .when several ping detections do not receive normal responses in 
standard time and when package-lost rate exceeds standard limits the color
changes into Red-Yellow.

4. Break or down state 
 circle filled with red color shoes the status as break or down.

 Continuous ping detections do not receive normal responses in standard time; we 
can say that the line is in break or down state.

Quick ping monitor owns a new function of grouping mail addresses, based on the 
monitoring objects mail addresses classified into several mail groups. This tool 
informs device errors to the respective administrators. When a network device like 
file server or print server goes wrong or when its state is changed  then administrator 
is informed with a notify mail so that he can do efficient work in order to solve the 
problem.
In this tool mail priority, notify mail can be set as normal or high, some of the 
monitoring mail devices can be set to normal and some other to high. This tool sends 
notify mails endlessly when a monitored device state changes to down and stops 
when the device state is restored. Default interval between two mails can be set.
There is an option to set the length of ping packet where default length is 12 bytes; it 
can be set up to 65500 bytes.
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Figure 7: Quick Ping Monitor Tool

Quick ping monitor tool menu in which there are file, view, option, service and help. 
Under Option menu there are settings, add IP, add IP range, move up, and move 
down, delete and properties in which add IP should be clicked and the desired ip 
address is typed to check status of the respective node. By pressing start button 
pinging is started and when stop button is pressed it is stopped .In the summary 
window we find the description showing the status of the node whether it is normal, 
unknown, High package lost rate, break or down. In IP address or host name displays 
the ip address or host name. Ping state shows the status, TTL shows the time to live 
of the packet and RTT: minimum (min) or maximum (max) or average (aver) or 
current (cur) shows the respective status. All send requests: shows the total number 
of requests sent, all get reply: shows the replies got for the requests send and lost rate 
shows the percentage of lost packets. Same procedure is used to find the status of the 
nodes for a range of ip addresses. All the options in menu will found in the standard 
toolbar, which makes it simple to use. There is best option of Import and export, 
which is used to configure the parameters and their relationships in XML form.

System requirements required to install this quick ping monitor tool minimum 
system requirements are Processor III CPU, minimum of 256MB RAM, Windows 
NT, windows 2000 to vista. This tool supports networks like Ethernet, fast Ethernet 
and gigabit Ethernet. 

Quick Ping Monitor Tool is a software tool, which the authors have installed it and 
tested its performance using metrics [5] like response time, network availability and 
network reliability. To view the response time we made a ping to a node in a network 
whose IP address is 193.11.186.178, with in 10ms of time total sent requests are 48 
and we got reply is 48 there is no loss rate in ICMP packets. We can see the ping 
summary in the above figure 7. Ping details as number of packets sent and received 
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are 48 there is no loss rate that is zero and TTL is 128ms. This IP address show with 
the green circle this indicates that node is up (active). At the same time we made a 
ping to another ip address 193.184.23.124 there sent a request of nine packets and 
received is zero packets and loss rate is 100%. This IP address show with red circle 
this indicates the point is down, you can see this in the description of figure 7. 

Results we got while testing this tool are, latency of the tool we started to ping a 
node from the source and we got reply at 10ms from the destination so the total 
round trip time is 0ms. Jitter that is the packet travel across the network is 10ms.
Percentage of packet loss is Zero.
Throughput is available capacity = capacity-utilization capacity. For this tool, we 
cannot find the value of throughput because, this tool does not show sent and 
received packets. Link Utilization is available capacity/access rate = value in 
percentage. With out Throughput value we cannot find link utilization. According to 
the network traffic availability, the network availability is 10ms. There are no 
failures and no loss of packets in the network, so network availability is reliable, we 
can say that tool in the network is reliable.

Limitations of Quick Ping Monitor Tool are this tool does not work on operating 
systems like UNIX, Linux. This tool is used for sub networks like LAN it does not
maintain medium and large networks. It uses single protocol for polling. This tool 
diagnoses the problem but does not fix the problem automatically; there is no set 
option for color and no alarm facility.

3.3 PackPal Ping Utility Tool 5

Packpal ping utility tool is a network-monitoring tool, used to configure the status of 
nodes in a network. This tool use ICMP protocol for ping. We can set the ping time 
interval; there is an option to ping single IP address or domain name or group of 
addresses at one time. There is auto start facility for this tool, saves history of ping 
session information into log files and save a group of IP addresses or domain names 
into *.ipl files. Check the location of specific IP address; evaluate the connection by 
approximate speed. Tool gives the detailed description of each ping about IP address, 
domain name and location of IP.  It gives statistical information such as packet size, 
total number of packets, total number of packets received, loss rate, and minimum, 
maximum and average time of ping session. Email settings like send report by email. 
Shows the details about the ping packet such as ICMP type, ICMP code description, 
ICMP source IP, ICMP destination IP, pocket size, time out, TTL and data string.
PackPal Ping Utility Tool works with ICMP echo function, which is detailed in RFC 
792. A packet of information containing an ICMP echo request sent through the 
network to either a particular IP address or a domain name. This packet contains 64 
bytes - 56 data bytes and 8 bytes of protocol reader information. The computer that 
sent the packet then waits or listens for an echo reply packet from the specified IP 
address. The ping program then evaluates this reply, and detailed report shown in the 
panel. We can check several things with the help of this tool, how long does it take to 
bounce a packet off another site. The time taken to send and receive a data packet is 
calculated. This tool helps us to know the speed of the connection. If the connections 

                                                     
5 http://www.downloadatoz.com/packpal-ping-utility/
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are good and the target computer is up, a good return packet will be received. If a 
computer does not return a ping, it does not necessarily indicate a problem. Not 
every computer will ping you back. However, and if you have successfully pinged a 
computer in the past, but we cannot get a ping back today, there is a problem in the 
network which is less common or with the computer. If it takes a long time for a ping 
to return, it is an indication that the network or the computer is extremely busy. We 
can use Ping to test out name resolution. If the packet bounces back when sent to the 
IP address but not when sent to the name, then the system is having a problem 
matching the name to the IP address. The time taken for the packet to get to the 
target computer and back to the destination is known as the round trip time. If it takes 
more time, it is indicates that something may be wrong.

Figure 8: Pack Pal Ping Utility Tool

Systems requirements need to install this quick ping monitor tool minimum system 
requirements are Processor III CPU, minimum of 512MB RAM, Windows NT, 
windows 2000 to vista. This tool supports networks like Ethernet, fast Ethernet and 
gigabit Ethernet, free disk space minimum of 32MB. 

Packpal Ping Utility Tool is a software tool, which the authors have installed it and 
tested its performance using metrics [5].  To view the response time we made a ping 
to IP address 216.129.98.148, with in 181ms of time 185 ICMP packets sent are sent 
and 183 packets are received, lost packets is 1%. Minimum response time is 170ms, 
maximum response is 211ms and average response time is 183ms with the 
approximate speed of 5kbps. Ping summary is IP address 216.129.98.148 number of 
packets sent 185, number of packets received 183; percentage of lost packets is 1%, 
minimum response time is 170ms, maximum response time is 211, and average 
response time is 183ms, packet size is 32bytes and TTL is 116ms.
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The results we got while performing this tool in a network are, latency is 181ms, that 
is we started ping at 170ms at the source and we got reply at 211ms from the 
destination so the total round trip time is 181ms. Jitter is the packet travel across the 
network is 183ms. Percentage of packet loss is 1%.

Throughput is available capacity = capacity - utilization capacity
           utilized capacity = (Intraffic + out traffic)x8x100 / number of sec x speed
                                      = (185+183)x8x100 / 1.86 x 5 kbps  [1 sec = 100ms ]
                                      = 294400/9.3
          utilized capacity = 31655 kbps

          Available capacity = capacity-utilization capacity
                                        = 102400 kbps – 31655 kbps
                                        = 70745 kbps      [1024 KB = 1MB]
         Available capacity = 69.08 mbps

Link Utilization is available capacity/access rate =   %
                                  69.08 kbps/ 5 kbps = 13.816 %
                                      Link Utilization = 13.816 %
  
According to the network traffic availability, the network availability is 211ms.
There are no failures and no loss of packets in the network, so network availability is 
reliable, we can say that tool in the network is reliable.

Limitations of Packpal Ping Utility Tool are, this tool is used for sub networks like 
LAN it does not maintain medium and large networks. It uses single ICMP protocol 
for polling but it may be block by system firewalls. This tool diagnoses the problem 
but does not fix the problem automatically, this tool have alarm facility but consists 
of same alarm for all problems.

3.4 Scotty-tkined Network Management Tool [20]

Scotty is a set of TCL extensions, which are designed for Network Management6

tool. It is developed using high-level string based APIs and works using SNMP. This 
software efficiently works on all UNIX systems and gives minimum support for 
Windows NT systems. This software uses an editor called tkined, which provides a 
framework for network management and to map the network for monitoring. Scotty-
tkined is an interactive graphical editor for network management. 

The Scotty Package works with system is installed in the Linux System and uses 
tkined as front-end. The Scotty also uses SNMP, ICMP, DNS, HTTP, SUN RPC, 
NTP and UDP to have an efficient Network Monitoring. There are some pre-defined
menus items, which will give the required information to configure the network, are 

IP Discover Network, which discover the networks with the given Network address.
IP Discover Route, which discover the route to the given IP address.
SNMP Trouble, this is used to monitor the Network elements with SNMP protocol.

                                                     
6 http://bat8.inria.fr/~lang/hotlist/free/use/enterprise/NMS.html
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SNMP Host, this is used to get information about the host.
SNMP Monitor, this is used to monitor the interfaces of different devices.
SNMP Browser, this is used along with SNMP Monitor to monitor the interfaces of 
different devices using SNMP.

Scotty tool have some features like, this tool provides a graphical interface with 
which the user is allowed to draw the Network map. It will discover the Network 
with a proper IP address. With this tool, it is possible to troubleshoot the IP network 
using SNMP. User can monitor the Network with remote procedure call (SUN RPC) 
or using SNMP.

Figure 9: Scotty-tkined Network Management Tool [20]

The Above figure shows an example of the Scotty-tkined software monitoring 
window. This window shows all the details like the Load on the particular network 
and the network devices which are running and which are down. We can also 
monitor the traffic Load of a particular system. This software is good for fault and 
performance monitoring. 

To install Scotty tool system requirements need are operating system like any UNIX 
based system, processor of minimum PIII, RAM of minimum 256mb, switch with 
SNMP, router any that allows any remote monitoring and of course requires a 
minimum network to be monitored.

Limitations of Scotty tkined tool are, this software is Efficient in Unix Based systems 
and for the Windows based systems, it gives limited operability. It takes more traffic 
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for monitoring. This tool increases complexity for large area networks. It is not 
functional for dynamic networks. It uses multiple protocols for monitoring but most 
of the protocols can be blocked by system firewalls. Lack of security in this tool.

3.5 HP Open View Network Node Manager

HP Open view network node manager [13] is a GUI based network monitoring 
software tool used to locate the exact problems in a large area network with in a short 
period of time and brings solution to monitor network. This tool provides advanced 
technologies to identify, diagnose and to predict major problems before they affect 
the network. It can understand the relation between the physical network, virtual 
network and complexity [13].

Features of HP Open View Network node manager are [13]:

1. This tool has an alarm facility with which we can know that there is a 
problem in the network. Alarm browser will pop up which displays the data 
related to troubleshoot the problem; this helps us to solve the problem easily 
and quickly. 

2. This tool searches the complete network to find the health status of the 
network devices and display in the form of graphical maps, which helps us to 
identify problem easily.

3. This tool automatically discovers the devices and monitors complex switched 
networks and virtual network services ranging from LAN to WAN.

4. This tool provides health status of network devices and relationship between 
the physical infrastructure, virtual network and location of trouble spots 
before they become critical, we can view connectivity problem of network 
elements communication directly.

5. This tool filters large number of network events occurred in the network and 
send the summary in the form of messages so that we can easily focus on the 
problem.

6. This tool undergoes root cause analysis to determine the problem at particular 
area of network.

7. This tool collects the critical data across the network and stored. This stored 
data used to make reports, which makes us to identify emerging problems so 
that we can take action before they affect the network.

8. This tool have auto base lining capability, which automatically sets the alarm 
based on the problem of historical data, and it will generate the alarm to alert 
us before the problem occurs.

9. This tool has an enhanced functionality, so that it manage larger and more 
complex network.

10. This tool use advanced diagnosis methods to identify the problems in the 
network.

11. This tool includes applications like event classifier, Pair wise events, Chassis 
failure, Routers/switch intermittent status, Router/Switch health, Multiple 
reboot, De-duplication, connector down, scheduled maintenance [14].

12. This tool produces reports based on performance of network devices like 
Performance: ping response time and ping retry, RMON segment utilization, 
frame relay, availability, inventory, exceptions, authentication event failure, 
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physical address mismatch, multiple reboot events, de-duplication events 
[14].

13. This tool use poll method to find the network problems and collect the related 
data to find exact problem. This tool has automated service facility, which 
improves its efficiency to identify the problem [13].

Table 1: System Requirements for HP Overview Network Node Manager [14]

Limitations of HP Overview Network Node Manager are, it provides security for 
unauthorized users but it cannot provide violation of authorized users, this tool is 
very expensive.

3.6 Summary 
We have selected some network tools like colasoft ping tool, Quick Ping monitor 
tool, Pack Pal Ping Utility tool and Scotty-tkined tool. These tools are used to test the 
performance of nodes in the network.  Installing and operating these tools in the 
network checks the performance by pinging the nodes individually in the network 
and using metrics to the results. By using the metrics, we find packet loss, latency, 
Jitter, throughput, link utilization, availability and reliability of the tools. We 
analyzed Scotty tkined and HP overview network node manger monitoring tools and 
observed that how they are monitoring the network. Limitations are drawn for all 
monitoring tools by literature survey and monitoring networks practically. We 
proposed architecture by overcoming these limitations.
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4 NMS CONCEPTUAL ARCHITECTURE

4.1 NMS Architecture

This architecture (NMS) provides the real time monitoring of network elements 
connected to centralized system in a network. This system maintain and 
communicate health status and behavior of the nodes with in the network, protecting 
the data from the unauthorized users and takes necessary action in case of violation 
by authorized users. 

NMS monitors the devices in a network. This consists of node manager and one or 
more nodes. The node sets or retrieves the status information from a database known 
as a MIB. These nodes are monitored and controlled by manager using SNMP, which
follow TCP/IP stack. This protocol provides a central mechanism that controls 
operations and is designed to accommodate the exchange of management 
information between the manager and the nodes. NMS controls any type of devices 
in the network such as communication servers, routers, bridges, switches, and 
computers and so on, which are compatible with SNMP protocol. The authenticated 
person (administrator) is able to control the devices, which are connected to 
centralized system with the help of NMS tool [11].

Architecture shown in figure 11 is motivated from the traditional NMS architecture, 
which is described in chapter 2. So, the follow up sections will more emphasize on 
the contribution that our architecture newly addressed to the traditional NMS to 
improve polling, security mechanisms and user interfaces.  

Figure 10: NMS Conceptual Architecture

The conceptual architecture of NMS in figure 10 is mainly divided into three
modules: 

1. Communication Module (Polling)
2. Display Module (User Interface)  
3. Process Module



33

1. Communication Module is responsible for providing communication between 
monitoring system through Ethernet interface. It receives status information from the 
device and passes the information to process model for further processing and 
storing. This module takes advantage of operating system’s multithread capability.

Polling is equipment, which is used to poll on a continuous basis at predefined 
interval time. Communication model maintains the status of every device by critical 
polling. The communication between the manager and nodes are through Ethernet 
for health monitoring as well as information exchange. 

2. Display Module is responsible for providing the graphical interface for displaying 
the network and interface for obtaining the required details to the user. It includes the
entire screen that is necessary for monitoring and controlling the network. The 
communication module and the display module will communicate through the 
process module. 

3. Process Module is responsible for processing information that is required by 
network elements as per the requirement. It acts as an interface between the other 
modules. This module gets the remote systems and their device status from the 
communication module and process information is then passed on to the display 
module for display as shown in the figure 11. This module maintains the log events, 
alarms and commands.

Figure 11: Communication Modules

4.2 Functions Performed by the NMS Architecture

Polling 
On Ethernet when a system wants to get connected to another system in same subnet 
it uses initially, ARP to obtain the Medium Access Control (MAC) addresses of the 
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other system. ARP being the requisite for proper functioning of Ethernet it is never 
blocked by any of the firewalls. Hence, among various possible options available for 
pinging, arping is most suitable, effective and appropriate. With subnets, all the 
systems genuinely respond to the ARP pings making ARPing the best option with 
systems in a subnet. This response is not possible using either through TCP, UDP or 
ICMP protocols as most of the systems have firewalls defined by antivirus software
that block ICMP and TCP/ UDP often over port 7 in general. In our architecture 
shown in figure 12, we propose implementing arping at the lower levels of the 
network structure. At higher levels of network is inter connected to each other by 
routers. There is no possibility for arping over these networks as the discovery is 
more based on IP addresses rather than MAC addresses. We have to look forward for 
TCP, ICMP and UDP pings. However, with different networks there is possibility for 
systems with different platforms leaving ICMP pings suffering from delays. Also 
queuing strategies at routers and Quality of service measures and latencies 
experiences with networks using OSPF show considerable effect on ICMP pings. So, 
the most convenient protocols are TCP and UDP. Since, TCP is a time consuming in 
establishing a connection reliable UDP is preferable among wide networks. It is most 
efficient to use different protocols depending on the network we intended to discover 
the hosts. However, these protocols themselves cannot determine and produce exact 
results of host discovery, as problems with network congestion exist so, an average 
number of ping requests are required to come to a conclusion. However, alternatives 
such as TraceRoute, TCPdump, and Pathping can prove helpful to determine network 
congestions and readiness of path allowing traffic to a greater extent. It is clear that 
using ARPing at lower level (subnet) and UDP at higher level (connected through 
routers) improves the performance of node discovery and monitoring process [7, 12].

Figure 12: Polling Module
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TraceRoute: It is a TCP/IP utility, which allows the user to determine the route 
packets take to reach a particular host.

Path Discovery: TraceRoute sends an ICMP echo packet, but it takes advantage of 
the fact that most Internet routers will send back an ICMP TTL, expired in transit 
message if the TTL field is ever decremented to zero by a router. Using this 
knowledge we can discover the path taken by IP packets.

Round Trip Times: Each millisecond time in the table is the round trip time that it 
takes to send the ICMP packet and to get the ICMP reply packet.

Report Generation: Node manager’s report generator allows the authorized user to 
view all logged events. These events can be filtered and stored. It has enough space 
to store events for a long time. The logging program continues to append new events 
to the current log database while the report generator program is running. The log 
filter allows the user to select a range of date and time for the log display, associated 
device and event types to display. The filter default setting shows the information 
form beginning with all events and device types which can be printed out or can be 
exported to a file.

Display Module

Display module provides user-friendly interfaces with point and click navigation of 
the system. Windows standards are bound to allow intuitive control features, which
provide brief description of the node pointed by the mouse. Menu and operational 
procedures will be explanatory and easy to use without much training. The 
navigation is performed through either keyboard or mouse. Controls are provided to 
minimize risk of accidental operation. System is interfaced for all the connected 
nodes in the network along with APIs. Displays contain all the information about the 
device settings and alarms. Alarm conditions are indicated by colors and device 
settings are displayed in large visible caption windows. Commands are performed 
from the device screens. These commands are implemented using intuitive drop 
down windows and data entry windows with only values with in the limits of the 
device [20].

Event Logging: It stores all the information of commands, status changes, user log 
activity, and alarm events that occur at device and node manager. It contains event 
time, event type, event description, device type, device name and parameter change. 
It also contains the username, login time, logout time and list of activities while 
using the system. It is a database that can be retrieved using external database 
applications.

Interfaces: Display modules provide user-friendly interfaces with point and click
navigation of the system. Windows standards are adhered to allow intuitive control 
features. What’s this help provides a brief description of the item pointed by the 
mouse (Tool Tip). Controls are provided to minimize risk of accidental operation.

Navigation of the System: The navigation of the screens will be achieved by 
selecting the left Mouse button on the selected block or device. GUI is used to 
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display the status of the system. When the failure occurs, the details are displayed by 
selecting the left mouse button at specified block. The entire system screens can be 
organized in the logical order. Starting with overview screen, then the next screen is 
depicted with group of devices and finally device specific screens, which gives 
information about that particular device.

Figure 13: Display Module

Process Module 
Alarms: NMS tool alerts the user through the event specific alarms in case of 
exceptional events. This alarm information is logged in the database corresponding 
to the event. Based on the event, specific alarm will be displayed at the user end. 
Alarms are indicated visually through flashing color coded indicators on the user 
interface screens with audio. When new alarms occur, the block of the device flashes 
with alarm code and alarm continues until user clicks on the block of the device on 
the screen. Node manager allows the system to configure the device alarms to be 
either major or minor alarms. These can also be configured to cause the computer to 
the user with a beep or a wave file whenever a new alarm is detected. Node manager 
also allows the operator to set the audio file for every alarm. For each type of alarm, 
a separate audio file can be selected that can be played through speakers attached to 
the node manager. This feature can easily be enabled or disabled by the user on his 
choice. There are three types of alarms that can be set by the user. First one is a 
general alarm that appears for general operation of the network while second one is 
an error alarm that appears whenever an error occurs in the network and third alarm 
is warning alarm which appears with every warning message. Whenever a new alarm 
occurs node manager adds the alarm to the alarm database. The repetition period 
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determines the time gap between two successive alarms for a specific task. The 
repetition number represents the number of times the alarm should appear. If the 
period is less than the time taken to play the alarm the audio repeats immediately.

Figure 14: Processing Module

Macro Scheduler: NMS tool provides the macro scheduler to assign the task and to 
keep the remainder for the later date. These schedulers are used on regular basis or 
may be at a specified time. NMS tool allows operator to automate the Monitor and 
Control System by defining a macro, which consists of a group of commands to run 
automatically at specified time. Macros can be run at a later time so that the operator 
need not be present when the macro is running.

Creating and Running Macro: To create a Macro an operator simply selects Macro 
Mode and sends commands exactly as node manager commanding the devices.  Then 
each time a command is confirmed the operator enters information about how to add 
the command to the macro. NMS allows any number of commands in a macro and 
can contain commands for any combination of devices. This macro is stored in a file 
and can be executed immediately or at a later time. A Separate executable program is 
required to run macro, which opens that macro file to read in each command, and 
passes it to the NMS Graphics Server Program for execution. Macros are also 
scheduled to run at a later time.

Internal Diagnostics: There can be internal error diagnostic functions configured as 
macros:  

1. Detect any failure of communication between system manager and the device 
being monitored.
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2. Detects loss of communication between communication program and 
operator interface. 

3. Detects the failure of a link in the network.
4. Protects against running out of disk space for storing data.

Security Mechanisms

NMS tool provides the real time monitoring of computers and devices connected to it 
in a network. This system maintain and communicate health status of the system with 
in the network protecting the data from unauthorized users and takes necessary 
action in case of violation by authorized users [24].

Removable Device Detection: NMS tool detects the removable device (USB based) 
insertion and log the information. This insertion of device will intimate to authorize 
user at the manager end and provide report to the user for later verification. In order 
to copy data to this USB mass storage device requires necessary permission from the 
Node Manager. This authentication and detection mechanism protects confidential 
data in case of violation by authorized users.

Figure 15: Data Flow Diagram of Security

Authentication: Proposed system provides the multi level password protection as 
shown in the figure 13 for checking the authentication of the user. The highest level 
of authority is given to the node user. The node user is allowed to perform any task 
on the system including user creation, creating macros, report generation and 
configuring the system. The second level of authorization is operator. A command 
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authorization level is given to each of the commands for each device type. Before a 
command is sent, node manager confirms that the user has the authorization level to 
perform the command. This multilevel password protection protects the data from 
unauthorized users. 

4.3 Summary

In this chapter, we discussed the proposed conceptual architecture and associated 
modules along with their communication diagram in view of addressing the research 
questions. We also discussed the way the proposed architecture is motivated from the 
traditional NMS architecture and how the node detection and monitoring process is 
improved with our proposed polling method. Also, we discussed the way security is 
provided from unauthorized access and taking necessary steps in case of authorized 
violations over the existing methods. Finally, chapter discussed about the 
improvements to the user interface over the existing interface designs along with 
their ease in usage.    

5 ARCHITECTURE EVALUATION

ATAM (Architecture Tradeoff Analysis Method)  is a general architecture evaluation 
method that consists of four phases namely phase 0, phase 1, phase 2 and phase 3
[25]. Phase 0 is a group meeting where all the participants discuss about the 
architecture. Phase 1 and phase 2 are evaluation phases where actual evaluation steps 
continue. Phase 3 is preparing a follow-up report of evaluation phases [25]. The 
evaluation phases are performed in the following steps:

Step1 Presenting the ATAM steps:  in this step the evaluation team meets with the 
architecture designers. The group leader explains briefly about the evaluation process 
and the steps. The ATAM process suits well for the architecture consisting of some 
important functions, quality attributes and certain business goals [25]. The NMS tool 
architecture provided in the chapter 4 has also some quality attributes that are to be 
evaluated along with important functionalities which motivated us to choose ATAM 
[25]. 

Step2 Providing business drivers:  the architecture functionalities are identified 
below

1. Polling module which use different protocols in different layers to discover a 
node in a network with in short time.

2. Display module display the faults with different colors by clicking the node 
and also we can set different alarms to know the faults for this we can set 
audio wave files.

3. Security from unauthorized users to copying the data to USB and also 
authorized user violation.

4. Multilevel password authentication.
The architecture drivers are found to be performance management, security 
development, modifiability of the architecture and fault tolerance of the system.
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Step3 A brief presentation of Architecture:  in this step we present our NMS tool 
architecture briefly

NMS tool architecture consists of four modules communication, polling, display and 
process. Each module is responsible for communicating the network nodes. 
Communication module is responsible for provides the communication between 
monitoring system through Ethernet interface. Polling is a module which is used to 
poll on a continuous basis predefined interval time. The communication model 
maintains the status of every device by critical polling. The communication between 
the manager and nodes are through Ethernet for health monitoring as well as 
information exchange. Display module will be responsible for providing the 
graphical interface for displaying the network and interface for obtaining the required 
details from the user. It includes the entire screen that is necessary for monitoring 
and control the network. The communication module and the display module will 
communicate through the process module. The process module will be responsible 
for processing information that is required by network element as per the 
requirement. It acts as an interface between the other models. The processing module 
gets the remote systems and its device status from the communication module and 
process information is then passed on to the display module for display. This module 
maintains the log events, alarms and commands.

Step4 Identifying architectural approaches:  
in this step the evaluation team tries to find the approaches that are evident for the 
proposed architecture[25]. An approach that improves security and performance of 
NMS tool architecture has been provided. 

Step5 Generating utility tree of Quality Attributes:  

The quality attributes are drawn by using the data flow diagrams shown in figures 11 
to 15. The scenarios are formed for each quality attribute and presented in the utility 
tree. The scenarios are identified and ranked by using the following questions.

1. What are the main scenarios for each quality attribute?
2. How do you rank importance of the scenario?
3. How do you rank difficulty of the scenario?

Questions 2 and 3 are answered for each scenario and formed a co-ordinate per 
scenario. Ranking has been done on a scale of 1-10, where 1-5 specifies less 
importance or easy, 6-7 specifies medium importance or intermediate difficulty, and 
8-10 indicates high importance or high difficulty.

Table 2: Utility Tree of NMS tool architecture

ATTRIBUTE NAME SCENARIOS IDENTIFIED(Rank)

Security 1. Using multi-password to make system 
more secure. (9,9)
2. Securing data that copied to USB by 
requesting authorization from NMS. 
(10,9)
3. NMS copies the profile information of 
the authorized user who has taken
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information from a node to USB. (8,6) 
Fault Tolerance 1. Better pinging using different 

protocols on different network layers. 
(10,5)

Modifiability 1. Presenting the acuteness of the 
problem by using different colored
circles for the displayed error messages. 
The colors are user modifiable in the 
proposed architecture. (5,5)
2. Alarms are modifiable by the NMS 
user; an alarm can also be replaced with 
a wave file.(6,7)
3. Problem description is displayed when 
the user selects the node. (8,6)

Processor Speed 1. Speed of the processor must also be 
controlled while running the NMS tool. 
(8,7)
2. Memory of the processor by NMS tool 
has to be controlled by the architecture. 
(5,5)

Performance 1. Node discovery and monitoring 
protocols are replaced by new protocols. 
In subnet level ICMP (that can be 
blocked by firewalls) is replaced by ARP 
(cannot be blocked by firewalls).  (8,6)
2. Due to network congestion problems 
TCP (a connection oriented protocol 
which degrades performance) is replaced 
by UDP (connection less, unreliable 
protocol which improves performance). 
(8,6) 

Step 6 Analyzing approaches and quality attribute scenarios: The scenarios 
ranked in step 5 are analyzed in this step. Risks are found based on importance and 
ease in achieving the scenario. For instance, a scenario is of high importance and 
difficult to achieve then it is said to be a risk. By analyzing the scenarios from step 5,
we found 8 risks.

Step 7 Prioritizing the scenarios: 

1. Securing data that copied to USB by requesting authorization from NMS.
2. Better pinging using different protocols on different network layers.
3. Using multi-password make system, more secure.
4. NMS copies the profile information of the authorized user who has taken 

information from a node to USB.
5. Node discovery and monitoring protocols are replaced by new protocols. In 

subnet level ICMP (that can be blocked by firewalls) is replaced by ARP 
(cannot be blocked by firewalls).
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6. Due to network congestion problems TCP (a connection oriented protocol 
which degrades performance) is replaced by UDP (connection less, unreliable 
protocol which improves performance).

7. Problem description is displayed when the user selects the node.
8. Alarms are modifiable by the NMS user; an alarm can also be replaced with a 

wave file.
9. Presenting the acuteness of the problem by using different colored circles is 

to display the error messages. The colors are user modifiable in the proposed 
architecture.

10. Speed of the processor must also be controlled while running the NMS tool.
11. Memory of the processor by NMS tool has to be controlled by the 

architecture.

Step 8 Analyzing quality attributes and the approaches: we have given solutions 
for 7 risks out of 8 risks. One risk has not been given solutions as of now because 
changes in speed of processor could be known only after implementation. It would 
be appropriate to give the solution after implementing the system.

Step 9 Presenting the results: The evaluation team meets up and discusses about the 
ATAM steps and identifies the functionalities of architecture and the architectural drivers 
that motivated the designers. With a brief presentation about the architecture by the
architecture designers, the evaluation team has gotten sufficient knowledge about the 
concept of architecture. The approaches that have been used in the architecture design are 
found. With the data flow diagrams provided in chapter 4, quality attributes and their 
scenarios have been drawn in table 2. The quality attribute scenarios are ranked with co-
ordinates and analyzed. The analysis of quality attributes found 8 risks in which 7 risks were 
solved by the architecture designers. The remaining risk can be solved only after 
implementing the NMS tool architecture. The modified NMS tool is proved accurate and 
efficient by solving most of the identified requirements. Hence, the results obtained from the 
evaluation are useful for implementing the NMS tool modification. 

Summary: 

In this chapter, the NMS tool architecture has been evaluated qualitatively by using 
ATAM. The architecture has been evaluated to check the correctness and efficiency 
of NMS tool. The steps in phase1 and phase 2 are executed one by one. Architecture 
functionalities, quality attributes are evaluated by utility tree in table 2. The attributes 
are ranked and analyzed according to the method. Correctness and efficiency of the 
architecture are confirmed by the end of the evaluation process. Anyway, the new 
NMS tool must be evaluated after implementing it.

6 CONCLUSION AND FUTURE WORK

This is the final chapter of the thesis work and for the entire report. The major aspects 
covered under this chapter are, the concluding aspects of the research thesis work done so 
far. This chapter once again revisits on to the areas that are identified for improvements in 
our validation process. Finally, this chapter provides the conclusion on the achievement of 
our goals addressed in the introduction chapter followed by beneficiary aspects of 
implementing this architecture as a software tool in real world environments in view of 
future work.
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6.1 What are the limitations in existing monitoring tools?

This research question is crucial for our thesis work since they serve as the major 
source of motivation for the proposed architecture. Sections 3.1 through 3.5 
exclusively analyzed the limitations of existing monitoring tools in view of 
performance, security and their ease of usage. Even though our analysis has drawn 
many limitations, we emphasized only on the limitations that are identified in our 
research question’s perspective. Therefore, we strongly believe that sections stated 
above addressed this research question and fulfilled our first objective that formed 
proper ground for our architecture.

6.2 Does the proposed architecture improve the 
performance of node discovery and monitoring 
process over the existing architectures

This research question is the first phase of contribution in our thesis work. Since the 
implementation is left for future work, we conceptually addressed this research 
question in chapter 4. Based on the limitations analyzed we proposed an architecture 
and evaluated for its performance fault-tolerance and its modifiability in chapter 5. 
Architecture Evaluation is mainly performed to show how node discovery and 
monitoring process is improved along with improved security aspects over traditional 
tools. Therefore, we strongly believe that second and third objectives as well as this 
research question is addressed. 

6.3 Does the proposed architecture protect the data from 
unauthorized users and takes necessary action in case 
of violation by authorized users?

This research question is the final phase of  contribution in our thesis work. Once 
again, we conceptually addressed this research question in chapter 4. Proposed 
security aspects are also analyzed in chapter 5 to show how these aspects are 
improved over the traditional monitoring tools. Therefore, we strongly believe this 
research question is conceptually addressed.

6.4 Future work 

As we stated earlier implementation of this architecture is left for future work. In our 
thesis work we have not addressed all the identified limitations during the analysis. 
Those  that have not been considered for emphasizing are left for future improvement 
of the proposed architecture. Experimental analysis could also be conducted after 
implementing the tool.
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