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ABSTRACT 
The IP Multimedia Subsystem (IMS) is an open IP based service infrastructure that enables an easy 

deployment of new rich multimedia services mixing voice and data. The IMS is an overlay network on 

top of IP that uses SIP as the primary signaling mechanism. As an emerging technology, the SIP 

standard will certainly be the target of Denial of Service (DoS) attacks and consequently IMS will also 

inherit this problem. The objective of proposed architecture for IMS is to cram the potential attacks and 

security threats to IP Multimedia Subsystem (IMS) and explore the security solutions developed by 

3GPP. This research work incorporates the ideas of immune system and multiagent architecture that is 

capable of detecting, identifying and recovering from an attack. The proposed architecture protects IMS 

core components i.e.  P-CSCF (Proxy- Call Session Control Function), I-CSCF (Interrogating-Call 

Session Control Function), S-CSCF (Serving Call Session Control Function) and HSS (Home 

Subscriber Server) from external and internal threats like eavesdropping, SQL injection and denial-of-

service (DoS) attacks. In the first level i.e.  CPU under normal load all incoming and out going 

messages were investigated to detect and prevent SQL injection. Second level considers Denial of 

Service (DOS) attacks when CPU load exceeds threshold limit. Proposed architecture is designed and 

evaluated by using an approach called Architecture Tradeoff Analysis Method (ATAM). The results 

obtained confirm consistency of the architecture. 

 

 Keywords: IP Multimedia Subsystem (IMS), security threats, Denial of Service (DoS), SQL 

injection, immune system, Multiagent architecture. 
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1 INTRODUCTION 
 

IP Multimedia Subsystem (IMS) is an architectural framework for delivering internet protocol 

multimedia to mobile users. IMS defines a complete architecture and framework that enable 

convergence of voice, video, data and mobile network technologies over an IP-based infrastructure 

filling the gap between two successful communication paradigms, cellular and internet technology. The 

convergence of  voice  and data networks, fixed and mobile communication is a great achievement in 

the communication world  with advantage to maintain single communication platform for all but 

the  big challenge  is to maintain  an adequate  security level in the heterogeneous network environment. 

However, the current solutions, like firewalls, anti spy ware and antivirus systems, failed to counter the 

emerging threats because they only target specific types of threats. The proposed security architecture to 

IMS counter both, known and unknown threats, but along with other deficiencies like reactiveness with 

previous solution.    

The objective of proposed architecture for IMS is to cram the potential attacks and security threats to IP 

Multimedia Subsystem (IMS) and explore the security solutions developed by 3GPP.  This research 

work incorporates the ideas of immune system and multiagent architecture. In this thesis security 

architecture is proposed, based on the framework of immune system that is capable of detecting and 

identifying an attack, and recovering from an attack. In addition the proposed model has the same 

learning and adaptive capability of human immune system and so it is able to react to unknown attacks.  

 

1.1 Background  
IP Multimedia Subsystem (IMS) is an architectural framework for delivering internet protocol 

multimedia to mobile users.  IMS is a generic architecture for offering multimedia and voice 

over IP services defined by 3rd Generation Partnership Project (3GPP)[1]. IMS defines a 

complete architecture and framework that enables convergence of voice, video, data and 

mobile network technologies over an IP based infrastructure filling the gap between two 

successful communication paradigms, cellular and internet technology. The aim of IMS is to 

provide cellular access to all services that internet provides [2]. IMS is a complete end-to-end 

offering fixed and mobile operators ranging from user devices to service creation and delivery. 

IMS end-to-end includes Call Session Control Function (CSCF) and Home Subscriber Server 

(HSS) to Application Servers (AS). To ease the integration with internet IMS uses Session 

Initiation Protocol (SIP)[3]. SIP is an application layer control protocol for creating, modifying 

and terminating sessions with one or more participants. SIP can be used for two party, multi 

party, or multicast sessions that include internet telephone calls, multimedia distribution and 

multimedia conference. The main advantage of SIP is that it works independent of underlying 

transport layer (TCP, UDP, and SCTP). The IMS supports IP Multimedia applications such as 
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video, audio and multimedia conferences using SIP, Session Initiation Protocol, as the 

signaling protocol for creating and terminating Multimedia sessions [1]. 

The IMS is overlay architecture on the top of TCP/IP protocol stack [4] providing value added 

services. Since it is an open and distributed architecture that can enable easy access to services, 

information, and resources where there is chance for hackers to launch attacks on IMS SIP 

networks. The objective of architecture is to protect IMS application server and to secure SIP 

signaling. The low level attacks could be prevented by using low level mechanisms like 

encryption in Transport Layer Security (TLS) and to IP Security (IPSec). The task of proposed 

architecture is to detect and block SQL injection at application level.  

 

1.2 Aims and Objectives 
Application servers are functions on the top of IMS and provide value-added multimedia services in 

IMS. AS process incoming SIP requests. AS like web servers are ubiquitous, remotely accessible and 

open based architecture. They could be subject to different kinds of vulnerabilities and threats. These 

attacks collapse services e.g. flooding attacks keep IMS AS busy and exhaust its resources and SQL 

injection delete and modify database of IMS AS. The low level attacks could be prevented by using low 

level mechanisms like encryption in transport layer security (TLS) and IP security (IPSec). But higher 

level attacks like SQL injection at application level, are not mitigated by low level security 

mechanisms, hence the task of proposed architecture is to detect and block SQL injection and Denial-

of-Service (DOS) attacks at application level. The objectives that can be fulfilled to achieve this aim 

are: 

Ø Identifying the requirements for Security in mobile for IMS SIP application. 

Ø Identifying suitable technology that converges with cellular networks. 

Ø Detailing the session management in the proposed architecture. 

Ø Proposing security architecture for mobile in IMS SIP application. 

Ø Validating the proposed architecture addressing the identified requirements 

 

1.3 Research questions 
The following are the research questions that need to be addressed in the thesis: 

Ø What are the basic security requirements in IMS SIP application? 

Ø How can the existing security be improved? 

Ø What are the advantages with the proposed architecture? 

Ø How Artificial Immune System (AIS) help to fetch the results? 

Ø Does the proposed architecture satisfy all the identified requirements of IMS SIP? 

Ø Does the proposed architecture theoretically and conceptually prove viable for its 

implementation? 

 

1.4 Importance of study  
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The failure of earlier security solutions to counter the ever-emerging type of attacks, either due to their 

specificness to one type of attack or their passiveness, stipulates the need of   security solution which 

can detect various types of attacks and can also block them even before they can cause any kind of 

damage. 

 

1.5 Method/approach  
A qualitative research methodology (as of now) with action research will be used for conducting this 

research work. Action research is appropriate and has been chosen not to incline towards the results (as 

this is an educational research project) but analyze the real reasons behind the results [5]. This research 

also involves in improving an existing situation or changing the situation. Extensive literature survey 

and analytical thinking are involved in this research project.   

Initially, an understanding of problem is developed through an intensive qualitative literature study. By 

applying analytical research, the literature collected is thoroughly analyzed in section2.   Then, several 

state-of-the-arts proposed solutions are scrutinized  by applying action research leading to propose 

simple and flexible security architecture to IMS SIP presented in section 3.  Finally, the architecture 

evaluation in section 4 is also a type of analytical research in which concept provided by action research 

is analyzed. In later stages quantitative analysis is involved in architecture evaluation like response time 

calculation. The below figure1 shows brief overview of research methodology. 

                     

 
Figure 1: Research Methodology 

1.6 Audience 
The thesis is relevant to those people who have knowledge of IP Multimedia Subsystem, SIP, Mobile 

Agents, and Intrusion Detection System.  
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1.7 Limitation 
Due to limited and restricted time-span the scope of the work has some limitations like the 

content of report is not aimed at the details of methodology and technical issues that are 

involved in the development of a reliable underlying security framework. The main objective 

of the thesis is to identify security challenges and present a high level design and architecture 

for the security of IMS from SQL injection and DoS attacks.  However, the complexities that 

are being created by designed architecture and their possible solutions will be considered as 

future work. 

 

1.8 Motivation 
A fundamental motivation for this research is that how better security is provided to IMS in worst 

situation. In this thesis it is checked how human immune system can be applied to   the security of IMS 

SIP in real world environment with the help of mobile agents and it’s very good for relevant users who 

want to work in the security of IMS. 

 

1.9 My contribution 
A report detailing the following: 

Ø An understanding and explanation of security aspects in IMS and limitations with 

respect to current existing architectures through literature survey.  

Ø An analytical study of human immune system that helps to provide security with the 

convergence of mobile agents.  

Ø Finally architecture for IMS security and its validation.  

 

1.10 Structure of Thesis 
This paper proposes an efficient security mechanism that addresses the potential IMS security threats. 

This paper is organized as follows: 

SECTION 2: 

This section starts with brief history of how IMS came into existence. The overall IMS architecture, key 

protocols and important interfaces where security is critical are presented.  These are important to 

understand the attacks possibilities on the IMS. The author analyzed and discussed IMS security issues 

including IMS attacks and threats along with existing security solutions. Author uses suitable immune 

inspired AIS (Artificial Immune System) to resolve these issues. At the end of this section author 

therefore introduced immune system.  The level of suitability of AIS in IMS security is discussed in 

brief (like small introduction and discussed in detail where necessary in further part of the thesis) along   

with analogies between human immune system and the architecture. 

SECTION 3: 

The complete discussion on various requirements is provided and an architecture addressing these 

issues is provided here. The design requirements of proposed architecture are also discussed.  The 
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author uses suitable technology (mobile agents) identified under design requirements section and 

integrated to IMS core. The design and working of various components in proposed security 

architecture is clearly explained in relation to AIS. Focus on attacks detection algorithm along with 

design scenarios is also presented.  

SECTION 4: 

In section 4, validation of our solution is provided. The proposed architecture is evaluated from 

business and academic perspectives. Conceptual evaluation of architecture against various domain 

specific challenges is followed. The architecture is evaluated for those challenges applied wherever 

possible.  

SECTION 5 and 6: In section 5 author brings out the pros and cons of the proposed architecture. 

Discusses the proposed architecture and evaluation.  Section 6, all the research questions along with 

how author satisfied is discussed pointing to future work in this direction.  
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2 BACKGROUND 
Wireless communication is transferring information over a distance without use of electrical wires. The 

introduction of cellular technology greatly expanded the efficiency of frequency of using mobile 

phones. First generation cellular mobile telephones developed around the world using different, 

incompatible analogue technologies like the Advanced Mobile Phone System (AMPS) in 1980 in US, 

Germany developed C-Netz, while Scandinavia developed the Nordic Mobile Telephone (NMT) system 

[6]. 

Second generation (2G) mobile telephones used digital technologies. Groupe Speciale Mobile (GSM) 

was developed in 1980s and was the first 2G system and finally in 1990 GSM was standardized with 

new name Global System for Mobile communication under the auspices of European Technical 

Standards Institute [6]. GSM allows international roaming, automatic location service and relatively 

high quality audio. GSM offered to the user not only speech service but also   a text based messaging 

service called Short Messaging Service (SMS),  circuit switched data services with different capacities 

and identification of calling subscriber[7]. 

The problem with GSM technology is air interface especially in large cities with dense population. So 

came into existence called Enhanced data rates for GSM evolution and Universal Mobile 

Telecommunications Systems (UMTS) [8]. 

The system has been improved during the years with the addition of a packet based data service called 

General Packet Radio Service (GPRS)[8].The final stage in the development of  mobile phones is third 

generation (3G) technology allowing significantly increased speed of transmission mainly focusing on 

data services. 

 

2.1 3GPP Standardization   
        

Figure 2: Evolution of 3GPP technologies [26] 
 
In 1998 3rd Generation Partnership Project (3GPP) was standardized body responsible for third 

generation mobile network standardization.  The collaboration agreement brings together a number of 

telecommunication bodies as shown in figure 2. The partners are Association with Radio Industries and 

business (ARIB), Alliance for Telecommunications Industry Solutions (ATIS), China Communications 



  14

Standards Association (CCSA), European Telecommunications Standard Institute (ETSI), 

Telecommunication Technology Association (TTA) and Telecommunication Technology Committee 

(TTC) [9]. 

Until very recently, the prevailing telecommunications paradigm was based on multiple types of 

networks, each having different types of applications.   While IP-related technology holds the most 

promise for meeting the requirements of NGNs, the use of global internet is quite limiting. The IP 

multimedia subsystem (IMS) is an architecture that allows delivery of identical services to fixed and 

mobile customers regardless of whether they are connected through the packet-switched (PS) or circuit-

switched (CS) network.  

The security and data privacy is a big challenge when there is integration of different networks and 

technologies. The integration of different access technologies causes much vulnerability and hackers get 

access to steal financial and confidential information.  

 

2.2 An overview of IP Multimedia Subsystem: 
   
                                  

 
                                                Figure 3: Open core IMS [21] 

 
Most of the information in this section is from [9, 10, 11, 12, 13, 14 and 15]. The open core IMS is 

shown in figure 3 and is explained below. Applications servers host and execute services and interface 

with S-CSCF using SIP. Application servers can be located in home network or visited network. The 

SIP Application Servers (SIP-AS) interacts with endpoints and with other application servers in the 

application layer. The session control layer contains Call Session Control Function (CSCF). The 

function used for VoIP capability. It performs service switching functions, address translation functions, 

and vocader negotiation functions. It is used to process SIP signaling packets in IMS. The tasks to be 

performed by CSCF are divided among. 

Ø P-CSCF-Proxy Call Session Control Function. 
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  It is first point of contact to IMS terminal. It is assigned to IMS terminal during registration and 

does not change for the duration of registration. It authenticates user and establishes an IPSec 

security association with IMS terminal and sits on the path of signaling messages. 

Ø S-CSCF-Serving Call Session Control Function. 

 The S-CSCF is responsible for overall management of SIP sessions and coordination of sessions   

with other network elements. Its functions include SIP registration of endpoints, end user 

authentication, session and service control, call monitoring and recording for charging. The S-

CSCF, central node of signaling plane is SIP server that performs session control. It decides to 

which application server SIP message will be forwarded, in order to provide services. S-CSCF with 

no local storage stores all information in HSS (Home Subscriber Server). 

Ø I-CSCF-Interrogating Call Session Control Function. 

The I-CSCF is the contact point within a service provider’s network for all sessions from another 

network destined to subscriber of that service provider, or for a roaming subscriber currently 

located in another service provider’s network. I-CSCF queries HSS using diameter Cx. 

Interface to retrieve user location (Dx interface is used from I-CSCF to Subscriber Location Function 

(SLF) to locate the needed HSS only). And then routes SIP request to its assigned S-CSCF. 

Home Subscriber Server (HSS): The HSS is master database for a given user containing subscription 

related information to support network entities actually handling calls/sessions. It is similar to GSM 

HLR/AC that performs authentication and authorization and user physical location. 

Application Servers (AS): Presence or Group list management services as well as any other generic 

ones are implemented into the various Application Servers (AS) that can participate actively in the 

signaling and media paths but they are not considered to be part of the IMS core network. Application 

Servers allow demonstrating specific service usage on top of the Open IMS Core. Any third party AS 

conforming to the IMS SIP standards [16, 17] can interoperate correctly with the core through the SIP-

based IMS Service Control (ISC) interface 

Media Processing: The Media Resource Function (MRF) can be split up into the Media Resource 

Function Controller (MRFC) and the Media Resource Function Processor (MRFP). These elements 

provide media stream processing resources for media mixing, media announcements, media analysis 

and media transcoding as well as speech [17].  The Border Gateway Control Function (BGCF), Media 

Gate Control Function (MGCF), and Media Gate (MG) perform the bearer interworking between 

RTP/IP and the bearers used in the legacy networks. 

IMS End User System: We needed some User Endpoints (UE) that was ready to perform an IMS 

registration process and to handle the SIP signaling of next generation mobile phones. The UEs had to 

be capable of supporting the service related media codec’s for the multimedia applications in addition to 

the basic connectivity support, e.g. GPRS, WLAN, etc. 

 

2.2.1 Key protocols used in the IMS network 
Session Initiation Protocol (SIP): 
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The key technology behind IMS is the SIP protocol; SIP [10][18] has been adopted as the signaling 

protocol to handle multimedia sessions at both the Internet and the 3G realms.  The function of SIP is to 

establish, modify and terminate multimedia sessions with media such as voice, video and chat over IP 

networks, where the media delivery part is handled separately.   Furthermore, SIP is derived from 

familiar web based protocols such as HTTP [10], so that existing web developers can readily adapt 

using it. These are the major reasons for selecting SIP in IMS; it is also considered to be flexible and 

secure. 

Diameter – the Authentication, Authorization, and Accounting protocol: 

The Diameter protocol was widely used in the IMS architecture for IMS entities to exchange AAA 

related   information.  Diameter is used by the S-CSCF, I-CSCF and the SIP application servers in the 

Service Layer, and in their exchanges with the HSS containing the user and subscriber information [19].  

Diameter is designed as a Peer-to-Peer architecture, and every host who implements the Diameter 

protocol can act as either a client or a server depending on network deployment. So the term Diameter 

node is used to refer to a Diameter client, a Diameter server, or a Diameter agent.  Diameter clients are 

usually the end devices of the network that perform access control and originate AAA requests.  Thus 

3GPP standard body has adopted Diameter as the primary signaling protocol for AAA and mobility 

management in the IP Multimedia Subsystem (IMS) [10]. 

Other protocols:  

In addition to SIP, Diameter, there are other protocols used in IMS. H.248 (ITU- Recommendation 

H.248 [20][21] and its packages are used by signaling nodes to control nodes in media plane (e.g.., a 

media gateway controller controlling a media gateway). The other protocol which is important for 

multimedia contents is Real-time Transport Protocol (RTP). RTP defined in RFC3550 [20] used to 

transport real time media, such as video and audio. 

 

2.2.2 IMS interfaces/ reference point 
In the IMS specification, messages are exchanged among the functional entities. A “reference point” is 

a standardized interface between two IMS functions. It defines both the functions that it links and the 

protocol across the interface.  The following table 1 depicts various IMS interfaces or reference points.  

Each reference point is denoted by the combination of one upper and one lower case letter, e.g. Gq. 

These are defined by 3GPP and represent major interfaces [22]. 
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Table 1:  IMS Interfaces [23] 
 
2.2.3 IMS functionality 
Session Initiation Protocol (SIP) registration is performed in order to bind the Internet Protocol (IP) 

address that is currently used by the user and the user's public user identity, which is a SIP Uniform 

Resource Identifier (URI).  Prior to registration the User Equipment (UE) must discover IMS entity to 

which it will send a REGISTER request. The UE sends a REGISTER message to home network to 

perform SIP registration as shown in figure 4 below. The I-CSCF selects the S-CSCF, serves the user 

while it is registered. The S-CSCF downloads the authentication Subscriber Server data of the user from 

 

     

      Gm 

 

It is SIP-based reference point between a UE and a P-CSCF and supports SIP messages only.  

During registration UE sends REGISTER and receives the response to REGISTER message. 

During session initiation / termination same interface is used to send / receive SIP signaling 

messages. 

 

      

 

    Mw 

 

This is the SIP based signaling interface between various SIP servers viz. S-CSCF, I-CSCF 

& P-CSCF.  During UE registration process this interface is used to send message from P-

CSCF to I-CSCF and further to S-CSCF. The same is used by S-CSCF to perform network-

initiated de-registration and also when user has to be re-authenticated by network 

 

     

     Cx 

 

Reference point between CSCF and HSS.  It is based on DIAMETER protocol and is used 

by I-CSCF and S-CSCF. I-CSCF needs this to get the S-CSCF assigned to the subscriber. S-

CSCF also needs this interface for getting authentication information when it needs to 

authenticate a user that is registering through the P-CSCF. 

 

   

 

   ISC 

 

ISC stands for IMS service and is based on SIP protocol. It is between S-CSCF and AS.  

When S-CSCF receives a call that matches service criteria, it forwards call to AS by sending 

INVITE. AS may modify the SIP message and may send the call back to S-CSCF using the 

same interface. AS may also initiate a transaction e.g. for sending messages using 

MESSAGE. 

 

 

   Sh 

 

 

This based on the DIAMETER protocol and is between CSCF and HSS for fetching user 

data.   May be used to transfer user profile information, such as user service related 

information, user location information, or charging function addresses.  

 

  

    Ut 

 

Ut reference point between is UE and AS. It enables users to securely manage and configure 

their network services related information hosted on an AS. Examples of services that utilize 

this interface are presence, Push to talk over cellular and multimedia telephony. 
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the HSS.  The UE and  P-CSCF agree on a security mechanism. The UE and the network (S-CSCF) 

authenticate each other   and IP security (IP-sec) associations established. [24][25]. 

The UE learns the route to the S-CSCF. The S-CSCF learns the route to the UE. The S-CSCF 

downloads the user profile from the HSS [24][25]. The S-CSCF registers the default public user identity 

of the user. The S-CSCF may, based on the user profile, implicitly register further public user identities 

of the use. The UE becomes aware of all public user identities that are assigned to current registration 

state [24][25].  The P-CSCF becomes aware of all public user identities and current registration state.                                             

 

 
Figure4: IMS Registration [24] 

 
 The following steps explain the steps carried over in session establishment and shown in figure 5. 

Ø UE#1 prepares INVITE message and sends it to P-CSCF of UE#2 as it is default outbound 

proxy. 

Ø P-CSCF sends same to S-CSCF. 

Ø 200 OK message received for  REGISTER from S-CSCF(UE#1) 

Ø S-CSCF  sends INVITE to S-CSCF(UE#2) 

Ø S-CSCF(UE#2) remembers path in REGISTER message   from UE#2 and uses it to route 

INVITE to UE#2 

Ø Similarly all exchanges in same way and call is established and media flow between UE 

directly from P-CSCFS     
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Figure5:  IMS session management [24] 

 
2.3 IMS security Issues 
According to the 3GPP technical specifications, the IMS security is offering features such as 

authentication and encryption.  Despite the diverse security mechanisms that have been proposed for 

SIP-based infrastructures [26], there are still vulnerabilities that affect this architecture with an intension 

of consuming the network resources like memory, CPU performance   [27], thus preventing legitimate 

IMS users from receiving  services with some minimal performance. 

 

Unfortunately, the security mechanisms proposed by 3GPP are not enough   to protect the IMS 

networks from flooding attacks [28].  However, new threats like Denial of Service (DoS) and 

distributed DoS attacks, where there is possibility for attackers to attack and spam were not really 

addressed [29]. 

The potential attacks and vulnerabilities to IMS are summarized below: [21] 

Ø Denial of Service (DOS) - attacks intend to make servers unavailable to accomplish their tasks. 

Ø SQL injection- attack is not only targeting data modification, but causing denial-of-service by 

downfall of database services. 

Ø Tearing down session- An attacker could utilize the Bye request to tear down a session. 

Ø Registration Hijacking- Registration hijacking occurs when an attacker impersonates a valid 

UA to registrar and replaces the legitimate registration with its own address. 

Ø Impersonating a server- The attacker may try to pretend to be authorized server and misroutes  

the message 

Ø Man-in-the-middle attack- The attacker inserts himself between two communicating parties. 

Both believe they're talking to each other, and the attacker can delete or modify the 

communications at will. 
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2.3.1 IMS attacks and threats 
IMS may be exposed by different types of attackers. IMS operator employee’s potentially dangerous 

attackers since they have excellent knowledge of the system. The aim of any kind of attack is either the 

interruption/destruction of service provisioning known as Denial of Service (DoS) or to gain some sort 

of unauthorized access in computation resources .There are different security threats to IMS system and 

are summarized below. 

FLOODING ATTACKS IN SIP 
SQL injection:  The SQL injection could be launched simply by inserting SQL statement when UE 

(User Equipment) and P-CSCF starts authentication procedure [30].  When P-CSCF request 

authentication, the UE computes the credentials based on HTTP Digest mechanism [31]. This message 

is sent to S-CSCF via P-CSCF in authorization and looks like as shown in   below in example 1. 

EXAMPLE 1 

REGISTER sip: home.mobile.biz SIP/2.0 

Authorization: Digest 

Username=”kaca07@mobile.biz”, 

Realm=”er@mobile.biz”, 

nounce =””, 

uri="sip:home.mobile.biz", 

qop=auth-int, 

nc=000000001 

cnounce=””, 

reponse=””, 

opaque=”” 

 
The malicious user could launch SQL injection in IMS by inserting the malicious SQL code in its 

authorization header.  This message could be any SIP message requiring authentication by P-CSCF.  

The code can be embodied in the username or in realm fields in the authorization header and looks like 

shown in example 2. 

EXAMPLE 2 

REGISTER sip: home.mobile.biz SIP/2.0 

Authorization: Digest 

Username=”kaca07@mobile.biz; delete table subscriber”, 

Realm=”er@mobile.biz”, 

nounce =””, 

Uri="sip: home.mobile.biz", 

qop=auth-int, 

nc=000000001 

cnounce=””, 
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reponse=””, 

opaque=”” 

 

When P-CSCF receives a SIP message with an infected authorization header, it generates and executes 

the illegitimate SQL statement which may delete or modify data in the database [31]. 

IP Spoofing:  An attacker impersonates legitimate user with spoofed ID and sends an INVITE or 

REGISTER message. When an INIVTE message is sent to a user with an arbitrary destination IP 

address, the call is never sent through the hacker’s terminal. This way he can execute call fraud and 

make free calls. 

INVITE flooding:  Attacker sends INVITE messages with fake address as shown in figure 6 and 

paralyzes the user terminal or SIP proxy server. 

 

 
Figure 6:  INVITE flooding [32] 

 
REGISTER flooding attack: The REGISTER is shown in figure 7.  

 

 
Figure 7:Register flooding attack [32] 
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BYE Denial of Service: Attacker can counterfeit a legitimate BYE message as shown in figure 8 and 

can send it to one of communicating parties, resulting in tear-down of ongoing conversation.  

 

 
Figure 8:  Session Tear down attack [30] 

 

 
CANCEL attack: 

Aim of this type of attack is to make UA unattainable by deleting the SIP request directed to it. The 

attacker could utilize the Cancel attack to cancel Invite request as shown in below figure 9 generated by 

a legitimate user.  

 
Figure 9: CANCEL attack [30] 

 

 
2.3.2 Existing security solutions 
The existing security solution to all the security attacks is developed by 3GPP and shown below in 

figure 10. The overall security of IMS consists of following security associations.  

The five security associations are as below: 

1.  Provides mutual authentication between UE and HSS.    
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2. The Gm interface point provides security link between UE and P-CSCF for authentication. 

3. The Cx-interface provides security association for HSS database. 

4.  Provides security between the P-CSCF and other core SIP services when the UE is roaming in 

a Visited Network (VN). 

5. Provides security between the P-CSCF and other core SIP services when the UE is operating in 

the Home Network (HN). 

 
 

.  
 

Figure 10: Existing IMS Security Architecture [33] 
 

 
2.4 What is not satisfied? 
We have gone through general security issues, IMS attacks and corresponding solutions security 

solutions in the previous sections. Certain limitations have been found. This situation seems unsatisfied 

to the service providers and mobile users to provide authentication, integrity and confidentiality by 

securing SIP messages.  These solutions could not prevent application layer attacks like SIP message 

flooding, SIP message flow, and fuzzing and SQL injection.   

 

2.5 Need of proposed architecture 
An architecture that can satisfy the problem is needed to enhance the security level to the existing IMS. 

The author analyzed the situation clearly to provide a general solution to all the attacks. None of the 

existing solutions discussed above provides total security. The security and data privacy is a big 

challenge when there is an integration of different networks and technologies. The integration of 

different access technologies causes much vulnerability and hackers get access to steal financial and 

confidential information. The reasons drive the author to propose a general architecture to solve the 

existing problems. 
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In the proposed architecture all these activities are done with mobile agents.  A mobile agent is a 

promising approach to develop distributed applications. Particularly, the growing interest in agent 

technology has been motivated by its potential use in a number of application areas including electronic 

commerce, information gathering and dissemination, telecommunication systems, customizable services 

and monitoring systems [34, 35]. 

 

2.6 Biological Model Introduction 
The use of immune inspired mechanism in computing environment perhaps predates the advent of 

autonomic computing itself. The AIS(Artificial Immune System)  literature  reveals that majority of 

computational  mechanisms  and application domains are chosen based on the common assumption that 

immune  system major function is to separate  “self” from “non-self”.  

The human immune system, IM, is protecting the body from various bacteria and viruses. Most of the 

information in this section is from [36, 37, and 38].  The immune system defends the body against 

harmful diseases and infections. It is capable of recognizing virtually any foreign cell or molecule and 

eliminating it from the body. The passive and adaptive immune system is produced primarily by 

Leukocytes. Phagocyte and Lymphocyte are the different types of Leukocytes.  Phagocyte is first point 

of defense for the human immune system. The adaptive immune system consists of primarily 

lymphocytes that circulate through the body in the blood and lymph system. Once pathogens have 

entered the body, they are handled by passive immune system and by adaptive immune response.  

The passive immune system consists primarily of circulating scavenger cells such as macrophages that 

ingest extracellular molecules and materials, clearing the system of both debris and pathogens.  The 

adaptive immune response also known as acquired immune response is the most sophisticated and 

involves many different types of cells and molecules.  It is called adaptive because it is responsible for 

immunity that is adaptively acquired during the lifetime of the organism. Because the adaptive immune 

system provides the most potential  security, so we will further  focus on it in this paper leaving out 

many important details and emphasizing most relevant aspects to this paper.  

The immune system consists of different populations of immune cells mainly B or C cells which 

circulate at various primary and secondary lymphoid organs of the body. The Immune system consists 

of two main layers: the passive and adaptive layers. The passive layers consist of the skin, membranes, 

pH (potential Hydrogen of a liquid), temperature and inflammatory responses. The adaptive layers 

consist of cell mechanisms. All the organisms belonging to a human body are labeled as ‘self’. Those 

organisms that are identified as ‘non-self’ are detected and destroyed by the immune system. The 

adaptive immune system reacts dynamically to foreign cells. There are two types of cells that are used 

in detecting foreign cells: B-cells and T-cells. B-cells are generated in the Bone marrow while T-cells 

are generated in a Thymus. T-cells are in turn classified as helper T-cells and killer T-cells.  

Helper T-cells help the B-cells detect foreign cells hidden inside the human cells. Killer T-cells kill 

foreign cells. B-cells recognize foreign cells and create antibodies with the function to be attached to 

these foreign cells. Before B-cells are released from the bone narrow they have to be tested whether 
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they can detect correctly. They pass a stage called negative selection in which all B-cells that detect the 

‘self’ labeled organisms are disqualified and deleted. Those B-cells that pass the test are released into 

the body. When a foreign cell is detected, separate memory cells are created by detecting B-cells to 

remember the detected foreign cell. Memory cells store information about foreign cells that were 

detected in the past and these memory cells have longer life spans than normal B-cells and T-cells. T-

cells are also tested using negative selection before being released from the Thymus. Different B-cells 

and T-cells detect different types of foreign cells. T-cells and B-cells undergo a process called mutation 

in the gene library. The gene library contains all the genes that are used to create different types of cells. 

The gene library continuously adapts and creates blueprints for making better antibodies that detect 

more and more varieties of foreign cells. The gene library evolves in a process called colonel selection. 

Those cells that have a higher detecting capacity are cloned. The genes are used to maintain diversity of 

antibodies by generating different gene expressions. 

 

2. 6.1 Biological model discussion (AIS) 
The adaptive immune system reacts dynamically to foreign cells which consist of B-cells and C-cells. 

Immune systems have many features that are desirable for the imperfect, uncontrolled, and open 

environments in which most computers currently exist.  The connection between immune systems and 

computer security was introduced in [39, 40] and elaborated in [41, 42]. In the proposed architecture all 

these activities are done with mobile agents. 

Mobile agent is a small intelligent active object which is able to carry out activities continuously and 

autonomously in a particular environment. Mobile agent is a promising approach to developing 

distributed applications. Particularly, the growing interest in agent technology has been motivated by its 

potential use in a number of application areas including electronic commerce, information gathering 

and dissemination, telecommunication systems, customizable services and monitoring systems [43].The 

agents system is meant to be the system of interacting agents. They are coordinated by general global 

purpose (the strategy) but autonomous enough to realize their own tasks within the framework of the 

general strategy (their own tactics). These qualities make agent a choice for security architecture. In the 

proposed architecture all these activities are done with mobile agents.  The analogy between immune 

system and proposed architecture is clearly shown in table 2.  

 

Immune system Security architecture 

 

T-cell Detection agent 

 

B-cell Analyzer agent 

 

Memory cell Database agent 
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Specific antibodies production Monitor agent 

 

Antibodies Killer agent 

 

Table2:  Analogies between immune system and proposed architecture 
 
2.6.2 Overview of proposed architecture 
There are many similarities between computer security system and biological immune system. A human 

immune system produces antibodies to resist pathogens through B-cells over the human body and T-

cells can regulate the antibody concentration. Simulating biological immune system, author placed 

certain amount of immune cells (viz., mobile agents) into the networks .These mobile agents host on the 

network, provide forensic analysis. When an attack is detected the request of certain user leading to 

downfall of IMS SIP services is blocked and the user details are stored in immune memory. The 

developed system will perform real time monitoring, analyzing and generating appropriate response to 

intrusive activities. Figure 11 below shows agents structure and dynamic evolvement and the 

relationships and the process of identifying, detecting and protecting the IMS core and is explained 

more detail in section 3. 

 

Figure 11:  Dataflow architectural view of proposed architecture 
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3 PROPOSED ARCHITECTURE 
 
3.1 Introduction 
IP session participants wherever they may be, there have never been enough safeguards and protection 

for SIP protocol [44] or specific security mechanism.  With some types of security mechanisms, SIP is 

vulnerable to eavesdropping and interception (i.e., hijacking) of call-signaling information and the 

conversation itself, man-in-the-middle attacks, call tampering, replay attacks, and denial-of-service 

attacks. Multimedia subsystem uses Session Initiation Protocol (SIP),   signaling for initiating, 

managing and terminating voice and video sessions.  SIP is responsible for registration, session setup 

and session management.  SIP is an IETF application layer protocol to establish, register, cancel, and 

redirect a call and tearing down sessions. SIP's main purpose is to help session originators deliver 

invitations from potential service (DoS) attacks. DoS can take the form of malformed packets, 

manipulating SIP states, and simple flooding, such as a REGISTER or INVITE flood. 

There are two kinds of possible threats, external and internal in SIP based network. External threats are 

launched by someone who is not involved in message flow of SIP based call. Internal threats assumed 

as much complex as they were usually launched by SIP call participant. 

The main intention in developing proposed security architecture for IMS is to enhance the existing 

security level.  The proposed architecture protects IMS core components i.e.  P-CSCF (Proxy- Call 

Session Control Function), I-CSCF (Interrogating-Call Session Control Function), S-CSCF (Serving-

Call Session Control Function) and HSS (Home Subscriber Server) from external and internal threats 

like eavesdropping, SQL injection and Denial-of-Service (DoS) attacks. 

In this section the author presented the security and vulnerability analysis. The location of security 

architecture in order to overcome these threats is presented below in figure 12. Finally the section ends 

with explanation of   proposed architecture, how it detects and prevents the identified threats with the 

help of design scenarios. 

 

3.2 Security and Vulnerability analysis 
The IMS client needs to establish association with P-CSCF for communication (refer section 2.2.3 and 

figure 3 and 4). The emerging standard for third generation (3G) wireless communications, has adopted, 

is an enhanced Authentication and key Agreement (AKA)protocol resulted from the Third-Generation 

Partnership Project (3GPP) [45][46]. The AKA is used for authentication between UE and P-CSCF. 

The 3GPP/IMS authentication and key agreement protocol has been reported and claimed to be secure. 

But [46] demonstrate that 3GPP AKA is vulnerable to a variant of false base station attack. The 

vulnerability allows an adversary to redirect user traffic from one network to another. It also allows an 

adversary to use authentication vectors corrupted from one network to impersonate all other networks. 

Hence the corruption of one network may jeopardize the entire system. AKA has been criticized due to 

its vulnerabilities of redirection and active attacks in corrupted network. 
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3. 2.1     Redirection attack 
The redirection attack [47] is because the authentication vector can be used by any serving network. 

The redirection attack occurs when network is corrupted and an adversary could falsify an 

authentication data request from the corrupted network to obtain authentication vectors. However the 

adversary could falsify the sequence number to be set in a very high value by flooding the 

authentication data to the home network. As a result he can start active attack against all legitimate 

users. 

In more detail the adversary uses false base station and false mobile station. Through the device, the 

adversary can impersonate as a genuine base station and establishes connection with a genuine base 

station.  This integration of false base/mobile stations allows the adversary to replay messages in 

between a legitimate mobile station and a genuine base station. The authentication process is 

successfully completed between the user and foreign network. Thus the redirection attack is 

successfully launched. 

 
3. 2.2 Active attacks in attacked networks 
In 3GPP AKA, authentication vectors are transferred between and within networks.  When a network is 

corrupted, an adversary could falsify  authentication data request from the corrupted network to obtain 

authentication vectors of any user, independent of the actual location of the user. Then, the adversary 

could use the obtained authentication vectors to impersonate attacked networks and to mount false base 

station attack against legitimate users [44].  He could also launch the flooding attack by setting the 

counter value very high. Since the corruption of one network may jeopardize the entire system, it is 

critical that security measures are in place in every network.  There is no security mechanism available 

to control the attacks in corrupted network. 

 

3. 2.3 De-synchronization attack 
In 3GPP AKA, it is required that the home network maintain a counter for each subscriber.  If there is 

change in the database storing the counters in the home network, it will affect all the mobile stations 

subscribed to the home network. If the attacker is able to launch the false base station attack, he could 

disturb the synchronization counter. The goal is to make the network not function properly by sending 

bogus routing information (for example advertising a route that does not exist). It can also be done by 

flooding the network with packets (denial of service attack). In such an instance, the cost will be 

tremendous to resynchronize the counters maintained for each individual subscriber.  This situation 

becomes worst when the user is roaming. 

 

3.3 Design Requirements of Proposed Architecture 
The security challenges facing to IMS are the flooding attacks causing to downfall or collapse IMS 

resources and network services. Flood DoS and DDoS attacks are those attacks whereby a malicious 

user deliberately sends a tremendously large amount of random messages to core network elements 
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from either a single location (DoS) or from multiple locations (i.e. DDoS). Typically, the flood of 

incoming messages is well beyond the processing capacity of the target system, quickly exhausting its 

resources and denying services to its legitimate users. These attacks could not be mitigated by the 

standard mechanisms; therefore, the primary functionality of proposed architecture is to detect and 

protect the DoS/DDoS flooding attacks launched against IP Multimedia Subsystem (IMS) core 

network. The identified problem areas that need to be resolved rather quickly for IMS are mentioned 

below: 

The proposed architecture should detect and drop SQL injection attack during UE (User Equipment) 

and P-CSCF starts authentication procedure. The P-CSCF message procedure should not be affected 

under normal load.  

At P-CSCF CPU overloading, the following requirements should be considered: 

Ø The continued authentication process from legitimate users should be carried out. 

Ø The REGISTER/INVITE messages from known legitimate UEs (previously success 

authenticated users) will still be accepted. 

Ø REGISTER messages from unknown users should be blocked as these messages may be the 

cause of overloading of IMS core. 

 
3.4 Location of proposed architecture 
The proposed architecture is based on open core IMS and is integrated within P-CSCF. It is placed in 

between IMS client and IMS core as shown below in figure 12. To protect the IMS core from identified 

attacks as mentioned in section 2.3 and 3.2 all the incoming and out going messages should pass 

through proposed architecture.  
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Figure 12: Location of Proposed Architecture 

 
For performance reasons the proposed architecture investigates attacks in two levels based on CPU load 

conditions. In the first level i.e. when CPU is under normal load, all incoming and out going messages 

are investigated to detect and prevent SQL injection. Second level considers Denial of Service (DOS) 

attacks when CPU load exceeds threshold limit. The CPU load is monitored and appropriate action is 

taken.  P-CSCF is first point of contact to IMS core.  It is assigned to IMS core during registration and 

does not change for the duration of registration. It authenticates user and establishes an IPSec security 

association with IMS terminal and sits on the path of signaling messages.  

In this case all the requests entering the IMS core has to pass through the proposed architecture and 

after verifying the incoming request is send further to I-CSCF. The request or message is blocked if it 

matches the identified attacks. The author clearly explained about this in next coming sections.  

 

3.5 Proposed Architecture 
After identifying the requirements, the architecture to meet the above mentioned design requirements is 

developed. In this thesis author proposes architecture for IMS core security based on AIS that is capable 

of detecting, identifying an attack and recovering from attack (refer section 2.8).  The proposed 

architecture is shown in figure 13 and author explains below how the AIS work with help of mobile 

agents.  
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Figure 13:  Architecture for IMS Security to Mobile: Focusing on Artificial Immune 

System and Mobile Agents Integration. 
 
The proposed architecture in Figure 12 shows the three major essential components and is explained 

below: 

Ø Detection Agent  

Ø Analyzer Agent  

Ø Killer Agent 

 

 
 Detection Agent 
When phagocytes or lymphocytes find foreign antigens they engulf and destroy them.  If the foreign 

antigen is already known to the immune system, specific antibodies may bind directly the antigen, 

making microbes attractive to other immune cells. A detection agent may be regarded as a T-cell and 

reside on each node in mobile networks. It monitors the incoming   SIP messages either from the UE or 

the P-CSCF and it forwards them to Analyzer Agent for further processing.   

Analyzer Agent 
The analyzer agent is the brain of proposed architecture and performs analysis and takes decision to 

protect IMS core against flooding and fuzzing attacks. They gather all the information from Detection 

Agent.  

The B-cells produces antibodies that distinguish the nonself proteins called antigen like viruses. The B-

cell itself don’t have capacity to eliminate antigens. The memory of previously seen invader allows it to 

mount much faster secondary response. Similarly analyzer agent maintains the list of reliable users 

which are successfully registered in the data base and later it compares that information with database 

with the help of database agent. Thus the incoming packets (SIP packets entering the network) 

compared with the immune memory to detect if they belong to self or non-self. Thus the desired 

security is provided to SIP packets avoiding the flooding, SQL injection and message overflow. 
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Analyzer agent uses various rules for taking decision to initiate a particular action. This rule set may be 

designed either manually (domain expertise) or evolved (as classifier) using historical data set. The 

analysis procedure detects the reason of overloading and decides to stop further communication from 

illegitimate user about defined time interval. 

Monitor Agent 
This Agent monitors the P-CSCF CPU processing load and compares with the defined threshold limit 

(X) to indicate the critical level. 

Database Agent 
The immune memory is a database of signatures of known dangerous antigens, and antibodies and B 

cell receptors are signatures of specific antigens that the immune system has already encountered. These 

components of the immune system allow it to respond more efficiently to new exposures to a known 

invader. Likewise the database agent in the proposed architecture maintains list of reliable users who 

are successfully registered. 

Killer Agent 
When pathogen enters the body, the adaptive immune system consists of Lymphocytes that circulate 

through the blood. Then the B-cells (which are detection agents in our architecture) in Lymphocytes 

produces antibodies in response to foreign antibodies. If the antibodies bind to antigens it acts a signal 

for phagocyte or T-killer cells to engulf and kill them. Then the T-killer cells are important in directly 

killing an antigen. The killer cells in our architecture are the Killer Agents and Block a particular IP 

address or sender. 

 
3.6 SQL Injection Detection Methodology 
As we have discussed in section 3.4 that in normal state, proposed architecture detects the SQL 

injection with the objective of causing minimum processing delay on the SIP REGISTER message 

flow. The SQL injection could be launched simply by inserting SQL statement during UE (User 

Equipment) and P-CSCF starts authentication procedure. When P-CSCF request authentication, the UE 

computes the credentials based on HTTP Digest mechanism [48]. This message is sent to S-CSCF via 

P-CSCF in authorization and looks like as shown in example 1 of section 2.3.1 

The malicious user could launch SQL injection in IMS by inserting the malicious SQL code in its 

authorization header. This message could be any SIP message requiring authentication by P-CSCF. The 

code can be embodied in the username or in realm fields in the authorization header and looks like 

shown in example 2 previously under 2.3.1. 

P-CSCF receives a SIP message with an infected authorization header, it generates and executes the 

illegitimate SQL statement which may delete or modify data in the database [48][49]. To detect SQL 

Injection, analyzer agent examines the SIP message and checks SIP message containing username with 

semicolon in the SQL-statement. If this behavior is detected, the analyzer agent recognizes that SQL-

injection and further processing of SIP messages will be stopped from this user. 

 

3.7 Register Flooding Detection Methodology 
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Registration hijacking occurs when a REGISTER message is sent by hacker with subscribers’ stolen 

identity.  There are several types of SIP Message Flooding Attacks. The REGISTER flooding attack 

could be launched by generating multiple REGISTER SIP messages from single or multiple hosts to 

collapse the IMS resources.  Attacker sends a large amount of SIP REGISTER messages (source IP 

address can be spoofed) to the victim and makes it busy processing the messages. The “flow-based” 

attacks exhaust available resources, such as CPU cycles, system storage or network bandwidth, again 

rendering the target machine unresponsive to requests.  The legitimate traffic thus suffers collateral 

damage. 

The objective of detection module is to detect the onset of an attack and identify the victim by 

monitoring traffic statistics. The REGISTER flooding detection method comes into action when SIP 

message flow starts.  For detecting abnormal behavior the technique is setting a counter and checking 

source IP address and port number.  The monitor agent performs periodical checking of CPU load and 

counting of SIP messages with the counter. In this case the threshold of standard INVITE message was 

assigned to 15 for a time period of 60secs. The arrival of 15th packet trigger matched to suspected state 

is intimated to analyzer agent and analyzer agent keeps processing all the SIP messages using anomaly 

detection. An anomaly-based detection technique creates normal profiles of system states or user 

behavior, maintains in database and compares them with the current activities. If a significant deviation 

is observed, the system raises an alarm and declares that IMS core is under flooding attacks. In under 

attack state analyzer agent analyses and rejects all unknown REGISTER requests while continues to 

process all other SIP messages.  The detection procedure shown in figure 14 and alert message format 

send from monitor agent is as below in table3. 

  
                                                              Attack alert 
         
    
     
                            Attack done 
                                                                                             Attack confirmed 
    
 
 
 
 

 
Figure14:   REGISTER flooding detection state chart 

 
 
    
 
 
 
 

 
 

Table 3:   Message format of attack alert 
 

Alert Identifier 
Destination address prefix 

Confidence 
Timestamp 

Attack under signature 

 Normal Suspected 
 

Under 
attack 
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Alert Identifier                                       -To whom it is sent 

Destination address prefix                     -Target under attack 

Timestamp                                             -Time of attack 

Attack under signature                           -List of attributes of attack traffic 

 
3.8  INVITE Flooding Detection Algorithm 
Similar to the previous method, monitor agent starts counter to count the INVITE or Subscribe SIP 

messages. If flooding is detected, monitor agent intimates to analyzer agent and state is changed from 

normal to critical and it continues to process all the other SIP messages. After 60secs the timer is 

initialized and again it verifies the load condition. If it crosses the threshold i.e. if counter exceeds 15 

messages in 60 secs analyzer agent verifies that the flooding is due to INVITE messages and it stops all 

unknown messages using the anomaly. 

 
3.9 Design Scenarios of the Proposed Architecture 
In this part we are going to discuss design scenarios of the proposed architecture for SQL injection, 

REGISTER and INVITE attacks. When P-CSCF receives request from UE, the request is forwarded by 

the detection agent to the analysis agent for further processing as shown in figure 15. Either in 

REGISTER or INVITE detection the message is first verified for SQL injection.   

 

3.9.1 REGISTER flooding attack design scenario  
The monitor agent verifies the REGISTER flooding by analyzing CPU load.  If there found flaws 

created by certain user, related details are stored and killer agent blocks that IP address. The detection 

and prevention is shown in figure 15   and explained below.                  

  

                     
Figure15: REGISTER flooding attack design scenario 
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Ø REGISTER request sent from User Equipment to P-CSCF.  

Ø P-CSCF transfers REGISTER request to analyzer agent to verify for SQL injection.  

Ø If SQL injection found, REGISTER request will be denied.  

Ø If analysis agent found no SQL injection, then request sent to monitor agent. 

Ø Monitor agent checks for CPU load and if load is normal, monitor agent will send the reply as 

normal.  

Ø Under this normal load condition, analyzer  agent forward REGISTER request to database 

agent  

Ø If UE is existing, it will send back a message existing UE. 

 
3.9.2 INVITE flooding attack design scenario 
The design scenario of INVITE flooding attack is as follows and is shown in figure 16  

Ø Initially INVITE request is sent by UE to P-CSCF. 

Ø P-CSCF forward INVITE request to analyzer agent for SQL injection checking. 

Ø If it contains SQL injection, INVITE request denied. 

Ø If it contains no SQL injection, then request sent to monitor agent and INVITE flooding is    

verified by checking CPU load.  

Ø If load is normal, it will be informed to analyzer agent. 

Ø Analyzer agent will then forward INVITE secure and the request will enter IMS core.  

Ø If load exceeded the CPU limit, the system is under attack. 

Ø INVITE request rejected. 

 
                                  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 16: INVITE flooding attack design scenario 
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4 ARCHITECTURE EVALUATION 
Architecture evaluation tells us the important properties of the system. By analyzing architecture well, 

one can find important interesting properties of the system. These important properties can be known 

before the existence of  system  in real. But some of the   architecture properties could be evaluated only 

after building architecture in practice. Architects make design decisions because of the effects they will 

have on the systems they are building in the direction of current process of stream, and these effects are 

known and predictable. Architectural techniques and patterns bring known properties to the systems in 

which they are used. Hence, the design choices of architectures are analyzable. Assessing the 

architecture with an effective technique before it becomes accepted blueprint of project is very helpful 

in economic point of view. ATAM (Architecture Tradeoff Analysis Method) is a repeatable, structured 

method of architecture evaluation that can provide relatively a low-cost risk mitigation capability. The 

main reason behind choosing ATAM for architecture evaluation is that ATAM is appropriate when we 

evaluate architecture based on business goals, quality attributes and functional requirements. The IMS 

security architecture for mobile has its own business goals, constraints, quality attributes and functional 

requirements which is exactly suitable to be evaluated by ATAM. By using ATAM, the evaluation team 

confirms whether the proposed architecture is the right one or not. Another reason behind choosing 

ATAM is to verify the correctness of his architecture. 

 

4.1 Benefits of Evaluating with ATAM 
Software architecture is "the structure of the components of a program/system, their interrelationships, a 

principles and guidelines governing their design and evolution over time."[50]. The main benefit of 

using ATAM is to check whether the architecture reaches the user expectations i.e. it serves as a 

blueprint of the system. Using this, problem can be found in the initial stages so it is easy to correct and 

maintenance will become easier from economic point of view.  ATAM is easy way to discover tradeoffs 

and sensitivity points. Using ATAM evaluation, one can document all the justifications for key 

architectural decisions. The communication among stakeholders is increased after ATAM evaluation. 

 

4.2      About ATAM 
ATAM (Architecture Tradeoff Analysis Method) describes how different architecture attributes interact 

to analyze the architecture. Its main purpose is to assess the consequences of architectural decisions 

based on quality attribute requirements. In fact it is not used to achieve quality but mainly to find the 

risks in advance. The main result of this ATAM is improved architecture. Other outputs includes a 

concise presentation of the architecture, articulation of the business goals, quality requirements in terms 

of a collection of scenarios, mapping of architectural decisions to quality requirements, a set of 

identified sensitivity and tradeoff points, a set of risks and non-risks and a set of risk themes. Other 

benefits include good documentation of architecture, reasoning for architectural decisions and quality 

attributes where requirements get clarified. 

  

4.3     Architectural Evaluation using ATAM 
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The ATAM evaluation consists phase 0 to phase 2. In phase 0 preparations for evaluation is done i.e. 

selecting participants and plan logistics. In phase 0 the evaluation team with outside experts, project 

decision makers including project manager, architect, and customer and architecture stakeholders are 

formed [50]. The author has formed evaluation team of two cellular operators who constitute the first 

category, two retailers as second category and 2 users as third. The cellular operators chosen were 

experts in testing telecommunications like mobile applications, mobile embedded applications, 

customer care software, and wireless network protocols.  The evaluation team is given with concise 

presentation of architecture. The architecture is clearly explained to evaluation team  as described in 

section 3.   

Now evaluation team continues with phase 1 and phase 2 

 Evaluation: Phase 1 

STEP1-Present the ATAM: 
 It is important to clearly state what ATAM is [50] to the evaluation team. Here the assembled 

evaluation team is provided  ATAM in detail. This way they know what the goals are. The outputs of 

evaluation are to confirm correctness of proposed architecture, to validate the architecture by analyzing 

quality attributes. 

STEP2-Present the business drivers: 
 The business goals that motivated the development effort and primary architectural drivers, functional 

requirements, technical constraints, important stakeholders, the important quality attributes are 

presented [51]. Here the following table 4 shows the output step 2. 

 
Serial 
No. 

Business Drives                 In Project 

1 Functional requirements Ø Providing AIS based Security to mobile UE 

Ø Securing the IMS core  components using light 

weight mobile agents 

Ø Securing SIP signal 

2 Technical Constraints Ø Architecture should be embedded into P-CSCF 

Ø All incoming requests should be deviated into the 

proposed architecture without sending directly 

into IMS core  

3 
 

Major stakeholders Ø Network operators 

Ø System developers 

Ø End users 

4 Business Goals Ø Ensuring network performance and integrity 

Ø Flexible IMS security deployment 

5 Architectural drives Ø Distributability of the architecture 

Ø Scalability 

Ø Performance 
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Ø Availability 

Ø Interoperability 

Ø Usability 

Ø Maintainability 

Table 4: Presenting business drivers for the proposed architecture 
 

Among the architectural drives performance, scalability, interoperability are identified as high priority. 

Distributability, maintainability, availability, usability are also identified, but of lower priority because 

cellular system itself consists of these quality attributes and they are also being used in the proposed 

architecture. 

STEP3- Present architecture:  
The architect will describe the proposed architecture, focusing on how it addresses the business drivers 

[51].  

Ø The analyzer agent is the brain of proposed architecture. It performs analysis and takes decision 

to protect IMS core against flooding and fuzzing attacks.  The analysis procedure detects the 

reason of overloading and decides to stop further communication from illegitimate around 

defined time interval. The attacks detection algorithm identifies the reasons of overloading of 

IMS resources. 

Ø The primary functionality of proposed architecture is to detect and protect the DoS/DDoS 

flooding attacks launched against IP Multimedia Subsystem (IMS) core network. 

Ø The proposed architecture also detects and drops SQL injection attack during UE (User 

Equipment) and P-CSCF starts authentication procedure without effecting P-CSCF message 

procedure under normal load. 

Ø The proposed architecture is based on AIS by using mobile agents. 

Ø  Proposed architecture mainly focuses security of mobiles. 

 
 There will be different questions posed by the evaluators regarding the inconsistencies and functioning 

of various modules for better understanding of architecture from architect’s information notation. With 

layered view in figure 13 and data flow architectural view in figure 11, the inconsistencies and quality 

attributes can be drawn to carry out analysis steps of ATAM. 

Step 4- Catalog Architectural Approaches: 
The evaluators bring out architectural approaches after pre-evaluation review of the submitted 

documentation based on their understanding [51]. The approaches that evaluation team observed are 

listed out after reviewing the proposed architecture document and are presented below in table 5 

 

 

Layering  

 

It enhances the system in layered structure as the controls follow in 

a layered format that achieving the ease of system modification. 

Thus, the system could grow or respond to changes easily by 
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adding/removing a layer/component. Also, it helps to integrate the 

system with other existing systems. This not only shortens the time, 

but also helps in easy  the modification work of system maintainers. 

 

Client-Server Transaction 

processing  

 

In proposed architecture with various agents embedded in it, 

analyzer agent interacts with database agent, monitor agent, killer 

agent and detection agent  to detect and prevent attacks on IMS 

core. Client-server transaction processing is completely taken care 

by the architecture which is done by analysis agent by simple 

requests to other existing agents. 

 

Optimized database 

 

 

 

Anomaly based detection is used. A major advantage is it detects 

unknown attacks. Here all the information regarding existing user is 

stored and can be retrieved when needed. 

Table 5: Description of architectural approaches in proposed architecture 
 
Step 5- Generate quality attribute utility tree 
A table containing utility tree will be generated in step 5 and is shown in table 6. Scenarios were 

drawn for each quality attribute that can explain inconsistencies clearly. In some situations there may 

not be refinements that can clearly explain inconsistencies used. This may be due to fact that mobile 

customers are sometimes able to think of reasonable refinement for quality attribute, but when pressed 

to initiate it in context of their own system, discover that it doesn’t apply really [51]. 

The scenarios at the leaves of the utility tree are prioritized along two dimensions:  

1. Importance to the system. 

2. Perceived risk in achieving the particular goal.  

The scenario priorities then drive the further analysis. These nodes are prioritized relative to each other 

using ranking pairs of High, Medium, and Low (H, M, and L), where the first value in the pair 

indicates the degree of importance to the system and the second indicates the degree of difficulty for 

the architecture to achieve it. 

Not all the attribute concerns are filled in with elaborating scenarios. This is normal and reflects the 

fact that sometimes stakeholders can think of a broad description of a quality attribute but not a 

specific requirement for it.                                                                                             

                                                                                                                 I=Importance level 

                                                                                                             D=Difficulty to achieve 

                                                                                                     H, M, L = High, Medium, Low 

Quality 
attribute 

Attribute 
Refinement 

Scenarios (I, D) 

Performance   

 

Throughput 

 

When there are more transaction requests simultaneously 

generated, the system should be able to handle them 

(H,L) 
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Synchronization 

 

 

Response time 

 

 

Accuracy of result 

 

Data base 

management 

without any problem.  

Synchronization has been achieved by architecture 

performing real-time monitoring in accordance with the 

needs and preferences of IMS network.  

Response time depends on quality of technique used. 

 However the response time is less as different agents 

interact and reduce the response time. 

Accuracy of result is achieved by effective co-ordination 

of various mobile agents. 

Database entities are used efficiently where necessary and 

part of data is retrieved upon request without searching for 

unnecessary data entities 

 

(H,L) 

 

 

(H, L) 

 

 

(H, M) 

 

(H,M) 

Scalability 

 

 

Problem growing 

 

 

Cost effectiveness 

This is maintained by tactics that are used to implement 

SQL injection, REGISER flooding and INVITE flooding 

techniques used as problem size grows.  

Low signaling cost of authentication for legitimate user. 

(H,L) 

 

 

(H,M) 

Inter 

operability 

Managing different 

service providers 

Architecture similar for all service providers or cellular 

operators. Using security architecture and improving 

integration aspects are up to service providers. The 

research may change components responsibilities as the 

profit from this service increases.  

(H,L) 

Distributabili

ty 

 

 

 

Integrity 

 

 

 

Distributable 

 Cellular centric operations are available and unauthorized 

controllers are restricted by architecture in case of sending 

SMS or voice calls. Operator has ability to control all 

events.  

 The various mobile agents interact locally to provide 

global protection. There is no single point of failure.  

Control access to the system before connection 

established. 

(M,L) 

 

 

 

(H,H) 

 

(L,M) 

Usability Proficiency in 

using service. 

Normal operations 

Service is used by the subscriber who request services 

from IMS.  

Operations at UI are normal and can be controlled by 

subscribers themselves just like they usually navigate. 

(M, H) 

 

(L,H) 

Maintainabili

ty 

Database 

 

Hotspots 

Changes in the database can be controlled by analyzer 

agent (adding previously seen invader). 

New hotspots are identified by architecture detection 

algorithm and added to database. 

(M,L) 

 

(M,M) 
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 Availability  The given architecture supports 24/7 access to mobile.  

 

 (M,L)   

Table 6: Tabular form of utility tree for proposed architecture ATAM evaluation 
 
Response time depends on attack detection methodology. It is as below. 

The response time for each request under normal load. 

Response time= service request time + processing time+ result response delivery time. 

Else the response time for each request under over load  

Response time= service request time+ processing time+ extra time + result response delivery time. 

Where service request time =time taken to send request from UE to proposed architecture. 

Request response time=time taken to receive reply from proposed architecture. 

Therefore service request time = request response time= half of call establishment time (assumed), 

which implies that  

Service request time + request response time= half of call establishment time 

Step 6-Analyze Architectural Approaches: 
Based upon the high-priority factors identified in Step 5, the architectural approaches that address those 

factors are elicited and analyzed. The utility tree produced scenarios are ranked according to evaluation 

team analysis and are presented in table 7. We can see the pairs (H, H), (H, M), (H, L) (M, H), (M, M), 

(M, L), (L, H) and (L, M) with the specified scenarios of utility tree in table 6. The ranking pair (L, L) 

is omitted by evaluation team since there is no use in considering   least important scenarios. Risks and 

non-risks are identified by evaluation team. The scenarios with high importance and more difficult or 

medium difficult to achieve are termed as risks i.e. (H, H) and (H, M). High importance and with low or 

medium difficulty to achieve were termed as non risks. There were tradeoffs identified as cost 

effectiveness, interoperability, integrity, distributability and availability. Therefore 8 risks, 8 non risks 

and 5 tradeoffs   identified by evaluations team. The evaluation phase 1 ends here and evaluators 

proceed to phase 2. 

Evaluation phase 2 
Step 7-Brainstrom and prioritize scenarios: 
The phase 2 starts here and evaluation team interact with architect in telephone to check their 

understanding of some technical points. The stakeholders were productive group and contributed some 

scenarios during this step. Since it is difficult to accumulate all the scenarios by stakeholders with the 

proposed architecture until it is implemented, the scenarios analyzed by the evaluation team are 

prioritized and presented in a table 7 form.  

 
Priority Scenario Satisfied 

?(YES/NO) 
1 Synchronization has been achieved by architecture performing real-time 

monitoring in accordance with the needs and preferences of IMS 

network. 

YES 

2 When there are more transaction requests simultaneously generated, the YES 
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system should be able to handle that without any problem  

3 Response time depends on quality of technique used. However the 

response time is less as different agents interact and reduce the response 

time  

YES 

4 database entities are used efficiently where necessary and part of data is 

retrieved upon request without searching for unnecessary data entities. 

YES 

5 Architecture similar for all service providers or cellular operators. Using 

security architecture and improving integration aspects are up to service 

providers. The research may change components responsibilities as the 

profit from this service increases.  

YES 

6 Low signaling cost of authentication for legitimate user. YES 

7 Scalability is maintained by tactics that are used to implement SQL 

injection, REGISER flooding and INVITE flooding techniques used as 

problem size grows. 

YES 

 

8 
 

Accuracy of result is achieved by effective co-ordination of various 

mobile agents.  

YES 

9 Cellular centric operations are available and unauthorized controllers are 

restricted by architecture in case of sending SMS or voice calls. 

Operator has ability to control all events  

NO 

10 The various mobile agents interact locally to provide global protection. 

There is no single point of failure.  

YES 

11 
 

Service is used by the subscriber who request services from IMS   YES 

12 Changes in the database can be controlled by analysis agent (adding 

previously seen invader).   

YES 

13 New hotspots are identified by architecture detection algorithm and 

added to database.   

NO 

14 Operations at UI are normal and can be controlled by subscribers 

themselves just like they usually navigate. 

YES 

15 
 

The given architecture supports 24/7 access to mobile. YES 

16 Control access to the system before connection is established. NO 

Table 7: Brainstormed scenarios presented by evaluation team 
 
 Step 8- Analyze architectural patterns:  
 Table7 above shows 8 out of 8 risks found in step 6 were satisfied by the proposed architecture. There 

were few scenarios not satisfied by the proposed architecture. Even though, some non-risks are not 

satisfied as mentioned by evaluation team in above table, cellular system architecture inherently has 

ability to satisfy those scenarios. Therefore those scenarios were not taken into consideration. The 
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architecture is considered as consistent as most of the risks have been satisfied by the proposed 

architecture.  

 

4.4  Results 
We found the ATAM a useful method for assessing software architecture against known quality criteria 

established by the stakeholders.  Evaluation of proposed architecture has been applied to confirm the 

correctness of proposed architecture and validate it by analyzing its quality attributes. The author has 

formed evaluation team of two cellular operators who constitute the first category, two retailers as 

second category and two users as third. The cellular operators chosen were experts in testing 

telecommunications like mobile applications, mobile embedded applications, customer care software, 

and wireless network protocols. The quality attributes that have been identified from the layered view of 

proposed architecture (figure 12) and data flow view are distributability, scalability, performance, 

availability, interoperability, usability, maintainability. Utility tree has been generated and evaluation 

team ranked and checked for the validity with the existing architecture. The scenarios are ranked based 

on two criteria and they have been shown in table7. The evaluation team found 8 risks, 8 non-risks and 

5 tradeoffs  in step 6 satisfied by the proposed architecture. 8 out of 8 identified in step 6 have been 

satisfied by proposed architecture according to ATAM which confirms consistency of the   architecture. 

Mobile agents carry security policy in a fast and cost-effective way so the proposed architecture is thus 

cost effective. 
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5  DISCUSSION 
IP Multimedia Subsystem (IMS) is an architectural framework for delivering Internet Protocol 

multimedia services [53].This 3GPP architecture integrates the IP network services with 3G devices 

such as 3G cellular phone. For this integration IMS uses IETF protocols like SIP (Session Initiation 

Protocol)[52]. Due to this reason it has advantages of IPV6 support, support for instant messaging, 

different event packages, and IPSec. At the same time it has the disadvantages of threats (which an SIP 

based communication like VOIP had)[54]. Unfortunately, the security mechanisms proposed by 3GPP 

are not enough to protect the IMS networks from flooding attacks. These flooding attacks lead to 

downfall of IMS resources and network services. Flood DoS and DDoS attacks cause a malicious user 

send tremendously large amount of random messages to core network elements from either a single 

location (DoS) or from multiple locations (DDoS)[55].  IMS security challenges and threats were 

discussed in section 2.   

The IMS client needs to establish association with P-CSCF for communication. The emerging standard 

for third generation (3G) wireless communications, has adopted, is an enhanced Authentication and key 

Agreement (AKA) protocol resulted from the Third-Generation Partnership Project (3GPP)[56]. The 

AKA is used for authentication between UE and P-CSCF. The 3GPP/IMS authentication and key 

agreement protocol has been reported and claimed to be secure. But [46] demonstrate that 3GPP AKA 

is vulnerable to a variant of false base station attack. 

The standard architectural frameworks could not prevent application layer attacks like SIP message 

flooding, SIP message flow, and fuzzing and SQL injection. The major contribution of my thesis is IMS 

security extension by providing solution for the threats and vulnerabilities which are not addressed by 

standard architectural frameworks. This research work incorporates the ideas of immune system and 

multiagent architecture. In this thesis security architecture is proposed based on immune system 

framework that is capable of detecting and identifying an attack, and recovering from an attack. 

Simulating biological immune system, author placed certain amount of immune cells[57] (viz .,mobile 

agents) into the networks . These mobile agents host on the network provide forensic analysis on the 

network.  The proposed security model based on immune system is capable of detecting, identifying an 

attack and recovering from an attack.  In addition, it has same learning and adaptive capability of 

human immune system, so it is able to react to unknown attacks.   To protect the IMS core from 

identified attacks as mentioned in section 2.3 and 3.2 all the incoming and out going messages should 

pass through proposed architecture. Section 3 concentrated on securing IMS core components from 

SQL injection, REGISTER and INVITE flooding attacks.   

The current security architecture is been conceptually evaluated by the evaluation team using ATAM 

which is a theoretical technique. The proposed architecture investigates attacks in two levels based on 

CPU load conditions. In the first level i.e.  CPU under normal load all requests were investigated to 

detect and prevent SQL injection. Second level considers Denial of Service (DOS) attacks when CPU 

load exceeds threshold limit. The request or message is blocked if it matches the defined attacks. The 

evaluation team found 8 risks, 8 non risks and 5 tradeoffs were in step 6 satisfied by the proposed 
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architecture. 8 out of 8 identified in step 6 of evaluation have been satisfied by proposed architecture 

according to ATAM which confirms consistency of the   architecture.  
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6 CONCLUSIONS AND FUTURE WORK 
In this article the author identified and categorized various types of SIP-oriented threats, including 

flooding attacks, security vulnerabilities and attacks exploiting vulnerabilities on the signaling-

application level.  It is stressed that, no matter how strong the existing security prevention mechanisms 

employed in current SIP-based VoIP services are, there is always the possibility for a malicious user to 

manage to bypass them. The author focused to protect network resources and applications from the 

potential attacks causing downfall of next generation multimedia services. The author  designed   

security mechanism  against these attacks.  

In this part author accumulates answers to research questions mentioned under section 1.2. Finally the 

author concludes section by explaining unaddressed research gaps in present thesis as future work. 

  

6.1      Addressing research questions and Objectives 
RQ (1): WHAT ARE THE BASIC SECURITY REQUIREMENTS IN IMS SIP APPLICATION? 

The open architecture of the Internet and the use of open standards like Session Initiation Protocol (SIP) 

constitute  provisioning of services (e.g., Internet telephony, instant messaging, presence, etc.) 

vulnerable to known internet attacks, while at the same time introducing new security problems based 

on these standards that cannot been tackled with current security mechanisms. Those security attacks 

include DoS/DDoS flooding attacks launched against IP Multimedia Subsystem (IMS) core network. 

The identified problem areas need to be resolved rather quickly for IMS. These attacks are resolved in 

the proposed architecture. My architecture main focus is on SIP message flooding, SIP message flow, 

and fuzzing and SQL injection. 

RQ (2): HOW CAN THE EXISTING SECURITY BE IMPROVED 

The development of new services  for the establishment of multimedia sessions over internet requires 

security enhancements to secure data flowing against internal and external threats like eavesdropping 

and interception, man-in- middle attacks , DoS and SQL injection. These type of harmful attacks take 

place either during signaling phase or during transmission of media packets (e.g. ., voice). Therefore 

both the signaling and media packets transmission demand certain security mechanisms utilization.  

Despite the diverse security mechanisms that have been proposed for SIP-based infrastructures [26], 

there are still vulnerabilities that affect this architecture with an intension of consuming the network 

resources like memory, CPU performance   [27], thus preventing legitimate IMS users from receiving  

services with some minimal performance. Unfortunately, the security mechanisms proposed by 3GPP 

are not enough   to protect the IMS networks from flooding attacks [28].  The low level attacks could be 

prevented by using low level mechanisms like encryption in Transport Layer Security (TLS) and to IP 

Security (IPSec). The task of proposed architecture is to detect and block SQL injection, DoS at 

application level. 

The objective of architecture is to protect IMS application server and to secure SIP signaling. The 

proposed architecture is based on open core IMS and is integrated within P-CSCF. It is placed in 

between IMS client and IMS core as shown in figure 12. To protect the IMS core from identified 



  47

attacks as mentioned in section 2.3 and 3.2 all user requests were bypassed into proposed architecture 

before entering IMS core.  

RQ (3): WHAT ARE THE ADVANTAGES WITH THE PROPOSED ARCHITECTURE? 

The author identified various SIP-oriented security threats, including flooding attacks, and 

vulnerabilities on signaling application level. Moreover, these types of attacks can also exist in other 

signaling like diameter; H.248 and so on (refer section 2 for more details on these protocols). It is 

stressed that, no matter how strong the existing security mechanisms employed in current SIP-based 

VoIP services are, there is always the possibility for a malicious user to manage to bypass them.  The 

detection, identification and recovery of these attacks substantially increase performance, availability, 

scalability, usability, availability, usability and maintenance security robustness of the offered VOIP 

service. Since the security is based on immune based mobile agents it is more comprehensive solution. 

RQ (4): HOW AIS HELP TO FETCH THE RESULT? 

Now in this thesis author proposed bio-inspired Artificial Immune System (AIS) named “Architecture 

for IMS Security to Mobile”. This architecture is capable of detecting, identifying an attack and 

recovering from attack. All these activities are done by mobile agents. The author also illustrated the 

advantages of immune model over traditional models in section 2. An interesting reader can find more 

applications in [41]. The light weight AIS will provide integrated solution against all types of attacks on 

IMS with low computational complexity. The proposed architecture presented in figure 13 and 

explained in section 3.5. The key objective is to control/secure access to the IMS network and to protect 

its core and the underlying infrastructure. 

RQ (5): DOES THE PROPOSED ARCHITECTURE SATISFY ALL THE IDENTIFIED 

REQUIREMENTS OF IMS SIP? 

The proposed architecture is designed by the author to satisfy all the identified requirements.  The 

proposed architecture is evaluated using ATAM as mentioned in section 4 to check the identified 

requirements are satisfied or not. The Scenarios identified by the evaluation team are mentioned in 

utility tree in table 6 in step5. The scenarios are ranked and checked against proposed architecture. A 

total of eight risks were found and all of them have been satisfied by the architecture which means that 

the architecture satisfies the requirements identified. The scenarios that have been drawn according to 

the requirements as well as quality attributes help us to check the ability of proposed architecture. 

RQ (6): DOES THE PROPOSED ARCHITECTURE THEORETICALLY AND CONCEPTUALLY 

PROVE VIABLE FOR ITS IMPLEMENTATION? 

Viability of the proposed architecture is tested by applying a popular and successful evaluation method 

called ATAM. This evaluation is held by the evaluation team and documented in section 4.  The author 

formed an evaluation team of two cellular operators, two retailers and two users. The cellular operators 

chosen are experts in testing telecommunication areas like mobile applications, mobile embedded 

applications, customer care software, and wireless network protocols. The evaluation team is given with 

concise presentation of architecture by the author. The architecture is clearly explained as described in 

section 3. Evaluation has been exactly done according to the phases and steps in ATAM. Utility tree is 
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generated by evaluation against architectural requirements and analyzed during steps 6 through 8. The 

stakeholders were productive group and contributed some scenarios during evaluation. Since it is 

difficult to accumulate all the scenarios by stakeholders with the proposed architecture until it is 

implemented, the scenarios analyzed by the evaluation team were prioritized and presented in a table 7. 

This priority is based on decision of people who have relevant experience in testing mobile embedded 

applications, wireless protocols and mobile server applications. The results obtained and presented in 

section 4.4 confirm consistency of the architecture. Hence the architecture has conceptually proved its 

viability. 

 

6.2    Future work 
The proposed architecture satisfies all the identified requirements and can form an efficient solution for 

SQL injection, Denial of Service attacks and effective result set achievement.  The memory agent is 

used to identify the attacker launching SIP message flooding. This approach is suitable for preventing 

DoS attacks.  However there are certain limitations for the work like the memory agent(available 

memory may not be enough) may not be suitable for distributed DoS attacks due to increase of faked 

and spoofed address lists. The future enhancement could be to extend this component architecture with 

additional approach for protection against DDoS. 

On the other hand the architecture is evaluated using ATAM which is totally a theoretical approach. 

The prototype implementation of the designed architecture would be considered as good future work.  

In future the author will try to implement designed architecture and evaluate if the architecture fulfils all 

the architectural drivers.  Thus, this will facilitate to compare results of the present evaluation, with 

results of before implementation to results of after implementation. Therefore the consistency of 

proposed architecture can be checked and the resulting architecture would be more valuable. 

Additionally, finding more quality attributes from mobile applications and integrating these attributes 

with in the designed architecture would result in more efficient and effective architecture for IMS 

security. The future work is to extend this work to include different intelligent traffic features that 

would improve the performance of AIS in terms of detection accuracy. A case study would be more 

effective to find the remaining defects in the implemented architecture which helps in improving the 

architecture. 

      

 

 

 

 

 

 

 
 
 
 



  49

REFERENCES 
[1] 3rd Generation Partnership Project, “IMS Security Framework”, IETF RFC 

3261, 2003. 
[2] Rebecca Elisa CY Su, Victor Sc Shen, Yi-Hong Wang, “Introduction to IP 

Multimedia Subsystem (IMS) “, 3GPP Project, 2006.  
[3] J. J.Rosenberg, H.Schulzrinne, G. Camarillo, A. Johnston, J. Peterson, R. Spark, 

M.Handley, and E. Schooler, “Session Initiation Protocol”,June 2002, 
<http:www.ietf.org/rfc/rfc3261.txt>. 

[4]  M.Sher, F.Gouveia, T. Magedanz, “IP Multimedia Subsystem (IMS) for 
Emerging All-IP Networks”, Encyclopedia of Internet Technologies and 
Applications” Pub. IGI Global, formerly Idea Group Inc. 701 East Choclate 
Avenue, Suite 100, Hershey, PA 17033-1240, USA, 2007.  

[5] Chistian W.Dawson, The Essensce of computing projects: A students Guide, 
Prentice Hall, ISBN: 978-0131219725, september 1999, pages:12-13. 

[6] Joshua S.Gans, Stephen P.King and Julian Wright , “Wireless Communications, , 
Handbook of Telecommunications Economics”, university of Melbourne , 
volume 2, 2007.  

[7] 3rd generation partnership project. TS 22.279: Combined Circuit Switched (CS) 
and IP Multimedia Subsystem (IMS) sessions – stage 1, release 7, 2005.  

[8] UMTS Forum, http://www.umts-forum.org/ 
[9] 3GPP TS 23.221; 3rd Generation partnership project; Technical specification 

group services and system aspects; Architectural requirements. 
[10] Rakesh Khandelwal, “The importance of standard IMS Architecture”, TATA 

consultancy service limited, May 2007, 
http://www.iec.org/newsletter/may07_2/analyst_corner.pdf 

[11] 3GPP. Access security in for IP-based services (release 7). Technical Report TS 
33.203 V7.6.0, June 2007. 

[12] 3GPP TS 24.229 IP Multimedia call control protocol based on Session Initiation 
Protocol (SIP) and Session Description Protocol (SDP). 

[13] 3GPP TS 23.228 Technical Specification Group services and system aspects IP 
Multimedia subsystem. 

[14] M. Poikselkae, G. Mayer, H. Khartabil, A. Niemi, “The IMS, IPMultimedia 
Concepts and Services in the Mobile Domain”, 2nd Edition, John Willey & Sons 
Ltd, West Sussex, England, 2006. 

[15] M. Poikselkae, G. Mayer, H. Khartabil, A. Niemi, “The IMS, IP Multimedia 
Concepts and Services in the Mobile Domain” , John Willey & Sons Ltd. West 
Sussex , ISBN 0-470-87133-X, , England, 2004 

[16] http://www.openimscore.org/ 
[17] 3GPP TS 24.228 - 3rd Generation Partnership Project; Technical Specification 

Group Core Network; Signaling flows for the IP multimedia call control based 
on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); 
Stage 3 (Release 5) 

[18] Gonzalo Camarlio, Miguel A. Garcia-Martin, The 3G IP Multimedia Subsystem 
(IMS): Merging the internet and cellular worlds, John Wiley & Sons, 
ISBN:0470018186,  2006. 

http://www.ietf.org/rfc/rfc3261.txt
http://www.umts-forum.org/
http://www.iec.org/newsletter/may07_2/analyst_corner.pdf
http://www.openimscore.org/


  50

[19] Dimitris geneiatakis, Tasos dagiuklas, Georgios kambourakis, Costas 
lambrinoudakis, and Stefanos gritzalis,  “Survey of Security Vulnerabilities in 
Session Initiation Protocol”, IEEE Communications Surveys & Tutorials, 
2006,pages:68-81. 

[20] P. Calhun, J. Loughney, E.Guttman, G.Zorn,” RFC3588: Diameter Base 
Protocol”, International Journal of Internet Protocol Technology( 
portal.acm.org), volume 1, November 2005, pages:109-116 

[21] Miikka Poikselka,  Georg Mayer, Hisham Khartabil, Aki Niemi  ,”IMS”, 3rd 
Edition, John Wiley & Sons Ltd, ISBN 0470721960, 9780470721964,  2006. 

[22] Ericsson - Introduction to IMS white paper, Revision A, 2007 
[23] 3GPP TS 24.229 - 3rd Generation Partnership Project; Technical Specification 

Group Core Network; IP Multimedia Call Control Protocol based on Session 
Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage3 
(Release6) 

[24] Dragos Vingarzan, Peter Weik, “ IMS Signal over Current Wireless Networks”, 
IEEE explore communications magazine, march 2007. 

[25] Himanshoo Kumar Saxena, "Introduction to IMS-IP Multimedia Subsystem",  
http://www.requestfill.com/article/112_Introduction.pdf. 

[26] J. Rosenberg et al., “Sip: Session Initiation Protocol,” RFC 3261, June 2002. 
[27] D. Sisalem et Al, ”Denial of Service Attacks Targeting a SIP VoIP 

Infrastructure”, To appear in IEEE Networks Magazine: Securing Voice over IP 
[28] D. Geneiatakis, T. Dagiuklas, G. Kambourakis, C. Lambbrinoudakis, S. 

Gritizalis, S. Ehlert, D. Sisalem, “Survey of Security Vulnerabilities in SIP 
Protocol”, IEEE Communication Surveys Volume 8, No.3 ISBN  1553-877X,  
2006, ppages: 68-81.  

[29] Sipera Systems, ”Protecting IMS networks from attack”, February 2007 
http://www.sipera.com. 

[30] Muhammad Sher, Thomas Magedanz, “Protecting IP Multimedia Subsystem 
(IMS) Service Delivery Platform from Time Independent Attacks”, IEEE 
computer society, 2007. 

[31] D. Geneiatakis, T. Dagiuklas, G. Kambourakis, C. Lambbrinoudakis, S. 
Gritizalis, S. Ehlert, D. Sisalem, “Survey of Security Vulnerabilities in SIP 
Protocol”, IEEE Communication Surveys Volume 8, No.3 ISBN 1553-877X, 
2006, pages: 68-81.  

[32] M. Sher, S. Wu, T. Magedanz, “Security Threats and Solutions for Application 
Serverof IP Multimedia Subsystem (IMS-AS)”, IEEE/IST Workshop on 
Monitoring, Attack Detection and Mitigation. 

[33] Chi-Yuan Chen , Tin-Yu Wu, Yueh-Min Huang , Han-Chieh Chao, ”An efficient 
end-to-end security mechanism for IP multimedia subsystem”, Computer 
Communications archive. Volume 31 , Issue 18  ,December 2008, pages:68-81. 

[34] Hayzelden and Bigham,” Agents for Future Communication Systems”,  Springer; 
1 edition , June 11, 1999, pages:68-81. 

[35] A. Niemi, J. Arkko, V. Torvinen, "HTTP Digest Authentication Using AKA", 
IETF RFC 3310 , 2002. 

http://www.ericsson.com/technology/whitepapers/8123_Intro_to_ims_a.pdf
http://www.requestfill.com/article/112_Introduction.pdf
http://www.sipera.com/


  51

[36] A.somayali, S.Hofmeyr. and  S.forrest, Principles of computer immune system. 
In proceedings of second new security paradigms workshop, 1997, pages :75-82. 

[37] D.Dasgupta. Immunity-based intrusion detection system: A general framework. 
In the proceedings of the 22nd National Information Systems Security 
Conference (NISSC), 1999, pages:79-89. 

[38] R.L.King , A.B. Lambert, S.H Russ, and D.S  Reese,”The biological basis of the 
immune system as  amodel for intelligent agents”. Second workshop on Bio-
Inspired Solutions  to parallel Processing Problems., 1999 ,Pages: 156-164. 

[39] S. Forrest, A. S. Perelson, L. Allen, and R. Cherukuri, “ Self-nonself 
discrimination in a computer”,  In Proceedings of the  IEEE Symposium on 
Research in Security and Privacy, Los Alamos, 1994, pages:1341-1346 . 

[40] J. O. Kephart, R. A. Brooks and P. Maes ” A biologically inspired immune 
system for computers”, Proceedings of the Fourth International Workshop on 
the Synthesis and Simulation of Living Systems, Cambridge, MA, 1994, pages: 
130–139. 

[41] Leandro N. de Castro and Jonathan Timmis,”Artificial Immune Systems: A New 
Computational Intelligence Approach”, Springer, 2002. 

[42] S. Forrest, S. Hofmeyr, and A. Somayaji, “Computer immunology.” 
Communications of the ACM, Dec. 1996, pages: 89-98. 

[43] AvTravis Russell, “The IP Multimedia Subsystem (IMS): Session Control and 
Other Network Operations”, McGraw-Hill Professional, ISBN 0071488537, 
9780071488532, 2007. 

[44] Henning Schulzrinne, Jonathan Rosenberg, “The Session Initiation 
protocol:Internet-centric signaling”,  IEEE Communications magazine ,  0ct 
2000, Pages:134 – 141. 

[45] 3rd Generation Partnership Project; Technical Specification Group SA; 3G 
Security, “Security Architecture”, version 4.2.0, Release 4, 3GPP, TS 33.102, 
2001. 

[46] Muxiang Zhang; Yuguang Fang; “Security analysis and enhancements of 3GPP 
authentication and key agreement protocol”, Volume 4, IEEE Communications 
magazine, March 2005, Pages:734 – 742. 

[47] Yauhui Lei, Samuel Pierre and Alejandro Quintero,”Enhancing UMTS 
Authentication and Key Agreement with Vector Combination”,  UbiCC Journal 
, Volume 3April 2008 

[48] D. Geneiatakis, T. Dagiuklas, G. Kambourakis, C. Lambbrinoudakis, S. 
Gritizalis, S. Ehlert, D. Sisalem, “Survey of Security Vulnerabilities in SIP 
Protocol”, IEEE Communication Surveys Volume 8, No.3 ISBN 1553-877X, 
2006, pages: 68-81 . 

[49] D. Geneiatakis, T. Dagiuklas, G. Kambourakis, C. Lambbrinoudakis, S. 
Gritizalis, S. Ehlert, D. Sisalem, “Survey of Security Vulnerabilities in SIP 
Protocol”, IEEE Communication Survey, Volume 8, No.3 ISBN 1553-877X, pp 
68-81 2006 

[50] Garlan and Perry, guest editorial to the IEEE Transactions on Software 
Engineering, April 1995 



  52

[51] Len Bass, Paul Clements, Rick Kazman, Software Architecture in Practice, 2nd 
Edition, ISBN 0321154959, 9780321154958, Addison-Wesley, 2003. 

[52] Marcus Wong, “IMS Security Framework”, 3GPP, 2003 
[53] Rebecca Chen, Elisa CY Su, Victor Sc Shen, Yi-Hong Wang, “Introduction to IP 

Multimedia Subsystem (IMS), 3GPP Project, 2006 
[54] Gonzalo Camarillo, Miquel-angel Garcia-Martin, “The 3G IP Multimedia 

Subsystem”, 2nd Edition, ISBN 0470871563, 9780470871560, WileyBlackwell, 
16 Dec 2005. 

[55] Erik E.Anderland, David W.Faucher, Eric H.Grosse, Daniel N. Heer, Andrew R. 
McGee, David P.Strand, and Robert Thornberry Jr, “ IMS Security” , Wiley, 
2006 

[56] 3GPP vision, Ashok chatterjee, Eriksson INC. chairman, 3GPP project co-
ordination group, ITU seminar, Ottawa, may 2002, http://www.itu.int/osg/imt-
project/docs/2.2_Chatterjee.pdf\ 

[57] S. Forrest, S. Hofmeyr, A. Somayaji, and T. Longstaff, “A sense of self for 
UNIX processes”, In Proceedings of the IEEE Symposium on Computer Security 
and Privacy, IEEE Press, 1996. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

http://www.itu.int/osg/imt-project/docs/2.2_Chatterjee.pdf/
http://www.itu.int/osg/imt-project/docs/2.2_Chatterjee.pdf/

	1 INTRODUCTION

