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A B S T R A C T

ur modern information society provides us with a tremendous amount of
information. Several issues have surfaced due to the complexity inherent in

the handling of the information systems. One of the most important issues is that
of providing an architecture and methodology that provide for the development
and maintenance of complex, distributed information systems. As the information
flow and quantity hinders us from having qualitative information when needed, the
architecture must address the reach, richness and value of the information. Net-
work-centric warfare is a problem domain that has been initiated to meet the power
of information. To be able to support such continouos sustainability, a robust net-
work infrastructure is critical. A systemic perspective on network-centric environ-
ments as well as a technical perspective on network-centric environment shows
that, although promising, contemporary implementations having a service-oriented
architecture lack support for physical scalability and a cognitive decoupling that
would provide for multiple users acting on the same environment. Consequently, a
service-oriented layered architecture for communicating entities is presented where
these issues are addressed. For verification, a demonstrator is developed upon a ser-
vice-oriented layered architecture for communicating based on a network-centric
warfare scenario.
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P R E F A C E

ur modern information society provides us with a tremendous amount of
information. Several issues have surfaced due to the complexity inherent in

the handling of the information systems. One of the most important issues is that
of providing an architecture and methodology that provide for the development
and maintenance of complex, distributed information systems. As the information
flow and quantity hinders us from having qualitative information when needed, the
architecture must address the reach, richness and value of the information. Net-
work-centric warfare is a problem domain that has been initiated to meet the power
of information. An important advantage against the opposite forces can be
achieved by creating continuous situation awareness on the battlefield. To be able to
support such continuous sustainability that is needed, a robust network is critical. 

A systemic perspective on network-centric environments as well as a technical
perspective on network-centric environment shows that, although promising, con-
temporary implementations having a service-oriented architecture lack support for
physical scalability and a cognitive decoupling that would provide for multiple users
acting on the same environment. Consequently, a service-oriented layered architec-
ture for communicating entities is presented where these issues are addressed. For
verification, a demonstrator is developed upon a service-oriented layered architec-
ture for communicating entities that has a network-centric warfare scenario.
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work on this thesis. I would also like to thank all people at Societies of Computation
Laboratory for working with me in the development of the practical work found in
this thesis. Finally, I would like to give a special thank you to my supportive family
and girlfriend that has put up with me during the time of writing.
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C h a p t e r  1

I N T R O D U C T I O N

n our modern information society we are facing a continuous increase of infor-
mation flow, complexity and availability by means of, e.g., the Internet. We are

getting progressively aware of the power of information. Several issues have sur-
faced due to this new level of information availability. One of the foremost impor-
tant issues is that of how we provide an architectural support for the fundamental
aspects of information exchange between computational and human entities. As
much as we find new innovative ways to utilize distributed computer networks, we
adherently apply new levels of requirements to network architectures. For example,
as more and more people around the world connects to the Internet we find our-
selves overwhelmed by information, centralized data search engines are born by
which we more easily can find the information we pursue.

What we are facing as of today is a change of focus from human-to-computer
interaction to computer-to-computer interaction, i.e., not having humans exclu-
sively dictate and initiate interactions but also having computational entities interact
in an informed way [8]. This is fundamentally a response to the massively increased
amount of information. By having computers interact in an informed way we can
create more intelligent systems and bring more precise and qualitative information
to the human user. Thereby, we also open a way for information fusion [1] with
consequent creation of relevant information. 

There are various application domains for this line of reasoning, both commer-
cial and military. The military domain which is considered as an example in this
study is the network-centric warfare initiative [2]. This initiative is a direct response
to the possibilities of information in a dynamic networked environment. Further-
more, in our contemporary information society there are a number of problem
domains surfacing that could be addressed by means of information aspects in net-
worked environments, e.g., electronic health-care. Thus, having sustainable informa-

I
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tion qualities are important in a variety of areas. In turn, this has had the
consequence of a focus for architectural approaches that support such environ-
ments. One that has received a lot of attention is the service-oriented approach[4].
Various technical and methodological platforms has been developed which corre-
sponds more or less to a service-oriented architecture. Several are applicable to net-
work-centric warfare but most of them are created for commercial use. In this study
we will look at some of these approaches and relate them to the service-oriented
paradigm and, consequently, in network-centric warfare.

In this chapter an introductory description of this study is presented. This is
done by first defining the problem description which include the network-centric
warfare domain and the issue of sustainability [8]. This is followed by an outline
with methodological approach and outline for the entire study.

S e c t i o n  1

B A C K G R O U N D

In contemporary approaches toward dynamic, information handling networked sys-
tems, we find the service-oriented approach to be promising. To be able to reflect
upon the studies approaches we relate to network-centric warfare as a problem
domain. We entail some of the architectural consequences of the problem domain
by means of sustainability. In this section we take a look at background information
to the problem description in this study. We do this by means of describing net-
work-centric warfare as it is highly relevant because it focuses on information issues
in distributed environments.

N E T W O R K - C E N T R I C  W A R F A R E

Network-centric warfare is about human and organizational behavior. It is based on
adopting a new way of thinking, i.e., network-centric thinking, and applying it to
military operations. Further more, it focuses on the quality of service that can be
generated from the effective linking or networking of the war fighting enterprise by
creating a high level shared network, which includes geographically spread entities, a
shared awareness created. As network-centric warfare recognizes the power of
information, it is focusing on information fusion and shared awareness [1][2]. By
supports speed of command the conversion of superior information position to
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action, network-centric warfare is transparent to mission, force size, and geography.
In brief, it is not narrowly about technology, but broadly about an emerging military
response to increased information availability and complexity.
There are several noticeable advantages of using a network-centric approach in a
war setting. Geographically dispersed forces may share battlefield awareness and
thereby assess situations faster and more precise. Targets not traditionally viable for
targeting could, via the situation awareness, now be targeted. The linkage between
dispersed and distributed entities may create a synergy and an ability to reallocate
and adapt to current situation. Furthermore, network-centric warfare focuses on a
robust network as the enabler for sustaining a high level of information richness,
reach and value [1]. Having these characteristics (see Figure 1.1), network-centric
warfare tackles the very nature of modern warfare, i.e., systemic qualities. By sup-
porting a highly flexible and robust environment, the responsiveness and precise-
ness of operations will prove a crucial advantage on the modern battlefield. An
important distinction to make is that it is not directly about network-centric com-
puting and communication, but on information flow, nature of entities and how
they interact. Consequently, network-centric warfare is about having an advantage
on the battle field using information.

Previous to the network-centric approach was the platform-centric approach [2].
As opposed to a network-centric approach, platform-centric warfare does not take
advantage of distributed sensors, thus an attacker must often assess the target as
friend or foe before being able to attack. This lead to a situation in which an
engagement quality awareness of targets are often not viable before weapons range,
although sensor range is much greater. Sensor indications from external entities are

Figure 1.1 - General perspective on information can be characterized by three con-
cepts, i.e., information richness, reach and value. 
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transmitted by voice and are thereby hard to keep track of, especially if the targets
are highly mobile like supersonic figtherplanes. Having a number of highly mobile
friends and foes being transmitted by voice from external entities creates a problem
with time and, consequently, situation awareness. In contrast, in network-centric
warfare, capabilities for sensing, commanding, controlling, and engaging are
robustly networked via digital data links. The source of the increased power in a net-
work-centric operation is derived in part from the increased content, quality, and
timeliness of information flowing between the nodes in the network. This increased
information flow is key enabler for shared battle space awareness, and for increas-
ing the accuracy of the information. 

S e c t i o n  2

P R O B L E M  D E S C R I P T I O N

To approach the characteristics of network-centric warfare, there are curtain archi-
tectural aspects that need to be addressed. One of the most important is sustainabil-
ity, i.e., the ability to maintain a certain quality of service. In a network-centric
environment there are continuous change to the structure of the network and
dynamics. This implies that the network as a whole must maintain stability and be
able to handle the dynamics. To be able to create synergy effect, i.e., information
fusion, the architecture must support such behavior.

In this study we focus on sustainability both from a behavioral and physical per-
spective. The behavioral aspect is characterized by the dynamic and stochastic
nature of complex distributed computer systems. This implies that the behavior of
such systems is nondeterministic and thereby is mainly reflected upon the way we
traditionally develop systems. To be able to construct and observe systems having
these characteristics we need to reassess our current development methodologies
[9][12]. Secondly, the physical and technical perspective leaves us with a variety of
approaches, standards and abstraction layers. The main focus here is creating a tech-
nical foundation that supports sustainability on both the technical layer and the
mechanisms needed for sustainability on a cognitive and behavioral layer. Based on
the problem description above, the following hypothesis is provided:

“Sustainability in network-centric systems can be maintained by means of a service-

oriented architecture.”
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A P P R O A C H

The methodological approach taken in this study is based on the CommonKADS
methodology [27]. The building blocks of that particular methodology are frame-
work, theory, model, systems and practice (see Figure 1.2). Here, the framework is
the starting point where the fundamental beliefs are set. Consequently, theories,
models, systems and actual use are required to assert the beliefs. In this study we
will start by presenting the framework. This has already been presented in part by
means of the problem description. Theories and models are then presented by
means of services-oriented architectural characteristics. Finally, contemporary
related approaches are studied to create a feedback needed for verification. Any
invalid assumption is then approached by means of an empirical study, i.e., systems
and practice. The material herein are focused on readers having specific interest in
network-centric warfare domain but also related problem domains such as the elec-
tronic health-care domain and researchers in the area of complex systems, service-
oriented systems as well as information qualities.

Figure 1.2 - Methodology approach in this study are that of framework, theories,
models, systems and practices.
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O U T L I N E

In the next chapter we present theories and methods which bind a cognitive per-
spective to a technical perspective. This is done to establish a fundamental way of
describing distributed systems, namely in terms of open systems. Having this we
recognize the need for a platform that supports construction and observation of
such systems. Several implementation strategies are compared in terms of useful-
ness in an open environment. In Chapter 3 the best fitted implementation approach
is studied in its distinctions related to other approaches in terms of technical per-
spective on network-centric environments. This is followed, in Chapter 4, we reflect
upon the results of the comparison which is followed by an empirical approach
toward a platform that complements contemporary approaches in a way that fully
enables sustainability in open systems. Finally, a concluding Chapter 5 summarize
the study and recognizes future work.
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C h a p t e r  2

S Y S T E M I C  P E R S P E C T I V E  
O N  N E T W O R K - C E N T R I C  

E N V I R O N M E N T S

ustainability in environments such as in network-centric warfare requires a dif-
ferent perspective than traditionally used. To be able to establish the right set

of mind we must consider using a systemic perspective, i.e., a top-down perspective
where holistic properties occurs. The very foundation of our understanding of envi-
ronment, including ourselves, is in effect reduced to discovering the underlying
basic natural laws and principles [9]. This scientific endeavour can be paraphrased as
setting up theories and models based on observations and then validate predictions
derived from these models. 

We ourselves design our information systems, or rather applications, e.g., often
by static specifications such as UML/DAML. However, these specifications usually
do not address runtime issues and are therefore in a sense useless from a runtime
maintenance point of view [32]. As the complexity of networked computer systems
escalate, the need for appropriate tools for observation and construction of system
behavior increase [12]. A direct response to this issue is the methodology of online
engineering [8]. This relates to the fact that systems are developed and maintained
in run-time as a response to a continuously changing environment. 

In this chapter we approach these issues by discussing sustainability of systems
from a systemic perspective. The goal is to establish a fundamental understanding
of a systemic environment. We start by specifying separations of concerns and envi-
ronment structures related to different architectural aspects of systems. This is fol-
lowed by an introduction to a systemic approach upon sustainability. Finally, we
study traditional and contemporary approaches toward system implementation.

S
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S e c t i o n  1

S E P A R A T I O N  O F  C O N C E R N S  A N D  
E N V I R O N M E N T  S T R U C T U R E S

In this section we will look at a way to reduce complexity of systems by separation
of concerns. This is similar to that of OSI model but more trivial. We find that the
most characteristic property of network-centric systems is their need for support of
online construction and observation. This may seem a bit trivial but to be able to
develop and maintain a sustainable system this is the most fundamental issues that
needs to be addressed. Support of such activities enable us to observe the system
constructs involved and their behavior even though they exhibit a continuous
change in behavior and structure. In order to address the fundamental issue of sup-
port for these mechanisms, we need to separate certain levels of concern [24]. A
perspective upon systems can be separated as having an environment, fabric and system

level [10]. Having this separation makes it easier to handle the inherent complexity
on each layer. 

• Environment - The environment layer represents the physical environment,
e.g., a geographical area. The environment provides for certain invariant proper-
ties by means of, e.g., water, land and air. Without environment a system would
be rendered completely virtual and abstract and thereby having no physical rela-
tion.

• Fabric – The fabric layer must explicitly address mechanisms supporting behav-
ior of system entities, e.g., for an agent to be able to act in a distributed environ-
ment it may need an infrastructure that supports aspects such as scalability,
interoperability, interaction and mobility. 

• System - This layer presents actual system entities, e.g., agents, services and
computational entities. By support from fabric layer, the system entities can
behave as architecturally defined.

By using such a separation of concern, different aspects on each layer related to the
system as a whole can be identified and consequently approached differently. For
example, in a network-centric warfare setting, the environment may be a geographi-
cal area. The fabric layer is comprised of an infrastructure that supports the infor-
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mation flow and awareness required by the system layer to be able to function
properly. The system layer in turn consists of actual services and agents that is
mobile and interacts to exchange information.

S e c t i o n  2

S Y S T E M I C  Q U A L I F I C A T I O N  A N D  
E N V I R O N M E N T  P R O C E S S E S

Having introduced separations of concerns and fundamental environment struc-
tures we now turn to the actual qualification of a system. To be able to approach
complex systems we first must be able to identify such as such. Consequently, we
first define a system boundary and a system as such. Furthermore, highly relevant in
relation to sustainability, the behavior of the systems is explained in short. This is
done by identifying if the system behavior is deterministic. 

B O U N D A R Y

System by definition is as broad and generic as “A system is anything that is not chaos.”
[5] to “A group of interacting mechanical or electrical components”*. However, the impor-
tant issue here is to specify what aspect and understanding of systems that we aim at
in this material. We start by stressing the difference between two contemporary uses
of the term.

In computer science, the term system usually refers to a systematic notion of a
physical structure, i.e., a collection of computer software and networks in interac-
tion. However, systems thinking involve another perspective of system, i.e., a model
of real-world situations having properties as a whole not found by looking at parts
of the whole. This state of affairs introduces us to important issue emphasized by
Checkland: “systems do not exist in the real world, but are rather ways of viewing the world”
[6]. In essence, this means that a system is only a model of the real world made by
some particular observer. Consequently, from this perspective it is important to
explain the concept of system boundaries. Checkland defines the boundary of a sys-
tem as “... a distinction made by an observer which marks the difference between an
entity he takes to be a system and its environment.” This is important as is states that a

*The American Heritage Dictionary of the English Language, Fourth Edition.
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system boundary is not defined by a physical setting alone but an observed distinc-
tion from the surrounding environment. As an entity in a system can be either a
computational entity as well as a human entity, the system boundary is not fixed but
is completely dependent on the observer.

B E H A V I O R

An important issue deduced from Checkland’s definition of a systems boundary is
that as a system can be a cognitive model of a computational setting, a system can
represent a subset of a larger system. This suggests that a system may by influenced
by external environment, i.e., an open system. 

A closed system is open for input only in terms of an environment with physi-
cally fixed structures. Consequently, behavior in closed systems may be largely ana-
lyzed with reference to internal structures and processes, without an emphasis on
the external environment. On the other hand, due to strong interdependencies with
their environment, open systems introduce the notion of stochastic behavior as a
result from non-deterministic behavior of their environment. Furthermore, as an
open system's behavior can not be fully explained by analysis, the understanding of
synthesis becomes crucial.

Cooperating entities may exchange information in a way that creates informa-
tion fusion, i.e., by combining multiple sources of information and explicitly iden-
tify common data a deduction of new information may be performed [8]. This is
envisioned in contemporary complex system, such as in network-centric warfare, as
the importance of relevant information is in focus. If done at all, information fusion
has traditionally almost exclusively been performed by humans and not computers.

S e c t i o n  3

C O N T I N U O U S  S U S T A I N A B I L I T Y  O F  
N E T W O R K - C E N T R I C  

E N V I R O N M E N T S

From the perspective of complex computational systems, as envisioned in network-
centric warfare, the foremost capability to support is that of self-maintenance [1].
Since the systems in practice cannot be built or maintained by one single organiza-
tion or individual, we must rely on the systems to maintain themselves. Therefore,



Sys temic  perspec t ive  on  ne twork-cen tr ic  env ironments 19

since cognition is a key-concept, any method or tool used in continuous observa-
tion and construction of open systems must explicitly address support for this capa-
bility on both fabric and system layers. Having established characteristics of
sustainable systemic systems’ behavior, we continue to look at related models. First,
we compare issues when constructing and articulating open systems by means of
top-down and bottom-up approaches. Then we look at design paradigms that could
be relevant for open systems. 

C O N S T R U C T I O N  A N D  A R T I C U L A T I O N  O F  
O P E N  S Y S T E M S

To be able to develop systems in systems that have systemic and stochastic behavior
we need to address issues that are directly related to the systemic approach. As pre-
viously stated in the separation of concern, different aspects addresses different lay-
ers. Consequently, information and behavioral aspects are addressed on a system
layer and supporting issues such as scalability and protocols are addressed on fabric
layer. 

Developing using systemic prerequisites means that traditional approaches upon
analysis and design as well as actual implementation may need to be altered. We will
now relate to using analysis in comparison to synthesis in terms of development.

A R T I C U L A T I O N  A N D  O B S E R V A T I O N  O F  
O P E N  S Y S T E M S

As of today, approaches for developing computational systems rely on the method
of analysis-design-implementation. This has the effect of modeling systems once
and, accordingly, implementing system behavior only once. This is not a problem
concerning closed systems as they do not require self-maintaining behavior. How-
ever, when it comes to open systems, contemporary methodologies based on analy-
sis are inadequate. We need architectural support for multiple models of behavior. 

Creating a model and perspective of behavior at one time does not guarantee
that it is valid at a different time and perspective in open systems. Even more alarm-
ing is the case where systems require continuous observation of their surrounding
environment, in order to achieve a sustainable behavior [10]. To that end, synthesis
is more adequate than analysis in coping with self-maintaining behavior since it
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explicitly account for multiple perspectives of a single set of computational entities.
Consequently, in my approach toward sustainable system behavior in open systems,
we consider object-, agent- and service-oriented development approaches.

D E S I G N  P A R A D I G M S  O F  O P E N  S Y S T E M S

The object-oriented approach is still one of the most used software development
methodologies and probably will be for quite some time [26]. Objects are statically
described through interfaces, i.e., the methods included in an interface makes a par-
ticular object self-descriptive of its capabilities and properties. However, since
object descriptions (interfaces) are static, only one perspective can be externally
observed. Consequently, according to Checkland’s definition, the object-oriented
approach deals with closed systems and are therefore inadequate in our attempt to
deal with sustainability in open systems and multiple perspectives of their behavior.

An agent-oriented approach [15] is a suitable approach when dealing with com-
plex and networked computer environments. The key idea here is a mentalistic
approach, e.g., an agent having belief, desire, and intention. The agent-oriented par-
adigm thereby focuses on a societal view of computation. Agents perceive their
environment through sensors and communicate by means of message interaction.
Agents focus on an internal representation of perceptions of the external environ-
ment. Although an agent-oriented approach fits in an open system’s environment, it
is too high-level in terms of our quest for sustainability and especially unfit for fab-
ric layer issues. For agent to be able to operate, a must be supported by a robust
platform that in turn support sustainability issues, i.e., agent-oriented design does
not address technicalities of sustainability. 

Our final approach, the service-oriented approach, is currently gaining momen-
tum in the software industry [4] due to its simplicity and explicit focus on complex
distributed systems. According to Bieber and Carpenter, we can define a service as:

“A service is a contractually defined behavior that can be implemented and provided

by any component for use by any component, based solely on the contract.” – Bieber,

G. and Carpenter, J. [4]

Service-oriented approaches thereby focus on deployment and availability of com-
ponents by means of contracts describing their individual behavior. As a result,
among architectural aspects that characterize service-oriented computing, we find
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the capability of conjunction, i.e., the ability to use or combine services in ways not
conceived by their originators. This implies that services publish their behavioral
capabilities, by means of descriptive contracts.
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C h a p t e r  3

T E C H N I C A L  P E R S P E C T I V E  
O N  N E T W O R K - C E N T R I C  

E N V I R O N M E N T S

s of the end of year 2002, over 655 million people used the Internet [31].
Huge computational potential is inherent due to the rapid increase of distrib-

uted networks of today and, especially, tomorrow. Due to the economical potential
in parallel with an adherent globalization, many different technologies are surfacing.
These technologies focus on different problem domains and consequently, they are
more or less incompatible. To be able to support a sustainable behavior there is a
crucial need for interoperability among the technologies and standards. These,
along with several other issues related to information flow in distributed computa-
tional systems, e.g., network-centric warfare, are the foundation for a service-ori-
ented paradigm.

So far we have looked at a systemic perspective. In this chapter we focus on a
more technical perspective. Consequently, this chapter we will study interoperability
and scalability in today's major platforms and what architectural primitives they
share, hence their ability to support sustainable behavior. To tackle these issues,
major vendors are today using service-oriented architectures [3].We will study archi-
tectural concepts, elements and properties of service-oriented architectures, i.e.,
what conceptual distinctions service-oriented architectures have as opposed to tra-
ditional approaches that are evolved to handle complexity, e.g., component-based
architectures [13]. Concepts include role differentiation by means of client, broker
and provider. Elements include components, contexts, containers, connectors, etc.
All elements together enable the architectural concepts. The properties presented
herein are distinct characteristics of service-oriented architectures, i.e., conjunctive,
deployable and available. 

Continuing, we present contemporary platforms, each more or less supporting

A
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the service-oriented paradigm by means of architectural concepts. These included
Microsoft .NET [19], Sun ONE [28], Openwings [22] and OSGi [21]. Each having
distinct features, we thereafter evaluate them in terms of interoperability and scal-
ability using the service-oriented architectural concepts, elements and properties.

S e c t i o n  1

A R C H I T E C T U R E S  A N D  
F U N D A M E N T A L  F E A T U R E S

Today, millions of networked computers operate coherently in a large-scale net-
work, the Internet. Most of these computers do not contain applications that inter-
act independently of human intervention. Mostly, human-to-system interaction is
performed in terms of web servers contra browsers, i.e., web servers offer services
to humans through web browsers. However, the major challenge today is system-to-
system interaction in parallel with heterogeneous support platforms. Being the most
promising approach toward architecture for open systems, we will now study ser-
vice-oriented architectural aspects, concepts and elements that are distinct from tra-
ditional architectural aspects. 
As such, service-oriented architectures support systems composed of components,
which provide their functionality by means of published services. A service can be
defined as a contractually defined behavior that is provided for by a component to
be acquired by any other component solely based on the contract. 

In my presentation of contemporary service-oriented systems, this section
focuses on the most prominent approaches. They all have a firm service-oriented
architectural foundation.

• OSGi - Open Services Gateway initiative is a specification for, what is referred
to as, service framework. Such framework provides an execution environment
for electronically downloadable services, called bundles. The specification
focuses on deployment of managed services on local networks and appliances,
e.g., service gateways, cable modems, consumer electronics, PC's, industrial com-
puters, cars and more. The specification includes a Java API [16], which has been
implemented by several independent vendors. 

• Microsoft NET - outlined by Steve Ballmer and Bill Gates and is now the focus
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of Microsoft. The strategy in short includes a set of Microsoft software technol-
ogies for connecting information, systems, people and devices. It is based upon
XML Web services to provide a high level of integration. Microsoft points at it
by calling Web services for XML Web services. XML Web Services are by
Microsoft defined as discrete units of application logic that expose message-
based interfaces suitable for access across a network. It enable programs written
in different programming languages and on different platforms to communicate
and share data through standard Internet protocols such as XML, SOAP, WSDL
and UDDI. Included in .NET are developer tools, such as Microsoft Visual Stu-
dio .NET, servers and client software such as Windows XP and Office XP.
Except these, .NET includes a programming model called the .NET Frame-
work. It is a programming model for building, deploying and running web-based
applications, smart client applications and XML Web services. At the center of
the .NET Framework is the common language runtime and class libraries. The
common language runtime manages memory, security and language integration.
It also handles cross-language exception handling and life cycle management.

• Sun ONE - similar focus as Microsoft .NET, in fact it is a direct response to the
Microsoft .NET strategy and Web services. Sun uses the term “Services on
Demand” to describe applications and services as client/server applications,
web applications and web services.  Just as the Microsoft .NET framework, a
framework that is an evolution of traditional technologies, leveraging existing
applications and exposing them as services in this next-generation model. The
Sun ONE architecture is designed to accommodate the next generation of net-
worked computing that support Services on Demand, including web applica-
tions and web services. It is essentially intended to provide a path from legacy
systems to state of the art service-oriented architectures. Sun ONE platform
consists of three major product lines, namely Sun ONE Studio (development
tools), Sun ONE Infrastructure Software (framework) and Solaris Operating
Environment (operating system). These products are built upon the Services on
Demand architecture, which supports major initiatives such as SOAP, WSDL,
ebXML and UDDI. In fact, these are the fundamental technologies used for
Web services on Sun ONE. 

• Openwings - designed and built for both commercial and military use. It is built
by incorporating existing standards. The development process is similar to the
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very successful Java Community Process [17]. The Openwings architecture pro-
vides a framework for building service-oriented, network-centric, self-forming,
self-healing systems that are independent of middleware, databases, platforms
and deployment contexts. Interoperability, security and availability are the three
major focuses. Openwings definition of a service is “…a contractually defined
behavior that can be provided by a component for use by any component solely
based on the interface contract.” The architecture tries to remove dependency
on discovery- and transport protocol as well as platform and deployment envi-
ronment. Because Openwings takes a broad approach using service-oriented
architectural aspects, it embraces contemporary standards and instead of trying
to develop a new standard, it utilizes existing standards and creates a very high
level of interoperability. 

During the evaluation of these architectures we find that there are a number of
technological diversities among the approaches. Sun ONE and Microsoft .NET are
the closest pair. Both are strategies and subsequent platforms focusing on Internet-
enabling system development, mostly by means of Web services and the older con-
cept of web applications. Although they have different vocabulary, they share the
same service-oriented architectural concepts and more or less the same service-ori-
ented elements and properties. 

Openwings is the interoperable approach. They have interoperability as a main
concern and instead of promoting a static set of technologies, they try to gather and
enable existing technologies available. Although they have a promising architecture
specification, it is currently vague as the implementation is based on a fixed set of
technologies, e.g., Java, and Jini. It shall be clarified that this is only a reference
implementation and that the specification promise a higher degree of interoperabil-
ity.

OSGi (Open Services Gateway initiative) focus on deployment and gateways,
especially on appliances. It supports most of the service-oriented concept, elements
and properties but only on an intra-level, e.g., per gateway. It lacks support for inter-
gateway functionality such as discovery, multiple contexts and availability. Conse-
quently, OSGi is a good choice for deployment and management of multiple gate-
ways using a hierarchy-based topology but lacks interoperability on inter-gateway
level.

Overall, we see that service-oriented architectures enables transparent locality as
opposed to static locality as in component-based architectures. This is obviously a
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leap forward in terms of reusability, availability and interoperability. 
It is important to realize that none of the above studied approaches are strictly

service-oriented, i.e., they all more or less support traditional design. This is poten-
tially a problem as developers easily can create services, which are dependent and
non-reusable by utilizing older design techniques, e.g., including remote services
specifications internally. Developing correct independent services initially includes
additional work relative to, e.g., component-based systems. In a time-critical envi-
ronment, this is certainly a problem as developers are likely to create services for the
specific purpose, consequently blocking most of the service-oriented aspects.

Finally, in current search for approaches toward an architecture for open sys-
tems, we find that substantial improvements have been accomplished as of today,
especially on a large-scale network such as the Internet. There is a perhaps inevita-
ble inconclusiveness in the field of interoperability, e.g., discovery technologies such
as UDDI. Nevertheless, there are enabling approaches for large-scale multi-agent
systems as of today.

Service-oriented architectures are part of a new paradigm, namely the service-
oriented paradigm. Although the concept of services has been around for a while, it
is in contemporary large-scale systems that it has found its true value. We will now
look at some important and distinct aspects of service-oriented architectures start-
ing with defining architecture as defined by ANSI/IEEE*: 

“… the fundamental organization of a system, embodied in its components, their rela-

tionship to each other and the environment, and the principles governing its design

evolution.”

• Conjunctive - One of the strengths of service-oriented architectures is the abil-
ity to use services in ways not originally conceived by its originators. Conse-
quently, the possibility of a massive amount of services available in a service-
oriented environment creates a lucrative network for large-scale multi-agent sys-
tems. Agents can utilize services as they see fit, completely transparent of locality
and communication. This holistic and architectural feature also creates a highly
reusable environment. Without it, there is only a static structure with little room
for reuse and construction in a real-time dynamic environment.

*ANSI/IEEE Std 1471-2000
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• Deployable - A service-oriented network is a rich environment for components
as it handles life-cycle management and transportation specifics. The ability to
deploy components in virtually any part of the global environment becomes fea-
sible due to the service-oriented paradigms proclaim of interoperability, as pro-
vided for by means of contracts and connectors in service-oriented
architectures. This is another vital aspect as it accounts for run-time deployment
and maintainability, i.e., key aspect for sustainability in open systems.

• Mobile - This refers to the ability to move code around the network. This is
used to move, e.g., proxies, user interfaces, and mobile agents. Mobility is a sig-
nificant aspect for sustainability in distributed computer systems as it addresses
the dynamics of an open system where entities enters and leaves stochastically.

• Available - One of the difficulties in distributed, large-scale systems is that of
availability. The possibility that a particular computational entity fails is relatively
small. However, taken into consideration the sheer size of large-scale distributed
systems, i.e., quantity of entities, the possibility that one fails is relatively high.
Availability is thereby of fundamental concern in large-scale distributed systems.
Service-oriented architectures are crafted to have exceptionally high availability.
Individual life-cycle management is one element that significantly reduces risks.
This is obviously an utmost important aspect of sustainable behavior in an open
system. Without this prerequisite, a system would be highly unstable and vulner-
able.

• Interoperable - The ability of computational entities from different sources and
environments to use each others abilities, i.e., services. This is perhaps not an
obvious prerequisite for open systems but as the development of contemporary
complex distributed systems look, it is important to overlap technical indepen-
dencies to be able to coherently interact throughout a system.

S e c t i o n  2

K E Y  C O N C E P T S  A N D  E L E M E N T S

In principle, the concept of service-oriented architectures addresses the above
aspects means of certain concepts. In order to clarify the involved concepts and
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their interdependencies, we start by identifying key terms followed by conceptual
role differentiation and enabling mechanisms. 

• Conceptual role differentiation - There are three basic conceptual roles in ser-
vice-oriented systems: provider, client and broker. A provider is basically a compo-
nent by means of a service. The service is published to the broker by means of a
service interface, i.e., a contract. A client discovers a suitable service by querying
the broker. The client receives directions from the broker how and where to
contact the provider. A bind is established between the client and provider by
means of the service contract.

• Enabling mechanisms - To support the three roles, three enabling mecha-
nisms must be supported by a service-oriented platform: transport, description and

discovery. Transport represents the formats and protocols used to interact with
services. The transport protocol performs message transfers and specifies the
application semantics that control a message transfer. Description represents the
language used to describe a service. This is important, as the description must be
in a format that can be interpreted independently. Discovery is the ability to
publish and discover services to be able to achieve interoperability and location
transparency. A registry is used to handle published contracts and discovery of
these. After a client has discovered a service, interaction is enabled between the
two by means of asynchronous messaging. 

Another important design-feature in service-oriented architectures is that services
can be invoked independently of location, as opposed to component-based archi-
tectures where locality has to be known by each dependent component. A service
can be described as a network-capable unit of software that implements logic, man-
age state, communicate via messages, and is governed by policy. 

Service-oriented programming comes from the evolution of object-oriented
programming and component-based programming. Services are published and used
in a peer-to-peer [23] manner. There are some basic architectural elements that
compose the base of service-oriented architectures. These are mentioned one by
one below.

• Components - Prior to using service-oriented architectures, component-based
architectures where in the spotlight because their ability to cope with complexity,
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reusability and scalability. The problem with component-based architectures is
that the components know too much about each other, i.e., behavior and inter-
action specification is specified inside each component. This clearly is a problem
when components become modified. Each component related to a modified
component has to be modified itself due to lack of abstraction. 

• Contracts - Service-oriented architecture tackles this problem as services are
contractually designed, i.e., their behavior and interaction is specified by means
of contracts. For example, a Java interface can act as a contract and thereby spec-
ifying the syntax and semantic behavior of a service. A contract does not only
specify how, but also what can be communicated, e.g., in what sequence mes-
sages should be sent. As contracts represent services they are the core units of
interoperability in service-oriented programming. This is a fundamental compo-
nent in a service-oriented architecture as it serves for interoperability. There are
slightly different specific techniques to represent contracts, e.g., in Java language
an object interface can serve as a contract. By using contracts, components can
become deployable computing elements that are independent of platform, pro-
tocol and deployment environment. This also has the effect of increased reus-
ability. 

• Connectors - Serve as abstract transport tools. They are designed to hide trans-
port-specific information from individually deployed elements. By using con-
nectors, interoperability among the multitude of transportation standards is
available. As contracts hide the internals of a component, connectors hide trans-
portation specifications.

• Containers - Components are independently deployed in service-oriented envi-
ronments. Because of this, a managing component is used for every compo-
nent’s availability and security as well as entire life cycle. Contemporary service-
oriented frameworks are built for high availability and it is thereby a necessity for
each individual component’s life cycle to be managed independently. If one
component experiences a crash, other components must continue to function
within the same context. 

• Contexts - A context defines the available environment constructs of a compo-
nent, e.g., a description of the components’ situated installation, security, discov-
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ery and lookup functionality. Traditional software engineering supports just a
single context. This makes developed software practically unusable if the context
changes. Support for dynamic contexts creates a greater support for adaptation,
i.e., same entity in a commercial context as well as in a military context such as in
network-centric warfare. 

• Discovery services - Discovery enables services to publish their capabilities
and for independent components to dynamically find their capabilities and
thereby have the ability to locate and utilize the service. This element obviously
has a central role in service-oriented architectures, as it would not be possible to
have the degree of interoperability and reusability needed in service-oriented
architectures without a discovery mechanism. The discovery mechanism is vital
for system-to-system communication in a dynamic environment. Without dis-
covery the service descriptions would have to be included in each component,
thereby removing the essence of service-oriented architecture and return to a
component based architecture.

S e c t i o n  3

I S S U E S  O F  I N T E R O P E R A B I L I T Y

As we have seen, the four platforms have different focal points, more or less
interoperable architectures and a more or less web enabled. We will now compare
the four by means of fundamental service-oriented properties. 

Creating service in service-oriented environments enables a holistic approach,
i.e., utilize service in ways not originally intended by the creator. Interoperability is a
prerequisite for conjunctive capabilities. Each of the above-mentioned approaches
claims to have a service-oriented approach. 

OSGi has the least conjunctive attribute as services are bundles, delivered to the
consumer, and are fundamentally not intended to be reused in other contexts than
designed to be. Microsoft .NET and Sun ONE offers more conjunctive behavior as
they both proclaim openness by means of Web services. Openwings similarly but to
a greater extent supports conjunctive behavior by means of robust service-oriented
architecture, i.e., contracts, connectors, discover mechanisms, etc.

All of the above platforms supports publish and discovery of services. As con-
tracts are used in all cases, decoupling is achieved on all platforms necessary for
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conjunctive behavior. Although all of them support service contracts, they all have
deficiencies by means of not being strict enough by means of enforcing decoupling.
In a non-distributed environment, e.g., a single node on a distributed network, ser-
vices can communicate without having to publish and discover each other. This cre-
ates a convenient way for developers to quickly create services that interoperate and
work for the intended purpose but efficiently blocks simple reuse in future projects
and conjunctive behavior. As it is more time-consuming to develop services to be
conjunctive and interoperable, this is certainly a potential problem.

One of the major headaches of component-based architectures was that com-
plete solutions had to be deployed at one time. Service-oriented programming
solves that issue by means of interoperability and ability to deploy services indepen-
dently in run-time. All four approaches discussed in this study support run-time
deployment and thus highly deployable environments. They all support WAN-
based deployment but OSGi has a more direct focus on deployment by means of
deployment to service gateways. 

The service-oriented architecture accounts for availability mostly in terms of a
container service which manages components life cycles. All approaches have life-
cycle management support through container-alike services.
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C h a p t e r  4

S E R V I C E - O R I E N T E D  
L A Y E R E D  A R C H I T E C T U R E

fter having studied contemporary approaches on service-oriented architec-
tures we now turn back to sustainable behavior in open systems. In this chap-

ter we will revaluate the service-oriented approach by means of a service-oriented

layered architecture for communicating entities (SOLACE). We will first by approach the
evaluation by means of presenting an extended description of how open systems’
influence the development of architectures for such. This is followed by a dynamic
description of SOLACE.

We have established that plain bottom-up approach cannot solve holistic prob-
lems and that we thereby need a synthetic approach to solve issues related to sus-
tainable behavior in open systems. As a direct result of a synthetic approach, we
need support for multiple perspectives of the same system. For example, agents
must be able to perceive their environment. In open systems, each agent’s percep-
tion of an environment is the agent’s own cognitive model of the system (c.f. Check-
land’s definition of a system). This in turn for architectural support for multiple
perspectives of a single system. 

In current implementations of agent-oriented and service-oriented architectures
there is no explicit support for such mechanisms. We argue that the main reason for
this is due to computational entities being designed with an emphasis on pre-built
and static models of their particular behavior (in a typical object-oriented manner).
The lack of valid observational mechanisms for open systems implies that construc-
tion of such systems becomes impossible as an observation valid at one time may
not be valid at another time as the system may behave erratically. However, using a
service-oriented approach for continuous sustainability in open systems brings cer-
tain issues to focus, i.e., continuous observation and construction as well as scalabil-
ity of open systems. 

A
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As an open system featuring sustainable behavior has information as a funda-
mental building block, an extended separation of concern is needed on the system
level. Traditionally, description of entities lies within the entities, e.g., a service or
object maintain its own self-description. For multiple instances to be able to per-
ceive a system in terms of observation and construction of open systems, a decou-
pling of the system layer into a system and domain layer is needed. The domain
layer here represents a highly available and dynamic cognitive representation of the
system layer. Multiple agents may create individual cognitive models of the systems
layer for its own purposes as well as share its cognitive belief with peer agents.
Relating to network-centric warfare, we see that multiple types and instances of
forces may have different need of information. Consequently, introducing an open
domain layer enables virtually unrestricted modeling and perception of the system
layer.

Concerning continuous (and automated) sustainability of network-centric envi-
ronments, contemporary architectures does not sufficiently meet the need for auto-
matic coupling and decoupling of physical nodes. The previously mentioned
approaches demand manual inclusion of additional physical nodes as the routing
mechanism is of a static nature. Although basic services exist to support automatic
connection of networked computers, they are still separated from the fabric layer in
the sense of actual awareness of surrounding physical nodes.

S e c t i o n  1

A R C H I T E C T U R E

Having established that contemporary service-oriented approaches lack the support
for cognitive modeling and physical scalability, we present an approach toward these
issues in terms of a service-oriented layered architecture for communicating entities

(SOLACE).
As we have found a service-oriented approach (in need of complementary

mechanisms) to be the most appropriate as for open systems, a contemporary archi-
tecture to consider is the open services gateway initiative (OSGi), which is an open
specification of service-oriented architectures as described in previous chapter. An
implementation of this architecture is Gatespace’s distributed service platform (GDSP).
However, based on previously found architectural inadequacies for methodological
activities, e.g., continuous observation and construction of open systems, we have
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developed a complementary service-oriented layered architecture for communicating entities. 

P H Y S I C A L  S C A L A B I L I T Y

Current implementations of service-oriented architectures lack sufficient physical
scalability. To support the notion of scalability as needed in open systems, SOLACE
therefore provides for automatic coupling and decoupling of physical nodes (local
set of computational entities) at the fabric layer. It can do this by means of multiple
broadcast protocols, in order to signal a particular node’s presence to the surround-
ing environment at regular intervals. Listening nodes receive the broadcast message
and thereby acknowledge the presence of the signaling node. As soon as both nodes
have found each other, by means of the broadcasting mechanism, we support inter-
action between system entities, irrespective of physical node locality. An important
remark is that, related to the OSI model, the nodes find each other on all levels.
This is, as previously mentioned, an important difference as contemporary
approaches of service-oriented architectures does not support such vertical propa-
gation of events.

C O N C E P T U A L  D E C O U P L I N G

Current implementations of service-oriented architectures lack support for multiple
perspectives, by means of a system versus domain separation. Considering my sepa-
ration of concern, the system layer includes the behavior of system entities in inter-
action. However, since contemporary methodologies for constructing systems are
primarily based on analysis, models are an integrated part of the system layer;
thereby rendering multiple perspectives of systems impossible. To that end,
SOLACE utilizes the service-oriented approach by means of a service-oriented
architecture (GDSP) in the form of a service. By utilizing the fabric layer mecha-
nisms, SOLACE adds an additional cognitive modeling layer upon the existing sys-
tem layer. Being part of a layered architecture, SOLACE supports multiple
perspectives of a single set of computational entities. By dividing the system layer to
a system and a domain layer, the model(s) of the system are separated from the sys-
tem itself and thereby making it possible to freely model the system and manage
multiple models, i.e., multiple perspectives. Fabric layer is the physical communica-
tion infrastructure and physical entities. System layer contains system entities with
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support for interaction and mobility. The domain layer supports abstractions, i.e.,
models, of the system layer. Consequently, we can observe and construct behavior
in open computational systems from multiple perspectives, i.e., models, of the same
system.

S e c t i o n  2

D E P L O Y M E N T

In this section we look at the system design from a dynamic point of view by step-
by-step walking through a scenario. SOLACE is described as a black box. This way
we illustrate interactions between system components of SOLACE in a distributed
environment and describe it in a generic way in which the system is intended to be
utilized. The scenario starts with an installation phase in which we shortly study
how SOLACE is started. This is followed by a running phase where basic interac-
tion and messaging are used and then ending with a phase which shortly describes
the ending procedure.

1. Installation phase - To start using SOLACE on the OSGi implementation is
simple as SOLACE is designed to be automatic with as little human intervention
as possible. In practice this means that SOLACE is installed on the gateway as
any other service bundle. As soon as SOLACE is activated by means of a
method call from the gateway, SOLACE establishes a local connection with the
surrounding fabric and domain layer. On the fabric layer it initiates messaging
mechanisms as provided and a repository for the domain layer.

2. Installing a distributed network - Setting up a distributed environment is
done by performing the above installation procedure on multiple computers
connected to an available communication media. SOLACE messaging mecha-
nism supports plug-in protocols, default is TCP/IP-network on the same subnet
for which multicast functionality is available. A broadcast is periodically sent and
is received by surrounding fabric nodes which sends a message back to the
broadcasting SOLACE which then adds the new relationship to its dynamic
routing table. After both SOLACE frameworks have found each other they are
conceptually and logically connected and ready to work as a single framework.
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3. Client start-up phase - A client is a service or agent utilizing the gateway and
SOLACE. It does so by having a service utilizing a SOLACE messaging utility
that support synchronous and asynchronous messaging. Clients can utilize the
messaging service and transparently send messages to any other entity in the sys-
tem. A client registers one or more messaging ports to SOLACE which in turn
designates a unique ID for the port. This ID is globally unique and is used for all
interaction between ports. SOLACE handles all the messaging independently of
transport protocol, e.g., a message may be routed through e-mail as well as by a
local area network connection. A service that has created a port has established
a global appearance. In a service-oriented manner, the service publishes its capa-
bilities by modeling itself on the domain layer. As well as modeling itself, it may
model other services and entities as it see fit as well as combine services in a
conjunctive manner. 

4. Running phase - Each entity that has registered one or more ports on
SOLACE is part of the globally interconnected system. Any entity may interact
with any other entity in the system. A specific service is located by querying the
domain layer which performs either a local lookup or a global lookup. The glo-
bal lookup is propagated throughout the system and the results are gathered and
filtered before returned to the client. There are a number of commands available
to a service from SOLACE so that it can act appropriately on the domain layer.
These commands are both local and global, i.e., they can be equally well per-
formed on a single node as on multiple nodes virtually simultaneous.

5. Ending phase - If any registered service in SOLACE is stopped or fails,
SOLACE will automatically detect this by utilizing monitoring mechanisms
included in the gateway and respond by removing the port and related cognitive
models if applicable. The removal is not propagated throughout the system as
SOLACE is designed to be a passive system. For instance, if a physical node or a
connection fails, the surrounding nodes do not automatically become notified of
this event. The failing node is assumed to be there until it is contacted. At the
moment of contact the calling node will realize that the node is no longer valid
and notify relevant local ports accordingly and also perform domain-level
cleanup if applicable.
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S e c t i o n  3

D E M O N S T R A T O R

To empirically test issues concerning network-centric warfare and SOLACE, a dem-
onstrator has been developed at Societies of Computation Laboratory, Blekinge
Institute of Technology in Sweden. It is exclusively built upon the SOLACE plat-
form. By being part of the construction and observation of the demonstrator we
have had hands on experience with the platform. In this section we will look at the
demonstrator and a discussion related to the findings considering the construction
and development of it as an open system.

The demonstrator was built as for Trustworthy and sustainable operations in marine

environments (TWOSOME, see Figure 4.1). It was developed having focus on the
development of a multiagent system, where interacting and coordinated entities and
services temporarily come together in a physical setting. In essence, the system pro-
vided means to study qualities such as information fusion, adaptation, shared aware-
ness and decision making. It also served as an important validation of SOLACE
platform and related program domain, i.e., sustainability.

• Environment - The physical bounding space of TWOSOME has an imaginary
location and topology, but the physical dimensions of the environment are set to

Figure 4.1 - TWOSOME demonstrator. This figure shows the environment view as
well as system entities and domain-level models. System entities include VISBY in
the far upper right of the image. Conceptual models are shown as blue and yellow
symbols
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1 * 1 * 1 nautical miles. Within this delimited volume, a number of constructs
form the physical and marine environment where the scenario takes place. The
scenario environment involves mainland at two different locations. The two
landmasses form a natural harbor in the physical bounding space, in which naval
vessels can start and end arbitrary operations. Localized between the two land-
masses, the environment includes an island that brings about two separate navi-
gation channels. These channels offer the (possibly) safe passages for different
marine vessels. The demonstrator is built around a scenario. This start when a
mine is arbitrarily deployed in the sea-environment. The sensors hear the
deployment and consequently, when the command center gatherers sensor data,
a threat situation is identified. The command center responds to the threat by
issuing an order to VISBY. The corvette, which contains the autonomous mine-
sweepers, acknowledges the order and sails to the outer perimeter of the threat
area. There is deploys the sweepers which immediately coordinate themselves
and starts their mission to search for mines. They do this by simulating three dif-
ferent vessels using three distinct signatures. Using each simulated vessel, they
cover the whole threat area. The mine detonates when the sweepers pass over it
with a signature that corresponds to the one that the mine has been set to deto-
nate on. The minesweepers finalize their mission by returning to VISBY for
extraction. Finally, VISBY returns to original position and notifies the command
center of mission complete.

• Fabric - As previously state, the fabric layer includes the physical entities and
the support for fundamental aspects of open systems, e.g., scalability. The sys-
tem layer corresponds to the services and computational entities in the system as
well as their behavior. As this section focuses on the TWOSOME demonstrator,
we will now combine the fabric and system layer descriptions by not only pre-
senting the physical entities but also a short description of their behavior. The
demonstrator includes several physical entities - a mine, minesweepers, sensors,
VISBY corvette and a command central. Each having an important role in the
demonstrator’s scenario. The mine is considered hostile and when deployed at
an arbitrary water location it starts to look for the presence of a particular vessel
in its surroundings. On the opposite, autonomous minesweepers coordinate to
find and detonate mines by using multiple signatures to simulate different ves-
sels, e.g., acoustic and magnetic signatures. They are unmanned and conse-
quently, valuable personnel can no be harmed.
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• System - The VISBY-class corvette is a state of the art ship with stealth charac-
teristics. In this demonstrator it is used to receive order to clear mines and hold
the autonomous minesweepers that are deployed from it. The sensors are posi-
tioned at the water to be able to hear the splash of a mine being dropped in the
sea. The mine location can then be estimated by triangulation using multiple
sensor readings. The command central is the nerve center of the defence forces.
It gathers information and constantly assess the situation and if needed, issues
orders. In this demonstrator it issues orders to VISBY to clear an area that has
by probable cause been set as a hostile mine area.

• Domain - Following the separation of concern, the demonstrator is also a proof
of concept for the domain layer. It includes two separate perspectives upon the
same set of entities, i.e., a defense and attack perspective. The attack represents
the mine's perspective and the defense perspective represents the complete
awareness of the defense forces. Using cognitive modeling in the domain layer
the defense entities have a constant awareness of the entire system except the
mine-specific domain models. Information fusion is reached by, e.g., two inde-
pendent sensor readings are gathered and combined to triangulate a mine's posi-
tion. The command central can reach the minesweepers and assess their
situation at any time using information from the domain layer.
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E V A L U A T I O N

The goal of a team of defenders is to outsmart the mine by means of providing fake
signatures of real vessels. In practice, according to the overall system quality of sus-
tainability, this exercise involves the continuous adaptation and reconfiguration of
roles. The minesweepers can at any time during their sweep become malfunctioning
in some way. If so, they reassess their resources at hand and re-coordinate accord-
ingly to be able to finish the mission if possible. This demonstrates the ability for
system entities to seamlessly perform in an informed way without considering lower
architectural aspects such as transport protocol. The demonstrator utilized eight
networked computers and the system ran continuously for a week without failure.

The demonstrator clearly shows that the SOLACE platform live up to its expec-
tations by supporting the scalability needed for the demonstrator. The separation of
concerns (see Figure 4.2) with the added domain layer is extensively used and
enables characteristics of open systems, e.g., information fusion. By addressing the
reach, richness and value of information in the scenario, sustainability in a network-
centric environment by means of a service-oriented architecture was proven suc-
cessful. During the demonstrator there was constant battlefield awareness as each
defending entity has the ability to reach any information at any given time. Using
multiple sensors an information fusion aspect was also addressed and proven by
means of triangulation of sensor readings. 

We have learned a lot about development of services in an open system.

Figure 4.2 - Separation of concerns by means of domain, system, fabric and environ-
ment layers. On the other hand we see specific concerns at each layer, i.e., observa-
tion, interaction, mediation and evolution.
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Although this falls outside the scope for this study, the insight of how easily the ser-
vice-oriented paradigm is misused by means of not making services publish and dis-
cover each other. It is often tempting to take a developing "short-cut" and use
normal an object-oriented approach and not utilize the service-oriented architec-
tural potential. It takes more design and developing efforts to create an exclusively
service-oriented system. Therefore it is not only a potential, but likely to happen.
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C h a p t e r  5

C O N C L U S I O N

e have now reached the ending chapter of this study. My conclusion begins
with a retrospective look of previous chapters followed by a concluding

section wherein we single out distinct results from this study and discuss them.
Finally, we discuss future work related to our findings.

S e c t i o n  1

S U M M A R Y

Given the increase of information flow and complexity in the modern day informa-
tion society, new frontiers await us in terms of understanding complex distributed
systems which carries the information. As science reach further, we seek tools to
grasp and control such complexity. One contemporary domain which faces the
problems and opportunities of information is the network-centric warfare initiative.
Its sole purpose is to provide the joint military forces with an advantage by utilizing
the power of information. This is done by having shared situation awareness and
provide means for information fusion. Given these functions, a more qualitative
and timely information can be provided to the users, i.e., military forces.

To be able to provide the characteristics of network-centric warfare, a support-
ing architecture is needed. This study focus on the ability to maintain sustainability
in network-centric characterized systems. Sustainability in this context has two per-
spectives, a cognitive and a physical. The cognitive being a top-down view, i.e., a
cognitive view on behavior. On the opposite side of the spectrum, the physical and
technical perspective focus on a bottom-up view characterized technical mecha-
nisms which support the above layers. For example, dynamic behavior in a distrib-
uted computer network requires a multitude of technical assets such as transport

W
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protocol and scalability support. 
To begin studying a supportive approach toward sustainability a distinction

between traditional theories and needed theories are made. It is clarified that tradi-
tional static analysis and design methodologies are inadequate in dealing with highly
dynamic and erratic system properties. To explain the nature of highly complex and
dynamic systems the notion of open systems as opposed to closed systems are
introduced. This is done by first defining the system boundaries from a cognitive
versus physical perspective. For example, an environment is made up from a fixed
set of constituents. A cognitive system can then be perceived by grouping any num-
ber of constituents that have a coherent behavior, independently from the level of
abstraction. 

Basically, if the system, through its system boundary has the ability to import
and possibly export energy and matter, it is an open system. Consequently, due to
the complexity and inability to observe the surrounding environment, we find that
an open systems' behavior is nondeterministic. This creates a problem when using
traditional development methodologies where analysis and design are introduced
before a developed system is taken into action. The contemporary tools for analysis
and design are inadequate to handle the run-time issues of open computational sys-
tems as they can display nondeterministic and erratic behavior due to their open
nature.

A key aspect in open systems is the notion of continuous sustainability. To sup-
port such primitive we need tools for construction and observation of such systems,
i.e., if we can not understand the behavior of open systems to the extent that we can
construct and observe them, we can not support sustainable behavior.

To approach such tools, we try to find a contemporary approach for open sys-
tems that supports the fundamental aspects of such. We do this by studying con-
temporary implementation strategies. We found that object-oriented approaches are
too restricted to handle the complexity of contemporary systems. On the other
hand, agent-oriented approaches are too abstract to be able to establish primitive
attributes of a supporting architecture. Finally, we found that having service-ori-
ented approach takes us close to the fundamental characteristics needed to create an
open architecture. 

Digging into the distinct characteristics of service-oriented systems, we find sev-
eral aspects, elements and concepts. These are more or less included in contempo-
rary approaches toward service-oriented architectures. These include but are not
restricted to Microsoft .NET Framework, Sun ONE, OSGi and Openwings.
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Although these approaches have different technological approaches such as Web
services, they are fundamentally embracing the same paradigm, i.e., the service-ori-
ented paradigm. 

Having evaluated contemporary service-oriented implementation we discovered
that they lack sufficient support for physical scalability and that there is a need for a
conceptual decoupling. Physical scalability in terms of automatically connecting
added physical nodes to an already established system as well as handling the
detachment of such. Conceptual decoupling in terms of having a separation of sys-
tem layer into a systems and a domain layer wherein the domain layer represent cog-
nitive models of the system layer. The results lead to the development of a service-
oriented layered architecture for communicating entities (SOLACE). Using an
OSGi-based platform, SOLACE complements the original service-oriented
approach by adding dynamic and automatic scalability functionality. It decouples a
conceptual layer from a system-specific layer to handle multiple cognitive perspec-
tive upon the same set of system entities, i.e., to cope with multiple abstract system
boundaries and observers. All distilled to a platform that supports observation and
construction of open systems and consequently, continuous sustainability.

In relation to SOLACE, a demonstrator has been developed for proof of con-
cept as well as presenting the potentials of a network-centric approach. The demon-
strator was built around a network-centric warfare scenario that suggests
information fusion, scalability and above all, sustainability. The demonstrator was
developed completely on top of SOLACE and fully utilizing its potentials. Eight
computers were used in the demonstrator in a distributed environment. This dem-
onstrator concluded my study of sustainability in open systems.

S e c t i o n  2

C O N C L U S I O N

Concluding this study we find that the network-centric warfare domain is a very
good domain when studying contemporary problems related to the dynamics and
potentials of information in a distributed and nondeterministic environment. After
an evaluation of contemporary service-oriented approaches, we found that current
implementations lack sufficient support for sustainable behavior. Having nondeter-
ministic behavior in a system and the ability for entities to enter and leave the sys-
tem in run-time creates a fundamental need for new ways of constructing and
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observing such. Entities, human or computational, must be able to observe the sys-
tem and consequently create their own cognitive model of the system. Conse-
quently, as systems do not exist in the real world but are rather ways of viewing the
world, a share space for cognitive modeling is needed. By decoupling descriptions
from the system layer we provide a new cognitive layer in which any entity on any
location can independently model their perspective. This creates an awareness that
characterizes network-centric warfare and sustainable behavior.

Further more, we found that contemporary service-oriented implementations
lack sufficient support for physical scalability in a wider sense, i.e., the scalability
must automatically become apparent to all levels of abstraction in a system. Con-
temporary approaches simply do not make an effort to automatically handle attach-
ment and detachment of physical nodes. Especially on all levels of concern, i.e.,
fabric, systems and cognitive layer.

To approach these insufficiencies, a service-oriented layered architecture for
communicating entities has been built. It addresses these issues by adding scalability
and conceptual decoupling support to an OSGi implementation. This approach has
proven successful within 
ed-sized networked systems. By developing a demonstrator (TWOSOME) we have
empirically proven the concepts of sustainability in open systems. The demonstra-
tor is used for observation and construction, i.e., observing and constructing the
system in real-time by exclusively using the SOLACE platform. We thereby find my
hypothesis being valid because by using a service-oriented approach we was enable
to provide sustainability in a distributed, network-centric system.

It shall be remarked though that certain issues have not been taken into consid-
eration. These include perspectives such as a virtually infinitely large network of
entities, rate-of-change concerning the number of entities entering and leaving the
system during a given time-period. Nevertheless, given the prerequisites of this
study, the results are positive.

S e c t i o n  3

F U T U R E  W O R K

This study addresses the fundamental issues concerning architectural support for
sustainable behavior in open computational systems, in terms of observation and
construction. There are a number of other perspectives and issues not addressed. 
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• Accessibility - The need for ubiquitous access to relevant information as well
as other peers creates stochastically organized network environments where
online entities are non-deterministically connected and disconnected. This open
computational systems' behavior is a source for study be means of quantifying
the amount if information entering and leaving the system, both in terms of
computational entities and information flow and locality.

• Interoperability - Globalization and the increasing amount of connected com-
putational entities create a foundation for the development of a flora of techni-
cal solutions for all sorts of related problems. Contemporary service-oriented
architectures are not directly addressing interoperability issues between different
technical specifications but are indirectly dependent on interoperability of such
as technology independent scalability and availability are prerequisites. We need
a continued study of interoperability on all levels of concern.

• Scalability - Although scalability is addressed in this study, it is does not address
the problems related to the magnitude of connected entities but the dynamics of
scalability. Consequently, there is a need for further studies in this field where
huge networks potentially can cause resource problems.

• Semantics - Interoperability can be addressed on different levels of abstraction,
e.g., on protocol level and on application level. Construction and observation of
open computational systems calls for semantically open and addressable descrip-
tions of services within the systems. There may be a way using a single method-
ology to address these issues in multiple levels of abstraction.
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