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Abstract
Context: Security Requirements engineering is necessary to achieve secure software systems. Many techniques and approaches
have been proposed to elicit security requirements in the initial phases of development. With the growing importance of security
and immense increase in security breaches over the past few years, researchers and practitioners have been striving to achieve a
mature process of coping with security requirements. Much of the activities in this regard are seen in academia but industry still
seems to be lacking in giving the required importance to security requirements engineering. That is why, security requirements
engineering is still not always considered as a central part of requirements engineering. This study is targeted to bridge this gap
between academia and industry in terms of security requirements engineering and to provide a concrete approach to efficiently
elicit and specify security requirements. The Misuse case technique is proposed for this purpose. However it lacks in providing
guidelines for enabling scalable use. This limitation has been addressed to achieve a mature process of security requirements
elicitation.
Objectives: In this study, we propose a framework to elicit security requirements early in the software development using misuse
case technique. Objective is to make misuse case technique scalable and applicable to the real-world projects. The proposed
framework was presented to two representatives from the Swedish Armed Forces (SWAF). The feedback received from the
representatives was utilized to refine, update and finalize the framework.
Methods: The study involved a systematic review to gain an insight of the academic perspective in the area of study. Document
extraction was adopted to observe the industrial trends in the said subject. These were the software requirements specification
documents of the real-world systems. Document extraction was supported with informed brainstorming because the study
revolved around misuse case technique and informed brainstorming is considered to be the most suitable technique for this
purpose. A workshop was conducted with two representatives of Swedish Armed Forces followed by two subsequent
asynchronous communication rounds and a facilitated session to get feedback about the proposed solution. This feedback was
utilized to refine, update and finalize the proposed solution.
Results: The results of the systematic review were organized in tabular forms for a clear understanding and easy analysis. A
security requirements categorization was obtained as a result which was finalized after an initial validation with the help of realworld projects. Furthermore, a framework was proposed utilizing this categorization to address the limitations of misuse case
technique. The framework was created and refined through workshop and different communication rounds with representatives
of SWAF. Their feedback was used as input to further improve the usefulness and usability aspects of the framework.
Conclusions: The significance of security requirements engineering is undisputedly accepted both in academia and industry.
However, the area is not a subject of practice in industrial projects. The reasons include lack of mature processes as well as
expensive and time consuming solutions. Lack of empirical evidences adds to the problems. The conducted study and proposed
process of dealing with this issue is considered as a one step forward towards addressing the challenges.
Keywords: Misuse Case, Security Requirements, Categorization, Elicitation, Specification
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1. INTRODUCTION
Security requirements engineering is central in software
security engineering as it enables the development of secure
software systems. It deals with early elicitation, analysis,
specification and validation of security requirements [1]. The
Software Engineering Institute‟s CERT Coordination Centre
showed statistics that application vulnerabilities increased
from 171 in 1995 to 5990 in 2005 [2]. The reports from the
National Institute of Standards and Technology (NIST) state
that 59.5 billion dollars are spent on breakdowns and repairs
of faulty software in terms of security and reliability per year
[3]. These figures relate to poor security requirements, and
indicate that the area needs major improvements and even a
small improvement in this area would be highly beneficial and
valuable [4]. Security issues need to be tackled in the early
stages of software development because it is very difficult and
expensive to considerably improve the security of deployed
software [4]. One primary reason for security problems is not
considering the security requirements of the complete system
[2]. For example, Card Systems Solutions exposed details of
some 40 million credit cards by storing historical transaction
history data [2], [5]. This data became part of their system but
was not included in the security planning, thus became
accessible to hackers [2], [5], [6].
A bitter truth in this regard is that security requirement
engineering has not yet been integrated into the requirements
engineering as a whole at the satisfactory level [7]. The
problem with security requirements engineering is that when
requirements are, if at all, considered during the system life
cycle, they tend to be general lists of security features such as
password protection, firewalls, virus detection tools etc [4].
These are actually not the security requirements but rather
implementation mechanisms to satisfy unstated security
requirements like “authenticated access”. As a result, the
system specific security requirements, which provide
protection for necessary services and assets, are often
neglected [4]. Judging the system as a whole as “secure” or
“unsecure” often misses the security identification for specific
services as different points in the system may require context
specific protection [8]. Therefore, there is a strong need for
architects and developers to know about such security controls

with a fair amount of specificity and their place in the overall
system [8]. This is still a challenge in security requirements
engineering [9]. Inadequacies in security requirements result
in unsecure software. Proper planning of security
requirements engineering phase should be compulsory in
order to enhance the security. Usually the developers are
considered responsible for unsecure software. The main
problem is that too much focus is put on the development as a
means to achieve security, and too little focus is put on the
actual identification and specification of security requirements
[10]. The role of security requirements engineering is to make
sure that all the requirements are identified, properly specified
and brought into the development phase.
This thesis aims to investigate how misuse cases can be
incorporated in industrial projects to elicit and specify security
requirements at the earliest stage of software development.
We have defined a framework with concrete steps for this
purpose. The framework incorporates misuse cases to elicit
the security requirements and a security requirements
categorization to achieve scalability. A feature of the security
requirements categorization is its misuse archetypes. An
archetype is “something that serves as a model or a basis for
making copies” [11]. It is an original model, ideal conception
or a perfect example of a type [12]. Here, a misuse template
archetype is a generic starting point to create detailed misuse
cases for each category. The misuse archetypes consist of two
entities; 1) Power Statements: basic behavior of the mis-user
during attacking the security related to respective category
[what a misuser is going to do] and 2) Power Misuse Cases:
depicting the generic nature of possible misuses during the
attack [how a misuser is going to do…]. Ideally, the solution
is intended to be flexible and reusable so that it can be utilized
for all types of real-world projects.
The remainder of the thesis is structured as follows.
Background and related work is presented in Section 2 and
Section 3 respectively. Research methodology is explained in
section 4. Section 5 describes the data synthesis and results.
Detailed analysis based on research questions is presented in
Section 6. Section 7 holds the description and explanation of
the proposed framework. The communication details with
SWAF representatives and evolutionary development of the
framework is explained in Section 8. Examples cases are used
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to explain the practical working of the proposed solution in
Section 9. Section 10 discusses the validity threats related to
this study. Section 11 presents the conclusions summing up
the entire study. Eventually, Section 12 presents the potential
future work in the continuity of this study.
2. BACKGROUND
This section highlights the available knowledge within the
area of study in the light of literature. Starting with defining
Security Requirements, it explains the Security Requirements
Engineering phase of Software Development and discusses
the significance of Misuse Case Technique in this phase.
Advantages and limitations of the technique are discussed
along with highlighting the focus of this study.
2.1. Defining Security Requirements
Security requirements are more difficult to elicit than other
requirements. Researchers still have to agree on the nature of
security requirements. There has been a debate as in that
security requirements fall to functional requirements or they
belong to non-functional requirements. Different instances
about security requirements have been recorded some of
which are surprisingly opposite to others. A famous
classification of requirements by Grady in 1992, named as
FURPS+ places security requirements under the umbrella of
functional requirements [13] while many researchers consider
security requirements as non-functional requirements
[14][15][16][17][18]. Kontonya and Sommerville [19] define
security requirements as;
“Restrictions or constraints” on the systems’
services
Mouratidis et al [20] state about security requirements as;
“Security constraints” define the system’s
security requirements
Jonthan et al [21] display a similar view when they say;
Security requirements are most usefully defined
as requirements for constraints on system’s
functions
Rushby [9] portrays his view of security requirements as;
Security requirements mostly concern with what
must not happen
Firesmith [22] defines security requirements as;
A quality requirement that specifies a required
amount of security in terms of a system-specific
criterion and a minimum level that is necessary
to meet one or more security policies
Authors of [17] conclude security requirements as;
Constraints on the functional requirements
instead of being the functional requirements
themselves

According to them [17];
Security requirements are preventive measures
though perspective in nature like functional
requirements which provide a specification to
achieve the desired effect (behavior in terms of
the phenomenon)
After a careful and precise study of literature as well as
observing the nature and behavior of security requirements,
we concluded that authors of [17] define security requirements
in most suitable and detailed way as follows;
“Security requirement are perspectives in
nature, like functional requirements, which
provide a specification to achieve the desired
effect (behavior in terms of the phenomenon)
but instead of being the functional requirements,
Security requirements are the preventive
measures which result as the constraints on
system’s functions (or system’s functional
requirements)”
2.2. Security Requirements engineering
Security requirements engineering phase of Software
Development Life Cycle (SDLC) consists of four basic steps;
Elicitation, Analysis, Specification and Validation [23].
Figure 1 represents the sequence of these steps in Security
Requirements Engineering phase [23];

Security Requirements Engineering
1. Elicitation
2. Analysis
3. Specification
4. Validation
Figure 1: Security Requirements Engineering Process

In security requirement engineering processes, elicitation is
one of the earliest activities [24]. It helps to elicit security
requirements from stakeholders. After the elicitation process,
the requirements are analysed, in step 2 of figure 1, to check
conflict, overlaps, omissions, and inconsistencies [24], [25].
The theme of this phase is to answer the question; “Have we
got the right requirements” [25]. The third step in figure 1 is
Specification. In this step, requirements are specified as a
complete description of the behaviour of the intended system.
The artefact of this phase is usually a document called
Software Requirements Specification document (SRS). SRS is
a valuable artefact for the system under consideration. It is
also valuable for future projects if it is developed on the basis
of reusable ideas [26]. The final step in security requirements
engineering phase is Validation (figure 1). In this phase, the
specified requirements are validated according to the intended
description of the system i.e., it should answer the questions
“have we got the requirements right” or “are we building the
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right product” [27]. This involves checking the requirements
for omissions, conflicts, and ambiguities and assuring that the
requirements follow quality standards [24].
2.3. Misuse Case Technique
Different techniques and methods are available to elicit and
specify security requirements [26]. Selection of appropriate
elicitation and specification technique is vital to develop a
secure system [28]. Dealing with security requirements at the
earliest stages of software development process is costeffective and brings about more robust designs [29], [30]. It
increases the return on investment ranging from 12 to 21
percent [31] and minimizes security vulnerabilities [30] which
are continuously on rise. According to US National
Vulnerability Database (NVD), new vulnerabilities in
commonly used software are reported to be more than 5500 in
2008 alone [28]. F. Donald explains that there are no security
requirements elicitation techniques that incorporate the
standards [26]. Therefore, he stresses on the need of new
proposals that fulfill the standards and include new techniques
in the development process [26].
Use case diagrams have been in practice to elicit and
specify requirements and to see a clear picture of stated
requirements [32], [33]. They have proven to be efficient for
functional requirements but have shown poor results for
security requirements where the emphasis is on the things
which should not happen [33]. An important improvement in
this regard is the misuse case technique proposed by Guttorm
Sindre and Andreas L. Opdahl [33]. Misuse case technique
deals with security related requirements by taking into account
the attackers‟ perspective. Misuse cases help to elicit security
requirements at the earliest stage to ensure a more secure
system [32-34]. Consider the following simple example
illustration [8];

Figure 2: Use Case Based Illustration

Figure 2 illustrates a bank customer who can view or
transfer money from his account. When the bank customer
transfers money, his bank record is updated. A careful
consideration of figure 2 describes that security issues are
completely neglected. Figure 3 [8] illustrates a different view
of the same system.

Figure 3: Misuse Case Based Illustration

Figure 3 depicts the same actions (features) along with the
possible threats which can cause problems for the security of
the system. Such an illustration helps developers to implement
security mechanisms [8]. Thus, misuse cases point out the
security breaches in a very simple and understandable yet in a
very effective way to keep each part of the system secure [8],
[33], [34].
In literature, we found articles conducting case studies,
presenting frameworks and methods, using misuse cases
theoretically and implementing them on example projects [28],
[35-59] but none of the articles actually indicate the use of
misuse cases practically in industry [33]. Sindre and Opdahl
explain that one of the weaknesses of misuse cases is it‟s
practical evaluation in industry. Misuse case is the technique
that is easy to learn and use, and it creates an opportunity for
creativity and early communication in the security
requirements process [35], [60]. However, misuse case
technique needs realistic and strict tests and validations to be
used in the industry [35], [60]. The problem in using misuse
case according to the literature is that the outputs of misuse
cases can be very lengthy. This makes it hard to understand
and expensive to analyze [35], [61]. It is a general technique
rather than being specific which suggests a wide range of
application possibilities [32], [38], [46]. Also, It is an openended method [32]so the results are very much dependant on
the modelers‟ creativity [46]. Another issue in using misuse
case technique is that there are no available guidelines for
writing efficient and practical misuse cases. Therefore, further
studies are needed to provide precise guidelines [38], [46].
In order to make misuse case applicable in industry and to
elicit security requirements at the earliest stage of software
development process, we present an efficient and effective
misuse cases based framework. The framework is based on
concrete set of steps. It incorporates security requirements
categorization and misuse cases to address the limitations of
misuse case technique. This study is beneficial to cope with
security requirements at the early stages of development. It
paves the way to use misuse case technique in industrial
projects. In addition, the proposed solution is flexible and
generic in nature to help save the valuable resources along
with developing more secure software systems.
3. RELATED WORK
Several frameworks and methods have been proposed that
use the logic of misuse cases (i.e., an extension of the
traditional use cases) to deal with security requirements.
Sindre and Opdahl [32] proposed an approach that helps to
elicit security requirements using misuse case technique. They
showed the potential of the method by using example. They
also explained the strengths and weaknesses of the method.
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Sindre and Opdahl [32] concluded that misuse case technique
cannot be used independently to elicit security requirements.
It should be adopted or combined with other techniques to get
the best outcome of misuse case. In 2003, Sindre et al [62]
presented the concept of library of re-usable misuse cases.
According to them, they were working on this task however
no such libraries are publicly available yet, even if such
libraries exist [63]. Misuse Oriented Quality Requirements
Engineering (MOQARE) is a method that helps to explore all
types of quality requirements [36]. A. Herrmann and B. Paech
[36] have developed a model by adopting concepts from
misuse cases. The authors performed a case study to show
how their method elicits quality requirements. Based on the
case study they concluded MOQARE helps to elicit all quality
requirements. However, there were some requirements
conflicts within the resulted misuse cases from the case study.
To mitigate those threats they illustrated a process, see [36].
An update in the traditional misuse cases was presented by a
body of work in Lancaster University and they called this
technique as „Executable misuse cases‟ [37]. It generates
Finite State Machines (FSMs) to represent the
countermeasures to misuse by using UML modeling technique.
They developed this technique to be used in early stages of
SDLC. The FSMs can be used in testing the system to make
Research Questions

sure that the identified misuses have been countered. This
testing is automated by using the tool prescribed in this work,
named as Misuse Case Simulator [63]. The authors of [64]
state that very little work has been done using this approach.
In [40], authors proposed a method that examines use cases to
analyze how each activity can be challenged to create misuses.
Furthermore, the policies to counter these misuses are taken
into account by this method. In [63]authors applied four
techniques based on Misuse cases to a hypothetical Case
Study to identify potential misuses, to elicit security
requirements and to propose a way of developing tests for
requirements verification [63]. The study also presented the
benefits and limitations of all used techniques[63].
4. RESEARCH METHOD
The aim of this thesis is to develop a misuse cases based
framework to elicit and specify security requirements early in
the software development. Intention is to address the
limitations of misuse case technique with the help of security
requirements categorization and misuse archetypes. The
purpose is to help the practitioners in achieving secure
software and information systems. Table 1 presents the
research questions for this study along with their explanation.

Table 1: Research Questions with Explanation

Explanation of the Research questions

RQ1: What security requirements categorizations
have been presented in peer-reviewed literature?

This research question aims to obtain the security
requirements categorization from peer reviewed literature and
available security requirement standards.

RQ2: What modifications to the security
requirements categorization (RQ1) need to be done to
use it for real world projects?

This research question cross-checks the resultant
categorization of RQ 1. The objective is to achieve the final
security requirements categorization that can be useable and
useful for real world projects. The intention is to map the
security requirements categorization achieved from RQ 1 with
the security requirements obtained from real world projects to
find out missing, overlapping or irrelevant categories.

RQ3: Based on the resulting categorization (RQ2),
what kind of method and misuse case archetypes need
to be created in order to make misuse case technique
applicable to the industry?

This research question directs the research towards
identifying the best suitable procedures on the basis of misuse
case technique and resulting categorization from RQ2 to elicit
and specify security requirements.

RQ3.1: What kind of misuse archetypes need to be
added to the resultant categorization from RQ2 in order
to make it useful for the elicitation of security
requirements?

For each category, template misuse archetypes need to be
created. The purpose is to generate misuse “patterns” that can
be used as a generic starting point when:

RQ3.2: What kind of framework needs to be created
utilizing the results from RQ3.1 to elicit and specify
security requirements?

RQ4: Is the final categorization along with misuse
archetypes and the subsequently developed
framework usable and useful?

1) creating detailed misuse cases for a specific category
2) Each archetype shall consist of the fundamental and most
important parts to observe in relation to respective
category
This sub research question identifies the need of creating a
useful process which is a framework based on concrete set of
steps using the outputs of RQ3.1. The purpose is to use misuse
case technique in a formal and concrete way to elicit and
specify security requirements.
This RQ focuses on the usefulness and usability of the
proposed solution. It is answered in section 8 (model
evolution section).
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The deliverables of this thesis include;
1) A security requirements categorization
a. Categories of Security Requirements
b. Misuse Archetypes for each category
2) A framework to elicit and specify security
requirements
3) Thesis document
Figure 4 illustrates a sequenced structure of this study that
how each task was performed to fulfill aim and objectives. To
answer RQ1, a systematic literature review was conducted
initially to collect available security requirements categories/
categorizations from the literature. The objective was to know
about the existing categories and types of security
requirements available in literature as illustrated in figure 4.
Document extraction technique was incorporated to elicit
security requirements from the real-world projects. It is
important to understand the goals of the system i.e.; what the
system is intended to do, so as to find out what it must not do
[8]. Therefore, Document Extraction was chosen as the
elicitation technique to understand the system as much as
possible before deriving the misuse cases. 15 software
requirements specification documents were selected from
different domains of software and information systems for this
process. These selected documents are described in Appendix
G. Misuse case technique was applied using informed
brainstorming because brainstorming is considered as the
simplest and most practical method for creating misuse cases
[34]. There are many other theoretical methods that use
precise formal models and logics to completely specify the
system so as to create misuse cases. However, such methods
are time taking and resource consuming [34]. Therefore,
informed brainstorming was the chosen method to create
misuse cases and to elicit security requirements. This resulted
into a catalog of misuse cases and security requirements. The
resultant security requirements were analyzed and mapped to
the categorization obtained from SLR (RQ1). The results of
this process provided the final security requirements
categorization to answer RQ2.

Security Reqs

Power Misuse
Cases
Misuse Archetypes
Power Statements

State-of-art security
requirements
categories (RQ1)

State-of-practice
security requirements
categories (RQ2)

Final Sec. Req.
Categorization
(RQ3.1)

Method/ Framework
(RQ3.2)

Document Extraction & Misuse Case Technique

Misuse Cases

Collect available categories

1) Create the security requirements categorization for
both state-of-art and state-of-practice security
requirements engineering
a. Investigate state-of-art security requirements
categorizations/ categories
b. Investigate
state-of-practice
security
requirements categorizations/ categories
2) Create generic power misuse cases for each finalized
category that can be used to create detailed misuse
cases for any kind of system
3) Create power statements representing each category
that can help the analysts in using the generic misuse
cases to explore the possible attacks and threats
4) Integrate risk analysis steps to help investing the
appropriate and necessary budget and other resources
at right places to induce maximum possible security
in the system under development.

Systematic Literature Review

The aim is achieved by addressing the following
objectives;

1: Workshop
2: Asynchronous

(RQ4)

3: Asynchronous

4: Final Review
Figure 4: Sequenced Structure of Thesis Work

To Answer RQ 3, a category wise distribution of the
security requirements and misuse cases was made. The
common behavior and nature of misuse cases residing under
same category were examined. Commonalities between
similar misuse cases were recorded and analyzed to generate
misuse patterns. These patterns were examined carefully to
derive power misuse cases and power statements for each
security requirements category. The power misuse cases are
reusable and generic in nature. These power misuse cases are
the starting point for creating detailed misuse cases. The
power statements represent the attackers‟ perspective for their
representative categories. A framework for creating specific
misuse cases from these misuse archetypes is developed
which can ideally be utilized for any kind of system to cope
with security issues. The reason for creating generic power
misuse cases and power statements for each category was to
make misuse case technique applicable and scalable for
industrial projects.
RQ 4 was answered in four subsequent steps. These steps
are explained in detail in section 8.
4.1. Systematic review Design
A Systematic review (SR) is described by the authors of as
follows [65], [66];
“It is an organized approach towards a
research area to identify, select, evaluate and
interpret the research literature”
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Every systematic review shall be repeatable based on a
predefined search strategy to explore the published literature.
The predefined search strategy lessens the “biased” factor in
identification of the primary studies [65]. Amongst many
reasons for conducting a literature review stated by
Kitchenham et al. [65], one stand out reason is that it provides
an in-depth knowledge in a research area as well as it
identifies the existing gaps for further research and
enhancements.
There are other numerous reasons to conduct a SLR as
guided by [65]. The three phased systematic literature review
as proposed by Kitchenham et al. [65] includes;
1. Planning: This phase identifies and justifies the need for
conducting the systematic review. Review protocol that
includes defining search strategy and selection criteria
(inclusion/ exclusion criteria) is developed in this phase
2. Conducting: This phase consists of conducting the planned
searches and selecting primary studies as well as performing
data extraction, study quality assessment and data synthesis
3. Reporting: The results of systematic review are reported in
this phase in an effective manner
The review protocol, defined in the phase 1, differentiates a
systematic review from conventional literature review [65].
The following subsections discuss the first two phases of
systematic literature review conducted in this study in detail
while results and analysis is provided in the next chapter.
4.1.1.Review protocol
The purpose of review protocol is to lessen the possible
biasness of researchers during a systematic literature review
[65]. The following subsections explain the steps involved in
review protocol.
4.1.2.Search strategy
The search strategy is the initial step in SR that defines “how
and where to search the literature”. It plays a vital role in
successfully conducting a SR as the whole search process is
based on this step. Given that the objective was to collect all
available security requirement categories, an inclusive
definition of Security Requirements Categories was adopted
in this research. Search terms were defined with the help of a
librarian. Table 2 lists the process that was followed to define
search terms.
Table 2: Steps to Define Search Terms
Steps to form Search Terms
1

Major terms are formed from the research questions

2

by identifying the population, intervention, outcome,
context and comparison
By altering the spellings, identifying alternative terms

3

Boolean OR is used for incorporating search terms of

4

and synonyms of major search terms

alternative spellings and synonyms
Boolean AND is used to link the major terms with
other terms and for combining different terms

The final search term that was obtained by carrying out the
process was based on the keywords listed in table 3.

Table 3: Final Search Terms
Search Terms
1.

Security requirements

3.

Classif*

2.

Categor*

4.
5.

Catalog
Group

8.

Metrics

6.
7.

Analy*
Pattern

9. Security Standard*
10. Security common*
11. Criteria
12. 9 OR 10
13. 2 OR 3 OR 4 OR5 OR 6 OR7 OR 8
14. 11 AND 12
15. 13 OR 14

16. 1 AND 15

4.1.3.Search Process
The systematic literature review was conducted by two
researchers. The set of search terms was provided to both
researchers. The queries used for each database are listed in
Appendix F. Databases were divided amongst the researchers.
Both researchers then identified the potential studies
individually according to the defined criteria.
4.1.1. Search Resources
Electronic and Index databases were scanned for this literature
review along with manual search through Google scholar.
Several Security Requirements Standards were also examined
to extract available security requirements categories. The list
of selected search resources chosen for this study is provided
in table 4.
Table 4: Search Resources for This Study
Search Resources (Databases)
1.

IEEE Xplore

3.
4.

SCOPUS (Elsevier)
Engineering Village (Compendex, Inspec)

2.

5.
6.

ACM Digital Library

ISI Web of Sciences
Google Scholar

4.1.4.Bibliography Management
Mendeley was used as a reference management tool to
manage large pool of studies and their references as well as to
get rid of duplicates.
4.1.5.Documentation
All search results were documented accordingly at each phase
of the process to achieve a transparent and reversible search
process.
4.1.6.Study Selection Criteria and Procedure
A three phased study selection criteria, as shown in figure 5,
was defined to obtain the most relevant studies in a
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transparent and organized manner. In the first step, the search
query was applied to each database. PEER REVIEWED
studies available in ENGLISH language with FULL TEXT
were selected. In step 2, studies were selected after reviewing
their title, keywords and abstract to measure their relevance.
Finally the short listed studies were reviewed in detail to
assess whether they hold the relevant information or not,
according to the criteria mentioned in table 5: Step 3.

1. Initial Phase

2. Abstract Level

a) Study inclusion criteria
Table 5: Three Phased Study Inclusion Criteria
Inclusion Criteria
1. The article is peer reviewed

Phase 1

3. Detailed Review

2. The article is available in full text

Initial Phase

3. The article is available in English

Phase 2

Abstract Level

1. The article seems relevant by title
2. The article seems relevant by keywords
3. The article seems relevant by abstract
1. The article discusses security
requirements
2. The article discusses Security

Phase 3

requirements categorization, classification

Detailed Review

or distribution

3a. The article proposes a new security
requirements categorization
3b. Or the article adopts an existing

security requirements categorization in a
context relevant to this study

b)Study exclusion criteria
Table 6: Study Exclusion Criteria
Exclusion Criteria
The articles that did not match with the above mentioned
inclusion criteria at any step were excluded

Figure 5: Three Phased Study Selection Process

4.1.8.Study Quality Assessment
Assessing the quality of studies is another important aspect
in a literature review. The purpose of such an assessment is to
measure the weight of individual studies during data synthesis
process.
4.1.9.Study Quality Criteria and Procedure
The quality of selected studies was assessed using the
criteria described in table 7. The criteria were applied to
assess the quality of search results during data extraction as a
checklist.
Table 7: Quality Criteria
Quality Criteria

1

Is appropriate identification and distribution of Security

2

Is research methodology clearly defined and appropriate

3
4

Requirements performed?

for problem under consideration?
Is design of study clearly stated and have proper
conceptual argumentation based on references?
Does research methodology map to study design, study
design to research questions and research questions to

The search resources were divided amongst the researchers.
Both researchers scanned and selected the primary and
secondary studies individually on the basis of defined
inclusion/exclusion criteria. In case of confusion about
selection of a study, both researchers discussed and the
decision was made according to the mutual understanding and
joint opinion.
4.1.7.Reliability of Inclusion Decisions
The reliability of inclusion and exclusion decisions, taken
by the respective researcher to select the studies, was
discussed using the method of resolving conflicts [67] to
obtain reliable and agreed upon search results.

5
6

conclusions?
Are validity threats related to study results reported?
Are the restrictions or limitations on results of study
reported?

4.1.10. Data Extraction Strategy
Data extraction strategy is planned to gather the required
information from relevant studies. The following sections
discuss the data extraction procedures and their contents.
Contents of Data Extraction Form
A data collection form was designed to extract the required
pieces of information so as to answer the review questions.
The general and related information that was gathered during
the process is provided in the subsequent sections.
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General Information
Following information was collected for all studies;
a) Necessary information

Table 8: Necessary Information for Each Study
Necessary Information

1

Data Extractor

2

Data Checker

3

Date of Data Extraction

4

Article Title

5

Authors’ Name

6

Application Domain

7

Journal/Conference/Conference proceedings

8

Retrieval Search Query

9

Date of publication

b) Study Context

Table 9: Study Context of Each Study
Study Context

1

Academia

2

Industry

A and B. Appendix A displays the final selected studies.
Appendix B contains the final studies along with the
categories of security requirements found in each study.
4.2. Document Extraction Design
Documents of real world projects were collected from
different organizations to meet two objectives.
1.
2.

Validate and finalize
Categorization
Derive Misuse Archetypes

Security

Requirements

Potential organizations and relevant industrial leads were
contacted to obtain the software requirements specification
documents of software and information systems. The collected
documents were shortlisted and selected on the basis of the
criteria mentioned in table 13.
Table 13: Document Selection Criteria for Document Extraction
Document Selection Criteria

1

The document shall belong to a software project in one of the

2

The document shall consist of functional requirements,

fundamental domains of software development

3

preferably including use cases
The document shall preferably belong to a security critical
project

Table 10: Research Methodology of Each Study
Research Methodology

4

The document shall belong to a real-world project to

1

Literature Review

5

represent industrial perspective
The selected documents shall represent various major

2

Systematic Review

3

Case study

4

Experiment

5

Survey

6

results stay generic and useful for maximum domains of
software industry
The selected document shall represent a unique real-world

6

Action research

7

Comparative Study

c) Research methodology

d) Study subjects

Table 11: Study Subjects in Each Study
Study Subject

1

Professional

2

Students

d) Validity threats

Table 12: Validity Threats in Each Study
Validity Threats

1

Conclusion validity

2

Construct validity

3

Internal validity

4

External validity

4.1.11. Question Related Information
There were a number of security requirements categories
available in the literature. The findings were combined
together to obtain the categorization of security requirements
from the literature. The eventual results from the literature
review are listed in two different forms as shown in Appendix

domains of software and information systems so that the

system

The selected documents belonged to the different domains
of software and information systems including web based
applications, desktop applications, stand-alone applications,
embedded systems, mobile applications, and PC game
applications etc. Each selected system represented a unique
real world system matching the criteria of table 13. The
systems having use cases were given preferences during the
selection process. However, security critical systems without
use cases were given more preference over the less security
critical systems with use cases. An abstract level description
of each selected system is provided in the appendix G. No
other information regarding any system is provided in this
thesis document owing to the confidentiality and security
purposes. The security-sensitivity of the topic and nature of
this research work added to the security concerns for the
owners of the systems. Therefore, the documents have been
used only for the research and analysis purposes. It was
assured that the results were generic and did not reveal any
information provided in the SRSs.
The process of document extraction was performed in two
phases. The documents were classified into two parts,
documents with use cases and documents without use cases.
In the first phase, documents having use cases were taken and
misuse case technique was applied. Steps described by Sinder
and Opdahl [68] were followed while applying Misuse Case
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Technique. Misuse case technique was applied with informed
brainstorming for all the high level use cases in each SRS.
This resulted into the misuse cases and security requirements
for all use cases of each SRS.
In the second phase, SRSs without use cases were taken. An
additional step in this phase was deriving use cases for all
functional requirements at first. Rest of the procedure was
same as explained for phase 1. The complete process is
illustrated in figure 6.

2b: Use
Cases

4: Misuse Cases +
Security
Requirements

3: Misuse Case
Technique +
Brainstorming

1: SRS Documents

2a: Use Case
Technique

Figure 6: Document Extraction Design

The resultant misuse cases together with security requirements
for all the systems were documented according to the format
shown in table 14.
Table 14: Documentation of Derived Misuse Cases and Elicited
Security Requirements
Documentation of Misuse Cases and Security Requirements
SRS #

SRS 1

Use Cases

Use case 1.1

MUCs

MUC 1.1.1
MUC 1.1.2

Sec. Req. 1.1.1
Sec. Req. 1.1.2

.
.

.
.

MUC 1.2.1

Sec. Req. 1.2.1

MUC 1.2.2

Sec. Req. 1.2.2

MUC 1.n.1

Sec. Req. 1.n.1

.

.

MUC 2.1.1

Sec. Req. 2.1.1

.
.

.
.

MUC 2.2.1

Sec. Req. 2.2.1

.

.

.
.

.
.

.
.

Use case 15.1

MUC 15.1.1

Sec. Req. 15.1.1

Use case 1.2

.
Use Case 1.n
.

MUC 1.n.2
.

Use case 2.1
SRS 2
Use case 2.2
.
.
.
SRS 15

Sec Reqs

.
.
.
…

.
.
.
…

.

Sec. Req. 1.n.2
.

.
.
.
…

4.3. Workshop Design
The workshop was organized to obtain expert opinion and
feedback from the two representatives of SWAF. The
workshop was held in room G-62123 (Ada Lovelace),
Blekinge Institute of Technology, Karlskrona, on Tuesday,
May 17, 2011 at 10 am. The workshop was conducted in a
semi-formal format and lasted for approximately four hours
with a forty five minutes lunch break. Proceedings of the
workshop were divided into three phases.
Phase 1: Starting from the agenda and formal introduction, a
brief description of security requirements, use case technique
and misuse case technique was presented. The purpose of this
phase was to make a base for describing the solution. The
goals and objectives of workshop were also explained in this
phase.
Phase 2: In the second phase, the solution was presented
using the examples cases. The step-by-step working of the
solution was explained.
Phase 3: After the presentation, example use cases were used
to practically observe the working of the framework.
Necessary details and salient points were documented. In the
end, the SWAF representatives were asked to fill a
questionnaire form consisting of 11 questions to obtain formal
perception of the participants about the solution. The
questionnaires were sent electronically to the SWAF
representatives and their answers were also collected
electronically. This saved the time for face to face discussion
during the workshop in which valuable points were raised.
The discussion was informal but the salient points were
documented. Almost all of the questions in the questionnaire
form had already been answered in the workshop discussion.
The most important points raised during the workshop were
documented as major points. These major points were used
as input to refine the solution.
4.4. Questionnaire Design
Questionnaire was used as a supplement to the workshop.
Questionnaires are good research method to conduct opinion
polls from the candidate people [69]. The purpose of this
questionnaire was to collect the perception of the two SWAF
representatives about the security requirements categorization,
the misuse case technique and the overall framework.
4.4.1.Questionnaire Form
The questionnaire form was designed according to the
guidelines described in [70] which are;
1) Determine the question to be asked
Questions were prepared to measure the usability and
usefulness of security requirements categorization and the
framework.
2) Select the question type, format and specific wording
Eleven questions were developed in total. The format and
wording was carefully determined. In addition to the eleven
specific questions, extra space was provided to collect general
perception, suggestions and overall remarks from the
participants.
3) Maintain the sequence
The sequence of questions was preserved according to the
topic.
4) Develop ancillary documents
This step was not required in this study. The questionnaire
form was used as a supplement to the workshop. The two
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SWAF representatives were available till the end of the thesis
project.
The questionnaire form is attached in Appendix E. The
questions were not tested i.e., we did not sent a pilot
questionnaire. However, we provided sufficient space in the
questionnaire form to record any additional information.
4.4.2.Questionnaire Execution
The questionnaire form was electronically delivered to the
SWAF representatives along with the other relevant material
like workshop presentation and security requirements
categorization. No deadline was set for the SWAF
representatives to respond. However, the schedule was sent so
that they can respond accordingly.
4.5. Grounded Theory
Grounded theory methodology was used to analyse the data
gathered from systematic review as well as for the data
gathered from document extraction. Grounded theory (GT),
proposed by Glaser and Strauss [71], is an explicit and
systematic research approach [72] that falls under qualitative
research methods. Unlike traditional research approach where
a hypothesis is formed to carry out the research [71], data is
collected to make the basis for analysis and to draw results in
GT. GT can be used for data synthesis earlier in the research
process as soon as the data collection starts [73]. It guides the
researchers to build an understanding for action in the exact
research study area [74].
Therefore, Grounded theory was the most suitable approach
for this exploratory nature of research in which we have
collected data from two different environments to draw
different kind of results. GT was applied using open coding,
axial coding and selective coding techniques [75]. The salient
points were marked with a series of codes in open coding [75].
These were temporary codes to conceptualize the data just like
raw data [75]. In axial coding, these temporary codes were
grouped together on the basis of similarities to bring them into
more workable form [75]. The authors of [74] say that these
codes are more accurate and effective than the open codes.
Then in selective coding, categories were formed to draw
results [74].
We have used it in literature review to compare all the
available security requirements categories/ categorizations to
come up with the security requirements categorization. Then,
we have used it for the data collected from real world projects
to; 1) validate and to finalize the security requirements
categorization obtained from SLR, and 2) to derive misuse
case archetypes on the basis of commonalities between the
similar kind of elicited security requirements and derived
misuse cases.
5. RESULTS
This section holds the results of systematic literature review
and document extraction using grounded theory methodology.
5.1. Systematic Review
The results of systematic literature review are summarized
in table 15 and are illustrated in figure 7.

Serial #

Table 15: Resource Based Results of SLR
Database
Phase 1 Phase 2

Phase 3

1

IEEE Xplore

671

41

14

2

ACM Digital
Library

1484

27

4

3
4

Engineering
Village

SCOPUS

1421

11

3

5

ISI Web of
Sciences

837

13

7

6

Google Scholar

11600

26

12

6

17003

148

47

Total

990

30

7

The complete list of selected studies is shown in Appendix AList of Final Studies and List of Standards.

1. Initial Phase
Selected = 17003
2. Abstract Level
Selected =148
3. Detailed Review
Final Results: 47
Figure 7: Phase Based Results of SLR

5.2. Document Extraction
Document extraction was used to explore misuse cases and
to elicit security requirements from real world projects. 31
software requirements specification documents were collected
for this purpose. These documents were shortlisted using the
criteria provided in table 13. 15 most relevant and suitable
documents were finally selected to further carry on the
process (Appendix G). Misuse case technique along with
informed brainstorming technique was applied on final 15
documents to elicit security requirements and misuse cases.
These security requirements and misuse cases were then
utilized to fulfil two objectives as explained in the following
subsections.
5.2.1.Validation of Categorization
First objective was to validate the security requirements
categorization obtained from literature. This was done by
mapping the elicited security requirements from real world
projects to the categories of security requirements
categorization found from literature as shown in the figure 8.
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Category n

• Secuirty Requirement 1
• Security Requirement 2
• Secuirty Requirement n

Figure 8: Validation of Security Requirements Categorization

We cannot list the actual security requirements or misuse
cases due to confidentiality of the documents. However, we
have used two example cases in section 9 to illustrate the
complete procedure of using the solution. Let us use the
resultant security requirements from the example case 1 to
exemplify the procedure we adopted to validate the security
requirements categorization. Table 16 lists the resultant
security requirements from example case 1 along with their
respective categories.
#
1

2

3

4

5

6

Table 16: Validation of Categorization
Security Requirements
Categories
The pilot shall detect attack from
enemy
and
inform
fighter
controller immediately
The communication between pilot

Requirements
Personal/

and fighter controller shall be

Communication

protected
from
intentional
corruption by the enemy
The fighter aircraft shall have the

Integrity
Requirements
Physical Protection

ability of performing high G-turn

Requirements

when an enemy launches its missile
The fighter controller shall track
the enemy location and send it to

Attack/ Harm
Detection OR

the pilot if the contact with enemy
is lost during performing G-turn

Intrusion Detection
Requirements

from intentional corruption
Pilot shall receive the location of
enemy from fighter controller and

Physical Protection
Requirements

The location of enemy sent by
fighter controller shall be protected

do proper adjustments to protect
7

Attack/ Harm
Detection OR
Intrusion Detection

the plane
Fighter plane shall detect false
energy or noise signals or fake
devices to protect receivers from
being jammed

Data Integrity
Requirements

Hardware Integrity
Requirements

5.2.2.Creation of Misuse Archetypes
Next objective was to create generic misuse archetypes that
can be used with the proposed framework to elicit and specify
security requirements for any given system. Figure 9
illustrates the procedure, adopted to achieve this objective.

2. Grouping and
Category Based
Distribution

3. Informed
Brainstorming
and Grounded
Theory

5. Misuse Archetypes
for Each Category

Category 2

• Secuirty Requirement 1
• Security Requirement 2
• Secuirty Requirement n

This helped us in finding out the missing, overlapping or
irrelevant categories. It was observed that all the security
requirements elicited from real world projects matched one or
more category as exemplified in table 16. We can see that
security requirements 1 and 4 in table 16 fit into two
categories of security requirements categorization obtained
from literature (table 19); “attack/harm detection requirements”
and “intrusion detection requirements. We analysed the
overlapping categories and after careful analysis, we merged
similar categories into one. The security requirements
categorization was finalized after this process. The finalized
categories of security requirements categorization are listed in
table 21 and their detailed description is provided in Appendix
E.

1. Misuse Cases + Security Reqs
from SRS Documents

Category 1

• Secuirty Requirement 1
• Security Requirement 2
• Secuirty Requirement n

4. Explore
Commonalities
between all
requirements and
Misuse cases of
same category
Figure 9: Misuse Archetypes Creation Process

The misuse cases and the security requirements gathered
from document extraction were used as an input for this
process (Figure 9, step 1). These misuse cases and security
requirements were used to study the behavior and nature of
security related vulnerabilities and misuses. Step 2 was to
group the similar misuse cases and security requirements on
the basis of security requirements categorization. This step
was necessary so that the misuse archetypes were developed
in accordance with the final security requirements
categorization. Once categorized, informed brainstorming and
grounded theory was incorporated for analysis and to derive
results as shown in figure 9, step 3. Then in step4, as indicated
by figure 9, the commonalities between the similar misuse
cases and security requirements were explored. This step was
performed to extract the generic points so that common and
generic patterns could be drawn. Informed brainstorming was
used for this purpose. This process led to the generation of
misuse archetypes as illustrated in figure 9, step 5.
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the selected studies discussed or adopted the security
requirements categorizations with a thorough description or
with examples[7], [15], [21], [32], [62], [82-99]. Other studies
adopted the security requirement categories which they found
Table 17: Creation of Misuse Archetypes
suitable for their studies. They used the categories as a
supplement or base for their intended purposes [100-117]. We
Note: (Categ= Category, Ex=Example)
also extracted security requirements categorizations from
different standards [118-123]. These standards discussed
Serial Categ
Category
Misuse
Ex.
Patterns
Security requirements categories thoroughly. Again, the
#
#
Name
Case
Case #
categorizations varied accordingly with the variation in the
1
3a
Data
Corrupt
1
Corrupt the
definition of security requirements. The selected standards
Integrity
Information
Data
were analyzed thoroughly to finalize results. Some of the
2
3a
Data
Send false
2
proposed categories were similar in the definition but with
different names. The categories extracted from the selected
Integrity
Signals
3
3b
Hardware
Jam
1
Corrupt the studies are listed in the Appendix B.
During the collection of security requirements
Integrity
Receivers
Hardware
categorization, we noticed that security requirements
4
3b
Hardware
Jam Radars
2
categories are referred differently from studies to studies.
Integrity
Primarily, the security requirements categories are referred in
the studies as: security dimensions [85], [86], [101], security
After mapping the misuse cases with security requirements requirements [80], security services [90], [100], [103], key
categories, we can observe from table 17 that misuse cases 1 security issues and requirements [123], security objectives
and 2 are similar and misuse cases 3 and 4 fall in the same [83], and fundamental security requirements categories [84].
The selected studies are categorized in Appendix B as 1)
category. So the next step is to analyse these similar misuse
cases to reach generic results i.e.; Misuse Archetypes. For this, studies that proposed security requirements categorization, 2)
we have to generate the common patterns. We can see that studies that adopted security requirements categorization with
misuse cases 1 and 2 have the same objective. They are a thorough explanation of the categories and 3) the studies that
intended to corrupt the data. Also, misuse cases 3 and 4 are adopted security requirement categorization with rough
targeted to corrupt the hardware. These common aspects and explanation i.e.; they listed the security requirement categories
patterns provide the generic power statements and generic or used them in their analysis. To answer RQ1, we first
power misuse cases for these categories which are already documented the available categories found from literature
provided in Appendix C. We can observe that the misuse (Appendix B) and then we followed the steps provided in
archetypes provided in Appendix C fulfil these example cases. Table 18 to derive the security requirements categorization
We performed the same procedure for all the resultant misuse from literature for this study.
cases to finally obtain the misuse archetypes listed in
Table 18: Steps Defined to Analyse SLR Results
appendix C.
The resultant misuse archetypes consist of two entities; 1)
Procedure for Analysis of SLR Results
Power Statements and 2) Power Misuse Cases. The nature,
Step1
Analyze and Group similar categories. Use the
behaviour and context of the misuse cases and security
respective definitions for analysis
requirements were taken into account while deriving these
Step 2
Remove the duplicate security requirements
misuse archetypes. The resultant misuse archetypes are
categories i.e.; the categories with same names and
integrated in the security requirements categorization
[Appendix C]. The archetypes are descriptive and generic in
same definitions
nature, portraying the most fundamental and salient aspects of
Step 3
Remove the extra and irrelevant categories. Use
each category.
Let us again use the example cases of section 9 to explain
how we achieved this objective. Table 17 shows some similar
misuse cases we obtained from example cases 1 and 2.

6. ANALYSIS
This section analyses the results in accordance with the
research questions. This is done to describe how each research
question has been addressed in this study.
6.1. State-of-Art Security Requirements Categorization
RQ1: What security requirements categorizations have
been presented in peer-reviewed literature?
Forty seven relevant studies were selected as the result of
SLR to obtain State-of-Art security requirements
categorization. From the selected studies, we found different
security requirements categorizations/ categories. The security
requirements categories varied from study to study on the
basis of adopted definition of security requirements by the
respective researchers. 7 out of 47 selected studies proposed
new security categories or categorizations [49], [76-81]. 22 of

Step 4

the definition of Security Requirements adopted for
this study and nature of this work to measure the
relevance

Analyze the remaining similar categories of

same group to obtain the best representative of that

group. Analyze names and definitions for this
Step 4

purpose
Choose a unique and most suitable name for

Step 5

Choose a concrete definition for each category

Step 6

each resultant category of Step 4

that represents it in the most appropriate and
significant manner

Supplement each category with examples for

the ease of understanding
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According to the definition of security requirements
adopted for this study and steps provided in table 18, a
security requirements categorization, based on 13 categories,
was chosen from the literature. The categorization was
primarily based on the Firesmith‟s version of security
requirements categorizations [76], [95] as those were found to
be the most suitable in the context of this study. The selected
categories from literature are listed in the table 19;
Table 19: Security Requirements Categories after Analysis of SLR
Results
Security Requirements Categories after SLR
1.

Access Control
a.

Identification Requirements

b.

Authentication Requirements

c.

Authorization Requirements

2.

Immunity Requirements

3.

Integrity Requirements
a.

Data Integrity Requirements

b.

Hardware Integrity Requirements

c.

Software Integrity Requirements

d.

Personal Integrity Requirements

4.

Non-Repudiation Requirements

5.

Privacy Requirements
a.

Anonymity Requirements

b.

Communications Requirements

c.

Data Storage Requirements

d.
6.

Confidentiality Requirements

Security Auditing Requirements

7.

Survivability Requirements

8.

Physical protection Requirements

9.

System Maintenance Requirements

10. Intrusion Detection Requirements
11. Availability Requirements
12. Attack/Harm Detection Requirements
13. Accountability Requirements

6.2. State-of-practice Security Requirements Categorization
RQ2: What modifications to the security categorizations
(RQ1) need to be done in order to be able to suit an industrial
project?
The resultant security requirements from the process of
document extraction were used to validate the security
requirements categorization obtained from the literature. For
this purpose, each security requirement was mapped to the
categorization. Appropriate actions were taken on the basis of
mapping results for each security requirement to validate the
categorization, as described in table 20.
Table 20: Validation of Security Requirements Categorization
Mapping Possibilities, Results and Appropriate Actions
Mapping Possibilities
A security

requirement fits into
an existing category

A security
requirement does not
fit into any existing
category

A security
requirement fits into
more than one
categories

Mapping Results

Categorization is

Appropriate Actions

No further action is

complete

required

A category is
missing

Add new category for
this new kind of

Respective
categories may be

Analyse the doubtful
categories. In case of

overlapping

security requirement

being similar, merge
the categories

The idea was to fit all the security requirements in the
categorization to find out the missing, overlapping or
irrelevant categories. A step by step detailed description of
this process is shown in the figure 10, page 14.
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c.

Start

Security
Requirements (1to n)

Sec.=Security
Req.=Requirement

4.
5.

Map with Sec. Req.
Categorization

Sec. Req. does not fit
in existing categories

Yes
Add New Category

No
Sec. Req. fits to two
or more Categories

Yes

The Categorization is
up-to-date
Stop
Figure 10: Step-by-Step Process of Security Requirements
Categorization Validation

Following the procedure described in table 20 and
illustrated in figure 10, we observed that there existed relevant
categories, in the categorization listed in table 19, for all
security requirements elicited from real world projects.
However, there were few security requirements that fitted to
more than one security requirements categories. After a
careful consideration and analysis, we merged the similar
categories of security requirements categorization found from
literature. Therefore, attack/harm detection and intrusion
detection categories were merged as one category in the final
categorization. Same was done for Non-Repudiation and
Accountability Requirements categories. Also, Survivability
and Availability Requirements were merged as one category.
The finalized security requirements categorization based on
10 categories was presented in the workshop to further
observe its usability and usefulness (see section 8 “model
evolution” for details). Table 21 lists the finalized Security
Requirements Categories and Appendix C describes the final
security requirements categories in detail.
Table 21: Security Requirements Categorization after Validation
Final Security Requirements Categorization
1.

Access Control

2.

c. Authorization Requirements
Immunity Requirements

3.

a.
b.

Privacy Requirements
a. Anonymity Requirements
b.
c.
d.

Communications Requirements
Data Storage Requirements
Confidentiality Requirements

6.

Security Auditing Requirements

7.
8.

Survivability/ Availability Requirements
Physical protection Requirements

9.

System Maintenance Requirements

10. Intrusion/ Attack/ Harm Detection Requirements

6.3. Misuse Case Archetypes and Framework

Merge Overlapping
Categories

No

Software Integrity Requirements

d. Personal Integrity Requirements
Non-Repudiation/ Accountability Requirements

Identification Requirements
Authentication Requirements

RQ3: Based on the resulting categorization (RQ2), what
kind of method and misuse case archetypes need to be created
in order to make misuse case technique applicable to the
industry?
This question was answered in two steps 1) by creating
misuse archetypes and 2) by creating a framework to elicit and
specify security requirements. The following subsections
describe the two processes in detail.
RQ3.1: What kind of misuse archetypes need to be added to
the resultant categorization from RQ2 in order to make it
usable for the intended process?
The resultant misuse cases and security requirements from
the process of document extraction were analyzed to create
generic misuse archetypes. The purpose of creating misuse
archetypes was to help analysts and requirements engineers to
derive security requirements for any kind of system. The
resultant misuse archetypes serve as a generic starting point to;
1.
2.
3.
4.

Understand the possible behavior of attacker
Understand the nature of possible attacks
Derive detailed misuse cases for the given system
Derive security requirements for the given system

A step by step description of complete process is explained
in the figure 11. The derived misuse cases and elicited
security requirements were grouped together and mapped to
the respective categories of security requirements
categorization. This was done for all the available misuse
cases and security requirements. Then, informed
brainstorming was utilized with grounded theory to observe
patterns and commonalities between the misuse cases and
security requirements under same category. The common
behaviors and patterns were recorded and analyzed to derive
generic misuse archetypes. This process is also shown in the
figure 9. The process provided a generic misuse case for each
category which we have called the power misuse case and a
generic attacker‟s perspective for each category which we
have named as the power statements.

Integrity Requirements
a. Data Integrity Requirements
b.

Hardware Integrity Requirements
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Furthermore, a template of using misuse case technique is also
developed to formalize the use of technique. The template can
be followed and the framework can be used to efficiently
derive the detailed and practical misuse cases for any given
system.
6.4. Usability and Usefulness
RQ4: Is the final categorization along with misuse
archetypes and the subsequently developed framework usable
and useful?
This research question was addressed in five subsequent
steps. The steps are explained in detail in the Section 8. The
proposed solution was refined, updated and finalized as the
result of these five steps. In the first step, the researchers
themselves analysed the usability and usefulness of the
proposed solution followed by four step evolutionary
refinement as explained in Section 8. Two example cases are
utilized in the Section 9 to practically show the working of the
proposed solution. This is done to guide the users how the
proposed solution works to elicit and specify security
requirements.

Figure 11: Step-by-Step Process of Creating Misuse Archetypes

Power Statements represent the attacker‟s perspective for
each security requirements category. They guide the analyst to
find out what exactly an attacker can do to the particular parts
of the system. Power misuse cases are the generic misuse
cases derived for each security requirements category. These
misuse cases are the starting points for analyst to derive
detailed misuse cases. Thus, for each function or part of the
system, power statements can be used to understand what an
attacker can do to exploit the given system and the respective
power misuse case can be used to derive the detailed misuse
cases. This provides the details of how the system can be
misused. These detailed and specific misuse cases will then
provide the security requirements to achieve a secure software
system.
These misuse archetypes were integrated into the security
requirements categorization so as finalize it in accordance
with the framework requirements. The final security
requirements categorization is illustrated in Appendix C.
RQ3.2: What kind of framework needs to be created
utilizing the results from RQ3.1 to elicit and specify security
requirements?
Another milestone in this study was to develop a concrete
process to efficiently elicit and specify security requirements.
This is achieved by developing a framework [see section 7].
The framework is based on the concepts of misuse case
technique and utilizes the security requirements categorization
to elicit and specify security requirements. Use of
categorization helps to make the technique scalable.

7. FRAMEWORK
This section presents the proposed framework in detail. The
proposed framework consists of concrete set of defined steps
as shown in figure 7.1. These steps are intended to help
analysts and requirements engineers to elicit and specify
security requirements for any given system. A misuse case
technique based generic template is also provided to
efficiently use the framework. This template is illustrated in
figure 14. The framework is supplemented with security
requirements categorization provided in appendix C. The
security requirements categories along with misuse archetypes
make the use of framework scalable.
7.1. Steps of Framework
The steps of the framework and the generic template to
elicit security requirements are described in the following
subsections. The working of framework is supplemented with
examples for a better understanding.
Pre-requisites
Functional requirements and use cases play a vital role in
eliciting security requirements. Moreover, it is important to
understand the system in order to fulfil its security needs.
Therefore, the framework can be utilized in most efficient
manner when the software requirements specification
document of the intended system is available. Use Cases are
the pre-requisites to elicit security requirements using the
proposed framework. An analyst or requirements engineer can
start the elicitation of security requirements once he
understands the system and has the use cases. For example, to
build a secure airline ticketing system, first he needs to
understand the system and to elicit functional requirements
from the stakeholders so as to elicit and specify security
requirements.
7.1.1.Step 1: Identify Intention of the Misuser
Let‟s assume that there are use cases that allow a user to
buy ticket, reserve ticket, return ticket etc. This fulfils the
prerequisite. Now we need to explore how these
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functionalities (use cases) can be exploited or misused. This is
the first step of the figure 12 i.e.; to identify the possible
intention of the misuser. The possible intentions of the
Misuser can be identified using security requirement
categorization, provided in the Appendix C. Below is an
example from health system to show how this step can be
performed.
Example: Identification of Intentions of a Misuser for health
system (update patient information use case).
High Level Use Case: Update Patient Information
Table 22: Possible intentions of a misuser with their equivalent
security requirement categories
#
Possible intention of a
Security requirement
Misuser:

categorization

1
2

Steal information
Delete patient

Access control
Integrity

3

Attempt Possibilities to

Attack/Harm detection/Intrusion

intrude

Detection

information

4

Infect the system

5
6

Get privilege
Steal the audit status

4

Deny usage

Immunity

Non-repudiation /accountability
Privacy
Security Auditing. Note: this is

dependent on Non-repudiation/
accountability security
7

requirement categorization
Availability /survivability

Denial of Service

This is just an example; same procedure can be adopted to
identify possible intentions of the misuser for any given
system using security requirements categorization.
7.1.2.Step 2: Identify Access Points and Possible Ways
Once the intention of misuser is identified, next step is to
identify the access points that a misuser can use to intrude into
the system to complete his intention (Figure 12, Step 2). After
identifying the access points, the possible ways to exploiting
the identified access points shall be identified as shown in
example below. Coherent and complete understanding of the
intended system plays a vital role to efficiently perform this
step.
Example: Identification of access points and possible ways
that a misuser can use to enter into the system.
Consider an online management system that uses database to
store data and network facility to transfer data. In this case,
the access points for misuser are database and the network.
The possible ways that the misuser can use to intrude include
SQL injection, flooding and so on as described in table 23.

7.1.3.Step 3: Risk Analysis
Step 3, as shown in the figure 12, is to perform the risk
analysis on the identified intentions to measure their severity
and their impact on the intended system if they are performed.
Risk analysis also needs to done for the identified access
points and possible ways to measure the ease for the misuser
to intrude into the system. This step provides a prioritized list
of intentions, access points and possible ways as shown in
figure 12. The risk analysis steps are explained in detail in
section 7.2.
7.1.4.Step 4: Mitigation
The step 4 of figure 12 focuses on mitigating the identified
intentions. The prioritized list helps in addressing the most
dangerous intentions as well as to secure the most vulnerable
access points and possible ways at first. Choosing mitigation
mechanisms depends on the nature of system and available
resources. Expensive and more effective mitigation
mechanisms can be incorporated for security critical systems
or at least for the intentions with higher priority in the list of
risk analysis. Therefore, a retina eye scan or even heart beat
scan can be introduced for security critical systems while a
simple user name and password may be sufficient for an
online public file
7.1.5.Step 5: Specify Security Requirements
The final step is to specify security requirements after the
analyst has identified the possible breaches for the intended
system and mitigations using the framework steps and generic
template provided in figure 12. The security requirements can
be specified like the other requirements in the requirements
document. These specified security requirements will guide
the developers to develop secure software and information
systems with appropriate mitigation (security) mechanisms.

Table 23: List of Access Points and Possible Ways that a Misuser
Can Exploit
#
Access points
Possible ways that a Misuser can use
to enter into the system
1

Database,

Enter into the system as a system user

2

Network

Inject SQL command

(if the door is not locked)

3

Run script

4

Flooding

Figure 12: Framework to Elicit and Specify Security Requirements
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Figure 13 shows an abstract level of above framework that
how the steps are inter-related.

Note: The meanings of each risk category differ for the
intentions, access points and possible ways. These meanings
for each risk category are explained in detail in Appendix D.
Note: The * in table 24 represent when the value is not
directly related to the meaning of the risk category
Table 24: Risk categories with criticality and likelihood value for
intentions of the misuser [124]
Risk Category
Assign Value 1 – 10 where 1 for
low (or high if *) priority and 10
for high (or low if *) priority
Number of affected users

1-10

Level of Skills needed *

1-10

Reproducibility
Discoverability *

1-10
1-10

Damage to the system
Figure 13: Abstract Level inter-relation of Framework Steps

7.2. Risk Management
This section explains the risk management steps in detail.
7.2.1. Prioritize the intention of the Misuser
Give one to ten rating to every intention on the basis of its
criticality and severity. Assign a risk value for each category
of table 24 from 1 to 10 based on the criticality and likelihood
[124]. Example 1 describes how to prioritize the intention of
the misuser for health system (table 25).

1-10

Cost of attack *

1-10

Total Sum

The sum of ratings for all categories provides the risk value
for each intention. Risk values of all intentions shall be
compared to finally prioritize. Intention with higher risk value
will have higher priority. Put the intentions in descending
order to handle the most harmful intentions first.

Example 1: Prioritization of the intentions of misuser for Health System
Table 25: Example 1; Risk categories with criticality and likelihood value for intention of the misuser [124]
Assign Value 1 – 10 where 1 for low (or high if *) priority and 10 for high (or low if *) priority
Possible Intention of the Misuser
Rating ranges

Steal Information

Delete Patient

Attempt

Denial of

Number of affected users

1-10

10

10

intrude
1

10

Damage to the system
Level of Skills needed *

1-10
1-10

10
1

10
1

5
1

10
1

Discoverability *

1-10
Total Sum

8
44

8
44

10
26

1
37

Risk Categories

Cost of attack *
Reproducibility

1-10
1-10

5
10

Based on the ratings of table 25, Steal Information and
Delete Patient Information intentions are more risky.

information

5
10

possibilities to

1
8

service

5
10

Therefore, these two intentions must be dealt first followed
by the Denial of Service and Attempt Possibilities to Intrude.

.
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Figure 14: Misuse Case Based Generic Template to Elicit Security Requirements
Note: The relationship in step3 can be includes or another use case relationship or no use case relationship.

7.2.2. Prioritize the access points and the possible ways
This step prioritizes the access points and possible ways
identified using the framework. Vulnerability of the access
points is measured by level of skills needed and
discoverability categories as shown in table 26. Easiness for
the possible ways is measured using level of skills needed,
reproducibility and discoverability as shown in table 26.
Assign 1-10 rating to each category in both tables to achieve
respective prioritized lists.

Table 26: Risk categories with criticality and likelihood value for
access points [124]
Risk Category
Assign Value 1 – 10 where 1 for
high priority and 10 for Low
priority

Level of Skills needed
Discoverability
Total Sum

1-10
1-10
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Table 27: Risk categories with criticality and likelihood value for
possible ways [124]
Risk Category
Assign Value 1 – 10 where 1 for low
(or high if *) priority and 10 for high
(or low if *) priority

Level of Skills needed *

1-10

Discoverability
Total Sum

1-10

Reproducibility

1-10

Example 2 shows how to prioritize access points and
possible ways that a misuser can use (table 28).
Example 2: Prioritize access points and possible ways
Table 28: Example 2; Risk categories with criticality and likelihood
value for access points [124]
Risk Category
Assign Value 1 – 10 where 1 for high
Priority and 10 for Low priority

Level of Skills
needed
Discoverability
Total Sum

Rating ranges

Network

Database

1-10

8

5

1-10

10
18

10
15

low if *) priority

Risk

Rating

SQL

Found

Attempt

Category

range

Injection

Level of
Skills

1-10

4

system user
access code
10

possibilities to
intrude
10

ility
Total Sum

order)

(Descending
order)

(Descending order)

Intention1
Intention2

Access point1
Access point2

Possible ways1
Possible ways2

Intention4

Access point4

Possible ways4

Intention6
Intention7

Access point6
Access point7

Possible ways6
Possible ways7

Intention3
Intention5

Access point3
Access point5

Access point8

Possible ways3
Possible ways5

Possible ways8

Example 3: List of intentions, access points and possible
ways according to the assigned priority (table 31).

Table 29: Example 2; Risk categories with criticality and likelihood
value for possible ways [124]
1 for low (or high if *) priority and 10 for high (or

Reproducib
ility
Discoverab

Table 30: Lists of intentions, access points and possible ways risk
levels in descending order [124]
Intentions Risk
Access points Risk
Possible ways Risk
Levels (Descending
Levels
Levels

Intention8

Based on the ratings of table 28, network access point is more
vulnerable than the database access point. So, network access
point must be secured first.

needed *

7.2.3. List intentions, access points and possible ways
The final step in risk analysis is to document the prioritized
list of intentions, access points and possible ways in
descending order as shown in table 30. Example 3 illustrate
list of intentions, access points and possible ways risk levels
in descending order.

Table 31: Example 3; Lists of intentions, access points and possible
ways risk levels in descending order [124]
Intentions Risk
Access points Risk
Possible ways Risk
Levels (Descending
Levels
Levels
order)

(Descending order)

(Descending
order)

Steal Information

Network

Attempt

Database

Possibilities to
intrude
Found system

Delete patient
information

Denial of Service
1-10

8

2

8

1-10

8

10

10

20

22

28

Based on the ratings of table 29, “attempt possibilities to
intrude” is the easiest possible way. Therefore, this way must
be secured first followed by Found system user access code
and SQL injection respectively.

user access code
SQL injection

Attempt possibilities
to intrude

The list of intention, access points and possible ways
priorities are listed in descending order in table 31. This list is
helpful to address the most vulnerable and critical features
first.
8. MODEL E VOLUTION
RQ4: Is the final categorization along with misuse
archetypes and the subsequently developed framework usable
and useful?
Self testing followed by a workshop was used to answer
research question 4. This sub-section describes the
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evolutionary development of the framework using self testing
and the feedback we got from the SWAF representatives.
8.1. Self-Testing
The framework was developed to make misuse case
scalable and applicable to industry. Initially, we tested the
developed security requirements categorization and the steps
of the framework ourselves.
The security requirement categorization was finalized
using security requirements from the projects of real world.
The process is explained in detail in sections 5.1 and 6.2. In
this process, the security requirements elicited from the real
world projects were aligned to the categories of security
requirements categorization. The objective was to identify any
missing, irrelevant or overlapping categories. This was done
by analyzing if there was any security requirement which does
not fit to the existing categories or if there are certain security
requirements which stay fit in more than one category.
We also tested the framework steps using real world
systems. The systems were selected from different application
domain. To enhance the usability and usefulness of the
framework, we conducted a workshop with the SWAF
representatives followed by three subsequent communication
rounds. The following subsections describe these four steps in
detail.
8.2. Workshop with SWAF Representatives
A workshop was conducted to present and discuss the
proposed framework to the SWAF representatives. The
framework was modified according to the received feedback.
The updated framework was sent again to the SWAF
representatives electronically to analyze the changes made to
the previous version. Eventually, the solution was finalized
on the basis of feedback received in the four rounds. The
subsections to follow describe the workshop design and the
overall process of the evolutionary development of the
framework in relation to the workshop.
8.2.1.Feedback from the workshop
The framework was discussed and critically analyzed with
examples in the workshop. The workshop was opened with
the presentation of what security requirement mean. Followed
by the presentation of what use case and misuse case mean.
Weaknesses and strengths of misuse case technique were also
discussed. The main aim of the developed framework is to
address the weaknesses of misuse case technique.
Owing to the informal nature of the workshop, there were
discussions about the proposed solution. The salient aspects of
the discussion were noted down and are documented here as
major points. These major points are a quick summary of the
workshop as well as they serve as clarification to several
questions raised by the representatives.
8.2.2.Major Points
MP1: Is the Framework easy to understand?
Yes, the framework steps are easy to understand. The steps
are clearly described and explained by using examples.
Figures are also used to make the framework steps more clear.

MP2: Does this framework work only for e-commerce or
common business applications?
The framework is generic and the security requirements
categorization contains security aspects for all the application
domains. Therefore, the framework can be applied to any
application.
MP3: Why the framework does not perform the cost and
risk analysis?
Initial solution did not contain the cost and risk analysis.
So in the workshop, the SWAF representatives said every day
to day we do risk analysis. We choose which cloth to wear
according to the weather forecast. We make most of our
decision by analysing the risk related to the situation. So
adding risk analysis into the framework will enhance the
usage or applicability of the framework in the industry.
Based on the SWAF representatives‟ feedback, we have
updated the solution and integrated risk management into the
framework.
MP4: Why do you use simple examples to explain about
the framework?
Initially in the workshop, the concepts of misuse case
technique and use of framework was explained with the help
of simple examples for the ease of understanding. Later in the
next rounds, we sent more complex examples electronically
along with the updated solution.
MP5: What is new with this framework? The basic idea is
in use for decades…
The framework consists of concrete set of steps. It is a
formal and complete way of eliciting security requirements for
any system utilizing Misuse Case Technique. The limitations
of Misuse Case Technique were described in the workshop
presentation. The framework addresses the limitation of
Misuse Case Technique and makes it usable in the industry.
MP6: Is the proposed use of misuse case with security
requirement categorization a good idea to continue work
in the future?
In the first round workshop, the solution was not exactly clear
to the SWAF representatives‟. Therefore, the solution was
refined and updated. In the final review meeting, after detail
explanation of solution the SWAF representatives agreed that
using misuse cases along with security requirements
categorization is a good way to elicit security requirements in
future.
MP7: Does the security requirement categorization consist
of all security requirement types?
The security requirement categorization consists of all
types of security requirements under the said definition in the
described context. The security requirements categorization is
finalized after a systematic review and is validated using the
real-world projects.
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8.3. Changes made to the framework
Certain changes were made to the framework as a result
of workshop. These changes were primarily based on the
above mentioned major points. Significant changes are
explained in the below subsections.
8.3.1.Risk Management
The SWAF representatives suggested integrating risk
analysis with the framework. Based on their feedback, we
have developed a series of risk analysis steps and integrated it
with the framework steps. The risk analysis is integrated in
Step 3 of the framework in section 7 as the result of workshop.
Risk analysis steps will enhance the applicability of misuse
case technique to industrial projects. It completes the
framework in a sense that now analyst can come up with more
efficient results because with risk analysis, they know which
part require what level of security. Therefore, required level of
security can be implied to all the parts of the systems resulting
in a more focused, controlled and balanced utilization of
budget and other resources.
8.3.2.Complex Example
The SWAF representatives suggested adding examples with
the framework as a user guide. Therefore, examples were
explained in the usage illustration section for practically show
the usage of framework. Also, the framework steps were
explained with the help of examples for better understanding.
8.4. Asynchronous Communication Rounds with SWAF
Representatives
Two asynchronous communication rounds were performed
as the sequel of workshop review. The results of workshop
were used to refine the solution and refined solution was sent
electronically to two SWAF representatives for re-analysis. As
from the major points of workshop, a risk analysis component
was added to the framework. In the start, the risk analysis
component was based on analyzing each part of the system at
two levels. The process proposed to first determine all the
assets and analyze their values. Then in the next round,
determine all the intentions and analyze the risk associated
with them along with the other steps of the framework.
However, during the analysis phase of the framework, it
was observed that this process created an overhead for the
analysts. In actual, efficient results can be obtained by
performing the risk analysis of intentions based on the
respective cases as provided in the respective SRS documents.
The reason is that SRS document contains all the required
details for each use case which are necessary to identify the
value of a certain function or feature. Therefore, the steps
were refined again and the final framework with efficient risk
analysis steps was achieved which is described in the
“framework” section. The results of these asynchronous
communication rounds were;
The issues that are discussed as the result of framework are
relevant
MP1: The raised issues are relevant

MP 2: The enhancements are made in the right directions
MP 3: The solution can react to known malwares and maybe
to some unknown behaviours
MP 4: It is doubtful whether it can defend itself for new
attacks or unknown threats such as Zero-days exploits
Discussion: Therefore, the framework is finalized in the light
of above results. It is observed that the steps of framework are
defined in concrete details. It provides a formal process to
analysts to elicit and specify security requirements. It
definitely reacts to the known malwares and attacks in an
efficient manner. Coming to the unknown or new attacks,
hackers are ordinary people who use their intelligent minds to
breach through a system but obviously the one who knows
most about a system is the person who developed it.
The misuse case technique makes an analyst to think
somehow in the same way as hackers think therefore; we
chose misuse case technique to develop the framework so that
a fair attempt shall be made to shut all the loopholes before
the system is put into its working.
8.5. Facilitated Session
The framework and the solution as a whole were finalized
after the three rounds. The whole project was documented and
sent to the two representatives of SWAF. There was a
misinterpretation of terminology in the document. After
reviewing and updating the document electronically, a
th
facilitated session was organized on 6 of September, 2011 in
Room G-62 135, John Von Neumann, Blekinge Institute of
Technology. The participants in the facilitated session were
the two SWAF representatives and Professor Tony Gorschek.
The concepts and solution was discussed along with
discussing the varying meanings of terminology in different
domains. After a thorough discussion, the document was
finalized according to the agreed upon terminology.
9. USAGE ILLUSTRATION
This section explains the usage of proposed solution to
elicit security requirements for any given system. Two
example cases are being used to illustrate the working of the
solution.
9.1. Example Case 1
Consider a fighter aircraft system. A fighter aircraft system
needs to protect itself from enemy attacks. This protection is
very crucial and critical in this era of technological
advancements and intelligent guided missile systems. Starting
from step 1 of the framework, if we identify the possible
intention of the misuser for a use case “Protect Plane”, we
have a threat of its physical damage by the enemies. This
possible intention falls in the category of “Physical Protection
Requirements” as the respective power statement says; “An
agent tries to intentionally damage or harm physically the
hardware or components or personnel of the “system/
application/ centre”. Therefore, we will use the respective

21

power misuse case “Physically Assault” to derive the detailed
misuse cases using the template as shown in figure 15 which
is presented on next page.

6) Pilot shall receive the location of enemy from fighter
controller and do proper adjustments to protect the plane
(Physical Protection Requirements)

From figure 15; we have the following detailed misuse
cases;

7) Fighter plane shall detect false energy or noise signals or
fake devices to protect receivers from being jammed
(Hardware Integrity Requirements)

For Actor Pilot:
1) Inform Fighter Controller
2) Protect Communication
3) Perform High G turn
4) Receive Location and Do Adjustments
5) Jamming Protection
For Fighter Controller:
1) Calculate and Send Enemy Location
2) Protect Information
These specific use cases lead to the following security
requirements;

9.2. Example Case 2
This example case is taken from a Naval Ship System. One
of the major threats (possible intention of the misuser) to
naval ships is the enemy submarines which can be lethal
during a war. These submarines are usually very difficult to
detect. Therefore the naval ships shall be equipped with
proper enemy detection mechanisms. When we match this
threat case with the security requirements categorization, we
find a power statement as; “An unauthorized agent attempts to
attack or harm or intrude into the “system/ application/ centre”
by deceiving its security controls”. Thus, for a use case
“Detect Enemy Object”, we have “Attack/ Harm/ Intrusion
Detection Requirements” in the security requirements
categorization. So, we will use the power misuse case
“Attempt Possibilities to Intrude” to illustrate how it shall be
used to derive specific and detailed misuse cases as shown in
figure 16, page 24.
From the figure 16, we have the detailed misuse cases as;

1) The pilot shall detect attack from enemy and inform
fighter controller immediately (Attack/ Harm/ Intrusion
Detection Requirements)

1) Detect Motion

2) The communication between pilot and fighter controller
shall be protected from intentional corruption by the
enemy
(Personal/
Communication
Integrity
Requirements)

3) Jamming Protection

3) The fighter aircraft shall have the ability of performing
high G-turn when an enemy launches its missile (Physical
Protection Requirements)

1) The ship shall be equipped with necessary hardware to
detect motion and enemy objects in its surroundings
(Attack/ Harm/ Intrusion Detection Requirements)

4) The fighter controller shall track the enemy location and
send it to the pilot if the contact with enemy is lost during
performing G-turn (Attack/ Harm/ Intrusion Detection
Requirements)

2) The ship shall use multi radars to avoid intentional
corruption of its data so that it can calculate exact
location of enemy object (Data Integrity Requirements)

5) The location of enemy sent by fighter controller shall be
protected from intentional corruption (Data Integrity
Requirements)

2) Use multi radars for exact calculations

Above misuse
requirements;

cases

provide

the

following

security

3) The ship shall detect false energy or noise signals or fake
devices to protect radars from being jammed (Hardware
Integrity Requirements)
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Protect Plane

Physically
assault

Threatens

Pilot
Includes

Mitigates

Inform Fighter
Controller

Threatens

Includes

Enemy Aircraft
Includes
Corrupt/ Read
Information

Mitigates

Includes

Includes
Protect
Communication

Includes

Includes

Mitigates
Lose Contact

Perform high g
turn

Threatens

Includes

Mitigates

Calculate and send
enemy location

Fighter Controller

Threatens

Includes

Includes

Corrupt
Information

Mitigates

Protect
Information
Mitigates
Receive location &
do adjustments

Includes

Jam receivers
Threatens

Mitigates
Jamming
Protection

Figure 15: Eliciting Security Requirements for Example Case 1 using the Proposed Solution
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Navy Ship

Detect Enemy
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Threatens

Mitigates

Includes
Detect Motion

Threatens

Mitigates

Includes

Attempt
Possibilities to
Intrude

Enemy
Submarine

Includes
Send False
Signals

Includes

Jam Radars

Use multi radars for
exact calculations

Threatens
Includes

Mitigates

Jamming
Protection

Figure 16: Eliciting Security Requirements for Example Case 2 using the Proposed Solution

10. VALIDITY THREATS
This section discusses the identified validity threats to the
systematic review and framework.
10.1. Internal validity threats
Internal validity threats are identified to make sure that
researchers conclude the valid results through a transparent
and unbiased data collection procedure [69]. The data
considered for this research data was only peer-reviewed
literature but this could have resulted in missing some highly
important results. This was also observed during the initial
search phase where references in the found articles were
manually searched. Some of the results were very important
like [76] but they were not available on primary databases.
Thus, we included index databases in our research to retrieve
maximum available literature relevant to our study. Review
protocol was defined very carefully along with the help of an
experienced librarian to minimize the impact of “biasness” in
this study.
Mutual agreement and understanding between the
researchers is another important factor to obtain the most
relevant and significant results [125]. Therefore, the inclusion/
exclusion criteria and data extraction strategy were explicitly
formulated. Selection criteria were piloted as suggested by
[126] to build a common understanding about the criteria.
Both researchers equally divided the studies for reviews. In

case of confusion in decision about study selection, the
decision was made according to the mutual agreement
between both researchers.
Security requirements are a compulsory part of every
information or software system so the retrieved results were
related to many different domains like telecom engineering,
networking, software engineering, hardware engineering,
information systems etc. Also, there was a huge conflict about
the definition of security requirements. This could have been a
potential threat to our study as whole study is based on a
concrete set of security requirements. Therefore, we first
studied about the security requirements and analysed different
viewpoints of researchers in this domain. Next, we figured out
what definition of security requirements exactly supports our
case eventually reaching the defining point of this study. This
helped us in deriving the most relevant and concrete set of
security requirements categorization.
10.2. External Validity threats
The external validity threats involve the effect of
participants, their population, the settings and time on deriving
the valid results. The evolution of the framework is performed
in four rounds. There were two SWAF representatives in all
four rounds. The less number of participants in the
evolutionary development of the framework can be a validity
threat but the experience of the SWAF representatives
mitigates this threat. Furthermore, the SWAF representatives
were positively critical during the workshop and subsequent
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communication rounds which lessens the factor of biasness
and favour.
Another external validity threat was that there were
confusions about the terminology used in academia and
SWAF. As, it was our first communication with SWAF
representatives chances of misuse of terminologies were more
likely to happen. To finalize the solution and to come up with
“agreed upon” terminology, lots of electronic communication
took place. Furthermore, the final review meeting was
organized to finalize the document. These actions handled the
mentioned validity threats.
10.3. Ethical Considerations
As the study area involves security and security
requirements, lots of hesitation was observed during the
information and documents sharing process. Therefore, it was
made sure that secrecy and confidentiality of all the obtained
data is preserved. None of the gathered information was
revealed or mentioned anywhere throughout this thesis and the
material was only gathered for backdoor analysis and
evolutionary development of the framework.
11. CONCLUSION
Eliciting security requirements at the earliest stage of
development lessens the maintenance cost and helps to
develop a secure system [4]. Misuse case technique is an easy
to use technique to elicit security requirements in this regard
[32], [35], [45]. However, the technique may generate lengthy
outputs. Also, the results are very much dependant on the
modeller‟s creativity [35], [45]. A framework is created in this
study to address these limitations. The framework is based on
concrete set of defined steps. A generic template is also
provided to efficiently derive the misuse cases.
The scalability problem of misuse case technique is
addressed with the help of Security requirements
categorization. The ssecurity requirements categorization,
provided in Appendix C, is finalized after literature review
and document extraction. It consists of 10 primary categories.
Each security requirements category is explained with
definition and examples. This facilitates users to easily
understand and use the security requirements categories.
The security requirements categorization is supplemented
with the misuse archetypes. These misuse archetypes are
derived using document extraction, informed brainstorming
and grounded theory. The resultant misuse archetypes cover
the most fundamental and salient aspects of the representative
category. Misuse archetypes consist of power statements and
power misuse cases. The power statements guide the analysts
to understand the behaviour of misuser and nature of possible
threat. The power misuse cases are the generic starting point
for the analyst to create detailed misuse cases and to specify
security requirements.
The integration of risk analysis with the framework helps
the analysts to focus on the most vulnerable and critical
features during inducing security mechanisms. The risk
analysis facilitates to invest the budget and other resources at
right places. Maximum possible security and at least to the

minimum required level of security can be achieved for the
intended system depending upon its available resources and
security criticality.
The security requirements categorization consists of
security aspects for all types of software and information
systems domains. The founding idea for this study, i.e.; the
misuse case technique, is a generic technique that can be used
for any application domain [32], [45]. The misuse archetypes
are generic in nature and can be used for any given system.
The generic aspect of the solution is preserved throughout the
study. Therefore, each element of the proposed solution is
generic in nature. Thus, the proposed solution can be utilized
for any kind of system.
In all, the framework based on concrete set of steps, risk
analysis and a generic template, along with the security
requirements categorization and misuse archetypes, is a
complete procedure to achieve secure software and
information systems.
12. FUTURE WORK
Importance of security in today‟s world of information and
security-critical systems is widely accepted in both academia
and industry. Security requirements engineering plays a vital
role in achieving secure systems. There are different views
about security requirements as some take them as functional
requirements while others state them as non-functional
requirements. Systematic review helped us to identify the
nature of security requirements. Lots of methods, techniques
and frameworks have been proposed to deal with security
requirements but literature also states that these methods and
frameworks are not being practiced in the industry. This gap
between academia and industry could be the reason of that
many security breaches in almost every software and
information system. Therefore, complete industrial
evaluations are imperative to bridge this gap so that
researchers and practitioners can work together towards
making secure systems.
The study also found that there is lack of defined methods
and techniques to cope with security requirements in the
industry. There have been many frameworks in literature but
none of them is validated in industry. We have proposed a
misuse cases based framework which consists of formal and
sequenced steps to specify security requirements in the start of
the development process. To test its usability and usefulness
for the industrial projects, strict and formal evaluations in the
industry are needed. Dynamically evaluation of the proposed
solution in industry is required to observe its efficiency.
The framework is generic and based on formal set of steps
so another useful contribution towards this work will be the
automation of this framework. In the era of automation where
tools have a significant importance in the development, we
believe that automation of this framework will definitely add
to its usability and usefulness. Therefore, a tool can be
developed based on the described steps to help analysts and
engineers efficiently elicit and specify the security
requirements.
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Appendix A: List of Final Studies
Appendix A1: List of Final Studies
Ref #

Study Name
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[82]
[100]

Quantifying security threats and their impacts
Information security models and metrics
Guidelines for Secure Software Development

[83]
[84]

A study on e-Taiwan information system security classification and implementation
A comparison of security requirements engineering methods(explains thoroughly)

[79]

Analysis the priority of security requirement items for the process improvement by ISO/IEC 15504 and ISO/IEC
15408

�

[85]

Building secure products and solutions (explains thoroughly)

[86]
[87]

IMS Security
Secure business process model specification through a UML 2.0 activity diagram profile

[89]

Security classification for documents

[101]

[88]

Comparing Reliability and Security: Concepts, Requirements, and Techniques

A survey on secure multipath routing protocols in WSNs

[90]
[81]
[102]
[103]

Security requirements for network management data
A Study of IEEE 802.15.4 Security Framework for Wireless Body Area Networks
Information system security compliance to FISMA standard: a quantitative measure
Security requirements for e-government services a methodological approach for developing a common PKI-

[80]
[77]

based security policy
Survey of security services on group communication
The New Fisma Standards and Guidelines Changing The Dynamic of Information Security For The Federal
Government

[7]
[21]
[104]

A Framework for Security Requirements Engineering
Core Security Requirements Artefacts
A Formal model to aid documenting and harmonizing of information security requirements

[107]
[108]

Towards an Analytical Role Modelling Framework for Security Requirements
A Framework for Specifying and Managing Security Requirements in Collaborative Systems

[111]

Selecting Security Patterns that Fulfil Security Requirements

[91]
[92]

Security Characterisation and Integrity Assurance for Component-Based Software

[105]
[106]

[109]
[110]
[112]

Building Problem Domain Ontology from Security Requirements in Regulatory Documents
Threat Modelling as a Basis for Security Requirements

Capturing, Organizing, and Reusing Knowledge of NFRs: An NFR Pattern Approach
Using Process Models to Analyse IT Security Requirements

Enterprise Assets Security Requirements Construction from ESRMG Grammar based on Security Patterns
Eliciting Security Requirements and Tracing them to Design: An Integration of Common Criteria

[93]

Aligning Security Requirements and Security Assurance using the Common Criteria

[94]

A cc-based security engineering process evaluation model

[113]
[76]
[62]

[32]
[95]
[114]

Patterning Protection Profiles by UML for Security Specifications
Engineering Security Requirements

A Reuse-Based Approach to Determining Security Requirements

Eliciting security requirements with misuse cases
Analyzing and Specifying reusable security requirements
A Taxonomy for Scenario Use in Requirements Elicitation and Analysis of Software
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[96]

Examination and Classification of Security Requirements of Software Systems

[115]

Security requirements engineering framework for software product lines
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The Research and Application of Security Requirements Analysis Methodology of Information Systems
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The Security Requirements Behaviour Model for Trustworthy Software
Security Requirements for the rest of us
Security patterns and requirements for internet-based applications
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Ref #
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Appendix B: Found Articles and Categories
Appendix B: List of Selected Articles and respective categories found in each article during SLR
Reference #

Study Title

Kind of Categorization
New

[78]
[82]
[100]

Quantifying security threats and their impacts
Information security models and metrics
Guidelines for Secure Software Development

Yes

Adopted

Adopted

thorough

Explanatio

explanation

n

with

Yes

Categories/ Categorizations

with rough

Yes

The ISO
7498-2 standard provides the basis of information security

[83]
[84]
[79]
[85]

A study on e-Taiwan information system security classification and
implementation

A comparison of security requirements engineering methods(explains
thoroughly)

Analysis the priority of security requirement items for the process
improvement by ISO/IEC 15504 and ISO/IEC 15408

�

Building secure products and solutions (explains thoroughly)

Yes

in software systems through the five basic security services
as determined by X.800, namely [13]:
NIST

Yes

ISO 13335-1:2004

Yes

ISO/IEC15504 and ISO/IEC15408
Yes

ISO/IEC 18028-2:2005 [3] and ITU-T X.805

[101]

Comparing Reliability and Security: Concepts, Requirements, and
Techniques

[86]

IMS Security

Yes

-----

[87]

Secure business process model specification through a UML 2.0
activity diagram profile
A survey on secure multipath routing protocols in WSNs

Yes

“Engineering Security Requirements”, Firesmith

Yes

[11, 15,28-30]

[88]

Yes

ITU-T X.805

[11] Y. Wang, G. Attebury, B. Ramamurthy, A survey of security
issues in wireless sensor networks, IEEE Communications
Surveys & Tutorials 8 (2) (2006) 2–23.
[15] J.P. Walters, Z. Liang, W. Shi, V. Chaudhary, Wireless
sensor networks security: a survey, in: Yang Xiao (Ed.), Book
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Chapter of Security in Distributed, Grid and Pervasive
Computing, Auerbach Publications, CRC Press, 2006, ISBN: 0849-37921-0.
Distributed, Grid

and

Pervasive

Computing,

Auerbach

Publications, CRC Press, 2006, ISBN: 0-849-37921-0.
[28] D.W. Carman, P.S. Kruus, B.J. Matt, Constraints and
approaches for distributed sensor network security, NAI Labs
Technical Report #00- 010, 2000.

[29] S. Seys, B. Preneel, Security issues for distributed sensor
networks, Ph.D. Symposium, 2003.
[30] K. Jamshaid, A framework for implementing security in

[89]

[90]

Security classification documents

wireless sensor networks, Master Thesis, Graduate School of
Wayne State University, Detroit, MI, 2002.

Yes

Security requirements for network management data

[10]. R. Holbein, Secure information exchange in organizations,
IFIP TC11 Tenth International conference on Information
Security SEC ’94, Curacao, 1994, Elsevier North Holland,
Amsterdam.

Yes

[3].International organization for standardization (ISO), 19
may 1988, Information processing systems-open systems
interconnection model-basic reference model-part 2: security
architecture, ISO/IEC international Standard 7498-2(1988).

[81]

A Study of IEEE 802.15.4 Security Framework for Wireless Body Area

Yes

Networks
[102]

Information system security compliance to FISMA standard: a

Yes

quantitative measure

Yes

The Federal Information Security

Management Act (FISMA) enacted into law on December 17,
2002, as Title III of the E-Government Act of 2002
[28]
[9] J. Joshi, A. Ghafoor, W.G. Aref, E.H. Spafford, Digital
government
security
infrastructure
design

[103]

Security requirements for e-government services a methodological
approach for developing a common PKI-based security policy

[80]

Survey of security services on group communication

Yes

***

[77]

The new FISMA standards and guidelines changing the dynamic of

Yes

NIST (FISMA) [Confidentiality, Integrity and Authentication -

challenges,IEEEComputer34(2) (2001)
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[7]

information security for the federal government
A Framework for Security Requirements Engineering

[21]
[104]

Core Security Requirements Artefacts
A Formal model to aid documenting and harmonizing of information

[105]

security requirements
Building Problem Domain Ontology from Security Requirements in

[106]

Regulatory Documents
Threat Modeling as a Basis for Security Requirements

[107]
[108]

Towards an Analytical Role Modelling Framework for Security
Requirements
A Framework for Specifying and Managing Security Requirements in

[109]

Collaborative Systems
Capturing, Organizing, and Reusing Knowledge of NFRs: An NFR

CIA]
NIST with Accountability

Yes
Yes

Yes

NIST
NIST

Yes

NIST

Yes

NIST

Yes

NIST

Yes

NIST

Yes

CIA with Accountability

Yes
Yes

CIA with Accountability
CIA with Accountability

Yes

NIST

[110]

Pattern Approach
Using Process Models to Analyse IT Security Requirements

[111]
[112]

Selecting Security Patterns that Fulfill Security Requirements
Enterprise Assets Security Requirements Construction from ESRMG

[91]

Security Characterisation and Integrity Assurance for ComponentBased Software

Yes

Common Criteria (CC)

Yes

CC

Aligning Security Requirements and Security Assurance using the

Yes

CC

Common Criteria
Patterning Protection Profiles by UML for Security Specifications
A cc-based security engineering process evaluation model

Yes

[92]
[93]
[113]
[94]
[76]

Grammar based on Security Patterns

Eliciting Security Requirements and Tracing them to Design: An
Integration of Common Criteria

Engineering Security Requirements

Yes

Yes

CC
CC

Identification Requirements, Authentication Requirements,
Authorization Requirements, Immunity Requirements, Integrity
Requirements, Intrusion Detection Requirements, Nonrepudiation Requirements, Privacy Requirements, Security
Auditing Requirements, Survivability Requirements, Physical
Protection

[62]
[32]

A Reuse-Based Approach to Determining Security Requirements
Eliciting security requirements with misuse cases

Yes
Yes

Requirements,

Requirements

System

Maintenance

Security

- Do - Do -
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[95]
[114]

Analyzing and Specifying reusable security requirements
A Taxonomy for Scenario Use in Requirements Elicitation and

[96]

Analysis of Software
Examination and Classification of Security Requirements of Software

[97]
[115]
[116]
[98]
[49]

Yes

Systems
The Security Requirements Behavior Model for Trustworthy Software

Yes

- Do -

Yes

- Do -

Security requirements engineering framework for software product
lines
Security Requirements for the rest of us
Security patterns and requirements for internet-based applications
The Research and Application of Security Requirements Analysis

[99]

Methodology of Information Systems
Selecting Proper Security Patterns Using Text Classification

[116]

Security Requirements Elicitation Using Method Weaving and

Total

Common Criteria
47

Yes

Yes

Yes

Yes

- Do -

Yes

- Do - Do Confidentiality, Access Control, Usability, Manageability, Data
Integrity and Authentication
Identification and Authentication,

Yes
Yes
7

- Do - Do -

22

Access

Control

and

Authorization, Logging, Cryptography, and Intrusion Detection
Common Criteria

18
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Appendix C: List Security Requirements Categories, Power
Statement and Power Misuse Case
Appendix C: Security Requirements Categorization with Power Statements and Power Misuse Cases
Categories

Description

Examples

Power Statements

Power Misuse Case

1. Access control
a. Identification

Identification

security

The application shall identify all of its client

An “unauthorized agent” attempts to

Requirements (D. G.
Firesmith, 2003)

requirement that specifies the extent to which a
business, application, component or centre shall

applications before allowing them to use its
capabilities

intrude into the “system/ application/
centre” without a valid identity.

The application shall verify the identity of all of its

An “unauthorized agent” attempts to

requirements

is

any

Steal Information

b. Authentication

identify externals before interacting with them (D. G.
Firesmith, 2003)
Authentication requirements is any security

Requirements (D. G.
Firesmith, 2003)

requirement that specifies the extent to which a
business, application, component, or center shall verify

users before allowing them to use its capabilities

intrude into the “system/ application/
centre” without a verified identity

c. Authorization
Requirements (D. G.
Firesmith, 2003)

An authorization requirement is any security
requirement that specifies the access and usage
privilege of authenticated users and client applications

The application shall allow each customer to
obtain access to all of his or her own personal
account information.

An “unauthorized agent” attempts to gain
access to the restricted data/ services,
specific
application,
component
information of the “system/ application/
centre” without proper authorization
An “unauthorized agent” attempts to

Infect the system (one way

application/ centre”

program)

An “unauthorized agent” attempts to

Corrupt Data/ Hardware/

requirement that specifies the extent to which the
hardware, software or data components, or

create unauthorized corruption to the
data,
hardware,
software
or

Communications/ Software

corruption

application/ centre”

the identity of its externals before interacting with
them (D. G. Firesmith, 2003)

(D. G. Firesmith, 2003)

2. Immunity Requirements

An

security

The application shall protect itself from infection

3. Integrity Requirements

application or component shall protect itself from
infection by unauthorized undesirable programs (D.
G. Firesmith, 2003)
An integrity requirement is the kind of security

software for unknown computer viruses, worms,
Trojan horses and other similar harmful programs
(D. G. Firesmith, 2003)

(D. G. Firesmith, 2003)

immunity

requirements

is

any

requirement that specifies the extent to which an

communications

(e.g.,

are

via

secured

from

unauthorized

intentional
creation,

by scanning all entered or downloaded data and

capabilities

or

any

confidential

infect the data or software of the “system/

communications

of

the

can be to use undesirable

“system/
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modification, deletion or replay ) (Donald G Firesmith,
2005)
a. Data Integrity (D. G.
Firesmith, 2003)(Donald G

The application shall prevent the unauthorized
corruption of data collected from customers and

(Donald G Firesmith, 2005)

corruption of external/ attached hardware
The application shall prevent the unauthorized

Firesmith, 2005)
b. Hardware Integrity

other external users (D. G. Firesmith, 2003)
The application shall prevent the unauthorized

c. Personal Integrity
(Communications) (D. G.
Firesmith, 2003)(Donald G
Firesmith, 2005)

d. Software Integrity
(Donald G Firesmith, 2005)
4. Non-repudiation and

Accountability Requirements
(D. G. Firesmith, 2003)

5 Privacy Requirements

corruption of emails that it sends to customers and
other external users (D. G. Firesmith, 2003)

The application shall prevent the unauthorized
corruption of all communications passing through
networks that are external to any protected data
centers (D. G. Firesmith, 2003)
The application shall prevent the unauthorized
A non-repudiation requirement is any security

corruption of the software
The application shall make and store tamper proof

An “agent” intentionally tries to tamper

To deny usage/to deny

party to one of its interactions from denying having

sent to a customer (D. G. Firesmith, 2003)

application/ centre”

proof or by tampering the

A privacy requirement is any security requirement

An “unauthorized agent” attempts to gain

Get privilege/disclosure of

that specifies the extent to which a business,
application, component or center shall keep its
sensitive data and communications private from

access to any data/ information or
communications
of
the
“system/
application/ centre”

information

requirement that specifies the extent to which a
business, application or component shall prevent a

participated in all or part of the interaction (D. G.
Firesmith, 2003)

records of the following information about each
order received from a customer and each invoice

unauthorized individuals and programs (D. G.
a. Anonymity (D. G.
Firesmith, 2003)

Firesmith, 2003)

the records of interactions (message,
transactions etc) of the “system/

action (this can be done by
deleting the data used as a
proof

The application shall not store any personal
information about the users (D. G. Firesmith,
2003)
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b. Communications (D. G.
Firesmith, 2003)

The application shall not allow unauthorized
individuals or programs access to any
communications (D. G. Firesmith, 2003)

c. Data Storage (D. G.
Firesmith, 2003)

The application shall not allow unauthorized
individuals or programs access to any stored data
(D. G. Firesmith, 2003)

d.

Confidentiality

The application shall provide access to confidential
data only to the authorized users who have the
privilege

6 Security Auditing

A security auditing requirement is any security

The application shall collect, organize, summarize,

An “agent maliciously attempts to attack

Steal the audit status (to

Firesmith, 2003)

business, application, component, or center shall
enable security personnel to audit the status and use of
its security mechanisms (D. G. Firesmith, 2003)

mechanisms including access control, immunity,
privacy and intrusion detection.

“system’s/ application’s/ centre’s” status
and security mechanism

security

The application shall not have a single point of

An “unauthorized agent” intentionally

should use some kind of
law that governs the
security personnel’s)

requirement that specifies the extent to which an
application or center shall survive the intentional loss
or destruction of a component (D. G. Firesmith, 2003).
Ensuring timely and reliable access to and use of

failure (D. G. Firesmith, 2003).
The application shall be accessible to the
authorized user.

destroys a “system’s / application’s/
centre’s” component to create its failure
or to hamper its legitimate user to access
the "system”.

information. [common criteria][federal standards]
A physical protection requirement is any security
requirement that specifies the extent to which an
application or center shall protect itself from physical

The data center shall protect its hardware
components from physical damage, destruction,
theft or surreptitious replacement (D. G. Firesmith,

An “agent” tries to intentionally damage
or harm physically the hardware or
components or personnel of the “system/

assault (D. G. Firesmith, 2003)

2003)

application/ centre”

An “agent” (authorized or accidental)
attempts to violate the security
requirements during the usage phase

Fail secure (the Upgrading
of
data,
software,
hardware)(the
system

authorized modifications from accidentally defeating

Firesmith, 2003)

(upgrading/ replacement/ removal of

should preserve its secured

Requirements (D. G.

7. Survivability and
Availability Requirements (D.
G. Firesmith, 2003)

8. Physical Protection
Requirements (D. G.
Firesmith, 2003)
9.
System
Maintenance Security
Requirements (D. G.
Firesmith, 2003)

requirement that specifies the extent to which a

A

survivability

requirement

is

any

A system maintenance security requirement is any
security requirement that specifies the extent to which
an application, component, or center shall prevent
its security mechanisms (D. G. Firesmith, 2003)

and regularly report the status of its security

The application shall not violate its security
requirements as a result of the upgrading of a
data, hardware or software component (D. G.

or tamper the auditing process of the

data, hardware or software component)
of the “system/ application/ centre”.

mitigate

this

one

we

Denial of service

Physically assault

state)
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10.
Attack/ Harm
Detection Requirements

An Attack/harm or intrusion detection requirement is
any security requirement that specifies the extent to

An unauthorized agent attempts to attack
or harm or intrude into the “system/

(Donald G Firesmith, 2004)/
Intrusion Detection

which an application or component shall detect and
record attempted access or modification by

application/ centre” by deceiving its
security controls

a. Availability requirements

Any security requirement that is related to malicious
harm (Donald G Firesmith, 2004)(Information &

requirements (D. G.
Firesmith, 2003)

unauthorized individuals (D. G. Firesmith, 2003)

Systems, 1999)
b. Confidentiality
Requirements

Attempt
intrude

possibilities

The system shall detect the presence of at least
99.9% of denial of service attacks

The system shall prevent the corruption of

confidential data by at least 99% of the attacks that
last no longer than 1 hour and are made by
attackers with profile X

c. Integrity Requirements

Upon detection of corrupted data, the system shall
notify the security engineer within 5 seconds at
least 99.99% of the time

d. Non-repudiation
Requirements

The system shall use virus definitions and a virus
scan engine that have been updated within the
previous 24 hours, if such an update exists.
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Appendix D: Risk Category and Value rating
description for Risk Management Steps
Appendix D: Description of Risk Values with respect to Risk Categories
Risk Category for Intention
Risk Category

Intention 1 Steal Information(update patient information)

Number of affected users

10 Represents when the number of affected users is high and 1 is when the number of
affected users is low

Damage to the system
Level of Skills needed
Cost of attack
Reproducibility
Discoverability

Risk Category

Level of Skills needed
Discoverability

10 represents when the intention has high damage towards the system when it is applied. 1
when the effect is low

1 represents when the level of skills needed is high to execute the intention and 10 when the
level of skills needed is low.

1 represents when the cost is high to attack the system i.e., to execute the intention if we
need to spend lots of time or money etc. 10 represent when the cost of attack is low.

10 represents when the intention has high reproducibility i.e., if the intention can be
repeated with other Misuser too and one if it is the reverse.

10 represents if the effect of the intention cannot be identified after it is done and 1
represents if the effect of the intention is easy to identify after the attack is done.
Risk Category for Access Points
Intention 1 Steal Information(update patient information)

1 represents when the level of skills needed is high to access the access points and 10 when
the level of skills needed is low.
10 represents if the access point is easy to discover and 1 if it is hard to discover the access
point.

Risk Category

Risk Category for Possible ways
Intention 1 Steal Information(update patient information)

Reproducibility

10 when the level of skills needed is low.
10 represents when the possible way has high reproducibility i.e., if the possible can be

Level of Skills needed

Discoverability

1 represents when the level of skills needed to use the possible way to attack the system and

repeated by changing the input value to attack the system and 1 if it is the reverse.
10 represents if the possible way is easy to identify and execute and 1 if it is hard to discover
the possible way and execute.
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Appendix E: Workshop Questionnaire Form
Workshop with SWAF for evolutionary development of the Framework
17 May, 2011
Blekinge Institute of Technology

Participant’s Profile
Name: _____________________________________________________________________
Organization: ________________________________________________________________
Designation: _________________________________________________________________
Professional Experience (In years): _______________________________________________

Please rate how you strongly agree or disagree for each statement by placing a check mark in the appropriate box
Q1. I found misuse case easy to use.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q2. Security requirement categorization made misuse case easy to use.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q3. Misuse Case made the security elicitation easier than an ad hoc approach.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q4. Security requirement categorization made elicitation of security requirement using misuse case easier than eliciting security
requirement with only misuse case.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q5. If I need to identify security requirements in a future project, I will use the misuse case together with the security
requirement categorization.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q6. I would have found threats more quickly using common sense than using misuse case.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q7. I was confused about how to apply misuse case to the problem.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q8. Misuse case made the search for threats more systematic.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q9. If a company I‟m employed in discusses what technique to introduce for early security elicitation I will suggest misuse case.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q10. The Security requirement categorization consists of all types of security requirements.
□ strongly agree □ Somewhat Agree □ undecided □ Somewhat Disagree □ strongly disagree
Q11: Based on your experience, is there any security requirement that you think does not fit into current categorization?
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
____________________________________________________________________
Extra Information/ Suggestions (if any)
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
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______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
____________________________________________________________________
Remarks
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
______________________________________________________________________________________________________
____________________________________________________________________
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Appendix F: Queries used for each database
Appendix F: Queries used for Each Database
Database Name
ISI

Queries used
(("Security requirements") AND ((Categor* OR Classif*) OR (Catalog OR Groups) OR (Analy* OR Patterns) OR

IEEE

(("Security Standard*" OR "Security Common*") AND (Criteria)) OR Metrics))
(("Security requirements") AND ((Categor* OR Classif*) OR (Catalog OR Groups) OR (Analy* OR Patterns) OR

ACM

((("Security requirements") AND ((Categor* OR Classif*) OR (Catalog OR Groups) OR (Analy* OR Patterns) OR

(("Security Standard*" OR "Security Common*") AND (Criteria)) OR Metrics))

SCOPUS

(("Security Standard*" OR "Security Common*") AND (Criteria)) OR Metrics)))
((("Security requirements") AND ((Categor* OR Classif*) OR (Catalog OR Groups) OR (Analy* OR Patterns) OR

EI

((("Security requirements") AND ((Categor* OR Classif*) OR (Catalog OR Groups) OR (Analy* OR Patterns) OR

Google Scholar

(("Security Standard*" OR "Security Common*") AND (Criteria)) OR Metrics)))

(("Security Standard*" OR "Security Common*") AND (Criteria)) OR Metrics)))
((("Security requirements") AND ((Category* OR Classif*) OR (Catalog OR Groups) OR (Analy* OR Patterns) OR
(("Security Standard*" OR "Security Common*") AND (Criteria)) OR Metrics)))
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Appendix G: Documents Description
Appendix G: Description of Selected Documents for Document Extraction Process
System 1
This system was developed to process and analyze the highly critical data received from a very sensitive and security critical
source. The source measures and transmits the data through different sensors. The intended system was designed to convert
those “data instances” recorded by source into a suitable form so as to analyze and securely preserve it.
System 2

This system was developed as a replacement of several existing systems used for formal communication purposes in CENTRAL
COMPANY products for local government. The existing systems were based on either old technologies or differed significantly

from each other in their functionalities and interfaces. They were difficult to maintain owing to their client server architecture
and proprietary tools. Also, the specific client software needed to be installed on client system. These limitations were addressed
in the new system.
System 3
System 3 was a professional development system for the university staff. The system was developed to groom the skills and
professional quality of the academic and non-academic staff. It was a confidentiality-critical system.
developed in line with institutional framework and followed the standard regulations for data protection.

The system was

System 4
This system contained the requirements to create a new “standard” system”. The purpose of this new intended system was to
record, describe and interchange the newsworthy events. The new “standard” was intended to be generic so that the nonmember organizations could also use it but it was supposed to be compatible with existing standards.
System 5
This system was developed for audit purposes for a specific organization. The system was intended to analyze and preserve
critical data, and to generate audit reports.

System 6

System 6 was an embedded system belonging to a security critical organization. It was intended to be developed on the basis of
several other systems. It served the configuration purposes for the systems.
System 7

System 7 was a commercial software system developed to manage accounts. The system was based on a desktop accounting
package. It was intended to be suitable for small to medium enterprises (SMEs).
System 8

This system was developed to store the users’ security critical data like usernames, passwords, email accounts, URLs and othe r
important data in secure and encrypted database. The system had many different functionalities and was intended to be light
weight and easily portable.
System 9

System 9 was a secure auditing system for Linux. It was intended to meet the information assurance goals. The system was
developed on the basis of common criteria security standards.
System 10
System 10 was a software system to enrich communication between its users. It was based on two sub projects i.e.; 1) Java
based PC application and 2) Java based mobile application. The system had much functionality to facilitate, automate and speed
up the communication among its users.

System 11

This system described the requirements for a management system. The requirements were collected from different teams and
were based on two other documents of the same system. The document contained detailed requirements explaining the
detailed functionalities of the system under development.

System 12

The SRS document of system 12 was based on one module of a large system. The system was developed to calculate
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sustainability of products during their lifecycle. It allowed users to evaluate the environmental impact of the products.

System 13
This system was a general purpose file and archive manager application for computer Systems. It was intended to provide a
cross-platform graphical interface for many Open Source archiving and compression utilities. The aim was to help users in
providing the maximum available archiving formats.

System 14
System 14 was a digital information retrieval and knowledge discovery tool. It was intended to be a comprehensive and
automated system based on functionalities from different digital assets and document management systems.
System 15

This system was a strategy board game. The game is played in many countries with different names. The automated version of
the game i.e.; the system under analysis had many features like playing against computer or playing remotely over the internet
and many others.
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Helen Yeshiwas Bogale and Zohaib Ahmed
__________________________________

1. INTRODUCTION
Security requirements engineering is central in software
security engineering as it enables the development of secure
software systems. It deals with early elicitation, analysis,
specification and validation of security requirements [1]. The
Software Engineering Institute‟s CERT Coordination Centre
showed statistics that application vulnerabilities increased
from 171 in 1995 to 5990 in 2005 [2]. The reports from the
National Institute of Standards and Technology (NIST) state
that 59.5 billion dollars are spent on breakdowns and repairs
of faulty software in terms of security and reliability per year
[3]. These figures relate to poor security requirements, and
indicate that the area needs major improvements and even a
small improvement in this area would be highly beneficial and
valuable [4]. Security issues need to be tackled in the early
stages of software development because it is very difficult and
expensive to considerably improve the security of deployed
software [4]. One primary reason for security problems is not
considering the security requirements of the complete system
[2]. For example, Card Systems Solutions exposed details of
some 40 million credit cards by storing historical transaction
history data [2], [5]. This data became part of their system but
was not included in the security planning, thus became
accessible to hackers [2], [5], [6].
A bitter truth in this regard is that security requirement
engineering has not yet been integrated into the requirements
engineering as a whole at the satisfactory level [7]. The
problem with security requirements engineering is that when
requirements are, if at all, considered during the system life
cycle, they tend to be general lists of security features such as
password protection, firewalls, virus detection tools etc [4].
These are actually not the security requirements but rather
implementation mechanisms to satisfy unstated security
requirements like “authenticated access”. As a result, the
system specific security requirements, which provide
protection for necessary services and assets, are often
neglected [4]. Judging the system as a whole as “secure” or
“unsecure” often misses the security identification for specific
services as different points in the system may require context
specific protection [8]. Therefore, there is a strong need for
architects and developers to know about such security controls

with a fair amount of specificity and their place in the overall
system [8]. This is still a challenge in security requirements
engineering [9]. Inadequacies in security requirements result
in unsecure software. Proper planning of security
requirements engineering phase should be compulsory in
order to enhance the security. Usually the developers are
considered responsible for unsecure software. The main
problem is that too much focus is put on the development as a
means to achieve security, and too little focus is put on the
actual identification and specification of security requirements
[10]. The role of security requirements engineering is to make
sure that all the requirements are identified, properly specified
and brought into the development phase.
This thesis aims to investigate how misuse cases can be
incorporated in industrial projects to elicit and specify security
requirements at the earliest stage of software development.
We have defined a framework with concrete steps for this
purpose. The framework incorporates misuse cases to elicit
the security requirements and a security requirements
categorization to achieve scalability. A feature of the security
requirements categorization is its misuse archetypes. An
archetype is “something that serves as a model or a basis for
making copies” [11]. It is an original model, ideal conception
or a perfect example of a type [12]. Here, a misuse template
archetype is a generic starting point to create detailed misuse
cases for each category. The misuse archetypes consist of two
entities; 1) Power Statements: basic behavior of the mis-user
during attacking the security related to respective category
[what a misuser is going to do] and 2) Power Misuse Cases:
depicting the generic nature of possible misuses during the
attack [how a misuser is going to do…]. Ideally, the solution
is intended to be flexible and reusable so that it can be utilized
for all types of real-world projects.
The remainder of the thesis is structured as follows.
Background and related work is presented in Section 2 and
Section 3 respectively. Research methodology is explained in
section 4. Section 5 describes the data synthesis and results.
Detailed analysis based on research questions is presented in
Section 6. Section 7 holds the description and explanation of
the proposed framework. The communication details with
SWAF representatives and evolutionary development of the
framework is explained in Section 8. Examples cases are used
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to explain the practical working of the proposed solution in
Section 9. Section 10 discusses the validity threats related to
this study. Section 11 presents the conclusions summing up
the entire study. Eventually, Section 12 presents the potential
future work in the continuity of this study.
2. BACKGROUND
This section highlights the available knowledge within the
area of study in the light of literature. Starting with defining
Security Requirements, it explains the Security Requirements
Engineering phase of Software Development and discusses
the significance of Misuse Case Technique in this phase.
Advantages and limitations of the technique are discussed
along with highlighting the focus of this study.
2.1. Defining Security Requirements
Security requirements are more difficult to elicit than other
requirements. Researchers still have to agree on the nature of
security requirements. There has been a debate as in that
security requirements fall to functional requirements or they
belong to non-functional requirements. Different instances
about security requirements have been recorded some of
which are surprisingly opposite to others. A famous
classification of requirements by Grady in 1992, named as
FURPS+ places security requirements under the umbrella of
functional requirements [13] while many researchers consider
security requirements as non-functional requirements
[14][15][16][17][18]. Kontonya and Sommerville [19] define
security requirements as;
“Restrictions or constraints” on the systems’
services
Mouratidis et al [20] state about security requirements as;
“Security constraints” define the system’s
security requirements
Jonthan et al [21] display a similar view when they say;
Security requirements are most usefully defined
as requirements for constraints on system’s
functions
Rushby [9] portrays his view of security requirements as;
Security requirements mostly concern with what
must not happen
Firesmith [22] defines security requirements as;
A quality requirement that specifies a required
amount of security in terms of a system-specific
criterion and a minimum level that is necessary
to meet one or more security policies
Authors of [17] conclude security requirements as;
Constraints on the functional requirements
instead of being the functional requirements
themselves

According to them [17];
Security requirements are preventive measures
though perspective in nature like functional
requirements which provide a specification to
achieve the desired effect (behavior in terms of
the phenomenon)
After a careful and precise study of literature as well as
observing the nature and behavior of security requirements,
we concluded that authors of [17] define security requirements
in most suitable and detailed way as follows;
“Security requirement are perspectives in
nature, like functional requirements, which
provide a specification to achieve the desired
effect (behavior in terms of the phenomenon)
but instead of being the functional requirements,
Security requirements are the preventive
measures which result as the constraints on
system’s functions (or system’s functional
requirements)”
2.2. Security Requirements engineering
Security requirements engineering phase of Software
Development Life Cycle (SDLC) consists of four basic steps;
Elicitation, Analysis, Specification and Validation [23].
Figure 1 represents the sequence of these steps in Security
Requirements Engineering phase [23];

Security Requirements Engineering
1. Elicitation
2. Analysis
3. Specification
4. Validation
Figure 1: Security Requirements Engineering Process

In security requirement engineering processes, elicitation is
one of the earliest activities [24]. It helps to elicit security
requirements from stakeholders. After the elicitation process,
the requirements are analysed, in step 2 of figure 1, to check
conflict, overlaps, omissions, and inconsistencies [24], [25].
The theme of this phase is to answer the question; “Have we
got the right requirements” [25]. The third step in figure 1 is
Specification. In this step, requirements are specified as a
complete description of the behaviour of the intended system.
The artefact of this phase is usually a document called
Software Requirements Specification document (SRS). SRS is
a valuable artefact for the system under consideration. It is
also valuable for future projects if it is developed on the basis
of reusable ideas [26]. The final step in security requirements
engineering phase is Validation (figure 1). In this phase, the
specified requirements are validated according to the intended
description of the system i.e., it should answer the questions
“have we got the requirements right” or “are we building the
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right product” [27]. This involves checking the requirements
for omissions, conflicts, and ambiguities and assuring that the
requirements follow quality standards [24].
2.3. Misuse Case Technique
Different techniques and methods are available to elicit and
specify security requirements [26]. Selection of appropriate
elicitation and specification technique is vital to develop a
secure system [28]. Dealing with security requirements at the
earliest stages of software development process is costeffective and brings about more robust designs [29], [30]. It
increases the return on investment ranging from 12 to 21
percent [31] and minimizes security vulnerabilities [30] which
are continuously on rise. According to US National
Vulnerability Database (NVD), new vulnerabilities in
commonly used software are reported to be more than 5500 in
2008 alone [28]. F. Donald explains that there are no security
requirements elicitation techniques that incorporate the
standards [26]. Therefore, he stresses on the need of new
proposals that fulfill the standards and include new techniques
in the development process [26].
Use case diagrams have been in practice to elicit and
specify requirements and to see a clear picture of stated
requirements [32], [33]. They have proven to be efficient for
functional requirements but have shown poor results for
security requirements where the emphasis is on the things
which should not happen [33]. An important improvement in
this regard is the misuse case technique proposed by Guttorm
Sindre and Andreas L. Opdahl [33]. Misuse case technique
deals with security related requirements by taking into account
the attackers‟ perspective. Misuse cases help to elicit security
requirements at the earliest stage to ensure a more secure
system [32-34]. Consider the following simple example
illustration [8];

Figure 2: Use Case Based Illustration

Figure 2 illustrates a bank customer who can view or
transfer money from his account. When the bank customer
transfers money, his bank record is updated. A careful
consideration of figure 2 describes that security issues are
completely neglected. Figure 3 [8] illustrates a different view
of the same system.

Figure 3: Misuse Case Based Illustration

Figure 3 depicts the same actions (features) along with the
possible threats which can cause problems for the security of
the system. Such an illustration helps developers to implement
security mechanisms [8]. Thus, misuse cases point out the
security breaches in a very simple and understandable yet in a
very effective way to keep each part of the system secure [8],
[33], [34].
In literature, we found articles conducting case studies,
presenting frameworks and methods, using misuse cases
theoretically and implementing them on example projects [28],
[35-59] but none of the articles actually indicate the use of
misuse cases practically in industry [33]. Sindre and Opdahl
explain that one of the weaknesses of misuse cases is it‟s
practical evaluation in industry. Misuse case is the technique
that is easy to learn and use, and it creates an opportunity for
creativity and early communication in the security
requirements process [35], [60]. However, misuse case
technique needs realistic and strict tests and validations to be
used in the industry [35], [60]. The problem in using misuse
case according to the literature is that the outputs of misuse
cases can be very lengthy. This makes it hard to understand
and expensive to analyze [35], [61]. It is a general technique
rather than being specific which suggests a wide range of
application possibilities [32], [38], [46]. Also, It is an openended method [32]so the results are very much dependant on
the modelers‟ creativity [46]. Another issue in using misuse
case technique is that there are no available guidelines for
writing efficient and practical misuse cases. Therefore, further
studies are needed to provide precise guidelines [38], [46].
In order to make misuse case applicable in industry and to
elicit security requirements at the earliest stage of software
development process, we present an efficient and effective
misuse cases based framework. The framework is based on
concrete set of steps. It incorporates security requirements
categorization and misuse cases to address the limitations of
misuse case technique. This study is beneficial to cope with
security requirements at the early stages of development. It
paves the way to use misuse case technique in industrial
projects. In addition, the proposed solution is flexible and
generic in nature to help save the valuable resources along
with developing more secure software systems.
3. RELATED WORK
Several frameworks and methods have been proposed that
use the logic of misuse cases (i.e., an extension of the
traditional use cases) to deal with security requirements.
Sindre and Opdahl [32] proposed an approach that helps to
elicit security requirements using misuse case technique. They
showed the potential of the method by using example. They
also explained the strengths and weaknesses of the method.
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transparent and organized manner. In the first step, the search
query was applied to each database. PEER REVIEWED
studies available in ENGLISH language with FULL TEXT
were selected. In step 2, studies were selected after reviewing
their title, keywords and abstract to measure their relevance.
Finally the short listed studies were reviewed in detail to
assess whether they hold the relevant information or not,
according to the criteria mentioned in table 5: Step 3.

1. Initial Phase

2. Abstract Level

a) Study inclusion criteria
Table 5: Three Phased Study Inclusion Criteria
Inclusion Criteria
1. The article is peer reviewed

Phase 1

3. Detailed Review

2. The article is available in full text

Initial Phase

3. The article is available in English

Phase 2
Abstract Level

1. The article seems relevant by title
2. The article seems relevant by keywords
3. The article seems relevant by abstract
1. The article discusses security
requirements
2. The article discusses Security

Phase 3

requirements categorization, classification

Detailed Review

or distribution

3a. The article proposes a new security
requirements categorization
3b. Or the article adopts an existing

security requirements categorization in a
context relevant to this study

b)Study exclusion criteria
Table 6: Study Exclusion Criteria
Exclusion Criteria
The articles that did not match with the above mentioned
inclusion criteria at any step were excluded

Figure 5: Three Phased Study Selection Process

4.1.8.Study Quality Assessment
Assessing the quality of studies is another important aspect
in a literature review. The purpose of such an assessment is to
measure the weight of individual studies during data synthesis
process.
4.1.9.Study Quality Criteria and Procedure
The quality of selected studies was assessed using the
criteria described in table 7. The criteria were applied to
assess the quality of search results during data extraction as a
checklist.
Table 7: Quality Criteria
Quality Criteria

1

Is appropriate identification and distribution of Security

2

Is research methodology clearly defined and appropriate

3
4

Requirements performed?

for problem under consideration?
Is design of study clearly stated and have proper
conceptual argumentation based on references?
Does research methodology map to study design, study
design to research questions and research questions to

The search resources were divided amongst the researchers.
Both researchers scanned and selected the primary and
secondary studies individually on the basis of defined
inclusion/exclusion criteria. In case of confusion about
selection of a study, both researchers discussed and the
decision was made according to the mutual understanding and
joint opinion.
4.1.7.Reliability of Inclusion Decisions
The reliability of inclusion and exclusion decisions, taken
by the respective researcher to select the studies, was
discussed using the method of resolving conflicts [67] to
obtain reliable and agreed upon search results.

5
6

conclusions?
Are validity threats related to study results reported?
Are the restrictions or limitations on results of study
reported?

4.1.10. Data Extraction Strategy
Data extraction strategy is planned to gather the required
information from relevant studies. The following sections
discuss the data extraction procedures and their contents.
Contents of Data Extraction Form
A data collection form was designed to extract the required
pieces of information so as to answer the review questions.
The general and related information that was gathered during
the process is provided in the subsequent sections.
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SWAF representatives were available till the end of the thesis
project.
The questionnaire form is attached in Appendix E. The
questions were not tested i.e., we did not sent a pilot
questionnaire. However, we provided sufficient space in the
questionnaire form to record any additional information.
4.4.2.Questionnaire Execution
The questionnaire form was electronically delivered to the
SWAF representatives along with the other relevant material
like workshop presentation and security requirements
categorization. No deadline was set for the SWAF
representatives to respond. However, the schedule was sent so
that they can respond accordingly.
4.5. Grounded Theory
Grounded theory methodology was used to analyse the data
gathered from systematic review as well as for the data
gathered from document extraction. Grounded theory (GT),
proposed by Glaser and Strauss [71], is an explicit and
systematic research approach [72] that falls under qualitative
research methods. Unlike traditional research approach where
a hypothesis is formed to carry out the research [71], data is
collected to make the basis for analysis and to draw results in
GT. GT can be used for data synthesis earlier in the research
process as soon as the data collection starts [73]. It guides the
researchers to build an understanding for action in the exact
research study area [74].
Therefore, Grounded theory was the most suitable approach
for this exploratory nature of research in which we have
collected data from two different environments to draw
different kind of results. GT was applied using open coding,
axial coding and selective coding techniques [75]. The salient
points were marked with a series of codes in open coding [75].
These were temporary codes to conceptualize the data just like
raw data [75]. In axial coding, these temporary codes were
grouped together on the basis of similarities to bring them into
more workable form [75]. The authors of [74] say that these
codes are more accurate and effective than the open codes.
Then in selective coding, categories were formed to draw
results [74].
We have used it in literature review to compare all the
available security requirements categories/ categorizations to
come up with the security requirements categorization. Then,
we have used it for the data collected from real world projects
to; 1) validate and to finalize the security requirements
categorization obtained from SLR, and 2) to derive misuse
case archetypes on the basis of commonalities between the
similar kind of elicited security requirements and derived
misuse cases.
5. RESULTS
This section holds the results of systematic literature review
and document extraction using grounded theory methodology.
5.1. Systematic Review
The results of systematic literature review are summarized
in table 15 and are illustrated in figure 7.

Serial #

Table 15: Resource Based Results of SLR
Database
Phase 1 Phase 2

Phase 3

1

IEEE Xplore

671

41

14

2

ACM Digital
Library

1484

27

4

3
4

Engineering
Village

SCOPUS

1421

11

3

5

ISI Web of
Sciences

837

13

7

6

Google Scholar

11600

26

12

6

17003

148

47

Total

990

30
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The complete list of selected studies is shown in Appendix AList of Final Studies and List of Standards.

1. Initial Phase
Selected = 17003
2. Abstract Level
Selected =148
3. Detailed Review
Final Results: 47
Figure 7: Phase Based Results of SLR

5.2. Document Extraction
Document extraction was used to explore misuse cases and
to elicit security requirements from real world projects. 31
software requirements specification documents were collected
for this purpose. These documents were shortlisted using the
criteria provided in table 13. 15 most relevant and suitable
documents were finally selected to further carry on the
process (Appendix G). Misuse case technique along with
informed brainstorming technique was applied on final 15
documents to elicit security requirements and misuse cases.
These security requirements and misuse cases were then
utilized to fulfil two objectives as explained in the following
subsections.
5.2.1.Validation of Categorization
First objective was to validate the security requirements
categorization obtained from literature. This was done by
mapping the elicited security requirements from real world
projects to the categories of security requirements
categorization found from literature as shown in the figure 8.
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Category n

• Secuirty Requirement 1
• Security Requirement 2
• Secuirty Requirement n

Figure 8: Validation of Security Requirements Categorization

We cannot list the actual security requirements or misuse
cases due to confidentiality of the documents. However, we
have used two example cases in section 9 to illustrate the
complete procedure of using the solution. Let us use the
resultant security requirements from the example case 1 to
exemplify the procedure we adopted to validate the security
requirements categorization. Table 16 lists the resultant
security requirements from example case 1 along with their
respective categories.
#
1

2

3

4

5

6

Table 16: Validation of Categorization
Security Requirements
Categories
The pilot shall detect attack from
enemy
and
inform
fighter
controller immediately
The communication between pilot

Requirements
Personal/

and fighter controller shall be
protected
from
intentional
corruption by the enemy
The fighter aircraft shall have the

Communication
Integrity
Requirements
Physical Protection

ability of performing high G-turn

Requirements

when an enemy launches its missile
The fighter controller shall track
the enemy location and send it to
the pilot if the contact with enemy
is lost during performing G-turn

Attack/ Harm
Detection OR
Intrusion Detection
Requirements

The location of enemy sent by
fighter controller shall be protected

Data Integrity
Requirements

from intentional corruption
Pilot shall receive the location of
enemy from fighter controller and

Physical Protection
Requirements

do proper adjustments to protect
7

Attack/ Harm
Detection OR
Intrusion Detection

the plane
Fighter plane shall detect false
energy or noise signals or fake
devices to protect receivers from
being jammed

Hardware Integrity
Requirements

5.2.2.Creation of Misuse Archetypes
Next objective was to create generic misuse archetypes that
can be used with the proposed framework to elicit and specify
security requirements for any given system. Figure 9
illustrates the procedure, adopted to achieve this objective.

2. Grouping and
Category Based
Distribution

3. Informed
Brainstorming
and Grounded
Theory

5. Misuse Archetypes
for Each Category

Category 2

• Secuirty Requirement 1
• Security Requirement 2
• Secuirty Requirement n

This helped us in finding out the missing, overlapping or
irrelevant categories. It was observed that all the security
requirements elicited from real world projects matched one or
more category as exemplified in table 16. We can see that
security requirements 1 and 4 in table 16 fit into two
categories of security requirements categorization obtained
from literature (table 19); “attack/harm detection requirements”
and “intrusion detection requirements. We analysed the
overlapping categories and after careful analysis, we merged
similar categories into one. The security requirements
categorization was finalized after this process. The finalized
categories of security requirements categorization are listed in
table 21 and their detailed description is provided in Appendix
E.

1. Misuse Cases + Security Reqs
from SRS Documents

Category 1

• Secuirty Requirement 1
• Security Requirement 2
• Secuirty Requirement n

4. Explore
Commonalities
between all
requirements and
Misuse cases of
same category
Figure 9: Misuse Archetypes Creation Process

The misuse cases and the security requirements gathered
from document extraction were used as an input for this
process (Figure 9, step 1). These misuse cases and security
requirements were used to study the behavior and nature of
security related vulnerabilities and misuses. Step 2 was to
group the similar misuse cases and security requirements on
the basis of security requirements categorization. This step
was necessary so that the misuse archetypes were developed
in accordance with the final security requirements
categorization. Once categorized, informed brainstorming and
grounded theory was incorporated for analysis and to derive
results as shown in figure 9, step 3. Then in step4, as indicated
by figure 9, the commonalities between the similar misuse
cases and security requirements were explored. This step was
performed to extract the generic points so that common and
generic patterns could be drawn. Informed brainstorming was
used for this purpose. This process led to the generation of
misuse archetypes as illustrated in figure 9, step 5.
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Figure 13 shows an abstract level of above framework that
how the steps are inter-related.

Note: The meanings of each risk category differ for the
intentions, access points and possible ways. These meanings
for each risk category are explained in detail in Appendix D.
Note: The * in table 24 represent when the value is not
directly related to the meaning of the risk category
Table 24: Risk categories with criticality and likelihood value for
intentions of the misuser [124]
Risk Category
Assign Value 1 – 10 where 1 for
low (or high if *) priority and 10
for high (or low if *) priority
Number of affected users

1-10

Level of Skills needed *

1-10

Reproducibility
Discoverability *

1-10
1-10

Damage to the system
Figure 13: Abstract Level inter-relation of Framework Steps

7.2. Risk Management
This section explains the risk management steps in detail.
7.2.1. Prioritize the intention of the Misuser
Give one to ten rating to every intention on the basis of its
criticality and severity. Assign a risk value for each category
of table 24 from 1 to 10 based on the criticality and likelihood
[124]. Example 1 describes how to prioritize the intention of
the misuser for health system (table 25).

1-10

Cost of attack *

1-10

Total Sum

The sum of ratings for all categories provides the risk value
for each intention. Risk values of all intentions shall be
compared to finally prioritize. Intention with higher risk value
will have higher priority. Put the intentions in descending
order to handle the most harmful intentions first.

Example 1: Prioritization of the intentions of misuser for Health System
Table 25: Example 1; Risk categories with criticality and likelihood value for intention of the misuser [124]
Assign Value 1 – 10 where 1 for low (or high if *) priority and 10 for high (or low if *) priority
Possible Intention of the Misuser
Rating ranges

Steal Information

Delete Patient

Attempt

Denial of

Number of affected users

1-10

10

10

intrude
1

10

Damage to the system
Level of Skills needed *

1-10
1-10

10
1

10
1

5
1

10
1

Discoverability *

1-10
Total Sum

8
44

8
44

10
26

1
37

Risk Categories

Cost of attack *
Reproducibility

1-10
1-10

5
10

Based on the ratings of table 25, Steal Information and
Delete Patient Information intentions are more risky.

information

5
10

possibilities to

1
8

service

5
10

Therefore, these two intentions must be dealt first followed
by the Denial of Service and Attempt Possibilities to Intrude.

.
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Figure 14: Misuse Case Based Generic Template to Elicit Security Requirements
Note: The relationship in step3 can be includes or another use case relationship or no use case relationship.

7.2.2. Prioritize the access points and the possible ways
This step prioritizes the access points and possible ways
identified using the framework. Vulnerability of the access
points is measured by level of skills needed and
discoverability categories as shown in table 26. Easiness for
the possible ways is measured using level of skills needed,
reproducibility and discoverability as shown in table 26.
Assign 1-10 rating to each category in both tables to achieve
respective prioritized lists.

Table 26: Risk categories with criticality and likelihood value for
access points [124]
Risk Category
Assign Value 1 – 10 where 1 for
high priority and 10 for Low
priority

Level of Skills needed
Discoverability
Total Sum

1-10
1-10
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