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Abstract 

The storage vendors have their own standards for the management of their storage 

resources but it creates interoperability issues on different storage products. With the 

recent advent of the new protocol named Storage Management Initiative-Specification 

(SMI-S), the Storage Networking Industry Association (SNIA) has taken a major step in 

order to make the storage management more effective and organized. 

SMI-S has replaced its predecessor Storage Network Management Protocol (SNMP) and 

it has been categorized as an ISO standard. The main objective of the SMI-S is to provide 

interoperability management of the heterogeneous storage vendor systems by unifying the 

Storage Area Network (SAN) management, hence making the dreams of the network 

managers come true. 

SMI-S is a guide to build systems using modules that ‘plug’ together. SMI-S compliant 

storage modules that use CIM ‘language’ and adhere to CIM schema interoperate in a 

system regardless of which vendor built them. SMI-S is object-oriented, any physical or 

abstract storage-related elements can be defined as a CIM object. SMI-S can unify the 

SAN management systems and it works well with the heterogeneous storage environment. 

SMI-S has offered a cross-platform, cross-vendor storage resource management. 

This thesis work discusses the use of SMI-S at Compuverde which is a storage solution 

provider. Compuverde had decided to deploy the Storage Management Initiative-

Specification (SMI-S) to achieve interoperability and to manage their Storage Area 

Network (SAN) which, among many of its features, would create alerts/traps in case of a 

disk failure in the SAN. In this way, they would be able to keep the data of their clients, 

safe and secure and keep their reputation for being reliable in the storage industry. 

Since Compuverde regularly use Microsoft Windows and Microsoft have started to support 

SMI-S for storage provisioning in System Center 2012 Virtual Machine Manager 

(SCVMM), this work was done using the SCVMM 2012 and the Windows Server 2012.The 

SMI-S provider which was used for this work was QNAP TS- 469 Pro. 

Keywords: Storage Management Initiative-Specification (SMI-S), Storage Networking 

Industry Association (SNIA), Storage Network Management Protocol (SNMP), Storage 

Area Network (SAN) management. 
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Chapter ONE 

1. Introduction 

“For years the Internet has been represented on network diagrams by a cloud symbol until 

2008 when a variety of new services started to emerge that permitted computing 

resources to be accessed over the Internet termed cloud computing. Cloud computing 

encompasses activities such as the use of social networking sites and other forms of 

interpersonal computing; however, most of the time cloud computing is concerned with 

accessing online software applications, data storage and processing power. Cloud 

computing is a way to increase the capacity or add capabilities dynamically without 

investing in new infrastructure, training new personnel, or licensing new software. It 

extends Information Technology’s (IT) existing capabilities. In the last few years, cloud 

computing has grown from being a promising business concept to one of the fast growing 

segments of the IT industry”. [1] 

Cloud Storage is the computer data storage designed for large scale, high technology 

environment for the modern enterprises and companies, where the data is stored in 

virtualized pools of storage, generally hosted by the hosting companies. These hosting 

companies run large data centers and they sell the data storage   capacity or give it on 

lease to their clients. 

“Storage is an integral part of business continuity. The explosive growth of digital content 

requires a technology that delivers high availability, scalability, reliability, which are prime 

requirements of today’s business. The storage area network (SAN) is one promising 

solutions to handle storage demands of enterprise storage requirement. One of the major 

challenging task while designing SAN is addressing the interoperability”. [2] 

“The interoperability between different storage systems is a critical problem that may result 

in difficulty in sharing storage resources in the storage area network (SAN). To resolve this 

issue, the storage network industry association (SNIA) developed Storage Management 

Initiative-Specification (SMI-S) that could be viewed as a revised version of the bluefin 

storage standard. By following the specification, storage companies can ignore the 

interoperability and focus on enhancing storage functionalities. The SNIA also provides the 
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conformance testing program (CTP) to verify the compatibilities including SMI-S clients 

and profiles/subprofiles, so the interoperability can be guaranteed”. [3] 

Many companies and enterprises are deploying SMI-S in order to solve the problem of 

interoperability, to exchange data via a common set of exchange formats, to read and 

write the same file formats, and to use the same protocols.   

This thesis focuses on one of the network protocols of the Storage networking which can 

solve the problem of interoperability. The work was done in Compuverde AB, Karlskrona, 

Sweden and the goal was to deploy SMI-S which would generate traps/alerts in case of 

the disk failure in their Storage Area Network (SAN). 

1.1. PURPOSE AND SCOPE OF THE STUDY 

“Traditionally, storage vendors have their own standards to achieve storage resource 

management. However, this will result in an interoperability issue on different storage 

products. Accordingly, the SNIA organization proposed a storage management initiative 

specification (SMI-S) to unify storage management systems. Through this specification, 

the vendors are able to get rid of the integration of heterogeneous interfaces. This is useful 

to cost down the development and speed up their storage products to the market”. [3] 

This thesis is a case study analysis of Compuverde which is a storage vendor and like all 

other major enterprises, Compuverde, also decided to deploy SMI-S for their SAN in order 

to solve the interoperability issue. They had been using the Storage Network Management 

Protocol (SNMP) until now for their SAN, but in order to solve the interoperability issue, 

they decided to deploy SMI-S for the disk level discovery and to generate alarms in case 

of disk or node failure in their SAN. 

1.1.1 Compuverde: A short Introduction 

Compuverde is a storage solution provider, located in the heart of the Karlskrona, the 

southeastern part of Sweden. It is a company exhibiting a team of young professionals, 

enhanced with talent, creativity and curiosity.  

The core value of this company is to provide a complete satisfaction to their customers by 

storing and managing their data in an efficient way.  Compuverde achieves this task by 

focusing on their customer demands and feedback.  

http://en.wikipedia.org/wiki/File_format
http://en.wikipedia.org/wiki/Protocol_(computing)
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Compuverde was founded by a renowned developer Stefan Bernbo in 1994 and since 

then the company never looked back and now, it has earned a leadership position in the 

International Arena of the storage solution providers. 

1.1.2 SMI-S for Compuverde 

Compuverde is a member of the global association, Storage Networking Industry 

Association (SNIA), aims to work towards the goal of promoting acceptance, deployment, 

and confidence in storage-related architectures, systems, services, and technologies 

across IT and business communities.  

Just like all others leading storage providers, Compuverde has also decided to deploy the 

Storage Management Initiative-Specification (SMI-S) to manage their storage 

environment. The following are the major reasons why Compuverde wants to deploy SMI-

S to manage their Storage Area Network (SAN). 

1.1.2.1 Performance Monitoring 

Since, the SMI-S has the ability to perform reporting and monitoring across heterogeneous 

devices, Compuverde also wants to deploy it to keep a check on the performance metrics 

for I/Os. 

1.1.2.2 Health and Fault Management 

This feature of SMI-S (version 1.1 or higher) reports the problems with the storage 

resources across the Storage Area Network (SAN) like the disks, arrays etc. It identifies 

the problems with the physical devices and report fault and error messages.  

Compuverde is, in particular, interested in this feature of SMI-S, so that in case of a disk 

failure, the server is notified by an error message, known as an alarm or a trap. 

1.1.2.3 Policy Management 

Compuverde wants to have a single application for many different operations, which 

otherwise requires separate management products in SAN because SMI-S establishes 

rules-based automated operations, across devices from different manufacturers.  

With SMI-S, the management information can be maintained in the device or in a central 

proxy Common Information Model Object Manager (CIMOM) that consolidates information 

from many types of devices into a single instance of the common object model. [4] 
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1.2 STATE OF THE ART 

The growth of digital information is phenomenal in today’s life and the source of digital 

information’s are widening day-by-day. Recent study indicates that the storage 

requirement is growing 80% annually and shows that the digital universe increasing its 

size by 80% every year. The world is experiencing digital information growth very fast and 

produced the amount of data in the last 30 years equivalent to 5000 years, our entire 

civilization history. Mass storage is the backbone of any business and storage technology 

plays an important role in keeping the information for the future use. The first storage 

device to store the data was introduced by IBM Corporation in 1956 called hard disk drives 

(HDD) has provided the platform on which industry of storage systems has been built. 

Data storage systems have always been a critical part of any business IT infrastructure, 

whether it is a server’s own direct access storage hard disks or shared network storage. 

In recent days, network based storage solutions such as network-attached storage, 

Storage Area Networks become very popular, which keep the data in a centralized way 

with an independent security system. To provide the better services to the customer, many 

companies started implementing the SAN as their permanent solution for the present and 

future data growth. Storage Area Networks (SAN) are a networked architecture provides 

data access connectivity between the host computer and storage devices. [2] 

“Storage networking has driven the technology trend for sophisticating storage systems. 

The concept of executing application code within a magnetic disk drive can be traced. 

back to research on database machines between the 1970s and the 1980s. Researchers 

designed and implemented a number of specialized database machines, some of which 

achieved commercial success. But in the early 1990s, major database vendors moved 

away from specialized machines and shifted toward software-based solutions for general-

purpose machines. By the late 1990s, a similar idea gained the spotlight in the 

marketplace. Storage vendors began to incorporate sophisticated functions into their 

storage products. Storage networking became a popular technology in many data centers, 

where storage resources became consolidated and more highly virtualized. A design 

policy for managing storage resources within a storage system became natural and 

acceptable. In addition, rapid evolution of processor technology provided storage systems 

with greater processing power, enabling such sophistication. Interestingly, similar ideas 

were again discussed in academia at around the same time.  
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In conventional systems, each storage device was recognized as a peripheral device 

dedicated to a particular computer via bus technology such as Small Computer System 

Interphase (SCSI). In contrast, storage networking can connect arbitrary storage devices 

and computers via a network often designed for connecting storage devices. Being 

networked, storage resources are becoming more easily shared and consolidated into one 

place, where a number of sophisticated functions have come to be built on top of storage 

virtualization infrastructure.” [5] 

1.2.1.1 Storage Area Network and Network Attached Storage 

Storage area network (SAN) and Network attached storage (NAS) are two major types of 

storage network architectures. SAN is originally referred to any type of network designed 

for connecting storage devices. In reality, this term came to refer to a storage network to 

provide block-level access service. 

When the term SAN is used without any modifications, the term often refers a network 

using  Fibre Channel, developed in the late 1990s for transferring massive amounts of 

data for scientific calculations and image processing. Its sophisticated design allows Fiber 

Channel frames to efficiently encapsulate SCSI commands and transfer them on a 

network. Fig 1.1 presents an example of the SAN implementation 

 

Fig 1.1: Example of SAN Implementation [6] 

 



Chapter 1: Introduction 

6 
 

“Network Attached Storage (NAS) is a networked storage device that provides a file level 

access service. Despite its original meaning, the term, NAS is also used to refer to a 

storage network that provides a file-level access service and its storage network 

architecture. Major NAS protocols are NFS and CIFS that were originally designed for file 

sharing between networked computers and are still used in recent data centers. Similar to 

iSCSI, the NAS technology is usually implemented over an IP network. It gained popularity 

in entry-class data centers due to its cost effectiveness. As the NAS technology also 

became widely used in midrange systems, vendors began to develop gigantic NAS 

machines, which are made of a number of file servers with many magnetic disks”. [5]. 

Fig 1.2 presents an example of the Network Attached Storage (NAS). 

 

 

Fig 1.2: Example of Network Attached Storage [6] 

1.2.1.2 Storage Area Networks & Architecture 

According to Storage Networking Industry Association (SNIA), the SAN is defined as 

network whose primary purpose is the transfer of data between computer systems and 

storage element and among storage elements. The major advantage of SAN is its uses of 

storage in an external environment. The SAN architecture “Fig 1.3” consists of four layers 

of components which are infrastructure, servers, storage systems and management 

software. These four layers interlinked and assigned specific tasks. The first layer, SAN 

infrastructure consists of interfaces, interconnectors, host bus adaptors (HBA) and fabrics. 

The second layer is servers that are connected to the heterogeneous storage devices 
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using interfaces. There are no specialized SAN servers available today and common, of 

the shelf servers are used in the networks for SAN management. The third layer is storage 

devices will have variety of mass storage devices, e.g: Hard Drives. 

 

 

Fig 1.3: SAN Architecture [2] 

The Redundant Array of Inexpensive Disk (RAID) and Just a Bunch of Disks (JBOD) are 

two disks are commonly used in SAN environment. The fourth and last layer of SAN is 

software used to manage the SAN environment. It acts as a storage management console 

to configure, allot and issue the security rights and access control software.   

1.2.1.3  Fibre Channel & Layers 

SAN uses fibre channel for its communications and fibre channel uses frame between 

storage system to server or client’s vice-versa like packets in IP networks. Fibre channel 

frames are vulnerable like IP packets in a network environment.    
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Fig 1.4: Fibre Channel Layers [2] 

Most of the SAN implementations use Fibre Channel Arbitrated Loop (FC-AL) as its 

topology. The five layers “Fig 1.4” of fibre channels are: FC-Layer 0 Physical, FC- Layer 1 

Transmission, FC-Layer 2 Signaling/Framing, FCLayer 3 Common services and FC-Layer 

4 Upper Layer Protocol Mapping in fibre channel based SAN solutions. A Fibre Channel 

frame operates from physical layer to uppers like any other IP networks” [2] 

1.2.2 Cloud Storage and the Future 

Without long delay from the birth of storage networking, several vendors, originally called 

storage service providers (SSPs), started to manage customers’ storage systems in their 

data centers, where customers could access their business data via broadband networks. 

From the customers’ viewpoint this trend was rightly regarded as storage management 

outsourcing, which was enabled by the emerging storage virtualization technology. Vast 

amounts of storage resources pooled by SSPs help customers to speedy extend or shrink 

storage capacity and bandwidth in an on-demand manner. Such agility was beneficial in 

controlling business operations in today’s dynamic market. 

However, SSPs did not rapidly gain acceptance from the early 2000s when they began to 

be offered by vendors. 

Around that time, storage virtualization was already popular in many data centers while 

server virtualization technology for virtualizing application execution environments was in 

its early stages. Placing business data and business applications in remote data centers 

came to be a realistic solution for many customers when both virtualization technologies 

became available. Such solutions were later referred to as cloud computing. 

In recent cloud computing contexts, remote storage services that used to be called SSPs 

are often provided as a part of full-fledged cloud services. Currently major cloud based 
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storage services include Amazon S3, Windows Azure Storage, and Google Cloud Storage, 

which are all designed in close coordination with their other cloud services. 

Cloud-based storage is not limited to enterprise systems and is becoming more popular for 

new types of consumer electronics such as digital audio/visual players and electric book 

readers. Apple iCloud and Amazon Cloud are major services that allow customers to store 

and manage their purchased contents in remote clouds. Cloud computing is an emerging 

technology. Service providers are trying to resolve complaints and concerns over 

performance and security issues. Research institutes have reported that much data are 

moving toward clouds”. [5] 

Access to software and data anywhere, anytime, on any device and with any connectivity, 

has for a long time already been a crucial topic for researchers and developers in 

operating systems, user interfaces. The amount of managed data is increasing each year, 

both in large-scale systems and in smaller and personal environments. Likewise, more 

computation is being performed to process the data, and more communication is 

performed to distribute the data. This phenomenon is coupled with a steady increase in 

computing, storage and communication resources available, although with different 

characteristics: Depending on the nature and purpose of data, these resources are 

requested with varying intensity, ranging from not at all over a long time to as much as 

possible in short burst periods. 

Several approaches exist to deliver software and data to their users anywhere and 

anytime. Cloud computing is a recent term which conveniently encompasses the notions of 

ubiquitous on demand access, pay-as-you-go utility and seemingly indefinite elastic 

scalability. For the software-as-a-service layer, several platforms exist already as mature 

and commercialized offerings. 

“Deficiencies still exist in the handling of resource-related cloud services on the 

infrastructure level, especially storage, computing and communication services depending 

directly on the available hardware resources”. [7] 

Recently, the number and popularity of online storage services for both personal and 

enterprise use have increased significantly. Advances in handling this resource service 

class are of high practical value.  
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“In a cloud based network, Network Management is an important task. In such a network, 

a component to be managed, e.g. a network printer must provide management information 

that can be read and also altered by a management application. The altered management 

information should control the component. That is the way to manage that component. 

The management information of a component is part of the component and therefore 

proprietary.” [8]. 

In real networks a manager has to manage a lot of components, e.g. routers from different 

manufacturers. It is neither convenient nor practically feasible for a manager to manage 

many similar components, e.g. routers that provide different interfaces for their 

management information. The solution to that problem is to develop a standard for  the 

information model of important types of components. The manager has then standardized 

access to standard MOs that can be translated by proprietary translators to the proprietary 

representation of the management information. Management Platforms are manager 

systems that provide on one hand a uniform and usually graphical user interface (GUI), 

and on the other hand access to the management information within the managed 

components. They are able to manage heterogeneous networks with components of 

different manufacturers, as usually found in real world networks. They provide a uniform 

view of management information at the user interface and therefore have to do the task of 

translation from a uniform representation of management information to a proprietary 

representation of the managed components. Management platforms are in principle also 

able to handle system-oriented management information. For this purpose, they have an 

internal management information base or access to a management repository.  

A lot of research effort has gone in to solving problems arising in this area and establishing 

standards that could be used across a broad spectrum of product types (e.g. hosts, 

routers, bridges, switches, telecommunication equipment) in a multivendor environment. In 

response to the need for standards two main efforts are underway: one from the 

International Organization for Standardization (ISO), named OSI Systems Management, 

and another from the Internet Engineering Task Force (IETF), named Simple Network 

Management Protocol’s (SNMP) family. 

“The huge size and the high complexity of such networks dictate also the use of 

automated network management systems that could help the network engineer to 

efficiently manage the network elements. The general architecture of a network 
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management system (Fig 1.5) is based on a client– server architecture, where the server 

is called the agent, while the client is the managing process. Each network component has 

an agent which maintains a local management information base (MIB), and can 

communicate with the management application residing in the network management 

station through a network management protocol such as the SNMP or CMIP protocols”.[9] 

 

 

Fig 1.5: Network management architecture. [9] 

Over two decades ago, the introduction of Redundant Arrays of Inexpensive Disks (RAID) 

made the case to combine several local disks in ways which balance cost, data safety and 

performance. 

The RAID levels allow for mirroring data on disks or partitions of identical size, striping 

physical disks independent of their size into a logical one, or a combination thereof with an 

optional disk for storing checksums. Later, this concept was extended to the combination 

of network block devices across servers.. Both local and network RAID setups still assume 

experienced users or administrators for a proper setup and maintenance in case of disk 

failures. [7] 

Since the appearance of network storage redundancy, commercial providers, often backed 

by RAID storage at the provider’s discretion, have increasingly offered personal online 

storage. Typically, a proprietary web access or standardized protocols such as WebDAV 

and a storage area of fixed size have been included in the offers. More recently, cloud 

computing has brought its own flavor, called cloud storage.  
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The interoperability between different storage systems is a critical problem that may result 

in difficulty in sharing storage resources in the storage area network (SAN). To resolve this 

issue, the storage network industry association (SNIA) developed an open storage 

management interface: SMI-S that could be viewed as a revised version of the bluefin 

storage standard. By following the specification, storage companies can just focus on 

enhancing their storage functionalities without worrying about the interoperability issues. 

The SNIA also provides the conformance-testing program (CTP) to verify the 

compatibilities including SMI-S clients and profiles/sub-profiles, so the interoperability can 

be guaranteed. 

Nowadays, many well-known storage enterprises have adopted the SMI-S such as 

Microsoft, IBM, HP, Toshiba, EMC and so on, so the SMI-S becomes main stream on 

storage management. The SMI-S has defined complete details associated with the storage 

management, so the SMI-S developers can easily implement their storage products to be 

interoperable. In other words, different storage products developed by various companies 

can effectively communicate with each other. Also, storage products can be delivered 

quicker to the markets and then vendors can earn more profits.  

Next chapters in the thesis will discuss in more detail the design and architecture of 

protocols related to storage management and implementation of SMI-S on the storage 

system of the case study of the thesis i.e: Compuverde. 
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Chapter TWO  

2 Network Management Protocols 

This chapter discusses about the history of the storage management protocols and 

focuses especially on well-known protocols like SNMP and SMI-S. 

2.1 Need for Storage Management Protocols 

Due to the ever growing telecommunication industry and the growth of the internet and 

with the advent of the World Wide Web, there is a boom of the data centers around the 

world. These data centers house storage devices such as disk arrays, tape libraries etc 

and they are made accessible to the servers so that these devices can be detected as the 

locally attached devices to the operating system. 

However, in order to do that, a proper networking is required and a dedicated network is 

needed. Mostly, the storage vendors manage the devices using the storage standards. 

To keep the network up and running and to control and monitor the network devices, the 

Network Management system is used, which in turn requires network management 

protocol. 

2.2 Literature Review of Network Management Protocols 

A small network may require a limited amount of effort by the person who is managing the 

network which we call as network manager or administrator to tailor the network to the 

requirements of the organization. However, as the networks grow in complexity, the need 

to manage the network increases to the point where network management tools and 

techniques become indispensable and absolutely necessary in order to run the network in 

an effective manner. 

“Network management requirements have changed a lot since the introduction of the 

Simple Network Management Protocol (SNMP) in the early 1990s. There was an 

enormous increase in network traffic, in the number of users and services as well as a 
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remarkable increase of diversity in network elements. The simplicity of SNMP made it an 

omnipresent management solution, present from the simplest network printer to network 

elements. Its weaknesses limited its usage to monitoring actions and made the majority of 

vendors develop customized configuration support. 

During these two decades, great effort has been devoted to the development of new 

management technologies, mainly inside two standardization bodies: the Internet 

Engineering Task Force (IETF) and the Desktop Management Task Force (DMTF). 

The DMTF standardized a web-based management technology, named Web-Based 

Enterprise Management (WBEM), aiming to integrate system and network management. 

WBEM technology uses an information model previously standardized by the DMTF and 

makes wide use of popular web technologies, such as XML for information encoding and 

HTTP as a transport protocol. WBEM solutions have been shown to require considerable 

computational resources from the entity involved in the management process and to 

require huge amounts of signaling. Recently, the DMTF has been and promoting a new 

management technology based on Web Services (WS). WS distributed systems allow 

enormous interoperability and easy development. Although WS technology wastes fewer 

resources than WBEM, network management developers have been uncomfortable with 

the technological verbosity in the network management processes. 

The Common Open Policy Service (COPS) protocol resulted from an attempt by the IETF 

to overcome some SNMP drawbacks. Although COPS represents a significant conceptual 

change from SNMP, industry considered it just one step ahead in a new management 

technology. The IETF acknowledged that COPS technology could be criticized, and has 

been standardizing a new network management technology based on XML, named 

Network Configuration (NETCONF). The NETCONF protocol uses Simple Object Access 

Protocol (SOAP) Remote Procedure Call (RPC) messages and offers several options for 

transport such as HTTP, Secure Shell (SSH), Blocks Extensible Exchange Protocol 

(BEEP) and more recently Transport Layer Security (TLS). 

Much work has been done in the area of performance evaluation, particularly with SNMP. 

Andrey et al. surveyed the SNMP-related performance studies performed over the last 10 

years. They discovered that those studies used different techniques and scenarios and 

addressed different metrics. In the paper they propose techniques, approaches and 

metrics to be followed in order to reach a benchmarking framework that would allow 
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quantifying the performance of SNMP-based application and reuse of the performance 

values obtained in future works. 

Schönwälder et al. carried out an SNMP traffic analysis . They verified that the most used 

versions of SNMP are SNMPv1 and SNMPv2. Moreover, they identified the most frequent 

messages in real SNMP environments. 

Moura et al. presented a performance evaluation of the Web Service for management 

applications, and they observed a performance gain of the DMTF standard over its OASIS 

equivalent. Neisse et al. describe the implementation of an SNMP to WS gateway and 

they evaluated the bandwidth consumption of these different technologies. Pras et al. [9] 

methodically analyze SNMP message encoding and the signalling produced. They 

compared the signaling volume, the computation resources and the time-to-relay of SNMP 

and WS. Additionally they studied the compression effect over the signalling volume. 

Pavlou et al. performed a performance evaluation of SNMP, CORBA and WS 

technologies. They studied the memory requirements, time-to-reply and signalling volume. 

Lima et al.  compare the SNMP and WS as notification technologies. Their paper analyses 

network usage and the time-to-reply of the management technologies. Furthermore, it 

proposed and evaluated an SNMP to WS gateway that responds to the network element 

traps and forwards the monitoring information to a management server in the form of a WS 

notification.” [10] 

2.3 TECHNOLOGY REVIEW 

“The current management landscape is populated with a multiplicity of protocols, initially 

developed as answers to different requirements. We selected some of the most relevant 

technologies nowadays, all potential candidates as management frameworks for NGN, in 

order to be able to evaluate the traffic cost imposed by management. 

The SNMP was proposed in 1990 as a simple application layer protocol that implements 

communication between a management console station and managed agents. Currently, 

SNMP implements six operations: for information request (Get, GetNext, GetBulk), one 

operation for information writing (Set), an operation for event notification (Trap) and the 

InformRequest introduced in SNMPv2. The protocol messages are coded in small-size 

packets and transported by User Datagram Protocol (UDP)—in order to allow a lightweight 

message transport in overloaded networks. Version 2 of the protocol was proposed in RFC 
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1441–1452 with some enhancements to the SNMPv1 data types and with the GetBulk 

message. Version 3 (RFC 2271–2275) was proposed in 1998 with some enhancements in 

terms of security and remote configuration. The SNMP protocol is widely used today in 

network management as well as in the area of equipment management, mainly as a 

monitoring tool. Despite the fact that the status of SNMPv1 and SNMPv2 is historic and 

only SNMPv3 is full standard, SNMPv3 is not much used in network management. 

COPS was later proposed by the IETF as a query/response protocol for policy information 

exchange. COPS is a binary protocol that transports messages between the COPS 

manager (designated as Policy Definition Point (PDP)) and its managed entities, (the 

Policy Enforcement Points (PEPs)), using Transmission Control Protocol (TCP). Client and 

server maintain a COPS connection and they identify all the messages using a unique 

handle. Two models of the protocol were proposed: the outsourcing— COPS-RSVP [19]—

and the provision model—COPS for Policy Provisioning (COPS-PR). 

The Diameter protocol was proposed within the Authentication, Authorization and 

Accounting (AAA) framework, as the successor to the RADIUS AAA protocol. The 

Diameter Base Protocol is the core model and several extensions tailored for specific 

applications were also proposed, such as the Diameter Network Access Server Application 

(NASREQ), the Diameter mobile IPv4 Application (Mobile IP) and the Diameter Session 

Initiation Protocol. Diameter also started to provide several extensions for different 

management requirements. 

On another front, the WBEM initiative was born in 1996 with sponsorship from several 

companies. The goal was to unify desktop management with network management and to 

create a multi-vendor and multi-platform management framework. The developed 

technology, WBEM, is based on three concepts: it represents the management data in 

Common Information Model (CIM), it encodes the management information in eXtensible 

Markup Language (XML) and it transports the management information over HTTP. CIM is 

an object-oriented model that allows representation of management information, as well as 

the relationships between management entities. 

WBEM solutions include four components: 

• The CIM client typically used by the human operator during management tasks; 

• A CIM Object Manager (CIMOM) that is the main component of the system 

maintaining the dialogue with the CIM client and the management information; 
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• A CIM repository; 

• CIM providers that perform the interface between the CIM server and its specific 

managed equipment (such as a managed server or a router). 

The definition of a new CIM extension also involves development of the correspondent 

CIM provider that will implement the functional logic of the defined objects (configuring, 

monitoring, etc.). 

The integration of underlying management technologies in WBEM is implemented through 

specific providers, and adapters for common protocols are already available. WBEM 

technology is used mainly in the area of desktop management. Several open source and 

commercial implementations based on WBEM technology exist. Typically, each company 

that sponsors the open source project commercializes its own WBEM-based management 

product.” [10] 

2.4 Network Management Technologies 

While managing a network, there are some key issues which need to be addressed in 

order to ensure the reliable operation of a network. These issues include:  

I. Fault management: It is mandatory for the timely detection of alarm propagation 

signals, deterioration of operational conditions, as well as for the cases of 

application system failure and traditional hardware component failure. 

II. Accounting management: It is desirable for the equitable distribution of the costs of 

resource usage to appropriate users. 

III. Configuration management: Under the fault conditions or while doing the network 

maintenance, alternative paths and rerouting are necessary. A map of the network 

is also necessary to know the network architecture like where cables are laid, what 

devices are connected, as well as providing the necessary tools for experimenting 

with new network configurations.  

IV. Performance management: It is essential for testing, monitoring and providing 

statistics regarding the network such as analysis of network throughput, response 

time, unit availability and backup.   

V. Security management: The networks of today must provide users with data and 

message integrity, non-repudiation and digital signatures.  
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“The model of a network management system (Fig 2.1) includes the following elements:  

• Management station  

• Management agent  

• Management Information Base (MIB)  

• Managed resources  

• Network management protocol. 

The management station serves as an interface for the human network manager, while the 

management agent responds to commands for actions from the management station. This 

management interaction takes place across the management interface, and management 

information flows in both directions. For a manager to work with an agent, both must 

implement the same management protocol. 

The management station software is usually implemented on a stand-alone, Unix-based 

device, while the management agent software might be implemented on a router or 

switching hub.  

Abstractions (resources, attributes, etc.) in the network which are to be managed are 

represented by managed objects. These objects are basically data items that represent 

one attribute of the managed resources. For example, if the managed resource is a router, 

attributes which might need to be managed could include network addresses, packet 

throughput, counters and thresholds. This agreement over syntax (the protocol) and 

semantics (the data definitions) must be adhered to before a management system can 

work with a particular device.  

The collection of information about these abstractions is called the Management 

Information Base (MIB). This MIB is made visible to a manager by the agent. The manager 

and agent communicate using a management protocol (e.g. CMIP or SNMP). The agent’s 

job is to receive management protocol operations from the manager, and to map from the 

operations on the conceptual managed objects to operations on the actual underlying 

system resources. 

For example, a management request to get the number of packets received on a network 

interface might involve a simple look-up by the agent, or may require communication 

between the agent and an interface card to retrieve information”. [11] 
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Fig 2.1: Two views of the structure of open system network management. (a) Views of the 

scope of open system network management; (b) network management triangle. [11] 

2.4.1 SNMP (Simple Network Management Protocol)  

The Simple Network Management Protocol (SNMP) was originally developed as a tool for 

managing TCP/IP and Ethernet networks. Since the first SNMP Internet Draft Standard 

was published in 1990, the application and utilization of SNMP has considerably expanded 

over the time, and an enhanced version, which was originally intended to add several 

security functions, but due to conflicts among members of the standardization committee 

wound up tailoring features in the first version of SNMP, was introduced in 1993. That 

version of SNMP is referred to as SNMPv2. A third version of SNMP, referred to as 

SNMPv3, was introduced during 2000 and added such security features as authentication 

and access control. Through the use of SNMP, you can address queries and commands to 

network nodes and devices that will return information concerning the performance and 

status of the network. Thus, SNMP provides a mechanism to isolate problems, as well as 

analyze network activity, which may be useful for observing trends that if unchecked could 

result in network problems. 

2.4.1.1 Basic Components 

SNMP is based on the Manager/Agent model and it has the following key components: 

• A Managed device 
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• An Agent 

• A Network Management System for Network Monitoring 

Managed device  

A managed device is a network node which implements the SNMP interface that allows 

access to the node specific information both unidirectional (which allows read-only access) 

and bidirectional. 

An Agent 

An Agent has the knowledge of the management information and so it translates it into the 

SNMP-specific form. Basically, it provides an interface between the manager and the 

devices being managed. 

A Network Management System (NMS) 

NMS is software that runs on the manager and it´s used to execute applications that 

monitor the managed devices.  

Request-Response Process between the Agent and the NMS 

The SNMP agent listens to the requests on User Datagram Protocol (UDP) on port 161. 

The managers and agents use the Protocol Data Unit (PDU) message format to send and 

receive the information.  

Management Information Base 

The Agent and the NMS, together use Management Information Base (MIB) to exchange 

information. It is a tree like structure with a root node, and it shows a hierarchy of the 

levels which are assigned by the different organizations. 

The object Identifier (OIDs) at the top level of the MIB represent the different standards 

organizations, while at the lower level, the Object Identifiers are allocated by the 

associated organizations. 

In the MIB tree, the node at the top most level is the root node, any node with children is 

called a subtree and any node without children is called a leaf node. 

It is important to note that SNMP represents an application layer protocol. That protocol 

runs over the User Datagram Protocol (UDP), which resides on top of the Internet Protocol 
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(IP) in the TCP/IP protocol stack. Figure 2.2 illustrates the relationship of SNMP protocol 

elements to Ethernet with respect to the OSI. 

In examining figure 2.2, note that SNMP represents the mechanism by which remote 

management operations are performed. Those operations are transported via UDP, which 

is a connectionless service that can be viewed as providing a parallel service to the 

Transmission Control Protocol (TCP), which also operates at layer 4 of the ISO Reference 

Model. At layer 3, the Internet Protocol provides for the delivery of SNMP, controlling 

fragmentation and reassembly of datagrams, the latter a term used to reference portions of 

a message. Located between IP and layer 4 is the Internet Control Message Protocol 

(ICMP). ICMP is responsible for communicating control messages and error reports 

between TCP, UDP, and IP. 

 

Fig 2.2: SNMP is based on the Manager/Agent model and it has the following key 

components. [12] 

2.4.1.2 SNMP Operations 

Let us now look how the SNMP works by having a look at the Operations it can perform. 

Each of the SNMP operations has a standard PDU format. The Operations are as follows: 

• get 
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• get-next 

• get-bulk  

• set 

2.4.1.3 The get Operation 

The get operation is a request sent to the agent by the manager. Upon receiving, the 

agent tries it to the best of its ability, to process it. If the device is under a heavy load, e.g  

a router, and it may not be able to process the request, then it will have to drop it. If, 

however, the agent is successful in processing the request and gathering the desired 

information, it sends a get-response back to the manager, where it is processed.  

In order to let the agent know what the desired variables are, variable bindings are 

specified in the body of the request. A variable binding is a list of MIB objects which allows 

the agent to see what the originator desires to know. The variable bindings can be pictured 

as OID=value pairs that allows the NMS to get the information it needs when the recipient 

delivers the request and sends back a response. 

2.4.1.4 The get-next Operation 

The get-next is also a manager to agent request to know the available variables and their 

values.  

For each MIB object, that we want to retrieve, a separate get-next request and get-

response are generated. The get-next command traverses a sub-tree in lexicographic 

order. 

Hence, the entire MIB of an agent is traversed by iterating the get-next request in a depth 

first manner. 

2.4.1.5 The get-bulk Request 

It is also a manager to agent request and it is an optimized version of, the previously 

discussed, the get-next operation but in this case the manager requests for a multiple 

iterations of the get-next operation. As a response it receives a multiple variable bindings 

traversed from the variable binding(s) in the request. However, this operation was 

introduced in SNMPv2. 
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2.4.1.6 The Set Operation 

The set command changes the value of the object being managed or it is also used to 

create a new row in a table.  

It is just like the other commands that we have seen so far, but it is actually changing 

something in the device´s configuration, as opposed to just retrieving a response to a 

query. [14] 

2.4.2 Storage Management Initiative (SMI-S) 

SNIA organization proposed a storage management initiative specification (SMI-S) to unify 

storage management systems. Through this specification, the vendors are able to get rid 

of the integration of heterogeneous interfaces. This is useful to keep development costs 

down and accelerate the time to market of their storage products. 

The Storage Networking Industry Association (SNIA) in 2002 created the Storage 

Management Initiative (SMI) to develop and foster the adoption of a highly-functional open 

interface for the management of storage networks. 

Originally founded by several leading industry engineers and leaders, the SMI now 

consists of more than 50 member companies, a dozen individual contributors, plus 

hundreds of volunteers working across the SNIA organization. 

Today, the SMI is governed by the SMI committee whose focus is to create open 

standards for networked storage management. This committee was chartered by the SNIA 

board of directors to oversee the efforts of multiple work groups, committees and forums of 

the SNIA. 

Supporting this vision, the key deliverable for the SMI is the development and promotion of 

the industry’s first standard interface for storage management – the Storage Management 

Initiative Specification (SMI-S). 

Through the contributions of hundreds of engineers, vendors, end-users and industry 

partners in the SMI, the standard has been developed, tested and widely adopted as the 

industry’s core standard for storage management. 

Delivering the standard has required the SMI to provide a comprehensive set of programs 

to educate developers as well as coordinate, test, and communicate the direction of the 
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activities to participating companies. The initiative has multiple programs such as training, 

education and conformance testing, making the SMI-S much more than just an industry 

standard specification. 

The SMI-Specification has been accredited by the INCITS ANSI fast track program and is 

the first specification to go through the accreditation process without dissenting comments 

from the reviewers. This is a testimony to the diligence performed by the SMI team in 

preparing the specification document for ratification. The name of the formal standard is 

ANSI INCITS 388-2004, American National Standard for Information Technology – 

Storage. 

2.4.2.1 History of SMI-S 

  Several versions of the Storage Management Initiative Specification (SMI-S) have been 

published by the Storage Networking Industry Association (SNIA). The first version was 

1.0 which was published back in July 2003. To this date, several versions of SMI-S have 

been released, SMI-S v1.6, being the latest one. 

2.4.2.2 Bluefin 

This draft specification was the forerunner for the SMI-S. Originally, this work was 

accomplished outside of the SNIA by the private effort of a group of storage vendor 

companies known as the Partner Developer Process (PDP). The Bluefin specification was 

made public in May 2002. Later in 2002, the SNIA adopted the PDP and renamed it as the 

Storage Management Initiative (SMI) and in turn renamed Bluefin as the SMI-S. 

Bluefin laid the groundwork requirements that were later adopted by the SMI-S. 

Specifically, it adopted the open standards of the Common Information Model (CIM) and 

Web Based Enterprise Management (WBEM) as the basis for providing interoperable 

storage management in a Storage Area Network (SAN) consisting of management 

applications and storage systems from different vendors. These technologies are owned 

by the Distributed Management Task Force (DMTF). They are the foundation for achieving 

interoperability in a heterogeneous Storage Area Network (SAN) consisting of storage 

management applications and storage devices and resources from different vendors. 

Bluefin defined the initial *profile [see the end of the chapter] work for several storage 

resources. They were Fabric, Switch, Array and Host Based Adapter (HBA). This effort 
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resulted in many new CIM Classes and enhancements being adopted into the CIM 

Schema version 2.7. Bluefin was based on the CIM Specification version 2.2 and the CIM 

Operations over HTTP version 1.1. 

2.4.2.3 SMI-S Versions 

SMI-S 1.0 

The SMI-S 1.0 was made available in July 2003. The SMI-S 1.0 added more Profiles and 

**Subprofiles [see the end of the chapter] and further clarified their use. It further refined 

the Bluefin content by clarifying the use of Profile and Subprofiles. However, the SMI-S 1.0 

was considered to be a Work-in-Progress specification that was not yet finalized. This 

specification defined several Profiles for Fabric, Storage and Hosts along with several 

Common Subprofiles and a few Storage Subprofiles. This effort resulted in many new CIM 

Classes and enhancements being adopted into the CIM Schema version 2.8. SMI-S 1.0 

was based on the CIM Specification version 2.2 and the CIM Operations over HTTP 

version 1.1. 

SMI-S 1.0.1 

The SMI-S 1.0.1 was made available in September 2003. It finalized the content of SMI-S 

1.0. However, in some cases, it marked several of the SMI-S 1.0 Profiles and Subrofiles as 

Experimental. Profiles or Subprofiles are marked as Experimental when insufficient 

implementation experience creates too much risk that the set of CIM Classes might 

change. The Experimental Profiles and Subprofiles listed were: 

• Sparing Subprofile 

• InterLibaryPort Connection Subprofile 

• Partitioned/Virtual Library Subprofile 

• Fibre Channel Connection Subprofile 

• Extender Profile 

• Management Appliance Profile 

• Out of Band Virtualizer Profile 

• JBOD Profile 

The SMI-S 1.0.1 used the CIM Schema version 2.8, the CIM Specification version 2.2 and 

the CIM Operations over HTTP version 1.1. 
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SMI-S 1.0.2 

The SMI-S 1.0.2 was made available in February 2004. Most changes were minor 

corrections to text and diagrams. Some descriptive material was rewritten to provide 

greater clarification. The specification added one Experimental Sub profile, which was 

Library Capacity. 

SMI-S 1.0.2 used the same set of standards specifications as SMI-S 1.0.1, which were 

CIM Schema version 2.8, the CIM Specification version 2.2 and the CIM Operations over 

HTTP version 1.1. 

SMI-S 1.1.0 

The SMI-S 1.1.0 was released in December 2005. Although, it is not possible to discuss all 

the versions of SMI-S. But since, the SMI-S v 1.1.0 was implemented by the SMI-S 

provider at Compuverde, this version will be discussed in details in the next Chapter. 

2.4.2.4  (SMI-S) Architecture 

 “SMI-S is a guide to build systems using modules that ‘plug’ together. SMI-S-compliant 

storage modules that use CIM ‘language’ and adhere to CIM schema interoperate in a 

system regardless of which vendor built them. SMI-S is object-oriented, any physical or 

abstract storage-related elements can be defined as a CIM object. A system is modeled 

using objects that have defined attributes. Unlike SNMP, SMI-S is also command-oriented 

and control-oriented, it is both passive and active, the management applications not only 

monitor storage devices, but also to dynamically configure/reconfigure devices. Command 

and control actions can be automated using SMI-S-enabled storage management 

applications. More importantly, SMI-S provides a single unified view of a storage area 

network (SAN) by allowing developers to model a SAN as a single abstracted entity. 

Figure 2.3 shows the two different approaches for vendors to achieve SMI-S compliance, 

which are provided by the SNIA's Storage Management Forum. One approach allows 

vendors to attach a ‘proxy’ interface that ‘translates’ an existing product interface into an 

SMI-S-compliant interface. The proxy approach is used by vendors to make existing 

products SMI-S-compliant without significant reengineering of the product's management 

interface, which is adopted in our array provider design. The more direct approach to SMI-

S is through the creation of a ‘native’ SMI-S-compliant interface. In this case, the product's 

management interface is both SMI-S-compliant and CIM-compliant by design. Because a 
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native implementation is by nature likely a more robust implementation of the CIM model, it 

is in a better position to take advantage of future releases of SMI-S as they are rolled out 

by SNIA.” [13] 

Fig 2.3: Different approaches for vendors to achieve SMI-S compliance. [13] 

SMI-S can unify the SAN management systems and it works well with the heterogeneous 

storage environment. SMI-S has offered a cross-platform, cross-vendor storage resource 

management. 

Many well-known enterprises like IBM, HP, EMC, Toshiba and many others, approve the 

SMI-S. Interoperability is the main reason why the World is adopting the new trend of SMI-

S because the SMI-S makes it possible for the different storage product made by different 

companies to communicate with each other, which paved the path for the storage vendors 

to deliver their storage products to the market easily and hence gain more profit. 

The SMI-S is based upon two standards: 

I. The Web-Based Enterprise Management                                             

II. The Common Information Model (CIM)                                             

Both of these standards are defined by the Distributed Management Task Force (DMTF).  
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2.4.2.5 The Web-Based Enterprise Management 

The WBEM consists of a set of systems management tools developed to unify the 

management of the distributed computing environments. Because it is independent of 

operation platforms and managed resources. It works with the HTTP protocol, which 

makes it suitable to be deployed on the internet. Its architecture is based on three open 

standards. 

The Distributed Management Task Force´s (DMTF) Common Information Model XmlCIM, 

an XML coding specification created specifically for the CIM HTTP, a transport mechanism 

that enables open, interoperable communications among applications and managed 

devices that conform to CIM. 

The CIM Operations over HTTP defines a standard protocol for the transportation of the 

xmlCIM encoded requests and responses over HTTP, allowing implementations of CIM to 

interoperate in an open, standardized manner and complete the technologies that support 

WBEM. [13] 

2.4.2.6 The Common Information Model (CIM) 

The CIM is an object oriented information model which represents the managed resources 

in the network, as a common set of objects and the relationship between them. It consists 

of a CIM infrastructure specification and a CIM schema. In order to describe the managed 

resources, the CIM specification defines a particular syntax called the Managed Object 

Format (MOF). 

“The CIM schema provides the modeling descriptions and details for representing devices 

and the overall management environment. Together, they consistently and completely 

describe all aspects for managing an enterprise computing environment. Additionally, they 

provide a comprehensive method for adding vendor specific extensions in a CIM compliant 

manner. DMTF defines a set of CIM schema to represent the management information”. 

[13] 

2.4.3 Architecture of the Storage Management System 

In figure 2.4, the architecture of the storage management system is represented. It has 

three parts:  

I. WBEM client 
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II. WBEM server 

III. WBEM providers 

 

Fig 2.4:  The architecture of the storage management system [3] 

2.4.3.1 WBEM Client 

WBEM client is capable of executing the various CIM operations and it is compatible with 

WBEM server. It can request and retrieve information to and from one or more managed 

elements.  

The WBEM client is categorized into two categories: 

• The command line interface (CLI)  

• The graphical user interface (GUI).  

• The CLI give lower level control and enables automation. 

2.4.3.2 WBEM Server 

The WBEM server are almost of five kinds which includes WBEM services, SNIA CIMOM, 

OpenWBEM, WBEM Solutions, and OpenPegasus whereas OpenPegasus is a open-

source under the open source MIT license and it is implemented using the C++ language. 

OpenPegasus is an open-source implementation of the DMTF CIM and WBEM standards. 

It is designed to be portable and highly modular. It consists of a CIM object Manager 
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(CIMOM), a set of provider interfaces, client protocol adapters and CIM data repository, 

which can be seen in the previous figure too. 

2.4.3.3 WBEM/SMI-S Providers 

SMI-S provider is an entity to manage a specific resource or a set of resources, which 

includes, logical volume, the storage pool, iSCSI (Internet Small computer system 

interface) target servers. Because a provider needs to register with a WBEM server in 

order to handle the client requests, associated with its managed resources. 

The Storage Network Industry Association (SNIA) created SMI-S to solve the problem of 

interoperability and now it has been adopted by many well-known storage vendors. 

This Chapter discussed the need for the network management protocols, their 

technologies and some commonly used  network management protocols like SNMP and 

SMI-S and historical evolution of SMI-S.  

In the next chapter, SMI-S v1.1.0 would be discussed in more detail as it was used by the 

SMI-S provider at Compuverde and its implementation. 

 

 

 

 

 

 

 

 

 

* A profile describes the behavioral aspects of an autonomous, self-contained management domain. 

** A sub-profile describes part of the domain, which can be a common part in many profiles.
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Chapter THREE 

3 SMI-S Design 

In this chapter, SMI-S - version 1.1.0 would be discussed in detail as it was used by the 

SMI-S provider at Compuverde and its implementation work in detail. 

3.1 SMI-S 1.1.0 Overview 

The Storage Management Initiative specification defines an interface for the management 

of a Storage Area Network (SAN) that is a heterogeneous environment of management 

applications, storage devices and storage systems from different vendors. The interface 

uses standards based protocols and specifications to provide interoperability, security and 

extensibility. The SMI-S leverages the Common Information Model (CIM), Web Based 

Enterprise Management (WBEM) and the Service Location Protocol (SLP). 

CIM is its data model. It is a hierarchical, object-oriented architecture that is used to 

represent all of the storage management components and resources in a SAN. SMI-S 

1.1.0 is based on the CIM Schema version 2.11. WBEM is a set of standards based 

technologies that allow for the exchange of CIM data in an enterprise. It defines a uniform 

means to retrieve CIM data and to perform operations on CIM data. SLP allows a Client to 

discover the SMI Agents that are available on a SAN. SLP also allows a Client to 

determine the capabilities of the SMI Agents such as which storage devices they manage. 

A schema is an implementation of the information model that creates a specific data 

model. The Distributed Management Task Force (DMTF) has defined a CIM Schema data 

model. The CIM Schema describes the managed objects in its data model in the form of 

Class definitions that contain the Property and Method definitions as well. Periodically, the 

DMTF publishes new versions of the CIM Schema. Each version contains new Class 

definitions as well as corrections or enhancements to existing Class definitions created in 

previous versions. 

WBEM is a set of standards based technologies that allow for the exchange of CIM data in 

an enterprise. It defines a uniform means to retrieve CIM data and to perform operations 
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on it. SLP allows a Client to discover the SMI Agents that are available on a SAN. SLP 

also allows a Client to determine the capabilities of the SMI Agents such as which storage 

devices they manage 

This version describes a functionality matrix that defines the scope of manageability 

covered by the specification. Five levels of functionality are defined. In top-down order they 

are: 

• Level 5 Application Level Functionality - allows a Client to manage applications 

(e.g., database, mail server, etc) in a SAN. 

• Level 4 File/Record Level Functionality - allows a Client to manage SAN 

resources that expose data as files or records such as files systems. 

• Level 3 Block Level Functionality - allows a Client to manage the SAN resources 

that are used by the File/Record resources such as Storage Volumes (e.g., LUNs) 

and Logical Disks. 

• Level 2 Connectivity Level Functionality - allows a Client to manage the 

connectivity between physical devices in a SAN such as Fabrics, Zones and iSCSI 

Sessions. 

• Level 1 Device Level Functionality - allows a Client to manage the physical 

devices in a SAN such as Host Based Adapters (HBA) and disk drives. 

Additionally, for each level of functionality, the SMI-S 1.1.0 standards define five separate 

aspects of manageability, referred to by the acronym FCAPS, they are: 

• Fault Management - allows a Client to identify, isolate, and log faults that might 

occur on a SAN resource. 

• Configuration Management - allows a Client to discover, configure and monitor 

SAN resources 

• Accounting Management - allows a Client to collect usage statistics for SAN 

resources 

• Performance Management - allows a Client to collect performance, error rate and 

utilization statistics for SAN resources 

• Security Management - allows a Client to manage security mechanisms that 

protect against unauthorized access to SAN resources 
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3.1.1 SMI-S 1.1.0 Requirements 

The goal of the SMI-S 1.1.0 is to achieve interoperability in a Storage Area Network (SAN). 

To achieve this goal, the SMI-S 1.1.0 specifies the use of open standards technologies as 

the foundation for the architecture. 

 Specifically, the SMI-S 1.1.0 uses the following: 

• Common Information Model (CIM) - the data model that represents SAN 

resources and their information 

• Web Based Enterprise Management (WBEM) - the infrastructure that is used to 

exchange CIM data and to perform operations on CIM data 

• CIM-XML - the protocol used to exchange CIM data between a Client and WBEM 

Agent 

• Service Location Protocol (SLP) allows a Client to discover SMI Agents on a SAN 

and to determine their capabilities 

The WBEM and CIM has been discussed in general architecture of SMI-S. However, this 

section would discuss the WBEM and CIM in SMI-S v1.1.0 and other protocols used by 

SMI-S v1.1.0 like CIM-XML and SLP. 

3.1.2 CIM and WBEM in SMI-S v 1.1.0 

SMI-S 1.1.0 uses the Common Information Model (CIM) as its data model. The Distributed 

Management Task Force (DMTF) has published a CIM Specification. The DMTF has also 

published a CIM Schema. Using the CIM specification rules and syntax, CIM objects have 

been defined for many different components and aspects in an enterprise computing 

environment. SMI-S 1.1.0 uses these CIM object definitions. 

SMI-S 1.1.0 also uses the Web Based Enterprise Management (WBEM) technology. 

WBEM is a set of standards that allow a Client to perform operations on CIM data that is 

managed by a WBEM Agent. 

3.1.2.1 CIM Specification in SMI-S v 1.1.0 

The CIM Specification describes an object-oriented meta model. It defines the syntax and 

rules for describing managed objects in terms of meta schema elements. Using these 

rules, the CIM Specification defines the following meta schema elements: 
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• Class 

• Property 

• Method 

• Qualifier 

• Reference 

• Association 

• Indication 

• Instance 

A Class is a template for describing the attributes and behavior of a particular managed 

object. Classes contain Properties that represent attributes of the managed object. 

Classes can contain Methods that represent behavior of the managed object.  

A Client can invoke the Method of a Class to perform a defined function. 

 A Method signature includes a name, return type, optional input parameters and optional 
output parameters.  

Since, CIM is a hierarchical, object oriented architecture; therefore classes can be derived 

from another Class. The derived Subclass inherits all of the Properties and Methods of the 

parent class.  

An Instance represents the instantiation of a Class. 

An Association is a specialized Class that is used to represent a relationship between two 

Classes.  

An Indication Class is another specialized Class that is used during Event handling. A 

Client can subscribe to a WBEM Agent to be notified when a particular event occurs. The 

Client defines the event it wishes to monitor by specifying a Filter described as a CIM 

Query Language (CQL) expression.. 

Qualifiers are used to provide additional information about a CIM element (e.g., Class, 

Property, etc.).  

3.1.2.2 WBEM in SMI-S v1.1.0 

As discussed in the previous chapter, the Web Based Enterprise Management (WBEM) is 

a set of standards based technologies that are used to provide a uniform mechanism for 
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exchanging CIM information between Clients and WBEM Agents in an enterprise 

computing environment. The Distributed Management Task Force (DMTF) defines a set of 

WBEM Operations that allow a Client to retrieve CIM data and to request that operations 

be performed on CIM data by the WBEM Agent 

Each WBEM Operation has arguments defined that control the type and amount of 

information returned. Consult the CIM Operations over HTTP specification for information 

about their use. WBEM Operations can be grouped by the following functions: 

3.1.2.3 Instance Operations 

• GetInstance - return a CIM Instance from a Namespace 

• CreateInstance - create a new CIM Instance in a Namespace 

• ModifyInstance - modify an existing CIM Instance in a Namespace 

• DeleteInstance - delete an existing CIM Instance in a Namespace 

• EnumerateInstances - return the Instances of a CIM Class and all its subclasses in 

a target Namespace. 

• EnumerateInstanceNames - return the names of Instances of a CIM Class and all 

its subclasses in a target Namespace. 

3.1.2.4 Association Traversal 

• Associators - return the Classes that are associated to a particular CIM Class or 

return the Instances that are associated with a particular CIM Instance. 

• AssociatorNames - return the names of Classes that are associated with a 

particular CIM Class or return the names of Instances that are associated to a 

particular CIM Instance 

• References - return the Association Classes that refer to a particular CIM Class or 

return the Association Instances that refer to a particular CIM Instance 

• ReferenceNames - return the names of Association Classes that refer to a 

particular CIM Class or return the names of Association Instances that refer to a 

particular CIM Instance 

3.1.2.5 Class Operations 

• GetClass - return a CIM Class from a Namespace 

• CreateClass - create a new CIM Class in a Namespace 
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• ModifyClass - modify an existing CIM Class in a Namespace 

• DeleteClass - delete an existing CIM Class in a Namespace 

• EnumerateClasses - return the subclasses of a CIM Class a Namespace 

• EnumerateClassNames - return the names of subclasses of a CIM Class in a 

Namespace 

3.1.2.6 Query Execution 

• ExecQuery - perform a query against a Namespace. 

3.1.2.7 Extrinsic Method Invocation 

• InvokeMethod - perform the private function defined in the CIM Class 

3.1.2.8 Qualifier Declarations 

• GetQualifier- return a Qualifier declaration from a Namespace 

• SetQualifier - create or modify a Qualifier declaration in a Namespace 

• DeleteQualifier - delete an existing Qualifier declaration in a Namespace 

• EnumerateQualifiers - return all Qualifier declarations from a Namespace 

3.2 CIM-XML 

CIM-XML is the protocol that is used by SMI-S 1.1.0 to exchange CIM and WBEM 

information between a Client and a WBEM Agent. CIM-XML uses xmlCIM as the payload 

and HTTP as the transport. SMI-S 1.1.0 chose CIM-XML because it required by WBEM. 

Moreover, HTTP is a widely supported protocol that is commonly used by existing 

infrastructures and on the Internet. 

Using HTTP, SMI-S 1.1.0 can leverage the existing HTTP security mechanisms. To 

establish the connection to a WBEM Agent, a Client can use Basic or Digest 

authentication. Basic authentication sends the credential information in clear text while 

Digest authentication sends the credential information as encrypted data. SMI-S 1.1.0 also 

requires that the Client and WBEM Agent exchange the HTTP payload as encrypted data 

using the Secure Sockets Layer (SSL). 

Using HTTP, SMI-S 1.1.0 can leverage the existing HTTP mechanisms to define extension 

headers. 
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The CIM Operations over HTTP Specification v1.2 defines specific extension headers for a 

Client request and a WBEM Agent response. Different extension header are defined for 

single versus multiple (i.e., batch) operations. 

The example below shows several CIM-XML extension headers for a GetClass operation 

on the root/cimv2 namespace 

M-POST /cimom HTTP/1.0 

Content-Type: text/xml;charset=UTF-8 

Accept: text/xml, application/xml 

Man: http://www.dmtf.org/cim/mapping/http/v1.0;ns=48 

48-CIMProtocolVersion: 1.0 

48-CIMOperation: MethodCall 

48-CIMMethod: GetClass 

48-CIMObject: root%2Fcimv2 

User-Agent: Java1.2.1 

Host: edoc5-pc 

Content-length: 445 

<?xml version="1.0" encoding="UTF-8"?> 

3.3 SLP 

The SMI-S 1.1.0 requires the use of the Service Location Protocol (SLP) version 2 to allow 

Clients to discover SMI Agents on a Storage Area Network (SAN). SLP is defined by IETF 

RFC 2608. The DMTF defines the use of the SLP by a SMI Agent in the DSP0205 

Specification. [17] 

The DMTF defines a SLP Template in the DSP0206 Specification. [17] 

The SLP Template contains information about the capabilities of the SMI Agent. By 

examining the SLP Template, a Client can determine the capabilities of a SMI Agent such 

as which storage devices it supports. 

The SLP defines the following three roles: 

• Service Agent (SA) - represents the resource that advertises the capabilities of SMI 

Agents. 
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• Directory Agent (DA) - represents the resource that acts as a centralized network 

repository for SMI Agent advertisements. 

• User Agent (UA) - represents the Client that wants to discover SMI Agents and to 

determine the capabilities of a SMI Agent. 

After explaining design and architecture of SMI-S and especially v 1.1.0 which was used 

by the SMI-S provider at Compuverde, its implementation at Compuverde in detail is going 

to be discussed in the next chapter.  
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Chapter FOUR 

4 Implementation 

Since Compuverde regularly use Microsoft Windows and Microsoft have started to support 

SMI-S for storage provisioning in System Center 2012 Virtual Machine Manager 

(SCVMM), this work was done using the SCVMM 2012 and the Windows Server 2012.The 

SCVMM was released in 2012 and it works with Windows Server 2012. 

It is possible to manage SAN or direct attached storage in a vendor-independent fashion, 

and also in a system-independent fashion if there are different operating systems in the 

datacenter, using the Windows Server 2012, coupled with the new Storage Management 

API (SMAPI), which consists of Windows Management Instrumentation (WMI) interfaces 

and the PowerShell cmdlets (pronounced as ‘command-lets’). 

Since SMI-S is based on the DMTF CIM Model and Schema and it supports very complex 

environments, the SMAPI simplifies by hiding a lot of the details of the model.  

The Windows Standards-Based Storage Management Service is the optional feature for 

Windows Server, which communicates with SMI-S providers. It is not installed by default, 

so this feature needs to be added by using either the Server Manager or a PowerShell 

cmdlet.  

The full architecture of the new Storage Management infrastructure in Windows is given in 

Fig.4.1: 
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Fig 4.1: Architecture of Storage Management on Windows Server 2012 

However, the Graphical User Interface (GUI) was used for the installation part and the 

steps are given below. 

The Server Manager can be accessed by logging in to the Windows Server as an 

administrator.  The steps shown below must be performed with administrator privilege. 

The first thing that appears is the Server Manager Dashboard. The view of the dashboard 

is given in Fig 4.2 
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Fig 4.2: Server Manager Dashboard showing the features available 

The Local Server is chosen and then the 'Manage' button is clicked and 'Add Roles and 

Features' is selected. The figure 4.3 is meant to show the interface of the Menu of the 

Local Server only and doesn’t display any result. 

 

Fig 4.3: Menu of Local Server  

The Installation Wizard would appear and just a click on the 'Next' button is needed for the 

next three steps, as shown in figure 4.4 
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Fig 4.4: Installation Wizard of “Add roles and features” in Server Manager: Step 1 

For the Server Features, 'Windows Standards-Based Storage Management ' is selected 

and the installation is confirmed, as shown in figure 4.5 

 

Fig 4.5: Installation Wizard of “Add roles and features” in Server Manager: Step 2 
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After clicking on the installation button, the wizard completed its work and is closed, as 

shown in fig 4.6 

 

Fig 4.6: Installation Wizard of “Add roles and features” in Server Manager: Step 3 

Then, a virtual machine and System Center Virtual Machine Manager (SCVMM) 2012 is 

installed (not explained here). 

The next step was acquiring a SMI-S Provider and registering it. Compuverde bought 

QNAP TS- 469 Pro 4 Bay NAS server as SMI-S provider. Its updated software is 

downloaded from www.qnap.com/utility and installed on an independent Windows Server, 

because it can’t be installed on the Server, where the SCVMM is running. 

The installation steps are given below. Figure 4.7 shows the first step of the SMI-S 

provider installation. 
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Fig 4.7:  Installation Wizard of QSMI-S: Step 1 

The installation wizard would take to the user authentication. If left as blank, the entire 

local administrators using the Windows Server would be able to control the SMI-S provider 

using SCVMM. However, its use can be made limited to one user by specifying a user 

account and a password, as shown in figure 4.8 

 

Fig 4.8: Installation Wizard Step QSMI-S: Step 2 

Once the SMI-S provider is installed, a folder containing the documentation would be 

opened and a management console would be displayed.  
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Fig 4.9: Installation Wizard QSMI-S: Step 3 

After that, a NAS to be managed would be added. The management console, as shown in 

figure 4.10 would be displayed after the successful installation of the SMI-S provider. 

However, it can be opened manually by clicking on its desktop icon or in the start menu at 

Start> All Programs> QNAP> QSMIS Provider. 

 

Fig 4.10: Management Console of QSMI-S Provider  

Then 'Scan NAS' was clicked in order to make the console scan for an existing NAS 

device(s) on the network and after the scan, a NAS was added to it in the SMI-S Provider. 
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A confirmation for the connection information and credentials was asked. These 

credentials would be used for every operation from SCVMM. These steps are shown in the 

figure 4.11 

 

Fig 4.11 (a) Adding NAS after scan (b) dialogue box for credentials 

After closing the window, the added NAS would be visible in the SMI-S provider 

management console, as shown in figure 4.12 

 

Fig 4.12: SMI-S provider management console displaying the newly added NAS 

The next step is to connect the SCVMM to the QNAP SMI-S provider. 
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However, before that step, the following needs to be installed and functional as 

prerequisites: 

• Active Directory is already installed and functional 

• SCVMM 2012 Server is already installed and functional 

• SCVMM 2012 Administration Console is already installed and functional 

• Hyper-V hosts are installed and working properly 

• iSCSI initiator service is enabled and start automatically on each Hyper-V host 

• MPIO feature is installed on each Hyper-V host 

The SCVMM Console is logged in to add a storage provider.  Figure 4.13 presents a 

display of the SCVMM console. 

 

 

Fig 4.13   Selection of Storage Provider in SCVMM Console 

'Add a storage device that is managed by SMI-S provider' is selected, as shown in figure 

4.14 
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Fig 4.14: Add storage Device Wizard to SCVMM Console; Step 1 

Next, 'SMI-S CIMXML' protocol is selected to enter the QNAP SMI-S Provider server using 

the DNS name or a fixed IP address. Please refer to figure 4.15 

 

Fig 4.15: Add storage Device Wizard to SCVMM Console; Step 2 
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Then, a 'Run as Account' is selected. This account would be used to connect to the SMI-S 

provider Server; therefore it must be a local administrator account on the Windows Server 

which is hosting the QNAP SMI-S Provider. This step is shown in figure 4.16 

 

Fig 4.16: Add storage Device Wizard to SCVMM Console; Step 3 

However, for the first use, the account has to be created by clicking on 'Create Run As 

Account', as shown in the figure 4.17 

 

Fig 4.17: Add storage Device Wizard to SCVMM Console; Step 4 
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A dialogue box would appear, showing the account that has been created. The account 

that is created is selected as a 'Run As Account', which is shown in the figure 4.18 

 

Fig 4.18: Add storage Device Wizard to SCVMM Console; Step 5 

The selected/created Run As Account would be displayed. 

 

Fig 4.19: Add storage Device Wizard to SCVMM Console; Step 6 
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'Next' button is clicked to start the discovery of the QNAP SMI-S provider. This step is 

shown in the figure 4.20 

 

Fig 4.20: Add storage Device Wizard to SCVMM Console; Step 7 

 

 

A warning message would appear during the discovery process, regarding the certificate. 

The button 'Import' (figure 4.21) is clicked to allow the connection. 



Chapter 4: Implementation 

52 
 

 

Fig 4.21: Add storage Device Wizard to SCVMM Console; Step 8 

The storage added would be listed in the QNAP SMI-S Provider Manager, as shown in the 

figure 4.22 

 

Fig 4.22: Add storage Device Wizard to SCVMM Console; Step 9 

 

Another way to complete all these steps are by using the PowerShell command-let (or 

cmdlet). However, the installation part was done by using the GUI and then PowerShell 
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cmdlet was used for the subsequent steps. It can be accessed by opening the Virtual 

Machine Manager Command Shell. 

 

Fig 4.23: Opening Windows Power Shell using Windows Server 2012 

Once it is opened, the rest of the steps can follow. 

To register an SMI-S provider, the provider URI should be known .It is the machine name 

for a standalone iSCSI Target Server and credentials for a user account that is in that 

target server’s local administrators security group.  

Get-Credentials cmdlet prompts for the password at run time. Figure 4.24 shows how to 

register the SMI-S provider. 

 

Fig 4.24: Registering the SMI-S provider 

After registering the SMI-S provider, the next step is to update the storage provider, cache 

to get an inventory of all the manageable storage objects through this SMI-S provider, 

please refer to figure 4.25:  
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Fig 4.25: Updating Storage Provider Cache 

When the SMI-S provider is registered, the powershell script given in “appendix I” was run 

in order to create firewall rules, and create a certificate suitable for all purposes. 

Then, the SMI-S provider(s) can be searched, too. This command would give the lists of all 

the registered SMI-S providers, as displayed in the figure 4.26. 

 

Fig 4.26: Searching SMI-S Provider 

The storage disks can be viewed by typing 'get-storage subsystem'. However, the one 

marked with the green in the figure 4.27, is actually attached with the iSCSI Target Server. 

On the other hand, 'get-storage provider' would display the different type of storage 

providers that are registered.  
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Fig 4.27: Discovering disk health 

The registered SMI-S provider can be unregistered any time by using the command 

'Unregister-SmisProvider'. 

 

Fig 4.28: 'Unregistering SmisProvider'.
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Chapter FIVE 

5 Observations and Comments 

The ultimate goal of Compuverde was to deploy SMI-S to generate alerts in case of a disk 

failure in their storage systems, which needed a SMI-S provider that could work with the 

Windows Server 2012 and System Center Virtual Machine manager (SCVMM) 2012 and 

which had all the profiles implemented correctly, so that upon invoking the method from 

the virtual machine, the desired results could be achieved.  

Initially, Compuverde gave this project to 2 persons. I was asked to implement SMI-S 

using the Windows Server 2012 and SCVMM 2012 while my colleague was asked to 

implement the SMI-S with linux. We both tried to run the these commands : 

• ‘Register-SmisProvider’ 

• ‘Update-StorageProviderCache’ 

• ‘Search-SmisProvider’ 

• ‘get-storagesubsystem’ 

I was getting the errors at the very first command which was registering the SMI-S provider 

as the SMI-S provider was not compatible with SCVMM 2012 and the Windows Server 

2012 as SMI-S version 1.4 was needed to work with Windows Server 2012.   

My colleague, who was working with Linux was able to register the SMI-S provider but 

when he tried to query the health of the disks, he found that the provider was just yielding 

some default values without actually checking the health of the disks attached to the 

storage server. 

Later on, we were asked to find out the profiles and methods which have been embedded 

in the QNAP TS- 469 Pro SMI-S provider using the wireshark captures, which took a lot of 

efforts as we had to do it manually. However, we found out that although QNAP company 

had claimed to have implemented the version 1.1.0 in the QNAP TS- 469 Pro SMI-S 

provider, the complete profiles as defined in the CIM schema had not been implemented 

properly. 
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We requested company to buy a SMI-S provider with version 1.4 or above and with correct 

implementation of the profiles but it was not obliged due to their financial and time 

constraints. 

5.1 Constraints of the Project 

1- QNAP TS- 469 Pro SMI-S provider doesn't support SMI-S version 1.4. The SMI-S 

certificate they use is for 1.1.0. However, in order to make it work with the Windows Server 

2012 and SCVMM 2012, the minimum requirement is SMI-S v 1.4.      

Although QNAP claims that in their installation guide that their provider is compatible with 

Windows Server 2012 and SCVMM 2012, but they admitted that they are not currently 

providing a certificate for SMI-S version 1.4 or higher which was confirmed by QNAP 

during my communication with them during the thesis work. As a result, there were a lot of 

errors, and the iSCSI target Server running the provider was not visible in the SCVMM 

2012. As a proof, Fig  5.1 'Search-SmisProvider' can be seen, where the iSCSI Target 

Server (Compuverde063) was nowhere to be seen, rather the information of a bunch of 

systems running the virtual machines were displayed by the system. 

 

Fig 5.1: 'Searching SmisProvider' 
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This shortcoming became an actual headache for searching (using the ‘Search-

SmisProvider’ command),  the main iSCSI Server running the SMI-S provider meant to be 

found as a Server ,Compuverde 063   but in the screenshot it can be clearly observed that 

Compuverde 063 is not seen anywhere rather it shows the machine names which are 

running the host virtual machines. 

2- QNAP TS- 469 Pro SMI-S provider does not have a 'Health and Fault Management' 

profile, which is mandatory in order to know the health of the disks. Despite the fact that 

this profile has been described by SNIA in v1.1.0 but it was not present in QNAP SMI-S 

TS-469 Provider. 

Although Fig 4.27 in Chapter 4, has shown the health of the storage disks in the 

description of the SMI-S implementation process, but in reality, QSMI-S provider did not 

display the real storage attached to the windows server and is unable to do so.  

A lot of wireshark packets were captured while running the above mentioned commands in 

PowerShell, to know what profiles and methods were used by QNAP TS- 469 Pro SMI-S 

provider. 

 A list of supported profiles by QNAP TS-469 Pro, are given in Table 1 in appendix II at the 

end, and it can be seen that the 'Health and Fault Management' Profile is missing. This 

table had been compiled by the assistance and guidance of QNAP Systems Inc who are 

the providers of QSMI-S TS- 469 Pro. 
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Chapter Six 

6 Conclusion and Recommendations 

 After completing the thesis work at Compuverde, it has been observed that an 

updated version of SMI-S provider, having a higher SMI-S version such as version 

1.6, which is the latest one released by SNIA to date, should have been opted for 

the objective to be achieved. At least a version 1.4 or higher should have been 

bought for the use at Compuverde according to the requirements of company in 

which case it should be compatible with the Windows Server 2012 and SCVMM 

2012. 

 Even the version 1.1.0 which was under use at Compuverde , was not even utilizing 

all the profiles provided so the new version needed at the company should be with 

all the profiles available which should be a part of the package but only is claimed in 

the providers made by unknown companies and is not available.  

 The suggestion to buy a provider made by a well-known company which has 

participated in the Conformance Testing Program (CTP) of SNIA, was given to the 

company. However, financial and time constraints turned out to be the limiting 

factors to oblige this request. 

 The main objective could not be achieved as the project had finances as the major 

limiting factor.  

6.1 FURTHER STUDY 

If an updated provider is made available, a correct implementation of SMI-S can be 

achieved according to the requirements of the Compuverde. Correct implementation of the 

profiles in the SMI-S providers can be the scope of further study on the same lines. 
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Appendices 

Appendix I 

# Create a firewall rule to allow incoming traffic on port 5990 

New-NetFirewallRule -DisplayName "CIMXML Indications" -Direction Inbound ` 

 –LocalPort 5990 -Protocol TCP –Enabled True –Action Allow ` 

 -Description "CIM-XML Indications come in on HTTPS"  

  

#Generate a self-signed certificate – the Common Name must be msstrgsvc. 

$name = new-object -com "X509Enrollment.CX500DistinguishedName.1" 

$name.Encode("CN=msstrgsvc", 0) 

  

$key = new-object -com "X509Enrollment.CX509PrivateKey.1" 

$key.ProviderName = "Microsoft RSA SChannel Cryptographic Provider" 

$key.KeySpec = 1 

$key.Length = 2048 

$key.SecurityDescriptor = 
"D:PAI(A;;0xd01f01ff;;;SY)(A;;0xd01f01ff;;;BA)(A;;0x80120089;;;NS)" 

$key.MachineContext = 1 

$key.Create() 

# create a certificate that is suitable for all purposes 

$serverauthoid = new-object -com "X509Enrollment.CObjectId.1" 

$serverauthoid.InitializeFromValue("1.3.6.1.4.1.311.10.12.1") 

$ekuoids = new-object -com "X509Enrollment.CObjectIds.1" 

$ekuoids.add($serverauthoid) 

$ekuext = new-object -com "X509Enrollment.CX509ExtensionEnhancedKeyUsage.1" 

$ekuext.InitializeEncode($ekuoids) 
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# this script will create certificate that is good for 1000 days – you can make it 

# longer if you choose. After that time, the storage service will stop accepting 

# indications and may stop handling mutual auth 

$cert = new-object -com "X509Enrollment.CX509CertificateRequestCertificate.1" 

$cert.InitializeFromPrivateKey(2, $key, "") 

$cert.Subject = $name 

$cert.Issuer = $cert.Subject 

$cert.NotBefore = get-date 

$cert.NotAfter = $cert.NotBefore.AddDays(1000) 

$cert.X509Extensions.Add($ekuext) 

$cert.Encode() 

 

$enrollment = new-object -com "X509Enrollment.CX509Enrollment.1" 

$enrollment.InitializeFromRequest($cert) 

$certdata = $enrollment.CreateRequest(0) 

$enrollment.InstallResponse(6, $certdata, 0, "") 

  

# Now find the cert we just created (it will be in ‘MY’) and hold on to the thumbprint 

cd cert: 

$thumbprint=(dir -recurse | where {$_.Subject -match "CN=msstrgsvc*"} | ` 

  Select-Object -Last 1).thumbprint 

$thumbprint 

 

# clear out old certificates for this port and add our new one for all IPv4 and IPv6 

# addresses. Deletes might fail if there were no old certificates. 

# Note that I tried to use Server 2012 PowerShell cmdlets but I couldn’t exactly match 

# all the requirements with the existing ones, so some of the commands rely on netsh 

 

Set-Alias netsh c:\Windows\System32\netsh.exe 
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netsh http delete sslcert ipport=0.0.0.0:5990 

netsh http delete sslcert ipport=[::]:5990 

 

netsh http add sslcert ipport=0.0.0.0:5990 certhash=$($thumbprint) ` 

  appid="{468e21d1-a4cb-4134-8d9f-800c5ff2086f}" 

netsh http add sslcert ipport=[::]:5990 certhash=$($thumbprint) ` 

  appid="{468e21d1-a4cb-4134-8d9f-800c5ff2086f}" 

  

# Apply an ACL to the port so that NETWORK SERVICE can bind to it. 

# Delete might fail if the ACL was never applied before. 

netsh http delete urlacl url=https://*:5990/ 

netsh http add urlacl url=https://*:5990/ user="NT AUTHORITY\NETWORK SERVICE" 

 

# restart the storage service so it can bind to the port properly 

# you will need to perform Update-StorageProviderCache if level was > 0 

Restart-Service MSStrgSvc 
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Appendix II 

Table 1: Profiles and methods implemented by the QNAP TS- 469 Pro SMI-S 
 

Profile  Class Method 

Array QNAP_ComputerSystem  

Block 

Service 

QNAP_StoragePool_Concrete GetSupportedSizeRange 

QNAP_StoragePool_Primordial  

QNAP_AllocatedFromStoragePool_Concrete  

QNAP_StorageCapabilities_Concrete  

QNAP_StorageCapabilities_Primordial CreateSetting 

QNAP_StorageSetting_Concrete  

QNAP_StorageSetting_Primordial  

QNAP_StorageSetting_Volume  

QNAP_HostedStoragePool_Concrete  

QNAP_HostedStoragePool_Primordial  

QNAP_ElementCapabilities_Concrete  

QNAP_ElementCapabilities_Primordial  

QNAP_StorageSettingsAssociatedToCapabilities_C

oncrete 

 

QNAP_StorageSettingsAssociatedToCapabilities_P

rimordial 

 

QNAP_StorageVolume  

QNAP_AllocatedFromStoragePool_Volume  

QNAP_SystemDevice  

QNAP_ElementSettingData_Volume  

QNAP_StorageConfigurationService CreateOrModifyStoragePool 

DeleteStoragePool 

ReturnToStoragePool 
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CreateOrModifyElementFromS

toragePool 

QNAP_StorageConfigurationCapabilities  

QNAP_ElementCapabilities_Configuration  

QNAP_ElementCapabilities_Concrete_Configuratio

nCapabilities 

 

QNAP_HostedService  

Disk Drive 

Lite 

QNAP_DiskDrive  

QNAP_PhysicalPackage_Disk  

QNAP_SoftwareIdentity_Disk  

QNAP_StorageExtent_Disk  

QNAP_AssociatedComponentExtent_Primordial  

QNAP_ConcreteComponent_Primordial  

QNAP_ElementSoftwareIdentity_Disk  

QNAP_MediaPresent  

QNAP_Realizes_Disk  

QNAP_SystemDevice_DiskDrive  

QNAP_SystemDevice_StorageExtent_Disk  

Extent 

Compositi

on 

QNAP_AssociatedComponentExtent_Concrete  

QNAP_ConcreteComponent_Concrete  

iSCSI 

Target 

Ports 

QNAP_iSCSIProtocolEndpoint  

QNAP_iSCSIPortalGroup  

QNAP_iSCSIConnectionSettings  

QNAP_iSCSISession  

QNAP_iSCSICapabilities  

QNAP_iSCSISessionSettings  

QNAP_iSCSIProtocolController  

QNAP_iSCSINode  
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QNAP_TCPProtocolEndpoint  

QNAP_iSCSIConnection  

QNAP_iSCSISessionStatistics  

QNAP_iSCSISessionFailures  

QNAP_iSCSILoginStatistics  

QNAP_ElementCapabilities_ComputerSystem  

QNAP_HostedCollection  

QNAP_ConcreteDependency  

QNAP_MemberOfCollection  

QNAP_HostedAccessPoint_iSCSI  

QNAP_BindsTo_TCP  

QNAP_SAPAvailableForElement  

QNAP_EthernetPort  

QNAP_SystemDevice_EthernetPort  

QNAP_SystemDevice_iSCSINode  

QNAP_SystemDevice_iSCSIController  

QNAP_EndpointOfNetworkPipe_iSCSI  

QNAP_EndpointOfNetworkPipe_TCP  

QNAP_ElementSettingData_ComputerSystem  

QNAP_ElementSettingData_iSCSIProtocolEndpoint  

QNAP_ElementSettingData_TCPProtocolEndpoint  

QNAP_ElementSettingData_iSCSISessionSettings  

QNAP_ElementSettingData_iSCSINode  

QNAP_ElementStatisticalData_iSCSISessionStatisti

cs 

 

QNAP_ElementStatisticalData_iSCSISessionFailure

s 

 

QNAP_ElementStatisticalData_iSCSILoginStatistics  
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QNAP_DeviceSAPImplementation_EthernetPortiSC

SIProtocolEndpoint 

 

QNAP_IPProtocolEndpoint  

QNAP_BindsTo_TCPIP  

QNAP_HostedAccessPoint_TCP  

QNAP_HostedAccessPoint_IP  

QNAP_iSCSIConfigurationService Create iSCSIProtocolEndpoint 

Delete iSCSIProtocolEndpoint 

Bind iSCSIProtocolEndPoint 

Create iSCSINode 

Delete iSCSINode 

QNAP_HostedService_iSCSIConfigurationService  

QNAP_iSCSIConfigurationCapabilities  

QNAP_ElementCapabilities_iSCSIConfigurationServiceCapabilities 

Job 

Control 

QNAP_ConcreteJob  

QNAP_StoragePoolAssociatedToConcreteJob_Con

crete 

 

Masking 

And 

Mapping 

QNAP_ControllerConfigurationService ExposePaths 

HidePaths 

QNAP_PrivilegeManagementService AssignAccess 

RemoveAccess 

QNAP_AuthorizedPrivilege  

QNAP_StorageHardwareIDManagementService CreateStorageHardwareID 

DeleteStorageHardwareID 

QNAP_ProtocolControllerMaskingCapabilities  

QNAP_StorageClientSettingData  

QNAP_StorageHardwareID  

QNAP_SCSIProtocolController  
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QNAP_AssociatedPrivilege  

QNAP_ProtocolControllerForUnit  

QNAP_HostedService_ControllerConfigurationServi

ce 

 

QNAP_HostedService_PrivilegeManagementServic

e 

 

QNAP_HostedService_StorageHardwareIDManage

mentService 

 

QNAP_AuthorizedSubject  

QNAP_AuthorizedTarget  

QNAP_ConcreteDependency_ControllerConfigurati

onService 

 

QNAP_ConcreteDependency_PrivilegeManagemen

tService 

 

QNAP_ConcreteDependency_StorageHardwareIDManagementService 

QNAP_ElementCapabilities_ProtocolControllerMaskingCapabilities 

QNAP_ElementSettingData_ComputerSystemSettin

gData 

 

QNAP_ElementSettingData_StorageHardwareID  

QNAP_SAPAvailableForElement_SPC  

QNAP_SystemDevice_SystemSPC  

Physical 

Package 

QNAP_PhysicalPackage  

QNAP_Product  

QNAP_ProductPhysicalComponent  

QNAP_ComputerSystemPackage  

Software QNAP_SoftwareIdentity  

QNAP_InstalledSoftwareIdentity  
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