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ABSTRACT

Nowadays ships are usually equipped with an 
array of marine instruments, one of which is an 
Automatic Identification System (AIS) transpon-
der. The availability of the global AIS ship tracking 
data opened the possibility to develop maritime 
security far beyond simple collision prevention. 
The research work summarized in this thesis ex-
plores this opportunity, with the aim of developing 
an intuitive and comprehensible method for traffic 
modeling and anomaly detection in the maritime 
domain.

The novelty of the method lies in employing the 
technique of artificial potential fields for traffic 
pattern extraction. The general idea is for the po-
tentials to represent typical patterns of vessels’ 
behaviors. A conflict between potentials, which 
have been observed in the past, and the potential 
of a vessel currently in motion, indicates an ano-
maly.

The proposed potential field based method has 
been examined using a web-based anomaly de-
tection system STRAND (Seafaring TRansport 
ANomaly Detection) implemented for this study. 
Its applicability has been demonstrated in several 
publications, examining its scalability, modeling ca-
pabilities and detection performance. The expe-
rimental investigations led to identifying optimal 
detection resolution for different traffic areas 
(open sea, harbor and river), and extracting traffic 
rules, e.g., with regard to speed limits and cour-
se rules. Furthermore, the map-based display of 
modeled traffic patterns and detection cases has 
been analyzed, using several demonstrative cases. 
The massive AIS dataset collected for this study 
provides an abundance of challenges for future in-
vestigations.
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”The world you perceive is a drastically simplified model of the
real world.“

Herbert Simon, 1947.





Abstract

Nowadays ships are usually equipped with an array of marine instruments,
one of which is an Automatic Identification System (AIS) transponder.
The availability of the global AIS ship tracking data opened the possibility
to develop maritime security far beyond simple collision prevention. The
research work summarized in this thesis explores this opportunity, with
the aim of developing an intuitive and comprehensible method for traffic
modeling and anomaly detection in the maritime domain.

The novelty of the method lies in employing the technique of artificial
potential fields for traffic pattern extraction. The general idea is for the
potentials to represent typical patterns of vessels’ behaviors. A conflict
between potentials, which have been observed in the past, and the potential
of a vessel currently in motion, indicates an anomaly.

The proposed potential field based method has been examined using
a web-based anomaly detection system STRAND (Seafaring TRansport
ANomaly Detection) implemented for this study. Its applicability has been
demonstrated in several publications, examining its scalability, modeling
capabilities and detection performance. The experimental investigations
led to identifying optimal detection resolution for different traffic areas
(open sea, harbor and river), and extracting traffic rules, e.g., with regard
to speed limits and course rules. Furthermore, the map-based display of
modeled traffic patterns and detection cases has been analyzed, using several
demonstrative cases. The massive AIS dataset collected for this study
provides an abundance of challenges for future investigations.
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Preface

This compilation thesis consists of four publications, two of which are articles
submitted, peer reviewed and published in conference proceedings. The
thesis also contains a published book chapter and an article submitted
to a conference. The publications have been written together with other
colleagues from Blekinge Institute of Technology. The thesis material has
appeared in the following publications:

1. Ewa Osekowska, Stefan Axelsson, Bengt Carlsson, “Potential fields
in maritime anomaly detection”. In Proceedings of the 3rd Interna-
tional Conference on Models and Technologies for Intelligent Transport
Systems, pp. 145–154, 2013.

2. Ewa Osekowska, Stefan Axelsson, Bengt Carlsson, “Potential fields
in modeling transport over water”. Accepted for publication in the
Transport of Water versus Transport over Water.

3. Ewa Osekowska, Henric Johnson, Bengt Carlsson, “Optimization of
grid precision for potential field based maritime anomaly detection”.
Accepted for publication in the Transportation Research Procedia.

4. Ewa Osekowska, Bengt Carlsson, “Visualizing anomalies and traffic
rules in a maritime setting using potential fields”. Submitted to the
6th International Conference on Information Visualization Theory and
Applications (IVAPP).

The first publication (1) introduces the design of the method developed for
modeling vessels’ behaviors in the maritime traffic. The method is then
demonstrated using a prototype system STRAND. In this publication the
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thesis’ author is the main driver of the design, implementation and writing
stages.

In the book chapter (2), the thesis author refines the design, as well as
implementation of the method, and puts it in the perspective of traffic of and
over water. This publication also contains a broadened research background,
and a case study of a river traffic scenario. The problem addressed by
the third publication (3) is the optimization of the modeling and detection
resolution for traffic scenarios representing specific maritime area types. In
the fourth publication (4), highlighting the STRAND’s unexpected property
of discovering traffic rules, the thesis author is the main driver, contributing
the experiment tools and results, and aiding the co-author in the writing
stage.

This work was partly funded by the Knowledge Foundation and the EC
Konsult (earlier EC Gruppen), involving BTH in a joint project with the
aim of developing a solution for maritime anomaly detection.
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1
Introduction

The preservation of safety for all traveling vessels’ itineraries is the chief
concern of the coast guard, navigation officers, marine rescue services and
many other institutions. The observation of maritime traffic is enabled by
various surveillance technologies such as radar or optical cameras. Nowadays
ships are usually equipped with an array of marine instruments, one of which
is an Automatic Identification System (AIS) transponder. The AIS is an
automatic vessel tracking system used on ships and by Vessel Traffic Services
(VTS) for identifying and locating vessels by electronically exchanging data
with other nearby ships and AIS base stations.

The availability of the global AIS ship tracking data opened the possibil-
ity to develop maritime security solutions far beyond the simple collision
prevention. The author’s research at BTH focuses on detecting anomalies in
maritime traffic in a novel way. The novelty of the method lies in employing
the technique of artificial potential fields used, e.g., for designing artificial
intelligence in games.

The potential fields are based on actual physical phenomenon of a
potential field, and are described in a similar way. The general idea about
applying potential fields for maritime traffic is for the potentials to attract a
vessel on the way. A conflict of potentials that have been observed in the
past and the potential of a vessel currently in motion indicates an anomaly
in the maritime traffic.

One of the advantages of the method is the possibility to detect and sig-
nalize different gravities of safety threats (i.e., anomalies), depending on the
intensity of potentials’ conflicts. Another desired property is the possibility
of visualizing the potential fields. The map-based, visual representation of
reported anomalies in maritime traffic is more intuitive than a textual list
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1. Introduction

of reported anomalous events.

The problem present in many existing maritime anomaly detection
systems is that they inform their users about detected anomalies but do
not provide a meaningful explanation why the detections were made in the
first place. Additionally, there is a high possibility of false detections. The
frequent misdetections and deficient explanation have a negative effect on
user’s trust in the detection software. For this reason the intuitiveness and
improved user awareness, enabled by the visualization of potential fields, is
one of the aims driving the research work presented in this thesis.

The developed method has been examined in practice using a web-based
anomaly detection system STRAND (for Seafaring TRansport ANomaly
Detection). The applicability of the method was demonstrated in publica-
tions included in the later chapters of this thesis, and the massive traffic
surveillance dataset set up for this study provides an abundance of challenges
for future studies.

There are various potential benefits and practical applications of the
method, depending on the target user. From a ship navigator’s point
of view, the display of patterns of correct or normal behavior, aids the
choice of the safest and most optimal path. From traffic safeguarding
perspective, the anomaly detection based on potential fields may help quickly
and comprehensively inspecting possible traffic incidents. Finally, from
authorities’ point of view, the clear overview of traffic may help recognize
traffic regulation and legislation issues.

The issues introduced in this chapter are addressed in greater depth in
the further content of the thesis as follows. First of all a broader background
with respect to the state of the art in research and practice is laid out in
chapter 2. The approach chapter (3) specifies explicitly what constitutes the
challenge addressed by the studies described in this thesis. The last chapter
of the thesis introduction (4) presents the collective results, discusses the
conclusions drawn based on the performed investigations, and projects the
future development directions of the research work.
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2
Background

The maritime traffic domain gains a rapidly increasing analytical attention
from the research world, thanks to the development of techniques for traffic
surveillance emerging in the digital information era. Nevertheless, due to
its significance for trade and transport the maritime traffic occupied the
attention of the international practitioners since much longer ago. For this
reason, setting up the background for a research study with a real-world
maritime application requires reviewing related work published by both,
academics and practitioners.

2.1 Academic Research Background

Although the research community in this domain uses different approaches
to handle the problem of anomaly detection, there is one common objective
shared by all: to exploit information from sources within the maritime
domain with the end purpose of improving the security of people and
environment. A number of studies has been focused on this problem. For
instance, in Van Laere and Nilsson’s publication [1] anomalies are identified
through assembling expert knowledge by practitioners. Ristic et al. [2]
proposed a statistic method to extract normal behavior from raw data, in
which they demonstrated the presence of anomalous trajectories, i.e., vessel
passing through locations not belonging to the normal model. In another
publication a vectorial traffic characterization is proposed indicating that
Gaussian mixture modeling is difficult to use [3]. Therefore, the authors
propose a simplified version of the problem: traffic characterization of main
sea-lanes only. Most of the published works use AIS data, acquired through
different sources. This has inspired research into developing a unified AIS

3



2. Background

anomaly simulator. With the tool presented by Baldacci [4] it is possible to
study and simulate AIS status, kinematic and positional anomalies.

In an article by Kazemi et al. [5] a visualization tool is presented that
makes use of open maritime data to detect anomalies. A case study was also
performed and evaluated by the Swedish coast guard with real data from
the Baltic Sea. In another publication using expert systems, Riveiro and
Falkman [6] proposed applying interactive visualization techniques to enrich
their rule-based anomaly detection. Another joint work by Riveiro, Falkman
and Ziemke [7] combines a visual approach (self-organizing maps) with
non-parametric statistics (density estimation with Gaussian mixture model)
and probabilistic theory (Bayes theorem). In a publication by Perera and
Oliveira [8] machine-learning techniques, e.g., neural networks are presented.
Presentations of proprietary solutions for normalcy learning can also be
found in the maritime security literature, e.g., that by Rhodes et al. [9].

Detection of anomalous trajectories is an alternative formulation of the
traffic safety problem that Laxhammar and Falkman [10] addressed by
presenting their Inductive Conformal Anomaly Detector (ICAD), which
is a parameter-light anomaly detection algorithm. Finally, the problem
of anomaly detection in the maritime domain has also been a subject for
multi-agent systems (by Brax et al. [11, 12]), in which the system uses
a rule engine and evaluates vessels based on successive number of alerts.
Invalidated alerts (determined by an operator) are then returned to the
multi agent system for a learning step, retraining the detection engine to
improve its accuracy.

Similarly to the majority of the reviewed research works, the investigative
study described in this thesis is based on traffic records originated by the
AIS system. Analogies to the existing maritime traffic studies can also be
found in the demonstrative character of the results, in the representation
based on geographic coordinates, as well as in parts of the algorithmic design
(e.g., use of Gaussian kernel for smoothing potentials). The aim and scope
of research in this thesis also aligns with some of the existing studies, i.e.,
approaching automated modeling of traffic data for the purpose of visual
patterns display and detection of incidents.

At the background of related literature, this thesis introduces a new
method, providing a design frame for modeling and detection. Unlike in most
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2.2. Maritime Practitioners’ Background

existing studies, the approach is not fixed on a selective fixed computing
technique or algorithm design. The applied character of investigations,
motivated by the industrial character of the project, shifts the focus away
from a single niche in computer science, and towards a more complex and
comprehensive solution appealing to the needs of the practitioners.

2.2 Maritime Practitioners’ Background

Detection of anomalies in the maritime domain is a complex process. Usually
it consists of several elements including data acquisition, information fusion,
situational awareness and anomaly detection. The problem of anomaly
detection in general is not tied to the maritime domain, and is present in
many other domains. The first step common to most of them is the data
acquisition, providing the raw input material for anomaly detection. In a
perfect situation, the collected data represents both, normal and anomalous
instances, with their labels or other information depicting the ground truth.
Normal behavior models and, consequently, anomalies are then derived from
that data. Therefore the success of the steps to follow largely depends on
the data collection and the quality of that data. If the data is absent or
insufficient, the rest of the process may be compromised. The AIS monitoring
system developed in recent years was not primarily intended to deal with
anomaly detection, but rather to systematically register as much traffic
data as possible, with the focus on remote traffic oversight and situational
awareness. The problem of being flooded with data is referred to as “data
overload” [13], and it is a major motive for the development of anomaly
detection, which role is to find and highlight elements worthy of interest. As
previously mentioned, anomaly detection is a complex process, which design
should ensure providing the operators with the most suitable situational
awareness aids to support them in decision-making. The operator’s work
normally begins where the system’s works ends.

Within the problem of anomaly detection in maritime traffic two main
types of approaches emerge, one focusing on defining anomalous behavior,
the other on exceptions from the modeled normal behavior. In the former
case, the definition of anomalous behavior is often defined based on expert
knowledge, and then used as a base for defining anomaly recognition and
detection rules. In the latter case – the normal behavior is captured in
form of a model, and the deviations from it are considered anomalous. It
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2. Background

is preferable to leverage the advantages of human expertise in combination
with computing techniques, since machines are suitable of processing large
quantities of data; humans are not. However, the human reasoning capacity
is normally better to that of the machine. Therefore, the purpose of the
conducted research is to improve the performance of the operators, not to
replace them.

Over the last decade, several anomaly detection systems have been
developed, deployed and evaluated by practitioners. The following paragraph
remarks some of them.

A group of operational US Coast Guard Sector Command Centers im-
plemented the Hawkeye system—a collection of interconnected surveillance
sensors including long-range optical cameras, radar, a Geographic Informa-
tion System, a vessel identification system and a web portal for sharing
information with port partners. The SeeCoast system developed by Seib-
ert et al. [14] is built on the Hawkeye system and installed in the Joint
Harbour Operations Center in Portsmouth, Virginia. It fuses the video
data with radar detections and AIS transponder data in order to gener-
ate composite fused tracks for vessels approaching the port, as well as for
vessels already in the port. The ultimate goal of the development is to
automatically and reliably detect anomalies in the stream of maritime scene
data while decreasing reliance on operator performance. To that end, the
system comprises of a set of solutions targeting the specific character of the
domain and data, including video processing, sensor fusion, control theory,
rule- and learning-based analysis, as well as visualization techniques. The
complexity of the challenge posed by the needs of the port safeguards far
exceeds the usual, selective scientific research approaches, and requires a
variety resources including hardware, software, infrastructure, as well as
experts’ and end users’ involvement.

Another system named SCANMARIS, presented by Morel et al. [15],
creates a traffic picture that is accessed by both a rule engine and a learning
engine. The prototype is tested at the Centre Regional Operationnel de
Surveillance de Sauvetage Corsen. The LEPER system (by Christopher
Griffin [16]) was supported by the Office of Naval Research, USA, and was
tested at the Joint Interagency Task Force South (JIATF South). The
SECMAR system presented by Gehant et al. [17] and led by the Thales
Underwater Systems, targets the port security. Its prototype has been tested
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2.2. Maritime Practitioners’ Background

in the strategic harbor of Fos-sur-Mer in France. Finally, the MALEF system
[18] is a generic framework used for distributed machine learning and data
mining, in which the architecture allows agents to improve using information
from other learners in the system.

The industrially developed and deployed systems for maritime traffic
analysis need to comprehensively accommodate a usually complex set of
inputs, and provide output suitable for a human operator. Assumptions set
in real-world cases (which are a regular practice in industrial research, but
very rare in scientific approaches) is often completely different from these
defined in explorative scientific studies. The lack of actual involvement of the
industrial counterpart in the research project at hand impacted the character
of this thesis. Nevertheless, the specification of the project, partially funding
the studies, motivated the increased attention towards the practical aspects
of analyzing maritime traffic.
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3
Approach

3.1 Aim

This thesis’ aim is to investigate normal behavior patterns and anomalous
incidents in the maritime traffic, by the means of data modeling and au-
tomatized detection. Currently, methods used for anomaly detection tend
to focus on following trajectories of vessel movements, or detection rules
defined in advance. On the other hand the development of traffic modeling
methods often stops at the stage of admittedly spectacular visualizations or
statistical displays. The author’s intention is to bring these two branches
of maritime traffic research together, in order to provide a lucid display of
traffic patterns, which, at the same time, are the main anomaly detection
criterion.

3.2 Scope

The investigations described in this thesis are performed based on the
vessel tracking data recorded by the AIS, which is the main global vessel
identification system. For the purpose of demonstration and case studies, a
subset of the collected data is used, narrowing the analyzed data timeframe
to several weeks, and the area to the Baltic sea. The AIS attributes modeled
by STRAND are limited to the course, speed, time and vessel type due to
the initial limitation of the AIS data source, mitigated in later development.

3.3 Research Questions

The main question explored in this thesis is: How to model maritime traffic in
a comprehensive way, enabling pattern extraction and anomaly detection? In
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3. Approach

the process of approaching this question, several related issues emerged. First
of all, what kind of modeling technique would allow to capture the specificity
of normal behaviors in maritime traffic, at the same time providing a level
of data abstraction susceptible to visualization techniques and appropriate
for comprehensive display in a user interface. Secondly, how to perform
detection based on said model, and investigate its performance based on
unlabeled AIS data. In consequence, the loaded challenge posed by the main
research question has been divided into four research questions, one by one
conquered in this thesis:

RQ I. What constitutes a normal behavior in the maritime vessel traffic
domain?

Modeling of normal traffic patterns requires a declaration of what
is perceived as a normal behavior. The first publication included
in this study (chapter 5) describes the method used for capturing
normal behavior patterns. It is designed customarily to fit the
specific properties of the domain of maritime traffic, and its im-
plementation in the STRAND system enables the visual display
of the modeled behavior patterns, demonstrated in each of the
publications.

RQ II. How to detect vessels behaving in an anomalous way?

Similarly to a normal behavior pattern, the term of anomaly in
maritime perspective also begs for a definition. The attempts
once more vary between those attempting to define directly what
behavior is considered anomalous based on information introduced
in advance (e.g., based on expert rules or an itinerary schedule),
or as a deviation from what is considered a normal behavior. This
study follows the latter approach, based on a reference to the
normal behavior model. The anomaly is defined as a deviation
from normal behavior, which in turn is defined by the model of
normal behavior patterns. The definition of anomaly appears in
the first publication (chapter 5). The performance of the detections
is then investigated and optimized in chapters 6 and 7.
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3.3. Research Questions

RQ III. Can the proposed method adapt to different traffic scenarios?

The properties of water, making it readily sailable by man-made
vessels, at the same time are the cause of diverse basin shapes and
formations, flows and streams, influencing the organization of the
maritime traffic. On open seas, where the traffic regulation can be
less restrictive, the majority of vessel traffic tends to align itself
in long straight lines. On the other hand, in crowded bay and
harbor areas, where the traffic tends to be regulated by various
limits and rules, mostly due to the proximity to other vessels and
land, the traffic behaviors become more varied and complex. Yet
another traffic patterns may be observer in river traffic, where
vessels tend to follow lanes of road-like organization. The challenge
here is to provide a modeling and detection method, flexible enough
to accommodate and comprehensively represent traffic patterns
in different maritime location types and at different geographical
scales.

The adaptability of the method is examined using the STRAND
system in the case studies described in chapters 6 and 7, where
the modeling and detection is applied to different maritime areas
including open sea, harbor and river.

RQ IV. What are the possible applications of the modeling and detection
method?

The primary research purpose of performing the investigations
described in this thesis goes alongside the practical aims motivated
by the concern for maritime safety and security, as well as the
maritime situational awareness. The effort of creating a method,
which is both comprehensive and comprehensible, has resulted in
a traffic modeling method susceptible to pattern visualizations in
geographic map-based display. This way the detected anomalies
can be displayed in the context of the patterns, which provide the
basis for the detection itself. This in turn enables the observation of
the reasoning behind the detection, and supports making informed
navigation decisions or reactions to traffic incidents. This thesis also
describes the various potential benefits and practical applications
of the method.
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The second of the included publications (chapter 6) puts an em-
phasis on describing the possible benefits, the method can yield
in the domains of transport of and over water. The publication
in chapter 8, on the other hand, describes the capabilities of the
method resulting in the identification of underlying traffic ruler,
thus far exceeding any unintuitive black-box solution.

3.4 Research Methodology

This thesis presents an exploratory study in the field of computer science.
The research study is strictly applied to the domain of maritime traffic,
with the aim to support preservation of its safety and security. With a set
of objectives, the specific investigative tasks involve, first of all, exploring
the discrete ways of representing the traffic to be used for acquisition of
representative traffic data. Secondly, the data processing method along
with algorithmic design must be defined. Lastly, the applicable evaluation
methods must be selected to asses the properties of the developed method
applied to the target domain in a quantitative or qualitative way.

The experimental investigations in this thesis are conducted mostly in
a quantitative manner. Results of the anomaly detection are primarily
quantified, with respect to specific detection attributes, in absolute numbers
as well as in relation to the overall traffic. Numerical detection outcomes
are displayed in form of multi-plot diagrams convenient for conducting
analysis, enabling focused description and drawing research conclusions. The
modeling is not evaluated with respect to processing performance, as it does
not belong to the scope of the study, but with respect to the quality judged
by its visual display and the informative content. The qualitative element
of the investigations takes the form of a demonstrative, map-based case
analysis, exemplifying the use of the developed method to gain insight into
traffic scenarios and make informed decisions or recommendations.

The performed case studies have been set up in order to demonstrate
the method’s applicability and help address the research questions. A
case study is a form of a research procedure, in which observations of a
phenomenon are made without interfering with its occurrence. The purpose
of the observations is to study the properties of a particular situation in-
depth and gain an insight about the specific case and generalize findings
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about the observation method. The limitation in using a case study to
investigate its domain is that it represents only a particular state or part
of the domain, and as such may not be used to form conclusions about
the whole domain. This is only possible in case of performing a set of case
studies, which together fully represent all possible states or parts of the
domain. In this study, the case studies are performed to provide insights
about the method’s applicability in a selection of traffic scenarios strongly
differing in terms of geographic area type, modeling and detection resolution,
traffic intensity, and other properties. The case-based investigations yielded
results of both, quantitative and qualitative nature.

Conducting the studies required using various software tools, from which
some were implemented by the thesis author. One group of the custom
research tools was involved in the data acquisition step and included mostly
scripts downloading and parsing data to the storage mode and format usable
for modeling. The modeling and detection system was implemented with
the primary purpose of enabling the analysis and evaluation of the method.
The implementation in form of a web-based application takes the advantage
of an openly available online map embedding and customization API, and
allows easy public viewing of the developed prototype system, using a web
browsers.
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4
Execution and Outcomes of the Study

In the course of these studies the maritime domain was explored in pursue
of answers to the research questions as well as fulfillment of the research
project obligations. The activities of performing scientific investigations,
producing insights and drawing conclusions were chronologically preceded
by the practical tasks of collecting data and development of software tools.
The following sections contain the discussion of the manner, in which the
research challenges are tackled, as well as a description of the contributions
of both, scientific and practical nature.

4.1 Discussion

Modeling of normal traffic patterns requires a declaration of what is per-
ceived as a normal behavior (RQ I). Existing traffic modeling approaches
represent often opposing methodical branches, e.g., expert-knowledge based
approach and modeling by data abstraction. Both of the methods have their
advantages: a human expert is a readily available source of knowledge about
sailing and navigational practice, as well as various usual traffic patterns,
regulations and other phenomena [1, 5]. On the other hand, abstraction
from data can offer an automized way of traffic patterns extraction directly
from traffic data, with high precision, quantifiable performance and unified
output. The most obvious disadvantages of both approaches is the need for
either an expert specialized in the maritime domain, or a large amount of
representative traffic data to abstract from. Furthermore, including expert
knowledge entails introducing a likely bias, which humans are prone to
much more than machines. On the other hand, a machine, unless directly
programmed to do so, cannot investigate data in explorative, human-like
way.
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In this study, the normal behavior was modeled based on the overall
unlabeled traffic data. That approach is motivated by several factors in-
cluding reduced bias, lack of access to expert knowledge, and acquiring
good source of discretized traffic data. Having selected the data abstraction
based approach, further dilemmas include defining the way of processing the
collection of data, the normal behavior should be captured with. The scope
may be limited to investigating the behaviors of single vessels, or groups
thereof. It may focus on the vessel state at a specific point in space and
time, or attempt to follow a collection of such subsequent states. It may
be bound to the preserved geographical coordinate system, or abstract the
latitude and longitude information as well. Here only the vessel states were
considered, and no investigations into sequences of events were performed,
and the geographical data was preserved and used in visual displays.

Some of the paths through the decision tree laid out by the described
design choices are more frequently, thoroughly or consequently followed than
others. This thesis describes a study exploring one of the unfrequented
paths, along with the motivations for choices and interpretation of the basis
for normal behavior modeling.

This study represents the approach based on data abstraction, and to
that end a set specific choices and objectives follows. First of all, the data
abstraction requires data to abstract from. Therefore there is a need for a
acquisition of data describing properties of the vessels in traffic and their
behaviors. The use of AIS data, as described in section 4.3 precludes any bias
induced by the researcher, and provides the most comprehensive automatic
tracking of vessels participating in the maritime traffic to date.

Secondly, the modeling method must be designed and implemented in
manner suitable for the domain. The choice here was to divert from the overly
explored niche methods, commonly used in most of the publications based
on AIS tracking data. The modeling method was designed to abstract the
patterns of normal behavior (the potentials) from all past traffic behaviors
of all the ships registered by the AIS. The model is built based on the
reported vessel states only, and the tracks created by sequence of vessel
movements are not followed or regarded in any extent. The main variables
are the latitude and longitude, creating a semi-two-dimensional space. The
extracted patterns are discretized and represented top of a canvas of the
latitude and longitude grid, which in turn allows visual map-based displays.
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The potential field based models are built based on the past traffic records,
which then in turn serve in the detection process.

Investigations into the applicability of the method explored a set of typical
maritime traffic scenarios. Already the first attempts of generating an overall
model for the Baltic Sea region showed that there is a need for adjusting the
resolution of modeling and detection to areas with different traffic character
and intensity. In the STRAND tool, the parameter responsible for resolution
is the grid size. Depending on grid size, the model is smoother (shown to be
applicable in intensive traffic with complex patterns) or coarser (suitable for
open sea traffic). A faulty setting of the grid size parameter may result in
suboptimal detection results, i.e., larger grid size may induce an increase
of false negative detection results, and smaller grid size (higher resolution)
may lead to overfitting the data and, in consequence, many false detection
alerts. In course of the investigations a set of resolution ranges applicable to
corresponding area types were identified, as demonstrated in chapters 6 and
7.

4.2 Contributions

Other than providing the answers to the research questions, there are three
major empirical contributions of the research work involved on this study:

• The potential field based method design,

• The collection of the massive AIS dataset,

• The design and implementation of the STRAND prototype system.

The academic interests in maritime traffic domain spiked in the recent
years thanks to the development and deployment of the global AIS tracking
system, enforced by international regulations. Nevertheless, the majority of
research investigations approach the maritime traffic only as an application
in a wider study, and not the main subject of it. This is also the case in this
thesis, which author primarily represents the domain of computer science.
Still, the author’s intention was to not only explore a problem from the
world of computing, but also span a gap in the, so far only slightly explored,
maritime traffic research. To that end, the creation of a modeling method,
customarily suited for the maritime domain, expressed in a formal language,
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and implemented using techniques from the branch of computing, was set
as one of the main objectives of the study.

From the perspective of the computing sciences, the resulting potential
field based modeling method encompasses branches of statistics, machine
learning and algorithm design. While its implementation expands that pool
by including aspects of information visualization, database design and web
programming.

The STRAND system implements the designed method, and enables
investigations of its applicability and performance. It has been used in the
studies to optimize the algorithmic design and parameter settings. From the
maritime traffic perspective, the design and prototypical implementation is of
interest to the Swedish Coast Guard authorities and their industrial partners,
developing software tools for maritime traffic analysis and management.

The data collection was a necessary part of the research work that
enabled the implementation of STRAND and the further studies. As there
are no limitations stemming from the secrecy or privacy of the data source,
the data may be freely explored and shared without any restrictions.

Most of all, the studies summarized in this thesis contributed the answers
to the research questions formulated in section 3.3, as discussed in section
4.1.

4.3 Data Collection

As mentioned before, the AIS data is openly available through various
channels, but not explicitly public. Openly releasing massive quantities of
data allowing to identify, locate and observe movements of vessels could have
unforeseen ramifications. First of all, piracy is still an issue causing damages
in goods, disturbance in traffic and often even life threats, which could
be escalated as a consequence of unlimited AIS availability [19]. Less life-
threatening, but often reported are privacy issues, e.g., the ease of locating a
celebrity on an AIS tracked yacht results in many complaints about paparazzi.
There is also a variety of software tools for AIS. Most of them are simple AIS
data plotting applications either standalone or browser-based, for stationary
or mobile devices. Some accept raw AIS data stream as input, other—parsed
and reformatted AIS dump files.
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4.3.1 Data Availability

Due to the foreseeable liability of freely available AIS generated ship data,
in December 2004 the Maritime Safety Committee (MSC) agreed that the
publication on the world-wide web or elsewhere of AIS data transmitted
by ships could be detrimental to the safety and security of ships and port
facilities and was undermining the efforts of the IMO and its Member States
to enhance the safety of navigation and security in the international maritime
transport sector.

The Committee condemned the regrettable publication of AIS data trans-
mitted by ships and urged Member Governments, subject to the provisions
of their national laws, to discourage those who make AIS data available to
others for publication on the world-wide web, or elsewhere from doing so.
In addition, the Committee condemned those who irresponsibly publish AIS
data transmitted by ships, particularly if they offer services to the shipping
and port industries [20].

To date, even though there are many world-wide web pages enabling
unlimited viewing of the ships’ positions registered by the AIS, not many
raw data sources are easily available. As an example, the front page of the
MarineTraffic portal (www.marinetraffic.com) displays a Live Ships Map,
which renders a visual representation of all current ships’ positions as arrow
icons on top of a Google Maps map. Selecting on one of the ships renders a
pop-up information window containing various metadata about the clicked
vessel (e.g., IDs, name, tonnage, photography, etc.) and its movements
(e.g., course, speed, destination, etc.). Moreover, the MarineTraffic portal
enables searching for and tracking selective vessels identified by one of the
identification numbers (i.e., MMSI, IMO or call sign), or the name of the
vessel. The portal also offers various services available for a fee, some of which
enable (still very limited) access to actual AIS data. There is, nevertheless,
no access to actual unprocessed AIS data.

AIS data for research purposes is usually acquired on the basis of co-
operation (usually in form of a research project) between an academic and
industrial or governmental institution. A good example may be the maritime
traffic research performed by the researchers at the University of Skövde
together with the Saab AB [6, 7, 21, 22], providing AIS and simulated radar
data, or the University of Bergen working with AIS data supplied by the
Norwegian Coastal Administration [23]. Another way of acquiring data is
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by request to institutions in possession of an AIS data source, which due to
privacy issues and the IMO recommendation is not often practiced.

Alternatively, the AIS data can be acquired by crawling portals visualizing
maritime traffic. This can be accomplished by using traditional web-crawler
techniques. It should be noted that the web portals providing maritime
traffic data may employ various methods protecting the data transmission.
This requires the crawler to fabricate an ordinary web browsing session. Also,
in no case can it be expected that the data will represent the unmodified and
complete AIS stream. Nevertheless, with the use of parsing and crawling
tools it is possible to recover a part of the AIS, usually stripped of some
attributes.

This is how the first portion of data was acquired to create a dataset
subsequently used in the publication “Potential Fields in Maritime Anomaly
Detection” (chapter 5). The data was downloaded using a script sending
request packets in regular time intervals, and then parsed to a database
using a separate parsing script, which additionally mined related web pages
for the missing AIS attributes. This is also why the first version of the
STRAND system supports creating traffic patterns for only a subset of AIS
attributes. That limitation was later mitigated by acquiring access to a raw
AIS data source.

AIS data can also be acquired independently from any third parties, by
installing an AIS receiver. The major disadvantage of that data acquisition
approach is that the data is limited to the varying coverage of the receiving
station. On the other hand, the independently obtained AIS data stream is
sure to be genuine and uncontaminated. The tightly packed raw AIS data
must be filtered for duplicates, noise, transmission errors, etc., and decoded
to a human-readable form. The AIS format used for streaming is customized
to fit a collection of attributes with their typical ranges and a fixed precision.
For example, the course ranges (naturally) from 0 to 360 degrees, and the
precision is fixed at 0.1◦ (equivalent to 6’), which requires storage capable
of representing minimum 3600 different values. The numbers are stored
in simple unsigned binary values, therefore the course takes only 12 bits,
which is uncommon in any typical digital notation. All AIS attributes are
discretized and transmitted in this way (see table 4.1).

For the purpose of a acquiring proper AIS data source, an AIS re-
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Figure 4.1: AIS station coverage (www.aishub.net/live-map.html?rrdname=2170).

ceiver with an antenna was deployed at the author’s apartment’s balcony
in Marieberg, Karlskrona. The apartment is in the top floor of a building
situated at a hill, with the balcony facing southwards, and overlooking a part
of the Blekinge archipelago (fig. 4.1). The range of receiving coverage varies
depending on weather and the strength of transmission from vessels, but

Table 4.1: Format and discretization of attributes in AIS.
Field Field description Sample value Size [b]
MMSI Maritime Mobile Service Identity (9 decimal digits) 253412000 30
TIME AIS format – Unix timestamp (10 decimal digits) 1350247305
LONGITUDE AIS format - in 1/10000 minute (degrees*600000) 3065454 28
LATITUDE AIS format - in 1/10000 minute (degrees*600000) 31713717 27
COG Course Over Ground – AIS format in 1/10 degrees 2229 12

(i.e., degrees*10) COG=3600 means “not available”
SOG Speed Over Ground – AIS format in 1/10 knots 0 10

(i.e., knots*10) SOG=1024 means “not available”
HEADING heading of the vessel at the time of the last message 333 9

in degrees Heading=511 means “not available”
PAC (AIS format only) - Position Accuracy (low or high) - 1
ROT (AIS format only) - Rate of Turn - 8
NAVSTAT Navigational Status 0 4
IMO IMO ship identification number 9586784 30
NAME vessel’s name (max 20 characters) LUCIA M 120
CALLSIGN vessel’s callsign (max 7 characters) LXLB 42
TYPE vessel’s type (numbers 0 - 99) 37 8
DEVICE positioning device type (numbers 0 - 8) - 4
A Dimension to Bow (meters) 22 9
B Dimension to Stern (meters) 17 9
C Dimension to Port (meters) 3 6
D Dimension to Starboard (meters) 3 6
DRAUGHT AIS format - in 1/10 meters (i.e., draught*10) 20 8
DEST vessel’s destination (max 20 characters) WIERINGW 120
ETA estimated time of arrival – AIS format 1596 20

(4b for month, 5b for day, 5b for hour, 6b for minute)
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usually exceeds 50km. With that range, the AIS receiver usually captures
between 20 and 40 vessels (fig. 4.2).

Figure 4.2: AIS coverage statistics (www.aishub.net/aisgraph.html?rrdname=2170).

4.3.2 AIS Hub

The raw AIS streamed directly from a receiver is not used in the STRAND
system, but only serves to gain access to a larger AIS source—the AIS
Hub (www.aishub.net). The AIS Hub is a data sharing and vessel tracking
center that fuses data streams from many AIS receivers and grants access
to the global AIS data to all its contributors. The hub’s main goal is to
become a raw NMEA AIS data sharing centre and a valuable data source
for enthusiasts and professionals interested in development of AIS related
software. The only requirement for receiving data from all available sources
in real time is to share own feed with the other AIS Hub members. Thanks
to that policy (and the goodwill of the hub founders), no other requirements
or limitations are put on the data.

As it is a source based solely on voluntary contributions, its coverage
may vary, and is limited to the sum of all current online contributors’ feeds
(http://www.aishub.net/aiscoverage.html). The coverage along the northern
coasts of Europe is good, but not complete. The unlimited access to the
data entails a tradeoff in the coverage. The situation is reversed, e.g., in case
of the MarineTraffic vessel tracking (www.marinetraffic.com), which offers
excellent coverage, but grants its contributors only limited access to the
data. Additionally to the limitations, the use of data processed by a third
party may induce a bias unwelcome especially in research studies. Therefore
the AIS Hub was chosen as the preferred primary data source.
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4.3.3 Storage

For the purpose of this study the data continuously downloaded from the
AIS Hub is first stored in a unaltered form to timestamped and compressed
files in an XML format, and then parsed into a database. The database used
in the early studies was normalized to the third normal form (3NF) [24], and
consisted of three tables containing vessels, waypoints (AIS reports from
the way) and itineraries. At that stage, the use of the SQLite database was
sufficient. The subsequent acquisition of a major, and constantly growing,
amount of data thanks to the AIS Hub access, required a switch to a more
powerful and scalable database.

Currently the parsed data is stored in a PostgreSQL database, and
exceeds the size of 100GB. The raw files downloaded from the AIS Hub
are still preserved in their original, compressed form. The database is
denormalized to a single table, in which each row directly maps to the
content of a single AIS message.

4.4 Method Design and Implementation

Defining the potential field based method, as it is described in the first
publication (chapter 5) was preceded by a number of undocumented investi-

Figure 4.3: Two-dimensional AIS data histogram of the southern Baltic Sea.

gation attempts, background studies and data exploration procedures. Early
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attempts of collating the AIS data resulted in simple visual displays of two-
dimensional scatterplots, which, when appropriately formatted, resembled a
map of the sea. An example of this kind of display is visible in figure 4.3.

The two-dimensional histogram was in fact implemented as a scatter-
plot, with geographical length and width as horizontal and vertical axes
respectively. In order to render a coherent image, the histogram nodes were
given a square shape and their value was expressed using a color scale with
legend visible to the right. The values visible in the image ranged from 1
waypoint (dark blue) to a 1000 waypoints (dark red), and nodes where no
waypoint was reported are left empty. Even though the figure contains no
map to refer to, the coarse histogram grid nodes form a clear image outlining
the southern Baltic Sea, with the coastline of the Blekinge Archipelago to
the north-west and long and mostly straight the Polish coast to the south.
Even the Oland island to the east of the Swedish coast is visible as a thin
white stripe. It is possible to distinguish a characteristic line of yellow to
red color following a diagonal direction, and intensifying to the south-west.
That characteristically aligned group of the histogram spikes results from
the high count of waypoints registered along the sea highway, frequented by
vessels sailing between the ports of the Baltic Sea (Sweden, Russia, Finland,
Estonia, etc.), and the World. This highway intensifies especially in the
narrow area between the Swedish coast and the Bornholm island (visible as
white hole—a group of missing histogram nodes).

Figure 4.4: 2-D coordinate-based his-
togram for speed 7–14 knots.

Figure 4.5: 2-D coordinate-based his-
togram for course NE.

This type of traffic representation was used to learn about the information
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the AIS data carried, in order to identify possible approaches to modeling.
Individual AIS parameters, rendered analogously to the overall traffic display,
resulted in first interesting findings and isolation of first traffic patterns.
Figures 4.4 and 4.5 present two-dimensional histograms of AIS data filtered
based on a speed (fig. 4.4) and course range (fig. 4.5). The interesting
observation drawn from the figure to the left is that the higher histogram
values, visible as colors from green to red, focus along the Baltic maritime
highway, but cannot be observer in proximity to land; while in the overall
traffic display (fig. 4.3), the highest values could also be observed in ports.
It seems to be uncommon for vessels to develop speed exceeding 7 knots in
river, port and harbor areas.

The figure to the right (fig. 4.5) depicts traffic only following course NE.
Here the interesting observation is that one of the Baltic maritime highway
lanes is missing, which suggests the presence of a road-like organization of
the maritime traffic.

This type of traffic representation originated the first element of the
potential field based method. The basic idea behind applying potential fields
to AIS traffic records lies in treating each AIS message as a set of charges
representing the current state and behavior of the vessel. In that way, each
AIS report transmitted by a sailing ship generated a charge dropped at
a currently occupied geographical location. The charges from all ships in
traffic, gathered over time create a collection of geographically distributed
charges. The first pillar of the potential field based method defines the
manner, in which the charges are accumulated (fig. 4.6).

Figure 4.6: Local charge.

In the first implementation of the STRAND system, the charges were
unweighted, and the accumulation was represented by simple addition.
The observations resulting from the investigations described in the first
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publication (chapter 5) motivated weighting of the charges based on the
speed of the vessel.

Given such a definition of the charge accumulation, the continuous
character of the streamed AIS data would result in an unlimited buildup of
charges. Most of the approaches to analyzing data from continuous domain
use a basic policy of data expiration, such as a sliding time window. Here,

Figure 4.7: Field decay.

the second pillar of the potential field based method defines in what way
the charges decay over time (fig. 4.7).

At this stage, the data abstraction still resembles the histogram-like
representation. In order to compensate for possible traffic pattern overfitting

Figure 4.8: Potential distribution.

and noise in data, the potential generated by the charges is smoothened
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among the closest grid nodes, using a smoothing mask defined by the third
pillar of the method (fig. 4.8). In the current implementation of the STRAND
system, the smoothing computations use a Gaussian kernel to distribute the
potential around the source charge.

4.5 Conclusion

This thesis describes investigations of computing techniques applied to
maritime traffic, with the goal to enable pattern extraction and anomaly
detection. The author approached the problem of maritime traffic modeling
by designing a new method encompassing various theoretical constructs and
technical solutions.

The four publications included in this thesis are aligned towards the
goal of addressing the research questions. First the problem of maritime
data modeling is opened, then the studies explore it in a series of empirical
investigations to eventually present the findings.

The first publication introduces the potential field based method, which
uses the history of all kinds of maritime traffic behaviors to define which types
of behaviors are most common, and therefore can be used to define a pattern
of normal behavior. The method is heavily relying on the assumption that
the vast majority of traffic events occurs in a normal way, and the anomalous
behaviors or traffic incidents occur very infrequently. Given that assumption,
the normal behaviors are defined as all behaviors commonly occurring in
the maritime traffic (as recorded by the AIS), and behaviors very similar to
them—conforming to the potential fields model (RQ I). Consequently, an
anomaly is defined as a behavior that is uncommon in the maritime traffic
and does not fit the definition of normal behavior (RQ II).

Based on the designed method, a system named STRAND is implemented.
The first publication proposes a set of equations, which give the basis of
modeling algorithms applied to the AIS data in STRAND. The method and
its implementation is amended in the two subsequent publications to with
respect to charge accumulation weighted dependent on vessel speed and the
modeling resolution in different area types (RQ III).

An important advantage of the potential field based approach is that
it does not introduce any bias, which is often a big issue when modeling
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based, e.g., on expert knowledge. The modeling algorithm is initiated
without any knowledge introduced in advance, or any prior assumptions,
and proceeds to create a collection of traffic patterns based solely on the AIS
data representing a history of maritime traffic events. The STRAND system
in turn collects the charges represented by the AIS waypoints, produces a
smoothened potential field arising from the map of charges, and lets the
resulting potential decay over time. The resulting set of potentials, paired
with a fixed threshold, defines what traffic behaviors are considered normal.

The visual display of the map of potentials is in many cases so compre-
hensive and intuitive that the maritime area is recognizable even without
providing a geographical map for a reference. STRAND displays the traffic
patterns and detections on top of a geographical map, enabling an even more
swift comprehension and awareness of the maritime situation. Moreover, the
grid size optimization studies demonstrated that the method can be scaled
to different types, regulation and intensity of maritime traffic, by adjusting
resolution of modeling and detection (RQ III).

The model as well as its implementation have the capability to aid the
efforts at preserving maritime traffic safety and security, and have been
met with an interest of practitioners in that domain. Displays of traffic
patterns can provide information about the common navigation practices
and rules useful in planning itineraries or piloting a vessel. When thoroughly
examined, tested and optimized, the method and its implementation could
be used as an object of a user study, and deployed as a real-life application,
either addressing a specific user group characteristics and requirements, or
as a generic maritime information system, supporting the maritime domain
awareness in a broader sense (RQ IV).

4.6 Future Work

The empirical investigations based on the STRAND system demonstrated
the applicability of the potential field based method. Still, many research
challenges remain to be addressed in future work. A major challenge is
to conduct a valid quantitative study analyzing the detection performance
of the method and its implementation. In the face of the lack of labeled
AIS or radar data sets, and maritime anomaly detection benchmarks, an
interesting performance study could be based on a combination of real AIS
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traffic data and information about incidents (i.e., incident reports supplied
by the Swedish Coast Guards), which can be treated as labeled anomalies.

Another challenge is to define and publish a first proper labeled data set
with maritime traffic anomalies, to enable reliable comparative performance
studies. The possibilities also extend beyond modeling AIS only traffic
tracking data. One of the strongly considered steps is including expert
knowledge in the detection stage, where the potential-based traffic patterns
can be adjusted by a human operator to forbid or allow a certain type of
behavior.

Another possibility contemplated for future work is employing informa-
tion fusion in the data acquisition and ship behavior modeling stages. A
major challenge, possibly multiplying the required resources, is incorporating
weather and sea-state data to further increase the comprehensiveness of the
traffic model. The mature atmospheric science of meteorology could offer
valuable insights on environmental conditions of the traffic. Additionally,
the weather forecasting and prognoses of regularly occurring phenomena
may highly increase the ability of predicting traffic incidents.
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5
Potential Fields in Maritime Anomaly

Detection
Ewa Osekowska, Stefan Axelsson, Bengt Carlsson

Abstract

This paper presents a novel approach for pattern extraction and
anomaly detection in maritime vessel traffic, based on the theory
of potential fields. Potential fields are used to represent and model
normal, i.e. correct, behaviour in maritime transportation, observed
in historical vessel tracks. The recorded paths of each maritime vessel
generate potentials based on metrics such as geographical location,
course, velocity, and type of vessel, resulting in a potential-based model
of maritime traffic patterns.

A prototype system STRAND, developed for this study, computes
and displays distinctive traffic patterns as potential fields on a ge-
ographic representation of the sea. The system builds a model of
normal behaviour, by collating and smoothing historical vessel tracks.
The resulting visual presentation exposes distinct patterns of normal
behaviour inherent in the recorded maritime traffic data. Based on
the created model of normality, the system can then perform anomaly
detection on current real-world maritime traffic data. Anomalies are
detected as conflicts between vessel’s potential in live data, and the
local history-based potential field. The resulting detection performance
is tested on AIS maritime tracking data from the Baltic region, and
varies depending on the type of potential.

The potential field based approach contributes to maritime situa-
tional awareness and enables automatic detection. The results show
that anomalous behaviours in maritime traffic can be detected using
this method, with varying performance, necessitating further study.
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5.1 Introduction and Motivation

Maritime traffic safety is of vital importance. According to the UN [1], over
80 percent of the world trade traverses the seas by ship. Entities such as
the Coast Guard continuously watch and safeguard the vessel traffic. Their
work is aided by various surveillance technologies. Vessel maneuvers are
primarily observed using marine radar. Today ships are usually equipped
with more advanced navigational aids, such as an Automatic Identification
System (AIS) transponder. AIS is a surveillance system used on ships
and by vessel traffic services to identify and locate vessels by electronically
exchanging data with other nearby ships and fixed receiving stations. It
integrates a positioning device (GPS), a gyrocompass, a speed meter and
a rate of turn indicator to measure geographic location, course, heading,
speed and rate of turn. Together with draught and static information (ID,
name, size etc.) these measurements are packed in a standardized digital
report and broadcast via VHF. The AIS communication range is further
extended using satellites in low earth orbit for improved data exchange [2].
The development of a globally available vessel tracking system opens the
possibility of advancing maritime security far beyond simple local collision
prevention. However, the few recent maritime detection solutions are still far
from perfect [3]. The existing tools are prone to false detections. Additionally,
many maritime anomaly detection systems inform their users about detected
anomalies but do not provide a meaningful explanation of why the detections
were reported in the first place. The frequent misdetections and deficient
explanations have a negative effect on users’ trust in the detection system,
further compromising its purpose.

This study introduces a novel method for data modelling and anomaly
detection in maritime traffic. The novelty lies in employing the concept
of potential field for data abstraction and representation. One of the aims
is to improve understandability and maritime situational awareness, by
visualizing the potential fields using modern rendering techniques. This
would provide the maritime operators with a form of automated incident
warning and analytical help in identifying traffic situations that merit further
investigation. The impetus for this study is that the content, quality and
availability of the maritime traffic surveillance records have been drastically
improved by the introduction of the international AIS standard in 2007. AIS
transmission can be openly received and is standardised with regard to data
content and format of messages. The use of AIS is currently mandated by
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an international maritime convention, however the quality of data cannot
be fully relied upon. The precision of position and movement related data
in AIS is limited by the quality of other integrated onboard sensors, such as
GPS receivers or a compass. Moreover, some other static or voyage-related
data, such as vessel name, size, destination port or ETA, are provided by the
crew, thus making AIS prone to human errors, neglect and fraud. In practice,
a large part of received AIS data is unusable due to misspellings, failure
to update information and the like. For these reasons the AIS attributes
considered unreliable are excluded from this investigation. This study limits
the use of AIS attributes to the following set: longitude, latitude, speed,
course, vessel type and timestamp.

5.2 Related Work

Two main types of approaches to maritime anomaly detection emerge: one
focusing on defining anomalous behaviour explicitly, the other on inferring
anomalous behaviour indirectly as an exception from the modelled normal
behaviour. Anomalous behaviour is often defined based on expert knowledge.
This approach led to a number of studies identifying and listing anomalies
[4]. The collection of expert knowledge is conducted in various ways, such as
expert surveys and workshops, practitioners brainstorming sessions [4], or
open maritime information extraction [5]. The resulting collection of expert
knowledge is then used to define which vessel behaviours are considered
anomalous. The definitions of known anomalous behaviours are then used
as a base for anomaly recognition rules and detection.

This study may be counted among a number of approaches opposite
to expert systems, in that they reverse the process of detection. These
studies advocate that anomalous behaviour should not be defined directly,
but implicitly — as a deviation from normal behaviour. Consequently,
these approaches focus on the construction of a model of maritime traffic,
representing all normal traffic behaviours. Tools used for defining normal
behaviour stem from various scientific domains. Ristic et al. [6] applied
statistics to extract normal behaviour patterns from raw “messy” data. They
define and model normal behaviour as motion inside areas implied by an
extracted pattern, with normal speeds bound to them. The resulting “motion
anomaly detection applied to AIS data” detected instances of anomalous
trajectories (i.e. vessel passing through locations not belonging to the normal
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model) and velocity. Riveiro and Falkman [3] proposed applying visualization
techniques to enrich their rule-based anomaly detection and promote user
interaction. Another joint work of Riveiro, Falkman and Ziemke [7] combines
a visual approach (self-organizing maps) with non-parametric statistics
(density estimation by Gaussian mixture modelling) and probabilistic theory
(Bayes theorem).

The need for automatic pattern extraction and detection has also been
addressed by applying various machine learning techniques, e.g. neural
networks [8], Similarity based Nearest Neighbour [9], or proprietary solutions
for normalcy learning [10].

5.3 Method

The intention of this study is to develop a maritime data modelling method
that enables extracting traffic patterns and detecting anomalies in a clear,
understandable and informative way. Applying a potential field based
method was inspired by game AI research, where it is used to create realistic
bot movements. The potential fields used here to model maritime traffic are
analogous to actual physical phenomenon of potential fields, e.g. electrostatic
or gravitational [11], and are described in a similar manner. The general idea
in applying potential fields for maritime traffic is for the observed movement
of each vessel to assign charges along its track. A collection of charges
distributed over an area generates a potential field, which is locally weaker
or stronger depending on the density and strength of surrounding charges.

The three main concepts derived from the physical potential fields are
the charge accumulation, the decay of potential fields, and the distribution
of potential around a charge.

5.3.1 Local Charge

The accumulation of charges is directly affected by the traffic surveillance
data. Each vessel tracked by AIS is characterized by a collection of n
numerical and textual properties. Those properties include vessel’s static
parameters, (e.g., name, flag, type), as well as the current state of its dynamic
behaviour (e.g., speed, course, location), and are either inherently nominal
or discretized to a nominal scale. A single vessel carries a set of charges of
equal strength, representing its state and behaviour on these scales. For
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each AIS report, the set of charges c that a vessel carries is assigned to a
location characterized by geographical position coordinates. Mathematically
this can be expressed by a vector clatk,lonl with n components:

clatk,lonl =
〈
c1
latk,lonl

, c2
latk,lonl

, ..., cnlatk,lonl

〉
, (5.1)

where c1
latk,lonl

to cnlatk,lonl are the component charges reflecting reported
vessel properties: type, course, etc.; and latk, lonl are the geographical
latitude and longitude coordinates at point (k, l).

The total charge at a location is calculated as the sum of all local charges.
In electrostatics the greater an electric charge is, the stronger the electric
potential field that surrounds it. Analogically, the more vessels visits are
reported at a location, the higher potential builds up in and around it. Hence
the aggregate charge Clatk,lonl accumulated at a location (k, l), over a time
period τ would be computed as:

Clatk,lonl =
τ∑
t=0

clatk,lonl (5.2)

5.3.2 Field Decay

This equation assumes no loss of charge. In continuous data collection over
time that would allow charge to accumulate with no upper bound. This is
undesirable, as it would undermine the ability to compare and follow trends
of the maritime traffic behaviours over time. For example, once established
real-world traffic patterns may get abandoned in time. It is desirable for the
potential fields that model maritime traffic, to evolve over time to reflect
such pattern changes. The addition of a field decay effect accomplishes this.

Researchers representing different approaches often address the problem
of real time continuity by applying constructs such as a sliding time frame or
a data window [6, 12]. Potential field theory offers an alternative construct
of potential decay. Adding a decay factor allows the charge at a location to
be represented by a function of time:

Clatk,lonl(t) =
τ∑
t=0

d(t)clatk,lonl (5.3)

where d(t) is a non-increasing decay function with limit at zero. The function
d(t) describes the decrease of a local charge over time.
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5.3.3 Field Distribution

Each local charge gives rise to a local potential. The potential field formed
by a single charge clatk,lonl is most intensive in the location of the charge
(k, l), and dissipates with increasing radius r. The dissipation of a physical
potential field is represented by an equation specific to the type of field. Here
it is defined as a decreasing function f(r) of the distance r from the source
charge. The distance r between points (k, l) and (x, y) is the Euclidean
distance

√
(latk − lati)2 + (a(lonl − lonj))2, where a is the longitude coeffi-

cient with value in the range (0,1) compensating the disproportion between
real geographical distances per unit of longitude versus latitude.

A global potential field is instantiated by geographically distributed
local charges. The intensity of the field varies depending on the geographic
location and is determined by the strength of the surrounding local charges
affected by their decay, and the distance to them. Areas where a potential
is very strong represent an emergent traffic pattern and describe a model
of normal behaviour. Areas where a potential is very weak or non-existent
signalize a lack of discernible normal traffic patterns.

An anomaly is here defined as a deviation from normal behaviour, thus
an observed vessel behaviour that does not conform to the normal model
described by the potential fields, is considered anomalous. This is made
feasible by the fact that the vast majority of maritime traffic occurs normally,
i.e. in wide understanding not abnormal, and can be described by such a
model of normal behaviour. Based on this assumption, the presence of
potential represents normal behaviour, and its absence — an anomaly.

One of the advantages of the proposed method is the ability to detect and
signalize different severity of perceived threats (i.e. anomalies), depending on
the intensity of the discrepancy with the potential fields. In this study the
anomaly levels are determined using minimal potential thresholds. Another
benefit is the possibility of visualizing the potential fields for enabling prompt
perception and comprehension of what exactly the violation of the normal
models entails.

5.4 Potential Fields Applied

For the purpose of this study, a maritime traffic modelling and detection
system named STRAND (Seafaring TRansport ANomaly Detection) was
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prototyped. It implements the proposed method of potential fields applied
to maritime surveillance data.

5.4.1 Discretization

In AIS-based maritime surveillance, the continuous parameters are time,
space, speed, course and other related. For the potential field to generalise
knowledge of normal behaviour (and for computational efficiency reasons)
the continuous parameters need to be binned. This section describes how
the variables are discretized.

The time is represented by a POSIX timestamp, which limits the precision
to 1s. Each AIS message contains such a timestamp, however the global load
of AIS messages is updated once every 90s, making 90s the basic the time unit
for detection. Latitude and longitude precision in AIS transmission (0.0001’)
translates to ca. 18.5cm in the real world. Meanwhile, the declared maximal
precision of navigation devices in vast majority of AIS transponders is 10m
[13]. For data modelling and detection this precision is adjusted to represent
an approximately square grid with tile size 10m. Course and speed over
ground are stored without alterations with a precision of 0.1◦ and 0.1 knot
respectively. For maritime traffic modelling and detection, however, they
are binned into ranges. Course is divided into 8 equal intervals: N, NE, E,
SE, S, SW, W, and NW. Speed ranges are not equal in size, and correspond
to the speed classes common in maritime circles, from Static (0–1 knot) to
Probably flying (exceeding 60 knots). The precision of course and speed is
reduced to a nominal scale for twofold reasons: to build an understandable
parameter selection in the user interface, and to define the speed and course
value granularity for data modelling and detection sensitivity.

The other attributes are the nominal vessel type (Passenger, Cargo,
Tanker, etc.) and the time of day. The time of day divides 24 hours into
four equal time bins: Morning (6–12), Afternoon (12–18), Evening (18–24),
and Night (0–6).

5.4.2 System Implementation

The prototype system implements the three aspects of the proposed method.
Live AIS tracking data is gathered over time in order to collect a representa-
tive traffic history required for building a normal model. The first element of
the method concerning the local charge is implemented as the sum over the
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iterated traffic history. A single iteration handles one stored AIS position
report consisting of the attributes: latitude, longitude, course, speed, vessel
type and timestamp. The report contributes to the cumulative charge of
the nearest grid node represented by the discretized latitude and longitude
pair. The complete grid of local charges is stored once for every 24 hours.

The field decay is implemented as an exponential decrease of the charge.
The prototype builds a normal model based on a real world AIS data set
spanning 20 days. The aggregated charge is divided by a constant in each
iteration over the days of the traffic history, making the decay function d(t)
from equation 5.3 an exponential function of time. For testing purposes a
daily charge decay rate of 10% was used. In large or continuous data sets
there is a need for a termination condition, excluding most decayed charges
from the normal model.

Field distribution was implemented using the two-dimensional Gaussian
smoothing equation [11]. The local potential value is evaluated as:

Platk,lonl(t) =
∑
i

∑
j

1
2πσ2 e

−
(latk−lati)

2+(lonl−lonj)2

2σ2 . (5.4)

The standard deviation is set to one grid side length, i.e. approximately 10m.
The radius of the smoothing around location (k, l) is defined by the latitude
and longitude limits.

An observed consequence of using AIS position reports as charges is an
imbalance between the amount of charge generated by vessels traveling with
different speeds. The need for compensating this issue in the modelling
and detection phase was addressed by introducing a charge multiplier. All
components of a single charge set, representing one AIS message, are multi-
plied by the square root of the vessel speed, thus moderately weakening the
charges dropped by very slow vessels and increasing the charge for faster
ships.

A Web-based prototype system was built for this study. It was imple-
mented using the Django Python Web framework. Figure 5.1 presents a view
of the system interface with an example of map-based display of a potential
field and detection. Small black arrows represent vessels conforming to the
normal behaviour patterns. The anomalously behaving vessels are marked
by larger red arrows.

The STRAND user interface includes a map with overlays (from Google
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Figure 5.1: STRAND user interface with area, time frame and potential type
selection.

Maps API v3), a set of controls and a page navigation panel. The controls
include menus for setting the coordinate limits, potential metric (speed,
course, vessel type, day time) and range of the metric value, as well as the
optional time frame.

5.5 STRAND System Case Based Demonstration

In the detection process, the examined position reports are crosschecked
with all potential field values for the corresponding position grid coordinates.
The current version of STRAND detects anomalous incidents associated
with faulty position, time of day, speed, course and type of the vessel. An
example of a detection situation is presented in Figures 5.2, 5.3 and 5.4.

In an observation of traffic nearby the Swedish Blekinge coast most vessel
behaviours are considered normal (small black arrows). A red arrow icon
visible on the right side of all images marks an anomaly. This situation is
illustrated in the figures 5.2, 5.3 and 5.4, with relevant potential fields for
courses S, SW and NE respectively. The potential intensity is represented
by heat maps overlaying the geographical map, i.e. the colour palette from
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green to red represents increasing potential values. In the observed situation,
the anomalous vessel is moving southwards in an area where southward
traffic is unusual (Fig. 5.2) and dominant traffic course is northeast (Fig.
5.4). The southward traffic patterns (Fig. 5.2) are located further to the
west and to the east from the vessel’s position, but absent at the current
position. In figure 5.3 the observed southwestern traffic pattern is weak, but
present at vessel’s location.

Based on such observations, it is possible to notice and understand the
nature of the anomaly and, furthermore, to formulate a recommendation
how to correct the anomalous behaviour. In this case one would recommend
correcting the course to SW to conform to the local SW traffic pattern (Fig.
5.3), or, if the southern course is strongly desired, correcting position and
route to follow one of the southern traffic patterns (Fig. 5.2).

The detection itself is performed only based on the potential fields directly
corresponding to the vessel behaviour. In the observed case the comparison
of vessel course to the southward traffic pattern raised the alarm. The NE
and SW traffic patterns were used to enhance comprehension and situational
awareness, however they did not participate in the computation that led to
that particular detection.

5.6 Discussion

The presented tool demonstrates modelling and visualizations of attributes:
course, speed, daytime and vessel type, using three concepts; the charge
aggregation, the distribution of potential field around its source, and the
field decay. Implementation of the method brings to light the benefits

Figure 5.2: Course S. Figure 5.3: Course SW. Figure 5.4: Course NE.
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of using a normal model in contrast to expert based anomaly recognition
rules. The normal model is built based on actual maritime traffic avoiding
possible human bias and limits of knowledge or comprehension of behaviours
occurring in maritime traffic.

By the implementation of the STRAND prototype a number of issues
were raised and described but not exhaustively addressed. The system
demonstrates the applicability of the method using a set of prototypical
parameters and algorithms, which are not intended as the ultimate solution.
The numerical parameters that require tuning are e.g., the grid size, and
the detection thresholds for speed, course, vessel type and time of day.
Algorithmic issues include the total charge calculation, the potential field
dissipation and decay equations, and the speed compensation.

The grid size tuning is especially challenging since for one it represents
a non-flat area — an ideal grid would adjust the longitude to always fit
the same Euclidean distance. Secondly, the grid is uniform, the node size
for open sea and harbour-like areas is the same. The precision of AIS data
gives the possibility to vary the density of geographical grid. This allows
for fine-tuning a grid size starting from figuratively the size of the ship to
thousands of meters. A vessel with a speed of ten knots will travel almost
500 meters within 90 seconds, i.e. the possible discretization of involved
values is far too precise to be handled by the prototype tool. Therefore a
balance where each stored vessel position should correlate to a unique grid
position without being too spread out over the grid net is desirable. In
practice this can be achieved by introducing different local grid precisions,
i.e. sizes of nodes in the potential field, depending on the local maritime
situation (e.g. small grid size in harbours, larger on the open sea). In the
current STRAND tool this is not implemented.

5.7 Conclusion and Future Work

The STRAND prototype system demonstrates the applicability of the pro-
posed method. The three aspects of potential field theory: charge accu-
mulation, potential decay and dissipation, enable the modelling of vessel
traffic. The resulting normal model facilitates customizable visualization and
anomaly detection. An advantage of the method is the ability of creating a
normal traffic model based on the traffic history, without a need for expert
knowledge. The geographical map-based grid is filled by a potential field
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derived from the observed traffic. Anomalies are identified as a lack of
normal behaviour — local absence of potential.

The outline implementation structure provided by the method opens
space for algorithmic and computational optimization. Field decay and
dissipation functions used in this study, exemplified and enabled the demon-
stration of the devised method, but also raised questions for future study.
Another open issue is the visual anomaly reporting as well as normal model
representation. Here choices need to be made concerning the manner of
displaying extracted patterns and traffic information in the user interface.
The discretization of AIS attributes and its impact on detection performance
should also be studied further.
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6
Potential fields in modeling transport over

water
Ewa Osekowska, Stefan Axelsson, Bengt Carlsson

Abstract

For ages now, sailing open waters has been aided by various naviga-
tion tools. Yet, without an explicit road-like regulation, following the
proper sailing routes and practices is still a challenge mostly addressed
using seamen’s know-how and experience. This chapter focuses on
the problem of modeling ship movements over water with the aim to
extract and represent this kind of knowledge.
The purpose of the developed modeling method, inspired by the theory
of potential fields, is to capture the process of navigation and piloting
through the observation of ship behaviors in transport over water. The
models of typical ship movements are then used to provide insights
into traffic properties (maritime situational awareness), and to warn
about potentially dangerous traffic behaviors (anomaly detection).
A traffic modeling and anomaly detection prototype system STRAND
implements the potential field based method for a set of AIS data.
Aside the demonstration of modeling and visualization capabilities, a
case study is taken out. The study focuses on quantifying the detec-
tions for varying geographical resolution of the detection. As a result,
the detection resolution can be fine-tuned for the specific conditions of
transport, in this case—a river area. The modeled potential fields also
extract behavior patterns, such as right-hand sailing rule and speed
limits, without any prior assumptions or information. The displayed
patterns of correct (normal) behavior aid the choice of optimal sailing
paths.
The eventual AIS-based patterns are the result of all traffic-shaping
factors, and as such they include not only the effects of itinerary plan-
ning and navigational skills, but also environmental factors, such as
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the transport of water and weather conditions. Therefore, the fusion of
AIS with the hydrological and meteorological information is considered
for future work, possibly providing more comprehensive insight into
the circumstances of traffic events, enhancing the pattern recognition
and improving performance of the anomaly detection.

6.1 Introduction

Flowing and static bodies of water are vital for shipping—the movement
of goods and passengers—and as a source of food. Less critical, but still
not insubstantial, is the recreational value (swimming, diving, boating, etc.)
of seas, lakes and rivers. Thus ensuring maritime security and safety is an
important concern for any nation, especially with coastal borders.

In order to safeguard the water, authorities such as the coast guard
monitor the waters for signs of activity that could threaten these values. The
variety of threats includes smuggling, piracy, accidents (collisions, sinking)
and oil spills (accidental or intentional).

Nowadays, ships usually navigate using tools such as GPS, charts and
radar in combination with ordinary piloting skills. In narrow waterways,
such as a river or an estuary, piloting becomes more important. The seamen
need skills in estimating the changing current and topography, which depend
on different water conditions such as the state of the tide, water level
management, or rainfall. The route the ship follows is dependent on both
the flow of the water and the piloting skills of the navigator (and any assistant
tugs etc.). The contribution of piloting to navigation is difficult to observe
and study, as it depends on cognitive skills distributed among the individual
crew members [1].

Since 2002 more and more ships are equipped with AIS (Automatic Iden-
tification System) navigational equipment that sends and receives position
data and other relevant parameters such as course, speed, daytime, type
of ship, etc., to give ships and other interested parties a real time view of
the shipping in an area [2]. Currently, the use of onboard AIS transceivers
on international waters is enforced by the International Convention for the
Safety of Life at Sea (SOLAS), and the measurement precision as well as
the receiving coverage is constantly increasing. By recording AIS data it
is possible to observe precise ship movements even in a narrow waterway
and, hence, to get an indirect view of the process of piloting. This enables
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studying and modeling the actual effect that movement of water has on
movement over water, and with sufficient feedback, also the reverse process.

This study uses a method based on potential fields applied to ship
movement tracking data (AIS), gathered over a period of time. The potential
fields are meant to represent the traffic, its specific properties and intensity in
a discretized form, susceptible to visualization. Other existing path plotting
solutions are capable of displaying the exact past paths of ships or providing
a general statistic overview of the traffic. This study takes a step further in
order to accommodate various vessel behavior properties (position, course,
speed, daytime), as well as generalize over the data to provide an abstract
traffic model.

To that end, all AIS ship tracking data are represented by abstract charge
units. Each ship position reported by AIS generates a single charge (dropped
by a ship) with values describing the ship’s behavior at the reported longitude
and latitude. The collection of all charges distributed over a geographical
grid give rise to a potential field, which, when visualized, resembles an
approximate plot of all the commonly traveled waterways [2]. Unlike a
plot, the potential fields has no linear representation, but a smoothened,
heat-map-like representation, where stronger potentials are more desirable
and locations with absence of potential should be avoided. Here, due to
the limitations of the grayscale printing, potential fields are represented by
shades of gray: from nearly white (weakest) to nearly black (strongest). In
the original implementation, the colors are analogous to the actual heat map
displays: from green being the least intensive traffic, through yellow, to red
being the most intensive traffic. Contrary to a chart, which warns for rocks,
reefs and shorelines, the extracted pattern shows preferred positions and
routes, where deviations are shown as anomalies.

An additional benefit of the method is the decay effect allowing constant
model retraining. Namely, over time the accumulated charges are affected
by a decay factor, which weakens them the older they become. It allows for
the unfrequented and closed waterways to expire, and be removed from the
normal traffic model, thus keeping the model up to date. New and more
frequented waterways are easier to establish, as the newly deposited charges
are the strongest.

To investigate the applicability of modeling AIS traffic records using
potential fields, we present an anomaly detection prototype system called
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STRAND (Seafaring TRansportation ANomaly Detection), which imple-
ments the traffic modeling for the collected AIS data. The system func-
tionality is demonstrated here in a complex water system scenario (narrow
navigation space, heavy traffic, complicated route).

The following section of this chapter presents the domain background
and related research (section 6.2). The in-depth description of the method
design can be found in section 6.3. It is followed by a case study in section
6.4 and analysis in section 6.5. The next section (6.6) encompasses the
inspection of study outcomes along with a transdisciplinary discussion into
the unified framework and reflections about related open topics. The chapter
is ended by concluding remarks and projection of possible future work in
section 6.7.

6.2 Background

In general, to aid the kind of monitoring performed in the scope of this study,
many sources of data collection could be used, e.g., shore based radar, AIS,
visual observations from, e.g., Coast Guard Cutters or civilian traffic. The
data is augmented with data from databases, e.g., detailing ownership of
ships, their particular properties, photographs and description, or weather
forecasts. However, as previously mentioned, the focus is on the AIS system
as a source of input, as AIS data are open, freely available and provide a
variety of essential information about current vessels’ state.

A problem here is the sheer amount of data that has to be processed. In
other security domains (such as computer and network security, monitoring
of nuclear material, etc.) traffic and behavior modeling as well as anomaly
detection (the automatic detection of deviations from normal behavior)
has proven useful in handling comparable amounts of data and providing
operators with indications of wrongdoing [3]. Such solutions comprise of
advanced, self-learning modeling and anomaly detection systems that, given a
mass of historical data, pick out patterns of normal (and abnormal) behavior,
and apply this knowledge to the situation at hand. The systems continually
appraise the situation and alert the operators about incidents that merit
further investigation.

Data modeling and knowledge discovery systems are typically built on
some form of machine learning. Machine learning is the study of algorithms
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that learn in some sense [4]. That is, these algorithms are not programmed
in the normal sense of the word. Instead the algorithm is presented with a
set of input data and builds a model of the input data domain. This model
can then be used, for instance, to classify new input data (in case of anomaly
detection typically into two classes: anomalous or normal) and predict how
a modeled system will behave in the future. Subsequently, the operator
can extract information about the model to gain insight into the modeled
domain.

The evaluation of a modeling method’s quality and performance is often
a challenge. The correctness of a model is frequently shown or demonstrated
by various non-numerical visualizations and displays [5–9]. Nevertheless, the
ultimate way of assessing or comparing performance of a data modeling
method requires a quantitative approach. In this case the applicability of
the developed method is quantified by applying the acquired potential field
based models to perform anomaly detection. In this study, the process of
anomaly detection simply examines whether the currently observed ships
are behaving in a way that conforms to the normal model. The definition of
an anomaly in this study aligns with that of Chandola, Banerjee and Kumar
[10]. Anomaly detection (or outlier detection) is the identification of items,
events or observations, which do not conform to an expected pattern or
common behavior in a dataset. Where the terms anomaly (used here) and
outlier are sometimes used interchangeably. Therefore, there is no specific
definition of an anomaly and its properties, other that not fitting the normal
model (i.e., model describing all possible behaviors considered normal).

Returning to machine learning, on a technical level there are two paradigms
that are suitable for the purpose of developing this type of self-learning mod-
eling and anomaly detection systems: unsupervised and supervised learning
[11]. Which type is used, is typically based on the sort of input data one has
access to. If the historical data (the input) is labeled with correct classifica-
tions or predictions (the output), it is possible to apply supervised learning
algorithms to generalize from data with known classifications. If, on the
other hand, the historical data does not include any associated predictions
or classifications, there is a need to use unsupervised learning techniques
instead e.g., clustering [11]. Consequently, the unsupervised approach is to
learn from observations of input data without quantifiable evaluation of the
output accuracy. Thus, for a classification problem, an unsupervised learning
algorithm automatically partitions the data into groups, while a supervised
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learning algorithm instead generalizes from data, which has already been
partitioned into groups. In actual cases the distinction between these two
approaches is not necessarily as clear. In particular, in the AIS case inves-
tigated here, while the amount of data that can be classified as normal is
large, there are no known (labeled) incidents occurring in the observed time
frame. As a consequence, there is an overwhelming majority of benign over
malicious event examples, i.e., examples of dangerous or unwanted behavior.
Therefore, the approach in this investigation (as is often the case in anomaly
detection) is somewhere in between supervised and unsupervised learning,
with the classifier learning normal behavior from given examples, but having
no well formed idea about unwanted behavior as such.

This work uses artificial potential fields as the machine learning algorithm.
Potential fields were first developed in the AI community as a navigation
and decision making mechanism, mainly for the development of game AI.
The idea behind potential fields, used in that respect is, analogously to,
e.g., electrostatic potential, to assign an attractive potential to a desirable
position and repelling potential to undesirable positions [12]. This enables,
e.g., a simulated unit in a computer game to find optimal positions and
paths, by hill climbing in the resulting potential field.

In this work, that technique is used in the reversed manner, by using the
idea of artificial potential fields as a learning algorithm, instead of using it
for movement generation. The ship movements are used to create charges
that ultimately define potential fields representing the patterns of normal
behaviors, but also commonly occurring unwanted behaviors (e.g., sailing
too near a coast line). By selecting the strength of the potentials and the
functions that define how this potential decays with time and dissipates with
the distance from the source, the performance of the navigation algorithm
can be optimized. To our best knowledge this approach to machine learning,
with the potential field defining what the system learns, is novel.

Regardless of the machine learning approach used, a common problem
with anomaly detection systems is that they tend to overwhelm the operator
with false alarms, i.e., alerts that are not connected to any notable mali-
cious situation [10]. Majority of the commonly applied machine learning
algorithms is designed with the main objective of generating the most ac-
curate classification models, where accuracy is defined as the ratio of true
classifications (both positive and negative) to all classifications. Accuracy is
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indeed an important factor to consider, when determining the suitability of
an anomaly detection system. However, the fact that one system is proven to
be more accurate than other systems does not necessarily imply that it raises
fewer false alarms. In fact, it might very well do the opposite. Furthermore,
even if there are techniques to address the false alarm problem at its root,
for many real-world problems, it is still not possible to completely eradicate
the existence of false positives.

Consequently, there is a need for complementary techniques to handle
the remaining false alarms in a suitable way. Self-learning systems are often
opaque, i.e., not transparent in their structure or not intuitive to use. Thus it
is difficult, not to say impossible, for the operator to develop a feel for exactly
what the system has learned, and hence, to evaluate the correctness of the
system. Does it, for instance, have enough background data pertaining to the
situation at hand, to make an informed decision, or is it drawing far reaching
conclusions based on a too limited data set? In order to overcome this issue,
and to address the remaining false positives, information visualization is
applied to the problem of bridging the gap between the operator and the
system [13].

Information visualization in the form of the heat-mapped [14] presentation
of the potential fields, which make up the learned behavioral model, is used
to put the operator in the loop. This way the instances of overfitting (where
the detector has drawn too specific lessons from the available data), under
training (where the detector instead draws too far reaching conclusions from
the little data that is available) can be detected. The latter type of model
fitting error often manifests itself in traditional systems as a detector that
delivers its results with perfect assuredness, but is in fact wrong. Making the
detector more transparent to the operator so that these and other situations
can be detected and fixed is a major part of this research. Heat mapping is
simply the visual representation of the field strength by color, where, e.g.,
the weaker (less desirable) field strengths are light gray to white and more
intensive (and desirable) ones are dark shades to black. We demonstrate
and discuss the actual use of visual pattern representation in the STRAND
prototype in more detail in the sections to follow.
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6.3 Potential Fields

The idea in using potential fields in maritime traffic modeling is to charac-
terize a collection of an illegible mass of traffic data as an abstract structure
that can be easily and intuitively perceived. The concepts of a magnetic
field surrounding a magnet, an electrostatic field surrounding an electric
charge or a gravitational field surrounding a celestial body, are common
knowledge, and, as common, omnipresent phenomena observed every day,
can greatly contribute to comprehension if used as an analogy.

Conceptually, each AIS trace (ship movement trace) assigns a charge
to a specific location passed by a ship. A collection of charges distributed
over an area generates a potential field. The strength of the local field also
depends on the surrounding charges (i.e., their density and strength). The
three main concepts, introduced by the potential field based method, are:

• the total strength of a local charge,

• the decay of potential fields, and

• the distribution of a potential field around its charged source [13].

Each vessel tracked by AIS is characterized by a collection of n numerical
and textual properties. Those properties include the vessel’s static param-
eters, (e.g., name, flag, type), as well as the current state of its dynamic
behavior (e.g., speed, course, location), and are either inherently nominal or
discretized to a nominal scale. A single vessel carries a set of charges of equal
strength, representing its state and behavior projected onto these coordinates.
For each AIS report, the set of charges c that a vessel carries is assigned to a
location characterized by geographical position coordinates. Mathematically
this can be expressed by a vector clatk,lonk with n components:

clatk,lonk = 〈c1
latk,lonk

, c2
latk,lonk

, . . . , cnlatk,lonk〉, (6.1)

where c1
latk,lonk

to cnlatk,lonk are the component charges reflecting reported
vessel properties: speed, course, etc.; and latk, lonk are the geographical
latitude and longitude coordinates at point k. A vessel traveling in the
evening hours (e.g., 21:20) with a northerly course (with a maximal deviation
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Charge Course Speed [knot] Daytime [h]
N NE . . . NW 0–1 1–7 . . . >60 6–12 12–18 18–0 0–6

clatk,lonk = 〈 1 , 0 , . . . 0 , 0 , 1 , . . . 0 , 0 , 0 , 1 , 0 〉

of ± 22◦30’) at a speed of 4 knots could for instance drop charges expressed
by the following vector clatk,lonk at the passed location k:

The total charge C at a location is calculated as the sum of all local
charges c. In electrostatics the greater an electric charge is, the stronger the
electric potential field that surrounds it. Analogously, the more vessel visits
are reported at a location, the higher potential builds up in and around it.
Hence the aggregate charge Clatk,lonk accumulated at a location k, over a
time period τ is computed as:

Clatk,lonk =
τ∑
t=0

clatk,lonk (6.2)

The potential field formed by a single charge is most intensive at the
location of the charge, and attenuates with (radial) distance. Areas, where
a potential is very strong, represent a traffic pattern and belong to the
model of the normal behavior. Areas, where a potential is very weak or
nonexistent, signal absence of normal behavior—an anomaly. In this study,
the anomaly levels are determined using minimal potential thresholds. The
total potential at location k is the superposed potential generated by all
surrounding charges in location i, decreased by the distance between these
locations. Here the potential distribution P is described by two-dimensional
Gaussian smoothing, using Euclidean distance for measuring the radial
distance between two points:

Platk,lonk(t) =
∑
i

1
2πσ2 e

− (latk−lati)
2+(lonk−loni)

2

2σ2 , (6.3)

where σ is the standard deviation of the Gaussian distribution. This use of
two-dimensional smoothing draws an analogy to the smoothing of gravita-
tional sensor readings [15].

These equations assume no loss of charge over time. Continuous data
collection, defined in that manner, would allow charges to accumulate without
an upper bound. This is undesirable, as it would undermine the ability to
compare and follow changing trends of the maritime traffic behaviors over
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time. E.g., once established real-world traffic patterns may be abandoned
as time passes. Therefore, it is desirable for the potential fields that model
maritime traffic, to evolve over time to reflect such changes in patterns.

Researchers presenting different approaches often address the problem of
real time continuity by applying constructs such as a sliding time frame or a
data window [16, 17]. Potential field theory offers an alternative construct of
potential decay. Adding a decay factor enables the continuous updating and
retraining of the model, by representing charge at a location as a function
of time:

Clatk,lonk(t) =
τ∑
t=0

d(t)clatk,lonk , (6.4)

where d(t) is a non-increasing decay function with limit at zero, describing
the decrease of a local charge over time.

6.4 Case Study Setup

Fig. 6.1 demonstrates the general idea of a normal model of vessel behaviors
in traffic over water. The map-based representation displays a section of the
Polish northern coast and the Gdansk Bay. The overlay, ranging (here grey
scale) in shades from almost white to almost black, represents the potential
field. In this case, the field expresses all vessel traffic without a specific
parameter (such as a course, speed range or certain daytime). It becomes
instantly apparent where the ports and harbors, as well as where all the
regularly traveled waterways are. Nevertheless, most of the map remains
without a visible potential overlay. It does not mean that these waters are
closed or restricted, but only that transport in those areas is very infrequent
or non-existent.

On the other hand, fig. 6.2 displays a specific traffic sub-pattern. It is a
potential field representing all traffic with course reported as N (northerly).
The potential field is visibly sparser and only intensifies in specific areas.
There is a clearly visible, regularly traveled, waterway between the port of
Gdynia and Jastarnia within the Puck Bay. Both major ports in the region:
Gdynia and Gdansk also generate visible amounts of traffic with a northerly
course. A portion of the traffic on route from the Gdansk and Puck Bays
also needs to pass close by the Hel Peninsula, therefore a local northerly
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Figure 6.1: Potential field representing an
overall view of the traffic in the Gdansk
Bay.

Figure 6.2: A sub-pattern of traffic for
course N, and examples of detections (po-
tential violations).

traffic potential field can also be observed in near proximity to the eastern
end of the peninsula. The further away from the ports, the more pale and
scattered the northerly potential field becomes, which indicates that this
course is not frequently followed. This figure also demonstrates an example
of detection. The captured anomalies, represented by larger gray arrows,
picture ships violating the displayed northerly potential field. Two of them
are observed in Zalew Wislany, where no prior vessel traffic has been seen
whatsoever. Whereas the two other detections visible towards the north
of the bay, appear to be following a vaguely visible, but not well defined
northerly potential, which is too weak to recognize their behavior as being
normal. In the example from fig. 6.2, the observed detection indications are
supported by a display of the violated potential field, which provides instant
insight into the situation, allowing to further minimize the incident reaction
time.

6.4.1 Grid Size vs. Display Resolution and Detection Sensitivity

The collected AIS system records consist of packages of current data from
each active vessel, downloaded every 90s. Each AIS report contains numeric
and textual properties including vessel’s static parameters (identification
number, call sign and name) as well as current state of its dynamic behavior
(time of day, speed, course, location). The tracking data updates are limited
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to one every 90 seconds, which means that every time a snapshot of the state
of maritime traffic is acquired, it takes another 90 seconds to acquire the next
one. The potential field based method, expressed by the STRAND system,
requires the setting of different parameters including the grid resolution,
the optimization of which is essential for efficient pattern extraction and
accurate detection.

The grid resolution in particular is a parameter defining the maximal
geographic precision of the model. The linear domain of geographic latitude
and longitude is discretized for the computations. In effect the map is
represented in form of a grid. All AIS reports recorded within one grid point
contribute to the charge of that grid node, therefore the grid size (or density)
defines firstly, how dense or sparse the grid will appear when visualized,
and secondly, what the maximal sensitivity of the anomaly detection is in
terms of physical distance. A smaller size (or denser) grid results in more
detailed visualization and higher detection sensitivity. A larger (sparser)
grid provides a smoother visualization but lowers the sensitivity of the
anomaly detection. Logically, the larger grid sizes are more applicable in
locations where the charges (AIS ship position reports) are expected to be
more distant from one another. That occurs when ships travel at higher
speeds and through less strictly defined paths, which is mostly the case on
the open sea. On the other hand, in constrained conditions, where vessels
follow the same paths and need to either remain static or strictly limit their
speed, it is logical to expect to receive many AIS reports from very close
locations. In the latter situation, where traffic incidents occur in narrower
spaces and smaller distances, an increased density of the grid (smaller grid
size), implying increased visualization resolution and detection sensitivity,
would be more applicable.

River systems, basin areas and water canal networks are characterized by
narrow passages and often heavy traffic due to the limited space available for
vessels traversing them. Depending on the time of day and specific location,
this means more or less limited speed and narrow room for maneuver for the
involved vessels. The experiment performed in this study focuses on such an
area, and compares it with less restricted harbor setting. Traffic recorded
over the same time period (20 days) from these two areas is modeled using
the STRAND system. The selected harbor area includes the two major
Polish ports of Gdynia and Gdansk, in the Gdansk bay and the bay of Puck,
along with a stretch of the coast and a fragment of the Hel peninsula (see
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fig. 6.1 and 6.2). The approximate coordinates are 54.3◦N to 54.7◦N, and
18.4◦E to 18.9◦E. The river area studied in the experiment is the Piast
Canal connecting the Oder Lagoon with the Baltic Sea. It allows the eastern
part of the natural Swina River to be bypassed, providing a more convenient
north-south connection for large ships between the Baltic Sea and Stettin.
The canal is approximately 12 km long and ten meters deep. In particular the
investigation focuses on a narrow stretch of coast near the estuary limited by
the approximate coordinates: 53.89◦N to 53.93◦N, and 14.24◦E to 14.29◦E
(see fig. 6.3 and 6.4). During a period of 20 days worth of data 2263 MMSI
(Maritime Mobile Service Identity) numbers, identifying one individual vessel
each, were registered in the southern Baltic area containing both of the areas
investigated in the case study. At the time point selected for demonstrating
and analyzing the anomaly detection, in total 654 vessels were present in
the southern Baltic basin, from which 120 were within the Gdansk Bay area,
and 36—in the river area.

The investigation involved modeling traffic and performing anomaly
detection in both of those waterways with grid sizes changing from 10m to
2000m. The results acquired for all types of anomalies (i.e., course anomaly,
speed, daytime and waypoint—the general anomaly type) were then stored
as the ratio of the detection count to the total number of all examined
vessels. With a grid size ranging from 10m to 100m, the experiment was
performed for each 10m, in the range 100m–1000m—for each 100m, and
additionally for 1500m and 2000m.

Generally speaking, the number of suspected waypoint anomalies de-
creases when the grid size is enlarged. The disadvantage is that a bigger
grid size may also cause failures to recognize real anomalies. Consequently,
there is a need to find a reasonable ratio, minimizing the amount of false
anomalies without overlooking any actual incidents, in order to balance the
trade-off between benefits and disadvantages of more general and more spe-
cific parameter settings. A locally optimal grid size (specific for a particular
traffic case), would minimize the general type of anomalies (i.e., violations
of traffic patterns for all types of potential fields), and present locally stable
ratio between specific attribute detections (course, speed and daytime). If
the optimum for specific detection rates correlates with a low count of the
general (waypoint) detection type, a possible optimal grid size candidate is
found.

59



6. Potential fields in modeling transport over water

Intuitively, an area of open sea should have a sparser grid than a harbor
or river area grid. On the open sea traffic is typically faster, i.e., vessels pass
longer distances between sending each two AIS reports; and it is sparser,
with ships more distant from each other. Therefore, for a group of grid units
to meaningfully represent a traffic pattern on the open sea, the grid ought
to be relatively larger. For the case of the open sea the acceptable grid
sizes range from 300 meters to 1000 meters for course and speed, where the
anomaly detection count stabilizes. The anomaly rate of waypoint detections
is steadily decreasing until 2000 meters [13]. A comparison with the harbor
and river traffic cases accentuates the influence of grid size and its relation
to the traffic type.

One property common to the traffic scenarios with close proximity
between vessels and land or other obstacles, is the limited speed. A vessel
moving with the speed of 2 to 5 knots, which is usual for narrow and heavily
traveled passages in inland waters, will change its position by approximately
90 to 230 meters during 90 seconds. Therefore, coarse grids, suitable for the
open sea, are probably suboptimal in these areas.

6.5 Analysis of Obtained Results

The applicability of the potential field based method is demonstrated in
practice by the STRAND system. The Piast Canal and the Gdansk bay
areas, chosen for the case study, are constrained by factors such as the
proximity of land, water flow (rate and direction) and maritime navigation
rules. The visualizations of the patterns extracted using STRAND enable the
observation of distinctive behaviors and learning about particular properties
of the traffic.

6.5.1 Potential Fields as Traffic Patterns for Courses SW and
NE

Figures 6.3 and 6.4 show patterns specific to the SW and NE courses, where
the shades going from white, through grays to black, (in the original version,
colors: green through yellow to red) represents gradually increasing traffic. In
figure 6.3 the traffic following a south-westerly course seems mostly regulated:
it intensifies mostly at the north-western bank of the river, while very sparse
on the other side of the river. Still, it does get less regulated to the south,
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Figure 6.3: Traffic pattern for course SW.

where ships seem to get closer to the opposite riverbank either to dock or
“cut the turn”. On the other hand, the north-easterly traffic in figure 6.4
seems to keep to the right bank in the south, but gets somewhat diffused
towards the mouth of the river. The distribution of the potential also allows
the observation of a probable reason for that NE traffic diffusing. A point at
the western riverbank in the middle of both figures appears to be a frequent
destination for tracked vessels, some of which seem to display a disregard
for traffic rules when departing in north-easterly direction. That behavior
occurred often enough to build up a relatively strong traffic pattern, and
if repeated—it would be concerned normal, from a course-specific point of
view. If speed, daytime and type of ship are evaluated, new anomalies may
be discovered.
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Figure 6.4: Traffic pattern for course NE.

6.5.2 River and Harbor Case Comparison

The plots in figures 6.5 and 6.6 represent the numbers of detections of types:
waypoint, course, speed and daytime. The total is the sum of all anomalies,
(i.e., positive detections) regardless of type. Course and speed are stored
with precision 0.1◦ and 0.1 knot respectively, but for practical reasons are
grouped by range. Course is divided into 8 equal 45-degree intervals: N, NE,
E, SE, S, SW, W, and NW. Speed ranges correspond to a speed division
levels common for maritime traffic (in knots): Static (0–1), Very slow (1–7),
Slow (7–14), Medium (14–22), Fast (22–30), Very fast (30–45), Ultra fast
(45–60), and Beyond 60.

The course, speed and daytime are detections made based on an obser-
vation of a time of day, course or speed, with which the ship travels, and
which is unusual for the ship’s present location. It is important to note that
these detections may overlap, e.g., a ship may travel with anomalous course
and time of day, but at a speed that is normal for its current location. The
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Figure 6.5: Positive detections percentage in the harbor area as a function of grid
size.

waypoint detection signalizes the most severely anomalous behavior, and is
triggered when a vessel is observed in an area, in which no prior visit of any
other vessel was ever observed. As a consequence this type of anomaly also
indicates anomalous speed, course and daytime, increasing the detection
count.

For the harbor area there is a range between 60 meters and 200 meters
where an increased number of course and speed anomalies are found. At
the same time the number of waypoint anomalies decreases and flattens out
after 200 meters grid size. Also the total percentage of anomalies is quite
high in this range, up to 25 percent.

For the river area the active grid size is even smaller. Starting at 30
meters and until 100 meters there is an optimum for course anomalies.
Waypoint, speed and daytime stabilizes at a low anomaly level (below 3
percent) at a 100 meters grid size, making the total anomalies appear slightly
below 3 percent of all observations.
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Figure 6.6: Detections percentage in the river area as a function of grid size.

6.5.3 Analysis of the Speed and Course Range Binning

Added experimental data sets for course and speed are produced by perform-
ing detection on data with altered speed and course. One of the data sets is
computed for the real course (say NE) altered as if the ship was traveling
with a course slightly more to the left (the altered course is N). In the second
data set, the course is altered to the next bin right (e.g., S to SW). In the
case of speed the next lower and next higher speeds are tested.

The diagram in figure 6.7 plots the results of detections performed on
the traffic tracking data with the real speed and course, and with their
altered (increased and decreased) values. It is immediately apparent that
the amount of detections for the true observed speed and course is lower
than for their altered values. The plotted results for altered courses are
larger than for the real course. The observed distance between the real
course plot and the altered courses shows that there are significantly fewer
positive detections for the true 45◦ interval of vessels’ courses, i.e., if the
observed vessels were sailing a course set more to the left or to the right,
approximately 3 times more of them would be marked as anomalous. This
finding suggests that the course scale binning succeeds in differentiating

64



6.6. Open Issues and Interdisciplinary Discussion

0	  

10	  

20	  

30	  

40	  

50	  

60	  

10	   100	   1000	  

An
om

al
ie
s	  [
%
]	  

Grid	  size	  [m]	  

Course	  
Le0	  
Right	  
Speed	  
Low	  
High	  

Figure 6.7: Course and speed binning comparison for the harbor area.

the correct and faulty vessel courses. The lower speed is consistently only
slightly greater than the true speed, while the higher speed plot shows much
higher initial values and a substantial decrease after.

The patterns for the different parameters are similar, in figure 6.7 and
6.8, with high speed at the top and low speed at the bottom (but still above
the general speed parameter). Left and right directions are above the general
course parameter, with a left turn causing more anomalies compared to a
right turn.

6.6 Open Issues and Interdisciplinary Discussion

Unlike the land, where for the sake of the transport roads need to be built,
water is readily available for the transport over even the longest distances.
The nearly omnipresent navigable waters do, however, require adjustments
in key areas. Usually the changes made to waterways are focused where
the most desirable itinerary destinations are, be it trade centers, naval
bases, shipyards or leisure centers. The modifications include deepening
the riverbed, or less frequently the seabed, to accommodate the draughts
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Figure 6.8: Course and speed binning comparison for the river area.

of all vessels sailing to that particular destination. Natural river systems
may also require widening, to allow passage for broad vessels, traffic in both
directions, or for multiple vessels to pass each other.

6.6.1 Transport over Water Versus Transport of Water

The mutual codependency of maritime vessel traffic and the shape of wa-
terways is where this investigation offers insights into the interplay of the
transport of and over water. Since the models of traffic, output by the
STRAND system, capture the patterns of actual vessel movements over
time, they also include factors influencing the ships’ behaviors. One of the
major factors impacting ships’ position, course, speed, etc., is the movement
of water.

In most cases, the transport of water influencing vessel traffic is precondi-
tioned by natural phenomena, such as deepening or shallowing of waterways
during ebbs and flows respectively. In this case the changing water levels
influence the maximal safe draught of a vessel entering the affected waters.
In case of currents, or flowing bodies of water, the speed and course may
be affected. I.e., ships sailing against the current or flow will move at a
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slower speed over ground (SOG) than ships sailing along and benefitting
from the current. Ships sailing across or obliquely to a current may need to
adjust their heading, to maintain the course over ground (COG) leading to
the desired destination, therefore currents and flows may also affect ship’s
heading and/or COG.

Some of the movements of water, impacting the vessel traffic, are in-
fluenced or completely controlled by human water managers. Such man
control over the transport of water usually involves waterway alterations
intended to enable or improve the conditions of traffic over water. Some of
the examples of ways, in which water managers affect flows of water, include
river and canal systems, river or lake sluices, and even complete artificial
lakes and water reservoirs. The visualizations of traffic patterns can on one
hand deliver insights into the impact of man-controlled transport of water
on transport over water. On the other hand, the STRAND system may
provide valuable indications on where and what kind of man-made waterway
improvements may be required or beneficial for improving the conditions of
traffic over water. In both cases, the potential filed based traffic modeling
may provide valuable feedback, aiding the regulation and maintenance of
existing waterways or the creation of new ones.

A larger scale of interference with the natural distribution of waterways
is creating new ones, where they previously did not exist. Waterways of this
kind are usually built in the most crucial transit locations, not necessarily
being destinations on their own. Best known and most impressive examples
include the Panama Canal linking the Pacific and Atlantic Oceans, the
Suez Canal cutting the distance between Europe and the Far East, and the
Welland Canal linking Lake Ontario with Lake Erie (and the St. Lawrence
Seaway), avoiding the Niagara Falls by lifting vessels over the height of
nearly 100 meters. All this to expand the navigable waterways and connect
basins for the purpose of water transport.

Such large-scale changes may induce direct alterations as well as indirectly
impact the natural or previously created waterways. Man-made water
reservoirs cause abrupt breaks in the traffic, and may cause damaging
alterations to the transport conditions downstream the dam, as well as
the balance of the sweet water fauna and flora. To mitigate this kind
of negative impact, a lock chamber is often used to open new waterways
or substitute natural ones. Nevertheless, it still may prevent fish from
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migrating if it does not provide an alternative upstream fish-way, which
guarantees a sufficient flow of water. Enhancing waterways by straightening
a meandering riverbed often results in changed and intensified sedimentation,
thus indirectly changing the conditions for shipping. Such conditions may
vary over time and be monitored using the potential fields, through their
impact on vessels’ behaviors.

These changes to nature are made because of the presence of a land
barrier and too shallow or too narrow passages limiting the throughput,
freedom, convenience etc. of the transport over water. The need for them,
for centuries, was either a common knowledge based on the experience of
those privy to the secrets of the seas, ranging from sailors through world
traders, to trade and transport strategists. In the current age of digital
water traffic registration, computing techniques are able to aid that process.
The method based on potential fields, described, demonstrated and analyzed
in this study, provides insights into vessel traffic that could be used as an aid
or base for projecting maintenance needs and future needs for development
of waterways.

6.6.2 Vessel Traffic Management

The visualized potential fields show the intensity, type, and the time, course
and speed related behaviors occurring in the traffic. The selective potentials
display very distinctive patterns, which allow the observation of the specifics
of the traffic. Thanks to the decay factor, the method also enables the
observation and analysis of the changes in traffic trends over time. Such
observations may result in the identification of undesired or unexplained
behaviors in the traffic, as well as new trends that need to be accommodated.
A simple example could be, where vessels commonly change their paths to
avoid an unknown obstacle (e.g., a recently sunken ship), which should be
removed or properly marked. It is possible to spot increases and decreases
in traffic intensity, and examine their underlying causes using more specific
potential field views. Another possibility is to observe the changes in
speed. A common slowdown in traffic may indicate the presence of obstacles,
degradation of the waterway, intensified traffic or a “jam”, common violations
of the law, etc., which can be made visible and susceptible to analysis by
the use of potential fields.

As mentioned, some changes in traffic may be desirable or inevitable,
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and need to be taken into account. One such change may be the emergence
of a new anchorage area, implying insufficient capacity of legitimate docking
and anchorage areas. The observation of such behavior is also possible using
the potential field based method. The answers to this kind of traffic issues
may be, e.g., to increase the proper anchorage area capacity, or to regulate
the new anchorage area in an organizational and legislative manner. If
the newly emerged behavior is highly undesirable, there may be a need to
strengthen the local law enforcement and introduce penalties for violating
traffic rules. All along, the changes to traffic patterns, the emergence and
decay of water transport trends, can be observed using potential fields. In
that way, the STRAND tool can be of great use for waterway development
and maintenance.

Furthermore, the adjustable resolution of the traffic modeling and
anomaly detection have the potential to provide insights into traffic over
water on a very detailed scale. It is possible to notice the symptoms of
inefficient, insufficient or improperly used infrastructure. In ports with a
large cargo flows the efficiency of docking, loading and unloading, as well
as arrivals and departures is crucial for the proper functioning of the port.
Unwanted behaviors spotted either as new trends modeled by the potential
fields, or as specific anomalies detected using the normal traffic model, may
merit immediate reactions. Therefore our method may be of value for port
authorities as well.

In river systems, harbor areas and open canal networks, the transport of
water often varies either in unconditional or predetermined way, depending
on local regulations, heavy rainfalls or temperature shift. Traffic conditions
are also affected by topographical conditions, windy weather, or time of
day. All of these conditions are not visible on a sea chart or by plotting
the AIS data. Instead, the skills of the sailors involve both: handling
navigational instruments, and making informed, knowledge-based decisions.
For the transport over water we investigate three different benefits of using
potential fields: visualizing navigational skills, acquiring an overview of
actual frequented waterways, and detecting anomalous behavior.

6.6.3 Ship Navigation

An extended analysis of ship navigation and its actual practice aboard large
ships in a naval setting has been the subject of Hutchins’ study [1]. The
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observations in his study involve distributed ship navigation composed of
multiple crew members, navigational instruments, water and environmental
conditions. Cognitive skills observed in the actual practice aboard, referred
to by Hutchins as cognition in the wild, constitute the human knowledge.

The ultimate outcome of the efforts of a crew, i.e., how their ship makes
its way, is reflected by its AIS positions. Navigational skills are monitored and
visualized by the concept of potential fields. Therefore, distributed cognitive
processes in a ship may partly be described by potential fields, because of
the effects of cognitive skills embedded in the AIS. The visualization takes
into account strength and distribution of the potential field during a specific
period of time. A decay function guarantee a flexibility over time; varying
long term conditions affect the result by favoring newer measurements over
older. In that interpretation, the developed method corresponds very closely
with Hutchins view on learning, paraphrased here:

I look at learning or conceptual change as a kind of local adap-
tation in a larger dynamic system of coordinations of representa-
tional media.

Current tools that visualize the AIS system give an overview of vessels
encountered in a given area, including, e.g., type of ship, speed and position
but also the previous route and destination. A disclaimer is that some of the
data must be inserted manually and the AIS equipment may deliberately
or accidentally be out of service. So a perfect overview of the actual traffic
cannot be guaranteed. Adding visualization of the potential fields as a
complement to the current AIS tools will improve the overview because it
takes into account data of past experiences.

Potential fields may act as a way of planning the actual route to a
destination. Waypoints may deviate and a certain velocity may be preferred
depending on time of day, weekday and time of the year. One obvious way of
detecting anomalies is to follow deviations from the route and the course of
the ship. By plotting transmitted waypoints it is possible to detect previous
positions and the proportion of vessels that visited the same waypoints in the
past. In the same way, by plotting courses and speed it is possible to detect
more volatile changes in the positions done by the vessels. By adjusting
the grid size to the specific conditions of transport in river and open canal
networks, it should be possible to fine-tune the anomaly detection facilities.
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We found preferred grid sizes varying from 300–1000 meters in the open
sea, 60–200 m in the harbor case to 30–100 m in the investigated river case.
Also, the number of proposed anomalies decreases to about 10 percent of
all observations or less, compared to about 15 percent in the open sea and
about 25 percent in the harbor case.

For both harbor and river cases high speed generates a fivefold or more
increase in the number of anomalies compared to low speed. In the harbor
case, turning left or right has about the same amount of anomalies for the
investigated grid size. In the river case, turning left causes around 50 percent
more anomalies than turning right. Traveling along a river is similar to
traveling on a motorway, the driver needs to follow traffic rules, especially
the right-side traffic rule and speed limits. The generated potential fields
discover these rules automatically. For both cases: avoid traveling too fast
because of heavy traffic and narrow passages. For the river case: avoid
shifting towards oncoming traffic, i.e., turning left.

Although real incidents, i.e., requiring the reaction of the authorities,
represent a vanishingly small percentage of all alarms, the potential fields
monitor the actual behaviors, without any knowledge introduced in advance,
i.e., are able to detect anomalous incidents in advance. Even though there
will be a lot of false alarms (and most likely some real incidents will go
undetected), for a supervisor, monitoring the actual traffic, introducing a tool
for visualizing the potential fields would still facilitate traffic surveillance.

The AIS is an open system for the automatic identification of all marine
traffic (as well as airplanes) live and in a real world setting. In the majority
of marine traffic visualization tools available online, traffic is by default
displayed as the plot of markers representing vessel positions symbolically
marked on a two-dimensional map. Many of those pages enable viewing
most recent position history for specific vessels, but none visualizes data of
previous vessels no longer present at the sea chart. Therefore, the majority
of visualization of AIS and other positioning equipment data, offer at best
the viewing of the current state of the global fleet. The STRAND tool,
computing and visualizing the potential fields, starts with a blank sheet, and
fills it with accumulated traffic data recorded by AIS. The most frequented
waterways become visible as lines and spots of intensive potential. The
contours of the riverbanks or quays in the stream become visible as the lack
of data instead of a pre-drawn template. All unexpected events, such as
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entering a not previously visited position or sailing with an unusual course,
are regarded as anomalies.

The introduced anomaly detection tool, STRAND, should be regarded
as a visualization tool for a human expert, introducing some novel skills
compared to traditional equipment like radar and GPS. There are various
potential benefits and practical applications of the method, depending on the
user. From a ship navigator point of view, the display of patterns of correct
or normal behavior, in this simple and clear form, aids the choice of the safest
and most optimal path. From a traffic safeguarding perspective, the anomaly
detection based on potential fields may help quickly and comprehensively
inspecting possible traffic incidents. Finally, from the authorities’ point of
view, the clear overview of traffic may help recognize traffic regulation and
legislation issues, as well as aiding the process of waterways development
and maintenance.

The investigation results suggest that it is possible to optimize routes
using potential fields as a way of planning the actual route to destination,
i.e., based on past experiences. Waypoints may deviate and a certain velocity
may be preferred depending on time of day, weekday and time of the year.
This may act as a planning tool subject to direct observations.

6.7 Conclusions and Future Work

This chapter described the successfully implemented method based on po-
tential fields. The STRAND prototype system allowed demonstrating the
modeling capabilities of the method and optimize the detection performance.
In two investigated study cases, the system has been shown to successfully
model traffic and perform anomaly detection with results dependent on
the geographical grid resolution. The visualization of the potential fields
displayed a comprehensive representation of various traffic patterns, which
allowed for an observation of trends in traffic flow and its regulation. The
analysis of detection outcomes led to identifying the optimal grid sizes
for each of the cases, and furthermore, resulted in an observation of the
asymmetry in course-based detection, suggesting a right-hand sailing rule.

The visual and quantitative analysis based on the STRAND system
demonstrated the applicability of the potential field based method. Never-
theless, many research goals remain to be addressed in future work. A major
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challenge is to conduct a valid quantitative study analyzing the detection
performance of the method and its implementation. In the face of the lack of
labeled AIS or radar data sets, and maritime anomaly detection benchmarks,
an interesting performance study could be based on a combination of real
AIS traffic data and information about incidents (e.g., from coast guards
incident reports or IMO marine incidents database), which would be treated
as labeled anomalies. Another challenge is to define and publish a first
proper labeled data set with maritime traffic anomalies, to enable reliable
comparative performance studies.

Another research direction left for possible future work is addressing
the need for different modeling resolution (grid size) in different areas,
depending on the intensity of the traffic and complexity of the waterways. A
related issue is the distance represented by a unit of longitude, cosinusoidally
decreasing with the increase of latitudes from the equator to the poles. In
the examined case, the precision of longitude units is approximately halved
(cosine at the latitude of ca. 55◦), in order to prevent the latitude-longitude
inequality in detection sensitivity.

There are various potential benefits and practical applications of the
potential field based traffic modeling method, depending on the user domain,
ranging from ship navigation, through traffic safeguarding and waterway
maintenance, to legislation. When thoroughly examined, tested and opti-
mized, the method and its implementation could be used as an object of
a user study, and deployed as a real-life application, either addressing a
specific user group characteristics and requirements, or as a generic maritime
information system, supporting the maritime domain awareness in a broader
sense.

6.7.1 Future work

The future work possibilities extend beyond modeling AIS only traffic track-
ing data. One of the strongly considered steps is including expert knowledge
in the detection stage, where the potential-based traffic patterns can be
adjusted by a human operator to forbid or allow a certain type of behavior.
Another possibility contemplated for future work is employing information
fusion in the data acquisition and ship behavior modeling stages. A ma-
jor challenge, possibly multiplying the required resources, is incorporating
weather and sea-state data to further increase the comprehensiveness of the
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traffic model. The already mature atmospheric science of meteorology could
offer valuable insights on environmental conditions of the traffic. Addition-
ally, the weather forecasting and prognoses of regularly occurring phenomena
may highly increase the ability of predicting traffic incidents.

Figure 6.9: Merging transport of and over water for increased modeling and detection
capabilities.

Hydrology, next to the meteorology, could offer additional information
about the regular as well as unusual waterway conditions for sailing. For
instance, the water levels changes, e.g., due to tides, and stormy sailing
conditions are the frequent causes of damage to vessels (as well as waterways
and related infrastructure). Falling rain, snow, sleet, or hail and fog could
also restrict visibility range making sailing potentially more dangerous.
Currents and streams can affect the location of a vessel, and its sailing
direction, forcing heading and course corrections as well as path alterations,
and often leading to accidents. Some of these events could be predicted, and
possibly avoided, given the prior knowledge of the hydrologic phenomena,
i.e., the transport of water determined by natural or human-induced factors.
Transport of water includes daily and seasonal variations depend on rain,
temperature, wind and other abiotic conditions (affecting currents, water
level etc.). Human-induced water transport alterations, e.g., dams, canals,
sluices or floodlocks, may also affect these conditions. Similarly to the ship
behavior, these phenomena can be described by a timestamp and location.
This makes them susceptible to map-based modeling analogous to the one in
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STRAND. The merger of information about transport of water, and weather
reports, with potential fields, could result in a synergy, i.e., an increase of
the combined benefits (detection accuracy, pattern modeling) beyond the
sum of each factor separately. Some of the foreseeable improvements may
include:

• Plotting optimal transportation paths, which may vary depending on
abiotic conditions, hard to discover by direct observation,

• Avoiding critical conditions – a combination of AIS, hydrological and
meteorological attributes may more comprehensively characterize dan-
gerous traffic conditions, e.g., high speed, intensive wind,

• Planning in advance, taking the advantage of the enhanced maritime
domain awareness,

• Comprehensive reconstructions of the events involved in and surround-
ing a traffic incident,

• Increasing the anomaly detection accuracy.

The potential fields in the existing STRAND system represent not only
the past positions of ships, but can also plot the traffic with respect to a
range of variables such as time of day, vessel speed, season ship size, type of
ship etc. The hydrological and meteorological information would add another
layer of vessel traffic variables, to complement the AIS data (which represents
the vessel and its behavior only). Extending the current tool (STRAND)
with the water transport and weather conditions information may enable
investigation of patterns normally not seen during direct observations of
models based on AIS attributes only. Potential fields may help fill the gap
between transport of and over water by linking the recorded maritime traffic
to its environmental conditions and coinciding incident circumstances, thus
bringing these branches of the water transport domain closer together.
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Optimization of grid precision for potential

field based maritime anomaly detection
Ewa Osekowska, Henric Johnson, Bengt Carlsson

Abstract

This study focuses on improving the potential field based maritime
data modeling method, developed to extract traffic patterns and de-
tect anomalies, in a clear, understandable and informative way. The
method’s novelty lies in employing the concept of a potential field
for AIS vessel tracking data abstraction and maritime traffic repre-
sentation. Unlike the traditional maritime surveillance equipment,
such as radar or GPS, the AIS system comprehensively represents
the identity and properties of a vessel, as well as its behavior, thus
preserving the effects of navigational decisions, based on the skills of
experienced seamen. In the developed data modeling process, every
vessel generates potential charges, which value represent the vessel’s
behavior, and drops the charges at locations it passes. Each AIS report
is used to assign a potential charge at the reported vessel positions.
The method derives three construction elements, which define, firstly,
how charges are accumulated, secondly, how a charge decays over time,
and thirdly, in what way the potential is distributed around the source
charge. The collection of potential fields represents a model of normal
behavior, and vessels not conforming to it are marked as anomalous. In
the anomaly detection prototype system STRAND, the sensitivity of
anomaly detection can be modified by setting a geographical coordinate
grid precision to more dense or coarse. The objective of this study is
to identify the optimal grid size for two different conditions – an open
sea and a port area case.

A noticeable shift can be observed between the results for the open
sea and the port area. The plotted detection rates converge towards
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an optimal ratio for smaller grid sizes in the port area (60–200 meters),
than in the open sea case (300–1000 meters). The effective outcome of
the potential filed based anomaly detection is filtering out all vessels
behaving normally and presenting a set of anomalies, for a subsequent
incident analysis using STRAND as an information visualization tool.

7.1 Introduction

Maritime traffic management decisions were in the past taken on the basis
of human experience, and often – a hunch. The operator keeping track of
the vessel movements faced a highly sophisticated task to monitor the open
sea and harbors in order to detect suspicious behavior and critical situations.
Today, expert analysis is informed and augmented by advanced automated
systems. However, methods for automated anomaly detection with the aim
of supporting the operators in their decision making need to be improved [1]
In addition, maritime traffic is continuously increasing, and the importance
of using the water as a transportation highway has created a demand
for better systems to support agencies responsible for surveillance. The
demand for increased security can be satisfied by increasing the surveillance
capability and by proactively working to minimize the impact from threats
to traffic safety. The maritime domain, being a part of a shared logistic
chain, functions as an avenue for a multitude of opportunities and threats
[2]. Much of what occurs in the maritime domain is also difficult to observe
and assess, with respect to vessel movements, activities, and intentions.
Hence, it is imperative to make the best possible use of all available data in
order to detect and visualize out-of-the-ordinary behavior. Just like road
traffic, the maritime traffic tends to concentrate locally in certain areas.
The distances between ships tend to be smallest in harbors and anchorage
zones, and largest on open sea. As a consequence, in some areas the traffic
is precisely regulated, while in others it may be less restrained or completely
unorganized. In case of an accident, the consequences can be serious both
in personnel, environmental and economical terms. A monitoring system
receives information from various sensors based on technologies that are
used to quantify location, speed, course, et cetera. In addition, there is
a multitude of civil and military maritime traffic surveillance operations
that extract data for their own purposes using proprietary management
systems. One common system is the AIS (Automatic Identification System)
– an automated tracking system used on vessels for identifying and locating
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ships by electronically communicating with nearby vessels, AIS on-shore
base stations and satellites. The information provided by AIS includes a
unique vessel identification, position, course and speed. Following the letter
of the International Maritime Organization’s International Convention for
the Safety of Life at Sea [3], AIS transponders have to be installed on vessels
with a gross tonnage of 300 or more, and on all passenger ships regardless of
size. This development of global ship tracking systems in the recent years
opens possibilities of advancing maritime safety and security beyond simple
collision prevention, e.g., to inform about detected anomalies. Therefore, this
study focuses on utilizing the increased surveillance capability, and, more
directly, on optimizing a novel method for anomaly detection in maritime
traffic by the use of AIS information. The goal is to scale the system settings
to accommodate the specificity of traffic in dense port areas, as well as the
less regulated open sea. A more specific objective of this study is to identify
the optimal grid size for areas with intensive and sparse traffic, by examining
the influence of the grid precision on the anomaly detection outcomes. The
grid size terminology is further described in section 3. This study uses the
concept of potential fields [4] for data modeling and anomaly detection in
maritime traffic. The potential fields are traffic patterns built based on the
recorded vessel positions and behaviors history. Anomalies are detected
as conflicts between the vessel’s current potential, and the local potential
fields. Visualizing the potential fields using modern rendering techniques
can provide the maritime operators with an automated help in identifying
traffic situations that merit further investigation.

7.2 Background and Related Work

The detection of anomalies in the maritime domain is a complex process. It
can be broken down into several steps including data acquisition, information
fusion, situational awareness and anomaly detection. The problem of anomaly
detection is also generic, i.e., not tied to the maritime domain, and is present
in many other domains. One can view the data acquisition as the first
step, providing the raw input material for anomaly detection. Normal
behavior models and, consequently, anomalies are then derived from that
data. Therefore the success of the following steps largely depends on the data
collection and the quality of that data. If the data is absent or insufficient,
the rest of the process may be compromised. The AIS monitoring system
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developed in recent years was not to deal with anomaly detection, but
rather to register as much traffic data as possible, with the focus on remote
traffic oversight and situational awareness. The problem of being flooded
with data is referred to as “data overload” [5], and it is a major motive for
the development of anomaly detection, which role is to find and highlight
elements worthy of interest. As previously mentioned, anomaly detection is
a complex process, which design should ensure providing the operators with
the most suitable situational awareness aids to support them in decision-
making. The operator’s work normally begins where the system’s works
ends. Within the problem of anomaly detection in maritime traffic two main
types of approaches emerge, one focusing on defining anomalous behavior,
the other on exceptions from the modeled normal behavior. In the former
case, the definition of anomalous behavior is often defined based on expert
knowledge, and then used as a base for defining anomaly recognition and
detection rules. In the latter case – the normal behavior is captured in
form of a model, and the deviations from it are considered anomalous. It
is preferable to leverage the advantages of human expertise in combination
with computing techniques, since machines are suitable of processing large
quantities of data; humans are not. However, the human reasoning capacity
is normally better to that of the machine. Therefore, the purpose of the
research is to improve the performance of the operators, not to replace them.
In this paper, the previously presented STRAND (Seafaring TRansport
ANomaly Detection) system [4] is further developed and improved in terms
of parameter settings, i.e., finding the optimal grid size for areas of different
traffic intensity. The system builds a model of normal behavior, based on
the past AIS vessel tracks. This results in a visual presentation that displays
distinct patterns of normal behavior inherent in the recorded maritime traffic
data. Based on the created model of normality, the system can then perform
the anomaly detection on real-life maritime traffic data. The objective is
further to provide early detection and prediction of possibly malicious events.
For the system to be useful, the predictions must be made at such an early
stage to give time for the authorities to handle a critical situation. For
example, a vessel travelling in the wrong direction could be a potential
and severe collision risk. Although the research community in this domain
uses different approaches to handle the problem of anomaly detection, they
all share the same objective: to exploit information from sources within
the maritime domain with the end purpose of improving the security of
people and environment. A number of studies has been focused on this
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problem. For instance, in Van Laere and Nilsson’s publication [6] anomalies
are identified through assembling expert knowledge by practitioners. Ristic
et al. [7] proposed a statistic method to extract normal behavior from raw
data, in which they demonstrated the presence of anomalous trajectories,
i.e., vessel passing through locations not belonging to the normal model. In
another publication a vectorial traffic characterization is proposed indicating
that Gaussian mixture modeling is difficult to use [8]. Therefore, the authors
propose a simplified version of the problem: traffic characterization of main
sea-lanes only. Most of the published works use AIS data, acquired through
different sources. This has inspired research into developing a unified AIS
anomaly simulator. With the tool presented by Baldacci [9] it is possible to
study and simulate AIS status, kinematic and positional anomalies. In an
article by Kazemi et al. [10] a visualization tool is presented that makes use
of open maritime data to detect anomalies. A case study was also performed
and evaluated by the Swedish coast guard with real data from the Baltic
Sea. In another publication using expert systems, Riveiro and Falkman
[11] proposed applying interactive visualization techniques to enrich their
rule-based anomaly detection. Another joint work by Riveiro, Falkman
and Ziemke [12] combines a visual approach (self-organizing maps) with
non-parametric statistics (density estimation with Gaussian mixture model)
and probabilistic theory (Bayes theorem). In a publication by Perera and
Oliveira [13] machine-learning techniques, e.g., neural networks are presented.
Presentations of proprietary solutions for normalcy learning can also be found
in the maritime security literature, e.g., that by Rhodes et al. [14]. Detection
of anomalous trajectories is an alternative formulation of the traffic safety
problem that Laxhammar and Falkman [15] addressed by presenting their
Inductive Conformal Anomaly Detector (ICAD), which is a parameter-light
anomaly detection algorithm. Finally, the problem of anomaly detection in
the maritime domain has also been a subject for multi-agent systems [16,
17], in which the system uses a rule engine and evaluates vessels based on
successive number of alerts. Invalidated alerts (determined by an operator)
are then returned to the multi agent system for a learning step, retraining
the detection engine to improve its accuracy.

Over the years, several anomaly detection systems have been developed,
used and evaluated. The following paragraph remarks some of them. The
SeeCoast system [18] is built on the Hawkeye system and installed in the Joint
Harbour Operations Center in Portsmouth, Virginia. The SCANMARIS
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system [19] creates a traffic picture that is accessed by both a rule engine
and a learning engine. The prototype is tested at the Centre Regional
Operationnel de Surveillance de Sauvetage Corsen. The LEPER system [20]
was supported by the Office of Naval Research, USA, and was tested at the
Joint Interagency Task Force South (JIATF South). The SECMAR system
[21] is Thales underwater systems for port security and a prototype has been
tested in the strategic harbor of Fos-sur-Mer in France. Finally, the MALEF
system [22] is a generic framework used for distributed machine learning
and data mining, in which the architecture allows agents to improve using
information from other learners in the system.

7.3 Potential Fields

7.4 Experiment Setup

The central aim of the study and purpose of the developed anomaly detection
prototype is to provide warnings about unusual behaviors (potential inci-
dents) in maritime traffic that may impact its safety. In terms of detection
performance, the goal is to avoid false negative results and minimize false
detections. Deficient information on objectively labeled incidents on the
sea forces researchers in this area to treat the traffic surveillance data as
an unlabeled dataset. The evaluation of the detection accuracy is in many
cases based on subjective judgment or demonstrative cases, less often on
expert opinion. The investigations in this study target a wider perspective
and therefore do not focus on specific individual cases, but overall quan-
tifiable relation of anomalous behavior to the normal, benign traffic. This
study concentrates primarily on investigating the influence of the different
geographic distance granulation sizes on the anomaly detection output. The
aim is to find an optimal grid size for discretizing geographical locations
in maritime anomaly detection. The technical limitation for tracking data
update period is 90 seconds, which means that every time a snapshot of
the state of maritime traffic is acquired, it takes another 90 seconds to
acquire the next one. In that time a vessel moving with speed of 2-5 knots,
which is typical for harbor and anchorage areas, will change its position by
approximately 90 to 230 meters. On open sea, a typical slow steaming cargo
ship with speed of 10-20 knots will move 460 to 930 meters in the same time
(Cariou Notteboom, 2011). Therefore, it appears rational to investigate the
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traffic in restrained and regulated circumstances of harbor-like areas separate
from freely sailing open waters. The working hypothesis is that the grid size
between 50m and 200m is suitable for areas with dense traffic (e.g., harbors),
and grid size between 500m and 1000m is more suitable for open sea areas.
The difference in distances crossed by slower and faster moving vessels is
additionally a factor that could cause imbalance in the strength of potential.
Namely, potential created by slow and static ships would be focused in a very
small area, which would make it locally very intensive, while faster moving
ships would create a track of weak potential stretched over a larger area.
That imbalance is compensated by assigning weights to the charges dropped
by vessels. In the current implementation of the STRAND system the weight
of a charge is proportional to the square root of the ships speed. That
way the charges generated by slow and static vessels are made moderately
weaker, and by faster vessels – stronger. Computational description of the
proposed method entails discretization of all continuous variables, i.e., time,
space, speed, course and other related. Course and speed over ground are
stored without alterations with precision to 0.1◦ and 0.1 knot respectively.
For maritime traffic modeling and detection, however, they are grouped by
ranges. Course is divided into 8 equal 90 degrees intervals: N, NE, E, SE,
S, SW, W, and NW. Speed ranges are not equal in size, and correspond
to a speed division levels common for maritime traffic (in knots): Static
(0–1), Very slow (1–7), Slow (7–14), Medium (14–22), Fast (22–30), Very
fast (30–45), Ultra fast (45–60), and Probably flying (beyond 60). Speeds
exceeding 60 knots are achievable only by relatively small vessels with very
powerful engines. At these velocities most of the vessel’s body is lifted above
the water surface, and the draught of decreasingly submerged vessel is mini-
mal. The AIS system is also present among helicopters, seaplanes and other
aircrafts connected to the sea, therefore all AIS reports with speed 60 knots
or more are categorized as probably flying. The precision of course and speed
is reduced to a nominal scale for two reasons: to build an understandable
parameter selection in user interface, and to define the speed and course
value granularity for data modeling and detection sensitivity. Besides these
metrics the system uses nominal attributes: vessel type (Passenger, Cargo,
Tankers, etc.) and time of day. The time of day divides 24 hours into four
equal daytime groups: morning (6-12), afternoon (12-18), evening (18-0),
and night (0-6).

The hypothesis is tested using the anomaly detection prototype system
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Figure 7.1: STRAND interface with marked focus areas: open Baltic Sea to the
north and harbor area of Gdansk bay at the Polish coast.

STRAND, with the parameters and detection set to satisfy the assumptions
and fit the open sea and harbor area scenarios. The traffic detection output
is measured as the count of anomalies of specific types and the total number
of examined vessels. The detection is performed for areas of specific type,
starting with a preliminary selection of a rectangular area in the Baltic
region containing both – harbor and open sea areas. Subsequently, two
subsections of that area are run under detection separately, one covering
open sea, the other marking a harbor area. The measurements resulting
from the experiment are then compared in form of superposed plots and
analyzed in a quantitative manner. The analysis is additionally supported by
results of further experiments specifically targeting selected detection types:
course and speed. The experiment was performed for an open sea area (large
rectangle in figure 1) delimited by approximate coordinates: 55.0S, 16.9W,
56.8N, and 19.9E, using a data set capturing 20 days of traffic. The harbor
area includes two major ports of Gdynia and Gdansk, within the Gdansk
bay and the bay of Puck, along with a stretch of coast and a fragment of the
Hel peninsula (small and magnified rectangle in figure 1). The approximate
coordinates are 54.3S, 18.4W, 54.7N, and 18.9E.
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7.5 Results and Analysis

The figures presenting results display the anomaly detection statistics for all
maritime traffic in the selected areas as a function of grid size.

7.5.1 Open Sea and Harbor Case Comparison

The plots in figures 2 and 3 represent the numbers of detections of types:
waypoint, course, speed and daytime. The total is a sum of all positive
detections regardless of type. The course, speed and daytime are detections
made respectively based on an observation of a time of day, course or
speed, with which the ship travels, and which is unusual for ship’s present
location. It is important to note that these detections may overlap, e.g.,
a ship may travel with anomalous course and time of day, but at a speed
that is normal for its location. The waypoint detection signalizes the most
severely anomalous behavior, and is triggered when a vessel is observed in
an area, in which no prior visit of any other vessel was ever observed. As a
consequence this type of anomaly also indicates anomalous speed, course
and daytime, increasing their detection count.
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Figure 7.2: Open sea detection percentage
as a function of grid size.
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Figure 7.3: Harbor area detection per-
centage as a function of grid size.

In practice the STRAND system recognizes the waypoint detections as a
deficit of any manner of recorded vessel presence at an examined location.
The detections specific to speed, course and daytime and carried out if
a waypoint detection result was not positive. The observed tendency is
that for oversensitive detection settings (where the grid is too dense), the
proportion between the general (waypoint) and specific detection (course,
speed, daytime) is strongly skewed towards the former type. The reason
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being that in a high resolution grid the distances between waypoints recorded
in fact relatively close to one another, are so many grid nodes apart that
they cannot create a common potential field (i.e., a traffic pattern). For the
harbor case there is a range between 60 meters and 200 meters where an
increased number of course and speed anomalies are found. At the same
time the number of waypoint anomalies decreases and flattens out after 200
meters grid size. For the open sea case the range of the optima starts at 300
meters and decreases after 1000 meters for course and speed. The waypoint
is steadily decreasing until 2000 meters. Interestingly, the tendency of the
detection specific to daytime yields very similar results in that range.

7.5.2 Analysis of the Speed and Course Range Binning

In order to analyze the discretization of course and speed, the acquired
outcomes of detection are compared to the additional two result sets for
course and speed. The added sets are produced by performing detection
on data with altered speed and course. One of the sets is computed for the
real course (say NE) altered as if the ship was travelling with course slightly
more to the left (the altered course is N). In the second set, the course is
altered to the next right (e.g., NE altered to E). In case of speed, the next
lower and the next higher speeds are tested, with the exception for the lowest
and highest speed, which remain unaltered (as no lower or higher speed is
available). The diagrams in figures 4 and 5 plot the results of detections
performed on the traffic tracking data with the real speed and course, and
with their altered (increased and decreased) values. It is instantly apparent
that the amount of detections for the true observed speed and course is
lower than for their altered values (in diagrams labeled as Low and High for
the altered speeds, and Left and Right for the courses). This is true for all
grid sizes. An interesting observation can be made about the course. The
plotted results for the altered courses: Left and Right are nearly the same,
and at least a couple percent larger than for the real Course in both cases.
The trends for all three course plots appear similar for grid sizes smaller that
700m. In the open sea case (figure 4), for coarser grids there is a decreasing
trend in Course, while the increase for the neighboring courses continues.
The observed distance between the real course plot and the altered courses
shows that there are fewer positive detections for the true 45o interval of
vessels’ courses, especially evident in the open sea case (figure 4), but also
clearly visible in the harbor case (figure 5). Spoken plainly, if the observed
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vessels were sailing at open sea with course set 45o more to the left or to the
right, approximately 3 times more of them would be marked as anomalous
(figure 4). This finding suggests that the course scale binning succeeds with
differentiating the correct and faulty vessel courses. The goal is to maximize
the distance between the true course and the false courses. In the open sea
case, grids greater than 200m yield results with at least 10 percent difference
in detection rate (figure 4). In the harbor case there is a difference of at least
three percent for grids smaller than 90m (figure 5). These observations show
similarity to the general open sea and harbor case comparison in figures 2
and 3. Once more there is a lower limit for adequate grid sizes at open sea,
and an upper limit in the harbor.
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Figure 7.4: Open sea: course and speed
comparison with altered values.
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Figure 7.5: Harbor: course and speed
comparison with altered values.

Unlike the altered courses, the altered speeds (Low and High) do not
yield pairwise similar results. At open sea (figure 4) the higher speed grows
faster for lower grid sizes, but for coarser grids it is just slightly higher than
the true speed, while the lower speed increases as steeply as the altered
courses, completely deviating from the true speed trend. In the harbor case
(figure 5) that relation is reversed. Namely, the lower speed is consistently
only slightly greater than the true speed, while the higher speed plot shows
much higher initial values and an intensive decrease. These findings infer
that at open sea there is a higher tolerance for increased speed, and slowing
down is unusual. On the other hand, in the harbor it is less anomalous to sail
slower, than to speed up. The comparison of the harbor and open sea course
and speed results (figures 4 and 5) implies even stronger distinctions than in
figures 2 and 3. While the true course and speed plots are kept unchanged,
the altered courses and speeds present quite contradictory trends: increase
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for open sea, and decrease for harbor. The results also further support the
deduced optimal grid size ranges.

7.6 Discussion

One way of detecting anomalies is to follow deviations from the route of the
vessel. By plotting transmitted AIS waypoints it is possible to represent
previous positions and the number of vessels that visited the same locations.
In the same way, by plotting courses and speed, it is possible to detect more
volatile changes in the positions of the vessels. These parameters are heavily
dependent on the actual grid size for the investigated area.

The two investigated cases include the open sea and the harbor. The
latter is depicted by proximity to land, narrow passages, a higher density of
vessel traffic, and regulated as well as irregular traffic patterns and speed
limits. Vessels sailing at a slower speed generate subsequent waypoints at
shorter distances between one another, but with possible larger changes in
course and speed. The collected positions are therefore closer in a given area
for the harbor case, suggesting a denser grid.

The analysis of the case study outcomes indicates that the number
of suspected waypoint anomalies decreases when the grid size is enlarged,
however, a bigger grid size may result in false negatives. The need to minimize
the false detections without excluding any actual deviations emphasizes the
importance of setting detection sensitivity. The optimal range for the grid
size (as a detection parameter) was shown to vary for different study cases.

The findings for both cases appear to correspond with common sense.
Open sea, where vessels sail at higher speeds, more stable courses and longer
distances from each other, requires a larger grid size. The more densely
traveled harbor waters, where many routes cross and ships sail closer to one
another, require a denser grid.

The analysis of results leads to further insights regarding specific param-
eters. In harbor areas, speed is regularly limited by law, obstacles and (or)
sailing practice, therefore exceeding it is more dangerous and less common
than slowing down even more. On the contrary, at open sea it is common
to sail with particular minimal speeds, and exceeding them is not disadvan-
tageous. Hence, in that case slowing down is considered potentially more
harmful and unusual than increasing speed.
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Real anomalies leading to accidents or being indicators for terrorist acts
or smuggling are rare, but identifying them in timely matter is vital for
traffic safety. The potential filed based method helps by drawing user’s
attention to potentially problematic traffic behaviors, and eliminating the
need to examine them all. The great advantage of the method is the white-
box structure, allowing to observe the detections, as well as the basis on
which they were made. The ability to display the violated traffic pattern
in a visual, map-based form, along with the detection, makes the method
uniquely suited for prompt incident analysis.

The introduced anomaly detection tool, STRAND, should be regarded
as a visualization tool for human experts, providing another level of in-
formation compared to traditional equipment, like radar or GPS. It can
be said that, through the use of the AIS vessel tracking data, STRAND
incorporates seaman’s experiences in estimating the changing traffic and
operating environment conditions.

7.7 Conclusion

The method’s novelty lies in employing the concept of a potential field for AIS
vessel tracking data abstraction and maritime traffic representation, where
the collection of potential fields, represents a model of normal behavior, and
vessels not conforming to it are marked as anomalous. The geographical grid
size is a factor impacting the sensitivity of the anomaly detection prototype
system STRAND, implementing the potential fields.

The performed experiment examined how a changing grid size influences
anomaly detection for two different Baltic areas, an open sea and a port area.
A noticeable shift could be observed between the results. For both total
and waypoint anomalies there was a decline with an increasing grid, with
the harbor area declined faster than the open sea area. Course, speed and
daytime parameters increase for lower grid sizes and decrease towards the
end of plots, with the optimal amount of anomalies in range between 60 and
200 meters for the harbor case and 300 to 1000 meters in the open sea case.
The STRAND prototype acts as a traffic operator supporting visualization
tool, filtering out all normally occurring traffic and focusing the attention of
a human expert on the proposed anomalies. In both presented cases, the
system succeeds to exclude the majority of “uninteresting” traffic.
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There are various potential benefits and practical applications of the
method, depending on the user. From a ship navigator point of view, the
presentation of patterns of correct or normal behavior, aids the choice of
the safest and most optimal path. From a traffic safeguarding perspective,
the anomaly detection based on potential fields may help quickly and com-
prehensively inspecting possible traffic incidents. Finally, from authorities’
point of view, the clear overview of traffic may help to recognize traffic
regulation and legislation issues.
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8
Visualizing anomalies and traffic rules in a

maritime setting using potential fields
Ewa Osekowska, Bengt Carlsson

Abstract

Automatic Identification System (AIS) transponders are used to
identify and locate traffic. By recording AIS data, in a marine setting,
it is possible to observe precise ship movements. An AIS-based mar-
itime data modeling method is developed using a potential fields based
method for extracting traffic patterns and detecting anomalies. The
three aspects of potential field theory: charge accumulation, poten-
tial dissipation and field decay, enable the modeling of vessel traffic.
STRAND, the tool visualizing the potential fields, shows actual past
and present traffic behaviors and may generate traffic rules sponta-
neously. This study demonstrates and compares the modeling and
detection results from three different areas, depicting a group of traffic
rules identified in course of the result analysis. Based on the visual
display of past traffic patterns, future routes may be optimized, using
potential fields as a way of planning the actual route to destination.
When deployed, such a solution could benefit a wide audience, from ship
navigators, through traffic management, to transportation regulatory
institutions.

8.1 Introduction

Decisions regarding detection of abnormal behaviors in maritime traffic are
mainly taken on the basis of a human expertise. The operator that keeps track
of the vessel movements has to monitor the open sea and harbors in order to
detect suspicious behaviors and critical situations often in conjunction with

95



8. Visualizing anomalies and traffic rules in a maritime setting using
potential fields

available technical and automated systems to support the operators. Just
like road traffic, the marine traffic tends to concentrate locally in certain
areas. The distances between ships tend to be smallest in harbors and river
systems and largest on open sea. As a result, in some areas the traffic is
precisely regulated, while in others it is less restrained. The demands for
increased security can be addressed by increasing the surveillance capability
and by proactively working to minimize the impact from threats. Much of
what occurs in the maritime domain is also difficult to observe and assess
with respect to vessel movements, activities, and intentions. There is a
need to make the best possible use of all available data in order to detect
and visualize out-of-the ordinary behavior. Automatic Identification System
(AIS) transponders are used to identify and locate traffic at the sea and
in the air by electronically exchanging data with other nearby ships and
airplanes and fixed receiving stations. These data give a lot of information
about current traffic, such as position, course, speed, time of day and type of
vessel. By recording AIS data, in a marine setting, it is possible to observe
precise ship movements in, e.g., a narrow waterway and hence to get an
indirect view of the process of piloting. In broad definitions of security, the
prediction of what is yet to occur is always a vital aspect. Here, the typical
behaviors, expected to happen in the future are defined using past traffic
records. All collected AIS data is analyzed with the use of the adapted
potential field concept for data abstraction and representation. The intention
of this study is to develop a maritime data modeling method that enables
the extraction of traffic patterns and the anomaly detection. The general
idea in applying potential fields for maritime traffic is, for the observed
movement of each vessel, to assign charges along its track. A collection of
charges distributed over an area generates a potential field, which is locally
weaker or stronger depending on the density and strength of surrounding
charges. A normal behavior is an activity or state, which the collected
dynamic data recognizes as something earlier detected by the AIS system
according to time, space, speed, course, etc. Also, these values should not
stand in contrast to the collected traffic data for a certain period of time.
An anomalous behavior is a dynamic phenomenon changing over time not
necessarily representing an emergency situation. It could be a novel detection
not visible before by the system because of lack of collected data or detected
data that stand in contrast to earlier collected data. In that perspective,
the developed method subscribes to another branch of detection domain –
namely, the novelty detection. The implication of anomaly detection using
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the potential fields method is that there is no final state or “perfect map” of
the surroundings. Also a lot of false positives, i.e., novel incidents, which in
fact do not threaten traffic safety or require intervention, are necessary to
be checked out for finding, the few, real anomalies in terms of emergency
situations. This makes it difficult to validate the efficiency of the system,
in the perspective of finding a once and for all anomaly detection. This
study may be regarded as opposite to expert systems, by reversing the
process of detection. Anomalous behavior should not be defined directly, but
implicitly—as a deviation from normal behavior by analyzing a large amount
of data. This is a process similar to Google flu trends, where the presence of
flu-like illness in a population is analyzed. Google Flu Trends monitor users’
health tracking behaviors online, i.e., the suspected anomalous behavior, and
compares these findings to a normal level of influenza activity. One of the
aims is to improve understandability and maritime situational awareness,
by visualizing the potential fields using modern rendering techniques. This
would provide the maritime operators with a form of automated incident
warning and analytical help in identifying traffic situations that merit further
investigation. Contrary to a sea chart, no background data such as obstacles
and the sea shore is available for extracting traffic patterns using potential
fields. The tool visualizing the potential fields starts with a “blank sheet”
filling it with accumulated data from the AIS, i.e., making the obstacles
“visible” by the lack of data instead of a pre-drawn template. This presents
a possible double advantage. Firstly, the sea chart is constructed from the
actual condition, e.g., a recently sunken wreck may easily be notified by the
potential fields as a lack of traffic in that area. Secondly, the potential fields
may generate traffic rules spontaneously. Normally, real security-related
threats are difficult to find because such data are very irregularly available
in the data set. Instead, rule confirmation will act as a corroboration of the
method, i.e., both rule detection and generating anomaly patterns are the
same kind of outcome ensuring a lowest common denominator. Previous
studies on the matter of potential field based modeling of traffic data, as well
as the (based on it) anomaly detection, have demonstrated the applicability
of the method and investigated its performance. Quite surprisingly, this
method was also found to result in often characteristically asymmetric traffic
patterns, which indicated an underlying rule in the traffic. Namely, in some
areas ships deviating from their course to the left are considered to be more
anomalous than if they deviated to the right. In other areas, traveling with
speed higher than the locally most common speed is less (or in other cases –
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more) anomalous than slowing down to the next slower speed range. Under
closer examination, and cross checking with the type of area being examined,
it became apparent that the character of the perceived irregularities and
asymmetries is very deterministic, and it seems to follow either man-made
traffic rules or regular practices in sailing, commonly known by sailors, but
not formally grasped or defined. The implementation of the method in form
of a modeling and detection system STRAND, will be further shown in this
publication, to deliver results allowing to grasp and clearly define regularities
and rules in the maritime traffic. The rest of the paper is organized as
follows. Section 2 presents the background of self-learning anomaly detection
decision systems based on different techniques such as machine learning, AI
or statistics. In section 3 a traffic modeling and detection system, STRAND,
is presented. The main results regarding anomaly detection and generating
traffic rules are presented in section 4. Finally a discussion and a summary
of the major findings conclude the paper.

8.2 Background

A problem within the maritime domain is the sheer amount of data that has to
be processed. Advanced, self-learning anomaly detections are typically built
on some form of machine learning, i.e., the study of algorithms that learn in
some sense [1]. The algorithm is presented with a set of input data to be used
to classify new input data (in the case of anomaly detection typically into the
classes: anomalous and normal) and to predict how a modeled system will
behave in the future. There are two machine learning paradigms in particular
that are suitable for developing this type of self-learning anomaly detection
systems; unsupervised and supervised learning [2]. If the historical data (the
input) is associated with correct classifications or predictions (the output),
we may apply supervised learning algorithms to generalize from data with
known classifications. If, on the other hand, we only have access to historical
data without any associated predictions or classifications, we instead need
to apply unsupervised learning techniques such as clustering [2]. Thus, for
a classification problem, an unsupervised learning algorithm automatically
partitions the data into groups while a supervised learning algorithm instead
generalizes from data, which has already been partitioned into groups. In our
AIS case, we do not know of anything unfavorable taking place in the observed
time frame, so our approach (as is often the case in anomaly detection) is
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somewhere in between supervised and (fully) unsupervised learning, with
our classifier learning normal behavior from our given example, but having
no well formed idea about unwanted behavior as such. The easiest way to
track anomalous behavior given the described conditions is by identifying the
absence of normality, i.e., studying models of maritime traffic, representing
normal traffic behaviors. Ristic et al. [3] applied statistics to extract normal
behavior patterns from primary data and consequently anomalies as lack of
recorded motion relevant to normal trajectories and velocity. Riveiro and
Falkman [4] combined user interaction with visualization techniques to obtain
rule-based anomaly detection. Riveiro et al. [5] combines a visual approach
(self-organizing maps) with nonparametric statistics (density estimation
by Gaussian mixture modeling) and probabilistic theory (Bayes theorem).
Different machine learning techniques have been addressed by Perera and
Oliveira [6] (neural networks), Laxhammar and Falkman [7] (Similarity
based Nearest Neighbour). Rhodes et al. [8] applied a proprietary solution
for normalcy learning. Potential fields, not previously used for anomaly
detection, were developed in the AI community as a navigation and decision
making mechanism mainly for the development of game AI. The potential
fields applied here to model maritime traffic are analogous to actual physical
phenomenon of potential fields, e.g., electrostatic or gravitational [9], and
are described in a similar manner. The three main concepts derived from the
physical potential fields are the charge accumulation, the decay of potential
fields, and the distribution of potential around a charge. Each vessel tracked
by AIS is characterized by a collection of static parameters, (e.g., name, flag,
type), as well as the current state of its dynamic behavior (e.g., speed, course,
location). The total charge at a location is calculated as the sum of all
local charges, i.e., the greater an electric charge is, the stronger the electric
potential field that surrounds it. A higher potential field indicates visits
by more vessels at a location. A field decay effect enables maritime traffic
to evolve over time, i.e., to compare and follow trends of the changeable
maritime traffic behaviors over time. It is an alternative to other constructs
dealing with the real time continuity, such as a sliding time frame or a
data window [3, 10]. The field decay is here implemented as an exponential
decrease of the charge. The prototype builds a normal model based on a
real world AIS data set spanning 20 days. Each local charge gives rise to a
local potential, most intensive in the location of the charge and dissipates
with increasing radius. A global potential field is instantiated by merging
local charges. The intensity of the field varies depending on the strength
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of the surrounding local charges and the distance to them. The general
idea of the proposed method, applying potential fields to maritime traffic,
is for the geographical traces of vessel movements to assign charges to all
passed locations. A collection of charges distributed over an area generates a
potential field, which is locally weaker or stronger depending on the density
and strength of surrounding charges. The three main concepts are the total
strength of a local charge, the decay of potential fields, and the distribution
of a potential field around its charged source [11].

The strength of a charge is a metric nearest to the AIS surveillance data.
Each vessel tracked by AIS is characterized by a collection of numerical and
verbal properties including vessel’s static parameters, (e.g., identification
number, call sign, name) as well as current state of its dynamic behavior
(e.g., speed or course). The total charge at a location is counted as the sum
of all local charges accumulated over a time period. The more vessels visits
are reported in a location, the higher potential builds up in it, and around
it.

The potential field formed by a single charge is strongest at the location
of the charge, and dissipates within a radius around it. Areas where a
potential is very strong represent a traffic pattern and belong to the model
of normal behavior. On the other hand, areas where a potential is very
weak or none, signalize absence of normal behavior, and therefore – anomaly.
In this study the anomaly levels are determined using minimal potential
thresholds. The total potential is the superposed potential generated by all
surrounding charges, decreased by the distance between their locations. The
potential distribution is described by two-dimensional Gaussian smoothing,
using Euclidean distance for measuring the radius between two points.

It is desirable for the potential fields modeling maritime traffic, to evolve
over time and reflect real-world traffic patterns changes. Instead of addressing
the continuity of real time by applying constructs such as sliding time frame
or data window [3, 10], in this investigation a field decay factor is used. It
enables to continuously update and retrain the model by representing charge
at a location as a function of time.
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8.3 STRAND

A maritime traffic modeling and detection system STRAND (Seafaring
TRansport ANomaly Detection) computes and displays distinctive traffic
patterns as potential fields, extracted from the maritime surveillance data.
In the AIS-based maritime surveillance case, static parameters for the
vessels (identification number, call sign and name) as well as current state
of its dynamic behavior (course, speed, time of day, location) are collected.
STRAND further discretizes course and speed. Course is divided into 8
equal intervals: N, NE, E and so on. Speed ranges are not equal in size,
and correspond to the speed classes common in maritime circles, ranging
from Static (0-–1 knot) Very slow (1–7), Slow (7–14), Medium (14–22), Fast
(22–30), Very fast (30–45), Ultra fast (45–60), to exceeding 60 knots. The
time of day divides 24 hours into four equal time slots: Morning (6—12),
Afternoon (12—18), Evening (18—24), and Night (0-–6).

Figure 8.1: STRAND user interface; example of traffic patterns and detections in
the open sea area.
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The technical limitation for tracking data update period is 90 seconds.
Depending on the vessels movement the change in position will be less than
100 meters (speed limited to single knots in harbor and river areas) or close
to 1000 meters (average speed of 20 knots in open sea) [12]. Besides using the
aforementioned parameters, the STRAND system requires setting a grid size
for the potential field. The grid size in essence defines the resolution of the
potential map. It has been shown that this parameter has a direct impact on
the number of detected anomalies, and if set improperly may strongly overfit
or underfit the data. i.e., on one hand, the number of suspected waypoint
anomalies decreases when the grid size is enlarged, on the other hand bigger
grid size might exclude real anomalies. A reasonable ratio, which minimizes
the amount of false anomalies without excluding any real deviation, needs
to be found. A charge multiplier was introduced as a compensation for the

Figure 8.2: River area with Szczecin Bay.

imbalance between the amounts of charges generated by vessels traveling
with different speeds. All components of a single charge set, representing
one AIS message, were multiplied by the square root of the vessel speed. A
Web-based prototype system was implemented using the Django Python
Web framework. The STRAND user interface includes a map with overlays
(from Google Maps API v3) and a set of controls, see figure 1. The controls
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include menus for setting the coordinate limits, potential metric and range of
the metric value, as well as the optional time frame. The potential intensity
is represented by heat maps, where the color palette ranging from green,
yellow to red, represents increasing potential values. In the figure, the small
black arrows represent vessels conforming to the normal behavior patterns,
and all anomalously behaving vessels are marked by larger red arrows. So, a
red arrow indicates a vessel outside the potential field of at leas one type,
e.g., navigating in a wrong direction. Also an abnormal speed or time of
day may indicate an anomalous behavior. Besides the shown open sea area,
two other areas are chosen for investigation: the estuary of the Oder River
along with the bay of Szczecin representing the river case (figure 2), and the
harbor case of the Gdansk bay with ports of Gdansk, Gdynia and others
(figure 3). The shown open sea area between Sweden and Poland in the
Baltic Sea (figure 1) covers two main routes outside the east coast of Sweden,
each represented by a double line. The red color indicates a strong potential
field with traffic in two directions, NE and SW. At the bottom of the folded
open sea, are the increased potential fields indicating close proximity to the
bay of Szczecin, i.e., traffic to and from the harbor of Gdynia and Gdansk.

8.4 Anomalies and Generated Rules

The potential field based method, implemented by the STRAND system,
produces different results, based on the specific scenario settings. Each
potential field is specific to one AIS metric (i.e., waypoint, speed, course or
daytime). The geographic area, in which to aggregate charges and distribute
potential, is delimited by two pairs of latitude and longitude bounds. The
time selection is necessary for limiting the traffic records, based on which the
fields are created, as well as to determine the moment in traffic that should
undergo the anomaly detection. Additionally, a classification threshold is
set to draw a line between the anomalous and normal potential levels.

All of the above parameters are constant throughout the experiments in
this study. i.e., the time frame, detection moment, and detection threshold
remain the same. The three selected areas have unchanged bounds, and
for each of them a complete set of all potential fields is built and used for
detection.

The focal point is the grid size influencing the resolution of the vessel
traffic model. A larger grid size means a lower resolution, and if increased too
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Figure 8.3: Harbor area of Gdansk Bay.

high, may cause under fitting the underlying traffic patterns, and exceedingly
lowering the sensitivity. On the other hand, high-resolution grids may
result in over fitting the model and making the detection too sensitive. By
visualizing the potential fields a human expert may get an overview of the
past and present traffic. This is not similar to an ordinary visualization of
the AIS data where the current traffic situation is monitored. This difference
is illustrated by the example below where ships seem to get closer to the
opposite riverbank either to dock or to cut the turn. On the other hand, the
north-eastern traffic seems to keep to the right bank in the south, but gets
somewhat diffused towards the mouth of the river. The distribution of the
potential also allows observing a probable reason for that NE traffic diffusion.
A point at the western riverbank in the middle of both images appears to
be a frequent destination for tracked vessels, some of which seem to show
disregard to traffic rules when departing in north-eastern direction. That
behavior occurred often enough to build up a relatively strong traffic pattern,
and if repeated - it will be concerned normal from a course specific point of
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view. If speed, daytime and type of ship are evaluated, new anomalies may
occur.

Figure 8.4: Traffic patterns for course SW (left) and NE (right).

The potential field based method may act as a way of finding unexpected
behavior, i.e., anomalies and monitoring normal behavior, i.e., finding actual
rules. Later on, in the discussion part, these findings together with the
choices made by a human expert may result in an extended analysis of ship
navigation

8.4.1 Anomalies

Figure 5 displays anomaly detection statistics for maritime traffic as a
function of grid size. The plot represents the numbers of detections of types:
waypoint, course, speed, daytime and total. The total is a sum of all positive
detections regardless of type where course, speed and daytime are detections
made separately for these parameters. The specific detections may overlap,
e.g., a ship may travel with anomalous course and time of day, but at a
speed that is normal for its location. The waypoint detection is triggered
when a vessel is observed in an area not earlier investigated by a vessel. As a
consequence this type of anomaly also indicates anomalous speed, course and
daytime, i.e., provide multiple anomaly values. In practice the STRAND
system recognizes the waypoint detections as a deficit of any manner of
recorded vessel present at an examined location. The observed tendency is
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Figure 8.5: Percentage of anomalies for different grid sizes.

that for oversensitive detection settings (where the grid is too dense), the
proportion between the general (waypoint) and specific detection (course,
speed, daytime) is strongly skewed towards the former type. The reason
being that in a small size grid the distances between waypoints recorded in
fact relatively close to one another, are so many grid nodes apart that they
cannot create a common potential field (i.e., a traffic pattern ). In figure 6,
the waypoints (solid lines) represent a lot of anomalies for small grid sizes,
especially at open sea. If we can find a local optimum for an investigated
specific parameter this is a “worst case” scenario regarding the number of
found anomalies for a certain attribute. If this also is correlated to fewer
anomalies connected to the general, waypoint, parameter, a possible grid
size candidate is found. The decline in the number of anomalies is much
faster for the harbor and especially the river cases, which suggest using a
smaller grid size for these cases. Both course and speed reaches a peak
around the grid size 600 - 800 m for the open water case at the same time
as the number of waypoint anomalies get reasonable low in number. For
the harbor case there is a similar peak around 60 - 80 m grid size where
the peak of the river case is between 30 – 100 m but with fewer anomalies.
Both open sea and harbor detects around 25% possible anomalies where the
river case holds less than 10% alarms for course deviations. Also for speed
deviations there is a higher percentage for the open sea (20%) than for the
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Figure 8.6: Anomalies for open sea (O), harbor (H) and river (R) cases.

harbor and river cases (below 10%).

So, by plotting transmitted waypoints it is possible to detect previous
positions and the proportion of vessels that visited the same waypoints in the
past. With larger grid sizes the number of anomalies decreases, especially
in dense areas with heavy traffic. In the same way, by plotting courses and
speed it is possible to detect more volatile changes in the positions done
by the vessels. This entirely sum up to different anomaly detections; one
exclusively for waypoint and one partly overlapping for course and speed,
i.e., a human observer needs to evaluate different cases of anomalies.

8.4.2 Traffic Rules at Sea

Besides the already mentioned parameters, added sets are produced by
performing detection on data with altered speed and course. For speed, the
velocity may increase or decrease relative to the current speed. As seen in
figure 7, the chosen grid size is important and dependent on where the vessels
are in the sea, e.g., how close to the shore, and the conditions imposed by
this position, e.g., density of vessels and possible or allowable speeds. In the
following examples we have chosen a grid size of 30 meters for the harbor
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and river cases and 800 meters for the open sea case.

Figure 8.7: Speed limits for open sea, harbor and river cases.

Changing speed is raising the percentage of anomalies for all investigated
areas. For two of them, harbor and river, the amount of anomalies are quite
low for the investigated speed but an increase in speed multiplies the amount
of anomalies compared to driving with normal or decreased speed.

For the open sea the initial amount of anomalies are higher, about 10
times higher than for the harbor and river cases. In contrast to these cases
it is a more unexpected behavior to drive slower than to increase the speed
or keep to the original speed.

From our general understanding this is not a surprise. Harbor areas as
well as river paths have speed limits depending on narrow passages and dense
traffic. Anomalies that normally constitute a few percent for normal and low
speed may induce more than 50 percent of all traffic with increased speed for
the harbor case. For the open sea the opposite is true, do not reduce speed
or stop. This unexpected situation is handled as an emergency situation at
sea when the vessel is stopped. So, reduce the speed is a sign of an anomaly
behavior. The next case, turning left and right given a proposed course, was
preceded by two additional tests. The first test has to do with granularity, is
it better or not to make a large adjustment? We compared 45 to 22.5 degrees,
e.g., turning NE instead of NNE. Finer granularity moderately increased
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the number of anomalies without changing the overall results. The second
test adjusted the initial setting for the horizontal direction, e.g., adjusting
from N to NNW, to find the optimal setting. Only small adjustments were
measured depending on this shift in direction, i.e., the STRAND tool seems
to be robust against this kind of adjustment.

Figure 8.8: Turning left or right for open sea, harbor and river cases.

For the investigated grid size the deviations from course are less apparent
than for the speed parameter as seen in figure 8. Rivers are similar to
highways on land, elongated routes where the ships hold a definite direction.
River has a deviation to the left resulting in a 50% increase of anomalies for
a grid size up to 60 meters. The deviation to the right is almost the same as
the original number of waypoint anomalies. Harbors have less determined
routes depending on traffic to and from the quays. For the harbor case
there are no detected differences between left and right but an overall 50%
increase of anomalies compared to the original waypoint deviation.

Open sea has a slightly deviation towards right (around 10%) but also
a large increase of anomalies compared to the original waypoint deviation
(above 100%). This may be regarded as too many detection of anomalies
due to the large grid size (700-1000 m). So, traffic rules have partly been
discovered when introducing potential fields comprising; upper speed limits,
abrupt braking and right rule:
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• Upper speed limits are significant for both harbor and river situations.
This is consistent with the actual situation at sea where speed limita-
tions often are present in these areas. In harbor and river areas speed
is regularly limited by law, obstacles and (or) sailing practice, therefore
exceeding it is more dangerous and less common than slowing down
even more.

• At open sea it is common to sail with particular minimal speeds,
and exceeding them is not disadvantageous. Slowing down speed at
open sea may result in a potential stop impeding the traffic. This
is consistent with maritime rules where an unexpected situation is
handled as an emergency situation at sea, e.g., hoist a black orb in the
mast, when the vessel is stopped.

• Traveling along a river is similar to traveling on a motorway, the driver
needs to follow traffic rules, in this case the right rule. The generated
potential fields discover this rule automatically; avoid shifting towards
oncoming traffic, i.e., turning left.

8.5 Discussion

An extended analysis of ship navigation and its actual practice aboard large
ships in a naval setting has been studied by Hutchins [13]. This study involves
distributed ship navigation composed of multiple crew members, navigational
instruments, water and environmental conditions. Cognitive skills observed
in the actual practice aboard, referred to as cognition in the wild by Hutchins,
constitute the human knowledge. The actual result, i.e., how the ship makes
its way, is monitored by its AIS positions. Navigational skills are monitored
and visualized by the concept of potential fields. So, distributed cognitive
processes in a ship may partly be handled by potential fields because of the
embedded cognitive skills in the AIS. The visualization takes into account
strength and distribution of the potential field during a specific period of
time. A decay function guarantee a flexibility over time; varying long term
conditions affect the result by favoring newer measurements in front of older.

Findings regarding speed and right rule appear to correspond with
common sense. Real anomalies in the context of causing accidents or
being indicators for terrorist acts or smuggling are rare. We are instead
investigating candidates for becoming a threat to the regular vessel traffic.
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Stated another way, a human expert may exclude all normal behavior and
concentrate on the proposed anomalies. The introduced anomaly detection
tool, STRAND, should be regarded as a visualization tool for a human
expert, introducing some novel skills compared to traditional equipment
like radar and GPS. The AIS vessel tracking data incorporates seaman’s’
experiences in estimating the changing traffic and operating environment
conditions.

The concept of visualization may include finding both anomalies and
rules of behavior outside the human expertise. Current tools that visualize
the AIS system give an overview of encountered vessels in a given area,
including e.g., type of ship, speed and position, the previous route and
destination and also preferred behavior, i.e., seamanship. A perfect overview
of the actual traffic cannot be guaranteed, e.g., some of the data must be
inserted manually and the AIS equipment may deliberately or accidentally
be out of service.

Adding visualization of the potential fields as a complement to the current
AIS tools will improve the overview because it takes into account data of
past experiences. Potential fields may act as a way of planning the actual
route to destination. Waypoints may deviate and a certain velocity may
be preferred depending on time of day, weekday and time of the year. By
plotting transmitted waypoints it is possible to detect previous positions
and the proportion of vessels that visited the same waypoints in the past.
In the same way, by plotting courses and speed it is possible to detect more
volatile changes in the positions done by the vessels.

Still there will be lots of false alarms, and most possible some real
incidents not detected. For a supervisor, monitoring the actual traffic, in-
troducing a tool for visualizing the potential fields may facilitate traffic
surveillance. So, it is possible to optimize routes depending on past expe-
riences, i.e., using potential fields as a way of planning the actual route to
destination. Waypoints may deviate and a certain velocity may be preferred
depending on time of day, weekday and time of the year. This may act as
a planning tool subject to direct observations. There are various potential
benefits and practical applications of the method, depending on the user.
From a ship navigator point of view, the display of patterns of correct or
normal behavior, aids the choice of the safest and most optimal path. From
traffic safeguarding perspective, the anomaly detection based on potential
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fields may help quickly and comprehensively inspecting possible traffic inci-
dents. Finally, from authorities’ point of view, the clear overview of traffic
may help recognize traffic regulation and legislation issues.

8.6 Conclusion

The STRAND prototype system demonstrates the applicability of the pro-
posed method. The geographical map-based grid is filled by a potential
field derived from the observed traffic. Anomalies are identified as a lack
of normal behavior — local absence of potential. The three aspects of
potential field theory: charge accumulation, potential decay and dissipation;
enable the modeling of vessel traffic. The resulting normal model facilitates
customizable visualization and anomaly detection. An advantage of the
method is the ability to create normal traffic models based on the traffic
history, without the need for expert knowledge. The additional beneficial
property demonstrated, analyzed and discussed in this study, is the ability
to grasp behaviors common in the sailing practices in a way that can be
easily expressed as a traffic rule.
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ABSTRACT

Nowadays ships are usually equipped with an 
array of marine instruments, one of which is an 
Automatic Identification System (AIS) transpon-
der. The availability of the global AIS ship tracking 
data opened the possibility to develop maritime 
security far beyond simple collision prevention. 
The research work summarized in this thesis ex-
plores this opportunity, with the aim of developing 
an intuitive and comprehensible method for traffic 
modeling and anomaly detection in the maritime 
domain.

The novelty of the method lies in employing the 
technique of artificial potential fields for traffic 
pattern extraction. The general idea is for the po-
tentials to represent typical patterns of vessels’ 
behaviors. A conflict between potentials, which 
have been observed in the past, and the potential 
of a vessel currently in motion, indicates an ano-
maly.

The proposed potential field based method has 
been examined using a web-based anomaly de-
tection system STRAND (Seafaring TRansport 
ANomaly Detection) implemented for this study. 
Its applicability has been demonstrated in several 
publications, examining its scalability, modeling ca-
pabilities and detection performance. The expe-
rimental investigations led to identifying optimal 
detection resolution for different traffic areas 
(open sea, harbor and river), and extracting traffic 
rules, e.g., with regard to speed limits and cour-
se rules. Furthermore, the map-based display of 
modeled traffic patterns and detection cases has 
been analyzed, using several demonstrative cases. 
The massive AIS dataset collected for this study 
provides an abundance of challenges for future in-
vestigations.

Ewa Osekowska

D
E

S
IG

N
 A

N
D

 IM
P

L
E

M
E

N
T

A
T

IO
N

 O
F

 A
 M

A
R

IT
IM

E
 T

R
A

F
F

IC
 

M
O

D
E

L
IN

G
 A

N
D

 A
N

O
M

A
LY

 D
E

T
E

C
T

IO
N

 M
E

T
H

O
D

Ew
a O

sekow
ska                         2014:09


	69683_inl_Lic_Ewa_Osekowska.pdf
	Abstract
	Preface
	Introduction
	Background
	Academic Research Background
	Maritime Practitioners' Background

	Approach
	Aim
	Scope
	Research Questions
	Research Methodology

	Execution and Outcomes of the Study
	Discussion
	Contributions
	Data Collection
	Method Design and Implementation
	Conclusion
	Future Work
	References

	Potential Fields in Maritime Anomaly Detection
	Introduction and Motivation
	Related Work
	Method
	Potential Fields Applied
	STRAND System Case Based Demonstration
	Discussion
	Conclusion and Future Work
	References

	Potential fields in modeling transport over water
	Introduction
	Background
	Potential Fields
	Case Study Setup
	Analysis of Obtained Results
	Open Issues and Interdisciplinary Discussion
	Conclusions and Future Work
	References

	Optimization of grid precision for potential field based maritime anomaly detection
	Introduction
	Background and Related Work
	Potential Fields
	Experiment Setup
	Results and Analysis
	Discussion
	Conclusion
	References

	Visualizing anomalies and traffic rules in a maritime setting using potential fields
	Introduction
	Background
	STRAND
	Anomalies and Generated Rules
	Discussion
	Conclusion
	References



