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ABSTRACT
Context: A system of systems often exhibits 
heterogeneity, for instance in implementation, 
hardware, process and verification. We define a 
heterogeneous system, as a system comprised of 
multiple systems (system of systems) where at 
least one subsystem exhibits heterogeneity with 
respect to the other systems. The system of sys-
tems approach taken in development of hetero-
geneous systems give rise to various challenges 
due to continuous change in configurations and 
multiple interactions between the functionally 
independent subsystems. The challenges posed 
to testing of heterogeneous systems are mainly 
related to interoperability, conformance and large 
regression test suites. Furthermore, the inherent 
complexities of heterogeneous systems also pose 
challenge to the specification, selection and exe-
cution of tests. 
Objective: The main objective of this licentia-
te thesis is to provide an insight on the state of 
the art in testing heterogeneous systems. More-
over, we also aimed to investigate different test 
techniques used to test heterogeneous systems 
in industrial settings and their usefulness as well 
as to identify and prioritize different information 
sources that can help practitioners to define a ge-
neric search space for test case selection process.
Method: The findings presented in this thesis 
are obtained through a controlled experiment, a 
systematic literature review (SLR), a case study 
and an exploratory survey. The purpose of sys-
tematic literature review was to investigate the 
existing state of art in testing heterogeneous 
systems and identification of research gaps. The 
results from the SLR further laid down the foun-
dation of action research conducted through an 
exploratory survey to compare different test 
techniques. We also conducted an industrial case 
study to investigate the relevant data sources for 
search space initiation to prioritize and specify 
test cases in context of heterogeneous systems. 

Results: Based on our literature review, we 
found that testing of heterogeneous systems is 
considered a problem of integration and system 
testing. It has been observed that multiple interac-
tions between the system and subsystems results 
into a testing challenge, especially when the con-
figurations change continuously. It is also obser-
ved that current literature targets the problem of 
testing heterogeneous systems with multiple test 
objectives resulting in employing different test 
methods to reach a domain specific testing chal-
lenge. Using the exploratory survey, we found th-
ree test techniques to be most relevant in context 
of testing heterogeneous systems. However, the 
most frequently used technique mentioned by the 
practitioners is manual exploratory testing which 
is not a much researched topic in the context of 
heterogeneous systems. Moreover, multiple in-
formation sources for test selection process are 
identified through the case study and the survey.
Conclusion: Companies engaged in develop-
ment of heterogeneous systems encounter huge 
challenges due to multiple interactions between 
the system and subsystems. However, the conclu-
sions we draw from the research studies included 
herein show a gap between literature and indu-
stry. Search-based testing is widely discussed in 
the literature but is the least used test technique 
in industrial practice. Moreover, for test selection 
process there are no frameworks that take in ac-
count all the information sources that we investi-
gated. Therefore, to fill this gap there is a need for 
an optimized test selection process based on the 
information sources. There is also a need to study 
different test techniques identified through our 
SLR and survey and compare these techniques on 
real heterogeneous systems.

 A
hm

ad N
aum

an G
hazi                 2014:03    



Testing of 
Heterogeneous Systems

Ahmad Nauman Ghazi





Blekinge Institute of Technology Licentiate Dissertation Series
No 2014:03

Testing of 
Heterogeneous Systems

Ahmad Nauman Ghazi

Licentiate Dissertation in
Software Engineering

Department of Software Engineering
Blekinge Institute of Technology

SWEDEN

Psychosocial, Socio-Demographic 
and Health Determinants in 
Information Communication 

Technology Use of Older-Adult 

 

Jessica Berner

Doctoral Dissertation in 
Applied Health Technology 

Blekinge Institute of Technology doctoral dissertation series
No 2014:03

 
Blekinge Institute of Technology

SWEDEN

Department of Health 



2014 Ahmad Nauman Ghazi
Department of Software Engineering
Publisher: Blekinge Institute of Technology,
SE-371 79 Karlskrona, Sweden
Printed by Lenanders Grafiska, Kalmar, 2014
ISBN: 978-91-7295-282-9  
ISSN 1650-2140
urn:nbn:se:bth-00591  



To Allah, for blessing me with the abilities and opportunities;
To my late father;

To my mother and sisters, for their constant support, love and prayers;
To my wife Dr. Sarah and son Ajlaan, for being a continuous source of peace and joy;

To Naveed Butt, who inspired me to stand firm even in the darkest of times.

v



vi



“It is common sense to take a method and try it. If it fails, admit it frankly
and try another. But above all, try something.”

–Franklin D. Roosevelt
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Abstract
Context: A system of systems often exhibits heterogeneity, for instance in implemen-
tation, hardware, process and verification. We define a heterogeneous system, as a
system comprised of multiple systems (system of systems) where at least one subsys-
tem exhibits heterogeneity with respect to the other systems. The system of systems
approach taken in development of heterogeneous systems give rise to various chal-
lenges due to continuous change in configurations and multiple interactions between
the functionally independent subsystems. The challenges posed to testing of heteroge-
neous systems are mainly related to interoperability, conformance and large regression
test suites. Furthermore, the inherent complexities of heterogeneous systems also pose
challenge to the specification, selection and execution of tests.

Objective: The main objective of this licentiate thesis is to provide an insight on
the state of the art in testing heterogeneous systems. Moreover, we also aimed to
investigate different test techniques used to test heterogeneous systems in industrial
settings and their usefulness as well as to identify and prioritize different information
sources that can help practitioners to define a generic search space for test case selection
process.

Method: The findings presented in this thesis are obtained through a controlled
experiment, a systematic literature review (SLR), a case study and an exploratory sur-
vey. The purpose of systematic literature review was to investigate the existing state
of art in testing heterogeneous systems and identification of research gaps. The results
from the SLR further laid down the foundation of action research conducted through
an exploratory survey to compare different test techniques. We also conducted an in-
dustrial case study to investigate the relevant data sources for search space initiation to
prioritize and specify test cases in context of heterogeneous systems.

Results: Based on our literature review, we found that testing of heterogeneous sys-
tems is considered a problem of integration and system testing. It has been observed
that multiple interactions between the system and subsystems results into a testing chal-
lenge, especially when the configurations change continuously. It is also observed that
current literature targets the problem of testing heterogeneous systems with multiple
test objectives resulting in employing different test methods to reach a domain spe-
cific testing challenge. Using the exploratory survey, we found three test techniques
to be most relevant in context of testing heterogeneous systems. However, the most
frequently used technique mentioned by the practitioners is manual exploratory testing
which is not a much researched topic in the context of heterogeneous systems. More-
over, multiple information sources for test selection process are identified through the
case study and the survey.

Conclusion: Companies engaged in development of heterogeneous systems en-
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counter huge challenges due to multiple interactions between the system and subsys-
tems. However, the conclusions we draw from the research studies included herein
show a gap between literature and industry. Search-based testing is widely discussed
in the literature but is the least used test technique in industrial practice. Moreover,
for test selection process there are no frameworks that take in account all the infor-
mation sources that we investigated. Therefore, to fill this gap there is a need for an
optimized test selection process based on the information sources. There is also a need
to study different test techniques identified through our SLR and survey and compare
these techniques on real heterogeneous systems.
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Chapter 1

Introduction

1.1 Preamble

With the technological advancement in the software industry, more and more hetero-
geneous systems are introduced in the market. A heterogeneous system is comprised
of multiple subsystems that exhibit heterogeneity in at least one aspect. A review of
literature on the topic (conducted by us) did not reveal a commonly agreed definition of
what a heterogeneous system is. Heterogeneity in this context can refer to that systems
are implemented on different platforms, being developed using different processes, be
of different size, etc.

A subsystem can exhibit heterogeneity in terms of both hardware and software.
It does not limit itself to these aspects, though. Heterogeneity can also occur at dif-
ferent levels within the software development process e.g., requirements elicitation
techniques, verification and validation strategies, and implementation technology, e.g.,
programming language, OS, hardware platform. Heterogeneous systems are inherently
complex and pose certain challenges to the verification and validation activities, such
as specification, selection and execution of tests. In addition, the increasing number of
subsystems included in systems causes a build up in interfaces and thus, in the number
of interactions.

Testing of heterogeneous systems has received vast attention in recent years. In
large heterogeneous systems it was observed that regression test suites grow exponen-
tially, and hence require too much time to execute. In response, there is a need to
prioritize and select test cases [1]. The challenge of test selection has been thoroughly
investigated in previous research (e.g., in systematic reviews [12, 6]), but there still is
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Chapter 1. Introduction

a need to understand which information needs and sources are of relevance to guide
practitioners of heterogeneous systems in selecting tests.

In this thesis, we investigate testing of heterogeneous systems in both industry and
academia to identify different gaps and propose solutions to these gaps. The appli-
cability and perceived usefulness of different testing techniques is investigated using
an exploratory survey. This survey was carried out with a set of industry practition-
ers involved in different roles in development of heterogeneous systems. Three main
testing techniques were identified that are used in the context of heterogeneous sys-
tems. Furthermore, a systematic literature review (SLR) is conducted to investigate
different trends in testing of heterogeneous systems. The SLR revealed that testing of
heterogenous systems is not categorized as an area of research explicitly and the most
of information is scattered in the research literature. We identified, different tools,
technologies and test objectives investigated in the context of heterogeneous systems
to solve specific problems. However, it is identified through the survey and SLR that
testing techniques heavily researched to test heterogenous systems are least used in in-
dustry whereas, the manual exploratory testing technique is most used in industry but
lacks adequate research.

To bridge the above gap, an experiment on the effectiveness and efficiency of ex-
ploratory testing is conducted. Lastly, in this thesis, we identify the information sources
required by practitioners involved in developing heterogeneous systems to prioritize
test cases. This is done in a two step process. In the first step an industrial case study
is conducted to understand how heterogeneous systems are tested and to elicit infor-
mation sources, followed by an exploratory survey. The findings are compared with
the literature investigating test selection independently of heterogeneous systems. The
information gathered could be used in organizations to assure that the required infor-
mation is available to testers to support them during the selection process. From an
industrial perspective, identification of these information sources will further help to
develop a framework for search space initiation to automate test selection in different
stages of development using search-based software testing techniques.

1.2 Background
Heterogeneous systems are inherently complex systems using a systems of systems
approach [4]. These heterogeneous systems are comprised of subsystems with multi-
ple interactions between these subsystems. Heterogeneous systems are different from
classical software systems because subsystems in heterogeneous systems are function-
aly independant and often exhibit hetreogeneity in terms of hardware, software and
processes.
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In SWEBOK [7], testing is defined as a set of activities performed to improve the
overall quality of a product by identifying underlying defects. Today, the competa-
tive environment in the software industry makes it more important for software orga-
nizations to strive for delivering software products that conform with highest quality
standards. To achieve this high quality, effective software verification and validation
activities are indispensable. However, verification and validation activities are time
consuming and expensive. Hence, these activities require effective methods.

Testing a heterogeneous system implies that several possible interactions and con-
figurations shall be tested. The reuse of artifacts is one way to speed up such repetitive
activities considerably [10]. Otani et al. propose a framework that depends heavily
on UML artifacts, which are used to automate independent verification and valida-
tion practices using generative technologies. Frequent configuration changes pose a
challenge if combinatorial testing is used to test such systems. To address this chal-
lenge, Cohen et al. [3] conducted an empirical study to quantify the effectiveness of
test suites. The study shows that there is an exponential growth of test cases when
configurations change and subsets of test suites are used, similar to what is common
in regression testing. There has also been some research done in the area of health-
care applications that are heterogeneous in nature. Vega et al. [14] propose a TTCN-3
based framework to test HL7 (Health Level 7) health-care applications. The technique
supported by the framework is generic and does not need customization every time a
configuration changes. Brahim et al. [2] provide a technique to specify test cases in
globally distributed environments. This framework uses the UML 2 testing profile and
TTCN-3 for test specification and generation. The authors claim that the use of TTCN-
3 in combination with other languages and test notations ensures transparency and cost
benefits.

Testing heterogeneous systems is primarily considered to be a challenge emanat-
ing from the problem of integration and system-level testing [5] [15]. Therefore, the
current research in the area of heterogeneous systems considers it as a subsystem inter-
action issue [15]. It is also observed that solving the inherent complexities underlying
the testing of heterogeneous systems is not a priority. Most of the related research is
focused on addressing the accidental complexities in testing of heterogeneous systems
by tuning and optimizing different testing techniques and methods.

Overall, testing of heterogeneous systems involves testing multiple configurations
and dealing with complex systems accross a variety of platforms.

A comprehensive overview of different testing techniques, tools and technologies
used for specific test objectives is provided in chapter 4.

3



Chapter 1. Introduction

1.3 Research Gaps and Contributions

The following research gaps have been identified in the related work, and through the
systematic literature review in Chapter 4:

Gap-1 The area of research related heterogeneous systems is very disperate, and is not
defined as an area as such. For instance, researchers would not label their studies
consistently as being about testing heterogeneous systems. There is a lack of re-
search studies that synthesize the work done on heterogeneous systems in general
and testing such systems. Therefore the area is not categorized and information
related to heterogeneous systems is scattered in the literature literature.

Gap-2 Lack of understanding the gap between industry and academia in testing of het-
erogeneous systems.

Gap-3 Specific test objectives such as test selection in the context of heterogeneous
systems need empirical investigation.

Gap-1 was identified during the survey design (Study S1) and further during the
design of systematic literature review (Study S3). It was observed that there is no
common understanding and definition of heterogeneous systems. The research studies
conducted using heterogeneous systems are more specific to testing techniques, tools
and technologies addressing specific test objectives in a specific testing phase.

Contributions: This thesis provides a synthesis of the testing activities in hetero-
geneous systems and aims to fill the gap for a common understanding of the area for
both practitioners and academia. In our exploratory survey, we identified three main
techniques used for testing of heterogeneous systems and practitioners’ perception of
the usefulness of these techniques. Manual exploratory testing was found to be used
most in industry with combinatorial testing and search-based testing.

Gap-2 was identified through the survey (S1) responses as well as through reading
the existing literature (Study S3). This gap was also observed during the design and
execution of the controlled experiment comparing exploratory testing and test case
based testing (Study S2) conducted with both academic and industrial subjects.

Contributions: In this thesis, a controlled experiment was conducted to compare
the effectiveness and efficiency of exploratory testing and test-case based testing. A
comprehensive systematic literature review was done to categorize testing techniques,
tools and technologies from the existing literature.

Gap-3 was identified during the synthesis of systematic literature review (Study
S3) while looking for different trends within the area of heterogeneous systems.
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Contributions: Lastly, an industrial case study was conducted to identify and pri-
oritize different information sources imperative for test case selection while testing
heterogeneous systems.

Figure 1.1 provides an overview of the studies and maps the contributions.

1.3.1 Research Questions

The main objective of this thesis is to align the practice and academic research in
context of testing heterogeneous systems. To that end, we take two perspectives, the
academic and the practitioner question, which are covered in the contributions as stated
in Figure 1.1.

The research questions answered in this thesis are:

RQ-1: How well is academia aligned with practice when testing heterogeneous sys-
tems?

RQ-2: What is the practitioner perspective for the usefulness of different testing tech-
niques for heterogeneous systems?

RQ-3: What are the different information sources integral for the test case selection
process in a heterogeneous systems context?

Figure 1.1 provides an overview of how different studies are connected to each
other complementing the overall progress towards the main objective stated above.
Chapter 2 explores the industrial perspective and identifies the three main techniques
widely used by the practitioners to test heterogeneous systems. Chapter 3 provides an
empirical evaluation of the effectiveness and efficiency of exploratory testing in com-
parison with traditional test-case based testing taking in consideration both academia
and industrial. Whereas, Chapter 4 aggregates the disperate information about testing
of heterogeneous systems and classifies the research area by synthesizing the results.
Lastly, Chapter 5 identifies multiple information sources for test case selection and pri-
oritize these to provide practitioners with basic guidelines to test selection process in
heterogeneous systems context. The information sources identified in this industrial
case study provides direction for future work towards the doctoral thesis.

Furthermore, each of the contributions has individual quesitons mentioned in re-
spective studies that overall conribute to understanding the testing in heterogeneous
systems context from both academic and industrial perspectives.
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Chapter 1. Introduction

Academic Research

Contribution of Study S3
(Chapter 4)
Categorization of heterogeneous 
systems as a research area. 
Synthesis of different testing 
techniques, tools and technologies 
proposed by researchers to test 
heterogeneous systems.
Method: Systematic literature review

Industrial Practice

Contribution of Study S2
(Chapter 3)
Empirical evaluation of two testing 
techniques to compare their 
effectiveness and efficiency in both 
industrial and academic 
environments.
Method: Controlled experiment

Contribution of Study S4
(Chapter 5)
Understanding the current test 
selection process as well as 
identification and prioritization of 
different information sources integral 
for test selection in the context of 
heterogeneous systems.
Method: Case study

RQ 2

RQ 3

Contribution of Study S1
(Chapter 2)
Industrial perspective of usefulness of 
different testing techniques used in 
heterogeneous systems context.
Method: Exploratory survey

RQ 1 RQ 1

Figure 1.1: Overview of the thesis

1.3.2 Research Methods

This thesis takes a mix method research approach towards the main objective of the
thesis. Therefore, each chapter of this thesis corresponds to an individual research
study. An overview of the different research methods along with the contributions of
individual studies used to answer the main research questions of the thesis is depicted
in Figure 1.1.

Brief introduction of the research methods applied in this thesis is provided below.
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Exploratory survey

A survey is used to collect information from multiple individuals to understand differ-
ent behaviors and trends [16]. An exploratory survey is used as a pre-study to more
in-depth investigation with an objective to not overlook important issues in that area of
research [16]. A structured questionaire is used to gether and analyze information that
serves the basis of further studies.

In statistical surveys the goal is not to draw general conclusion about a population
through statistical inference based on a representative sample. A representative sam-
ple (even for a local survey) has been considered challenging, the author [13] points
out that: “This [remark by the author: a representative sample] would have been
practically impossible, since it is not feasible to characterize all of the variables and
properties of all the organizations in order to make a representative sample.” Similar
observations and limitations of statistical inference have been discussed by Miller [9].

Chapter 2 reports a research study based on an exploratory survey. The aim of the
survey was to gather data from various companies that differ in characteristics.

Controlled experiment

An experiment provides a formal and controlled investigation by manipulating the be-
havior in a precise and systematic manner. A number of treatments can be be involved
in experiments to compare the outcomes [16]. In software engineering, experiments
are conducted involving human subjects that make the design and execution of the ex-
periment challenging. However, experiments can both be used to test existing theories
as well as to investigate the validity of different measures.

In this thesis, we conducted an experiment with 70 human subjects from academia
and industry to compare the effectiveness and efficiency of two testing techniques. A
detailed discussion and experiment design is provided in Chapter 3.

Systematic literature review

A systematic literature review (SLR) is the process to identify, assess and interpret
primary studies to improve the understanding and to validate the claims in a certain
area of research. The guidelines provided by Kitchenham and Charters [8] provide a
rationale for why and when to conduct systematic literature reviews. The most common
is to synthesize the research literature with purpose to identify the gaps in a specific
area. A systematic literature review mainly consists of three phases [8]:

1. Planning
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2. Execution, and

3. Reporting the review

In the planning phase, a review protocol consisting of search terms, an explicit
study selection criteria, quality assessment and data extraction forms are deloped. Dur-
ing the execution, the available literature is searched and after applying study selection
criteria and quality assessment it leads to a refined list of primary research studies. Data
extraction forms are used to extract the required information from the primary studies.

Chapter 4 reports the SLR aimed to classify testing of heterogeneous systems as an
established area of research and to identify the research gaps in this area.

Case study

Case study research is used to investigate a phenomenon in its natural context [16].
Given that case study is conducted in real-life environment and in close collaboration of
industry, it does not provide the same degree of control as experiments. In compraison
to controlled experiments, case studies are easier to plan and provide more realistic
results. But, the results gathered from case studies are usually hard to interpret and
not generalizable. However, multiple sources for data triangulation are used to draw
credible conclusions.

In this thesis, Chapter 5 resports an industrial case study. The different sources
to gather data for triangulation include semi-structured interviews and documentation.
Furthermore, a survey captured the relative importance of information sources identi-
fied through the case study.

1.4 Overview of Studies
Each chapter in this thesis corresponds to an individual research study as depicted
in Figure 1.1. The following sections provide an overview of these studies, research
methodology, results and conclusions.

1.4.1 Study S1: Testing heterogeneous systems: An exploratory
survey

Study S1 explores (1) which techniques are frequently discussed in literature in con-
text of heterogeneous system testing that practitioners use to test their heterogeneous
systems; (2) the perception of the practitioners on the usefulness of the techniques with
respect to a defined set of outcome variables.
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Survey is used as the research method in this study. A total of 59 answers were
received out of which 27 responses were complete survey answers that were even-
tually used in this study. Search-based testing has been used by 14 out of 27 respon-
dents, indicating practical relevance of the approach for testing heterogeneous systems,
which itself is relatively new and has only recently been studied extensively. The most
frequently used technique is exploratory manual testing, followed by combinatorial
testing. With respect to the perceived performance of the testing techniques, the prac-
titioners were undecided regarding many of the studied variables. Manual exploratory
testing received very positive ratings across outcome variables.

Given that the data indicates that practitioners are often undecided with respect to
the performance of the techniques, researchers need to support them with comparative
evidence and sound evidence. In particular, it needs to be investigated whether the
perceptions and experiences of the practitioners can be substantiated in more controlled
studies.

1.4.2 Study S2: An experiment on the effectiveness and efficiency
of exploratory testing

As identified in study S1, manual exploratory testing is the most used technique used
by practitioners in the context of heterogeneous systems, we conducted a controlled
experiment to compare the effectiveness and efficiency of exploratory testing in study
S2.

The exploratory testing (ET) approach though widely used by practitioners lacks
scientific research. The scientific community needs quantitative results on the perfor-
mance of ET taken from realistic experimental settings. The objective of this paper
is to quantify the effectiveness and efficiency of ET vs. testing with documented test
cases (test case based testing, TCT).

We performed four controlled experiments where a total of 24 practitioners and
46 students performed manual functional testing using ET and TCT. We measured the
number of identified defects in the 90-minute testing sessions, the detection difficulty,
severity and types of the detected defects, and the number of false defect reports.

The results show that ET found a significantly greater number of defects. ET also
found significantly more defects of varying levels of difficulty, types and severity levels.
However, the two testing approaches did not differ significantly in terms of the number
of false defect reports submitted. We conclude that ET was more efficient than TCT
in our experiment. ET was also more effective than TCT when detection difficulty,
type of defects and severity levels are considered. The two approaches are comparable
when it comes to the number of false defect reports submitted.
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In summary, the results of study S2 show that ET found a significantly greater
number of defects in comparison with TCT. ET also found significantly more defects
of varying levels of detection difficulty, types and severity levels. On the other hand,
the two testing approaches did not differ significantly in terms of number of false defect
reports submitted.

1.4.3 Study S3: Testing of heterogeneous systems: A systematic
review

Study S3 provides an account of the existing state of art in testing heterogeneous sys-
tems. The study provides a detailed analysis of different trends found in this area of
research as well as different test techniques applied for specific test objectives discussed
in literature. We used a systematic literature review to conduct this study.

We identified that there are a number of testing tools and technologies proposed in
literature based on different test techniques. There is also a strong focus on addressing
the problem of testing heterogeneous systems by using multiple variants of combinato-
rial testing. A number of challenges in this area of research are also identified and we
classify these challenges into domain-specific and general testing challenges.

To summarize, there is a strong focus on testing heterogeneous systems in recent
years and a number of studies exist that attempt to solve the problem of testing het-
erogeneous systems through combinatorial test generation. However, it is important to
note that combinatorial test generation in the context of heterogeneous systems, where
a large number of interactions exist between different subsystems, will lead to a com-
binatorial explosion. Therefore, there remains a need to incestigate effective ways for
test slection as well as compare different test techniques in context of heterogeneous
systems.

1.4.4 Study S4: Information sources and their importance in pri-
oritizing test cases in the heterogeneous systems context

In study S4, we investigate various sources of information for test case selection (e.g.,
requirements, source code, system structure, etc.). The challenge of test selection is
amplified in the context of heterogeneous systems, where it is unknown which infor-
mation/data sources are most important.

We made use of case study research for the elicitation and understanding of which
information sources are relevant for test case prioritization. Furthermore, an ex-
ploratory survey is used to capture the relative importance of information sources for
testing heterogeneous systems.
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The contributions we made in this study are: (1) Achieve in-depth understanding of
test processes in heterogeneous systems; (2) Elicit information sources for test selection
in the context of heterogeneous systems. (3) Capture the relative importance of the
identified information sources.

We classified different information sources that play a vital role in the test selection
process, and found that their importance differs largely for the different test levels ob-
served in heterogeneous testing. However, overall all sources were considered essential
in test selection for heterogeneous systems.

Heterogeneous system testing requires solutions that take all information sources
into account when suggesting test cases for selection. Such approaches need to be
developed and compared with existing solutions.

1.5 Conclusions
As mentioned earlier in Section 1.3, testing heterogeneous systems as a research area
is not defined and the research targetted towards testing of heterogeneous systems is
scattered in the research literature. Moreover, the academia and practitioners have
different understanding in reaching various problems in this area of research.

In this thesis, an attempt to understand the testing of heterogeneous systems in
practice revealed a clear gap. The testing techniques heavily researched in context of
heterogeneous systems are rarely used by the industry practitioners whereas, the most
used test techniques mentioned by the practitioners is under-researched. More impor-
tantly, most of the research done in the context of heterogeneous systems make use of
toy examples and there is lack of studies that involve testing of heterogeneous systems
in real industrial settings. Therefore, a careful investigation of testing heterogeneous
systems in industrial settings is desirable if we want to bridge the gap between industry
and academia.

For academia, there exists a need for collaboration with organizations involved
in development of heterogeneous systems to study different aspects of heterogeneity
and how these effect the overall testing process. This investigation of heterogeneous
systems in industrial settings will pave way for practitioners to understand and use the
latest research to improve their test processes that will eventually result in cost and
effort reduction.

In context of industrial practices to test heterogeneous systems, results from exist-
ing research can not be generalized due to lack of investigation on real heterogeneous
systems. We identified during this thesis, that various test techniques used both in
academia and in industry need empirical investigation involving real heterogeneous
systems. Different test techniques shall be compared for their efficiency, effectiveness
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and usefulness in heterogeneous systems context. Also, different aspects of the test
process need to be investigated to optimize the overall process.

Based on the findings in this thesis, the following conclusions are drawn:

RQ-1: How well is academia aligned with practice when testing heterogeneous
systems?

- Manual exploratory testing is most frequently used technique followed by com-
binatorial testing and search-based testing. It is interesting that there exists some
practitioners who used combinatorial testing and search-based testing in con-
text of heterogeneous systems. This notion provides opportunities to study the
techniques in future.

RQ-2: What is the practitioner perspective for the usefulness of different testing
techniques for heterogeneous systems?

- Manual exploratory testing is most used technique, but it is least investigated
technique in academia compared to other two techniques identifed in this thesis.
This provides an opportunity to study the technique in context of heterogeneous
systems and compared with combinatorial and search-based testing.

- Given that, there are positive indications of the use of search-based testing by the
industry practitioners, the focus should also be on understanding how and with
what success search-based testing can be adopted for testing of heterogeneous
systems in industry.

RQ-3: What are the different information sources integral for test case selection
process in heterogeneous systems context?

- In this thesis various information sources are identified that are imperative for the
test selection process through SLR and industrial case study. These test sources
are also prioritized and will further lead to optimal test case selection in context
of heterogeneous systems.

For future work, we propose to focus on identifying and evaluating test selection
approaches that are able to utilize all data sources for test selection, and comparing
them with existing solutions on real systems. Furthermore, we plan to conduct more

12



experiments to compare exploratory testing with combinatorial and search-based test-
ing techniques using real world heterogeneous systems. Given that, there is a lack of
research on exploratory testing, a systematic literature review is also in progress to
synthesize the existing state of art and state of practice in exploratory testing.
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Chapter 2

Testing of Heterogeneous
Systems: An Exploratory
Survey

Ahmad Nauman Ghazi, Kai Petersen and Jürgen Börstler
Submitted to a conference

Abstract: Heterogeneous systems comprising sets of inherent subsystems are chal-
lenging to integrate. In particular, testing for interoperability and conformance is a
challenge. Furthermore, the complexities of such systems amplify traditional testing
challenges. We explore (1) which techniques are frequently discussed in literature in
context of heterogeneous system testing that practitioners use to test their heteroge-
neous systems; (2) the perception of the practitioners on the usefulness of the tech-
niques with respect to a defined set of outcome variables. For that we conducted an
exploratory survey. A total of 27 complete survey answers have been received. Search-
based testing has been used by 14 out of 27 respondents, indicating practical relevance
of the approach for testing heterogeneous systems, which itself is relatively new and
has only recently been studied extensively. The most frequently used technique is
exploratory manual testing, followed by combinatorial testing. With respect to the per-
ceived performance of the testing techniques, the practitioners were undecided regard-
ing many of the studied variables. Manual exploratory testing received very positive
ratings across outcome variables.
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2.1 Introduction

Over the years, software has evolved from simple applications to large and complex
systems of systems [8]. A system of systems consists of a set of individual systems
that together form a new system. The system of systems could contain hardware as
well as software systems. Recently, systems of systems has emerged as a highly rel-
evant topic of interest in the software engineering research community investigating
its implications for the whole development life cycle. For instance, in the context of
systems of systems, Lane [17] studied the impact on development effort, Ali et al.
[2] investigated testing, and Lewis et al. [19] proposed a process of how to conduct
requirements engineering.

Systems of systems often exhibit heterogeneity [18], for instance in implemen-
tation, hardware, process and verification. For the purpose of this study we define
a heterogeneous system as a system comprised of multiple systems (system of sys-
tems) where at least one subsystem exhibits heterogeneity with respect to the other
systems [12]. The system of systems approach taken in development of heterogeneous
systems give rise to various challenges due to continuous change in configurations
and multiple interactions between the functionally independent subsystems. The chal-
lenges posed to testing of heterogeneous systems are mainly related to interoperability
[39, 25], conformance [25] and large regression test suites [6, 2]. Furthermore, the in-
herent complexities of heterogeneous systems also pose challenges to the specification,
selection and execution of tests.

In recent years, together with the emergence of system of systems research testing
of heterogeneous systems received an increased attention from the research commu-
nity. However, solutions proposed have been primarily evaluated from the academic
perspective, and not the viewpoint of the practitioner.

In this study, we explored the viewpoint of practitioners with respect to testing
heterogeneous systems. Two main contributions are made:

• Explore which testing techniques investigated in research are used by practition-
ers. Thereby, we learn which techniques practitioners are aware of, and which
ones are most accepted.

• Explore the perception of the practitioners of how well the used techniques per-
form with respect to a specified and frequently studied set of outcome variables.
Understanding the practitioners’ perception of the techniques relative to each
other allows to identify preferences from the practitioners’ viewpoint. The find-
ings will provide interesting pointers for future work to understand the reasons
for the findings, and improve the techniques accordingly.
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The contributions are made by using an exploratory survey to capture the opinion
of practitioners.

The remainder of the paper is structured as follows: Section 2.2 presents the related
work. Section 2.3 outlines the research method, followed by the results in Section 2.4.
Section 2.6 presents a discussion of observations from the results. Finally, in Sec-
tion 2.6, we conclude this study.

2.2 Related work
The related work focuses on testing of heterogeneous systems, first discussing testing
of heterogeneous systems as such, followed by reviewing solutions of how to test them.
However, no surveys could be found that discuss any aspect of testing of heterogeneous
systems.

2.2.1 Testing in Heterogeneous Systems
Testing heterogeneous systems is primarily considered to be a challenge emanating
from the problem of integration and system-level testing [9] [36]. Therefore, the cur-
rent research in the area of heterogeneous systems considers it as a subsystem inter-
action issue [36]. It is also observed that solving the inherent complexities underlying
the testing heterogeneous systems is not a priority, most of the related research is fo-
cused on addressing the accidental complexities in testing of heterogeneous systems
by tuning and optimizing different testing techniques and methods.

A number of research studies discuss system-level testing in general terms with-
out addressing specific test objectives. For automated functional testing, Donini et
al. [9] propose a test framework where functional testing is conducted in an external
simulated environment based on service-oriented architectures. This demonstrated that
functional system testing through simulated environments can be an approach to over-
come the challenge of minimizing test sets and obtained test cases are representative
of real operation of the system. Wang et al. [36] study heterogeneous systems that
exhibit heterogeneity at the platform level and discussed different factors considered
in system-level testing of heterogeneous systems. Other than the studies focusing on
system and integration testing, a relatively small set of studies attempt to discuss the
problem of testing in heterogeneous systems in other test phases. Mao et al. [20] study
this problem in the unit test phase whereas Diaz [7] addresses the problem of testing
heterogeneous systems in the acceptance testing phase.

Research literature related to testing of heterogeneous systems frequently discusses
the interoperability as a common issue. Interoperability testing is also a key test objec-
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tive in different applications and technology domains. Xia et al. [39] address the inter-
operability problem in the web service domain and propose a test method to automate
conformance and interoperability testing for e-business specification languages. Narita
et al. [25] propose a method supported by a testing framework for interoperability test-
ing for web service domain focusing on communication in robotics domain. However,
interoperability remains a challenge in other domains as well. In context of large scale
component based systems, Piel et al. [31] present a virtual component testing tech-
nique and demonstrated how virtual components can be formed using three different
algorithms. This technique was further implemented and evaluated in industrial set-
tings. Furthermore, Kindrick et al. [16] propose a technique combining interoperability
testing with conformance testing and conclude that combining the two techniques will
reduce the cost of setting up and executing the test management processes improving
the effectiveness.

2.2.2 Testing Techniques

In an ongoing systematic literature review three main groups of techniques have been
identified that were used to test heterogeneous systems, namely manual exploratory
testing, combinatorial testing, and search-based testing. There are more refinements of
these categorized techniques.

Manual Exploratory testing: Manual exploratory testing (ET) is an approach to
test software without pre-defined test cases in contrast with traditional test case based
testing. The main characteristics of exploratory testing are simultaneous learning, test
design and execution [35, 14]. The tester has the freedom to dynamically design, mod-
ify and execute the tests.

In past, exploratory testing was seen as an ad-hoc approach to test software. How-
ever, over the years, ET has evolved into a more manageable and structured approach
without compromising the freedom of testers to explore, learn and execute the tests in
parallel. An empirical study comparing the effectiveness of exploratory testing with
test-case based testing was conducted by Bhatti and Ghazi [4] and further extended (cf.
[1]). This empirical work concludes that ET produces more defects as compared to test
case based testing where time to test is a constraint.

Combinatorial Testing: Combinatorial testing is used to test applications for dif-
ferent test objectives at multiple levels. A comprehensive survey and discussion is
provided by Nie and Leung [26]. It has been used for both unit and system-level test-
ing in various domains. Combinatorial testing tends to reduce the effort and cost for
effective test generation [5]. There exist a number of variants of combinatorial testing,
which are used in different domains to test heterogeneous systems.
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The problem of testing web services is the most common area in heterogeneous sys-
tems that is addressed in literature using different test techniques as discussed in sec-
tion 2.2.1. Some researchers addressed this problem as a combinatorial testing problem
instead of an interoperability issue. Mao et al. [20] and Apilli [3] proposed different
frameworks for combinatorial testing to test component based software systems in a
web services domain.

Wang et al. [37] study the problem of how interaction faults can be located based on
combinatorial testing rather than manual detection and propose a technique for interac-
tive adaptive fault location. Results from this study show that the proposed technique
performs better than the existing adaptive fault location techniques.

Changing configurations pose challenges to combinatorial testing techniques. To
that end Cohen et al. [6] conducted an empirical study to quantify the effectiveness
of test suites. The study shows that there is an exponential growth of test cases when
configurations change and subsets of test suites are used, similar to what is common in
regression testing.

Mirarab et al. [24] conducted an industrial case study and propose a set of tech-
niques for requirement-based testing. The SUT was software for a range of wireless,
mobile devices. They propose a technique to model requirements, a technique for
automated generation of tests using combination strategies, and a technique for priori-
tization of existing test cases for regression testing.

Search-Based Software Testing: Marin et al. [21] present an integrated approach
where search-based techniques are applied on top of more classical techniques to derive
optimal test configurations for web applications. The authors describe state of art and
future web applications as complex and distributed, exhibiting several dimensions of
heterogeneity, which all together require new and integrated approaches to test the
systems with a criteria to be optimal with respect to coverage vs. effort. The study
describes an approach that integrates combinatorial testing, concurrency testing, oracle
learning, coverage analysis, and regression testing with search-based testing to generate
test cases.

Shiba et al. [33], proposed two artificial life algorithms to generate minimal test sets
for t-way combinatorial testing based on a genetic algorithm (GA) and an ant colony al-
gorithm (ACA). Experimental results show that when compared to existing algorithms
including AETG (Automatic Efficient Test Generator) [5], simulated annealing-based
algorithm (SA) and in-parameter order algorithm (IPO), this technique works effec-
tively in terms of size of test set as well as time to execute.

Another study by Pan et al. [28] explores search-based techniques and defines a
novel algorithm, i.e., OEPST (organizational evolutionary particle swarm technique),
to generate test cases for combinatorial testing. This algorithm combines the character-
istics of organizational evolutionary idea and particle swarm optimization algorithm.
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The experimental results of this study show that using this new algorithm can reduce
the number of test cases significantly.

2.3 Research method

The survey method used in this study is an exploratory survey. Thörn [34] distinguishes
statistical and exploratory surveys.

In statistical surveys the goal is not to draw general conclusion about a population
through statistical inference based on a representative sample. A representative sam-
ple (even for a local survey) has been considered challenging, the author [34] points
out that: “This [remark by the authors: a representative sample] would have been
practically impossible, since it is not feasible to characterize all of the variables and
properties of all the organizations in order to make a representative sample.” Similar
observations and limitations of statistical inference have been discussed by Miller [23].

Given that the focus of this research is specific to heterogeneous systems, the pop-
ulation is limited. We were aware of specific companies and practitioners that work
with such systems, but the characteristics of companies and their products were not
available to us. Hence, an exploratory survey was conducted to answer our research
questions. Though, aim was to gather data from companies with different character-
istics; different domains, sizes, etc. represented; for the obtained answers, external
validity is discussed in Section 2.3.5.

2.3.1 Study purpose

The goal of the survey is formulated based on the template suggested in [38] to de-
fine the goals of empirical studies. The goal for this survey is to explore the testing
of heterogeneous systems with respect to the usage and perceived usefulness of testing
techniques used for heterogeneous systems from the point of view of industry practi-
tioners in the context of practitioners involved in heterogeneous system development
reporting their experience on heterogeneous system testing.

In relation to the research goal two main research questions were asked:

1. Which testing techniques are used to evaluate heterogeneous systems?

2. How do practitioners perceive the identified techniques with respect to a set of
outcome variables?
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2.3.2 Survey Distribution and Sample
We used convenience sampling to obtain the answers. Of interest were practitioners
that were involved in the testing of heterogeneous systems before, thus not every soft-
ware tester would be a suitable candidate for answering the survey. The sample was
obtained through personal contacts as well as postings in software engineering web
communities (e.g. LinkedIn and Yahoo Groups). 100 personal contacts were asked to
respond, and to distribute the survey later. Furthermore, we posted the survey on 32
communities.

Overall, we obtained 42 answers, of which 27 were complete and valid. One answer
was invalid as each response was given as “others”, without any further specification.
The remaining respondents did not complete the survey. We provide further details on
the respondents and their organizations in Section 2.4.1.

2.3.3 Instrument Design
The survey instrument is structured along the following themes1.

• Respondents: In this theme information about the respondent is collected. This
information is comprised of: current position; duration of working in the current
position in years; duration of working with software development; duration of
working with testing heterogeneous systems.

• Company, processes, and systems: This theme focuses on the respondents’ orga-
nizations and the characteristics of the products.

• Test coverage: Here the practitioners rate the importance of different coverage
criteria on a 5-point Likert scale from “Very Important” to “Unimportant”. The
coverage criteria rated were specification-based, code-based, fault-based, and
usage-based.

• Usage of testing techniques: We identified three categories of testing techniques
through our ongoing systematic literature review that have been attributed and
used in testing heterogeneous systems, namely search-based, combinatorial, and
manual exploratory testing (see also Section 2.2). The concepts of the testing
techniques were defined in the survey to avoid any confusion. Two aspects have
been captured, usage and evaluation. With respect to usage we asked for the
frequency of using the different techniques on a 7-point Likert scale ranking
from “Always” to “Never”. We also provided the option “Do not know the
technique”.

1The survey can be found at https://www.surveymonkey.com/s/RP6DQKF
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• Usefulness of testing techniques: Each technique has been rated according to its
usefulness with respect to a set of outcome variables that are frequently studied
in literature on quality assurance techniques. The usefulness for each technique
for each variable was rated on a 5-point Likert scale from “Strongly Agree” to
“Strongly Disagree”. Table 2.1 provides an overview of the studied variables
and their definitions.

• Contact details: We asked the respondents for their company name and e-mail
address. The answer to this question was optional in case the respondents wished
to stay anonymous towards the researchers.

Table 2.1: Surveyed Variables
Variable References
Ease of use [15] [30]
Effectiveness in detecting critical defects [1]
Number of false positives [1]
Effectiveness in detecting various types of defects [1]
Time and cost efficiency [1] [30]
Effectiveness in detecting interoperability issues [29]
Effectiveness for very large regression test sets [13]
External product quality [27]

The design of the survey has been pretested by three external practitioners and one
researcher. The feedback led to minor reformulation and changes in the terminology
used to become clear for practitioners. Furthermore, the number of response variables
has been reduced to make the survey manageable in time and avoid maturation. Fur-
thermore, the definition of heterogeneous system was revised to be more understand-
able. We further measured the time the respondents needed in the pretest to complete
the survey. The time was between 10 and 15 minutes.

2.3.4 Analysis

For reflection on the data (not for inference) we utilized statistical tests to highlight
differences for the techniques surveyed across the outcome variables. The Friedman
test [11] (non-parametric test) has been chosen given multiple variables (treatments)
were studied, the data being on ordinal scale.
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2.3.5 Validity Threats

Internal Validity One threat to capturing truthfully is if the questions asked in the
survey are misunderstood. To reduce this threat we pretested the survey and made up-
dates based on the feedback received. Another threat is maturation where the behavior
changes over time. This threat has been reduced by designing the survey so that no
more than 15 minutes were necessary to answer the survey.

Construct Validity Theoretical validity is concerned with not being able to cap-
ture what we intend to capture (in this case the usefulness of different techniques across
different outcome variables). To reduce this threat we defined variables based on lit-
erature, in particular focusing on variables that are frequently studied when evaluating
quality assurance approaches. Given that the study is based on the subjects’ experi-
ence, the lack of experience in search-based testing limits the comparability, given that
eight respondents did not know the technique, and five have never used it. However,
the remaining respondents had experience using it. For the other techniques (man-
ual exploratory testing and combinatorial testing) only few respondents did not know
them, or lacked experience. Given that the aim of the study is not to generalize the
findings through inference, but rather identify interesting patterns and observations in
an exploratory way, threats related to statistical inference were not emphasized.

External Validity The exploratory nature of the survey does not allow to statisti-
cally generalize to a population. However, as suggested by [34], interesting qualitative
arguments can be made such studies. The context captured in the demographics of
the survey limits the external generalizability. In particular, the majority of respon-
dents were related to the consulting industry (35.7%), followed by computer industry
(28.6%), and communications (25.0%), other industries only have very few responses
and are not represented in this study (e.g. accounting, advertising, etc.). With regard
to company size, all four size categories are equally well represented. With regard to
development models agile and hybrid processes have the highest representation. Only
limited conclusions can be drawn about other models.

Conclusion Validity Interpretive validity is primarily concerned with conclusions
based on statistical analysis, and researcher bias when drawing conclusions. Given that
the involved researchers have no particular preference on any of the solutions surveyed
based on previous research, this threat can be considered as being under control.
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2.4 Results

2.4.1 Context
Subjects: Table 2.2 provides an overview of the primary roles of the subjects partic-
ipating in the survey. The roles most frequently presented are directly related with
either quality assurance, or the construction and design of the system. Overall, the
experiencein years in the current role indicates a fair to strong experience level of the
respondents in their current positions.

Table 2.2: Roles of Subjects
Responsibility Percent Responses
Software developer (implementation, coding etc.) 22,2% 6
Software architect (software structure, architecture, and design) 18,5% 5
Software verification & validation (testing, inspection, reviews etc.) 18,5% 5
Software quality assurance (quality control, quality management etc.) 14,8% 4
Other 11,1% 3
System analyst (requirements elicitation, analysis, specification and validation etc.) 7,4% 2
Project manager (project planning, project measurement etc.) 3,7% 1
Product manager (planning, forecasting, and marketing software products etc.) 0,0% 0
Software process engineer (process implementation and change, process and product
measurement etc.)

0,0% 0

Looking at the overall experience related to software engineering in years, the av-
erage experience is 10.55 years with a standard deviation of 7.04. This indicates that
the overall experience in software development is very high.

We also asked for the experience of the practitioners in testing heterogeneous sys-
tems themselves. The average experience in testing heterogeneous systems is 4.63
years with a standard deviation of 5.22, while 8 respondents did not have experience
as testers on heterogeneous systems themselves. The survey focused on practitioners
involved in developing heterogeneous systems though, as those also often gain insights
on the quality assurance processes (e.g. people in quality management). Hence, those
responses were not excluded.

Company, processes, and systems: The number of responses in relation to com-
pany size are shown in Table 2.3. All sizes are represented well by the respondents,
hence the results are not biased towards a specific company size.

The companies surveyed worked in 24 different industry sectors (one company can
work in several sectors, hence multiple answers were possible). The industries that
were represented by the highest number of respondents were consulting (9 respon-
dents), computer industry (hardware and desktop software) (7 respondents), communi-
cations (6 respondents), and business/professional services (5 respondents).
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Table 2.3: Company Size (Number of Employees)
Size (no. of employees) Percent Responses
Less than 50 18.5 5
50 to 249 29.6 8
250 to 4499 29.6 8
5400 and more 22.2 6

The systems developed are characterized by different types as specified in [10]. As
shown in Table 2.4 the clear majority of respondents was involved in data-dominant
software development, though all types were represented through the surveyed practi-
tioners.

Table 2.4: System Types
System type Percent Responses
Data-dominant software 63.0 17
Control-dominant software 25.9 7
Computation-dominant software 25.9 7
Systems software 22.2 6
Other 14.8 4

The development models used in the surveyed companies are illustrated in Table
2.5. The clear majority of respondents is working with agile development and hybrid
processes that are dominated by agile practices.

Table 2.5: Development Models
Model Percent Responses
Agile 29,6 8
Hybrid process (dominated by agile practices, with few plan-driven practices) 29,6 8
Waterfall 11.1 3
V-Model 11.1 3
Hybrid process (dominated by plan-driven practices, with few agile practices) 11.1 3
Other 7.4 2
Spiral 3.7 1

Test coverage: A key aspect of testing is the test objectives that drive the selec-
tion of test cases (cf. [22]). We captured the objectives of the participating industry
practitioners in their test case selection as shown in Figure 2.1. Specification-based
coverage is clearly the most important criterion for the studied companies, followed by
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fault-based coverage. Overall, all coverage objectives are considered important by at
least half of the participants.
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Figure 2.1: Importance of test objectives

2.4.2 RQ1: Usage of Testing Techniques

We captured the frequency of usage for the three different techniques introduced earlier
(search-based, manual exploratory, and combinatorial testing). The frequencies are
illustrated in Figure 2.2.

Looking at the overall distribution of usage, it is clearly visible that manual ex-
ploratory testing is the most frequently used technique, followed by combinatorial test-
ing and search-based testing. There was not a single respondent indicating of never
having used manual exploratory testing.

Search-based testing is the least-used technique, as well as the technique that is
least-known. However, 3 respondents who mentioned that they always use search-
based testing are all test consultants. Another consultant mentioned frequent usage of
the technique along with 2 more respondents who are in education and professional
services industries respectively. Only very few respondents are not aware of manual
exploratory and combinatorial testing.
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Figure 2.2: Usage of Techniques in Heterogeneous Systems

2.4.3 RQ2: Perceived Usefulness
Figure 2.3 provides the rating of the variables for the three different techniques studied.
To highlight patterns in the data, we also used statistical testing as discussed in Section
2.3.4. The results of the test are shown in Table 2.6.

The highest undecided rates are observed for search-based testing. This can be
explained by the observation that people were not aware of the technique, or never used
it (see Figure 2.2). Also, a relatively high undecided rate can be seen for combinatorial
testing, however, this cannot be attributed to the lack of knowledge about the technique,
or that practitioners never used it, as the numbers on both items were relatively low.
The opposite is true for manual exploratory testing, where only very few practitioners
were undecided.

Variables that are more unique and emphasized for heterogeneous systems (effec-
tiveness in detecting interoperability issues and effectiveness for very large regression
test sets) have higher undecided rates for all the techniques. That is, there is a high level
of uncertainty across techniques. In the case of regression tests manual exploratory
testing was perceived as the most ineffective. For interoperability testing no major dif-
ference between the ratings can be observed, which is also indicated by the statistical
tests shown in Table 2.6.

Of all techniques, manual exploratory testing is rated exceptionally high in com-
parison to other techniques for ease of use, effectiveness in detecting critical defects,
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Figure 2.3: Practitioners’ Perceptions of Testing Techniques for Heterogeneous Sys-
tems (1 = Strongly Disagree, 2 = Disagree, 3 = Uncertain, 4 = Agree, 5 = Strongly
Agree)

detecting various types of defects, and in improving product quality. The high rating is
also highlighted through the statistical tests, which detected this as a difference in the
data sets (see Table 2.6). At the same time, it also received the strongest negative rat-
ings, which was the case for false positives and effectiveness for very large regression
test suites.

2.5 Discussion
Based on the data collected we highlight interesting observations, and present their
implications.
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Table 2.6: Friedman test statistics
Item N χ2 df p-value
Easy to use 27 22.522 2 0.000
Effective in detecting critical defects 27 19.500 2 0.000
High number of false positives 27 0.090 2 0.956
Effective in detecting various types of defects 27 17.848 2 0.000
Time and cost efficiency 27 3.797 2 0.150
Effective in detecting interoperability issues 27 7.000 2 0.030
Effective for very large regression test sets 27 1.509 2 0.470
Helping to improve product quality 27 25.400 2 0.000

Observation 1: Interestingly, search-based testing was applied by several practi-
tioners in the scoped application of testing heterogeneous systems (in total 14 of 27
used it at least very rarely), even though in comparison it was the least frequently
applied technique. Literature surveying research on search-based testing reported ac-
knowledges that testing is primarily a manual process [22]. Also, in heterogeneous sys-
tems we only identified few studies in our search for literature that used search-based
testing. Hence, it is an interesting observation that companies are using search-based
testing. At the same time, many practitioners were not aware of it at all. This leads to
the following lessons learned:

Lessons learned: First, given the presence of search-based testing in industry,
there exist opportunities for researchers to study it in real industrial environments
and to collect experiences made by practitioners; Second, practical relevance of
search-based testing in heterogeneous testing is indicated by the adoption of the
technique, which is encouraging for this relatively new field.

Observation 2: Although, the survey was targeted towards a specific group of
practitioners that have experience with developing and testing heterogeneous systems,
the practitioners were largely undecided on whether the techniques used are suitable
for detecting interoperability issues. Figure 2.3 shows that search-based testing has
comparatively high undecided rates for all the variables.

Lessons learned: Practitioners require further decision support and compar-
isons to be able to make informed decisions about the techniques given the high
level of uncertainty. In particular, further comparative studies (which were lack-
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ing) are needed in general, and for heterogeneous systems in particular. If people
are undecided, adoption is also hindered; hence one should aim to reduce the un-
certainty on outcomes for the variables studied.

Observation 3: Manual exploratory testing is perceived as very positive by prac-
titioners for the variables “Ease of use”, “Effective in detecting critical defects”, “Ef-
fective in detecting various types of defects”, “Time and cost effective” and “Help-
ing to improve product quality”. On the other hand, it has been perceived poorly in
comparison to other techniques for the variables “High number of false positives” and
“Effective for very large regression-test suites”. Given the context of testing heteroge-
neous systems, these observations are interesting to compare with findings of studies
investigating exploratory testing. Shah et al. [32] investigated exploratory testing and
contrasted the benefits and advantages of exploratory and scripted testing through the
application of a systematic review combined with expert interviews. Their review is
hence used as a basis for the comparison with literature.

The finding with respect to ease of use was understandable, but could also be seen
as a paradox. On the one hand there are no perceived barriers as one does not have
to learn testing techniques; however, the quality of tests is not known because there is
such a high dependency on the skills of the testers (cf. Shah et al. [32]), which could
potentially lead to a wrong perception. Shah et al. identified multiple studies indicating
time and cost efficiency, and also confirmed that the exploratory testing is good at
identifying the most critical defects. Overall, this appears to be well in-line with the
findings for heterogeneous systems. With respect to false positives, the practitioners
were in disagreement on whether manual exploratory testing leads to a high number
of false positives. Literature on the other hand suggests that fewer false positives are
found. With respect to regression testing, the findings indicate the potential for better
regression testing in case that sessions are properly recorded, but it was also recognized
that it is difficult to prioritize and reevaluate the tests.

Lessons learned: Even though not representative, the data indicates a gap
between industry focus and research focus. Therefore, research should focus on
investigating exploratory testing, how it should be applied, and how efficient it is
in capturing interoperability issues to support companies in improving their ex-
ploratory testing practices.
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2.6 Conclusion
In this study we explored the testing of heterogeneous systems. In particular, we stud-
ied the usage and perceived usefulness of testing techniques for heterogeneous systems.
The techniques were identified based on an ongoing systematic literature review. The
practitioners surveyed were involved in the development of heterogeneous systems.
Two main research questions were answered:

RQ1: Which testing techniques are used to assess heterogeneous systems? The
most frequently used technique is exploratory manual testing, followed by combina-
torial and search-based testing. As discussed earlier, it is encouraging for the field of
search-based testing that a high number of practitioners have made experiences with
search-based testing. This may provide opportunities to study the technique from the
practitioners’ perspective more in the future. Looking at the awareness, the practi-
tioners were well aware of manual exploratory and combinatorial testing, however, a
relatively high number was not aware of what search-based testing is.

RQ2: How do practitioners perceive the identified techniques with respect to a
set of outcome variables? The most positively perceived technique for testing hetero-
geneous systems was manual exploratory testing, which was the highest rated in five
(ease of use, effectiveness in detecting critical defects, effective in detecting various
types of defects, time and cost efficiency, helping to improve product quality) out of
eight studied variables. While manual exploratory testing was the most used technique
in the studied companies, it is the least investigated technique in the literature on testing
heterogeneous systems.

In future work, based on the results of the study, several important directions of
research were made explicit:

• In order to reduce the uncertainty with respect to the performance of the tech-
niques comparative studies are needed. In particular, in the context of heteroge-
neous systems variables more relevant to that context should be studied (inter-
operability, large regression test suits). However, in general more comparative
studies may be needed, for instance by comparing their performance on hetero-
geneous open source systems (e.g. Linux).

• Given the positive indications of the adoption of search-based in the industry, the
focus should also be on understanding how and with what success search-based
is used in the industry for heterogeneous and other systems.

• Interesting patterns identified and highlighted in the discussion should be investi-
gated in further depth, two examples should be highlighted: First, does (and if so
how) heterogeneity affect the performance of exploratory testing in terms of false
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positives reported? Second, how could it be explained that manual exploratory
testing is so positively perceived? Possible propositions are there is a low per-
ceived entry level of using the technique, while it is at the same time very hard
to master given its dependence on the testers’ skills. Furthermore, interestingly
it was perceived as being time- and cost efficient, which should be understood
further. Overall, large and complex systems have many interactions that could
require automation to be able to achieve a satisfactory level of coverage.
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Abstract: The exploratory testing (ET) approach is commonly applied in industry,
but lacks scientific research. The scientific community needs quantitative results on
the performance of ET taken from realistic experimental settings. The objective of this
paper is to quantify the effectiveness and efficiency of ET vs. testing with documented
test cases (test case based testing, TCT). We performed four controlled experiments
where a total of 24 practitioners and 46 students performed manual functional testing
using ET and TCT. We measured the number of identified defects in the 90-minute
testing sessions, the detection difficulty, severity and types of the detected defects,
and the number of false defect reports. The results show that ET found a significantly
greater number of defects. ET also found significantly more defects of varying levels of
difficulty, types and severity levels. However, the two testing approaches did not differ
significantly in terms of the number of false defect reports submitted. We conclude that
ET was more efficient than TCT in our experiment. ET was also more effective than
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TCT when detection difficulty, type of defects and severity levels are considered. The
two approaches are comparable when it comes to the number of false defect reports
submitted.

3.1 Introduction
Software testing is an important activity to improve software quality. Its cost is well
known [63, 13]. Thus, there has always been a need to increase the efficiency of testing
while, in parallel, making it more effective in terms of finding defects. A number
of testing techniques have been developed to enhance the effectiveness and efficiency
of software testing. Juristo et al. [38] present a review and classification of different
testing techniques. According to SWEBOK [1], the many proposed testing techniques
differ essentially in how they select the test set for achieving the test adequacy criterion.

Due to the high cost of testing, a lot of research has focussed on automated software
testing. Automated software testing should ideally automate multiple activities in the
test process, such as the generation of test requirements, test cases and, test oracles, test
case selection or test case prioritization [4]. The main reason for automation is to have
improved test efficiency, especially in regression testing where test cases are to be ex-
ecuted iteratively after making changes to the software [22]. But, as Bertolino [12] ar-
gues, 100% automatic testing is still a dream for software testing research and practice.
The software industry today still relies heavily on manual software testing [11, 5, 28]
where the skills of professional testers and application domain experts are used to iden-
tify software defects. Our focus in this paper is on manual software testing as opposed
to automated software testing.

The traditional and common approach to software testing is to define and plan test
cases prior to execution and then compare their outputs to the documented expected
results. Such a document-driven, pre-planned approach to testing is called test case
based testing (TCT). The test cases are documented with test inputs, expected outputs
and the steps to test a function [35, 2, 5]. The major emphasis of TCT remains on
detailed documentation of test cases to verify correct implementation of a functional
specification [1]. The test adequacy criterion is thus the coverage of requirements.
There are undoubtedly certain strengths with the TCT approach. It provides explicit
expected outputs for the testers and handles complex relationships in the functionality
systematically [33, 3, 32, 51, 27, 62, 54]. The test case documentation can also provide
benefits later during regression testing. In this paper we focus on the actual testing
activity and defect detection only.

As opposed to TCT, exploratory testing (ET) is an approach to test software without
pre-designed test cases. ET is typically defined as simultaneous learning, test design
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and test execution [8, 56, 41]. The tests are, thus, dynamically designed, executed
and modified [1]. It is believed that ET is largely dependent on the skills, experience
and intuition of the tester. Central to the concept of ET is simultaneous/continuous
learning where the tester uses the information gained while testing to design new and
better tests. ET does not assume any prior application domain knowledge1 but expects
a tester to know testing techniques (e.g., boundary value analysis) and to be able to use
the accumulated knowledge about where to look for defects. This is further clarified by
Whittaker [59]: “Strategy-based exploratory testing takes all those written techniques
(like boundary value analysis or combinatorial testing) and unwritten instinct (like the
fact that exception handlers tend to be buggy) and uses this information to guide the
hand of the tester. [. . .] The strategies are based on accumulated knowledge about
where bugs hide, how to combine inputs and data, and which code paths commonly
break.”

In one sense, ET reflects a complete shift in the testing approach, where test exe-
cution is based on a tester’s current and improving understanding of the system. This
understanding of the system is derived from various sources: observed product behav-
ior during testing, familiarity with the application, the platform, the failure process, the
type of possible faults and failures, the risk associated with a particular product, and
so on [41]. Although the term exploratory testing was first coined by Kaner and Bach
in 1983, Myers acknowledged experience-based approaches to testing in 1979 [47].
However, the actual process to perform ET is not described by Myers. Instead, it was
treated as an ad-hoc or error guessing technique.

Over the years, ET has evolved into a thoughtful approach to manual testing. ET
is now seen in industry as an approach whereby different testing techniques can be ap-
plied. In addition, some approaches, such as session-based test management (SBTM),
have been developed to manage the ET process [7]. Finally, ET has also been pro-
posed to provide certain advantages for the industry [56, 48, 7, 36, 41, 46, 55] such as
defect detection effectiveness as well as better utilization of testers’ skills, knowledge
and creativity. The applicability of the ET approach has not been studied in research
literature. The ET approach, despite its claimed benefits, has potential limitations in
certain contexts: when precise repeatability for regression testing is required or when
experienced or knowledgeable testers are not available.

There have only been a few empirical studies on the performance of ET or similar
approaches, see [23, 21, 33, 14]. In these studies, ET has been reported as being more
efficient than traditional TCT. However, as the the empirical research on ET is still
rare, there is a need to do more controlled empirical studies on the effectiveness and
efficiency of ET to confirm and extend the existing results. This scarcity of research on

1Obviously it will help a tester if such knowledge exists (to find expected risks).
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ET is surprising considering the common notion that test execution results depend on
the skills of testers [38]. Generally there has been little empirical investigation on test
execution practices and manual testing. Little is known regarding what factors affect
manual testing efficiency or the practices that are considered useful by industrial testers
[38, 33].

Itkonen et al. [33] compared ET and TCT approaches using time-boxed test exe-
cution sessions in a controlled student experiment, where the test execution time was
equal among the approaches. They reported higher numbers of detected defects and
lower total effort for the ET approach, even though there was no statistically signifi-
cant difference in defect detection effectiveness between the ET and TCT approaches.
Further, the detected defects did not differ significantly with respect to their types, de-
tection difficulty or severity. In the experiment of Itkonen et al. the TCT approach also
produced more false defect reports than ET [33]. This study extends the experiment
of Itkonen et al. by including both student and industry professionals as subjects and
setting an equal total time among the approaches.

In order to advance our knowledge regarding ET and to further validate the claims
regarding its effectiveness and efficiency, we have conducted an experiment to answer
the following main research question (RQ):

RQ: Do testers, who are performing functional testing using the ET approach, find
more or different defects compared to testers using the TCT approach?

Our main RQ is further divided into three research questions that are given in Sec-
tion 3.3.2.

In functional testing, functions or components are tested by feeding them input data
and examining the output against the specification or design documents. The internal
program structure is rarely considered during functional testing.

In this paper, we use the term defect to refer to an incorrect behavior of a soft-
ware system that a tester reports, based on an externally observable failure that occurs
during the testing. Our experiment only focuses on testing activity and, thus, excludes
debugging and identifying the location of actual faults. We also need to make a distinc-
tion from pure failure counts, because our analysis does not include repeated failures
occurring during the same testing session caused by a single fault.

In summary, the results of our study show that ET found a significantly greater
number of defects in comparison with TCT. ET also found significantly more defects
of varying levels of detection difficulty, types and severity levels. On the other hand,
the two testing approaches did not differ significantly in terms of number of false defect
reports submitted.

The rest of the paper is structured as follows. Section 3.2 presents the existing re-
search on ET and TCT. Section 3.3 presents the research methodology, the experiment
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design, data collection and analysis. The results from the experiment are presented
in Section 3.4. Answers to the research questions are discussed in Section 3.5. The
threats to validity are covered in Section 3.6. Finally, in Section 3.7, conclusions and
future research directions are presented.

3.2 Related work

A review of experiments on testing techniques is given by Juristo et al. [38]2. This
review concludes that there is no single testing technique that can be accepted as a fact
as they all are pending some sort of corroboration such as laboratory or field replica-
tion or knowledge pending formal analysis. Moreover, for functional and control flow
testing technique families a practical recommendation is that more defects are detected
by combining individual testers than techniques of the two families. This is important
because, in one way, it shows that the results of test execution depend on the tester’s
skills and knowledge, even in test case based testing. There is some evidence to support
this argument. Kamsties and Lott found that the time taken to find a defect was depen-
dent on the subject [40]. Wood et al. [61] found that combined pairs and triplets of
individual testers using the same technique found more defects than individuals. There
are many possible reasons for the variation in the results. Individual testers might exe-
cute the documented tests differently; the testers’ ability to recognize failures might be
different; or individual testers might end up with different tests even though they are
using the same test case design technique. The important role of personal experience
in software testing has been reported in testing research. Beer and Ramler [10] studied
the role of experience in testing by industrial case studies. In addition, Kettunen et al.
[42] recognized the importance of testers’ experience, Poon et al. [50] studied the effect
of experience on test case design and Galletta et al. [24] report that expertise increases
error finding performance.

ET, as described in Section 3.1, is an approach that does not rely on the documenta-
tion of test cases prior to test execution. It has been acknowledged in the literature that
ET has lacked scientific research [36]. Later there have emerged a few studies. Nasci-
mento et al. [21] conducted an experiment to evaluate the use of model-based and ET
approaches in the context of feature testing in mobile phone applications. They found
that ET is better than model-based testing for functional testing and produced better
results. The effort was clearly smaller when applying ET compared to the model-based
approach.

Also in the context of verifying executable specifications Houdek et al. [23] per-

2For recent reviews on software testing techniques, see [37, 4, 19, 49, 20].
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formed a student experiment comparing reviews, systematic testing techniques and the
ad-hoc testing approach. The results indirectly support hypotheses regarding the effi-
ciency of experience-based approaches showing that the ad-hoc approach required less
effort, and that there was no difference between the techniques with respect to defect
detection effectiveness. None of the studied techniques alone revealed a majority of
the defects and only 44% of the defects were such that the same defect was found by
more than one technique.

Research on the industrial practice of software testing is sparse. Some studies
show that test cases are seldom rigorously used and documented. Instead, practitioners
report that they find test cases difficult to design and, in some cases, even quite useless
[3, 5, 36]. In practice, it seems that test case selection and design is often left to
individual testers and the lack of structured test case design techniques is not found as
a problem [5]. Research on the ET approach in industry includes a case study [36] and
observation studies on testing practices [35] and on the role of knowledge [34], but to
our knowledge the effectiveness and efficiency of ET has not been researched in any
industrial context.

Even though the efficiency and applicability of ET lacks reliable research, there are
anecdotal reports listing many benefits of this type of testing. The claimed benefits, as
summarized in [36], include effectiveness, the ability to utilize tester’s creativity and
non-reliance on documentation [56, 7, 41, 46, 55].

3.3 Methodology
This section describes the methodology followed in the study. First, the research goals
along with research questions and hypotheses are described. After that a detailed de-
scription of the experimental design is presented.

3.3.1 Goal definition
The experiment was motivated by a need to further validate the claimed benefits of
using ET. There are studies that report ET as being more efficient and effective in
finding critical defects. As described in the previous section, it has been claimed that
ET takes less effort and utilizes the skill, knowledge and experience of the tester in a
better way. However, more empirical research and reliable results are needed in order
to better understand the potential benefits of the ET approach.

In this experiment we focus on the testing activity and the effects in terms of de-
fect detection effectiveness. The high-level research problem is to investigate if the
traditional testing approach with pre-design and documented test cases is beneficial or
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not in terms of defect detection effectiveness. This is an important question, despite
of the other potential benefits of test documentation, because the rationale behind the
traditional detailed test case documentation is to improve the defect detection capabil-
ity [25, 47].

According to Wohlin et al. [60], a goal-definition template (identifying the ob-
ject(s), goal(s), quality focus and the perspective of the study) ensures that important
aspects of an experiment are defined before the planning and execution:

• Objects of study: The two testing approaches, i.e., ET and TCT.

• Purpose: To compare the two testing approaches in fixed length testing sessions
in terms of number of found defects, defect types, defect severity levels, defect
detection difficulty, and the number of false defect reports.

• Quality focus: Defect detection efficiency and the effectiveness of the two test-
ing approaches.

• Perspective: The experimental results are interpreted from a tester’s and a re-
searcher’s point of view.

• Context: The experiment is run with industry practitioners and students as sub-
jects performing functional testing at system level.

In this context it might be worthwhile to clarify the words effectiveness and efficiency
and how these words are used in the context of this experiment. By effectiveness we
mean the fault finding performance of a technique, i.e., the number of faults a technique
finds. If we also add a measure of effort, i.e., the time it takes to find these faults, then
we use the word efficiency.

3.3.2 Research questions and hypotheses formulation
Our main RQ was given in Section 3.1. In order to answer our main RQ, a number of
sub-RQs are proposed, along with their associated hypotheses:

RQ 1: How do the ET and TCT testing approaches compare with respect to the
number of defects detected in a given time?

Null Hypothesis H0.1: There is no difference in the number of detected defects between
ET and TCT approaches.

Alternate Hypothesis H1.1: There is a difference in the number of detected defects be-
tween ET and TCT approaches.

45



Chapter 3. An Experiment on the Effectiveness and Efficiency of Exploratory Testing

RQ 2: How do the ET and TCT testing approaches compare with respect to defect
detection difficulty, types of identified defects and defect severity levels?

Null Hypothesis H0.2.1: There is no difference in the defect detection difficulty when using
ET and TCT approaches.

Alternate Hypothesis H1.2.1: There is a difference in the defect detection difficulty when
using ET and TCT approaches.

Null Hypothesis H0.2.2: There is no difference in the technical type of defects detected
using ET and TCT approaches.

Alternate Hypothesis H1.2.2: There is a difference in the technical type of defects detected
using ET and TCT approaches.

Null Hypothesis H0.2.3: There is no difference in the severity of defects detected using ET
and TCT approaches.

Alternate Hypothesis H1.2.3: There is a difference in the severity of defects detected using
ET and TCT approaches.

RQ 3: How do the ET and TCT testing approaches compare in terms of number of
false defect reports?

Null Hypothesis H0.3: There is no difference in the number of false defect reports when
using ET and TCT testing approaches.

Alternate Hypothesis H1.3: There is a difference in the number of false defect reports
when using ET and TCT testing approaches.

To answer the research questions and to test our stated hypotheses, we used a con-
trolled experiment. In the experimental design we followed the recommendations for
experimental studies by [60, 39, 43].

3.3.3 Selection of subjects

The subjects in our study were industry practitioners and students. There were three
industry partners, two located in Europe and one in Asia. The subjects were selected
using a convenience sampling based on accessibility. The subjects from the industry
had experience in working with software testing. Still, they were provided with mate-
rial on the test case design techniques. In academia, the students of an MSc course in
software verification and validation took part in the experiment. They learnt different
test case design techniques in the course. Moreover, the students were selected based
on their performance, i.e., only students performing well in their course assignments
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Table 3.1: The division of subjects in experimental iterations and groups.
Iteration Type Total subjects ET TCT
1 Academia 46 23 23
2 Industrial 3 1 2
3 Industrial 8 4 4
4 Industrial 13 7 6

were selected. The assignments in the course were marked according to a pre-designed
template where a student got marks based on a variety of learning criteria. The final
marks on an assignment reflected the aggregate of each of the individual criterion. Out
of a total of 70 students, 46 were ultimately selected for the experiment, i.e., top-65%.
This selection of top-65% of the students was done before the execution of the experi-
ment, i.e., we did not gather any data from the bottom 35% of the students as they were
excluded from the very start.

The total number of subjects who participated in this experiment was 70. Among
them there were a total of 24 participants from industry and 46 from academia. The
subjects were divided into two groups. The groups are referred to as the ET group and
the TCT group, based on the approach they used to test the feature set (experimental
object). The approach to be used by each of the two groups (either ET or TCT) was
only disclosed to them once they had started their sessions. There were a total of 35
participants in each of the two groups for the four experimental iterations. (The division
of subjects in experimental iterations and groups is shown in Table 3.1.)

Further, the following aspects were considered for people participating as subjects
[60] .

• Obtain consent: To reduce the risk of invalid data and to enable the subjects to
perform the experiment according to the objectives, the intention of the work and
the research objectives were explained to all subjects (through a meeting in the
industry and a presentation to students). It was made clear how the results would
be used and published.

• Sensitive results: The subjects were assured that their performance in the exper-
iment would be kept confidential.

• Inducements: To increase motivation, extra course points were awarded to the
students participating in the experiment, but participation was not made com-
pulsory. The industry practitioners were motivated by the prospects of getting
important feedback on the performance of the two testing approaches.
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Table 3.2: Average experience of subjects in software development and software testing
in number of years.

Subjects Experience (years) x̄
Students Software development 0.583

Software testing 0.291
Industrial practitioners Software development 2.954

Software testing 4.045

To characterize the subjects, demographic data was collected in terms of experience
in software development and software testing. The demographic data of the subjects
is given in Table 3.2. On average, the industrial practitioners were more experienced
in software development and software testing than the students, which was expected.
However, the students were, on the other hand, knowledgeable in the use of various
testing techniques that were taught during the course software verification and valida-
tion.

3.3.4 Experiment design

The experimental design of this study is based on one factor with two treatments. The
factor in our experiment is the testing approach while the treatments are ET and TCT.
There are two response variables of interest: defect detection efficiency and defect
detection effectiveness.

The experiment was comprised of two separate sessions, one each for the ET and
TCT group. In the testing session phase, the TCT group designed and executed the test
cases for the feature set. The subjects did not design any test cases before the testing
session. The rationale was to measure the efficiency in terms of time to complete all
required activities. At the start of the session, the TCT group was provided with a
template, both for designing the test cases and for reporting the defects. The ET group
was instructed to log their session activity as per their own understanding but in a
readable format. Both groups were given the same materials and information regarding
the tested application and its features. Also both TCT and ET groups were provided
with the same jEdit user’s guide for finding the expected outputs. The subjects in TCT
group designed their test cases themselves, no existing test cases were provided for
them.

All subjects were instructed to apply the same detailed test design techniques:
equivalence partitioning, boundary value analysis and combination testing techniques.
The same techniques were applied for test case designing in TCT as well as for testing
in ET. Same techniques were applied both with the industry and student subjects. This
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information was communicated to them prior to the experiment.
Each session started with a 15-minute ‘session startup’ phase where the subjects

were introduced with the objective of the experiment and were given the guidelines on
how to conduct the experiment. The actual testing was done in a 90 min time-boxed
session3. The defect reports and the test logs were then handed over for evaluation.
The following artifacts were provided in the testing session:

• Session instructions.

• A copy of the relevant chapters of the jEdit user’s guide.

• Defect reporting document (TCT only).

• Test case design document (TCT only).

• A test charter and logging document for ET.

• Test data files that are available in the test sessions:

– A small text file.

– GNU general public license text file.

– jEdit user’s guide as a text file.

– Ant build.xml file.

– Java source code files from jEdit.

– C++ source code files from WinMerge4.

The following artifacts were required to be submitted by the subjects:

• Defect reports in a text document.

• The test cases and the test log (TCT only).

• The filled ET logging document (ET only).

• Test case design document (TCT only).

3The 90 minutes session length was decided as suggested by Bach [7] but is not a strict requirement
(we were constrained by the limited time available for the experiments from our industrial and academic
subjects.)

4The C++ source code files were given to the subjects as an example to see code formatting and indenta-
tion. The purpose was to guide the subjects in detecting formatting and indentation defects.
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The concept of tracking the test activity in sessions is taken from Bach’s approach
of session-based test management (SBTM) [7]. SBTM was introduced to better orga-
nize ET by generating orderly reports and keeping track of tester’s progress supported
by a tool. Testing is done in time-limited sessions with each session having a mission
or charter. The sessions are debriefed with the test lead accepting a session report and
providing feedback. The session report is stored in a repository whereby a tool scans it
for getting basic metrics, like time spent on various test activities and testing progress
over time in terms of completed sessions.

3.3.5 Instrumentation
The experimental object we used in this study was the same as used by Itkonen et al.
[33]. It is an open source text editor5. Artificial faults were seeded in the application
at the source code level to make two variants and then recompiled. The variant that
we used is referred to as Feature Set-A in the experiment by Itkonen et al. [33]. This
variant contained a total of 25 seeded faults. The actual number of faults exceeds the
number of seeded faults. The choice to use a text editor was made because editors
are familiar to the subjects without requiring any training [33], and it represents a
realistic application. In addition, being open source it was possible to seed faults in the
application code. The experimental object was only available to the subjects once the
functional testing phase was started.

In addition to the test object feature set, we used the following instrumentation,
with required modifications: user guide and instructions; test case design template
(Appendix A); defect report template (Appendix B); exploratory charter 6 (Appendix
C); and feature set defects details.

The Feature Set-A was composed of first and second priority functions:

• First priority functions

– Working with files (User’s guide chapter 4)

∗ Creating new files.
∗ Opening files (excluding CZipped files).
∗ Saving files.
∗ Closing files and exiting jEdit.

– Editing text (User’s guide chapter 5)

∗ Moving the caret.
5jEdit version 4.2
6The exploratory charter provided the subjects with high-level test guidelines.
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∗ Selecting text.
· Range selection.
· Rectangular selection.
· Multiple selection.

∗ Inserting and Deleting text.

• Second priority functions

– Editing text (User’s guide chapter 5)

∗ Working with words.
· What is a word?

∗ Working with lines.
∗ Working with paragraphs.
∗ Wrapping long lines.

· Soft wrap.
· Hard wrap.

3.3.6 Operation
The user guide and the instructions for testing the application were provided to the
subjects one day before the experiment execution. The task of the subjects was to
cover all functionality documented in the user’s guide concerning Feature Set-A. One
subject participated only in one allocated session, i.e., either ET or TCT.

At the start of the testing session, subjects were provided with instructions. The in-
structions contained details on session arrangement and the focus of the testing session.
The TCT group received the template for test case design and reporting defects. The
ET group got a vague charter listing the functionality to be tested and an emphasis on
testing from user’s viewpoint. Both ET and TCT groups performed the test execution
manually.

We executed a total of four experiment iterations, i.e., four instances of the exper-
iment conducted with different subjects under similar experimental setting. Three of
these iterations were done in industry (two in Europe and one in Asia) while one of
the iterations were done in academia. For each experiment iteration, the ET and TCT
groups performed the sessions at the same time (they were located in identical locations
but in different rooms).

To provide an identical experimental environment, i.e., testing tools and operating
system (OS), each subject connected to a remote Windows XP image. The OS image
was preloaded with the experimental object in complete isolation from the Internet. To
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Table 3.3: Defect count data summary.
Testing approach defects found (Mean (x̄))
ET 8.342
TCT 1.828

collect data from this experiment, the logs and defect report forms were filled out by
the subjects during the testing session. After the data was collected, it was checked for
correctness and the subjects were consulted when necessary.

The experimental design of this study was similar to the earlier experiment by Itko-
nen et al. [33] and used the same software under test, including the same seeded and
actual faults. There are, however, three important differences in the experimental de-
sign between the two experiments. First, this study employed only one test session
per subject with the purpose of reducing the learning effect of the subjects. We tried
to avoid the learning effect because we believed that we would measure the true ef-
fect of a particular treatment more accurately. Each subject carried out the experiment
one time only using their assigned testing approach. Second, in this experiment the
total time provided to both approaches was the same, whereas in Itkonen et al.’s earlier
experiment the test case design effort was not part of the time-boxed testing sessions.
Both approaches were allocated 90 minutes to carry out all activities involved in their
approach. This way we were, in addition, able to measure the efficiency in terms
of number of defects found in a given time. Third, the experimental settings were,
of course, different. This experiment was executed both in industry and academia,
whereas Itkonen et al.’s study [33] used student subjects only.

3.4 Results and analysis

This section presents the experimental results based on the statistical analysis of the
data.

3.4.1 Defect count

The defect count included all those reported defects that the researchers were able to
interpret, understand and reproduce (i.e., true defects). A false defect (duplicate, non-
reproducible, non-understandable) was not included in the defect count. The details
of false defects are described in Section 3.4.3. The defect counts are summarized in
Table 3.3. The table lists the defect counts separately for both testing approaches.
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The mean defect counts for the ET and TCT approaches are 8.342 and 1.828 re-
spectively; ET detected on average 6.514 more defects than TCT. The actual number
of defects found by the two approaches was 292 (ET) vs. 64 (TCT). The number of de-
fects detected by both groups were from a normal distribution (confirmed by using the
Shapiro-Wilks test for normality). Thus, the number of defects detected were compared
using the t-test. Using the two-tailed t-test, we obtained p = 1.159×10−10, hence, the
defects found using the two approaches were statistically different at α = 0.05. The
effect size calculated using Cohen’s d statistic also suggested practical significance,
i.e., d = 2.0657.

For the number of defects detected in the given time, students found 172 true de-
fects when using ET with a median of 68. Practitioners found 120 true defects when
using ET with a median of 9. This shows that for the number of students and prac-
titioners applying ET, the practitioners found on average more defects than students.
However, the difference is not statistically significant (p = 0.07) when applying the
Mann-Whitney U test at α = 0.05 (the data had a non-normal distribution). (We also
used the non-parametric Vargha and Delaney’s Â12 statistic to assess effect size. The
statistic Â12 turned out to be 0.31 which is a small effect size according to the guidelines
of Vargha and Delaney [57]).

Students, when applying TCT, found a total of 33 true defects with a median of 1.
Practitioners, on the other hand, found a total of 31 defects while applying TCT with
a median of 2.5. This shows that practitioners found, on average, more true defects
than students when using TCT. However, the difference is not statistically significant
(p = 0.15, Â12 = 0.35) when applying the Mann-Whitney U test at α = 0.05 (the data
had a non-normal distribution).

3.4.2 Detection difficulty, types and severity

The defect reports were classified into three dimensions [33]:

1. Detection difficulty.

2. Technical type.

3. Severity.

7Cohen’s d shows the mean difference between the two groups in standard deviation units. The values for
d are interpreted differently for different research questions. However, we have followed a standard interpre-
tation offered by Cohen [18], where 0.8, 0.5 and 0.2 show large, moderate and small practical significances,
respectively.

8Median is a more close indication of true average than mean due to the presence of extreme values.
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We used the same measure for defect detection difficulty as Itkonen et al. used in
their earlier experiment [33]. The detection difficulty of a defect is defined by using the
failure-triggering fault interaction9 (FTFI) number. This number refers to the number
of conditions required to trigger a failure [44]. The FTFI number is determined by
observing the failure occurrence and analyzing how many different inputs or actions are
required in order to make the failure occur. For example, if triggering a failure requires
the tester to set one input in the system to a specific value and executing a specific
command, the FTFI number would be 2 (i.e., mode 2 defect). The detection difficulty
of a defect in this study is characterized into four levels of increasing difficulty:

• Mode 0: A defect is immediately visible to the tester.

• Mode 1: A defect requires a single input to cause a failure (single-mode defect).

• Mode 2: A defect requires a combination of two inputs to cause a failure.

• Mode 3: A defect requires a combination of three or more inputs to cause a
failure.

To make testing more effective it is important to know which types of defects could
be found in the software under test, and the relative frequency with which these defects
have occurred in the past [1]. IEEE standard 1044-2009 [31] exists on classifying soft-
ware defects but the standard only prescribes example defect types such as interface,
logic and syntax while recommending organizations to define their own classifications;
“the point is to establish a defect taxonomy that is meaningful to the organization and
the software engineers” [1]. For the purpose of this study, we have classified defects
based on the externally visible symptoms, instead of the (source code level) technical
fault type as is common in existing classifications, see, e.g., ODC [17]. We believe
that for comparing approaches for manual testing the defect symptoms is an important
factor affecting defect detection. The defects were classified into following types based
on the symptoms: performance, documentation, GUI, inconsistency, missing function,
technical defect, usability and wrong function. The definition of each type of defect
with examples appears in Table 3.4. The defect severity indicates the defect’s estimated
impact on the end user, i.e., negligible, minor, normal, critical or severe.

In all four modes of detection difficulty, ET found clearly more defects. The dif-
ference between the number of defects found in each difficulty level is, consequently,
also statistically significant at α = 0.05 using the t-test (p = 0.021, d = 2.91).

9FTFI number is somewhat ambiguously named in the original article, since the metric is not about fault
interactions, but interactions of inputs or conditions that trigger the failure.
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Table 3.5: Distribution of defects concerning detection difficulty.
Mode ET TCT ET % TCT % Total
Mode 0 73 22 25% 35% 95
Mode 1 117 27 40% 44% 144
Mode 2 72 11 25% 18% 83
Mode 3 30 2 10% 3% 32
Total 292 62 100% 100% 354

In the percentage distribution presented in Table 3.5 we can see the differences be-
tween ET and TCT in terms of the detection difficulty. The data shows that for the
defects that ET revealed, the proportion on defects that were difficult to detect was
higher. In the defects revealed by TCT the proportion of the obvious and straightfor-
ward defects was higher.

For students applying ET, the four modes of defect detection difficulty were sig-
nificantly different using one-way analysis of variance (p = 4.5e−7, α = 0.05).The
effect size calculated using eta-squared (η2) also suggested practical significance, i.e.,
η2=0.3110. We performed a multiple-comparisons test (Tuckey-Kramer, α= 0.05)11 to
find out which pairs of modes are significantly different. The results showed that mode
0 and 1 defects were significantly different from mode 3 defects (Fig. 3.1(a)). In the
percentage distribution presented in Table 3.6 we can see the differences in the modes
of defects detected by students using ET. The data indicates that students detected a
greater percentage of easier defects (mode 0 and 1) as compared to difficult defects
(mode 2 and 3).

For practitioners applying ET, the four modes of defect detection difficulty were
also found to be significantly different using one-way analysis of variance (p= 1.8e−4,
η2=0.36). The results of a multiple comparisons test (Tuckey-Kramer, α = 0.05)
showed that mode 0 defects were not significantly different from mode 3 defects while
mode 1 defects were significantly different from mode 3 (Fig. 3.1(b)). In the percentage
distribution presented in Table 3.6 we can see a trend similar to when students applied
ET, i.e., practitioners detected a greater percentage of easier defects (mode 0 and 1) as
compared to difficult defects (mode 2 and 3).

10η2 is a commonly used effect size measure in analysis of variance and represents an estimate of the de-
gree of the association for the sample. We have followed the interpretation of Cohen [18] for the significance
of η2 where 0.0099 constitutes a small effect, 0.0588 a medium effect and 0.1379 a large effect.

11The term mean rank is used in Tuckey-Kramer test for multiple comparisons. This test ranks the set
of means in ascending order to reduce possible comparisons to be tested, e.g., in the ranking of the means
W >X >Y >Z, if there is no difference between the two means that have the largest difference (W & Z),
comparing other means having smaller difference will be of no use as we will get the same conclusion.
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(a) Multiple comparisons test for the different modes of defects
detected by students applying ET.
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(b) Multiple comparisons test for the different modes of de-
fects detected by practitioners applying ET.

Figure 3.1: Results of the multiple comparisons test for modes of defects detected by
students and practitioners using ET (The vertical dotted lines indicate differences in
mean ranks of different modes of defects, i.e., in Fig 3.1(a) above, the vertical dotted
lines indicate Mode 1 and 3 have mean ranks significantly different from Mode 0.)
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Table 3.6: Percentages of the modes of defects detected by students and practitioners
applying ET.

Mode Students Practitioners Students % Practitioners %
Mode 0 46 27 26.74% 22.69%
Mode 1 68 48 39.53% 40.34%
Mode 2 39 31 22.67% 26.05%
Mode 3 19 13 11.04% 10.92%

Table 3.7: Percentages of the different modes of defects detected by students and prac-
titioners applying TCT.

Mode Students Practitioners Students % Practitioners %
Mode 0 7 11 25.92% 45.83%
Mode 1 15 7 55.55% 29.17%
Mode 2 5 6 18.52% 25%
Mode 3 0 0 0.00% 0.00%

We further applied the multivariate analysis of variance test for identifying any
significant differences between students and practitioners for defect detection difficulty
modes when using ET. The results given by four different multivariate tests indicate that
there is no significant effect of the type of subjects (either students or practitioners)
on the different modes of defects identified in total (p-value for Pillai’s trace, Wilks’
lambda, Hotelling’s trace, Roy’s largest root = 0.31, η2 = 0.14, α = 0.05).

For students applying TCT, the four modes of defect detection difficulty were sig-
nificantly different using one-way analysis of variance (p= 0.01, η2 = 0.12, α= 0.05).
The results of performing a multiple comparisons test (Tuckey-Kramer, α = 0.05)
showed that mode 0 and 2 defects were not significantly different from any other mode
while mode 1 and 3 were found to be significantly different (Fig 3.2(a)). The percent-
age distribution of different modes of defects is presented in Table 3.7. It shows that no
defect in mode 3 was detected by students applying TCT while majority of the defects
found were comparatively easy to find (mode 0 and 1).

For practitioners applying TCT, there were no significant differences found be-
tween the different modes of defects detected using one-way analysis of variance
(p = 0.15, η2 = 0.11, α = 0.05). The percentage distribution of different modes of
defects detected by practitioners using TCT is given in Table 3.7. As was the case with
students, practitioners also did not find any defects in mode 3 while majority of the
defects found were easy (mode 0 and 1).

We further applied the multivariate analysis of variance test for identifying any
significant differences between students and practitioners for defect detection difficulty
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(a) Multiple comparisons test for the different modes of de-
fects detected by students applying TCT.

Figure 3.2: Results of the multiple comparisons test for different modes of defects
detected by students using TCT. (The vertical dotted lines indicate differences in mean
ranks of different modes of defects, i.e., in Fig 3.2(a) above, the vertical dotted lines
indicate that mode 0 defects have mean rank significantly different from none other.)

modes of defects when using TCT. The results given by four different multivariate tests
indicate that there is no significant effect of the type of subjects (either students or
practitioners) on the different modes of defects identified in total (p-value for Pillai’s
trace, Wilks’ lambda, Hotelling’s trace, Roy’s largest root = 0.27, η2 = 0.12, α= 0.05).

Table 3.8 show the categorization of the defects based on their technical type.
The ET approach revealed more defects in each defect type category in comparison
to TCT (the exception being the ‘documentation’ type where both approaches found
equal number of defects). Nevertheless, the differences are very high for the following
types: missing function, performance, technical defect, and wrong function. Using a
t-test, the difference between the number of defects found per technical type for the
two approaches is statistically significant at α = 0.05 (p = 0.012, d = 2.26).

The percentage distribution presented in Table 3.8 indicates quite strongly that con-
cerning defects that ET found, the proportion of missing function, performance, and
technical defects were clearly higher. On the other hand the proportions of GUI and
usability defects as well as wrong function types defects were higher in defects revealed
by TCT.

The results of one-way analysis of variance (p = 7.8e−16, η2 = 0.38) also showed
that students, when using ET, found significantly different technical types of defects.
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Table 3.8: Distribution of defects regarding technical type.
Type ET TCT ET % TCT % Total
Documentation 5 5 1.71% 8.06% 10
GUI 19 8 6.51% 12.90% 27
Inconsistency 8 4 2.74% 6.45% 12
Missing function 65 5 22.26% 8.06% 70
Performance 62 5 21.23% 8.06% 67
Technical defect 44 2 15.07% 3.22% 46
Usability 17 11 5.82% 17.74% 28
Wrong function 72 22 24.66% 35.48% 94
Total 292 62 100% 100% 354

Table 3.9: Percentages of the type of defects detected by students and practitioners
applying ET.

Type Students Practitioners Students % Practitioners %
Documentation 2 3 1.15% 2.54%
GUI 12 7 6.90% 5.93%
Inconsistency 4 4 2.30% 3.39%
Missing function 39 26 22.41% 22.03%
Performance 38 24 21.84% 20.34%
Technical defect 26 18 14.94% 15.25%
Usability 10 7 5.75% 5.93%
Wrong function 43 29 24.71% 24.58%

A multiple comparisons test (Tuckey-Kramer, α = 0.05) (Fig. 3.3(a)) showed that the
defects of the type: documentation, GUI, inconsistency and usability were significantly
different from the defects of the type: missing function, performance and wrong func-
tion. The percentage distribution presented in Table 3.9 show clearly that students
applying ET found greater proportions of missing function, performance and wrong
function defects as compared to remaining types of defects.

The practitioners also found significantly different type of defects when using ET as
shown by the results of one-way analysis of variance (p = 4.1e−10, η2=0.47). A mul-
tiple comparisons test (Tuckey-Kramer, α = 0.05) (Fig. 3.3(b)) showed similar results
to students using ET, i.e., the defects of the type: documentation, GUI, inconsistency
and usability were significantly different from the defects of the type: missing function,
performance and wrong function. The percentage distribution of type of defects found
by practitioners using ET (Table 3.9) show a similar pattern to when students applied
ET, i.e., practitioners found greater proportions of missing function, performance and
wrong function defects as compared to remaining type of defects.
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(a) Multiple comparisons test for the different types of defects de-
tected by students applying ET.
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(b) Multiple comparisons test for the different types of defects de-
tected by practitioners applying ET.

Figure 3.3: Results of the multiple comparisons test for types of defects detected by
students and practitioners using ET (The vertical dotted lines indicate differences in
mean ranks of different types of defects, i.e., in Fig 3.3(a) above, the vertical dotted
lines indicate that documentation has mean rank significantly different from missing
function, performance, technical defect and wrong function.)
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(a) Multiple comparisons test for the different types of defects de-
tected by students applying TCT.

Figure 3.4: Results of the multiple comparisons test for different types of defects de-
tected by students using TCT. (The vertical dotted lines indicate differences in mean
ranks of different types of defects, i.e., in Fig 3.4(a) above, the vertical dotted lines in-
dicate that defects of type documentation have mean rank significantly different from
defects of type wrong function.)

We further applied the multivariate analysis of variance test for identifying any sig-
nificant differences between students and practitioners for type of defects when using
ET. The results given by four different multivariate tests indicate that there is no sig-
nificant effect of the type of subjects (either students or practitioners) on the different
type of defects identified in total (p-value for Pillai’s trace, Wilks’ lambda, Hotelling’s
trace, Roy’s largest root = 0.58, η2 = 0.20, α = 0.05).

The results of one-way analysis of variance (p = 2.1e−4, η2 = 0.14, α = 0.05)
also showed that students, when using TCT, found significantly different types of de-
fects. A multiple comparisons test (Tuckey-Kramer, α = 0.05) (Fig 3.4(a)) showed
that the defects of type wrong function were significantly different than all other types
of defects (which did not differ significantly among each other). The percentage dis-
tribution shown in Table 3.10 shows that the defects of the type wrong function were
detected more than any types of defects.

The practitioners applying TCT, on the other hand, did not find significantly differ-
ent types of defects as given by the results of one-way analysis of variance (p = 0.05,
η2 = 0.14, α = 0.05). The percentage distribution of types of defects are shown in
Table 3.10. As with students using TCT, practitioners also found more wrong function
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Table 3.10: Percentages of the different types of defects detected by students and prac-
titioners applying TCT.

Type Students Practitioners Students % Practitioners %
Documentation 0 0 0.00% 0.00%
GUI 1 1 3.70% 4.17%
Inconsistency 4 0 14.81% 0.00%
Missing function 3 2 11.11% 8.33%
Performance 4 1 14.81% 4.17%
Technical defect 0 2 0.00% 8.33%
Usability 3 8 11.11% 33.33%
Wrong function 12 10 44.44% 41.67%

Table 3.11: Severity distribution of defects.
Severity ET TCT ET % TCT % Total
Negligible 13 9 4.45 % 14.52 % 22
Minor 49 12 16.78 % 19.35 % 61
Normal 99 25 33.90 % 40.32 % 124
Severe 108 14 36.99 % 22.58 % 122
Critical 23 2 7.88 % 3.22 % 25
Total 292 62 100 % 100 % 354

type defects than other types.
We further applied the multivariate analysis of variance test for identifying any

significant differences between students and practitioners for different types of defects
when using TCT. The results given by four different multivariate tests indicate that
there is no significant effect of the type of subjects (either students or practitioners)
on the different types of defects identified in total (p-value for Pillai’s trace, Wilks’
lambda, Hotelling’s trace, Roy’s largest root = 0.08, η2 = 0.35, α = 0.05).

Table 3.11 shows the categorization of the defects based on their severities. We can
see that ET found more defects in all severity classes. The difference is also statistically
significant using a t-test at α = 0.05 (p = 0.048, d = 1.84).

The percentage proportions in Table 3.11 show that the proportion of severe and
critical defects is higher when ET was employed and the proportion of ‘negligible’
defects was greater with TCT.

Comparing the severity levels of defects found by students using ET show that they
found significantly different severity levels of defects (one-way analysis of variance,
p = 3.2e−14, η2 = 0.46). The results of a multiple comparisons test (Tuckey-Kramer,
α=0.05) showed that severe and normal defects were significantly different from negli-
gible, minor and critical defects (Fig. 3.5(a)). This is also evident from the percentage
distribution of severity levels of defects found by students using ET (Table 3.12). The
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Table 3.12: Percentages of the severity level of defects detected by students and prac-
titioners applying ET.

Type Students Practitioners Students % Practitioners %
Negligible 7 6 4.07% 5.00%
Minor 28 21 16.28% 17.50%
Normal 59 40 34.30% 33.33%
Critical 8 15 4.65% 12.50%
Severe 70 38 40.70% 31.67%

students clearly found greater proportions of normal and severe defects in comparison
to remaining severity levels of defects.

The practitioners also found defects of significantly different severity levels us-
ing ET (one-way analysis of variance, p = 7.5e− 6, η2 = 0.40). A multiple com-
parisons test (Tuckey-Kramer, α = 0.05) (Fig. 3.5(b)) showed results similar to when
students applied ET, i.e., severe and normal defects were significantly different from
negligible and critical defects. The percentage distribution of severity levels of de-
fects (Table 3.12) also show that practitioners found more normal and severe defects in
comparison to remaining severity levels of defects.

We further applied the multivariate analysis of variance test for identifying any
significant differences between students and practitioners for severity levels of defects
when using ET. The results given by four different multivariate tests indicate that there
is no significant effect of the type of subjects (either students or practitioners) on the
different severity levels of defects identified in total (p-value for Pillai’s trace, Wilks’
lambda, Hotelling’s trace, Roy’s largest root = 0.14, η2 = 0.24, α = 0.05).

The students when using TCT also found significantly different severity levels of
defects as indicated by one-way analysis of variance (p = 0.007, η2 = 0.12, α = 0.05).
The multiple comparisons test (Tuckey-Kramer, α=0.05) (Fig. 3.6(a)) showed that neg-
ligible, minor and severe severity levels of defects were different than none other sever-
ity level of defects while normal and critical were significantly different. Looking at the
percentage distribution of the severity levels of defects found by students using TCT
(Table 3.13) show that most of the defects found were of normal severity level while
no defect of severity level critical was found.

The practitioners when using TCT, also found significantly different severity levels
of defects, as given by one-way analysis of variance (p = 0.01, η2 = 0.21, α = 0.05).
The results of a multiple comparisons test (Tuckey-Kramer, α = 0.05) (Fig. 3.6(b))
indicate that normal defects were significantly different from negligible and critical
defects. Minor and severe defects did not differ significantly with other severity level
of defects. The results are somewhat similar to when students applied TCT. The per-
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(a) Multiple comparisons test for the different severity levels
of defects detected by students applying ET.
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(b) Multiple comparisons test for the different severity levels
of defects detected by practitioners applying ET.

Figure 3.5: Results of the multiple comparisons test for different severity levels of
defects detected by students and practitioners using ET (The vertical dotted lines indi-
cate differences in mean ranks of different severity levels of defects, i.e., in Fig 3.5(a)
above, the vertical dotted lines indicate that negligible defects have mean rank signifi-
cantly different from normal and severe defects.)
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(a) Multiple comparisons test for the severity levels of defects
detected by students applying TCT.
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(b) Multiple comparisons test for the severity levels of defects
detected by practitioners applying TCT.

Figure 3.6: Results of the multiple comparisons test for severity levels of defects de-
tected by students and practitioners using TCT. (The vertical dotted lines indicate dif-
ferences in mean ranks of different types of defects, i.e., in Fig 3.6(a) above, the vertical
dotted lines indicate that defects of negligible severity level have mean rank signifi-
cantly different from no other severity level.)
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Table 3.13: Percentages of the severity levels of defects detected by students and prac-
titioners applying TCT.

Severity level Students Practitioners Students % Practitioners %
Negligible 8 1 29.63% 4.17%
Minor 3 4 11.11% 16.67%
Normal 11 14 40.74% 58.33%
Critical 0 0 0.00% 0.00%
Severe 5 5 18.52% 20.83%

centage distribution of severity levels of defects found by practitioners is given in Ta-
ble 3.13. Similar to when students performed TCT, no critical defects are found by
practitioners while normal defects were found more than any other severity level of
defects.

We further applied the multivariate analysis of variance test for identifying any
significant differences between students and practitioners for different severity levels of
defects when using TCT. The results given by four different multivariate tests indicate
that there is no significant effect of the type of subjects (either students or practitioners)
on the different severity levels of defects identified in total (p-value for Pillai’s trace,
Wilks’ lambda, Hotelling’s trace, Roy’s largest root = 0.14, η2 = 0.20, α = 0.05).

3.4.3 False defect reports

We consider a reported defect as false if it is either: a duplicate, non-existing, or the
report cannot be understood. A defect report was judged as false by the researchers if
it clearly reported the same defect that had been already reported by the same subject
in the same test session; it was not an existing defect in the tested software (could
not be reproduced); or it was impossible for the researchers to understand the defect
report. The actual false defect counts for ET and TCT were 27 and 44, respectively.
The averages were x̄ET = 0.771 and x̄TCT = 1.257.

It can be seen that on average TCT produced 0.486 more false defect reports than
ET. However, the difference is not statistically significant (p = 0.522) when applying
the Mann-Whitney U test at α = 0.05 (the data had a non-normal distribution). We
also used the non-parametric Vargha and Delaney’s Â12 statistic to assess effect size.
The statistic Â12 turned out to be 0.463 which is a small effect size according to the
guidelines of Vargha and Delaney12.

Students applying ET reported 35 false defects with the median number of false

12Vargha and Delaney suggest that the Â12 statistic of 0.56, 0.64 and 0.71 represent small, medium and
large effect sizes respectively [57].
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defects being 0. On the other hand, the practitioners applying ET reported 9 false defect
reports with the median number of false defects also being 0. The statistics indicate that
on average both students and practitioners found similar number of false defects. This
is also confirmed by Mann-Whitney U test (the data had a non-normal distribution)
at α = 0.05 (p = 0.98, Â12 = 0.50) which indicates non-significant differences in the
median number of false defect reports submitted by students and practitioners when
applying ET.

Students applying TCT reported 37 false defects with the median number of false
defects being 0. On the other hand, the practitioners applying TCT reported 7 false
defect reports with the median number of false defects again being 0. The statistics
indicate that on average both students and practitioners found similar number of false
defects when applying TCT. This is also confirmed by Mann-Whitney U test (the data
had a non-normal distribution) at α = 0.05 (p = 0.55, Â12 = 0.55) which indicates
non-significant differences in the median number of false defect reports submitted by
students and practitioners when applying ET.

3.5 Discussion
This section answers the stated research questions and discusses the stated hypotheses.

3.5.1 RQ 1: How do the ET and TCT testing approaches com-
pare with respect to the number of defects detected in a given
time?

In this experiment subjects found significantly more defects when using ET. Hence,
we claim, it allows us to reject the null hypothesis: H0.1. This result is different from
the study by Itkonen et al. [33] where ET revealed more defects, but the difference was
not statistically significant. On the other hand, the total effort of the TCT approach
in their experiment was considerably higher. One plausible explanation for this is the
difference in the experimental design. In this experiment the test case design effort
was included in the testing sessions comparing identical total testing effort, whereas in
the earlier experiment by Itkonen et al. the significant test case pre-design effort was
not part of the testing sessions, comparing identical test execution effort. Considering
this difference, our results, where ET shows a significantly higher defect detection
efficiency, is in line with the earlier results by Itkonen et al. [33].

The answer to RQ 1 provides us with an indication that ET should be more efficient
in finding defects in a given time. This means that documentation of test cases is not
always critical for identifying defects in testing, especially if the available time for
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testing is short. Thus, our experiment shows that ET is efficient when it comes to
time utilization to produce more results with minimum levels of documentation (see
Subsections 3.3.4 and 3.3.6 for a more detailed description of type of documentation
used in this experiment). It is important to note that this comparison focuses on the
testing approach, meaning that we got superior effectiveness and efficiency by applying
the ET approach to the same basic testing techniques as in the TCT approach. We also
analyzed the level of documentation done for ET and TCT by subjects. The subjects
performing ET provided on average 40 lines of text and screenshots as compared to
on average 50 lines of text and screenshots for TCT. The documentation provided by
subjects performing ET included brief test objective, steps to reproduce the identified
defect and the screenshot of error message received. The subjects performing TCT
documented all their test cases before test execution with steps to perform a test case
with expected results. Similar to the ET group, they also provided the screenshot of
error message received.

Our data in this study does not allow more detailed analysis of the reasons for the
efficiency difference. One hypothesis could be that the achieved coverage explains the
difference, meaning that in ET testers are able to cover more functionality by focusing
directly on testing without the separate design phase. Other explaining factor could be
cognitive effects of following a detailed plan. These aspects are important candidates
for future studies.

3.5.2 RQ 2: How do the ET and TCT testing approaches compare
with respect to defect detection difficulty, types of identified
defects and defect severity levels?

The experimental results showed that ET found more defects in each of the four modes
of defect detection difficulty. Moreover the difference in the number of defects found
in each of the modes, by the two approaches, was found to be statistically significant.
Therefore, we are able to reject the null hypothesis: H0.2.1. This result strongly indi-
cates that ET is able to find a greater number of defects regardless of their detection dif-
ficulty levels. Even more important is the finding that the distribution of found defects,
with respect to ET, showed higher percentages for mode 2 and 3 (more complicated
to reveal). Based on this data ET is more effective to reveal defects that are difficult
to find and TCT, in addition to revealing fewer defects, also reveals more straightfor-
ward ones. This indicates that it is challenging for both students and practitioners to
design good test cases that would actually cover anything but the most simple interac-
tions and combinations of features, while, when using ET, the subjects are able to more
effectively test also the more complicated situations.
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For detection difficulty of defects, although the different modes of detection dif-
ficulty differed within students and practitioners when applying ET, between students
and practitioners there were no significant differences found. When TCT was used,
there were again no significant differences found between students and practitioners
for different modes of defect detection difficulty. There was however a trend observed:
both students and practitioners, whether applying ET or TCT, detected greater number
of easier defects as compared to difficult defects.

In terms of the technical type of defects, ET found, again, a higher number of de-
fects in each of the technical type categories in comparison to TCT (exception being
‘documentation’ type). The differences were found to be statistically significant, there-
fore the null hypothesis, H0.2.2, is rejected. When the distributions of defects regarding
technical type are compared, an interesting finding is that TCT revealed a higher per-
centage of GUI and usability defects. One would expect that ET reveals more of these
often quite visible GUI level defects (and usability defects), since the documented test
cases typically focus on functional features rather than on GUI level features.

For the different types of defects, there were significant differences within students
and practitioners when applying ET, however no significant differences were found be-
tween the two groups. A trend observed was that, when applying ET, both students and
practitioners found greater proportions of missing function, performance and wrong
function defects as compared to remaining type of defects. When TCT was used, there
were again no significant differences found between students and practitioners for dif-
ferent type of defects, however a trend common in both subject groups was that more
wrong function type of defects were identified than any other type.

In terms of the severity of defects, the actual numbers found by ET are greater than
TCT for each of the severity levels and the differences are also statistically significant.
We are therefore able to reject the null hypothesis: H0.2.3. Considering the distribution
of defects, our results show clear differences between the two approaches. The results
indicate that ET seems to reveal more severe and critical defects and the TCT approach
more of normal and negligible level defects.

For the severity level of defects, there were significant differences within students
and practitioners when applying ET, however no significant differences were found
between the two subject groups. A trend observed was that, when applying ET, both
students and practitioners found greater proportions of normal and sever defects in
comparison to remaining severity level of defects. When TCT was used, there were
significant differences found within students and practitioners, however between groups
there were no significant differences. A trend observed was that more normal severity
level defects were identified by the two groups of subjects when TCT was applied.

The answer to RQ 2 is that in this experiment ET was more effective in finding
defects that are difficult to reveal and potentially also effective in finding more critical
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defects than TCT. The TCT approach led testers to find more straightforward defects
as well as, to a certain extent, GUI and usability related defects. In addition, TCT
revealed proportionally more intermediate and negligible severity level defects. This
could be explained by the fact that test cases were written and executed in a short time
and that the subjects were not able to concentrate enough on some of the potentially
critical functionality to test. On the other hand, testers did design and execute the
tests in parallel when using ET and, hence, ET might have enabled the testers to use
their own creativity, to a higher extent, to detect more defects. Our results support the
claimed benefits of ET. For defect detection difficulty, technical types, and severity of
defects, the differences are higher than reported in the study by Itkonen et al. [33].

3.5.3 RQ 3: How do the ET and TCT testing approaches compare
in terms of number of false defect reports?

Our experimental results show that testers reported more false defect reports using the
TCT approach. The difference in comparison to ET is smaller than what was reported
by Itkonen et al. [33]. This result, even though not statistically significant, might in-
dicate that there could be some aspects in the use of detailed test cases that affect the
testers’ work negatively. One explanation can be that when using test cases testers
focus on the single test and do not consider the behavior of the system more compre-
hensively, which might lead to duplicate and incorrect reports. This, in one way, could
indicate that ET allows a better understanding of how a system works and a better
knowledge of the expected outcomes. Based on the data, however, we are not able to
reject H0.3.

Our experimental results also confirm non-significant differences in the number of
false defect reports submitted by the two subject groups, when applying either ET or
TCT.

In summary the experimental results show that there are no significant differences
between students and practitioners in terms of efficiency and effectiveness when per-
forming ET and TCT. The similar numbers for efficiency and effectiveness for students
and practitioners might seem a surprising result. However, one explaining factor could
be the similar amount of domain knowledge that has been identified as an important
factor in software testing [34, 10]. In this experiment the target of testing was a generic
text editor application and it can be assumed that both students and professionals pos-
sessed similar level of application domain knowledge. Also the students selected for
the experiment were highly motivated to perform well in the experiment as they were
selected based on their prior performance in the course assignments (representing top
65%). It has also been found in certain software engineering tasks that students have
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a good understanding and may work well as subjects in empirical studies [53]. There
is a possibility that if practitioners were given more time (for both ET and TCT), they
might have detected more defects by utilizing their experience, however, the design of
this study does not allow us to quantify the impact of variation in testing time on how
practitioners are utilizing their experience in performing testing. There can be another
argument with respect to ET being a non-repeatable process if exact repeatability is
required for regression testing. We mentioned in Section 3.1 that ET is perhaps not
an ideal technique if precise repeatability for regression testing is required. We, how-
ever, do not have the empirical evidence to confirm or refute it since this experiment
answers different research questions. The proponents of ET claim that ET actually
adds intelligent variation in the regression testing suite by methodically considering
choices in input selection, data usage, and environmental conditions [59]: “Testers
must know what testing has already occurred and understand that reusing the same
tired techniques will be of little bug-finding value. This calls for intelligent variation
of testing goals and concerns”. This claim, as we have discussed, awaits empirical
corroboration.

One more argument with respect to ET’s effectiveness is the difficulty in finding
the actual outcome of a test case, when there are time-pressures or referring to detailed
documentation (e.g., the user guide in this paper) is not practical. This might be a factor
in the number of false defect reports submitted by subjects performing ET, but we did
not perform any such analysis to confirm/refute this possibility.

3.6 Validity threats
Despite our best efforts to obtain valid and reliable results, we nevertheless, were re-
stricted by experimental limitations. This section discusses the most serious threats to
the validity of this experiment.

Internal validity: Internal validity with respect to comparing testing techniques
means that the comparison should be unbiased.

The defect detection capability of a testing technique is largely dependent on many
factors: the type of software under test (SUT), the profile of defects present in the SUT
including types, probability of detection, and severity of the defects, and the training
and skills of testers [15]. In our comparison of the two testing approaches the SUT was
the same for both approaches, we did take into account the types of defects identified
and the corresponding severity levels. However, we did not take into account a defect’s
probability of detection due to the expected variation in its values caused by inherent
subjectiveness in its calculation. The industry participants in our experiment were
experienced professionals. Therefore, it is expected that they were able to use their
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intuition and understanding of the system, to a higher degree. The student participants
were selected based on their scores in assignments (representing top 65%) and, hence,
were expected to have performed according to their ability. We did not select the
bottom 35% students as subjects as there was a risk of their lack of knowledge in
functional testing to be confounded with the end results. The bottom 35% students were
also expected to lack motivation in performing the experiment seriously, an important
factor in making the results of an experiment more trustworthy and interesting [29].
The lack of knowledge in functional testing and low motivation would also limit their
ability to ‘continuous learning’, a concept that ET advocates. The cut-off choice for
selecting student subjects (65%) can obviously change in a different context; it was
just a better choice in our case given the performance of students. In addition, the
application under test was a text editor that is a sufficiently familiar domain for both
software development professionals and students. The TCT group did not design any
test cases before the beginning of the testing session. Consequently, they were expected
to have less time executing test cases in comparison with the corresponding ET group.
We acknowledge that ideally there should have been more time for the experimental
testing sessions but it is challenging to commit long hours from industry professionals
and, furthermore, in an experimental setting like this, one always risks introducing
fatigue.

Conclusion validity: Conclusion validity is concerned with the relationship be-
tween the treatment and the outcome. It refers to using statistical hypothesis testing
with a given significance [60]. In our case, the statistical tests were done at α = 0.05.
It is difficult to provide arguments for a predetermined significance level for hypothesis
testing [6] but α = 0.5 is commonly used [39]. We did not do a power analysis that
could have given us an indication of a more appropriate α-level.

Throughout the statistical hypotheses testing, parametric tests were preferred over
non-parametric tests provided that the data satisfied the underlying assumptions of each
test (since the power efficiency of non-parametric tests is considered to be lower). If
the assumptions of a certain parametric test were violated, we used a non-parametric
counterpart of that test.

Experiments with humans usually have more variance, and the individual knowl-
edge and skills of the subjects affects the outcome. It is important that in this exper-
iment the knowledge and skill levels for both ET and TCT were similar. While one
can claim that ET has larger variance than other techniques, this is not known until we
perform further studies. It is, however, likely that ET outcomes depend on competency
and experience of testers. This is also acknowledged in Section 3.1: It is believed that
ET is largely dependent on the skills, experience and intuition of the tester. That is to
say, a tester with little or no testing experience, will need more time to learn the new
software and to comply with the test process. This is in contrast with an experienced
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tester who might outperform the inexperienced tester in terms of ET efficiency and ef-
fectiveness. This is an inherent limitation while experimenting with ET. This threat can
be minimized by a careful selection of human subjects. We believe that our selection
of experienced industry professionals and high-performing students helped us reduce
this threat. With regards to the replication of our experiment, an exact replication is in-
feasible, as is the case with every other software engineering experiment having human
subjects [16], since variation in subject population (and hence the experience) and in
contextual factors cannot be entirely eliminated. Thus what we recommend is a theo-
retical replication [45] of our experiment with a different target population and testing
a variant of the original hypothesis, e.g., to investigate the impact of tester experience
and domain knowledge on ET outcome. While worthwhile, our experiment is not de-
signed to answer this question. The authors would like to invite future replications of
this experiment and are happy to extend all the support for doing that.

Construct validity: Construct validity refers to generalizing the experimental re-
sults to the concept behind the experiment [60]. The two testing approaches were
compared using two constructs: efficiency and effectiveness. The validity and reliabil-
ity of these constructs are dependent on two factors. First, an identical test suite size
for two testing techniques may not translate into the same testing cost [15]. However,
this is more true when experimenting with different testing techniques (for example,
random testing vs. condition testing). In this study, both groups were instructed to use
equivalence partitioning, boundary value analysis and combination testing techniques.
The two groups had the freedom to apply any of these techniques for defect detection
during the testing session.

The second influencing factor for construct validity in this study is the use of fault
seeding. Fault seeding has been used by a number of empirical studies in software
testing [26, 30, 58]. The problem with fault seeding, on the other hand, is the potential
bias when seeding faults for the purpose of assessing a technique [15]. However, we
claim that this bias is somewhat mitigated in this study by systematically seeding a
wide variety of faults. Moreover, the actual number of faults in the SUT were greater
than the seeded faults and, hence, we can claim that we had a balance between actual
and seeded faults and, thus, reaching our goal to have a high variance in the type of
faults.

The third influencing factor for construct validity in this study is the use of a sin-
gle java application as a SUT, which is related to the mono-operation bias [60] that
is a threat to construct validity. Using only a single artifact might cause the studied
construct to be under-represented. But the choice of jEdit as a test object has some
merits, especially considering the current state of experiments in software engineering.
Sjøberg et al. [52] conducted a survey of controlled experiments in software engineer-
ing. They report that 75% of the surveyed experiments involved applications that were
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either constructed for the purpose of the experiment or were parts of student projects.
This is not the case with jEdit, which is a realistic application (for mature program-
mers) with its homepage13stating hundreds of persons-years of development behind it.
Moreover Sjøberg et al. [52] finds that there is no open-source application used in the
surveyed experiments while jEdit is an open-source application. With respect to the
size of the materials presented to the subjects, the survey [52] states that the testing
tasks reported materials in the range of 25 to 2000 lines of code. Our test object is well
above this range, with more than 80,000 LoC.

We hope that later experiments on ET can extend the use of test objects beyond our
experiment. We sincerely believe that to build an empirical body of knowledge around
test techniques, it is important to conduct a number of experiments since, unfortunately,
there is no one single perfect study. Basili et al. [9] puts it perfectly: “[...] experimental
constraints in software engineering research make it very difficult, even impossible,
to design a perfect single study. In order to rule out the threats to validity, it is more
realistic to rely on the ?parsimony? concept rather than being frustrated because of
trying to completely remove all threats. This appeal to parsimony is based on the
assumption that the evidence for an experimental effect is more credible if that effect
can be observed in numerous and independent experiments each with different threats
to validity [15]”.

External validity: External validity refers to the ability of being able to generalize
the experimental results to different contexts, i.e., in industrial practice [60]. We con-
ducted a total of four iterations of the experiment, three of which were done in industrial
settings. This gives confidence that the results could be generalizable to professional
testers. However, the testing sessions in this experiment were short and available time
for testing was strictly limited. The SUT in this experiment was also small compared
to industrial software systems. It is possible that the experimental results would not
be generalizable to larger SUTs and bigger testing tasks. We believe that the results
generalize to contexts where available time for a testing task is strictly limited, as in
industrial context. We argue that for large and complex applications ET would proba-
bly be more laborious because analyzing the correct behavior would be more difficult.
But the test case design would also require more effort in that context (i.e., transferring
that knowledge into documented oracles). Our experiment is but a first step in starting
to analyze these things.

The removal of bottom 35% of the students also helped us avoid the external valid-
ity threat of interaction of selection and treatment [60], i.e., our subject population in
case of bottom 35% of the students would not have represented the population we want
to generalize to.

13http://www.jedit.org/
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The application domain was rather simple and easy to grasp for our subjects. This
improved the validity of our results in terms of the effects of variations in the domain
knowledge between the subjects. The relatively simple, but realistic, domain was well
suited for applying personal knowledge and experience as a test oracle. Our results
from this domain do not allow making any statements of the effects of highly compli-
cated application domain to the relative effectiveness or efficiency of the two studied
testing approaches.

3.7 Conclusions and future work
In this study, we executed a total of four experiment iterations (one in academia and
three in industry) to compare the efficiency and effectiveness of exploratory testing
(ET) in comparison with test case based testing (TCT). Efficiency was measured in
terms of total number of defects identified using the two approaches (during 90 min-
utes), while effectiveness was measured in terms of defect detection difficulty, defects’
technical type, severity levels and number of false defect reports. Our experimental
data shows that ET was more efficient than TCT in finding more defects in a given
time. ET was, also, found to be more effective than TCT in terms of defect detection
difficulty, technical types of defects identified and their severity levels; however, there
were no statistically significant differences between the two approaches in terms of the
number of false defect reports. The experimental data also showed that in terms of type
of subject groups, there are no differences with respect to efficiency and effectiveness
for both ET and TCT.

We acknowledge that documenting detailed test cases in TCT is not a waste but,
as the results of this study show, more test cases is not always directly proportional to
total defects detected. Hence, one could claim that it is more productive to spend time
testing and finding defects rather than documenting the tests in detail.

Some interesting future research can be undertaken as a result of this study:

• Empirically investigating ET’s performance in terms of feature coverage (includ-
ing time and effort involved).

• Comparing ET’s performance with automated testing and analysing if they com-
plementary.

• Understanding the customers’ perspective in performing ET and how to encour-
age ET for practical usage.

• Embedding ET in an existing testing strategy (including at what test level to use
ET and how much time is enough to perform ET?).

76



• Develop a more precise classification of ‘tester experience’ so that we are able
to quantify the relationship between experience and performance of ET.

• Understanding the limitations of the ET approach in industrial contexts (includ-
ing when precise repeatability of regression testing is required).
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Abstract: Context: A heterogeneous system is a self-similar system comprised of
n subsystems where at least one system exhibits heterogeneity with respect to other
subsystems. This inherent characteristic of heterogeneous systems introduces a high
level of complexity and makes it challenging to test them effectively.
Contribution: This study provides an account of the existing state of art in testing
heterogeneous systems. Moreover, this paper lists down the challenges for testing het-
erogeneous systems generally as well as specifically to some domains. Method: A
systematic literature review was used in order to conduct this study.
Results: We identified that there are a number of testing tools and technologies pro-
posed in literature based on different test techniques and test methods. There is also a
strong focus on addressing the problem of testing heterogeneous systems by using mul-
tiple variants of combinatorial testing. A number of challenges in this area of research
are also identified and we classify these challenges into domain-specific and general
testing challenges.
Conclusions: We conclude that there has been a strong focus on testing heterogeneous
systems in recent years and there are a number of studies that attempt to solve the
problem of testing said systems through combinatorial test generation. However, it is
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important to note that combinatorial test generation in the context of heterogeneous
systems, where a large number of interactions exist between different subsystems, will
lead to a combinatorial explosion. We hence believe that search-based testing might be
a suitable technique to identify optimal solutions for test suites.

4.1 Introduction
Software development organizations strive to deliver software systems developed to
the highest quality standards. Efficient and effective software verification and vali-
dation strategies are imperative to achieve this. However, verification and validation
constitutes a time consuming and expensive effort in software development [19], hence
such activities require precise and predictive selection, scheduling, and tuning to meet
product and process qualities. Significant effort has been invested over the years in
developing methodologies and techniques that address aspects of verification and vali-
dation for different test phases, test objectives, classes of system under test, and system
domains.

In this study we focus on verification and validation for a specific class of systems,
heterogenous systems. Advances in hardware and software technology have expanded
this class and, as a consequence, the challenges in how to verify and validate such
systems have attained a growing interest. We define a heterogenous system as a hi-
erarchical system comprised of n subsystems where at least one subsystem exhibits
heterogeneity with respect to other subsystems. Subsystem heterogeneity occurs when
two or more subsystems are different in one or more characteristics. All aspects of a
software package, such as process elements, e.g., requirements elicitation techniques,
verification and validation strategies, and implementation technology, e.g., program-
ming language, OS, hardware platform, are examples of subsystems’ characteristics.
In addition, the increasing number of subsystems included in systems causes a build up
in interfaces and thus, in the number of interactions.

Heterogeneity introduces variation as a factor in verification and validation, which
together with the increase in possible interactions, results in a combinatorial challenge
with respect to important verification and validation activities, such as, specifying,
managing, selecting, and executing test cases under the efficiency and effectiveness
conditions. The challenge of defining an effective and efficient verification and vali-
dation strategy is under these conditions is more difficult compared to the verification
and validation activities performed on homogenous systems.

As mentioned above, this area of research has received an increased attention in
recent year, due to shifts in technology and markets. In our research, we aim at identi-
fying a more efficient and effective approach for testing heterogenous systems. In the
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initial stages of this research we conducted a cursory pilot survey of the field to identify
a common ground. We found that researchers and practitioners have approached the
problem in different domains, for instance, several studies discuss software testing is-
sues in cross-platform, distributed, parallel, and system of systems domains. However,
a coherent and comprehensive foundation for testing heterogeneous systems is lacking,
which is the motivation for this study.

The overall objective of this paper is to (i) study state of art in testing heterogenous
systems and, (ii) identify challenges for future research. To our knowledge no system-
atic survey exist (May 2013) that provides a comprehensive overview of state of art and
identifies challenges for testing heterogenous systems. To that end, we have performed
a systematic literature review [29].

The remainder of this article is organized as follows. In Section 4.2 we present
an overview of the conducted research, including our research questions, study scope,
search and data collection strategies. Section 4.3 provides a detailed account for the
collected data items and a presents an analysis and findings with respect to our re-
search questions. In Section 4.4 we provide an extended discussion on our findings
and conclude with some pointers to future research opportunities.

4.2 Research method
The study presented herein follows the principles of a Systematic Literature Review
(SLR) [29]. An SLR is a process to identify, assess and interpret relevant literature to a
specific research question or a research area. The guidelines provided by Kitchenham
and Charters [29] provides a rationale for why and when to conduct systematic liter-
ature reviews. The most common is to synthesize available research literature and to
identify gaps in a specific research area, which coincides with our study’s goals.

This section describes the setup and execution of the SLR. In Figure 4.1, three
distinct phases make up the process: planning, execution, and report. We use this
process to structure our description of our adoption of the Kitchenham and Charters
process. Moreover, this section also discusses threats to validity to our approach.

This study was conducted by a group of five researchers. In the initial planning
phase, the group established a review protocol iteratively and incrementally. The re-
view protocol defined the research questions, scope of the study, search strategy, and
specified data items to be collected. The formulation of the research questions reflected
the target of this study. Based on the research questions we decided to study a broad
scope, selecting major scientific databases over specific scientific conferences and jour-
nals. The search was designed to screen articles based on a set of search strings. This
activity produced a raw data set, which was further screened manually. For manual
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Phase 1
Planning

Phase 2 Execution

Phase 2.1 Selection
Phase 2.1.1

Select 
Primary Studies

Phase 2.1.2
Inclusion
Exclusion

Phase 2.2
Data Extraction

Phase 2.3
Data Analysis

Phase 3
Write Report

Figure 4.1: Overview of the systematic literature review process [29]

screening we applied a set of inclusion and exclusion criteria. As a consequence of our
previous decision to maintain a broad scope for our initial search, we decided to apply
an extended inclusion/exclusion criteria that also considered the quality of the work. In
order to prepare for data extraction, we identified data items to extract. The data items
were described together with a set of options, i.e., specific values. Some data items
were revised during execution with additional options.

The study was executed as planned in the second phase. One researcher was respon-
sible for the automatic search (see Figure 4.1, Phase 2.1.1). Two researchers performed
the manual screening where the inclusion/exclusion criteria was applied. Potential dis-
agreements were discussed and conflicts resolved. If an unresolved conflict persisted
the group discussed issues to reach a consensus. With a set of primary studies at hand
the work continued with data extraction in Phase 2.2. One researcher collected data
from all studies while two collected from two distinct subsets. These data items were
cross checked and conflicts/disagreements were removed. Finally, the collected data
items were analyzed and collated to provide answers for the initial research questions
in Phase 2.3.

4.2.1 Planning
This activity involved three major tasks: specify research questions, define strategies
for selecting primary studies and data extraction. Next follows a presentation of these
three tasks.
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Research questions

The goal of the study was initially formulated as a set of perspectives as defined by the
Goal-Question-Metric approach [6]:

To understand and characterize (purpose) the state of art and research gaps in
testing (issue) heterogeneous systems (object) from the researcher’s and practi-
tioner’s perspectives (viewpoint).

The research goal was further refined into five research questions (THS is short for
testing heterogeneous systems)

RQ 1: What trends in THS can be identified?

RQ 2: Which test objectives are important in THS?

RQ 3: Which test methods and techniques have been proposed for THS?

RQ 4: Which tools and technologies are proposed for THS?

RQ 5: What are the challenges in THS?

RQ 1 aims at investigating two general trends. First, the interest in testing het-
erogenous systems as reflected by published work so to claim that research in this field
is relevant and important for industry and, especially, academia. Other trends of great
interest are strategies, methods, techniques, and tools for testing heterogenous system,
which is also assed by RQ 1. One implicit question here is if there are differences in
studies with industrial applications compared to traditional academic studies.

RQ 2 is concerned with which objectives heterogenous systems are tested against.
We classified different techniques as per the test objectives.

RQ 3 investigates which methods and techniques have been proposed to manage
specific testing activities. Here we distinguish methods from techniques—methods rep-
resent abstract procedures whereas techniques are their concrete instantiations. With
RQ 3, we aim to understand, which methods and specific techniques have been devel-
oped for and used in testing heterogenous systems.

RQ4 aims at charting the tooling landscape that support these techniques. This
question also investigates if specific technologies are widely used in tooling.

With RQ5 we would like to identify knowledge gaps in testing heterogenous sys-
tems that may motivate future research initiatives.
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Data item classification

We developed a classification of software testing to guide the extraction, analysis, and
results reporting with the research questions, stated above, in mind. The classification
is based on the ISO/IEC 29119 draft standard for Software Testing. This standard de-
scribes four distinct test processes and for each process activities accompanying work
products. We present the distinct processes and activities we selected for inclusion in
our classification below. The standard also define a number of specific test documents,
testing techniques, and quality attribute testing types.

Organizational test process This process is used to instantiate concrete processes
that define an organizational test policy and test strategy. We decided not to divide this
further up in sub-activities.

Test management process This process is divided into two levels. At the top level
it manages the entire test project. Then it is also instantiated for specific test phases
or test types, for instance, one management process for unit testing, one for usability
testing, and one for performance testing. The management processes instantiate test
strategies developed at the organizational level.

1. Test planning

2. Test monitoring and control

Static test process Static testing processes subsumes activities that test software ar-
tifacts without executing code. Specific testing methods are walkthroughs, inspections,
and reviews.

1. Test preparation

2. Review

3. Test follow-up

Dynamic test process Dynamic test processes control a specific test for a phase or
test type. It involves design and implementation activities such as identification of
test conditions, coverage items and test case derivation. In addition, it prescribes test
execution activities and how to manage test incidents.

1. Test design
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2. Test implementation

3. Test environment setup

4. Test execution

(a) Test execution

(b) Test result comparison

5. Test incident analysis and reporting

With the above classification as the basis we elaborated on a more fine-grained
classification scheme for our primary studies. We conclude that a process consists of
activities, for example, in a dynamic test process: Test design, test implementation and
test execution. Furthermore an activity consists of role(s), task(s), and work product(s).
For activities and tasks we have concrete instations in the primary studies, i.e., meth-
ods and techniques respectively. For example, there are many possible methods for the
test case execution (activity) and techniques for selecting which test cases to execute
(task). The selection of techniques for tasks forms a method for an activity. The meth-
ods combined form a strategy for that process, for example, strategies for unit testing
(phase) and security testing (objective). Another classification item is tools, which sup-
port a method or a task. A framework supports a ‘larger’ method or several methods,
e.g., a strategy or a complete project. In addition, we have a final classification term,
technology. Technology are the bases for implementing tools, exemplified by specific
technologies, such as, UML, XML, TTCN-3. In addition to this classification we used
additional dimensions to classify work. Examples of such dimension are evaluation
context, i.e., if the work has been evaluated in an academic setting or in an industrial
context, and the application domain.

Selection

The second step in the planning process was to devise detailed plans for the execution
phase, starting with the selection of studies. In line with the standard process, we use
a staged selection. However, we use a slightly modified procedure were we added two
additional stages to the standard procedure. We decided to add an extended inclusion/
exclusion filter that used a quality model to single out studies which, for instance, had
no validation of their results. Secondly, we decided to check the references of selected
studies for additional studies not identified in the initial search, a technique referred to
as “snowball sampling” [29].
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The goal for Phase 2.1.1 (Figure 4.1) was to single out an initial set of candidate
studies that would be further analyzed for inclusion and possibly for additional refer-
ences (snowball sampling). The search strategy involved the following steps:

(i) Derivation of major terms from the research questions by identifying the popu-
lation, intervention and outcomes.

(ii) Identification of alternate words, spellings and synonyms of the search terms to
minimize the risk of missing some important related literature.

(iii) Use of Boolean AND to link the major terms.

(iv) Use of Boolean OR to join alternate words, spellings and synonyms.

From the study’s scope we needed to derive a set of major terms. Given the char-
acteristics of the domain under study, we decided to initially target a large population
and with generic intervention.

• Population: Heterogeneous system, system of systems, distributed systems, par-
allel systems, cross-platform systems.

• Intervention: Testing.

These terms constituted the study’s primary inclusion/exclusion criteria and were
key constituents in the search expression. The search expression was applied to scien-
tific digital databases and returned an initial set of primary studies. The set of terms
were refined iteratively as primary studies included additional search terms relevant for
the study and the search string was, hence, updated accordingly.

Study quality assessment Given the broad scope, as defined by the search string, we
expected a large initial set of primary studies. Thus, we next decided to select primary
studies based on the studies’ fulfillment of a quality criteria. To that end we defined
a quality assessment criteria as an extended exclusion and inclusion criteria [29]. The
quality criteria and optional classification choices are described in Table 4.1. This addi-
tional filter flagged primary studies with little or no scientific significance for exclusion,
primarily due to methodological concerns.

4.2.2 Execution
Figure 4.2 depicts how the search strategy and inclusion criteria were applied on the
data sources. The following databases were included in our set of data sources.
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Q1 Are the aims and objectives clearly
stated?

Yes, partially, no

Q2 Is the context of study clear? Yes, no
Q3 What is the scale of evaluation of the

system under study?
Toy example, down-scaled real ex-
ample, industrial, not mentioned[25]

Q4 What is the context in which the
evaluation is done?

Academic, industrial

Q5 Does the research design address the
aims and objectives of the research?

Yes, partially, no

Q6 Is the methodology of the proposed
solution clear?

Yes, no

Q7 Was there a control group with
which to compare treatments?

Yes, no

Q8 Is data collected in a way that ad-
dresses the research issue?

Yes, no

Q9 Are statistical tests conducted? Yes, no
Q10 Are threats of validity taken into

consideration?
Yes, no

Q11 Are the results clearly stated? Yes, no
Q12 Do the findings conform to the aims? Yes, partially, no

Table 4.1: Extended inclusion/exclusion criteria
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Snowballing
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Manual
Check Revised 
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Terminology - Inclusion/Exclusion 
21327 studies

Removal
Duplicates
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Abstracts
Conclusions Full Text
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169 studies

Scan
References

68 studies

Figure 4.2: Activities to select primary studies
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• IEEE Xplore

• ACM Digital Library

• SpringerLink

• Engineering Village (Inspec and EI Compendex)

The search scope of this study is broad. Both software testing and heterogeneous
systems are highly disparate fields, which makes it a challenge to identify primary
studies in a systematic review. We decided to develop the search string iteratively. We
formulated an initial search string based on the population and intervention defined in
the plan. The resulting search-term was: “testing” AND “system” AND “heterogeneous”
OR “System of systems” OR “cross-platform” OR “cross platform”.

We used the search string to search the data sources and we sampled the resulting
studies for additional terms used to describe relevant studies. In this sample we identi-
fied three terms representing specific testing strategies; combinatorial, combinational,
and interoperability testing.

We decided to modify our search string to cater for these terms as well. The mod-
ified string we used on our data sources was: “Testing” AND “system” AND (“heteroge-
neous” OR “System of systems” OR “cross-platform” OR “cross platform” OR “interop-
erability testing” OR “combinatorial testing” OR “combinational testing”). This string
resulted in 21,327 candidates for primary studies.

In the second phase, we performed snowball sampling by scanning the references of
selected primary studies to identify a more representative set of primary studies. Thus,
to summarize the execution: After eliminating duplicates we applied our inclusion/
exclusion criteria. First, exclusion was based on titles of the research papers. This
reduced the size of the candidate set to 254. Of these papers, 85 were excluded after
an extended reading, which included the abstract and conclusion of the primary study.
The remaining 169 primary studies were read full text, which excluded an additional
112 papers. After scanning the references of the 57 remaining studies, performing one-
level backward snowballing, 11 additional papers were included. The set of primary
studies contained 68 papers at the end of the selection process.

4.2.3 Threats to Validity
Identification and analysis of different factors that can affect the results and pose va-
lidity threats to a research study increases the accuracy of the research design. In this
section, four different types of validity threats [68] and their implications on the study
results are discussed.
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Conclusion Validity

According to [68] conclusion validity refers to the statistically significant relationship
between the treatment and its outcome. One possible threat to conclusion validity is
biasness of researcher in applying quality assessment criteria. To minimize this threat,
we developed an extensive review protocol to conduct this systematic review. The ma-
jor purpose of a review protocol is to eliminate the researcher bias in applying data
extraction and quality assessment on primary studies [29], which is one possible threat
to conclusion validity of this research study. The review protocol (see section 4.2.1),
is reviewed by four independant researchers with prior experience in conducting sys-
tematic literature reviews. Within the review protocol we explicitly defined quality
assessment criteria as an extended criteria for inclusion and exclusion. With respect
to the quality assessment, we tried to be as inclusive as possible. Hence, we used a
binary ‘yes’ or ‘no’ scale instead of assigning scores to the studies undergoing quality
assessment. Furthermore, two researchers applied the quality assessment criteria to
each study to eliminate any possibility of excluding a relevant study.

Another important threat to conclusion validity is the reliability of data extraction.
To eliminate this threat, we used GQM in multiple brainstorming sessions to formulate
our research questions. Based on these research questions, different data extraction
categories were identified to ensure the reliability of data and conformance with our
research goals. To ensure the consistency of data extraction, three of the researchers
applied data extraction on a representative subset of primary studies.

Construct Validity

Construct validity concerns generalizing the results of the study in relation to the the-
ory or concept behind the research study [68]. A possible threat to construct validity is
the exclusion of relevant studies. To avoid exclusion of any relevant studies, a compre-
hensive search strategy was devised. This search strategy included two phases: first,
we searched multiple research databases for relevant studies and secondly, snowball
sampling is used to include more studies by scaning references of primary studies.

Within the context of this study, the reviewer bias to exclude some relevant studies
is another potential threat to construct validity. To eliminate this threat, an extended
exclusion and inclusion criteria was designed and piloted in very initial phase of the
study.

External Validity

External validity refers to the conditions that can limit the ability to generalize results
outside the scope of study [68]. Systematic literature reviews are conducted with a
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goal to capture maximum literature that is relevant to a research area. Therefore, draw-
ing reliable and generalized conclusions is very challenging. However, the threat of
reliablility is reduced by involving four authors, and by having the protocol pilotted
and evaluated from the start of the study. Whereas, to draw generalizable conclusions,
we ensured that three different researchers pilotted and reviewed the data extraction of
multiple studies. Therefore, we believe that the results and conclusions we draw in this
study can be generalized for testing of heterogeneous systems.

4.3 Results and Analysis
This section present the analysis of the data extracted from the primary studies. The
analysis attempts to answer our research questions. The study’s principal research goals
are to identify state-of-the-art and remaining challenges in the field of testing heteroge-
neous systems. We further refined these goals into 5 precise research questions, where
RQ 1-4 address the first goal and RQ 5 the second. To provide a comprehensive view,
we identified multiple perspectives based on the research questions. These to guide our
analysis and presentation. The perspectives include general perspectives, such as ap-
plication domains and trend analysis of publications, and software testing perspectives,
such as, test objectives and test methods, techniques, and tools.

4.3.1 RQs 1-4, State of art
Testing heterogeneous systems is a complex topic and researchers have used many
different approaches and worked in multiple domains. Common is that all systems
exhibit heterogeneity at the level of specification, implementation, or process. The as-
sessed literature discusses a large number of potential solutions covering a wide range
of methods, techniques, tools and technologies to address the challenges of software
testing in heterogeneous systems.

Analysis of Primary Studies

The first observation from our study is that, not surprisingly, testing of heterogeneous
systems has received an increasing interest in recent years. Figure 4.3, plots the number
of primary studies per year. From this plot we identify a trend with an increasing
number of studies in recent years. Based on this we may conclude that there is an
increasing interest in this area.

Another important aspect of the included studies are their context. We used two
classification dimensions to represent the primary studies’ contexts: Their evaluation
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Figure 4.3: Trend analysis — Primary studies per year

context and their application domain, i.e., the application domain for the system under
test (SUT). We classified the included primary studies with respect to the context. For
this dimension we use two distinct values, industrial context and academic context. As
seen in Figure 4.4, 31 out of 68 primary studies were evaluated in an academic context,
the remaining 37 studies in an industrial context. However, it is important to note that
the scale of evaluation is not considered. Industrial context include studies that spans
the range from simple toy applications to studies that evaluate on an industrial scale.

One observation from the plot in Figure 4.4 is that the relative number of academic
contexts has not changed considerably as the total number of studies increased. They
still represent something like fifty percent of the published studies every year and one
could see this as a somewhat discouraging sign, i.e., maybe researchers avoid too large
systems or they simpy do not have access to such systems?

The other context dimension is the application domain for the SUT. The studies
specify the SUT domain at different abstraction levels, which is reflected in Table 4.2.
We identified three application domains with more than one primary study. We classify
the remaining studies into Other applications or Unspecified Domain where no appli-
cation domain was explicitly mentioned. For the studies where no application domains
were identified, we used technology domain and quality attribute domain as classifiers.
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Domain Subdomain Reference(s)

Healthcare IS [63], [64], [46]
[62], [51]

Control system applications

Railway control systems [17], [34], [11]
Marine control systems [57], [43]
Nuclear reactor control systems [65]
Missile control systems [4]

Network applications

Telecommunication systems [5], [38], [13],
[30], [10]

VoIP applications [23], [24]
Computer networks
Network security applications [70], [48],

Other applications

Databases [33]
Billing systems [9]
Inventory systems [14]
OSI systems [52]
e-Business applications [69]
Realtime operating systems [58], [7]
Traffic collision avoidance systems [31]

Technology domain

Web services [27], [74], [39],
[35], [36], [3]

Web applications [71], [56], [37]
Generic component based systems [73], [72], [49]
Multi-agent systems [26]
Cross-platform systems [66]
Embedded systems [54], [59], [53], [55]

Quality Attribute domain Safety critical system [50]
Distributed systems [60], [21], [1], [2]

Idea papers
[16], [45], [44],
[28], [47], [61],
[67], [12], [20],
[18], [15], [42],
[8], [22]

Table 4.2: SUT domains identified in primary studies
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4.3.2 State of art

Describing state of art is a challenge in any research domain; testing heterogenous
systems is not an exception. We address the challenge with a number of perspec-
tives that provide a snapshot view of the field. All together, the perspectives provide
a comprehensive view on state of art of the field under study. Section 4.2.1 presented
the classification we derived from the proposed ISO/IEC 29119 standard for software
testing. We used this to identify our perspectives, classify the primary studies, and ulti-
mately to structure the presentation. As depicted in Figure 4.5, the sub-processes form
a hierarchy of testing activities when instantiated. At the top we may find an Organiza-
tional Test Process, which is instantiated as a Test Management Processes for a specific
Test Project. The Test Management Process organizes sub-processes according to Test
Phases (e.g., unit and integration testing), which include activities concerned with cer-
tain Test Types (e.g. functionality testing and performance testing). Test activities are
governed by either Static Test Processes or Dynamic Test Processes.

In Table 4.3 we have classified the primary studies with respect to their primary
contribution, if it is a method, a technique or tools and technologies. As stated above,
these address the testing challenge on a Test Management Process level, primarily for
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managing integration and system level test phases. A Test Method/Strategy supports
Test Management, Static Testing or Dynamic Testing processes to a large extent or
completely. It integrates one or more Test Techniques to achieve its goals. Hence, a
technique focuses on a specific or limited set of activities in such methods/strategies. A
method and its including techniques are frequently supported by Testing tools realized
by certain Technologies.

4.3.3 Test processes

This perspective uses a classification of the primary studies from a test process per-
spective. We have found no studies that primarily address heterogenous system testing
at the organizational test process level. The primary studies included are focused on
the test management process. Although, with a more restricted process scope than a
complete test project. We use this perspective to study which test phases, as expressed
in the V-model, the primary studies connect to.

Our first observation is that testing heterogeneous systems is primarily considered
to be a problem on integration and system-level testing. It is evident that current re-
search considers testing heterogeneous systems as a subsystem interaction problem.
An additional observation is that reducing the inherent complexity of testing hetero-
geneous systems is not a prioritized task. A majority of the primary studies we have
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Proposed solution Year Reference
Test Method/Strategy 2005 [42]

2006 [31], [2], [15], [11]
2008 [38], [35], [8]
2009 [9], [3], [32]
2010 [67], [26], [63], [12]
2011 [18], [27], [37], [47], [65]

Test Techniques 1995 [52]
1996 [28]
2005 [74]
2007 [39]
2008 [17], [54], [50]
2009 [66], [69]
2010 [70], [49], [1]
2011 [34]

Tools and Technologies 1994 [14]
1997 [13]
2000 [23]
2001 [21]
2004 [56], [24]
2005 [4]
2006 [71], [53], [5], [43], [58]
2007 [48], [73], [55]
2008 [72]
2009 [45]
2010 [44], [46], [64], [62], [60]
2011 [59], [7], [41], [61], [20]

Table 4.3: Classification of proposed solutions
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analyzed attempt to address the accidental complexities of heterogeneous systems test-
ing by tuning and optimizing methods, techniques and tools.

We found several example of studies that discuss system-level testing in more gen-
eral terms not addressing specific test objectives. Donini et al. [17] propose a test
framework for automated functional testing in an external simulated environment based
on service oriented architectures. This study demonstrated that system testing through
simulated environments is one approach to overcome the challenge of obtaining a re-
alistic amount of test cases that are representative for the real operation of the sys-
tem. Wang et al. [66] study factors considered for system-level testing of systems with
heterogeneity on the platform level. Their study presents a test management system
with support for the complete process. For testing of large scale distributed systems,
Almeida et al. [1] propose a distributed architecture for system-level testing and they
demonstrate that distributed architectures are a more efficient and scalable approach
to system-level testing. Besides the studies on integration and system-level testing we
found a rather small set of studies addressing other test phases. A study by Mao [36]
attempts to address the problem in the unit test phase and one from Diaz [16], which
addresses the problem in the acceptance testing phase. They propose a generic gate-
way for acceptance testing. The gateway uses the Open Service Gateway initiative
(OSGi) framework and is validated with the acceptance testing tool Test and Operation
Environment (TOPEN). An experiment is conducted in the study to compare the ac-
ceptance testing tools TOPEN using the proposed gateway with the TTWorkbench that
uses TTCN-3. The study claims that the proposed gateway reduces complexity and the
amount of rework needed to interface the acceptance testing tools for a specific SUT.
Finally, independent verification and validation (V&V) for heterogenous systems com-
bine dynamic and static test processes [45, 44]. In the work by Otani et al. [45] they
discuss how independent V&V traditionally was a manual process that now leverage
reuse and automation in context of system of systems.

Findings and Observations:

i) Assessing the primary studies makes it evident that testing heterogeneous
system is considered a problem of integration and system testing.

ii) It has been observed that multiple interactions between system and subsys-
tems creates a testing challenge, especially when subsystem configurations
change continuously.

iii) The examples above show it clearly, the focus in this research area remains
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Test objective/method Reference
System testing [17], [66], [1]
Penetration testing [70]
Interoperability testing [74], [69], [39], [34], [28], [49]
Conformance testing [39], [52]
Stability testing [54], [50]

Table 4.4: Summary of proposed test methods

on optimizing domain specific issues and not on reducing the inherent com-
plexity of testing heterogeneous systems.

iv) Most of the studies used toy examples to draw generalized conclusions.

v) There is a trend seen in literature that researchers simulate heterogeneous
systems for testing instead of real industrial systems.

4.3.4 Test objective

Our second perspective organizes the primary studies according to their main test ob-
jective discussing the method or technique used in the process. This is complementary
to the previous perspective, which had a phase/process focus. The classification of
studies according to their explicitly stated test objective is captured in Table 4.4. We
see that interoperability and conformance testing is the main objective in more than
half of the primary studies where an objective is explicitly stated. One objective that is
excluded from the table in this list is functionality.

Penetration testing

Xing et al. [70] describe a technique for penetration testing to explore defects in net-
work security applications. They perform an empirical study that compares a XML-
based penetration testing technique, which they propose, with traditional penetration
testing. The rationale to use a widely adopted markup language is its inherent flexibility
including cross-platform support. The results of this study indicates that the proposed
technique finds more vulnerabilities in a cross-platform environment as compared to
traditional penetration testing.
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Interoperability testing

Interoperability is the most frequent test objective found in our study. According to
the most widely used definition it is about testing whether two systems can cooperate.
Interoperability testing is a key objective in several applications as well as technology
domains. Interoperability testing of web services is described by Yu et al. [74]. They
propose a method that facilitates interoperability testing by the capture, analysis, and
control of web service communication data. The study contributes with an ontology
point communication data. This communication data is stored in a ontology structure
and the JESS (Java Expert System Shell) reasoning system performs control and anal-
ysis of the data. Xia et al. [69] also address the interoperability problem in the web
service domain. They propose a test method to automate conformance testing and in-
teroperability testing for various e-business specification languages. Narita et al. [39]
propose a method supported by a test framework for interoperability testing of web
services, this time targeting communication in the robotics domain. The method and
framework is evaluated on three distinct projects. But interoperability is an issue in
other domains as well.

Liu et al. [34] propose a test bench that may be instantiated to setup a third party
interoperability testing laboratory utilizing on-board test equipment. For integration
testing of large scale component based systems, Piel et al. [49] present the virtual com-
ponent testing technique. The study presents three algorithms to demonstrate how
virtual components are to be formed and then two implementations of the technique
are presented that are evaluated in industry.

A study by Kindrick et al. [28], compares interoperability testing and conformance
testing. They compare the two objectives and identify strengths and weaknesses with
the two respectively. Continuing, they propose a technique that combines interoper-
ability and conformance testing by using a standard system as reference and by testing
interoperability and conformance with respect to an electronic interchange format. The
authors conclude that combining interoperability and conformance testing will reduce
the overall cost of setting up and executing the test management processes for a stan-
dards based system and, in addition, improving of the overall effectiveness.

Conformance testing

Conformance testing is conducted to determine whether a system or product conforms
to a standard or reference system. We found that conformance testing often is con-
sidered as a complementary objective to interoperability and as a result they are often
combined. However, Sawai et al. [52] conclude that both conformance testing and in-
teroperability testing are not sufficient to test systems with multi-vendor components.
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However, more recent results point in another direction. For instance, Narita et al. [39]
concludes that test suites shall provide combined support for both conformance testing
and interoperability testing to ensure extended test coverage.

Stability testing

Stability testing tests a system’s ability to continuously function for a longer time
frame. The underlying assumption is that certain fault classes will “surface” first after
some time. Seo et al. [54] conducted an experiment to locate where the most faults are
found when heterogeneous layers of software and hardware are involved in embedded
systems. This study concludes that most of the faults lie in the calls between heteroge-
neous layers. Rogoz et al. [50], claim that stability testing is a key objective for testing
such systems. They claim that stability testing is very useful in case of life-critical
systems and this testing technique helps detecting errors though the approach is very
time consuming.

Findings and Observations:

i) Current literature targets the problem of testing heterogeneous systems with
multiple test objectives resulting in employing different test methods to reach
a domain specific testing challenge

ii) Testing heterogeneous systems is considered by most of these studies, car-
ried out in this perspective, as a conformance and interoperability issue.

4.3.5 Test techniques
A testing technique contributes to a single or small set of activities in a test management
process. Examples of techniques include, among others, techniques for test case design
and selection. The single contributing factor to a test project’s complexity when testing
a heterogenous system is the underlying heterogeneity of the SUT. In our analysis so
far we have seen primary studies that address the testing problem by developing or
tuning techniques to make them more efficient. Removing or reducing the impact of
such accidental complexities will simplify the testing process per se. However, the
inherent complexity, due to heterogeneity is not addressed.

In this section we provide a perspective which focuses on the primary studies that
attempt to address the essential complexity and reduce the complexity induced by het-
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Testing technique Primary studies
Search-based testing [37], [26]
Combinatorial testing [13], [36], [3], [67], [9],

[26], [18], [15], [12], [11],
[32], [63], [27], [2], [38],
[42], [31], [47], [35], [65],
[8], [57], [43]

Table 4.5: Test techniques that address optimality with respect to some criteria

erogeneity. These studies have an explicit focus on finding an optimal subset with
respect to certain criteria. Our analysis have identified studies in two classes: combi-
natorial testing techniques, which accounts for a high percentage of the studies, and
search-based techniques. It is important to note that this is not an exclusive classifica-
tion, i.e, techniques may end up in both classes. Both techniques are typically applied
on top of traditional testing techniques for different objectives to find optimal combina-
tions for a given system configuration. The core system structure considered by these
primary studies is typically of a subsystem nature. Table 4.5 provides an overview of
studies representing the two classes.

Search-based testing

Marin et al. [37] present an integrated approach where search-based techniques are ap-
plied on top of more classical techniques to derive optimal test configurations for web
applications. The authors describe state of art and future web applications as complex
and distributed, exhibiting several dimensions of heterogeneity, which all together re-
quire new and integrated approaches to test the systems with a criteria to be optimal
with respect to coverage vs. effort. The study describes an approach that integrates
combinatorial testing, concurrency testing, oracle learning, coverage analysis, and re-
gression testing with search-based testing to generate test cases.

Shiba et al. [56], proposed two artificial life algorithms to generate minimal test sets
for t-way combinatorial testing based on a genetic algorithm (GA) and an ant colony al-
gorithm (ACA). Experimental results show that when compared to existing algorithms
including AETG (Automatic Efficient Test Generator) [13], simulated annealing-based
algorithm (SA) and in-parameter order algorithm (IPO), this technique works effec-
tively in terms of size of test set as well as time to execute.
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Combinatorial testing

Combinatorial testing is used to test applications for different test objectives at multiple
levels. A comprehensive survey and discussion is provided by Nie and Leung [40]. It
has been used for both unit and system-level testing in various domains. Combinatorial
testing tends to reduce the effort and cost for effective test generation [13]. This sec-
tion discuss a number of variants on combinatorial testing, which are used in different
domains to test heterogeneous systems.

The problem of testing web services is researched as a combinatorial testing prob-
lem rather than an interoperability issue by Mao et al. [36]. They propose a framework
for combinatorial testing to test component based software systems in a web services
domain. In this framework combinatorial testing is used at the unit level and state-based
testing is used for the system-level testing to generate test cases from state diagrams.
Another framework to test web services is proposed by Apilli [3] where they attempt
to combine fault-based testing with combinatorial testing by injecting faults in web
services. These faults are generated by t-way combinations where t = 2.

Wang et al. [67] study the problem of how interaction faults can be located based on
combinatorial testing rather than manual detection and propose a technique for interac-
tive adaptive fault location. Results from this study show that the proposed technique
performs better than the existing adaptive fault location techniques.

In another study, Calvagna et al. [9] present a parameter-based technique for incre-
mental construction of pairwise covering test suites for billing systems in the telecom-
munications domain. The algorithm uses an idea of inheriting the “pairing”-relations
between parameters. The advantage of this algorithm is that it has rather small space re-
quirements independently of the number of parameters. This algorithm is implemented
as a tool and its effectiveness is demonstrated through experiments.

Pei et al.[26] present a study with a technique for combinatorial testing that adopts
parallel genetic algorithms (PGA) for testing, and deploys it as agents in a multi-agent
systems. Authors claim that the convergence rate of this model is superior than a sim-
ple genetic algorithm but the model needs to be validated in industrial settings to verify
this claim. The authors do not explicitly claim that their technique targets heteroge-
nous systems. However, the technique is deployed on a MAS where individual agents
can represent subsystems and their specific characteristics in a physical heterogenous
systems.

Dumlu et al. [18] present an approach for feedback-driven combinatorial interaction
testing. The technique computes covering arrays in an iterative manner instead of the
normal static approach. The feedback provides for the identification and removal of
masking effects in the covering array construction process. Hence, making it easier to
meet interaction coverage goals. The approach is validated with a tool and experimental
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results on families of database management systems and compilers for multiple target
platforms show the technique’s effectiveness in comparison with existing approaches.

Changing configurations pose challenges to combinatorial testing techniques. To
that end Cohen et al. [15] conducted an empirical study to quantify the effectiveness
of test suites. The study shows that there is an exponential growth of test cases when
configurations change and subsets of test suites are used, similar to what is common in
regression testing.

Chen et al. [12] propose a new approach where mixed covering arrays (MCA) and
shielding parameters are combined with combinatorial testing. This new paradigm is
used to generate test cases that can expose interaction errors that plain MCA could not
find. Changhai et al. [11] take the example of railway control systems and propose
an algorithm for neighboring factor covering arrays to generate n-wise combinatorial
test cases. Kuhn et al. [32] continues in this direction and use the covering arrays for
t-way combinatorial test generation for testing of distributed databases deployed on
combinations of communication platforms, operating systems, and hardware.

Vega et al. [63] propose a TTCN-3 based framework to test HL7 health-care ap-
plications. The technique supported by the framework is generic and does not need
customization every time a configuration changes.

Kattepur et al. [27] present a technique for pairwise testing and quality of service
(QoS) analysis of dynamic composite services. This methodology first uses feature
diagrams to model the composite service variability (heterogeneity) that captures all
combined valid configurations. Then pairwise testing is used to test all possible con-
figurations to obtain a concise subset. The results show that combinatorial interaction
testing and, in particular, pairwise testing reduces the number of composite services to
test drastically while ensuring good coverage. Brahim et al. [2] provide a technique
to specify test cases for SUTs in globally distributed environments. This framework
uses the UML 2 testing profile and TTCN-3 for test specification and generation. The
authors claim that the usage of TTCN-3 in combination with other languages and test
notations ensures transparency and cost benefits.

Mirarab et al. [38] conducted an industrial case study and propose a set of tech-
niques for requirement-based testing. The SUT was software for a range of wireless,
mobile devices. They propose a technique to model requirements, a technique for
automated generation of tests using combination strategies, and a technique for priori-
tization of existing test cases for regression testing, which uses the Product model. Nie
et al. [42] propose two different test generation algorithms for n-way combinatorial
testing in a theoretical study. Both algorithms are based on combinatorial design. They
study suggests that in-parameter order algorithm (IPO-N) is more feasible to use for
combinatorial test generation based on empirical results. Another theoretical study by
Kuhn et al. [31] combined combinatorial testing with model checking for automated
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generation of test specification.

Another theoretical study from Pan et al. [47] explores search-based techniques
and defines a novel algorithm, i.e., OEPST (organizational evolutionary particle swarm
technique), to generate test cases for combinatorial testing. This algorithm combines
the characteristics of organizational evolutionary idea and particle swarm optimization
algorithm. The experimental results of this study show that using this new algorithm
can reduce the number of test cases significantly.

Vudatha et al. [65] propose an optimization technique by which pseudo-exhaustive
testing can be achieved based on a two sequenced genetic algorithms. The heteroge-
nous system under test is a temperature controller for the nuclear power plant. Their
proposal is based on one algorithm that generates a set of test cases with an output
vector that contains all possible combinations of a single subsystem. Then a second
algorithm generates a set of test cases in which the expected output vector contains all
possible combinations of all other subsystems. The algorithms are sequenced so the
test cases for the first subsystem constitute an initial population for the second algo-
rithm. This technique ensures a better coverage for pseudo-exhaustive testing of these
systems according to the authors.

Calvagna et al. [8] propose a methodology to optimize the test case generation in
combinatorial testing. This is an incremental approach that address space-time com-
plexity issues that may appear when search-based approaches are employed. The ap-
proach is a novel heuristic-based function for pairwise testing. An experiment was
conducted to compare the methodology with the existing methodologies.

Findings and Observations:

i) Literature from test technique perspective outlines different techniques.
These techniques are used that attempt to minimize the underlying essen-
tial complexities of the heterogeneous systems.

ii) Focus of research studies remained on tuning techniques to test heteroge-
neous systems with specific objectives and exclusive test processes.

iii) Test techniques used in primary studies included in this section focused on
optimization of test specification and selection processes.
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4.3.6 Frameworks, tools and technologies

This section discusses support for test strategies and techniques. The primary studies
use a mix of terminology, which may be confusing for the reader. Thus, for consistency
we define a simple terminology that we use throughout this section. A test framework
provides support for a large part or a complete test strategy (test process in ISO/IEC
29119). A test tool provides support for a single or limited set of inner activities in
test processes. Both frameworks and tools typically defines artefacts and provides an
automation machinery that processes such artefacts. The artefacts and automation sup-
port is constructed using technology. Example technologies are the Unified Modeling
Language (UML) and eXtensible MArkup Language (XML).

We decided to separate primary studies with industrial evaluation from the other
ones. This is important for judging and comparing the contributions.

Industrial evaluation

Cohen et al. [14], proposed a system for pairwise combinatorial testing named ‘The
Automatic Efficient Test Generator’ (AETG) that generates efficient test sets from user-
defined test requirements. This system uses the idea of statistical experimental design
theory to reduce the number of tests. The AETG system was later updated [13] to use
new combinatorial algorithms for generation of test sets that cover all n-way combi-
nations. For pairwise test generation Flores et al. [20] also developed a tool, called
PWiseGen, that can also be used as a framework for applying genetic algorithms to
pairwise testing.

Nie et al. [41] demonstrates a tool for all pairs combinatorial testing. The tool,
OATSGen, uses a greedy algorithm and generates arrays that covers all pairs. The
evaluation indicates that the number of test cases generated to cover all pairs is slightly
reduced compared to available commercial tools.

Banos et al. [5], propose a framework for testing wireless heterogeneous systems.
This framework leverages UML and TTCN-3 technologies for test specification and
execution.

Pederson et al. [48], suggests a model to improve virtual cyber security testing
capability and implemented it as a tool. This framework almost completely automates
a strategy and facilitates modeling, specification, generation and execution of test cases.

A study by Auguston et al. [4] proposes a tool for automated test generation based
on attributed event grammar. The study shows how attributes of different events can be
merged to help generate a model that is further translated into test cases.

To address interoperability issues for testing Voice over IP (VoIP) systems, Griffeth
et al. [23] developed the ITIS tool. ITIS implements three distinct algorithms based
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on EFSM (extended finite state machine) and generates test cases for interoperability
testing of Public Switched Telephone Network (PSTN) and VoIP networks. The tool
supports exhaustive, adequate and basic coverage. Another study with the same authors
explains the details of the tool and technique in more detail [24].

In order to test distributed systems with heterogeneous interfaces, Torens et al. [60]
developed REmoteTest. In this framework, each module is tested separated from the
system in an emulated virtual environment. Another study, [59], address testing of
heterogeneous multicore parallel systems and implements at tool MoviTest. The tool
is evaluated and compared to compared to sequential testing. The conclusion is that
parallel testing is more effective when testing multicore parallel systems.

Yoon et al., [73, 72], studied compatability testing to test component-based sys-
tems. The proposed strategy, RACHET, is implemented in a framework. RACHET
deploys as a client-server architecture, where the server produces test configurations,
synthesizes test plans and distributes build sequences to clients. Each client executes
a virtual machine to test correct component builds. The method is validated by a cost
benefit analysis of the tool.

Seo et al. [55] developed JUSTICA, a tool that automates test generation and exe-
cution for embedded system software tests. The test execution engine is based on an
‘emulation test technique’. The study underlines the importance of interface testing
to identify fault locations. This supports the claims by Sung et al. [58] who proposed
interface testing to test heterogeneous interfaces in-between real-time operating sys-
tems. They ultimately proposed a complete framework based on fault injection, which
includes several tools, for instance, for emulating systems using run-time monitoring.
The contribution of this study is that it identifies where, how, and when faults shall be
injected for interface testing.

For testing healthcare information systems (HIS), Pambrun et al. [46] presented the
design and architecture of a tool. The tool was implemented as part of the study and
used the IHE PIX and PDQ integration profiles as SUTs in context of HL7 version 3.

4.3.7 Academic evaluation
Independent verification and validation (IV&V) combines techniques for static testing
with techniques for dynamic testing. This is a strategy that is important for heteroge-
nous systems. Otani et al. [45] address a problem in IV&V, which is consistency be-
tween the specification and the testing framework (this is inspired by the software reuse
model). The framework depends heavily on UML artifacts, which are used to automate
the IV&V practices with generative technologies. These reusable artifacts are stored
as XML data and reusable for other activities as well as other testing projects. Otani et
al. extend this work further [44] and introduce goal-driven reuse of artifacts. Testing a
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heterogenous system implies that several possible configurations must be tested. Reuse
of artifacts is one way to speed up such repetitive activities considerably.

Another study by Okika et al. [43], propose a test framework (test harness) for
the control systems domain. The context is control systems that comprise mechanical,
electrical and hardware subsystems and each subsystem has a unique control software.
The test framework is a specialization of TTCN-3, which focus on testing legacy con-
trol systems software. TTCN-3 is frequently used as a fundamental technology for
realizing frameworks and the usage cross-cuts application domains and test activities.
Additional examples of TTCN-3 include the work by Schieferdecker et al. [53]. They
provide a framework for testing control systems. The framework is platform indepen-
dent, which eases the process of testing heterogenous systems. The support implements
a technique that combines the Time Partition Test method (TPT) with TTCN-3. TPT
is an existing test technology for embedded systems and TTCN-3, combined with TPT
concepts, provides for platform independence. Bin et al. [7] propose another frame-
work, which provides support for a strategy that combines several techniques. The test
strategy combines interoperability testing with protocol testing and TTCN-3 is used for
test specification and execution.

For Healthcare Information Systems (HIS) we identified several tools that some-
times also constitutes a test framework. In [64], Vega et al. propose the design of a
TTCN-3 based test platform for interoperability testing of healthcare information sys-
tems. Using this test framework, the test message types, test configurations and test
behaviours can be automatically generated from Health Level 7 (HL7) and Integrat-
ing Healthcare Enterprise (IHE) standards. This technique simulates the system under
test in a similar fashion that the components that the system under test (SUT) need to
interact with. This way, interoperability is always tested against a reference implemen-
tation. Another case study by Vega et al. [62], proposes a framework that uses TTCN-3
for interoperability testing of patient care devices (PCD). This is a short study and can
be seen as an extension of the earlier study, i.e., [64].

Techniques for combinatorial testing are frequently employed for testing heteroge-
nous systems, as discussed above. Most of the techniques discussed above are sup-
ported from on tool or another. Varvara et al. [61], implemented a tool for test genera-
tion using a t-wise combination algorithm. They validate the tool with several experi-
ments where its efficiency was demonstrated. Moreover, the tool is part of a complete
test framework that may be used to automate test generation, execution, and evaluation.
Another example is found for the web application domain. Yan and Zhang [71] dis-
cuss different strategies for combinatorial testing including covering arrays and search
heuristics with backtracking. They have developed a covering array generator EXACT
(exhaustive search of combinatorial test suites). The tool is also validated in an experi-
ment.
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Finally, Ghosh et al. [21] present a framework for test management and visual-
ization. The tool RiOT facilitates testing of large-scale heterogeneous and distributed
applications. It is specific for Java applications and utilizes Jini and Jiro technologies.

4.3.8 Challenges in testing heterogeneous systems
This section presents various challenges in testing heterogeneous systems identified
from the assessed literature. Table 4.6 provides a brief summary of different chal-
lenges as identified from literature. These challenges are further elaborated later in this
section.

Existing literature provides a number of test platforms to test heterogeneous sys-
tems in multiple domains. However, it is very time consuming and demands effort to
adapt the test platform1 every time the configuration of subsystems change [63, 64].

In the context of requirement-based testing for heterogeneous systems, it should
be considered that requirements are inherently hard to formalize; however, formalizing
the requirements should not distort their understandability. At the same time, it shall
capture enough information for test case generation, priority assignment and coverage
computation [38]. It is also important to note that it is difficult to obtain adequate
realistic test cases that represent the actual system operation [17].

Another challenge while testing distributed systems of heterogeneous nature is to
synchronize the correct execution sequence of test case steps. This challenge can be
addressed by introducing some synchronization component [1].

In context of heterogeneous system of systems, another issue is that a stand alone
system may function correctly but exhibits incorrect behavior when functions as a com-
ponent of a system of systems [4]. This becomes more challenging specially when
these heterogeneous systems are safety critical.

Embedded systems usually consist of a number of heterogeneous layers like hard-
ware, OS kernal, device driver and application. The subsystems of aforementioned
embedded systems are frequently customized for dedicated purposes that induce faults
in the heterogeneous layers of the system [54]. Rogoz et al. [50], in context of testing
heterogeneous applications with multiple layers, mention that it is challenging to iden-
tify the memory leaks and stability checks between multiple layers. It is also important
to optimally determine the distribution of control in heterogenous levels and layers
when decentralized hierarchical systems are under test [57]. This will further aid to
test such hierarchical systems optimally by basing decisions on identified information.

1Heterogeneous systems offer a high degree of options regarding system configuration, e.g., events, ac-
tors, interfaces, protocols, ports etc., involved in completing a process. Therefore the test system require
complex setups and presence of all interacting components/subsystems. Such a set up is called a test plat-
form.
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Also, there is an increasing trend to use commercial off the shelf components
(COTS) as part of heterogeneous system. Lack of adequate test resources in terms
of tools and technologies is identified as another challenge by Ghosh et al. [21] for
systems involving COTS. There are also complex dependencies between different com-
ponents of these systems that makes it important to test compatibility issues between
these components [73]. Therefore, it is necessary to carry out interoperability tests to
verify the components from different vendors satisfy the requirements [34].

Seo et al. [55] also mention that while testing an entire system it is difficult to
detect potential software faults, their locations and causes. Hence, it is important to
test interfaces to identify a fault’s location.

Using combinatorial testing to test heterogeneous systems is a major focus in most
of the primary studies that we analyzed. One of the main challenge while using com-
binatorial testing to test heterogeneous system is exponential growth of test cases [35],
[15]. It is also impossible and impractical to test all parameter combinations as it will
lead to combinatorial explosion [12], [65], [9]. Other studies [71], [47], [56], [42], also
mention that the key problem of combinatorial testing is to minimize the size suite.
Many studies have been carried out to reach this problem from multiple perspectives
but this remains an open area for research [56], [9]. Cohen et al. [13], identify that
in most systems troublesome faults are caused due to interaction between different test
parameters. Secondly, with the increase in number of parameters, the number of tests
required to cover all n-way combinations grows exponentially. The systems in which
interactions exist between different factors, the general case is that there can be strong
interaction between some factors but that interaction may not exist among other fac-
tors. Normally, these interactions exist only among neighboring factors [11] and can
cause interaction faults in these systems.

While performing pairwise testing2, it is challenging to search for a test set that
can comprise a minimum set of test cases covering all pairs of input parameters of the
SUT [20]. To address the above challenge, this study uses search-based algorithms for
pairwise testing. Search-based software engineering tends to treat software engineer-
ing problems as search problems and employs search heuristics to search an optimal
solution. However, another problem of applying search-based algorithms to pairwise
testing is that there are too many variables or parameters to the algorithms. These vari-
ables are often needed to be adjusted to find a best configuration for a specific testing
problem [20].

2Pairwise testing is a combinatorial testing technique in which every pair of input parameters is
tested [13].
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4.4 Discussion and conclusions
In spite of the broad scope of the literature covered in this study, we believe that we are
still able to draw some important conclusions. The major contributions of this paper
is that we have covered state-of-the-art in testing heterogeneous systems to the best of
our knowledge by conducting a systematic literature review. This paper also provides
a distribution of different domains that are addressed in the existing literature with an
intention to solve different aspects of testing in the context of heterogeneous systems.

Most importantly, this study identified multiple perspectives based on our research
questions. These perspectives include both general perspectives, such as application
domains and publications trend analysis as well as more specific software testing per-
spectives like test objectives, test methods, techniques and test tools. Based on these
perspectives, we classified different primary studies to provide a comprehensive anal-
ysis to the intended audience of this study. Section 4.3, provides a detailed discussion
on these perspectives.

Assessing the primary studies also makes it evident that researchers have treated
the testing of heterogeneous systems as an integration and system testing problem.
Multiple interactions between system and subsystem poses an important challenge to
testing of heterogeneous systems. This challenge increases when there are continuous
changes in configurations of these systems and subsystems. For this reason, it can be
seen that many research studies has focused on tuning and developing test processes
that can better address the challenges posed by testing heterogeneous systems.

Other than test processes, we also analyzed that a number of research studies tar-
get the testing of heterogeneous systems from a perspective of specific test objectives.
These studies identify the challenge of testing heterogeneous systems as an interop-
erability and conformance problem. These studies propose a combination of confor-
mance testing and interoperability testing to complement each other while testing het-
erogeneous systems.

From the perspective of test techniques, unlike the above discussed perspectives, a
large number of primary studies attempted to minimize the essential complexities of
the heterogeneous systems. These research studies provide different test techniques
with a focus on optimization of test specification and test selection processes.

The results show there is a strong focus on testing heterogeneous systems and many
studies have attempted to reach different aspects of this problem using different tech-
niques, methods, algorithms as well as proposing new tools and technologies.

We have seen an increasing interest in this area of research where the focus is on
testing heterogeneous systems. There have been a number of publications published
in this research area the last five years as shown in figure 4.3. A deeper analysis of
the primary studies shows that instead of reaching this problem by introducing test
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Penetra'on	  
tes'ng	  
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5%	  

Integra'on,	  
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(IV&V)	  
5%	  

Search-‐based	  
tes'ng	  
3%	  

Combinatorial	  
tes'ng	  
58%	  

Figure 4.6: Percentage distribution of test techniques and methods

techniques, there is a shift towards test methods to help minimize the test set. As a
result, various combinatorial testing algorithms and frameworks are proposed in the
recent literature for optimal test generation that leads to optimally minimize the test
suites. Overall 58% of the studies proposed test techniques and frameworks based on
combinatorial testing. A percentage distribution of different test techniques and meth-
ods can be seen in figure 4.6. There are also different tools and techniques proposed
to reach domain specific challenges for testing of heterogeneous systems. These tools
and technologies are discussed in section 4.3.6.

This paper also presents in section 4.3.8 challenges identified in the existing litera-
ture. Most studies mentioned that the exponential growth of test cases in the context of
heterogeneous systems makes it challenging to test the system under test. While it is
almost impossible and impractical to test all combinations of different parameters as it
leads to the combinatorial explosion. The excessive number of interaction points also
makes it difficult to identify the interaction faults between different test parameters.

The results show that there is a strong focus on testing heterogeneous systems and
many studies have attempted to reach different aspects of this problem using differ-
ent techniques, methods, algorithms as well as proposing new tools and technologies.
However, it is evident that there are no general solutions provided in the literature as
yet to reduce the underlying complexities of the problem.

We can also see a growing trend to use combinatorial testing for test suite minimiza-
tion and test case generation. Looking at the current state of the art and the challenges,
we believe that combinatorial test generation can be seen as a search problem to iden-
tify the most optimal solution. In this case there is a need to look at the problem from
a search-based software engineering perspective.

Our future work is based on the challenges we have identified in the current litera-
ture, however we plan to conduct an industrial case study to evaluate the said challenges
and to identify the state-of-practice. The main challenges we plan to evaluate in our fu-
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ture work are prioritization of test cases and to obtain adequate test cases representing
a complete system. The major contribution in this paper is that we collected all existing
state of art on the topic of testing heterogeneous systems by conducting a systematic
literature review. Moreover, this paper also provides a distribution of different domains
that are addressed in existing literature with an intention to solve different aspects of
testing in the context of heterogeneous systems. To answer the research questions men-
tioned in Section 4.2.1, we investigated the research literature and found out a number
of test techniques, methods, tools and technologies proposed in earlier work. A de-
tailed account of these test techniques, methods, tools and technologies is provided in
sections 4.3.4 and 4.3.6.

119



REFERENCES

4.5 References
[1] E. C. D. Almeida and E. Marynowski. Efficient Distributed Test Architectures for

Large-Scale Systems. Ifip International Federation For Information Processing,
pages 174–187.

[2] B. Andaloussi and A. Braun. A Test Specification Method for Software Interop-
erability Tests in Offshore Scenarios: A Case Study. 2006 IEEE International
Conference on Global Software Engineering (ICGSE’06), pages 169–178, Oct.
2006.

[3] B. S. Apilli. Fault-Based Combinatorial Testing of Web Services. Companion to
the 24th Annual ACM SIGPLAN Conference on Object-Oriented Programming,
Systems, Languages, and Applications, OOPSLA 2009, October 25-29, 2009, Or-
lando, Florida, USA, pages 731–732, 2009.

[4] M. Auguston, J. Michael, M. Shing, and D. Floodeen. Using Attributed Event
Grammar Environment Models for Automated Test Generation and Software Risk
Assessment of System-of-Systems. 2005 IEEE International Conference on Sys-
tems, Man and Cybernetics, 2:1870–1875.

[5] J. Baños, C. Cardenas, and C. Perez. Testing of wireless heterogeneous networks.
In Electrotechnical Conference, 2006. MELECON 2006. IEEE Mediterranean,
pages 676–679. IEEE, 2006.

[6] V. R. Basili, G. Caldiera, and H. D. Rombach. Goal Question Metric Paradigm.
In J. J. Marciniak, editor, Encyclopedia of Software Engineering, volume 1, pages
528–532. John Wiley & Sons, 1994.

[7] Y. Bin, T. Yang, and Y. Haihua. Research on Interoperability Testing between
Operating Systems. IEEE 2nd International Conference on Software Engineering
and Service Science (ICSESS), pages 1–4, 2011.

[8] A. Calvagna and A. Gargantini. A Logic-Based Approach to Combinatorial Test-
ing with Constraints. Constraints, pages 66–83, 2008.

[9] A. Calvagna and A. Gargantini. IPO-s: Incremental Generation of Combinatorial
Interaction Test Data Based on Symmetries of Covering Arrays. 2009 Interna-
tional Conference on Software Testing, Verification, and Validation Workshops,
pages 10–18, 2009.

[10] A. Calvagna and A. Gargantini. A Formal Logic Approach to Constrained Com-
binatorial Testing. Journal of Automated Reasoning, 45(4):331–358, Apr. 2010.

120



[11] N. Changhai, X. Baowen, W. Ziyuan, and S. Liang. Generating Optimal Test Set
for Neighbor Factors Combinatorial Testing. 2006 Sixth International Conference
on Quality Software (QSIC’06), pages 259–265, Oct. 2006.

[12] B. Chen, J. Yan, and J. Zhang. Combinatorial Testing with Shielding Parameters.
2010 Asia Pacific Software Engineering Conference, pages 280–289, Nov. 2010.

[13] D. Cohen, S. Dalal, M. Fredman, and G. Patton. The aetg system: an approach to
testing based on combinatorial design. Software Engineering, IEEE Transactions
on, 23(7):437 –444, jul 1997.

[14] D. Cohen, S. Dalal, a. Kajla, and G. Patton. The Automatic Efficient Test Gen-
erator (AETG) system. Proceedings of 1994 IEEE International Symposium on
Software Reliability Engineering, pages 303–309, 1994.

[15] M. B. Cohen, J. Snyder, and G. Rothermel. Testing Across Configurations : Im-
plications for Combinatorial Testing. Software Engineering Notes, 31(6):1–9,
2006.

[16] J. Diaz, A. Yague, P. P. Alarcon, and J. Garbajosa. A Generic Gateway for Testing
Heterogeneous Components in Acceptance Testing Tools. Seventh International
Conference on Composition-Based Software Systems (ICCBSS 2008), pages 110–
119, Feb. 2008.

[17] R. Donini, S. Marrone, N. Mazzocca, A. Orazzo, D. Papa, and S. Venticinque.
Testing Complex Safety-Critical Systems in SOA Context. 2008 International
Conference on Complex, Intelligent and Software Intensive Systems, pages 87–
93, 2008.

[18] E. Dumlu, C. Yilmaz, M. B. Cohen, and A. A. Porter. Feedback Driven Adaptive
Combinatorial Testing. ISSTA, pages 243–253, 2006.

[19] R. Feldt, R. Torkar, E. Ahmad, and B. Raza. Challenges with software verification
and validation activities in the space industry. Software Testing, Verification, and
Validation, 2008 International Conference on, 0:225–234, 2010.

[20] P. Flores. PWiseGen : Generating Test Cases for Pairwise Testing U sing Genetic
Algorithms. Screen.

[21] S. Ghosh, N. Bawa, G. Craig, and K. Kalgaonkar. A test management and soft-
ware visualization framework for heterogeneous distributed applications. Pro-
ceedings Sixth IEEE International Symposium on High Assurance Systems Engi-
neering. Special Topic: Impact of Networking, pages 106–116, 2001.

121



REFERENCES

[22] L. Gonzalez-hernandez and J. Torres-jimenez. MiTS : A New Approach of Tabu
Search for Constructing Mixed Covering Arrays. Search, pages 382–393, 2010.

[23] N. Griffeth, R. Hao, D. Lee, and R. Sinha. Interoperability testing of VoIP sys-
tems. Global Telecommunications Conference, 2000. GLOBECOM ’00. IEEE,
3:1565 –1570 vol.3, 2000.

[24] R. Hao, D. Lee, R. K. Sinha, and N. Griffeth. Integrated system interoperabil-
ity testing with applications to VoIP. Networking, IEEE/ACM Transactions on,
12(5):823 – 836, oct. 2004.

[25] M. Ivarsson and T. Gorschek. Technology transfer decision support in require-
ments engineering research: a systematic review of rej. Requir. Eng., 14(3):155–
175, 2009.

[26] W. Jiancheng. A method of combinatorial test cases generating based on CMA-
PGA model. 2010 2nd International Conference on Industrial and Information
Systems, pages 249–251, July 2010.

[27] A. Kattepur, B. Baudry, I. Inria, A. Benveniste, and C. Jard. Pairwise Testing of
Dynamic Composite Services. Foundations, pages 138–147, 2011.

[28] J. D. Kindrick, J. A. Sauter, and R. S. Matthews. Interoperability Testing. Stan-
dardView, 4(1):61–68, 1996.

[29] B. Kitchenham and S. Charters. Guidelines for performing Systematic Litera-
ture Reviews in Software Engineering. Technical Report EBSE 2007-001, Keele
University and Durham University Joint Report, 2007.

[30] R. Krishnan, S. M. Krishna, and P. S. Nandhan. Combinatorial Testing : Learn-
ings from our Experience ACM SIGSOFT Software Engineering Notes Page 2.
Software Engineering Notes, 32(3):1–8, 2007.

[31] D. R. Kuhn and V. Okun. Pseudo-Exhaustive Testing for Software. Engineering,
30, 2006.

[32] R. Kuhn, R. Kacker, Y. Lei, and J. Hunter. Combinatorial Software Testing.
Computer, 42(7):94–96, Aug. 2009.

[33] R. Kuhn, Y. Lei, and R. Kacker. Combinatorial Testing : Beyond Pairwise. pages
19–23.

122



[34] Y. Liu and T. Tang. Research on the Method of Interoperability Test for the On-
board Equipment of CTCS-3 Train Control System of Chinese Railway. 2011
Tenth International Symposium on Autonomous Decentralized Systems, pages
415–419, Mar. 2011.

[35] C. Mao. Performing Combinatorial Testing on Web Service-Based Software.
2008 International Conference on Computer Science and Software Engineering,
pages 755–758, 2008.

[36] C. Mao. Towards a Hierarchical Testing and Evaluation Strategy for Web Services
System. 2009 Seventh ACIS International Conference on Software Engineering
Research, Management and Applications, pages 245–252, 2009.

[37] B. Marin, T. Vos, G. Giachetti, A. Baars, and P. Tonella. Towards testing fu-
ture Web applications. Research Challenges in Information Science (RCIS), 2011
Fifth International Conference on, pages 1 –12, may 2011.

[38] S. Mirarab, A. Ganjali, L. Tahvildari, S. Li, W. Liu, and M. Morrissey. A
Requirement-Based Software Testing Framework : An Industrial Practice. Test,
pages 452–455, 2008.

[39] M. Narita, M. Shimamura, K. Iwasa, and T. Yamaguchi. Interoperability ver-
ification for Web Service based robot communication platforms. Robotics and
Biomimetics, 2007. ROBIO 2007. IEEE International Conference on, pages 1029
–1034, dec. 2007.

[40] C. Nie and H. Leung. A survey of combinatorial testing. ACM Computing Sur-
veys, 43(2):1–29, Jan. 2011.

[41] C. Nie and H. Leung. The Minimal Failure-Causing Schema of Combinatorial
Testing. ACM Transactions on Software Engineering and Methodology, 20(4):1–
38, Sept. 2011.

[42] C. Nie, B. Xu, L. Shi, and G. Dong. Automatic Test Generation for N-Way
Combinatorial Testing. Quality of Software Architectures and Software Quality,
pages 203–211, 2005.

[43] J. C. Okika, A. P. Ravn, Z. Liu, and L. Siddalingaiah. Developing a TTCN-3 test
harness for legacy software. Proceedings of the 2006 international workshop on
Automation of software test - AST ’06, page 104, 2006.

[44] T. Otani, J. Michael, and M.-T. Shing. Goal-Driven Software Reuse in the IV &
V of System of Systems. pages 1 –6, june 2010.

123



REFERENCES

[45] T. W. Otani, J. B. Michael, and M.-t. Shing. Software Reuse in the IV&V of
System of Systems. pages 1 –5, 30 2009-june 3 2009.

[46] J.-F. Pambrun and R. Noumeir. Interoperability testing of integration profiles
based on hl7 standard version 3. Information Technology and Applications in
Biomedicine (ITAB), 2010 10th IEEE International Conference on, pages 1 –4,
nov. 2010.

[47] X. Pan and H. Chen. Using Organizational Evolutionary Particle Swarm Tech-
niques to Generate Test Cases for Combinatorial Testing. 2011 Seventh Interna-
tional Conference on Computational Intelligence and Security, pages 1580–1583,
Dec. 2011.

[48] P. Pederson, D. Lee, G. Shu, D. Chen, Z. Liu, N. Li, and L. Sang. Virtual Cyber-
Security Testing Capability for Large Scale Distributed Information Infrastructure
Protection. Test, 2007.

[49] E. Piel, A. Gonzalez-sanchez, and H.-g. Gross. Built-In Data-Flow Integration
Testing in Large-Scale Component-Based Systems. Ifip International Federation
For Information Processing, pages 79–94, 2010.

[50] K. Rogoz and T. Padlo. The Role of Stability Testing in Heterogeneous Applica-
tion Environment. 2008 International Conference on Software Testing, Verifica-
tion, and Validation, pages 432–439, Apr. 2008.

[51] P. Salvaneschi. Improving Functional Testing Through Aspects : A Case Study.
pages 39–54, 2007.

[52] K. Sawai, T. Konno, M. Hatafuku, K. Gotoh, S. Suzuki, and K. Kazama. Intercon-
nectability testing method-AICTS. Networks, 1995. Theme: ’Electrotechnology
2000: Communications and Networks’. [in conjunction with the] International
Conference on Information Engineering., Proceedings of IEEE Singapore Inter-
national Conference on, pages 289 –293, jul 1995.

[53] I. Schieferdecker and D. Ag. Continuous TTCN-3 : Testing of Embedded Control
Systems. Test, pages 29–35, 2006.

[54] J. Seo, Y. Ki, B. Choi, and K. La. Which Spot Should I Test for Effective Embed-
ded Software Testing? 2008 Second International Conference on Secure System
Integration and Reliability Improvement, pages 135–142, July 2008.

124



[55] J. Seo, A. Sung, B. Choi, and S. Kang. Automating Embedded Software Testing
on an Emulated Target Board. Second International Workshop on Automation of
Software Test (AST ’07), pages 9–9, May 2007.

[56] T. Shiba. Using Artificial Life Techniques to Generate Test Cases for Combina-
torial Testing. Computer, 2004.

[57] S. K. Srivastava, F. Ferrese, R. Meeker, D. Scheidt, D. a. Cartes, M. Pekala,
D. Carnahan, K. Huang, F. Maturana, M. Zink, and R. Staron. A Control System
Test Bed for Demonstration of Distributed Computational Intelligence Applied to
Reconfiguring Heterogeneous Systems. 2007 1st Annual IEEE Systems Confer-
ence, pages 1–8, Apr. 2007.

[58] A. Sung, J. Jang, and B. Choi. Fault-Based Interface Testing Between Real-
Time Operating System and Application. Second Workshop on Mutation Analysis
(Mutation 2006 - ISSRE Workshops 2006), pages 8–8, Nov. 2006.

[59] T. Tite, A. Vig, N. Olteanu, and C. Cuna. moviTest: A Test Environment ded-
icated to multi-core embedded architectures. 2011 International Symposium on
System on Chip (SoC), pages 108–111, Oct. 2011.

[60] C. Torens and L. Ebrecht. RemoteTest: A Framework for Testing Distributed Sys-
tems. 2010 Fifth International Conference on Software Engineering Advances,
pages 441–446, Aug. 2010.

[61] G. Varvara and V. Sandu. Implementation and Covering Analysis for the T-way
Combinatorial Testing Strategy.

[62] D. Vega, G. Din, and I. Schieferdecker. Application of ttcn-3 test language to
testing information systems in ehealth domain. Multimedia Computing and In-
formation Technology (MCIT), 2010 International Conference on, pages 21 –24,
march 2010.

[63] D. E. Vega. Towards an Automated and Dynamically Adaptable Test System for
Testing Healthcare Information Systems. 2010 Third International Conference
on Software Testing, Verification and Validation, pages 331–334, 2010.

[64] D. E. Vega, I. Schieferdecker, and G. Din. Design of a Test Framework for Auto-
mated Interoperability Testing of Healthcare Information Systems. 2010 Second
International Conference on eHealth, Telemedicine, and Social Medicine, pages
134–140, Feb. 2010.

125



REFERENCES

[65] C. P. Vudatha, S. Nalliboena, S. K. Jammalamadaka, B. K. K. Duvvuri, and
L. S. S. Reddy. Automated generation of test cases from output domain and crit-
ical regions of embedded systems using genetic algorithms. 2011 2nd National
Conference on Emerging Trends and Applications in Computer Science, pages
1–6, Mar. 2011.

[66] D. Wang, B. Barnwell, and M. B. Witt. A Cross Platform Test Management
System for the SUDAAN Statistical Software Package. 2009 Seventh ACIS Inter-
national Conference on Software Engineering Research, Management and Appli-
cations, pages 237–244, 2009.

[67] Z. Wang, B. Xu, L. Chen, and L. Xu. Adaptive Interaction Fault Location Based
on Combinatorial Testing. 2010 10th International Conference on Quality Soft-
ware, pages 495–502, July 2010.
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Chapter 5

Information Sources and their
Importance to Prioritize Test
Cases in the Heterogeneous
Systems Context

Ahmad Nauman Ghazi, Jesper Andersson, Richard Torkar, Kai Pe-
tersen and Jürgen Börstler
In Proceedings of the 21st European Conference on Systems, Software
and Services Process Improvement (EuroSPI), June 25-27, CCIS Vol.
425, pages 86-98, 2014.

Abstract: Context: Testing techniques proposed in the literature rely on various
sources of information for test case selection (e.g., requirements, source code, system
structure, etc.). The challenge of test selection is amplified in the context of heteroge-
neous systems, where it is unknown which information/data sources are most impor-
tant.
Contribution: (1) Achieve in-depth understanding of test processes in heterogeneous
systems; (2) Elicit information sources for test selection in the context of heterogeneous
systems. (3) Capture the relative importance of the identified information sources.
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Chapter 5. Information Sources and their Importance to Prioritize Test Cases in the
Heterogeneous Systems Context

Method: Case study research is used for the elicitation and understanding of which
information sources are relevant for test case prioritization, followed by an exploratory
survey capturing the relative importance of information sources for testing heteroge-
neous systems.
Results: We classified different information sources that play a vital role in the test
selection process, and found that their importance differs largely for the different test
levels observed in heterogeneous testing. However, overall all sources were considered
essential in test selection for heterogeneous systems.
Conclusion: Heterogeneous system testing requires solutions that take all information
sources into account when suggesting test cases for selection. Such approaches need
to be developed and compared with existing solutions.

5.1 Introduction
With the technological advancement in the software industry, more and more heteroge-
neous systems are introduced in the market. A heterogeneous system is comprised of
multiple subsystems. A review of literature on the topic conducted by us did not reveal
a commonly agreed definition of what a heterogeneous system is. Though, literature
provides examples, such as, heterogeneity in this context can refer to that systems are
implemented on different platforms, being developed using different processes, be of
different size, etc.

A subsystem can exhibit heterogeneity in terms of both hardware and software. It
does not limit itself to these aspects, though. Heterogeneity can also occur at different
levels within the software development process. Heterogeneous systems are inherently
complex and pose certain challenges to the verification and validation activities, such
as specification, selection and execution of tests.

Testing of heterogeneous systems has received vast attention in recent years. In
large heterogeneous systems it was observed that regression test suites grow, and hence
require too much time to execute. In response, there is a need to prioritize and select
test cases [1]. The challenge of test selection has been thoroughly investigated in previ-
ous research (e.g., in systematic reviews [10, 4]), but there still is a need to understand
which information needs and sources are of relevance to guide practitioners of hetero-
geneous systems in selecting tests.

In this research, we identify the information sources required by practitioners in-
volved in developing heterogeneous systems to prioritize test cases. This is done in a
two step process. In the first step an industrial case study is conducted to understand
how heterogeneous systems are tested and to elicit information sources, followed by
an exploratory survey. The findings are compared with the literature investigating test

128



selection independently of heterogeneous systems. The information gathered could be
used in organizations to assure that the required information is available to testers to
support them during the selection process.

The remainder of the paper is structured as follows: Section 5.2 presents the related
work. Section 5.3 outlines the research method, followed by the results in Section 5.4.
Section 5.5 concludes the study by presenting a discussion of observations from the
results.

5.2 Related Work
Heterogeneous systems: Testing a heterogeneous system implies that several possible
configurations must be tested. Reuse of artifacts is one way to speed up such repeti-
tive activities considerably [6]. Otani et al. propose a framework that depends heavily
on UML artifacts, which are used to automate independent verification and validation
practices using generative technologies. These reusable artifacts are stored as XML
data and reusable for other activities as well as other testing projects [5]. Otani et al.
extend this work further [6] and introduce goal-driven reuse of artifacts in the context
of heterogeneous systems. Changing configurations pose challenges to combinatorial
testing techniques. To that end, Cohen et al. [3] conducted an empirical study to quan-
tify the effectiveness of test suites. The study shows that there is an exponential growth
of test cases when configurations change and subsets of test suites are used, similar to
what is common in regression testing. Vega et al. [11] propose a TTCN-3 based frame-
work to test HL7 health-care applications. The technique supported by the framework
is generic and does not need customization every time a configuration changes. Brahim
et al. [2] provide a technique to specify test cases in globally distributed environments.
This framework uses the UML 2 testing profile and TTCN-3 for test specification and
generation. The authors claim that the use of TTCN-3 in combination with other lan-
guages and test notations ensures transparency and cost benefits. Overall, testing of
heterogeneous systems involves testing multiple configurations and dealing with com-
plex systems across a variety of platforms.

Test case selection: We identified two recent secondary studies on test case pri-
oritization and selection (cf. [10, 4]). Singh et al. [10] conducted a systematic litera-
ture review on test case prioritization in the context of regression testing. The authors
implicitly mentioned some information sources while categorizing the techniques for
test case specification and prioritization. Singh et al. categorized techniques, which
implicitly point to the following information sources: requirements, source code struc-
ture, historical information (with respect to changes made to the system or execution
history), fault-driven approaches (e.g., fault proneness), as well as cost. Furthermore,
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combinations of approaches have been evaluated. Engström et al. [4] identified code-
based techniques as the most commonly investigated in the literature.

5.3 Research Method
We first conducted a case study [9] to gain an in-depth understanding of information
sources and their relevance for heterogeneous system testing. Thereafter, based on the
case study results, a survey is conducted to explore the importance of the identified
information sources.

5.3.1 Case Study Design
Objectives The case study took place in close collaboration with industry. The long-
term expectation of our industrial partner from this research is to optimize their over-
all test methodology and practices for the organization’s software product line. The
overall long-term objectives of our research are to understand the state of practice in
testing heterogeneous systems, and how this relates to a system’s heterogeneity char-
acteristics. In the long-term perspective a process for optional test selection should
be defined. Identifying the relevant sources for test selection is the first step towards
that overall goal. The goal of this study is formulated by following the Goal-Question-
Metric approach: To gain an in-depth understanding of the test process and relevance of
information sources (Purpose) for test selection (Issue) in the context of heterogeneous
systems (Object) from an industrial point of view (Viewpoint).

Research Questions In this exploratory case study we intend to answer the follow-
ing research questions:

• RQ1: How are complex heterogeneous systems tested in practice from a process
perspective?

• RQ2: What are the different information sources used in test selection?

• RQ3: Which information sources are most relevant in selecting and prioritizing
test cases for testing complex heterogeneous systems in that process?

Case and Context: Petersen and Wohlin [8] suggest a checklist to report context in
relation to an object of study. The test process and related information sources for test
case selection are the object of study in this research. Table 5.1 provides an overview of
context information for the test process studied, derived from process documentation
and the interviews conducted.

130



Table 5.1: Context
Context Description
Product System type: System of systems (multiple subsystems developed autonomously) with

a total of 22 subsystems
Domain: Telecommunication systems
Customization: Highly customizable based on individual customer needs
Programming language: Java
Quality: The most highly prioritized quality attributes driving tests are: (1) scalability,
(2) usability, (3) performance, (4) robustness and recoverability, (5) throughput, (6)
stability, (7) variability, and (8) maintainability of a total of 33 attributes prioritized.

People See Table 5.2
Organization ISO 9001:2000 Certified
Market Market-driven development (high number of potential customers)
Process Agile software development

Data Collection: Multiple methods of data collection are used in this case study.
However, the main source of data collection in this study are semi-structured interviews
with selected practitioners from the case company. These interviews mainly resulted
in identifying different dimensions of heterogeneity, the test selection process, identi-
fication of multiple key information sources that lay the foundations for the test spec-
ification process, important quality criteria, weaknesses in the test process and factors
that influence test case selection.

Although the interviewed practitioners have diverse roles, the information regard-
ing different information sources for test selection, test prioritization based on quality
attributes, and challenges in the test process converged after the third interview. Ta-
ble 5.2 provides a brief profile of the interviewed practitioners.

Table 5.2: Practitioners’ profile
ID Description
1 The interviewee is currently the head of functional node test team responsible for test activities

within a subsystem, and has been working as a functional tester in this company since 2005.
2 The interviewee has worked in this company for 16 years overall. For the first 10 years worked

as a requirement engineer and currently working as functional tester for last 6 years.
3 The interviewee is working as a system developer at the company and is exposed to design, de-

velopment and test activities at the company. The interviewee has also worked in development
of legacy system which is to be replaced with the current system.

4 The interviewee is part of the core test team and therefore is responsible for design decisions.
The interviewee has responsibility for overall development and test strategy.
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Interview questions were structured into six themes, namely: (1) Experience and
current role of the interviewee, (2) verification model, (3) levels of heterogeneity in
product and test process, (4) test prioritization based on quality attributes, (5) test se-
lection process, and (6) tester’s perspective on weaknesses in test process. These in-
terview themes are formulated to answer the research questions as well as to gain a
better understanding of the current test activities at the organization which is the case
under study and the context of each activity. The interviews were semi-structured and
included open-ended questions. Each interview took approximately 60 minutes.

Documentation is also used as a data collection method for triangulation in this
case study. Process and design documents of the product were obtained to capture
the development and test processes at the company. These documents provided the
researchers with a better understanding of different test levels and the strategy of the
company.

Data Analysis: Interviews were recorded with the consent of the interviewees and
later transcribed. For data extraction from these transcribed interviews, we used color
coding, where unique colors were assigned to key areas important to answer the re-
search questions. We identified and color-coded the following key areas:

• Test activities including test selection process as well as test execution

• Information sources for test selection

• Different levels of heterogeneity exhibited by the case under study

• Quality attributes that play an important role in test selection

• Weaknesses and challenges in the current test process

The documentation was analyzed using the same coding scheme.
Threats to Validity:
Objectivity: An important threat is if the questions asked during the interviews are

misunderstood. However, this threat was reduced by explaining the context to the inter-
viewees, cross referencing the information gathered with the product documentation,
and through member checking. Another threat to objectivity is that the interviewees
may provide the information from a single perspective depending on their roles. This
threat is minimized by carefully choosing the interviewees from different testing teams
and development teams.

Theoretical Validity: Theoretical validity is concerned with not being able to cap-
ture what we intend to capture. In this case, we intend to prioritize the information
sources used for test selection in the context of heterogeneous systems. To reduce this
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threat to theoretical validity, we first captured the information sources for test selec-
tion using both documentation and the interviews. We contacted further practitioners
from other organizations involved in development of heterogeneous systems. These
practitioners were asked to prioritize the list of information sources extracted from the
documents and interviews to strengthen our findings.

Generalizability: The exploratory nature of the case study does not allow to gener-
alize the results for all heterogeneous systems and all types of organizations. However,
the results can be generalized to large scale telecommunication organizations involved
in the development of system of systems that exhibit heterogeneity. Furthermore, even
though not statistically generalizable, the results from the survey allowed to make qual-
itative reflections on the information gathered.

Interpretive Validity: Interpretive validity is concerned with researcher bias when
drawing conclusions. Since the involved researchers have no particular preference for
any of the solutions presented in the case study based on previous research, this threat
can be considered low in this study.

5.3.2 Survey

Objective: The survey captured the relative importance of information sources in re-
lation to test case selection, leading to research question RQ3.

Survey distribution and sample: A convenience sampling strategy was followed
targeting practitioners that work with heterogeneous systems. We utilized personal
contacts as well as communities (e.g., LinkedIn and Yahoo Groups) to acquire addi-
tional answers. Overall we obtained 42 answers of which 27 were complete and could
be used for analysis.

Instrument: The survey1 was capturing information about respondents, the char-
acteristics of their organization and products, as well as test coverage goals and impor-
tance of the information sources for test selection and prioritization.

Analysis: For the analysis descriptive statistics are utilized.
Validity Threats: The same types of validity threats as for the case study.
Objectivity: To avoid possible misunderstandings of the survey questions, it was

pre-tested and revised based on the feedback received. Furthermore, the survey was
tested for duration to take at most 15 minutes to complete to avoid maturation.

Theoretical validity: One threat to inference is the number of participants. The
present results are not statistically generalizable to a whole population. However, for

1The supplementary information about interview and survey can be found at
http://www.bth.se/tek/aps/kps.nsf/pages/sources-for-test-case-selection
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the given context information gathered about the participants, some interesting quali-
tative observations can be made.

Generalizability: The surveyed companies have specific context characteristics that
limit generalizability. The majority of respondents is related to consultancy (35.7%),
followed by computer industry (28.9%) and communications (25.0%); other industries
are under-represented. Agile and hybrid processes have the highest representations.
Another possible bias is that only persons with a specific interest may have answered
the survey.

Interpretive validity: Given that only quantitative data is studied in the survey part,
the risk of bias is reduced.

5.4 Results

5.4.1 Test Process for Testing Heterogeneous Systems (RQ1)

Heterogeneity in the system under test: The system of systems approach [1] used
in the development of software products at the case company leads to heterogeneity.
We identified three different dimensions of heterogeneity: (1) hardware heterogeneity,
(2) software heterogeneity, and (3) process heterogeneity. These dimensions of hetero-
geneity are important to consider in an overall strategy to minimize the challenges they
pose to the overall system(s).

During the interviews with the practitioners, we found that third-party open-source
components are also used throughout the development of subsystems of the case com-
pany’s next generation billing system. As the next generation billing system is devel-
oped to replace an existing telecom billing system that is used by a large number of
globally distributed customers, there exist some legacy software components that are
reused in the new system. Although, the complete product is developed using Java, due
to legacy software there exist heterogeneity on the platform level.

It is also important to note, that the company recommends the use of certified hard-
ware, but does not limit the customers to use the recommended hardware, which leads
to hardware heterogeneity. Another factor that leads to hardware heterogeneity is the
notion of variability. The next generation billing system is shipped to customers as part
of different commercial offerings customized as per customer requirements. Therefore,
this system can be used on multiple clusters configured to function as a single entity.

We also found, that due to multiple test levels, the practitioners perceive the un-
derlying heterogeneity as an important factor while designing the test strategy. Het-
erogeneity at the verification level at telecom grade systems is very important to be
considered. Otherwise, it may lead to the challenge of dealing with a huge number of
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tests to be executed to reach a thorough test coverage.
Test Levels and selection process: The case company is involved in the develop-

ment of a large system of systems that exhibits heterogeneity at multiple levels, there-
fore optimal test selection is an important challenge. The case under study involves a
test strategy with four different test levels: (1) software component test, (2) application
component test, (3) subsystem component test, and (4) offering test. Each test level
involves different test activities to ensure software verification.

Software component test: Test activities at this test level comprise interface and
unit testing. The test tool JUnit is used for unit testing.

Application component test: This test level is targeted for testing of sub-subsystems
that comprise several software components. The major challenge at this test level is the
integration of software components to form functionally independent sub-subsystems.
Integration testing at this level is performed using Pax-Exam, which is a test tool spe-
cialized for integration testing of OSGi components.

Subsystem component test: To test a functionally independent subsystem compris-
ing several sub-subsystems, this test level includes multiple test activities. These test
activities are functional testing, unit testing, tests for installation, testing upgrades, in-
tegration testing and tests for stability. A virtual test environment is set up for the
continuous subsystem component integration testing. This environment consists of
subsystems that comprise more components. Each subsystem team owns the compo-
nent and is thus responsible for its delivery, update and installation.

Offering test: Once a subsystem component is verified, it is moved into the next in-
tegration environment for commercial offering validation. At this test level, in the inte-
gration environment different configurations and end-to-end communication are tested.
This test level also validates the deployability on commercial offering environments.
The deployment environment consists of delivered subsystem components as per the
requirement of commercial offering. Each subsystem component is evaluated upon
deployability on certified hardware.

Test case selection is performed for each of the test levels mentioned above. A
core test team is responsible for developing the overall test strategy for the complete
product. We also found that, apart from the core test team, there are dedicated test
teams for each test level that are responsible for both test selection and execution. Test
prioritization at each level is also done by these dedicated teams.

For test case selection and test prioritization, an in-house software is developed.
This software, based on features, tags the test cases with certain labels by analyzing
the keywords in each of the test cases. These test cases are further categorized into var-
ious groups to test certain features of the system. This software also assigns weights to
different feature categories taking in consideration the system’s requirements to prior-
itize the categories to be tested more frequently under constraints. However, under the
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time constraints, functional system testing is given the highest priority for verification
of a commercial offering.

Every software component undergoes the unit test and application test, separately.
Once these components are integrated to form an independently functional subsystem,
functional node testing is done to identify possible defects in the system. Sub-net
testing and network integration testing are later carried out, when all subsystems are
integrated in the final product.

For different test activities and levels, the case company uses different testing tools.
JUnit is used for unit testing of software components and Pax-Exam is used for the
purpose of integration testing. However, there are other in-house testing tools used for
functional testing of the functionally independent subsystems, as well as for system
testing. Other than functional testing, non-functional testing for performance is also
carried out at different levels.

Weaknesses in the process for test case selection: From the interviews we found
the main weakness in the current test process to be a large regression test base. There
are many test levels and each test level generates a huge number of test cases. The
heterogeneous nature of the system also poses a huge challenge to the testing of the
complete system.

To maximize the test coverage, functional test cases to cover every subsystem, sub-
subsystem and its components are developed. These test cases are most of the time
overlapping with the unit tests, therefore a good test selection process is required to
avoid this overlapping of functional test cases and the unit test cases. The maximum
test coverage is an important test objective stated by the practitioners. However, it also
leads to a combinatorial explosion and in this case a robust test selection process that
can help avoid executing the same test cases again and again.

It is also a challenge that each commercial offering has a different configuration and
testers are required to test all possible configurations. Therefore, a process for efficient
system configuration is needed. However, this challenge is more related to the design
and the development process but it affects the overall test process. There shall be a
procedure to facilitate functional testing to be self contained so they can be installed
and configured automatically for each customizable commercial offering.

5.4.2 Information Sources (RQ2)
We identified a number of information/data sources that are of vital importance for
the test selection process. The information sources comprise important information
sources needed for optimal selection and prioritization of test cases. Other than the
information sources, different roles that are vital for test selection are included in the
list of data sources. The information sources mentioned later in this section are ex-
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tracted from the documentation provided by the company and further validated during
the interviews with the practitioners. Practitioners are also asked to list additional in-
formation sources, which they perceive as important for test selection.

Functional and non-functional requirements serve as the foundation of the com-
plete development process that also encompasses the testing. The System model of the
complete product provides a detailed overview of the system and its constituent sub-
systems. This model also identifies the data flow between the subsystems as well as
sub-subsystems and software components. Configurations are important, as the system
we studied has multiple telecom operators as its target customer base. The system is
developed to be customizable for different customer needs. Various system configura-
tions need to be tested for each commercial offering. Test objectives are the reason or
purpose that drive the design and execution of a test case. These test objectives are used
to derive an effective test strategy for different test levels and also serve as an important
data source for test selection under resource constraints. Environment descriptions and
high-level analyses, based on tester’s input, are also found to be data sources that shall
be used in the test selection process.

From the interviews, we found that in software component test, an important data
source for unit and integration test activities is the tester’s input. However, the impor-
tance of requirements and test objectives as information sources, for test selection at
this test level, can not be overlooked. All data sources mentioned for software compo-
nent test are also valid for application component test. Functional testing on the basis
of requirements and test objectives is carried out at this test level. Subsystem compo-
nent test comprises mainly integration and verification activities. Hence, environment
description, test objective and tester’s input serve as the prime data sources at this test
level. As for the offering test, other than all data sources mentioned for preceding test
levels, configurations play an important role. For testing of each commercial offer-
ing, specific configurations are pushed to the system to customize it according to the
requirements. These configurations must be considered for test selection at this level
to avoid execution of unrelated tests in the context of specific offerings and customer
requirements.

5.4.3 Relative Importance of Information Sources (RQ3)
Demographics: With respect to the roles of subjects, mostly technically oriented roles
answered the survey, in particular developers (22.2%), software architects (18.5%),
software verification and validation (18.5%), and quality control/management (14.8%).
Other roles were only represented by less than 10% of the respondents (system analysts,
project managers, product managers, and software process engineers). With respect to
experience in software engineering the average experience was 10.55 years. The aver-
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age experience in testing heterogeneous systems was 4.63 years. Companies of various
sizes participated: less than 50 employees (18.5%), 50 to 249 employees (29.6%), 250
to 4499 employees (29.6%), and 4500 and more (22.6%). The most common sys-
tem type was data dominant software (63.0%), followed by control-dominant software
(25.9), computation-dominant software (25.9%), and systems software (22.2%). Other
systems were represented by 14.8%. The most common development models were
agile (29.6%) and hybrid processes dominated by agile practices (29.6%). Other pro-
cesses were represented by 11% or less (e.g., waterfall, V-model, spiral model).

Coverage and information sources prioritization: We analyzed the importance
of coverage criteria (see Figure 5.1), and found that specification-based criteria are
considered most important, followed by fault-based coverage. All coverages are con-
sidered overall important.
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Figure 5.1: Importance of test objectives

We also analyzed how practitioners prioritize different information sources (see
Figure 5.2), and found that most practitioners consider functional requirements as the
most important information source followed by test objectives and system model. Each
identified information source is considered important to a significant number of prac-
titioners and therefore cannot be neglected. One respondent mentioned that they are
utilizing 37 different information sources, but did not specify which these are.

5.5 Discussion and Conclusion
In this study, we investigated a heterogeneous testing process to understand how com-
plex heterogeneous systems are tested. The main focus of this research was to identify
information sources for test case selection. The literature as well as the results of our
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Figure 5.2: Importance of data sources in test specification

case study indicate that it is essential to reduce the size of continuously growing test
suites.

We conducted a case study to gain an in-depth understanding of test selection in
heterogeneous systems, followed by a survey to understand the relative importance
of information sources. The following summarized our findings with respect to our
research questions:

Test Process (RQ1): Multiple hierarchies of test levels have been identified that
are relevant to test selection. Overall, the test levels map well to test levels one would
expect from the V-model. Functional testing was given the highest priority, though at
the same time quality characteristics were prioritized highly. The complexity of the
overall system led to having several testing teams focusing on their specific test levels.
Overall, a situation of overlapping tests occurred. Furthermore, core challenges were
growing regression test suites and a high number of configurations to be tested when
combining different (sub-)systems. The lessons learned regarding RQ1 are: First, a
systematic investigation is needed to understand responsibilities of different test levels
to avoid overlapping test cases. That is, one has to clearly determine which value each
test level adds in terms of the kind of quality that is assured with it. Having a good
understanding of this could potentially reduce the size of test suites significantly. Sec-
ond, solutions from software product-line testing might be applicable to the testing of
heterogeneous systems, since product-line testing faces similar challenges: when dif-
ferent (sub-)systems/features are combined, the number of configurations to be tested
increases.

Information sources for test selection and their priorities (RQ2/3): In the re-
search we identified multiple sources of information. Comparing with the literature,
non-functional requirements and environment description are highlighted in the het-
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erogeneous systems context. Generally, all sources were rated as either very important
or important by the majority of respondents. But, the most important source of infor-
mation were functional requirements. Looking at the existing techniques proposed for
selection and prioritization, those techniques combining different information sources
for prioritization are hence of particular interest, given that all sources appear to be of
relevance when selecting tests in this context. Figure 5.3 shows that, given the high
priority of information sources, they all have to be considered in the selection process.
The selection process utilizes approaches to search for a set of good solutions for the
next regression test run, taking the information sources into account.
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Figure 5.3: Information Sources in the Test Process

In future work, we propose to focus on identifying and evaluating test selection
approaches that are able to utilize all data sources for test selection, and comparing
them with existing solutions on real systems.
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Appendix A: Test case template
for TCT

Please use this template to design the test cases. Fill the fields accordingly.

• Date:

• Name:

• Subject ID:

Table A.1: Test case template.
Test case ID Function Priority Description Inputs Expected results Result Comments
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Appendix B: Defect report

Please report your found defects in this document. Once you are done, please return
the document to the instructor.

• Name:

• Subject ID:

Table B.1: Defect types.
Severity Description
1 Critical: Prevents using the application, data loss, or serious crash
2 Normal: Prevents or seriously hinders using a feature
3 Minor: Hinders using a feature, but the effect is minor or cosmetic annoyance and work around is easy

Table B.2: Defects in the experimental object.
No Function Regression (Yes/No) Test case ID Title Find time (hh:mm) Severity (1, 2, 3)

Detailed description: Description (how to reproduce, what was expected, what was the actual result)
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Appendix C: ET – Test session
charter

• Description: In this test session your task is to do functional testing for jEdit
application feature set from the view point of a typical user. Your goal is to
analyse the system’s suitability to intended use from the viewpoint of a typical
test editor user. Take into account the needs of both an occasional user who is
not familiar with all the features of the jEdit as well as an advanced user.

• What – Tested areas: Try to cover in your testing all features listed below. Focus
into first priority functions, but make sure that you cover also the second priority
functions on some level during the fixed length session.

– First priority functions (refer to Section ??).

– Second priority functions (refer to Section ??).

• Why – Goal: Your goal is to reveal as many defects in the system as possible.
The found defects are described briefly and the detailed analysis of the found
defects is left out in this test session.

• How – Approach: Focus is on testing the functionality. Try to test exceptional
cases, valid as well as invalid inputs, typical error situations, and things that the
user could do wrong. Use manual testing and try to form equivalence classes and
test boundaries. Try also to test relevant combinations of the features.

• Focus – What problem to look for: Pay attention to the following issues:
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– Does the function work as described in the user manual?

– Does the function do things that it should not?

– From the viewpoint of a typical user, does the function work as the user
would expect?

– What interactions the function have or might have with other functions?
Do these interactions work correctly as a user would expect?

• Exploratory log: Write your log in a separate document.
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“Whenever I set myself the task to learn, I realize how little I know and
the more I learn, the more I realize how ignorant I am.”

–Imam Muhammad ibn Idris al-Shafi’i (676 - 820 CE)
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ABSTRACT
Context: A system of systems often exhibits 
heterogeneity, for instance in implementation, 
hardware, process and verification. We define a 
heterogeneous system, as a system comprised of 
multiple systems (system of systems) where at 
least one subsystem exhibits heterogeneity with 
respect to the other systems. The system of sys-
tems approach taken in development of hetero-
geneous systems give rise to various challenges 
due to continuous change in configurations and 
multiple interactions between the functionally 
independent subsystems. The challenges posed 
to testing of heterogeneous systems are mainly 
related to interoperability, conformance and large 
regression test suites. Furthermore, the inherent 
complexities of heterogeneous systems also pose 
challenge to the specification, selection and exe-
cution of tests. 
Objective: The main objective of this licentia-
te thesis is to provide an insight on the state of 
the art in testing heterogeneous systems. More-
over, we also aimed to investigate different test 
techniques used to test heterogeneous systems 
in industrial settings and their usefulness as well 
as to identify and prioritize different information 
sources that can help practitioners to define a ge-
neric search space for test case selection process.
Method: The findings presented in this thesis 
are obtained through a controlled experiment, a 
systematic literature review (SLR), a case study 
and an exploratory survey. The purpose of sys-
tematic literature review was to investigate the 
existing state of art in testing heterogeneous 
systems and identification of research gaps. The 
results from the SLR further laid down the foun-
dation of action research conducted through an 
exploratory survey to compare different test 
techniques. We also conducted an industrial case 
study to investigate the relevant data sources for 
search space initiation to prioritize and specify 
test cases in context of heterogeneous systems. 

Results: Based on our literature review, we 
found that testing of heterogeneous systems is 
considered a problem of integration and system 
testing. It has been observed that multiple interac-
tions between the system and subsystems results 
into a testing challenge, especially when the con-
figurations change continuously. It is also obser-
ved that current literature targets the problem of 
testing heterogeneous systems with multiple test 
objectives resulting in employing different test 
methods to reach a domain specific testing chal-
lenge. Using the exploratory survey, we found th-
ree test techniques to be most relevant in context 
of testing heterogeneous systems. However, the 
most frequently used technique mentioned by the 
practitioners is manual exploratory testing which 
is not a much researched topic in the context of 
heterogeneous systems. Moreover, multiple in-
formation sources for test selection process are 
identified through the case study and the survey.
Conclusion: Companies engaged in develop-
ment of heterogeneous systems encounter huge 
challenges due to multiple interactions between 
the system and subsystems. However, the conclu-
sions we draw from the research studies included 
herein show a gap between literature and indu-
stry. Search-based testing is widely discussed in 
the literature but is the least used test technique 
in industrial practice. Moreover, for test selection 
process there are no frameworks that take in ac-
count all the information sources that we investi-
gated. Therefore, to fill this gap there is a need for 
an optimized test selection process based on the 
information sources. There is also a need to study 
different test techniques identified through our 
SLR and survey and compare these techniques on 
real heterogeneous systems.
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