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Abstract. Mobile money is a service for performing financial transactions using
a mobile phone. By law it has to have protection against money laundering and
other types of fraud. Research into fraud detection methods is not as advanced
as in other similar fields. However, getting access to real world data is difficult,
due to the sensitive nature of financial transactions, and this makes research into
detection methods difficult.
Thus, we propose an approach based on a Multi-Agent Based Simulation (MABS)
for the generation of synthetic transaction data. We present the generation of syn-
thetic data logs of transactions and the use of such a data set for the study of
different detection scenarios using machine learning.

Keywords: Machine Learning, Anti-Money Laundering, Money Laundering, Syn-
thetic Data, Data Simulation, Multi- Agent Based Simulation, Fraud detection

1 Introduction
Money Laundering affects the finances of nations and it may contribute to an increase
in the funding of criminal activities [1].

Due to the large amount of transactions and the variety of money laundering tech-
niques, it is difficult for the authorities to detect money laundering and prosecute the
wrongdoers. Thus, it is not only the amount of transactions, but the ever changing char-
acteristics of the methods used to launder money that are constantly being modified by
the fraudsters which makes this problem interesting to study.

After analyzing the implications of using machine learning techniques for money
laundering detection [2] (also known as Anti-Money Laundering, AML) in a synthetic
data set, we propose an approach based on Multi-Agent Based Simulation (MABS).

The main goal and contribution of this paper is to study the generation and use of
synthetic data as an approach for developing methods for money laundering detection.
A case study containing different scenarios was used as a scientific methodological
approach. This leads to identify measures of detection and control that could be applied
in similar circumstances.

The case study is based on the company AB 1. Company AB has developed a mobile
money implementation that provides mobile phone users with the ability to transfer
money between themselves using the phone as a sort of electronic wallet. The task at
hand is to develop an approach that detects suspicious activities that are indicative of
money laundering.

? EMails: {edgar.lopez,stefan.axelsson}@bth.se
1 The identity of the Company AB unfortunately cannot be disclosed
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The mobile money service is currently running in a demo phase. Hence, real data
from this system is not available at this stage, and therefore the system does not produce
representative data that can be used e.g. for the training of a machine learning detection
algorithm. Thus, we have turned to the generation of synthetic data as an alternative.

Outline: The rest of this paper is organized as follows: Section 2 introduce the topic of
money laundering and present related work. Sections 3 describes the problem, which
is the generation of synthetic data for Anti-Money Laundering. Section 4 presents an
implementation of a MABS for our domain. We present our results in section 5 and
finish with a discussion and conclusions, including future work in section 6.

2 Background and Related work
Money Laundering exist somewhere in a complex chain that starts with placement of
illegal funds into the legal financial systems, then a number of layering operations to
hide the true origins and finally an integration stage that involves formal and legal
economic activities [3].

Due to issues such as the large amount of transactions typically taking place in a fi-
nancial service, it is a nontrivial task to find specific transactions that should be marked
as suspicious. The reported suspicious activity needs to be supported by tangible evi-
dence that allows relevant government agencies to investigate further.

In Sweden and other countries, most companies in the financial sector are required
by law to implement money laundering detection. The cost of implementing such con-
trols for AML is quite high, mainly because of the amount of manual labor required.
In Sweden alone the cost is estimated to be around 400 million SEK annually [4]. The
most recently notorious case of money laundering is the HSBC Bank case [5], where
the lack of AML controls lead to large amounts of money being laundered and injected
into the U.S. financial system from countries under strict control, such as Mexico and
Iran.

The most common method today used for preventing illegal financial transactions
consists on flagging different clients according to perceived risk and restricting their
transactions using thresholds [6]. Transactions that exceed these thresholds require ex-
tra scrutiny whereby the client needs to declare the precedence of the funds. These
thresholds are usually set by law without distinction made between different economic
sectors or actors. This of course leads to fraudsters adapting their behavior in order to
avoid this kind of control, by e.g. making many smaller transactions that fall just below
the threshold. Hence, these and other similar methods have proven insufficient [4].

Several machine learning techniques have been used for the detection of fraud, and
more specifically money laundering [7]. The application of machine learning to the
problem is advantageous, due to the successful classification rate (high True Positives
and low False Positives) that can be obtained in comparison to simple threshold methods
[8, 9].

Data mining based methods have also been used to detect fraud [10]. This leads to
the observation that machine learning algorithms can identify novel methods of fraud by
detecting those transactions that are different (anomalous) in comparison to the benign
transactions. This problem in machine learning is known as novelty detection. Super-
vised learning algorithms have been used on synthetic data to prove the performance of
outliers detection in a different domain [11].
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One of the frameworks used for AML, presented by Gao(2007) [12], introduces the
terms legal transaction, usual transaction, unusual transaction, suspicious transaction
and illegal transaction for describing different possible categories of transactions.

Synthetic data has previously been used with similar reasons to the ones presented
here [13]. The protection of the clients privacy is an advantage over using real data.

Multi-Agent Based Simulation is an approach that involves the use of autonomous
and interactive agents and it is been used to model complex systems. The agents and
their interaction with other agents, are described by simple rules, which generates com-
plex emergent behavior usually found in different domains [14].

Previous work have shown the use of Multi-Agent based simulation to simulate
social networks and analyzing social behavior [15]. This is similar to Mobile Money
that resembles a social network of connected clients where the connections are repre-
sented by the transactions (money sent or received) and the nodes are represented by
the clients.

There are several agent-based frameworks that incorporate toolkits to aid the devel-
opment of such simulations. Some of them are freely available and are widely used in
academic simulations (e.g. MASON2, Repast 3, or Swarm4).

3 AML for Mobile Money
The specific domain covered here is the service Mobile Money. Mobile Money is a
platform for transferring money between users by mobile phone. This is accomplished
by the use of codes sent through text messages or the Internet. Mobile money brings
several benefits for users, including the simplicity of transferring small sums of money
between users. One user only needs to know the mobile phone number of the receiving
user in order to send money.

3.1 Problem definition
The detection of money laundering in the mobile money service is non-trivial. Illegal
transactions are intended to appear as normal and legal. In this paper we address this
problem by learning from the experiences of past detected patterns of illegal behavior
in order to hopefully gain knowledge about the possible rules or new patterns of fraud
that could emerge in a mobile money system.

In the mobile money AML domain, we formulate the learning problem as [16]: Task
(T), Classification of transactions as normal or suspicious based on the known pattern
of legal transactions. Performance Measure (P), Percentage of transactions correctly
classified as suspicious, also known as True Positives (TP), and the percentage of False
Positives (FP). Experience (E), Synthetic data generated with transactions labeled as
legal (normal) and/or illegal (suspicious).

3.2 Data Preprocessing
Data preprocessing includes the selection of attributes, discretization, noise removal
and in certain domains, data fusion.

The mobile money product stores all information about the users’ interactions with
the service in a database. For this study we need to select the database attributes that

2 MASON http://cs.gmu.edu/ eclab/projects/mason/
3 Repast http://repast.sourceforge.net/
4 Swarm http://www.swarm.org/
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contribute the most to the correct classification of suspicious transactions. Customers
are associated with a specific profile at the opening of the account based on outside
information about economic factors. High risk customers are limited e.g. in the amount
and the frequency of the transactions that they can perform.

We selected the following attributes for our simulation: Customer ID, Profile, Date
of Transaction (steps), Type of Transaction (e.g. deposit, withdraw, transfer), Amount
Transferred, Location (e.g. city) and Customer Age (e.g. 1=Young, 2=Adult or 3=Se-
nior).

For each transaction of type transfer there is also a deposit transaction of the same
value in a different customer account. These transfer transactions, describe a social
network between customers. The rest of the fields are generated according to the given
parameters of the simulation and random operations with range validation to guarantee
consistent data that follows a realistic model.

Data labelled as suspicious were also added to the transaction database in order to
train supervised learning algorithms. These anomalous records were created with the
intention to replicate some of the common money laundering patterns used by fraud-
sters [17].

Although performance is also a topic that we are concerned with here, the learn-
ing algorithms selected are seriously affected by the amount of data provided for the
training and the cross validation phase.

3.3 Machine Learning Training from Synthetic Data
We are interested in providing an accurate method to improve the detection rate (TP)
and reduce the misclassification rate of the benign data (FP) counted on the data col-
lected from the simulation.

Having the same data set, we studied possible algorithms for our detection research.
The algorithms analyzed here are based on supervised learning with Decision Tree
learning and Decision Rules techniques [18, 19]. The main advantage of using these
algorithms (in comparison with other machine learning algorithms) for mobile money
AML, is to enable an investigator to be able to determine common rules that classify
suspicious behavior.

We cannot be completely certain of the illegal precedence of the funds in a transac-
tion, that is why our detector only raises a suspicion flag that allows an investigator to
perform further analysis of the evidence.

4 A Multi-Agent Based Simulation for Mobile Money
In order to illustrate our idea, we developed a simple MABS simulation for the Mobile
Money domain. We used MASON for the simulation [20]. The main reason was that it
has important extensions that facilitate the implementation of social networks.

4.1 Model
The implementation of a Multi-Agent Based Simulation was based on simulating the
behavior of several clients interacting in a Mobile Money environment. Figure 1 shows
the basic design we used. Our aim was to produce a log of transactions, represented by
the class Transaction. This log was built to generate the attributes specified in sect. 3.2.

The simulation is managed by the class Clients which initialize the environment
and creates the agents. The agents are represented by the class Client. This class has
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Fig. 1. Simplified Class Diagram and State Diagram for the Mobile Money Simulation

two child classes (ClientSimA and Fraudster) which inherits all the behavior added to
the parent class Client. This allow us to create different types of agents and instantiate
them together in the class Clients. The states of an agent are handled by a Markov
transition matrix of probabilities. This tells the system when to change from Active to
Inactive and from Profile P1 to Profile P2, which allows higher limits for transactions.

Each clients has four possible actions in each step of the simulation. They can ei-
ther make a deposit, a withdrawal, a transfer or simply ”decide” not to do anything. The
autonomy of the agent is implemented by a probabilistic transition function that com-
putes the type of operation and the action that an agent will perform in each step. This
transition function depends on the attributes of the client such as Age and the amount is
calculated according to the balance and the limits of each client’s profile.

For each simulation we can modify the parameters and the probabilities of occur-
rence for the transitions in order to improve the quality of the simulation. It is difficult to
find the right probabilities that model a realistic scenario. Our implementation is based
on pseudo random transitions. The given probabilities are based on 3 different config-
urations for the percentage of account balance in comparison with the maximum limit
allowed by the client profile (Lower than 15%, higher than 80% and medium balance
which is between low and high). The agent has a higher probability to make a deposit
when the balance is low. When the balance is high the agent has a higher probability to
make a withdrawal or a transfer, rather than a deposit.

4.2 Scenarios
Our chosen scenario is an hypothetical situation where 200 clients from 4 different
cities perform several transactions with partners inside or outside their city. We decided
to have around 10% of the clients behaving as malicious agents (fraudsters). In a real
scenario it is more common to find a lower percentage of fraudsters. The idea behind
a higher proportion of fraudsters is to prevent the class imbalance problem during the
training of the detector. All of the fraudsters were connected in a network where the
3 roles of the money laundering chain are represented (injection, layering and integra-
tion).

The social network between the clients was built restricting the network to a maxi-
mum of five contacts per client inside the city, and two outside the city. The fraudsters
can also interact with normal clients of the system.

All the transactions are stored in a log file. The simulation was run five times for a
1000 steps. Each step represents a time unit that we assume is the transaction rate of the



6

clients (1/3 per day). The files generated were merged and ultimately used as input for
the machine learning algorithms presented in sect. 5.

To reflect a realistic scenario we conserved the thresholds imposed by the original
money laundering system. Simplifying the model, all the values in the simulation are
given in Swedish Kronor (SEK). For profile P1 there are limits of 2500 SEK (approx.
370 USD) for all transactions per day and a maximum balance of 16000 SEK. For
profile P2, which are the validated users, both thresholds are increased to 35000 SEK.

4.3 Synthetic Data generated
In total we simulated 486977 transactions after running 5 simulations, each one with
200 agents running 1000 steps. A total of 6006 transactions were generated by 107
malicious agents and labelled as suspicious. Each of the malicious agents was designed
with a specific goal in mind chosen from the money laundering cycle that involves the
three stages: placement (40), layering(33), and integration(34). The data generated by
the simulation represent a realistic situation of the class imbalance problem, where one
of the classes is very large in comparison to the other one. In this case only 1.23% of
the data is suspicious. For the experiment we ran different supervised algorithms that
were selected for the purpose of classifying the class labeled as suspicious transactions.

4.4 Evaluation of the model
We start the evaluation of our model with the verification and validation of the gener-
ated simulation data [21]. The verification ensures that the simulation correspond to the
described model presented in the chosen scenarios. We can easily check the constraints
in the generated data such as positive balance numbers, account age, consistency be-
tween the transfers, deposits and withdrawals with the changes in account balances.
Validation of the model is a bit more complex, since we need to ascertain whether the
model is an accurate representation of a real world situation. Since we do not have real
world data at this time we need to rely on a description of the desired scenario and the
opinion of experts in the field to validate that the basic statistics and the overall process
of the simulation design correspond to a real world scenario. The complexity of the
agents also matter here, the simpler the agents the easier is to validate the model.

5 Results and Analysis of performance for different classifiers
For the experiment we used the tool Weka [22]. The selected algorithms were based
on Decision Trees and Decision Rules. From the decision tree category we selected
Random-Tree, Random-Forest and J48graft (C4.5). From the decision rules based clas-
sifiers we selected JRip, due to its capacity to describe the minority class, and Decision-
Table. We added Naive-Bayes as a performance base-line to compare the other algo-
rithms against.

The results can be seen in Table 1(a). We can see that JRip produces the best ac-
curacy in TP (True Positive) rate and FP (False Positives) rate in comparison with the
other algorithms. The MC (Misclassified) number of instances is a bit higher than for
the other algorithms e.g J48graft or Random-Forest.

The tree generated by Random-Tree is relatively bigger than the one generated by
J48graft which makes it easier to use by an inspector. However if we intend to add con-
trols to detect money laundering in suspicious transactions we prefer to use Random-
Forest or the JRip algorithm over others due to the higher detection rate.
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Table 1. (a)Results for the class money laundering (suspicious). (b) Confusion Matrix

Algorithm TP FP MC

Naive-Bayes 0.988 0.479 8543
Decision-Table 0.999 0.029 200
Jrip 0.999 0.012 115
Random-Forest 0.999 0.009 66
Random-Tree 0.999 0.015 173
J48graft 0.999 0.014 118

Algorithm JRip Random-Forest J48graft

class* a b a b a b

a 5934 72 5954 52 5922 84
b 43 480928 14 480957 34 480937

* a=Normal b=Suspicious

We prefer to use accuracy indicators such as (TP and FP) over ROC curve (Receiver
Operating Characteristic) to compare the different algorithms, because we are more
interested in providing a method to improve the detection rate (TP) and reduce the
misclassification of the normal data (FP).

JRip pin points the behavior of our malicious agent with high accuracy. We notice
that some of the rules are very strict regarding the balance, since malicious agents are
more likely to have a balance that is approaching the threshold of the system. These
rules are easily understandable by a human operator and can be straight forwardly in-
corporated into a money laundering detector.

In Table 1(b) we present the Confusion Matrix for the best three performing classi-
fiers which are J48graft, Random-Forest and JRip. The intersection of class ’a’ shows
the number of TP, the intersection of class ’a’ and ’b’ shows the records misclassified.
The worst classifier result was expected to be Naive-Bayes according to the TP rate
and the high number of misclassified instances. We aim to find a classifier that output a
high number of TPs for the class suspicious and reduces the number of FP for the class
normal.

6 Conclusions
The problem of finding anomalies to detect instances of money laundering presents a
challenge. Every time a new pattern of fraud is detected by the authorities, and the
control mechanism changed, the fraudsters change their modus operandi and create a
new method that is undetectable by the current threshold-based methods.

We have presented an example of the use of a synthetic data set representing an
a simulated scenario in the mobile money domain, for experimentation with machine
learning algorithms due to the lack of real data. By doing this we also avoid any possible
issue related to privacy and identity protection of the customers of the service.

Through the use of our simulation we can discover flaws in the current system.
This can also lead to the finding of new policies and legislation that could prevent the
appearance of different patterns of money laundering in the future.

Our analysis employs some of the machine learning algorithms from the categories
Decision Trees and Decision Rules. We think that these algorithms produce an output
more understandable by human operators than other machine learning algorithms.

When working with synthetic data, there is always the risk of generating a data set
that does not realistically represent the real world. This can lead to results that are biased
by the way the data was generated. However, a synthetic data set can also simulate
different scenarios (Sect. 4.2) that are not available for experimentation and analysis as
they are unusual, catastrophic etc.
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Further work will focus on building an improved model with increased fidelity to
the real world, for the simulation of mobile money transactions and other examples of
fraud . We expect to implement real-world geographical locations with the extension
for MASON called GEOMASON.

The generation of a realistic synthetic data set for this domain, that can be validated
and verified, is another planned task. We also aim to test the performance of several
machine learning algorithms such as Support Vector Machine (SVM), neural networks,
Link Analysis and Bayesian networks. These algorithms have been used successfully
in previous studies and it is of interest to evaluate them in this domain as well.
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