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Decisive Factors for Quality of Experience of
OpenID Authentication Using EAP

Charlott Lorentzen, Markus Fiedler, and Peter Lorentzen

Abstract—When using the web, long response times are bones
of contention for users, i.e. they damp the Quality of Experience
(QoE). Though, if one knows the cause of the long response
time one may examine what could be done to eliminate the
obstacle. In this paper, we determine the weak point of the
Extensible Authentication Protocol Method for GSM Subscriber
Identity Modules (EAP-SIM) with the OpenID service with
regards to excessive authentication times, which determine the
response times. In order to provoke controlled increases of the
latter, we emulate bad network performance by introducing
bi-directional delay between the supplicant (client) and the
authentication server. The same procedure is also applied to
several other EAP methods. Based on a recent, exponential
relationship between QoE and response time, we then identify,
quantify and compare the decisive factors for QoE reduction
as functions of the components of the authentication times. The
results we obtain clearly show that one task of the EAP-SIM
authentication contributes significantly more to the total response
times than the other tasks, which points out the direction for
future optimisation of user perception of authentication times.

I. INTRODUCTION

OPENID [1] is a system that allows for auto-
matic confirmation of a user’s identity when visiting

other authentication-enabled sites or communities supporting
OpenID. In other words, a user is always authenticated, but
only the first authentication will have to be initiated by the
user. OpenID is promising for uses in a seamless environment,
where the goal is to remain seamlessly authenticated while
switching network, device or even application.

An authentication procedure typically produces a chain of
messages before completing. And the more messages the chain
consists of, the greater the risk of unacceptable response times
(RT) becomes. These kinds of chains of messages, and/or
chains of requests to different servers and databases form
service chains (SC) [2] that can be quite large and complex.

We previously discovered significant RTs for the authen-
tication to the OpenID server when using networks with
low bandwidth, such as mobile networks. Such waiting times
challenge user patience [3] and increase the risk of users trying
to bypass or turn off security features. Once the Quality of
Experience (QoE) [4] is really bad, users might even abandon
the service [5]. The concept of QoE refers to the totality of end
user experience of the delivered service [6], and in this case
of the RT of the service. Typically different parts, or steps,
of a service contribute to a certain RT and there might be a
specific part that contributes more than others to the total RT.
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Given the background above, this paper will identify and
quantify the decisive factors for QoE of Extensible Authenti-
cation Protocol Method for GSM Subscriber Identity Modules
(EAP-SIM) with the OpenID authentication service as func-
tions of network impairments in form of additional delay. The
study will show what parts of the EAP-SIM authentication
make the greatest contribution to RT, when authenticating via
OpenID. Furthermore, the study will find the decisive factors
of the following authentication methods: EAP Message-Digest
algorithm 5 Challenge (EAP-MD5), EAP Tunneled Transport
Layer Security (EAP-TTLS) with MD5, EAP-TTLS with
Password Authentication Protocol (PAP), EAP-TTLS with
Challenge Handshake Authentication Protocol (CHAP), EAP-
TTLS with Microsoft CHAP version 2 (MSCHAPv2), and
Protected EAP (PEAP) with MSCHAPv2. The decisive factors
for each authentication method will then be compared.

There are several studies dealing with the evaluation and
optimisation of different EAP authentication methods in dif-
ferent network environments and scenarios, such as studies
on performance evaluation of EAP for roaming [7] and han-
dover [8] in WLAN environments. However, to the best of
our knowledge, the combination of EAP-SIM authentication
method with OpenID for web authentication has not been yet
investigated, nor have there been studies done on decisive
factors of different EAP methods.

The organization of this paper is as follows: Section II
gives an overview of the authentication method and services
used for the OpenID EAP-SIM authentication. Section III
discusses the impact of different network parameters and
describes the methodology of the study, and Section IV
describes the OpenID EAP-SIM authentication experiments
with corresponding setup, procedure and RT measurements.
The results of the latter study and the following analysis
of the results are presented in Section V, followed by a
discussion of the results in aspects of QoE in Section VI.
Section VII describes an additional study of decisive factors
for several authentication protocols, and presents and discusses
the results. Finally, Section VIII provides a conclusion of the
paper and points out future work.

II. TECHNICAL BACKGROUND

A. OpenID

OpenID is a service that handles one’s authentications. If
users are logged in to their OpenID server, they are automati-
cally logged in at visited web pages that have previously been
enabled with OpenID for their particular user account.

An OpenID identity is a unique URL which contains the
trusted provider and the username. The provider is the host
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Fig. 1. Setup of the Ubisafe OpenID authentication, with BTH client side.

of the URL, in our case Ubisafe AS, in Norway, and the
username/URL will be openid.ubisafe.no/<username>, but
the provider can also be for example Yahoo, or any other
site that provides OpenID as authentication service. With
OpenID users need one password or authentication credential
and username to be able to authenticate oneself to all enabled
sites, and the password or authentication credential only needs
to be used when logging in at the OpenID server.

When a user account have OpenID enabled, for example on
a community, the user logs in at the OpenID server and then
it is possible to visit the community and provide the OpenID
username/URL, and the authentication to the community will
be completed without an additional password. This applies to
all OpenID-enabled pages during one web browsing session.

OpenID was chosen according to the requirements for
seamless network and service access, to be provided by the
IMS platform of the Mobicome project [9], [10].

B. EAP-SIM Authentication

In the EAP-SIM authentication method the actors are the
SIM, the supplicant, the authenticator and the authentication
server. The authenticator and the authentication server can be
the same actor or situated in the same physical device (see
Fig. 1). The supplicant is the user client, and the SIM-card is
connected to the supplicant. The user just plugs in the SIM-
card or makes sure the supplicant has access to it, and the
supplicant is then the entity that communicates with the SIM-
card. The authentication procedure is as follows.

• A connection (physical and virtual) is established be-
tween the supplicant and authenticator.

• The authenticator requests the identity (ID) from the
supplicant (EAP-Request/Identity).

• The supplicant produces a response and sends its ID to
the authenticator (EAP-Response/Identity).

• The authenticator challenges the supplicant in one or
several steps to verify the ID of the supplicant (EAP-
Request/SIM/Start and EAP-Request/SIM/Challenge).

• The supplicant handles and responds to the challenge(s)
from the authenticator (EAP-Response/SIM/Start and
EAP-Response/SIM/Challenge).

• If everything is correct with the challenge response the
supplicant is authenticated and a success notification is
sent from the authenticator (EAP-Success).

C. Authentication service chain

When a user requests to login to the Ubisafe OpenID server
on the web page [11], a chain of messages to supply the

Fig. 2. SC for EAP-SIM authentication with OpenID.

service, i.e. a SC, is started. The SC for this authentication
method is visualised in Fig. 2. In the sequel, let TIk denote
internal durations within the supplicant, while TNk refer to
durations involving network communications. The user request
enters the supplicant which starts the setup of a connection to
the authenticator, after making sure the SIM-card authentica-
tion is a valid method for both supplicant and server (duration
TI1). Once the connection is established, the authenticator
sends back a request (end of time TN1) for the ID of the
supplicant, as described in the list in the previous section
(Sect. II-B). Please, note that TN1 includes the time for setting
up a connection between the authenticator and the supplicant,
before sending the ID response to the supplicant. The setup
of a connection is made visible with the dotted line in Fig. 2
and the vertical dots below it, since these messages are not
EAP-SIM messages.

When the supplicant receives requests from the authenti-
cator, the SIM-card is needed to produce a response to the
requests (time TI2) since the SIM-card has the ID, and the
keys, before sending the response to the authenticator. The
SIM-card is also needed to produce a response (time TI3) for
the SIM-challenge.

Two further durations shown in Fig. 2, namely ε (between
user click and initiation of the authentication) and δ (between
completion of the authentication and displaying the results to
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the user) have shown to be of minor importance in the context
of this study. We will therefore assume that the RT is well
approximated by the authentication time, i.e. the sum of its
internal and network components.

III. NETWORK IMPACT

In the course of our work, we seek to determine the RTs
for the different part of the authentication method in question.
The user perception is of course based on a whole RT, but if
the greatest contribution to the RT was found, then it might
also be minimised or made more scalable for large network
delays with the goal to preserve a good QoE.

Timestamps were recorded for each task within the authen-
tication, and RTs were calculated from the start timestamp and
end timestamp for each task.

The objective of calculating RTs is to see whether there
are any parts of the authentication that contribute most to
the total RT or whether some parts are particularly sensitive
to degradations in network performance. For this reason, we
measure and compare the parts of the RT, in particular to see
differences between RT for different parts of the authentication
process, as well as their impact.

On network level, in most cases, adding delay or imposing
bandwidth constraints gives a similar effect, namely higher RT
values. In this study, bad network performance is emulated
with a traffic shaper situated in the supplicant that shapes bi-
directionally on the network interface of the latter.

Bandwidth can in some shapers be difficult to use for
provoking the results we are looking for. For a single packet
message the bandwidth constraint might never give any effect
as the shaper might use a previous packet arrival to determine
the next one. The latter was visible in the trials with bandwidth
that were done early on in this study, where the RT for
some parts did not change when decreasing the bandwidth
and finally a timeout was received without any change in the
RT for those parts.

Loss will result in higher RTs because of necessary re-
transmissions, but if one packet is lost in each part of the
authentication, it will have the same impact on the RT for each
part. To compare the effect of loss for each part would be quite
difficult because of the encrypted traffic for the authentication.
Therefore, loss has not yet been used as network performance
degradation parameter in this study.

Delay is added to every packet that passes the traffic shaper,
and the delay can be constant or variable. Variable delay has
been tested in a previous project for map services [2]. Even
though a constant delay might not be the most realistic case
for emulating delay, it has shown a crucial enabler for the
quantitative results presented in this study.

IV. EXPERIMENTS

The experiment setup consisted of a client computer with a
SIM dongle, a traffic shaper for adding delay on the network
interface of the client, and a server situated in Oslo, Norway, as
shown in Fig. 1. All trials on the client computer were carried
out on campus, during the same period of the day to withhold
consistency, namely during evenings when most personnel

were not at work. The delays that were added by the shaper
were 0 ms, 250 ms, 500 ms, 750 ms, and 1 s in both directions.
The timestamps were recorded via a JavaScript. Even though
JavaScript logging of timestamps have proven to be only fairly
accurate [12], the accuracy is sufficient for this experiment.
Although the shaper adds constant delays on network level,
the corresponding RT values are varying slightly, as there are
many random impacts affecting the way between user and
authentication service. Nevertheless, the chosen delays allowed
to change the order of magnitudes of the RT such that trends
regarding QoE could be clearly seen [3].

The experiment considered the login procedure on the
Ubisafe OpenID server web page. On the web page “USB-
SIM Dongle” was chosen in the Java applet handling the login.
After clicking “Login”, the Java applet logged timestamps for
starting and ending all parts of the EAP-SIM authentication
(see Fig. 2). When the login was completed and the new page
was loaded, a logout was done and then the procedure was
repeated.

For each delay the experiment was done 45 times, and the
log file was saved for later analysis. Although caching was
disabled and cookies were not saved, the first five trials for
each delay were discarded in order to avoid any potential bias
of the measurements. The results were averaged, and 95 %
confidence intervals were calculated; the latter have however
shown to be too small to be visible in the plots of Figure 3.

V. RESULTS AND ANALYSIS

The authentication procedure consists of 16 steps, from ini-
tiation to success, including both internal processing time (TI)
and communication time spent in the network (TN). Though, it
can be abstracted down to seven steps, of which three (indexed
by I1 to I3) are internal durations and four (indexed by N1 to
N4) are external communication, i.e. network communication
outside the supplicant (cf. Fig. 2). These steps are formalised
as

TR − δ − ε =
4∑

k=1

TNk +
3∑

k=1

TIk = TN + TI, (1)

where TR is the total RT, TN is the total time for the
network communication steps, and TI is the total time for the
internal processing steps, including communication between
the supplicant and the SIM-card. As indicated before, we
assume δ → 0 and ε→ 0.

When comparing TN and TI, the main contributions to
the RT change with the increase of the RT. In case of no
or low delays, RT is dominated by the processing time, TI.
For high delays, the RT is instead dominated by the network
communication time, TN. For a delay of 1 s the RT of about
24 s consist of more than 90 % of network communication
time, while for a transparent shaper, the relation is almost the
opposite, as the processing time takes up about 70 % of the
total RT.

The steps including network communication are affected by
the delay, whilst the internal communication, e.g. communica-
tion between supplicant and SIM-dongle, is not affected. The
parts of the RT that are interesting in the results are therefore
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Fig. 3. RT components versus bi-directional delay added in the shaper.

TN1, TN2, TN3 and TN4, whereas the rest of the tasks or steps
include only internal processing times that will not change
with regard to increasing delay.
TN1 provides the largest contribution to the total RT when

there is no delay added, as can be seen in Fig. 3. It can
also be seen that TN1 is most sensitive to additional delay of
the four network communication steps. When the additional
delay is 1 s, both ways, TN1 is already about 16 s long.
For the remaining three tasks the RT grows equally fast, but
substantially slower than for task N1, and they do start at a
lower RT values in the case of no additional delay introduced
by the shaper. Comparing the four tasks behind TN, it is also
for TN1 that the most roundtrips in communication can be
seen, due to the setup of a connection.

For TN1 the linear growth in TR, with respect to changes
of the network delay added in the shaper d, is eight times as
large as compared to TN2, TN3 and TN4:

TN1 ≈ 16d = 8× 2d (2)

while
TN2,N3,N4 ≈ 2d (3)

Thus, for the total network time, we get the approximation

TN ≈ 16d+ (3× 2d) = 22d. (4)

The fact that the tasks with one round trip get a RT of
double the delay (cf. Equation 3), as the delay is added in
both directions, might indicate a relation between the number
of packets sent back and forth and the factor of growth. If
two messages, counting both ways, get two times the delay,
then 16 times the delay should indicate 16 messages when
counting both ways, and thus eight round trips. Eight is also
the factor between TN1 (Equation 2) and the other components
(Equation 3).

When looking at the distribution of the RT values, they are
a bit different from trial to trial, and from delay to delay.
Most of the distributions are similar to a normal distribution,
but in some cases with a (rather short) tail on the right-hand
side. In some cases there are a few values that are bigger than
the average, the median and the 90 % percentile. Such values
belong to the so-called tail and can be quite bad when it comes
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Fig. 4. Frequency of TN1, for a bi-directional delay d =1 s, bin width 2 ms.

to (perceived) network performance. However, for a RT in the
order of magnitude of around 16 s, a parts of a second is not
that large of a difference. In Fig. 4 the tail value is about 70 ms
from the center of the distribution and the RTs are all larger
than 16 s. Short tails, in this order of magnitude, do not have
to be considered.

VI. QOE ASPECTS FOR EAP-SIM

Considering the user perception of the RT of the authenti-
cation, or QoE, and the changes of the latter with regard to the
changes in RT, a previously researched user model [3] is used.
Equation 5 was developed in the previous study for the same
system and in the same environment and represents basically
a Mean Opinion Score (MOS) [13], which enables us to use
the equation in this study in a straightforward manner:

QoE ≈ 4.7e−0.1TR/s. (5)

Obviously, each additional second factor of the network part
of the RT yields a relative damping of the QoE by factor 0.9.
From the measurements, it has been observed that processing
time is approximately constant, which can be formulated as

3∑

k=1

TIk ≈ 1.8 s, (6)

Thus, equation 5 can be rewritten as

QoE ≈ 4.7e−0.18e−0.1TN/s

≈ 3.9e−0.1TN/s
(7)

which yields
QoE ≈ 3.9e−2.2d/s . (8)

Obviously, for the fixed line connection used in this experi-
ment, it can be seen in Equation 8 that the QoE cannot exceed
3.9.

In Figure 5 one may see that, because of the exponential
slope, already at 150∼200 ms of delay, the MOS has gone
below the rating “Fair”, and at 250 ms of delay the MOS is
closing in on the rating “Poor”. The QoE reaches the MOS
value 1, or “Bad”, at about 650 ms of added delay. Since the
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Fig. 5. QoE in terms of MOS versus added delays, using Equation 8.

MOS scale goes from 1 to 5 when users are rating, values
below 1 can be transformed to 1 as shown in Equation 2 in
[14].

Dividing Equation 8 into the parts that grow equally gives

QoE ≈ 3.9e−1.6d/s(e−0.2d/s)3, (9)

where the first e-term shows the impact of TN1 and the second
e-term shows the joint impact of the remaining times, namely
TN2, TN3 and TN4 on QoE. One may see that the first part
has a significantly higher impact:

γ =
e−1.6d/s

e−0.6d/s
= e−d/s < 1. (10)

Equation 10 describes the QoE damping factor γ between
the impact of the connection setup time, TN1, and the impact of
the remaining network times, TN2, TN3 and TN4, as function
of the one-way delay d introduced by the shaper. It can be
seen that, as d is growing, the damping impact of the con-
nection setup supersedes the one of all the remaining network
communication times. Even for low delays d, the connection
setup time has a greater impact than all the remaining times,
though in a lower order of magnitude.

Assume that one could reduce the number of messages
during the connection setup by 50 %, and thereby also reduce
the connection setup time TN1, one would observe a much
less critical impact of the delay on the QoE, namely a factor
of e−0.2d/s.

As far as we can tell from this study, it is the setup of a
connection and secure tunnel between the supplicant and the
authenticator in OpenID with EAP-SIM that does not scale
nicely with an increasing delay.

VII. PERFORMANCE OF OTHER EAP METHODS

In this study the authentication methods EAP-MD5, PEAP-
MSCHAPv2, EAP-TTLS-PAP, EAP-TTLS-MD5, EAP-TTLS-
CHAP, and EAP-TTLS-MSCHAPv2 were studied in a labo-
ratory environment.

The experiments were done in a similar, but laboratory,
environment, which excluded the Internet but included all
other parties as in the previous study (see Fig 6). Though, the

ServerPC
User

Supplicant
Authentication 

Server

Authentication 

Server

Switch

Fig. 6. Setup of the EAP authentication experiments.
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Fig. 7. RT components for EAP-MD5 versus bi-directional delay added in
the shaper.

authenticator and the authentication server are two separate
devices in this setup. The traffic shaper is placed between
the authenticator and server, in this experiment setup. The
new setup has the network traffic shaper on the server side
of the authenticator, since the delay is introduced on the
network layer (IP layer), and the traffic between supplicant
and authenticator is not sent using IP addresses. This setup
gives the same result in addition of network delay as in the
previous study for all tasks, except for the first task including
the two initial messages, which are only sent to and from the
authenticator.

Time stamps were logged during all experiments; both at the
supplicant side and the server side, and RTs were calculated
for each run in each experiment. The experiments were run 40
times for each delay setting. The network delays added in the
network shaper in this experiment were 0 ms, 20 ms, 40 ms,
60 ms, 80 ms, and 100 ms, in both directions.

The EAP methods were analyzed to find the decisive factors.
The RTs in these additional experiments are considerably
lower, but the linear behavior in RT increase with increased
delay shows the same “per packet” proportionality as in the
above study.

A. Authentication method overview

EAP is the underlying protocol for authentication procedure
and TTLS is used to setup a tunnel for the authentication.
The tunnel is established between the supplicant and the
authenticator for secure data, and between supplicant and
authentication server for secure password authentication.

PAP, MD5, CHAP, and MSCHAPv2 are the authentication
algorithms used in the authentication procedure. The security
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Fig. 9. RT components for EAP-TTLS-MD5/EAP-TTLS-MSCHAPv2 versus
bi-directional delay added in the shaper

level is a bit different for these algorithms. In PAP the user
name and password are sent unencrypted. Without a tunnel
PAP would, in other words, be insecure and therefore it is
not supported by EAP itself, but by TTLS. In TTLS the
tunnel hides the password, so sending it unencrypted is not
a security issue. Though, the password is stored as a hash at
the authentication server side and can therefore not be stolen.

CHAP was standardised for PPP from the beginning and
is only supported by TTLS, since it is not an EAP method.
The authentication server challenges the supplicant, which
responds to the challenge by proving the possession of a shared
secret, i.e. a password. The password is sent as a hash over
the network, but must be available in plain text at both the
supplicant side (by typing it) and the authentication server
side (in a stored file, e.g. /etc/passwd) in order to confirm that
the hash in the challenge response is valid.

EAP-MD5 was standardized with EAP from the beginning.
MD5 is supported by EAP and can be used with EAP, PEAP
or TTLS. Though, the password needs to be available on
both supplicant side and authentication server side, as in
CHAP. When MD5 is used as EAP-MD5, the ID is sent from
the beginning, but when it is used in EAP-TTLS-MD5, the
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Fig. 10. RT components for PEAP-MSCHAPv2 versus bi-directional delay
added in the shaper.

supplicant is anonymous in the beginning and the ID is instead
sent in the authentication phase, which is reflected in the
response times for those phases, as there is one more roundtrip
from supplicant to server for this task.

MSCHAPv2, like MD5 and CHAP, sends a hash of the
password, but in this case it does not have to be stored in
plain text on both sides. A particular one-way hash of the
password, which will then serve as the password, is stored at
the authentication server side. The supplicant, who knows the
hash algorithm, will be able to produce a matching “password”
from the original password, which can be used in the response
of a challenge from the authentication server. MSCHAPv2 also
provides mutual authentication. MSCHAPv2 can be used with
EAP, PEAP and TTLS.

B. Results and Analysis

For each method the messages have been separated into
four tasks, and what is included in the RT for each task is are
presented in a list below. The RTs are all have the supplicant as
base. All methods include all the four tasks, except for EAP-
MD5 which does not setup a tunnel for the communication,
and thus lacks the response time increase from Tn3.

• Tn1: Initiation of the connection with the authenticator.
• Tn2: Negotiation of authentication protocol with the au-

thentication server.
• Tn3: Setup of a secure tunnel to the authenticator and

authentication server.
• Tn4: Authentication with challenge(s) and response(s).
One of the authentication methods, namely EAP-MD5, does

not have a setup of a tunnel. In this method the authentication
challenge has the longest RT, Tn4 (see Fig. 7). The increase in
RT of the decisive task, Tn4, is four times the added delay, and
since the delay is added in both directions four times means
two round trips between the supplicant and the authentication
server.

For EAP-TTLS-PAP and EAP-TTLS-CHAP the task with
the RT of largest impact is the setup of the TTLS tunnel (see
Fig. 8). The RT of this task, Tn3, increases with six times the
added delay. The increase in RT for Tn3 is just two times the
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Fig. 12. Security vs. Complexity for several authentication methods, with
100 ms added delay.

added delay larger than for the task with the next largest RT,
Tn2, which is the time for the negotiation of authentication
protocol. The increase in response time for the authentication
challenge is only two times the added delay.

EAP-TTLS-MD5 and EAP-TTLS-MSCHAPv2 also have
the largest impact on the total RT from the setup of the TTLS
tunnel, with the same increase in RT. The RT of this task, Tn3,
increases with six times the added delay (see Fig. 9), whereas
the tasks that has the RTs with the next largest impact on the
total RT, namely Tn2 and Tn4, are four times the added delay.

The EAP method that has the task which distinguishes itself
the most, in terms of largest impact on the total RT, is PEAP-
MSCHAPv2. Though the next largest RT, Tn3, increases with
six times the added delay, the RT of Tn4 increases with ten
times the added delay (see Fig. 10).

Fig. 11 shows the RTs with the largest impact for each
of the EAP methods in this additional study. As seen in the
figure, PEAP-MSCHAPv2 is the method that has the highest
RT with Tn4. EAP-MD5 has the lowest RT with Tn2, which in
fact is lower than the next largest RT for PEAP-MSCHAPv2,
and equal to the next largest RT for EAP-TTLS-MD5, and
EAP-TTLS-MSCHAPv2.

TABLE I
DECISIVE FACTORS AND SECURITY LEVEL FOR EACH METHOD.

EAP-MD5 e−0.4d/s 1

EAP-TTLS-CHAP e−0.6d/s 2

EAP-TTLS-PAP e−0.6d/s 3

EAP-TTLS-MD5 e−0.6d/s 4

EAP-TTLS-MSCHAPv2 e−0.6d/s 5

PEAP-MSCHAPv2 e−1.0d/s 6

EAP-TTLS-CHAP e−1.6d/s -

The decisive factors for each of these methods are derived
from the RT of the task with the largest impact on the total
RT. The Tn for each method is translated into a dependence
on delay based in Equation 5. The decisive factors for each
method are presented in Table I.

C. Simplicity versus Security

In the previous study [15] the compromising relationship
between simplicity and security is discussed. If one party
is increased the other party will sooner or later suffer from
degradation. In this section we look at the relationship between
security and simplicity with regard to the six EAP methods,
described and analysed above.

The EAP methods have been arranged from highest security
level (6) to lowest security level (1) in a simple manner (see
Table I). For example, a plain text password is, within this
comparison example, considered to provide a lower security
level than a hashed password, and a tunnel is considered to
add security. Response time will, in this example, be compliant
with complexity, which is the inverse of simplicity. The higher
the RT, the lower the simplicity. The RT order of magnitude
is due to the number of messages sent back and forth for each
task.

In Fig. 12 it can be seen that the simplicity is increasing with
the decrease in security. The EAP method that is considered to
have the lowest security level, EAP-MD5, is in fact the sim-
plest method, and the PEAP-MSCHAPv2, which is considered
to have the highest security together with EAP-TTLS-MD5
and EAP-TTLS-MSCHAPv2 has the least simplicity. This is of
course a generalisation and the model is not exactly compliant
with every existing authentication method. Though, it gives
a rough picture of the options that exist when choosing an
authentication method. If the situation or solution requires a
high level of security, then it can be justified to add complexity
to the system, even though it might give higher RTs.

VIII. CONCLUSION AND FUTURE WORK

This paper has described the study of finding the most
vulnerable part of EAP-SIM authentication method using
the OpenID authentication service. After initial tests of the
methods and the network connection, the experiments were
performed with constant delay added in a shaper on the
network interface of the supplicant, or client machine. A
constant delay, which was increased for each trial, was added
to provoke a change in RT for the different parts of the
authentication.
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When analysing the results for OpenID authentication with
EAP-SIM, it could be clearly seen that one of the network
times is growing faster than the others, namely the one that
refers to the initiation and setup of a secure connection
between the supplicant and the authenticator, followed by an
ID request from the authenticator. The fact that this initial
task has the largest contribution to the total RT and therefore
also had the greatest impact on QoE was shown from several
angles. The initial is also the task with most packets sent back
and forth.

The results for OpenID using EAP-SIM were then con-
nected to the QoE user model that was developed in the
previous study of the same system. From this mapping it
was shown that the increase in RT for the initial secure
connection setup task would result in a degradation of QoE to
the extent that it reaches a rating of 1 (lowest grade, meaning
“bad”) at about 650 ms of added delay in both directions. To
achieve a factor of the impact on the RT that is more tolerable
and scalable with large delays, one would need to reduce
the number of messages during the connection setup. The
reduction of the latter by factor two would entail a significant
gain in scalability, seen from a smaller damping factor.

The other EAP based authentication methods were found to
have the lower decisive factors than the OpenID solution with
EAP-SIM. The largest contribution to the total RT for PEAP-
MSCHAPv2 is given by Tn4, which is the authentication phase
including the challenge. The method that had the decisive
factor with the lowest impact was EAP-MD5. In EAP-MD5
the initiation of a connection between the supplicant and the
server gave the largest impact on RT, with Tn2. The rest of
the authentication methods had almost equal decisive factors,
with the largest impact in RT from Tn3, i.e. the setup of the
secure tunnel.

After comparing the simplicity and security levels of the
EAP based authentication methods, the compromise between
security and simplicity was shown in a quantitative manner.
Adding a security level will compromise the simplicity in
most cases, depending on how the increase in security level is
defined.

The accurate impact of variable delay, and also loss, could
be evaluated in the future. Since bandwidth has already been
tried without giving a realistic result, a suitable traffic shaper
has to be found before it can be further evaluated. Variable
delay will perhaps result in a bit lower RT than constant
delay, but that needs to be proved, or counter-proved. Also,
loss would be interesting to evaluate as network performance
parameter.

The setup of a connection between the supplicant and
the authenticator for OpenID using EAP-SIM needs to be
examined closer, to see if there is a possibility to optimize it.
Since the supplicant and the authenticator shares information
from the SIM-card, there might be other possibilities to setup a
connection. Then it might also be a good option if the OpenID
authentication service is provided by the operator issuing the
SIM-card. These possibilities will be closer examined with
regards to trustworthiness and functionality in future work.
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