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Abstract—Passive monitoring of user-perceived performance
degradation is an important tool for service providers to improve
customer loyalty. In this paper, we discuss our on-going work on
the development of two network-based methods to objectively
assess the user-perceived network performance. One method is
based on the observation of TCP connections interrupted by
the users. This method allows us to detect user’s interest in the
service in relation to the network performance. Another method
is simple and based on the identification of traffic gaps in the user
transfers that may hurt the user perception. This work, amongst
others, provokes a discussion on the impact of the frequency and
duration of such gaps.

I. INTRODUCTION

The automatic detection of user-perceived performance
degradation in networks is an important challenge for network
operators. Over the years, network operators have been as-
sessing network performance based on the Quality of Service
(QoS) parameters such as throughput, loss ratio and delay of
the overall traffic, measured within their domain. However,
there is an increasing realization that novel methods are needed
to assess the network performance as perceived by the users.
This is because, the way those QoS parameters are measured
and evaluated employing the classical techniques, do not
present the true picture of user-perceived performance of net-
works. Moreover, the user perception of network performance,
i.e. Quality of Experience (QoE), is not only dependent on the
QoS parameters.

QoE is a rather subjective notion based on several fac-
tors such as user expectations, prior experiences, personal
context and usage context etc. besides end-to-end network
performance. Therefore, measuring the QoE is a complex task.
Subjective user ratings on the MOS scale [1] are often used in
order to assess the user perception of the network performance.
However, the self-reporting of opinions may be annoying for
users under real conditions, since they have to inform about
the performance degradation themselves when they already
lose their patience after a significant number of trials. In
a test environment, self-reporting of opinions by users may
lead to unreliable results [2]. Additionally, the validity of the
MOS scale has also been questioned due to several reasons
mentioned in [3].

Previously, works have been done in order to assess the
QoE. However, the majority of those works are limited to
the performance of particular applications and are directed

towards the improvement of application performance [3], [4],
[5], [6]. In [3], authors propose a framework for the evaluation
of user-perceived performance of a particular application in
the test environment. In [4], inter-dependency of loss and
delay, and its effect on the quality of multimedia applications
is presented. An approach for real-time monitoring of video
quality is presented in [5], without taking user perception into
account. In [6], authors have shown how the online gamers are
sensitive to the network QoS. Many previous studies focused
on the quantification of network-level performance parameters
such as loss, delay or throughput in relation to the MOS
scale or application-level performance. In contrast, very little
has been said about the development of practical methods to
infer the user perception of performance in real-time. Hence,
this stimulates the need for the automatic passive estimation
methods to assess the user-perceived performance variations
over time.

In this work, we focus our discussion on the development
of simple methods to assess the user-perceived performance.
The methods should be practically implementable by the
service providers in real-time. For this purpose, we present two
methods that – upon further refinement – are expected to be
very efficient and helpful in detecting user churn and the user-
perceived performance degradations over time. One method is
based on the TCP control flags incorporated with flow-level
performance to assess the user annoyance and another method
inspects the traffic gaps in user sessions to assess the user-
perceived performance.

The remainder of this paper is structured as follows. Sec-
tion II discusses how the TCP resets could be helpful in un-
derstanding the user behavior, Section III proposes a network-
based criterion to identify the traffic gaps damaging for user-
perception of network performance and finally, Section IV
presents the conclusion and outlook.

II. MONITORING OF USER INTERRUPTIONS

The Transmission Control Protocol (TCP) is a connection-
oriented transport layer protocol. Every normal TCP connec-
tion starts with a three-way SYN handshake and ends with
a three-way FIN handshake procedure [7]. However, there
are conditions when a TCP connection is reset: One of the
hosts may either deny the connection establishment due to a
nonexistent port or abort an established connection. In both



cases, a TCP RST flag is seen in the control flag field of the
TCP header.

The major volume of data on the Internet is carried by
the TCP connections [8], [9]. For example, Web browsing
which is the most popular activity on the Internet [10], usually
employs the TCP connections for the data transfer. Normally,
users press ’Stop’ or ’Reset’ button in the Web browser to
abort a connection when a web transfer is slower than their
expectations, generating one or more TCP RST flags from the
user side. Therefore, monitoring of TCP reset flags generated
from the user side could be one of the potential ways to
observe the user behavior.

However, some of the studies in past revealed that there are
significant number of TCP connections on the Internet that
consist of one of one or more TCP RST flags, and client-
side applications are the major contributor of these flags [11],
[8], [12]. Some of the client-side Web browsers terminate the
TCP connections with a reset instead of proper FIN handshake,
this abiding from the rules mentioned in the standards [13].
Therefore, a criterion to identify the user-generated TCP RST
flags is required.

Figure 1 illustrates an interrupted Web transfer. After SYN
handshake, user requests for an object with HTTP GET
message. The server then starts sending data to the client,
denoted by Ds. The interruption from the user, i.e. the TCP
RST flag from the client side, is represented by Rc, which
is observed before the completion of data transfer from the
server side. ts is the time when the last data packet from the
server side is seen before the generation of Rc, while te is the
time when the end of connection is observed.

Fig. 1. Interrupted TCP connection

In [14], the authors presented a criterion to identify the TCP
resets generated due to user interruptions. According to this
criterion, a connection is called interrupted if the data is sent
from the server followed by no server-generated FIN or RST
and an RST from client is observed within the time roughly
equal to the value of mean RTT of the connection after the
server sent the last segment containing data. Let Fs be the
FIN flag from server and Rs the RST flag from server. If
µR and σR represent the mean and the standard deviation of
RTT, respectively, then the criterion presented in [14] can be
represented by the following notation:

I := {¬ obs(Fs ∨Rs) ∧ obs(Ds ∧Rc)} ∧ {
te − ts

α · µR + β · σR

< 1},
(1)

where α and β are the constants and their values are TCP
implementation-dependent however, normally α is equal to 1/8
while β is equal to 1/4 [7].

In the case of Web transfers, connections are usually in-
terrupted by the following user actions in the Web browser:
1) Pressing the ’STOP’ button; 2) pressing the ’RELOAD’
button; 3) killing the Web browser; 4) clicking on another link
on a Web page before a transfer is finished. The first three
actions may potentially be result of the user dissatisfaction,
but clicking on another link indicates that user has got the
information she is interested in and therefore wants to proceed
to the next page. Although the heuristic mentioned in equation
1 defines a criterion for identifying the connections interrupted
by the users, it does not indicate the user action behind the
interruption. Therefore, it is important to make a distinction
regarding the user action that resulted in the connection
interruption.

Moreover, our recent active tests suggest that, accessing
video content in the Internet Explorer (IE) Web browser
resulted in connection interruption without abortion made by
the user. Our on-going work will further address these short-
comings by proposing a refined user interruption criterion. The
degree of user annoyance during a certain time period will then
be defined as the ratio of interrupted connections to the total
number of TCP connections during that time period.

III. MONITORING OF TRAFFIC GAPS ON THE NETWORK

One of the ways to observe the user-perceived performance
of the network is to monitor the traffic gaps on the network.
Particularly, the wireless networks are prone to frequent out-
ages due to availability issues. These outages result in traffic
gaps that can be observed by monitoring the user transfers.
This approach is fast and simple as it does not require the deep
inspection of packets and hence enables the service providers
to take immediate actions on the discovery of such traffic gaps.
However, network problems are not the only cause of such
gaps. These gaps may well be due to the inter-transaction times
between two subsequent transfers from the users. After the end
of one transfer, a user may take some time before starting
the next transfer. This silent time between two subsequent



Fig. 2. ON-OFF model of a user session

transfers of a user is often referred to as the user think time. It
is therefore important to distinguish between the gaps resulting
from the user think times and the network outages. In [15],
authors identified the gaps and user-perceived problems but
they didnt quantify the boundary towards the think times,
and they decoded the stream and simulated the buffer content
afterwards. Moreover, their study was based on Youtube video.

In [16], we discussed about the user think times in detail
based on the observations from past works [17], [18], [19],
[20], [21]. In this paper, we will just give an overview of
these times. User think times are generally of two types: user
think times during a session as shown by the inactive OFF
time in figure 2 and the user think times between two sessions
shown by silent time threshold [22] and inter-session time.
A session is defined as a series of requests issued from a
particular client to a particular server in a single visit to the
server. These requests may comprise of one or more transfers.
The start and the end of a session is determined with the help
of a preset timeout value i.e. the silent time threshold. If the
arrival of a new transfer is reported from the same client after
a time-interval equal to or greater than the silent time threshold
value then the start of a new session is marked.

It was found from previous works that user think times are
usually above 8 s. After the end of one transfer, users usually
take 8 s before launching the next transfer. In contrast, the gaps
generated due to the network outages are normally between
1 to 4 s. Hence, frequently occurring gaps between 1 and
4 s characterize the bad transfers. Such gaps should be taken
seriously by the service providers as they leave adverse effects
on user perception.

In this paper, we further demonstrate the effect of gaps
by presenting the throughputs of two web-based live video
streaming transfers captured at two different locations. One
transfer was done via a residential network connection in
Sweden with a 10 Mbps shared bandwidth. Another transfer
was done via a hotel network connection in Germany. The
traffic was captured via Wireshark 1.2.7 network protocol
analyzer [23] on a machine with processor speed 2.53 GHz,
memory of 4 GB and Macintosh operating system.

Live Video streaming was done for 180 s duration each.
The perceived quality of both transfers was different from each
other. No freezes were observed in the video streaming done
via residential network, while considerably long freezes were

seen in the video streaming performed via hotel network.
Figure 3 and 4 report throughput of a smooth and disturbed

video streaming transfer respectively. Throughput is averaged
over intervals of one second. The difference between both
figures is clearly visible. Smooth transfer shows considerably
longer gaps above 1 s as compared to the disturbed transfer.
Moreover, there is also higher variation seen in the throughput
of disturbed transfer as compared to smooth transfer

For smooth transfer, throughput is mostly between 9 to
20 KB/s. However, there are occasions when it rises and falls
below these upper and lower limits. We occasionally observe
smaller throughput as well. For instance, initially it took few
seconds to start the video streaming and later at the end,
we again observe a gap with no throughput for one second.
However, we did not notice any freeze in the video due to
such performance degradation probably because of sufficiently
large jitter buffer. A buffer of some seconds takes most of
the problems away, given the traffic catches up again after the
freeze time for which we see evidence in [24]. Once the buffer
gets empty, freeze occurs, which destroys the user experience
[25].
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Fig. 3. Throughput of a smooth video streaming transfer

Conversely, the disturbed video streaming as depicted in
Figure 4 shows less throughput. It can easily be confirmed
from the figure 4 that there are frequent gaps of 1 to 4 s,
when we see no data at all. These gaps in traffic resulted in
considerable freezes in the video. The low throughput and
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Fig. 4. Throughput of a disturbed video streaming transfer

frequent gaps between 1 s to 4 s are the sign of outages
and poor network conditions that differentiate these gaps from
the user think times, which are usually larger than 8 s. Such
low throughputs with frequent gaps are alarming for service
providers and hence timely control measures should be taken
based on the observation of such gaps. We also observe traffic
gaps in range of the user think times, i.e. above 4 s, however
such gaps are not so frequent and are followed by smaller gaps
(1 to 4 s) and high throughput variations.

IV. CONCLUSION AND OUTLOOK

This paper presented an overview on our ongoing work
on the development of passive methods for the monitoring
of user-performance performance of networks. The methods
are simple and doesn’t require any additional infrastructure
for the implementation. A criterion for the identification of
TCP resets generated as a result of user dissatisfaction will
help in receiving user feedback automatically from the network
traffic. Identification of traffic gaps that result in waiting time
for users will assist network operators to quickly detect the
user-perceived performance of networks.

This work is one of the initial steps towards the development
of a fast and simple network-based criterion for monitoring
any QoE-relevant delivery issue. Our short- term future work
involves the quantification of the impact of these gaps on user
perception. In particular, it will be of interest to investigate
the impact of the frequency and duration of freezes the user
is ready to accept. We are also interested in the relation of
such gaps with buffer sizes. Finally, the recency effect of such
gaps need to be quantified as well i.e. for how long a user
remembers about the occurance of previous outage. We believe
that further development in this area can provide promising
results in the area.
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