
ISSN 1653-2090

ISBN 978-91-7295-129-7

In an increasingly networked world, where new 
technologies and applications are rapidly introdu-
ced into homes and offices of users, complexity 
is rising. As a consequence, threats and dangers 
related to Internet usage are more eminent than 
ever before. A central assumption is that if human 
activity is to evolve and grow in the environment 
constituted by the Internet, a sound control of 
personal information, and a reasonable level of 
protection from malicious and deceitful behaviors 
is necessary.
The research presented in this thesis is organized 
around two concepts, privacy and security. Privacy 
can loosely be described as “the right to be let 
alone” and security as “the protection from harm”. 
The setting in which these concepts are studied 
is Internet-based information systems, which are 
the global information systems that use the In-
ternet as the communication infrastructure, and 
which involve information, hardware, software, 
and human actors. Since Internet-based informa-
tion systems are characterized by, e.g., openness, 
dynamicity, anonymity, connectivity, and hostility, 
managing privacy and security is a cumbersome 
and challenging task.
In the study of privacy, a number of empirical stu-
dies are conducted, in which we explore the natu-
re and extent of software-based privacy invasions 
in Internet-based information systems. Three ex-
amples of privacy-invasive activities that are speci-
fically examined are spam (unsolicited bulk e-mail), 
adware (software that displays commercial con-
tent), and spyware (software that spies on users). 

The main contributions are the analyses of such 
privacy-invasions and their consequences, and the 
specification of a new category of software, which 
is referred to as privacy-invasive software (soft-
ware that ignores users’ right to be let alone). 
In the study of security, it has been investigated 
how interorganizational and interoperable busi-
ness collaboration using Internet-based informa-
tion systems can be achieved in the context of 
virtual enterprises. Virtual enterprises are a major 
trend in enterprise interoperability, making it pos-
sible to configure cooperative settings in which dif-
ferent companies temporarily share their resour-
ces toward a common goal. To realize this vision, 
we introduce Plug and Play Business, which is an 
integrated framework of information and commu-
nication technologies intended to support secure 
formation and operation of virtual enterprises. A 
formal analysis of Plug and Play Business, and the 
crucial tasks involved in the management of virtual 
enterprises is carried out together with a discu-
ssion of how to improve security and promote 
trust. A community of virtual enterprises, a gate-
keeper facility, and a set of security measures inclu-
ding norms and norm-enhancing mechanisms are 
identified for this purpose. To support the users of 
Plug and Play Business, intelligent software agents 
are suggested as means to automate some of the 
tasks necessary for operating a virtual enterprise. 
The study of security is concluded by an assess-
ment of the available technologies in support of 
realizing of Plug and Play Business software. 
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“It was the best of times, it was the worst of times; it was the age of wis
dom, it was the age of foolishness; it was the epoch of belief, it was the
epoch of incredulity; it was the season of Light, it was the season of Dark
ness; it was the spring of hope, it was the winter of despair; we had every
thing before us, we had nothing before us; we were all going directly to
Heaven, we were all going the other way.”

A Tale of Two Cities by Charles Dickens





Abstract
In an increasingly networked world, where new technologies and applications are rap
idly introduced into homes and offices of users, complexity is rising. As a consequence,
threats and dangers related to Internet usage are more eminent than ever before. A cen
tral assumption is that if human activity is to evolve and grow in the environment con
stituted by the Internet, a sound control of personal information, and a reasonable level
of protection from malicious and deceitful behaviors is necessary.

The research presented in this thesis is organized around two concepts, privacy and
security. Privacy can loosely be described as “the right to be let alone” and security as
“the protection from harm”. The setting in which these concepts are studied is Internet
based information systems, which are the global information systems that use the
Internet as the communication infrastructure, and which involve information, hard
ware, software, and human actors. Since Internet based information systems are char
acterized by, e.g., openness, dynamicity, anonymity, connectivity, and hostility,
managing privacy and security is a cumbersome and challenging task.

In the study of privacy, a number of empirical studies are conducted, in which we
explore the nature and extent of software based privacy invasions in Internet based
information systems. Three examples of privacy invasive activities that are specifically
examined are spam (unsolicited bulk e mail), adware (software that displays commer
cial content), and spyware (software that spies on users). The main contributions are
the analyses of such privacy invasions and their consequences, and the specification of
a new category of software, which is referred to as privacy invasive software (software
that ignores users’ right to be let alone).

In the study of security, it has been investigated how interorganizational and interoper
able business collaboration using Internet based information systems can be achieved
in the context of virtual enterprises. Virtual enterprises are a major trend in enterprise
interoperability, making it possible to configure cooperative settings in which different
companies temporarily share their resources toward a common goal. To realize this
vision, we introduce Plug and Play Business, which is an integrated framework of
information and communication technologies intended to support secure formation
and operation of virtual enterprises. A formal analysis of Plug and Play Business, and
the crucial tasks involved in the management of virtual enterprises is carried out
together with a discussion of how to improve security and promote trust. A commu
nity of virtual enterprises, a gate keeper facility, and a set of security measures includ
ing norms and norm enhancing mechanisms are identified for this purpose. To support
the users of Plug and Play Business, intelligent software agents are suggested as means
to automate some of the tasks necessary for operating a virtual enterprise. The study of
security is concluded by an assessment of the available technologies in support of real
izing of Plug and Play Business software.
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C H A P T E R

1
Setting the Scene

This chapter sets the scene for the content and purpose of the thesis. We
introduce the central concepts and research themes, and account for the
scientific approach used throughout the work. Moreover, the studied
research questions and contributions are described.

1.1 Introduction
Increased interconnectivity among computers and systems enabled by net
working technologies has boosted the scale and scope of risks and dangers
related to personal and other sensitive information. Misuse of information
often leads to breaches in security and intrusions into privacy. Protecting
information from harm and ensuring people’s right to privacy are there
fore two prominent concerns in the management, design, and develop
ment of contemporary information and communication technologies
(ICT).

This thesis deals with privacy and security in Internet based informa
tion systems. Inspired by Azuma (2002) and Yang et al. (2007), we have
defined an Internet based information system to be a system that utilizes
the Internet as the communication infrastructure, and which includes
information, hardware, software, and human actors. Three examples of
Internet based information systems, which we also investigate, are file
sharing, e mailing, and business information systems. The most precious
commodity in an Internet based information system is the information
itself, and the most eminent threats come from people, not computers.
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Some of the general features of Internet based information systems are,
e.g., dynamicity, openness, anonymity, connectivity, and hostility. The
structure of an Internet based information system, which is entailed by its
general features, can sometimes promote malicious and selfish behaviors
among the actors since the system serves them with technology so that
they can exploit information as they wish, mostly without repercussions.
This makes the management of privacy and security in an Internet based
information system an important yet challenging task.

In Internet based information systems, privacy aspects relate to the
dangers and hazards that are associated to information about the personal
sphere of the human actors. Security aspects concern the storing, sharing,
and processing of information, for instance, regarding software intended
to support enterprises that wish to collaborate with each other to improve
their businesses. It is, in this respect, assumed that the management of pri
vacy and security are key features of Internet based information systems.
It is also assumed that a lack of trust in the enforcement of privacy and
security may hinder individuals and companies from using and taking
full advantage of Internet based information systems.

Reflecting upon these issues, this thesis has two main themes. The first
theme explores how users’ right to privacy is affected by the occurrence of
privacy intrusive messages and software, and how some of those inva
sions can be prevented. The second theme investigates security in the con
text of Internet based information systems tuned to support
interorganizational and interoperable collaboration. Despite the occur
rence of deceitful and malicious behaviors in such systems, we ask our
selves how secure collaboration can be ensured using information
systems and technologies set to promote business growth and develop
ment. As an interlude between the two themes, we also account for work
that examines how to enable trust for digital business transactions taking
place over Internet based information systems. Trust is important in this
respect since it may also be seen as the overarching purpose of ensuring
privacy and security, and user trust is broadly considered as a necessary
requirement of Internet based information systems (Shapiro and Varian,
1999; Turban et al., 2002). By preventing invasions into matters of a per
sonal nature, and by protecting valuable information from harm, system
developers, administrators, and proprietors stand a better chance of earn
ing trust from the users of Internet based information systems.
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1.2 Research Questions and Methodology
One of the main goals of this thesis is to bring together different lines of
argumentation that have emerged from the research areas of privacy and
security in order to create a foundation for further research into sound
principles for interaction with, and collaboration in an Internet based
information system. The aim has been to do this in an unbiased fashion
without any preconceptions about, e.g., the importance of trust, the role of
security, and the appropriateness of privacy enforcement. In addition to
being a survey of the research within these fields, this will also result in
guidelines concerning different aspects of interaction and collaboration in
Internet based information systems. Thus, the results and conclusions of
this thesis will often be stated in terms of new insights and ideas, rather
than in new algorithms and methods. Consequently, the arguments pre
sented hereinafter will mainly be informal, and they will often be of a qual
itative rather than of a quantitative nature.

We will now go through the research questions of the thesis, and briefly
account for the research methods used. More extensive explanations con
cerning these issues are included in the ensuing chapters. Even though we
treat the two research themes separately in the thesis, they are merged
from time to time when appropriate.

1.2.1 Privacy
The safe guarding of information about individuals is often regarded as a
critically important component when building secure information systems
over the Internet (Garfinkel, 2001). In a sound Internet based information
system, the flow of personal information is balanced with the advantages
of using it (Otsuka and Onozawa, 2001). To reflect on this, three research
questions motivate the research within this theme:

RQ1. How can software that invades users’ privacy be defined,
and what are its main characteristics?

RQ2.What are the effects of such software, and how do they mani
fest themselves?

RQ3. How can software based invasions into matters of a personal
nature be detected and prevented during application instal
lation processes?

The study of these questions is partly founded on empirical work. Experi
mental studies addressing unsolicited commercial e mail, adware, and
spyware programs have been undertaken in a laboratory setting to investi
gate the occurrence of such software in popular Internet based informa
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tion systems. In order to reason about the results from the experiments,
we have, from time to time, used models inspired by economics and evo
lutionary biology to complete the overarching computer science perspec
tive. This part of the research is documented in chapters 2 5.

The worst single threat to security and privacy of an information sys
tem is not the technology itself, but the human being (Dhillon, 2006; Sch
neier, 2000). Internet based information systems are often marked by
numerous threats and risks that accentuate the need for privacy and secu
rity awareness among users. Countermeasures, such as, legislative acts,
security engineering technologies, and privacy enhancing methods, form
driving forces that separately and collectively impact the development of
secure use Internet based information systems. The underlying idea is
that a more sound and effective platform for enhancing trust will be possi
ble if the dangers and fears of utilizing Internet based information sys
tems are analyzed and managed accordingly. However, to do that, we
must first understand their scope, purpose, and potential impact to the
environment constituted by the Internet. The benefits of using Internet
based information systems thus have to stand back when we discuss
human actors that use self interest as a reason to manipulate the Internet
environment according to their own needs and wishes. This entails the
following research question:

RQ4. How is an Internet based information system affected by the
behaviors of selfish and manipulative actors?

This research question is approached by applying a meta perspective, i.e.,
from a more comprehensive angle, to study the dynamics of Internet
based information systems. For this purpose, biotic systems are used as
sources of inspiration, and Internet based information systems are viewed
as emerging, wide ranging information ecosystems of selfish individuals
with conflicting goals. To further reason about the dynamics of informa
tion ecosystem, we reflect on some of the empirical research reported on
in chapters 3 5. All in all, this has helped us explore the long term effects
of selfish and manipulative behaviors to entire Internet based information
systems. This part of the research is documented in Chapter 6.

1.2.2 Trust
Establishing trust between parties that enter a continuous relationship,
whether backed by formal or informal contractual conditions, represents
one of the most important prerequisites for successful business activities
in an Internet based information system (Papazoglou and Ribbers, 2006).
Over the years, a fabric of social norms, encryption standards, protocols,
business practices, and legal frameworks has evolved to support the
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assurance of trust (cf. Bishop (2004) and Wang et al. (2007)). In the world of
e business, parties can meet online and experience opportunities for
mutual business exchange and benefit while, sometimes, having less clear
cut means of establishing each others’ relevant features (Papazoglou and
Ribbers, 2006). In order to explore companies’ willingness to trust each
other for interenterprise collaboration using Internet based information
systems, we therefore pose the following question:

RQ5. How can trust be enhanced for business growth using Inter
net based information systems?

This is of course a vast problem, which we do not intend to solve com
pletely. As one of the most basic issues in enhancing trust has been argued
to be the need to strengthen the provision of authentication services, we
have focused on this. The idea is that when companies rely on authentica
tion as a means to verify each other’s business intentions, a platform for
mutual trust may arise and business growth can follow. The study of this
research question incorporates the findings of an empirical survey includ
ing input from leading actors from academia, industry, and society world
wide. This part of the research is documented in Chapter 7 although some
aspects of it are revisited in the ensuing chapters.

1.2.3 Security
The second theme deals with security, or rather with information security.
The term “information” is added in order to highlight a central aspect of
Internet based information systems, namely that information, which
resides on such systems, is most certainly worth many times more than the
computers and networks.

In this part of the work, we adopt the concept of virtual enterprises, in
which the emphasis lies on collaboration between networked companies.
The shared belief within this area is that if the companies work together,
they can achieve goals that would otherwise not be possible (Camarinha
Matos and Afsarmanesh, 2005). There are, however, an abundance of prob
lems that must be resolved before the vision of virtual enterprises can be
realized. For instance, technological support for the creation and operation
of virtual enterprises is arising in many forms, but so far no framework
addressing all the crucial aspects has been presented, although the area is
slowly progressing (Camarinha Matos and Afsarmanesh, 2007). Other
obstacles include lack of information, e.g., concerning catalogues or regis
ters with normalized and updated profiles of organizations, lack of com
mon collaboration infrastructure, and lack of preparedness of enterprises
to join the collaborative process (Camarinha Matos and Afsarmanesh,
2007). Overcoming mismatches resulted from heterogeneity of potential
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partners in terms of, e.g., ICT infrastructures, corporate culture, methods
of work, and business practices, also require considerable investment
(Cunha and Putnik, 2005). Enhancing security and promoting trust, which
is a pre requisite for any effective collaboration, have also been identified
as key issues in making virtual enterprises reach their potential (Camar
inha Matos and Afsarmanesh, 2005). Another issue is the lack of appro
priate theoretic definitions and formal models, which has been argued to
be one of the main weaknesses in the scientific area of virtual enterprises
(Camarinha Matos and Afsarmanesh, 2006; D’Atri and Motro, 2007). In
the work presented here, we study the following issues:

RQ6. How can information and communication technologies that
support the realization of virtual enterprises be integrated
into a framework?

RQ7. How can interorganizational and interoperable collabora
tion in the form of virtual enterprises be formally specified?

RQ8. How can security be enhanced and trustworthy behaviors
be promoted in the formation and operation of virtual enter
prises?

RQ9. How can the use of ICT tools support the facilitation of vir
tual enterprises and the crucial tasks involved in their for
mation and operation?

The study of these questions consists mainly of conceptual work, which
has been underpinned by collaboration in research projects and by discus
sions with representatives for various companies, small and medium
sized enterprises (SMEs) in particular. Based on this, formal descriptions
have been developed in order to better understand the problem, which, in
turn, have enabled us to study the possibilities of implementing ICT sup
port for secure virtual enterprise formation and operation in a more struc
tured way. The work addressing these research questions is mainly
collected under the heading of Plug and Play Business, and it is docu
mented in Chapter 8 and onwards.

1.3 Outline and Contributions of the Thesis
Chapter 2 introduces the central concepts, and thus the two main themes
of privacy and security in more detail. In this chapter, we also debate ter
minology and analyze research advancements in those fields. We investi
gate malicious sources and software that intrudes users’ right to privacy,
as well as methods designed to protect information about individuals and
enterprises. The main contribution is the introduction of a new concept,
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which we denote privacy invasive software, together with a comprehen
sive overview of the areas of privacy and security, as well as the setting in
which these concepts are investigated, i.e., Internet based information sys
tems. Chapter 2 is founded on all papers, although papers V and IX in par
ticular, and addresses RQ1.

Following the introduction to the central concepts, Chapter 3 discusses
how privacy is affected by bulk distribution of unsolicited e mail often
sent with a commercial purpose (commonly referred to as “spam”) from
30 well known corporate web sites. In our studies, we found that, albeit
most of the investigated companies behaved well and respected the users’
right to privacy, a small fraction generated a large amount of spam. This
situation is discussed from an economic, ethical, and legislative point of
view. The work documented in this chapter is based on papers I and II, and
it mainly corresponds to the study of RQ2.

Just like spam, the occurrence of adware and spyware programs affects
users’ right to privacy. In Chapter 4, we present empirical results from two
separate experiments in which we investigated the occurrence and effects
of spyware and adware programs included in peer to peer based file shar
ing tools. The main contribution is an analysis including quantitative mea
surements on activities performed by such privacy invasive software.
Another major finding was the extent to which adware and spyware pro
grams create problems to user privacy, as well as to security and perfor
mance of networks and computerized systems. Chapter 4 is based on
papers III and IV, and the research mainly corresponds to the study of RQ1
and RQ2.

Chapter 5 deals with spyware countermeasures. We investigate the
hypothesis that it is possible to detect from the end user license agreement
of an application whether its associated software hosts spyware or not. We
address this problem by mining end user license agreements of both legiti
mate software and applications that host spyware, in order to determine if
it is possible to detect if the associated software includes spyware. Based
on the experiment and the results retrieved, we present an automated tool
that can be used to prevent the installation of spyware. This chapter is for
the most part founded on Paper XVI, and it addresses RQ3.

In Chapter 6, we study the dynamics of Internet based information sys
tem form the perspectives of privacy and security. The concepts of infor
mation ecosystems are used to analyze a setting where individuals are
presumed to act as Machiavellian beings, i.e., manipulate others to maxi
mize self interest. Based on this, we analyze the behaviors initiated by the
Machiavellian actors and their deployment of software based contami
nants, which we also analyze and classify, as well as their effects to an
entire information ecosystem. The contribution of this chapter is a compre
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hensive and systemic view of the dynamics caused by Machiavellian
actors that employ contaminants to maximize self interest, and how this
affects the long term stability of Internet based information systems. This
chapter addresses RQ4, and it is based on papers VI and VIII.

Chapter 7 examines measures for enhancing trust in Internet based
information systems. The focus is particularly on mechanisms to support
authentication of electronic transactions. Reflecting on ways to improve
the current state of affairs, the chapter in part takes the shape of a feasibil
ity study in regard to the establishment of a global center for trust man
agement, which is intended as an independent entity that acts on behalf of
the users (private individuals, companies, and government agencies) of
Internet based information systems. The global center for trust manage
ment can also play the role of a third party offering support for privacy
and trust claims of users. The major contribution of is the results from the
empirical investigation, which incorporates views on trust from several
leading companies and institutions from around the world, and which
point to the need for coordinated, interoperable, and secure authentica
tion solutions. RQ5 motivates the research, which is based on Paper IX
and documented in this chapter.

In the previous chapter, we investigated the need for secure and inter
operable collaboration among enterprises. In Chapter 8, we use the con
cept of virtual enterprises as a means to achieve such a cooperation
environment. A formal analysis of virtual enterprises comprising their
three tasks, i.e., virtual enterprise definition, formation, and operation, is
the main contribution. Furthermore, the formal descriptions of virtual
enterprises introduced in this chapter serve as a basis for the Plug and
Play Business framework presented in the next chapter. The contents of
this chapter are mainly based on papers VI and XIII, and for the most
parts; RQ7 is addressed.

In Chapter 9, we introduce Plug and Play Business as an integrated
framework of ICT tools set to promote interorganizational and interopera
ble collaboration. We use the concepts of virtual enterprises and their
breeding environments to model a setting where companies can catalyze
their businesses by forming short termed collaboration alliances (virtual
enterprises) for joint business operations. The idea of this framework,
which is in support of dynamic, adaptable, and collaborative virtual
enterprises, provides promising approaches to face the challenges of con
stantly changing markets. The main contribution is the concept and for
mal model of Plug and Play Business. This chapter is based on RQ6 and
RQ7, and on contributions from papers X, XI, XII, and XIII.

Chapter 10 is devoted to an analysis of the security related threats fac
ing systems or breeding environments of virtual enterprises. We use the
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example of Plug and Play Business communities (as outlined in Chapter 9)
to provide a structured view of the threats to such associations of compa
nies. We mitigate the threats by suggesting a set of security enhancing
mechanisms, which we reason about in terms of different levels of open
ness in the Plug and Play Business community. For the most parts, Chapter
10 builds on work published within Paper XV, and it addresses RQ8.

In the shape of rules that govern the behavior of actors (here, in part,
conceived as intelligent agents) in a community, norms help to strengthen
security and trust among the collaborating parties. In Chapter 11, we
explore how norm governed behavior within agent societies can be
achieved in the context of virtual enterprises and their breeding environ
ments. Consequently, intelligent agents are included in the formal defini
tion of virtual enterprises (as is also the case with the Plug and Play
Business model). In realizing the vision of virtual enterprises, agents are
useful since they can represent real actors, e.g., transporters, producers,
etc., take advantage of new business opportunities by organizing them
selves in temporary coalitions, adapt to changing circumstances, and
achieve common objectives in the presence of individual goals. We analyze
a number of formal models from the agent research field to enhance a
sound formal reference model of normative agent supported virtual enter
prises and their breeding environments. The main contribution is the
introduction of different types of norms on different levels to ensure sound
collaboration and trustworthy behaviors among the agents in the Plug and
Play Business community. The chapter, which, for the most parts, corre
sponds to the study of RQ8, is based on Paper XIV.

Chapter 12 contains an analysis of the quality attributes of Plug and
Play Business software and the usefulness of state of the art technologies,
as well as a discussion of the problems and opportunities related to the
design and implementation of such software. The chapter also includes
two case studies, which address a particular aspect of Plug and Play Busi
ness software, namely interoperability of business information systems
within a virtual enterprise’s operation phase. For this purpose, wrapper
agent technology is deployed, and further improvements to this technol
ogy are suggested by addressing security issues, as well as an extended,
possibly dynamic, set of involved companies. As wrapper agents are likely
to be included in the Plug and Play Business software framework, this
study provides important insights in terms of limitations, benefits, and
experiences with regard to software design and development. As in Chap
ter 9, the work documented in this part of the thesis is based on various
contributions mainly from papers VII, X, XI, XII, and XIII. The research in
this chapter addresses RQ9.
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The main conclusions and insights of the work documented in this the
sis are outlined in Chapter 13. While the opening chapters were devoted
to different aspects of privacy and security in Internet based information
systems, the goals of the ensuing chapters have been to investigate how
interaction can be enrolled so that invasions into matters of a personal
nature can be mitigated, and how interenterprise collaboration can be
achieved in a secure and trustworthy manner. In this chapter, we not only
summarize the lessons learned from the previous chapters, we also
present some suggestions for further research based on these conclusions.
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C H A P T E R

2
Privacy and Security

In this chapter, we introduce the concepts that form the two main themes
of the thesis. We also provide background information to these concepts,
and position their relevance with respect to the remaining chapters. The
main contribution is the introduction of a new term, which is referred to as
“privacy invasive software”, together with a comprehensive overview of
the areas of privacy and security. In the end, we also define Internet based
information systems and discuss related terminology.

2.1 Introduction
The research presented in this thesis is organized around two principle
concepts, namely privacy and (information) security. Privacy can loosely
be described as “the right to be let alone”, and security as “the protection
from harm”. The setting in which these concepts are studied is Internet
based information systems. The underlying assumption is that if human
activity in an Internet based information system is to evolve and grow, a
sound control of information, and a reasonable level of security against
malicious and deceitful behaviors must be promoted. However, today’s
mass monitoring of user activities, and mass distribution of malicious soft
ware do little to support that view. As users of Internet based information
systems (whether as private persons or as corporate representatives), the
first line of protection against invasions of privacy and breaches in security
lies in having awareness and knowledge about motives, opportunities, and
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methods of malicious sources. Based on this knowledge, the actual protec
tion mechanisms have a good chance to be both effective and productive.

We will now begin by introducing the two integral concepts of this the
sis, namely those of privacy and security. The goal of this chapter is to
provide an as comprehensive introduction as proper to both of the con
cepts so that the relevant contexts for the problems, investigations, results,
and conclusions that the chapters, which hereinafter follow, can be
enhanced. In the end, we will also provide a more extensive view of the
Internet based information system in which the study of privacy and
security takes place.

2.2 Privacy
Today, discussions of privacy are in focus for many reasons. Firstly, we
witness the tension between state affairs and citizen concerns in the wake
of global terrorism. Secondly, we also recognize the importance of enforc
ing privacy as a critical aspect of ICT proliferation. This is acknowledged
in many different areas throughout our society, for example, within
health care, government authorities, and international politics. In particu
lar, privacy has a prominent position in public debates about potential
impacts of contemporary ICT. Thirdly, we are also increasingly aware of
the conflict between wanted and unwanted effects of “profiling user or
customer data” with the purpose of customized marketing.

The study of privacy in a computerized setting is, however, not new.
For this particular environment, it has been a discussion for almost 40
years now (Grenier, 1969). Still, there is no judicial impediment, technical
solution, or economic model powerful enough to adequately protect the
privacy of individuals. One reason is that privacy is in many ways a para
dox; to protect some information, other information must be disclosed.
Another reason is that privacy as a concept is neither clearly defined nor
easily explained (Tavani, 2007). Also, the availability and amount of infor
mation makes it virtually impossible to stay in control of one’s personal
information. Consequently, it may be impossible to define a method that
fully ensures people’s right to privacy. A more pragmatic view is that it is
through increased awareness amongst users that privacy invasions can be
recognized, avoided, and managed.

In order to capture all of these aspects of privacy, we will first begin
with a historical review of the most important achievements in the area.
Thereafter, we will discuss ethical, as well as economic and technological
aspects of privacy. This section is closed by the introduction of the term
privacy invasive software.
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2.2.1 The History of Privacy
The enhancement of the right to privacy is an important feature through
out our society. In this spirit, invasions into matters of a personal nature
must be thoroughly investigated. We start with the following citation bor
rowed from The Fountainhead by Ayn Rand (1943):

Civilization is the process toward a society of privacy. The savage’s
whole existence is public, ruled by the laws of the tribe. Civilization
is the process of setting man free from men.

The term privacy is used frequently in ordinary language, as well as in
philosophical, political, and legal discussions. Yet there is no single unani
mous definition or meaning of the term. The concept of privacy has broad
historical roots in sociological and anthropological discussions (Fischer
Hübner, 2000; Garfinkel, 2001; Kemp and Moore, 2007). The term privacy
has origins in well known philosophical discussions (Kemp and Moore,
2007), most notably Aristotle’s distinction between the public sphere of
political activity and the private sphere associated with family and domes
tic life (cf. John Stuart Mills’ On Liberty (1909), and John Locke’s Second
Treatise on Government (1690)). Yet historical use of the term is not uniform,
and there remains confusion over the meaning, value, and scope of the
concept of privacy (Kemp and Moore, 2007).

In ancient Greece, the concept of privacy was considered a virtue, and
although there is no word for privacy in the Greek language the essence of
privacy was captured in the saying (Caloyannides, 2003):

What happens inside the house should not be revealed in public.

The concepts of “public” and “private” were also recognized in ancient
China, where Confucius distinguished between the public activity of gov
ernment and the private affairs of family life (Kemp and Moore, 2007).
Interestingly, Confucius contended that “a private obligation of a son to
care for his father overrides the public obligation to obey the law against
theft” (Kemp and Moore, 2007). Moreover, as Dempsey et al. (2003) point
out, there is recognition of privacy in the Koran and in the sayings of
Mohammed, and numerous references to privacy are also found in the
Bible, and in Jewish law, which has long recognized the concept as being
free from being watched.

Although legal privacy protection has existed in Western countries for
around 100 years, there have been several attempts to govern the notion of
privacy throughout history. In 1361, the Justice of the Peace Act in England
provided for the arrest of “peeping toms” and “eavesdroppers” (Privacy
International, 2000). Various countries developed specific protections for
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privacy in the centuries that followed. In 1776, the Swedish Parliament
enacted the Access to Public Records Act, which required that all govern
ment held information concerning citizens was to be collected and used
only for legitimate reasons, and also that the citizens have a right to view
such information (Privacy International, 2000). This principle still applies
today. In 1858, France prohibited the publication of private facts and set
fines for violators (Dempsey et al., 2003). The Norwegian Criminal Code
prohibited the publication of information relating to “personal or domes
tic affairs” in 1889 (Dempsey et al., 2003).

Even with this frequency of occurrence, it was not until the 1890s that
the concept of privacy gained a solid starting point for modern privacy
law. In 1890 1891, future United States (US) Supreme Court Justice Louis
Brandeis and his Harvard colleague, Samuel Warren, articulated an inter
pretation of privacy, which urged that it was an individual’s right to be let
alone (Warren and Brandeis, 1890). In this article, they argued that privacy
was the most cherished of all freedoms in a democracy. Based on that
notion, their main concern in the article, which was published in the Har
vard Law Review, was that the right to privacy should be reflected in the US
Constitution. Following this publication, their interpretation of privacy as
a right to be let alone was gradually picked up across the US as part of the
common law, and has from there spread to large parts of the world (Gar
finkel, 2001; Schneier and Banisar, 1997). Still to this day, most privacy reg
ulations are based on this simple idea articulated by Warren and Brandeis
(1890):

The right to privacy is the right to be let alone.

Another important contributor to the area of privacy was Alan F. Westin, a
Professor of Public Law and Government at Columbia University. In a
time of the cold war, he claimed that a central aspect of privacy for indi
viduals was the ability to move about anonymously from time to time
(Westin, 1968). Then, physical surveillance depended on physically moni
toring the subject at all times, and especially to where he/she went when
he/she wanted to be alone. The major surveillance technique at that time
was of course (physical) shadowing, but what Westin realized was that
the deployment of new technology adds new ways to follow persons so
that they can be surveilled more efficiently, and with less risk of discovery.
One might say that it was not the tagged person per se that was interest
ing – it was the information about that person, which made a difference.
So, with an evident focus on the information aspect of the right to privacy,
Westin (1968) declared the following interpretation:
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Privacy is the claim of individuals, groups and institutions to deter
mine for themselves, when, how and to what extent information
about them is communicated to others.

This definition has been well recognized by societies and organizations
throughout the world (Schneier and Banisar, 1997). Moreover, Westin’s
view on privacy can be seen as a confirmation, and an extension of the one
made by Warren and Brandeis (1890) since it incorporates a more explicit
and systematic description of the right to be let alone.

The definitions by Warren and Brandeis (1890) and by Westin (1968)
have been used as starting points in order to define national and interna
tional rules and regulations of privacy (Schneier and Banisar, 1997). Some
well known examples are the Code of Fair Information Practices (FIP,
1973), the OECD guidelines (OECD, 1980), and the European Directive on
Privacy and Electronic Communications (EC, 2002). What these frame
works all have in common is that they address the collection, storing, and
processing of personal data distributed over information intense networks
taking both commercial and malicious intents into consideration. How
ever, enforcing user privacy through legislation is problematic, depending
on that requirements for privacy protection rely upon the legal basis of pri
vacy in a particular country, whereas enforcing personal privacy in the
digital environment is of a global nature. Because of this reason, some
degree of harmonization between countries is available, for example,
within the European Union1 (EU) or through the United Nations2 (UN),
but more is needed. We will return to legislative protection of people’s
right to privacy further on in this chapter.

In the next section, we will explore the dynamics and complexities of
privacy as a concept. As we shall see, although the right to privacy is a
human right, it is not an absolute right, and as we also shall witness, the
right to privacy is, in fact, bendable.

2.2.2 Bending the Right to Privacy
The right to privacy is the right to be let alone (Warren and Brandeis, 1890).
Privacy ensures individuals to maintain their autonomy and individuality,
and usually people define privacy by practicing power over information
about themselves. In a free democratic society, people do not have to
answer for the choices they make about what information they share with
others and what is held in private. At the same time, this does not mean

1. The Directive on Privacy and Electronic Communications (EC, 2002).
2. The UNGuidelines for the Regulation of Computerized Personal Data Files

(UN, 1990).
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that public law and regulation entirely should relieve people from the
costs of their choices.

The right to privacy is a human right as it is reflected in the Universal
Declaration of Human Rights, article 12 (UN, 1948):

No one shall be subjected to arbitrary interference with his privacy,
family, home or correspondence, nor to attacks upon his honour and
reputation. Everyone has the right to the protection of the law
against such interference or attacks.

However, privacy is not an unlimited or absolute right as it can be in con
flict with other rights or legal, economic, or moral values, and because
individuals cannot participate fully in society without revealing personal
data. In addition, the right to privacy appears to come with a price
(Varian, 1997). For instance, we normally accept some level of invasion of
privacy if we can gain something in return. Most of us share our e mail
addresses and personal details if we can become members of a commu
nity where the downloading of music and films are free. In that sense,
there is a trade off between benefits that we can reap and costs that we
must bear, where one cost is loss in control of our personal information. In
perspective, users will likely stay in a community as long as the benefits of
doing so outnumbers the costs in terms of, e.g., privacy losses. However,
with a rising occurrence of privacy invasive software, there is a risk that
the amount of negative aspects will increase at the expense of the experi
enced benefits. If users find it that they are monitored, flooded by unsolic
ited messages, and that their computers are infected by malicious
programs, the utility of being part of a community will decrease. Then,
users will most likely be careful about participating. Thereby, one method
to assure the right to privacy is to defect from the network. As the pros
perity of Internet based information systems usually is correlated to the
participation of individuals (Shapiro and Varian, 1999), invasions of peo
ple’s right to privacy is an issue that should be looked seriously upon. We
will return to this discussion in Chapter 6.

Privacy and Big Brother
Privacy issues and concerns can be seen as a conflict of interest between
individuals on one hand, and societies, corporations, and governments on
the other. On the side of the individuals, there is the assurance of individ
uals’ rights and freedoms to be let alone as a principle requirement. On
the other, there is the democratic right to protect the society, its needs, and
interests from foreign, as well as domestic enemies. One example of this
conflict of interest is the representation of the classic idea of Big Brother3
from the futuristic book 1984 by George Orwell (1948).
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In his book, Orwell imagined a future where privacy was decimated by
a totalitarian state that used spies, video surveillance, historical revision
ism, and control over mass media to maintain its power (Orwell, 1948).
Here, the society claimed its right to use surveillance and interception
techniques to spy on its citizens in order to protect it from crime, treason,
and terrorism. Even so, what is, at any time, regarded as a serious crime,
treason and/or act of terrorism is highly context dependant. Thus, the indi
vidual’s right to be let alone is also context dependant. This context
dependency ranges from the traditional view on privacy defined as what
goes on in the home should stay in the home to a more modernistic view
specified as the protection of sensitive data and information from surveil
lance and interception techniques easily available.

Privacy concerns of individuals can be boiled down to misuse of indi
vidually owned and/or generated information that, in the wrong hands,
might lead to numerous consequences, such as, loss of life, freedom,
money, reputation, control of sensitive information or in the continued
flooding of unsolicited commercial offers. From a society’s point of view,
most of us are willing to allow some intrusion of privacy if we can trust
that the generated information is fairly and honestly interpreted, as well as
used and stored in a secure manner, and if it can be used to mitigate crimi
nal behavior. Here, privacy concerns are interrelated to the concept of trust
in that the private information gathered and processed should not be mis
used by society, companies or other citizens. This statement is in a sense a
truism and technology independent, but none the less it is important to
emphasize this. If misused, there is a risk that valuable user trust may be
damaged with loss of user participation as a consequence. One example of
the interrelation between trust and matters of a personal nature can be the
corporate privacy policies, which nowadays are included on virtually
every company’s homepage. By communicating the importance of user
privacy, the purpose of the policy is to raise customer trust so that consum
ers will rely on the company for the purchase of products and services.
These privacy policies are sometimes combined with a privacy seal often
initiated by an independent third party (cf. Trust e4) that claims to guaran
tee that the treatment of user information is in accordance with current leg
islation, and with the privacy policy of the web site in question.

3. The idea of Big Brother, extracted from Orwell’s dystopian vision in his
book 1984, is frequently used when referring to the idea of pervasive moni
toring and recording of activity, often by some sort of government author
ity.

4. http://www.truste.org/
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Privacy Spheres
Privacy is a rather open concept, which can be given many definitions and
interpretations. Some keywords that can be sifted out are self possession,
autonomy, and integrity, but the main idea is that privacy is people’s right
to control what details about their private lives that stay within their con
trol and what leaks to the outside (Palen and Dourish, 2003).

In a setting of Internet based information systems, the principle of pri
vacy might be difficult to uphold. According to Palen and Dourish (2003),
initiating privacy in an environment made up by hardware and software
is not merely about setting rules and enforcing them, rather it is the con
tinual management of boundaries between different spheres of action and
degrees of disclosure within these spheres. The boundaries of the spheres
move dynamically as the context changes, and therefore these boundaries
reflect tensions between conflicting goals. Here, one idea may be to set up
different rules for different spheres, and letting the different spheres coex
ist in a framework of rules. In reality, most people would tolerate different
levels of privacy invasions depending on what sphere they occur in. For
example, the rules for Internet use in the work environment sphere might
look a bit different compared to the personal sphere when surfing the web
at home. However, if such an exploration is to be possible, we must first
examine the different spheres of privacy in order to put it in a context.

Palen and Dourish (2003) take the starting point from the notion that
the boundaries of the spheres reflect tensions between conflicting goals,
i.e., boundaries occur at points of balance and resolution. The first bound
ary that is mentioned is the “Disclosure Boundary”, where privacy and
publicity are in tension. At this boundary, determination is made up about
what information that can be disclosed under what circumstances. A sec
ond boundary, the “Identity Boundary”, addresses the maintenance of
identity of parties on both sides of the information exchange. “Temporal
ity Boundary” describes the boundaries associated with time, i.e., where
past, present, and future interpretations of, and actions upon disclosed
information are in tension. Although, these boundaries are useful in terms
of analyzing the contexts of privacy and how they interrelate, a perspec
tive concerning the actual privacy spheres is called upon. Fischer Hübner
(2000) mentions three different spheres (or aspects) of privacy:

• Territorial privacy describes privacy as by protecting the close physical
area surrounding a person, i.e., domestic and other environments,
such as, the workplace or public place.

• Privacy of the person addresses protection of a person against undue
interference, such as, physical searches, drug testing, or information
violating his/her moral sense.
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• Informational privacy is the control of whether (and implicitly how)
personal data can be gathered, stored, processed, or selectively dissem
inated.

With these three aspects in mind, the focus of this thesis is concentrated to
informational privacy to which the attacks are typically motivated by com
mercial purposes, and not necessarily infringed by malicious intent. More
over, the three spheres, as introduced above, are helpful in grasping the
extent of dynamicity of privacy. As a concept, it is highly dependent on
time and context, as well as of autonomy and self control.

Following Orwell’s 1984 (1948), technology and personal information is
often haunted by the ghost of Big Brother with its implications of subver
sive and invasive action. Whenever privacy is discussed, concerns about
surveillance and personal identity theft are among the most prominent
topics. Even though actions deriving from the spirit of Big Brother may
threaten life and liberty, it is interpersonal and informational privacy mat
ters that form discussions about the use of technology on an everyday
basis. In all fairness, the idea of Big Brother as Orwell predicted it does not
completely match the daily lives of most users. Even in a case where spe
cial consideration is given to the events following the wake of global terror,
e.g., the 9/11 incidents, the situation for most users today is not one where
our every move is being watched and recorded by some all knowing, all
monitoring Big Brother, e.g., a government. Instead, our daily lives are
made up by many smaller instances5 that constantly interrupt with, e.g.,
unsolicited messages and advertisements. To sum up, the privacy attacks
of today are occurring, not only in the name of national security, but also of
capitalism and the free market.

In the next section, we will present our view of the definition of privacy
in the context of Internet based information systems.

2.2.3 Privacy Defined
Privacy, like many other concepts, e.g., trust, reliability, etc., can be
described as an open, complex, and dynamic concept. The complexity is
illustrated in that privacy as a phenomenon is composed by a variety of
aspects, and that these aspects can exist on different levels at the same
time. Thus, privacy is problematic to finally capture and define, leaving
the context in which it appears in great importance. Our view of privacy is
that it is a context dependant concept, for which we ascribe the following
definition6:

5. Garfinkel (2001) and Schneier (2000) use the wording “kid brothers”.
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Privacy is the right for individuals to determine for themselves
when, how, and to what extent personal data can be gathered,
stored, processed or selectively disseminated by others.

This definition is mainly based on a blend of the previously narrated
interpretations of the term privacy. From a general perspective, this defi
nition of privacy is essentially not limited only to be a right for individu
als, but also for institutions and/or groups of individuals. Considering the
existing definitions of privacy, and the context in which they are normally
used, it may be contradictable to claim that privacy is a right for institu
tions since they are usually the ones benefitting from having access to per
sonal information about individuals. Even though this is often the case,
enterprises too surely have needs to discuss boundaries of disclosure,
autonomy, and control of corporate information. We will, in part, return to
this topic in Chapter 7 and in the ensuing chapters.

2.2.4 Protecting the Right to Privacy
In this section, we discuss different kinds of mechanisms intended for the
assurance of the right to privacy. Apart from addressing data protection
issues, we also look into privacy enhancing technologies, and some of the
legislative procedures that are available.

Privacy and Data Protection
Data protection, sometimes referred to as “data security”, is the protection
of personal data in order to guarantee privacy (Salomon, 2003). In that
view, it is only a part of the concept of privacy (Fischer Hübner, 2000).
Even though computer scientists tend to think that privacy is synony
mous to data protection, the term data protection hides some inherent
problems. For instance, while data protection suggests that data has been
collected and stored, an analysis of personal privacy concerns may require
that related data should on no account be taken and saved. In this sense,
the term data protection is too technically reductive to be used synony
mously to privacy (Fischer Hübner, 2000). When it comes to a discussion
about implementation of protection into software code, it is comparably
easy to describe how to technically protect data, whether related to a net
work, a person, a company or any other entity.

6. A more simple definition, such as, “privacy is the right to be let alone” by
Warren and Brandeis (1890) would perhaps have been preferable due to its
simplicity. Although, we find it that this definition is a bit too imprecise for
a setting made up by computers and networks.
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Several models exist for protecting data by restricting access to it, either
on a discretionary or on a mandatory basis, either built into the kernel of
an operating system (cf. reference monitor7) or into some outer shell
(Cavoukian and Hamilton, 2002; Fischer Hübner, 2000). Some models may
also distinguish between the roles that a user of stored data actually play
(cf. role based access control8), and a refined model may also specify the
tasks that a user actually has to perform upon such data. Another tech
nique, auditing, provides adequate means to control whether personal
data are used according to prescriptions, such as, the rights of users, capa
bilities or related ICT processes (Anderson, 2001). All of these models can
be implemented, and in reflection, such technical protection is easy to
switch off (Fischer Hübner, 2000).

As pointed out by Fischer Hübner (2000), the difference between the
usage of privacy and data protection can be illustrated by Joseph Weizen
baum’s metaphor borrowed from his book Computer Power and Human Rea
soning (1976). In that book, Weizenbaum suggests that computer scientists
tend to search for solutions in the light of a lantern, whereas the key may
actually lie in the shadow. Beyond the technical solutions, methods, and
techniques for data protection that are visible in the lantern lies the diffi
culties of protecting the data shadow of a person. Indeed, it is more trou
blesome to describe basic requirements and tools for protecting the data
shadow of a person than merely protecting the data that is visible in the
lantern. Even so, let us now ponder on the supply of technologies, tools,
and methods set to enhance privacy that are available, because some of
those actually do support the enhancement of privacy.

Privacy Enhancing Technologies
In the networked society, privacy advocates often claim that privacy is seri
ously endangered at the same time as it is becoming more and more of an
international problem (Rotenberg, 2002). Even though efforts on the legal
area have been undertaken (cf. EC (2002), UN (1990), Rotenberg (2002),
and Schneier (2000)), privacy cannot be protected solely by legislation.
Thus, privacy should also be enforced by technologies, and it should pref
erably be a design criterion for the development of contemporary user ori
ented ICT systems.

Privacy enhancing technologies (PETs) can broadly be defined as
(Cavoukian and Hamilton, 2002):

7. A reference monitor is a component of the operating system that mediates
access control decisions to and from data resources (Anderson, 2001).

8. Role based access control is a flexible approach to restrict system access to
authorized users (Anderson, 2001).
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PETs are any type of technology that is designed to safeguard or
promote the privacy interests of individuals.

Commonly, PETs refer to a variety of technologies that ensure personal
privacy by minimizing or eliminating the collection of identifiable data
(Fischer Hübner, 2000). Such technologies can range from an Internet site
that lets people surf the Internet anonymously to software that allows an
organization to better manage and secure the flow of its user information.
Some common types of PETs are (Cavoukian and Hamilton, 2002;
Salomon, 2003; Skoudis, 2004):

• Anonymizing software or anonymous proxies (cf. the web application
Anonymizer9) are tools that allow people to browse the Internet using
an intermediary to prevent unauthorized parties from gathering per
sonal information in terms of Internet surf records. The anonymizing
software accesses the Internet on the user’s behalf, protecting personal
information by primarily hiding the source computer’s identification
information. There are, however, risks associated to anonymizing soft
ware, e.g., the personal data that is routed through the anonymous
proxy is often not encrypted rendering in that it can be easy to capture
and obfuscate.

• Anti spyware applications can detect programs that are engaged in
unsanctioned monitoring activity on computers. Anti spyware appli
cations are usually designed to protect against spyware related com
ponents, such as, keyloggers, activity monitoring software, web site
loggers, tracking cookies, and many other privacy invasive items that
are frequently encountered on the web. Many anti virus applications
are also increasingly used to detect and immunize spyware programs.
We will discuss anti virus software in more detail in Section 2.3.3.

• Cryptographic privacy and authentication tools can be used to protect
the content of information, e.g., in e mail messages, by providing
encryption and decryption of data. One prominent example of this is
pretty good privacy, or PGP10, which is a computer program that pro
vides privacy protection for computer files, network connections, and
e mail messages. It is mainly composed by digital signatures11, public
key cryptography12, and certificates13 to ensure end to end security
for messages and files.

9. http://www.anonymizer.com/
10.http://www.pgpi.org/
11.We will return to techniques, such as, digital signatures in Section 2.3.3.
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• E mail filtering is the processing of e mail messages to organize them
according to specified criteria. Often this is an automatic sorting of
incoming messages, but the term can also be applied to outgoing e mail
messages. Incoming e mail filtering software, which is the most com
mon form, is usually deployed for the detection and removal of spam
messages and virulent programs.

• A personal firewall is an application which deals with border control.
More specifically, it controls network traffic to and from a computer,
permitting or denying communications based on a predefined security
policy. Just as companies can use firewalls to protect their corporate
networks, home users can install personal firewalls to prevent various
forms of privacy invasive software to enter their systems. It can also be
used to prevent an installed spyware program to communicate with its
corresponding servers on the Internet. The main difference to a conven
tional firewall is in terms of scale. As personal firewalls are designed to
be used by end users solely, they usually protect only the computer on
which they are installed.

• Privacy management technology is a broad class of software that helps
corporate organizations to collect, store, access, and use information in
ways that are compliant with regulations, policies, and the personal
preferences of users. One example is the IBM Tivoli System14 in which
the idea is to take an organization’s privacy policy and integrate it with
all relevant business processes and applications in order to manage pri
vacy.

As we will partly experience later on in this chapter, these PETs could also
be used for other purposes, such as, to protect data and enforce informa
tion security, than only supporting the enhancement of individuals’ right
to privacy. It is therefore important to note that PETs (just like any other
security technique) are to be regarded as general measures that can be
used to promote several different privacy or security related goals. Conse
quently, some of the security enhancing technologies mentioned in Section
2.3.3 can also be used to further protect the right to privacy.

12.Public key cryptography is an asymmetric form of encryption where differ
ent keys are used for encryption and decryption (Gollmann, 2006). The
encryption key can be made public and the decryption key has to remain
private.

13.A certificate is a digitally signed document that binds a subject to some
other information (Gollmann, 2006). Subjects can be people, encryption
keys, names, etc.

14.http://www 306.ibm.com/software/tivoli/
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Legal Frameworks for Enforcing Privacy
There are several legal frameworks set to protect people’s right to privacy.
In this respect, people are broadly defined as users, consumers, citizens,
and customers. Privacy law is regarded as an area of law that concerns the
protecting and preserving of privacy rights of individuals. By definition,
most countries treat privacy as the rights of individuals and not institu
tions (Rotenberg, 2002). The governments and other organizations, e.g.,
companies, can collect vast amounts of personal information for a variety
of purposes. The overall intention behind privacy law is to limit how
those organizations can collect and use such information.

Ensuring privacy in Internet based information systems through legal
regulation is problematic because of that the criteria for privacy protection
are often based upon the legal view of privacy in a particular country,
whereas enforcing personal privacy over the Internet is of a global nature.
As an example, there are different opinions in different countries on
where the boundaries concerning privacy invasions should be drawn.
Also, it is seemingly more difficult to police about the data shadow of
individuals (cf. Weizenbaum (1976)) as opposed to protecting the data.

To this day, the Code of Fair Information Practices, or the FIP (1973),
represents the most sophisticated Western thinking on the topic of com
puters, privacy and legal frameworks (Garfinkel, 2001). The FIP is based
on five principles:

1. There must be no personal data record keeping systems whose very
existence is secret.

2. There must be a way for a person to find out what information about
the person is in a record and how it is used.

3. There must be a way for a person to prevent information about the
person that was obtained for one purpose from being used or made
available for other purposes without the person’s consent.

4. There must be a way for a person to correct or amend a record of iden
tifiable information about the person.

5. Any organization creating, maintaining, using, or disseminating
records of identifiable personal data must assure the reliability of the
data for their intended use and must take precautions to prevent mis
uses of the data.

Other privacy frameworks are often constructed in more or less consensus
with the FIP (Schneier and Banisar, 1997). In fact, many western data pro
tection acts, e.g., the EU Directive on Privacy and Electronic Communica
tions (EC, 2002), and the UN Declaration of Human Rights (UN, 1948), are
founded on these privacy requirements (Fischer Hübner, 2000). Moreover,
the principles of FIP are, among many things, useful when designing
codes of ethics of computer societies. However, in a survey of privacy and
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human rights (SM, 2002), voices have been raised to complete the FIP with
yet another principle. Since it is user information that is in focus, it should
be a right for users to be able to erase their own personal data from the
database in question. As it seems, however, the e commerce community
has up to this point paid little attention to this request.

In various legislative frameworks, privacy has been regarded as an
absolute human right (at least in the judicial sense). Although this has been
a somewhat productive approach, one insight that we have gained is that
this is not a sufficient view. Privacy rights are violated every day on the
Internet, and yet people continue to use it. In effect, privacy rights are
depending on the context in which they are violated, and to what extent
they happen. An explanation to this can perhaps be found in the dynamics
of the relation between the individual and the environment in which he/
she functions. Privacy, here conceived as a relationship, leads between dif
ferent spheres while the boundaries between those spheres move dynami
cally. Therefore, enforcing privacy is not only about setting rules and
enforcing them. It is also about the continual management of boundaries
between different spheres of action and degrees of disclosure within these
spheres. More discussions about legal frameworks and privacy can be
found in Chapter 3.

2.2.5 Privacy Invasive Software
In chapters 4 6 of this thesis, we look into two specific types of privacy
invasive software, i.e., adware and spyware, and their effects to privacy as
well as to Internet based information systems. In this section, we therefore
introduce the concept of privacy invasive software.

In Internet based information systems, there is a broad and wide rang
ing variety of privacy threats to consider (Garfinkel, 2001). Threats vary
from the systematic capture of everyday events, e.g., every purchase we
make is routinely recorded by shops, via mass marketing campaigns
based on the retrieval of personal information, e.g., spam offers and tele
marketing calls, to the distribution of lethal technologies used for, e.g., acts
of terror.

Today, software based privacy invasions occur in numerous aspects of
Internet usage. Spyware programs set to collect and distribute user infor
mation secretly install and execute on users’ work stations. Adware dis
plays advertisements and other commercial content often based upon
personal information retrieved by spyware programs. System monitors
record various actions on computer systems. Keyloggers record users’ key
strokes in order to monitor user behavior. Self replicating malware down
loads and spreads disorder in systems and networks. Data harvesting
software programmed to gather e mail addresses have become conven
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tional features of the Internet. Spam e mail messages fill networks and
computers with unsolicited commercial content. With those threats in
mind, we hereby define privacy invasive software as:

Privacy invasive software is a category of software that ignores
users’ right to be let alone.

In this context, ignoring users’ right to be let alone means that the soft
ware is unsolicited, and that it does not permit users for themselves to
determine when, how, and to what extent personally identifiable data is
gathered, stored or processed by the software. Also, a prominent charac
teristic is that privacy invasive software is distributed with a specific
intent, often of a commercial nature. Distributed means that it has entered
the computer systems of users from (often unknown) servers placed on
the Internet infrastructure. The assumption that the intent behind privacy
invasive software is of a commercial nature means that the software
(regardless of type or quality) is used as a tool in some sort of a commer
cial plan. Moreover, privacy invasive software negatively affects the user
in that it conveys unwanted effects and problems to the computer experi
ence of the user. In Chapter 4, we will look into some of the consequences
impaired by privacy invasive software.

The term privacy invasive software is motivated in that software types,
such as, adware and spyware are essentially often defined according to
their actions instead of their distribution mechanisms (as with malicious
software definitions15, which also rarely correspond to motives of, e.g.,
business and commerce). The overall intention with the concept of pri
vacy invasive software is consequently to convey the commercial aspect
of unwanted software contamination. The threats of such software does
not find its roots in totalitarianism, malice or political ideas, but rather in
the free market, advanced technology, and the unbridled exchange of elec
tronic information. As we see it, the term privacy invasive software is in
that sense a contribution to the research community. Moreover, a compar
ison between privacy invasive software and malware is provided in Sec
tion 2.3.4.

In the next section, we will discuss the other central concept, which also
permeates the second theme of this thesis, namely that of security. As will
be noticed, security and privacy sometimes overlap, which is why an
introduction also to that term is called for.

15.Malicious software, or malware, is defined and discussed in Section 2.3.4.
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2.3 Security
Security can roughly be described as the condition of being protected
against danger or loss. Security is therefore a concept similar to safety, but
the term security signifies not only that something is secure but also that it
has been secured. As such, security generally takes into account the possi
ble actions of active enemies or malicious sources attempting to cause
destruction to systems and resources. This implies the existence of an
(often external) enemy or attacker. The situation that this entails is asym
metric since the defender must cover all points of attack whereas the ene
mies simply have to identify a single weak point upon which to
concentrate their attacks. This is, as we see it, a fundamental dilemma in
security.

The term security is often given many meanings depending on its con
text and purpose, as well as the need for protection. Therefore, security is
often divided into different subtypes, such as, homeland security, financial
security, social security, physical security, etc. In this thesis, we investigate
one of those subtypes, namely information security. To do that properly,
we must also account for related security types, such as, computer security
and network security. Moreover, the analysis of information security calls
for a shift in perspective of stake holders from that of individuals (as was
mainly the case in the study of privacy) to that of enterprises. It is thus
within a corporate setting that information security aspects are studied in
this thesis. However, similarities and differences between the concepts
information security and privacy will also be discussed. Finally, other con
cepts related to privacy and security will be brought to attention in the sec
tions that hereafter follow.

2.3.1 Information Security
Information security is an increasingly high profile problem as hackers,
malicious actors, and rival competitors take advantage of the fact that
organizations are opening parts of their systems to employees, customers,
and other businesses via the Internet. Most organizations recognize the
critical role that ICT plays in supporting their business objectives, but
today’s highly connected ICT infrastructures exist in an environment,
which is increasingly hostile and conducive to frauds. Even though the pri
mary concern for ICT departments has become to manage security of
infrastructures, and the business value that those infrastructures deliver,
organizations are often unable to react to new security threats before their
business is impacted.

Among other things, new legislation that stems from privacy concerns,
financial obligations, and corporate governance is forcing organizations to
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manage their ICT infrastructures directly and effectively. Many govern
ment agencies and organizations that do business with them are required
by law to maintain a minimum level of security. Failures may put execu
tives and whole organizations at risk due to breaches in legal responsibili
ties. However, security issues are never black and white, and context
matters more than technology (Schneier, 2000). Thereby, the role of tech
nologies in overall security strategies differs depending on the security
objectives that have been defined.

Security in a computerized setting is not confined to computer systems,
networks and information in an electronic or machine readable form
alone. It applies to all aspects of safeguarding or protecting information or
data, in whatever form and format (Pfleeger and Pfleeger, 2007). A basic
approach to (information) security is that of security engineering. In this
context, the emphasis is not on the process of securing an asset, e.g., infor
mation, but on its condition, i.e., whether if it is secure or not. Here, secu
rity is defined as (Anderson, 2001):

A secure system is a system, which does exactly what is desired and
nothing that is unwanted, even when someone else tries to make it
behave differently.

Although, information security can also be regarded as a process and not
as a condition as indicated in the definition by Anderson (2001). There
fore, a more process oriented view marks the term information security to
be described as (Bishop, 2004):

Information security is the protection of information systems from
unauthorized access to or modification of information, whether in
storage, processing or transit, and from the denial of service to
authorized users or the provision of service to unauthorized users,
including measures necessary to detect, document and counter
such threats.

However, a perhaps more clear cut, and usable definition of information
security may simply be the process of protecting information from harm.
In that respect, information security has many aspects, e.g., confidential
ity, authentication, encryption, risk, etc., that should be managed in con
junction with one another. A conclusion is therefore that the better various
aspects fit together, the more efficiently and effectively information secu
rity will be managed within an organization.

The various guises of information security, e.g., computer and network
security, information systems security, etc. each has a different emphasis.
The common concern is the security of information in some form (elec
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tronic in these cases). Therefore, all can be viewed as subsets of informa
tion security. In this thesis, the focus is on the information aspect of
security, hence the choice of information security. However, there are (at
least) two other related types of security that must be mentioned. To clarify
these terms, we will provide the following interpretations starting with
computer security, which can be defined as (Gollmann, 2006):

Computer security is the process of creating a secure computing
platform, designed so that users or programmes cannot perform pro
hibited actions but can execute the actions for which they have per
mission.

Whereas the actions in question of computer security typically are opera
tions of data access, modification and deletion, network security includes
the provision for data integrity in transmission. Network security can thus
be defined as (Kurose and Ross, 2002):

Network security is the process of protecting networks and their ser
vices from unauthorized modification, destruction or disclosure and
provision of assurance that the network performs its critical func
tions correctly and that no harmful side effects will occur.

The terms information security, computer security, and network security
are frequently used interchangeably. The fields are interrelated and share
(to a varying degree) the common goals of protecting the confidentiality,
integrity, and availability of information. Some minor differences between
the three terms can, however, be observed. These differences lie primarily
in the approach to the subject, the methodologies used and the areas of
concentration (Bishop, 2004). Another significant difference is that these
terms (computer and network security) do not imply consent to the belief
that the information, which is held on the computerized systems, is most
certainly worth many times more than the computers, servers, systems,
and networks that it resides on. It is our apprehension that this aspect is
best captured by the term information security.

Information security is by no means strictly a technical topic even
though its technical aspects (firewalls, encryption, and the like) play a key
role (Schneier, 2000). Conversely, information security covers not just
information, but all infrastructures that facilitate its use: processes, sys
tems, services, technology, and so on. These, of course, include computers
and data networks. It is a central point that information security is neither
hermetic nor watertight nor perfectible. No one can ever eradicate all risk
of improper or capricious use of information. The level of information
security sought in any particular situation should be proportional to the
value of the information and the loss, financial or otherwise, that might
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accrue from improper use, such as, disclosure, degradation, and denial.
Schneier (2000) makes the point that information security is in essence
about risk management. We shall return to this topic later on, but let us
first explore the three key concepts that form the core principles of infor
mation security.

The CIA Triad
Three widely accepted elements (or services or concepts) of information
security make up the, so called, CIA triad. In brief, these concepts are usu
ally given the following meanings (Bishop, 2004; Gollmann, 2006):

• Confidentiality is the prevention of unauthorized disclosure of infor
mation. Confidentiality is related to the concept of privacy in that it is a
requisite for maintaining the privacy of the people whose personal
information that the organization holds.

• Integrity is the prevention of unauthorized modification of informa
tion.

• Availability is the prevention of unauthorized withholding of informa
tion or resources.

Figure 2.1 illustrates the relationship between these three concepts. A bal
anced combination of the three terms normally results in information con
trol, which suffices for security (Pfleeger and Pfleeger, 2007). A secure
Internet based information system is thus placed in the area marked with
an “S” in the figure. This, however, implies trade offs between the three
elements of the CIA triad. Moreover, other aspects might also be adopted
as elements of information security, for instance, Gollmann (2006) also
mentions authentication16, non repudiation17, and reliability18 to be rele
vant security services of computerized systems. Exactly which service to

Figure 2.1 The triad of information security (C is for
confidentiality, I for integrity, A for availability, and S for

security).

C

AI
S
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include in an information security strategy depends on the overall pur
pose, the risk factors involved, and the nature of the asset that requires
protection.

In forming a more comprehensive picture, the CIA triad is usually com
pleted with the two processes that describe the sequences of operations or
events that occur. Together, they facilitate the enforcement of information
security.

The Processes of Information Security
Gollmann (2006) identifies two principle processes for the execution of
computer security. As those processes are of a general nature, they are also
applicable to the practice of information security:

• Risk analysis: This is the process of defining what asset (in our case;
information) to protect, why, and to what extent it requires protection.
This topic will be expanded in more detail in the next section.

• Protection: This process involves choosing, implementing, maintaining
and evaluating the best possible means of protection. Typically, protec
tion is a process that includes three separate sub processes (Gollmann,
2006):

Prevention is a process where measures to prevent assets from being
damaged are taken. This means that an attack will fail. Prevention
usually involves implementation of mechanisms that users cannot
override, and that are trusted to be implemented in a correct, unal
terable way so that the attacker cannot defeat the mechanism by
changing it. Preventive mechanisms are often cumbersome, and
interfere with systems to the point that they can hinder normal use.

Detection is a process, which includes measures that allow for detec
tion of when an asset has been damaged, how it has been damaged,
and who or what has caused the damage. Detection mechanisms
accept an attack because the objective is to identify its launch and
report it. Typical detection mechanisms monitor various aspects of a
system, and search for information indicating an attack.

Response (or reaction) defines a process of two forms of which the
first one aims to stop an attack, and to assess and repair any damage
caused. This involves identification of, and overhauling the vulnera
bilities used by the attacker to enter the system. In the second form,

16.Authentication will be discussed in more detail in Chapter 7.
17.Non repudiation services provide unforgeable evidence that a specific

action has occurred (Gollmann, 2006).
18.Reliability ensures that a system will operate as intended (Gollmann, 2006).
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the system continues to function normally while an attack is under
way. This type of recovery is generally difficult to implement due to
computer system complexity. In summary, response processes deal
with taking measures that allow for recovery from damage to
assets.

As we have now studied the processes for enforcing information security,
it is now time to turn to the object for protection, namely the assets, or
rather, to the assessment of risks to assets. After all, security is about the
protection of assets. As further clarified by Schneier (2000), information
security is essentially a matter of risk management, and because this state
ment holds much relevance to the work documented here, we will now
scrutinize this topic in more detail.

2.3.2 Risk Management
Risk management can be described as an ongoing process designed to
evaluate the likelihood of an adverse event occurring, implement mea
sures to reduce the risk that such an event will occur, and ensure that the
organization can respond in such a way as to minimize the consequences
of the event (Slay and Koronios, 2006). Essential to risk management is the
identification, analysis, and evaluation of the significant risks to busi
nesses. This is the process of risk analysis. Before we look into that topic,
we will first investigate the concept of risk.

The Definitions of Risk
Risk has a rich history (cf. Bernstein (1998)), and as it has evolved over
time, from the ancient Greeks to our days, it has gained a wide spread sig
nificance to many areas within society. Some examples are health insur
ance industry, traffic planning, military operations, game theory, and
information security. Let us now look at the interpretations of risk within
the context of information security.

One common view of risk is that it is the “chance of loss” (Bernstein,
1998). However, the definitions of risk vary from setting to setting, and
many areas of engineering and business have developed their own disci
plines and terminology for risk and risk analysis. Some distinguish
between the perceived risk, which can be described as “the lay person’s
often very different anticipation of future events” (Adams, 2003) or the
objective risk described as “an action that leads to one of a set of possible
specific outcomes, each outcome occurring with a known probability”
(Luce and Raiffa, 1957). The latter view implies that there is probability
that an adverse event will occur, and that the probability of those specific
circumstances should be known. This is, however, hardly the case in a set
ting as complex as the one constituted by Internet based information sys
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tems, where the lack of accuracy in statistical data often is cited as a
deficiency of risk analysis (Pfleeger and Pfleeger, 2007).

It is possible to compile data on threat realization, but numerous num
bers and types of impacting factors, and their importance remain unclear
or insufficient. It is often said that there are too many uncontrollable
parameters available, while risks are changing by the day amid the con
stant emergence of new challenges (Cavusoglu, 2004; Zuccato, 2005). Even
though it is virtually impossible to predict the future of events on the Inter
net, risk analysis generally plays a vital role. It is often said that the process
of conducting a risk analysis in itself enables informed decision making
(Peltier, 2005).

In engineering, where quantitative approaches to the analysis of risk are
common, Gollmann (2006) suggests that the definition of risk can be
described as:

In this quantitative view, values are assigned to assets19, vulnerabilities20
and threats21. Normally, the values are collected from, e.g., finance and
probabilistic domains. Therefore, by assigning monetary values to assets
and probabilities to threats, the expected loss can be calculated.

Another basic approach of calculating risk exposure is to multiply the
projected cost of a security incident (often referred to as single loss expo
sure) with its estimated annual rate of occurrence (LeVeque, 2006). The
resulting figure is called the “Annual Loss Exposure” (ALE). Peltier (2005)
defines it accordingly:

The ALE takes the value of an asset and then uses the likelihood of a threat
occurring and calculates the annual loss exposure of that asset (Peltier,
2005). This approach has mainly been used by the insurance industry to
estimate the prize of insurance premium (LeVeque, 2006). Some risk man
agers claim its usability also in matters of information security (cf. Peltier
(2005) and LeVeque (2006)), although getting reliable probabilistic data has
proven to be a cumbersome task (Cavusoglu, 2004).

19.To an organization, an asset can broadly be described as “anything of
value” (Peltier, 2005). Examples include hardware, software, and informa
tion.

20.A vulnerability is a weakness of a system that could be accidentally or
intentionally exploited to damage assets (Gollmann, 2006).

21.A threat is an action performed by an adversary who tries to exploit vulner
abilities to damage assets (Gollmann, 2006).

Risk Assets Threats Vu eln rabilities=

ALE ValueOfAsset LikelihoodOfThreat=
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Both of these approaches can be characterized as quantitative. In quali
tative risk analysis, values are taken from domains that do not have an
underlying mathematical structure (Gollmann, 2006). Qualitative risk
could, for instance, be assessed based on rules that capture the consoli
dated advice of security experts (Peltier, 2005).

Since the focus is to explore the nature of risks to privacy and security
in Internet based information systems (rather than to define new risk
analysis methods), we find it generally sufficient to use risk synony
mously to hazard or threat (as is also suggested by Peltier (2005)). Even
though we extend this view and also include levels of severity, our fore
most objective is to explore what kinds of hazards there are, and what
effects they have to privacy and security. We thus regard risk in conform
ity with one commonly used definition within the information security
domain (Peltier, 2005):

Risk is someone or something that creates or suggests an expected
loss to individuals, institutions, and organizations.

A range of organizations need to work systematically on generating better
founded knowledge and awareness about the risks, vulnerabilities, and
threats they face in the digital world (Bernstein, 1998). On that basis, bet
ter informed decisions can be made. Let us now investigate how a risk
analysis process (as a means to enable informed decisions about the pro
tection of assets) can be executed.

Risk Analysis
A typical attack against an Internet based information system may consist
of a sequence of actions of which each exploits weak points in the system
until the attacker’s objectives have been achieved (LeVeque, 2006). To
assess the risk posed by such an attack, the amount of damage being
done, and the likelihood of the attack occurring must be evaluated. In
turn, the risk analysis will also depend on the current security configura
tion of the system under attack. To set the scene for the analysis of risk, let
us illustrate its purpose and role with the following quote by Bernstein
(1998):

Risk analysis is a process set to transform the perception of risk
from chance of loss into opportunity for gain, from fate and original
design to sophisticated, probability based forecasts of the future,
and from helplessness to choice.

As we have explained in Section 2.3.1, risk analysis is the process of defin
ing what asset to protect, and, more importantly, why. The objective of
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protective processes is to mitigate risks to acceptable levels, and thus not
necessarily to eliminate them (Peltier, 2005). Thereby, risk analysis is a tool
for preventing redundant expenditure, i.e., keeping expenditure on correc
tive measures at a sensible level. Risk analysis is a process for assuring effi
ciency and productivity in the security strategy, and for ensuring that
security requirements match the overall business objectives (LeVeque,
2006). Risk analysis can be undertaken in numerous contexts, at many lev
els, and with varying degrees of complexity and depth. It is thus a generic
concept that can be applied to alls sorts of situations, e.g., to explore the
actual need of a security investment (Peltier, 2005). Often, risk analysis is
corporate managers’ method for understanding and ensuring security.

On the application of risk analysis, many organizations conduct risk
assessment methods based on the Technical Report ISO/IEC TR 13335 3 of
1998, entitled Guidelines for the Management of ICT Security22, published
by the International Organization for Standardization, or derivatives
thereof. This report provides guidance on safeguards, taking into account
business needs and security concerns. It describes a process for the selec
tion and implementation of safeguards according to security risks and con
cerns, and the specific environment of the organization. One of the most
influential standards on information security management systems is BS
779923, which guides organizations on how to identify, manage, and mini
mize risks related to information systems. This standard has earned much
respect worldwide, and both national and international standards have
sprung from it. One of the reasons is the holistic perspective on informa
tion security matters that is attributed to it through its description of
organizational, economic, legal, and technical aspects. Moreover, in 2000,
BS 7799 became a global standard, ISO 1779924, that promotes recommen
dations to information security managers. ISO 17799 is intended to pro
vide a common basis for developing organizational security standards,
and effective security management practice and to provide confidence in
interorganizational dealings.

The standards have nevertheless been criticized for being too general,
too expensive, and overly focused on goals that need to be fulfilled instead
of methods for achieving them. Even though the criticisms may be par
tially justified, BS 7799, ISO 17799, and their offspring are valuable efforts
since they can be applied in any organization regardless of size, business
activity, or requirements. These standards may be regarded as risk driven
managerial tools fit for private, as well as public organizations on both
international and national levels. In the end, the results are increased risk

22.http://www.iso.org/iso/home.htm
23.http://www.bsi global.com/
24.http://www.iso 17799.com/
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awareness among decision makers and personnel, and a more thorough
level of security in organizations.

When it comes to the actual application of risk analysis, numerous
models, methods, tools, processes, and frameworks are available to
choose from. This abundance of options makes it a challenge to know
which tool or method to adopt. Selecting the right one depends on what
asset is going to be reviewed, and the context in which it is intended to
function (Peltier, 2005). Yet, even knowing all these factors in advance, it is
still a challenging task. Having an understanding of the nature of risk
analysis helps and often suffices for making the right choice. In most
(qualitative) risk analyses, the method more or less remains the same
(Peltier, 2005):

1. Identify the information asset to be reviewed.
2. Ascertain the threats, concerns or issues in respect of that asset.
3. Prioritize the risk to determine the vulnerability of the asset to the

threat.
4. Choose which corrective measures, controls, safeguards to implement

or accept the risk.
5. Monitor and assess the effectiveness of the measures, controls and

safeguards.
Risk analysis is one of the key processes for defining an appropriate secu
rity structure for a company or government organization. However, the
risk analysis in itself is not sufficient to decide which system to use
because other factors need to be considered, e.g., availability of security
measures, legal requirements, user friendliness, mobility needs, transac
tion volume, and so on. All these factors together affect the decision about
which solution to use.

The analysis of risks and threats will be explored in more detail in the
ensuing chapters, and in particular, in Chapter 12, where an example of a
conventional risk analysis tool is applied to a context of interorganiza
tional collaboration.

2.3.3 Security Enhancing Technologies
As in the case of privacy, information security can be enforced by technol
ogy, which we will refer to as “security enhancing technologies”. Even
though these are not new, we will now go through some examples of use
ful security enhancing technologies. Inspired by Gollmann (2006) and by
Pfleeger and Pfleeger (2007), a summary of the most relevant examples is
hereby provided:

• Firewalls can keep a network or a computer secure from intruders by
blocking out unwanted traffic. In principle, there are two categories of
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firewalls. We have already explained the first category (personal fire
walls), and the second type is the network layer firewall, which protects
a network. A network firewall functions as a packet filter by deciding
what packets will pass the firewall according to rules defined by the
administrator or proprietor.

• Intrusion detection systems are programs directed to detect intrusions,
and monitor activity in a network or a system. Generally, unwanted
manipulations are discovered mainly through the Internet. The manip
ulations may take the form of external attacks by malicious actors using
automated tools, e.g., rootkits25, to gain control over resources inside
system. An intrusion detection system can perform a variety of func
tions, for instance, monitoring users and system activity, recognizing
known attack patterns, and correcting system configuration errors.

• Anti malware software are computer programs that attempt to identify
and eliminate computer virus programs and other malicious software.
The most widely used form of anti malware tool is anti virus applica
tions, which typically use two different techniques to accomplish this:
(A.) examining or scanning files to look for known virus programs
matching definitions in a virus dictionary, and (B.) identifying suspi
cious behavior from any computer program, which might indicate
infection. Most commercial anti virus applications use both of these
approaches (with an emphasis on the first).

• Access control is a method of restricting access to resources, and it can
be applied to system resources, such as, information, services, and com
puters. It is usually composed of a number of different technologies, of
which the most important to mention are authentication, authorization,
digital signatures, and encryption.

As authentication and authorization, as well as digital signatures and
encryption will be brought up later on in this thesis (cf. chapters 7 and 10),
we will now leave the area of security enhancing technologies, and head
for the software and behaviors that they are supposed to protect against.

2.3.4 Hostile Behaviors
Wewill now examine three cases of hostile behaviors that security enhanc
ing technologies must guard against. Starting with the case of malware, we

25.A rootkit is a piece of malicious code that goes to great lengths not be dis
covered or, if discovered and removed; to re establish itself whenever pos
sible (Pfleeger and Pfleeger, 2007). We will discuss rootkits in more detail in
Chapter 6.



Privacy and Security

38

will thereafter discuss software based contamination that can impair pop
ular Internet based information systems and some of the malicious acts
that have become commonplace over the Internet.

Malicious Software
In Section 2.2.5, we have introduced a definition of privacy invasive soft
ware. Let us now look at its closest relative, namely malicious software, or
malware, which can be defined as (Skoudis, 2004; Szor, 2005):

Malware is a set of instructions that run on your computer and
make your system do something that an attacker wants it to do.

As a way to exemplify malware, we include three of the most common
types of malware. We begin with the term computer virus (Skoudis, 2004):

A virus is a self replicating piece of code that attaches itself to other
programs and usually requires human interaction to propagate.

Usually, a virus includes a payload, which can range from the non exis
tent via the harmless, e.g., displaying a message or playing a tune, to the
harmful, e.g., deleting or modifying files on the computer (Gollmann,
2006). Often, virus programs are designed with the intent to create harm
to a computer system.

The second type of malware is the computer worm. Although it is
closely related to, and therefore often mixed up with, the computer virus,
there exist some differences as illustrated in the following definition
(Skoudis, 2004):

A worm is a self replicating piece of code that spreads via networks
and usually does not require human interaction to propagate.

To clarify the main difference between the two programs; whereas the
virus infects a program by inserting itself into the program’s code, a worm
is a replicating but not infecting program (Gollmann, 2006).

The third type of malware is the Trojan horse, which (as we shall see
later on) shares some similarities with spyware in that both programs
promise one thing, but deliver another. A Trojan horse can be defined as
(Skoudis, 2004):

A Trojan horse is a program that appears to have some useful or
benign purpose, but really masks some hidden malicious function
ality.
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Note that all of the malware types are defined by their distribution mecha
nisms and not by their payload, purpose, or actions. Therefore, there can
be examples of malware types that could be argued to be ethically sound,
e.g., a white worm26, but illegal in terms of their spreading capabilities.
The term privacy invasive software is different to malware in that respect.
Privacy invasive software is motivated in that software types, such as,
adware and spyware are essentially often defined according to their
actions instead of their distribution mechanisms. Malware definitions, on
the other hand, thus do not correspond to motives of, e.g., business and
commerce. Although, as we will see in Chapter 6, typical malware applica
tions, such as, virus programs can, even though it is not acknowledged in
their definition, sometimes be used in commercial plans.

Contamination
Another way of viewing malicious and privacy invasive software is as con
taminants. This term is sometimes used by the anti malware software
industry to describe harmful software, often virulent programs and com
puter worms that pollutes systems and networks, and has a negative
impact to the experience of using Internet based information systems.
Contamination occurs when some user or users actively reduce or destroy
the value of belonging to a system out of malice or desire for gain (McAfee
and Oliveau, 2002). Thereby, privacy invasive software must also be
included under this heading.

This perspective allows us to see that contaminants create problems not
only to users with respect to, e.g., privacy intrusions, breaches in computer
security, network congestion, and monetary or other losses, but also to sys
tem owners and administrators in terms of unnecessary costs for mainte
nance and security. Contamination is therefore a situation that concerns all
stake holders of an Internet based information system.

There is a rich variety of software based objects and programs that can
be classified as contaminants. To improve the structure of this area, we dis
cuss several examples of contaminants and group them in three categories
based on their capabilities and impact to the user experience of Internet
based information systems. In this classification, we consequently include
both malware and privacy invasive software. These categories, as well as
other types and examples of unwanted software, e.g., rootkits and back
doors, system monitors, etc., are discussed in Chapter 6.

26.White, or ethical, worms fix problems by applying patches or hardening
configuration settings before a malicious worm can conquer a system
(Skoudis, 2004).
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Malicious Acts
As we have seen thus far, the digital world is an environment, which is
conducive to fraud and malicious acts as it provides anonymity, low
access barriers, and rapid exchange of resources from, e.g., malware pro
grams, and credit card numbers on a global basis (Tavani, 2007). This is
further worsened by the possibilities for automation of fraud on a larger
scale and transnationality that creates challenges for national preventive
resources in dealing with perpetrators (Caloyannides, 2003). Fraudsters
also benefit from the overall low security skills of ordinary Internet users,
the lack of appropriate security enhancing technologies, and from
increasing Internet connectivity from homes, such as, always on broad
band connections, that provide more opportunities for crime (Gollmann,
2006).

Some malicious acts are criminal and resemble traditional crime, but
new forms of crime are also evolving that are targeted to ICT infrastruc
tures, and to the properties and contents of information thereof. ICT and
electronic commerce are now becoming viewed as increasingly suscepti
ble to misuse, especially in the case of virus attacks, spyware infections,
and intrusion attempts (Gordon et al., 2006). Some other common exam
ples of cybercrime activities (where human capabilities are centrally
required) are (Gollmann, 2006; Pfleeger and Pfleeger, 2007):

• Phishing and spoofing: In phishing attacks, an unsuspecting user sub
mits sensitive information to a malicious system impersonating as a
trusted one. In spoofing attacks, an attacker pretends to be someone
else to gain a desired piece of information.

• Repudiation: This is when an attacker denies having performed an
action, such as, a purchase.

• Enterprise espionage: Espionage or spying is a practice of obtaining
information about an organization without the permission of the
holder of the information. If trade secrets are exposed, the result can be
that a company loses significant values. Also, an organization may face
penalties if it does not properly protect information, e.g., personal data
about individuals.

• Denial of service attacks: This is when an attacker is successful in pre
venting authorized access to a resource. As an example, an attacker
can launch a denial of service attack on an online shop and make it
unavailable to customers and employees.

• Social engineering: This is an ensemble of techniques used to manipu
late people into performing actions, such as, sharing confidential infor
mation.
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Although, these are but some of the many types of malicious software and
acts that are taking place over Internet based information systems today.
Having the ability to recognize, analyze, and evaluate the threats that these
forms of cybercrime convey is crucial to select the proper tools for enhanc
ing both privacy and security.

2.4 Privacy vs. Security
The concepts of privacy and security are not always easy to separate.
Although issues involving security and privacy often overlap, some
important distinctions are worth to mention.

Often, privacy concerns arise because online users fear losing control
over personal information that can be accessed by organizations (espe
cially businesses and government agencies), many of whom claim to have
some legitimate need for that information in order to make important deci
sions. Security concerns, on the contrary, typically arise because online
users worry that personal data or proprietary information (or both) could
be retrieved, and possibly altered by unauthorized individuals and organ
izations. Thus, privacy and security concerns can be thought of as two
sides of a single coin. People need personal privacy, and they wish to con
trol who has information about them, as well as how that information is
accessed by others. For this, security is needed.

Making sure that personal information stored in computers is secure, is
important in helping people manage their privacy (cf. data protection as
described in Section 2.2.2). In this sense, the perspectives of security seems
complimentary to those of privacy. However, there is a certain tension
between security and privacy in that the protection of system resources
and proprietary data are generally considered more critical than the pro
tection of personal information (Tavani, 2007). While anonymity tools help
to ensure the privacy of individuals interacting with the Internet based
information system, those tools also cause serious concerns for security
since anonymous behavior makes it difficult to identify security violators.
So, in some cases, there is a natural tension between security and privacy,
while at other times, the objectives of privacy and security, e.g., with
respect to confidentiality and integrity, can be the same. However, using
the term security synonymously with privacy is misleading. In privacy, the
main task is not to protect the data in itself; it is the task to protect the per
sonal sphere (or shadow) represented by the data and their relations asso
ciated with that person.

In the next section, we will discuss the context in which the concepts of
security and privacy are investigated.
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2.5 Internet Based Information Systems
Internet based information system is used as the context in which the con
cepts of privacy and security are studied. We will now account for our
view of Internet based information systems, as well as concepts related to
such systems.

2.5.1 On the Concept of Internet Based Information
Systems

Azuma (2002) uses the concept of Internet based information systems,
referred to as “WIBIS”27, to introduce an architecture for the application
of integrated software development support systems and operation sys
tems. He defines WIBIS as an information system that utilizes the Internet
as an important system environment. WIBIS is a human computer system
that consists of information server systems, communication network sys
tems, and personal work stations. End users, information content provid
ers, and system operation managers are involved as actors of WIBIS. Some
prominent characteristics of WIBIS are:

• Various people (actors) with various features are enrolled in the sys
tem taking various roles, such as, end users and information content
providers

• Each actor executes tasks to fulfill his/her role using a personal compu
ter via the Internet

• The WIBIS is a distributed system, and each actor executes tasks asyn
chronously, e.g., by using e mail and other electronic media

• Hardware and software of information server systems and personal
work stations change rapidly, and the WIBIS must adapt itself to these
changes automatically or with minimum efforts of the actors

• As information suppliers’ and end users’ needs change rapidly, infor
mation content should be updated accordingly

• The WIBIS faces issues regarding the management of an explosive
increase in information

It is concluded that developing, using and maintaining WIBIS, as well as
supporting their activities, highly depend upon humans, and their intel
lectual and creative capabilities.

27.WIBIS is an abbreviation for WWW and Internet Based Information Sys
tems.



Privacy and Security

43 

Detlor (2003) investigates various ways in which different Internet
based information systems are used by organizational participants. He
defines an Internet based information system to be a system to which
users turn for information to help resolve their problems. In this respect,
the use of Internet based information systems is specified as the whole
iterative cycle of information needs, seeking, and use applied to Internet
based information systems within the context of the information environ
ment of an individual or a firm. According to Detlor (2003), an Internet
based information system can occur on the world wide web, but it may
also occur in departmental intranet systems. Examples of tasks that users
use the Internet based information system for are:

• Search and browse for information.

• Perform transactions of various kinds.

• Download software, images, screen shots, etc.

• Post/share information.

Detlor (2003) presents a framework that outlines the use of Internet based
information systems as a dynamic cycle of information needs seeking use
activities in the context of a firm’s information environment. The results of
the study suggest that it is possible and valuable to identify Internet based
information system related scenarios in companies, since they can help to
identify ways to improve the situated use of Internet based information
systems that ameliorate the information cycle of firms. Even though his
work is within information behavior research, and consequently not
entirely relevant to this thesis, his interpretation of Internet based informa
tion systems has helped clarify a proper shaping of the concept.

Yang et al. (2007) explore the feasibility of applying an Internet based
information system to facilitate business alliance activities, especially for
small and medium sized enterprises, whose business performance is
highly dependent on their strategic alliance partnerships. They found that
communication and information sharing are the most appropriate activi
ties in business alliances for the application of an Internet based informa
tion system, and that the decision to adopt such a system is dependent on
the allied partners’ support, and the technological capabilities they pos
sess. However, the lack of trust in information system security is one of the
key factors that may hinder enterprises from applying the Internet based
information system to business alliance activities, they say. Most of the
work included in the second part of this thesis addresses issues related to
business partnerships of small and medium sized enterprises, as well as
the design and analysis of security and trust in Internet based information
systems.
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2.5.2 A Definition of Internet Based Information Systems
Inspired by the work of Azuma (2002), and by Yang et al. (2007), we
present the following definition of the concept of Internet based informa
tion systems:

An Internet based information system is a system that utilizes the
Internet as the communication infrastructure, and which includes
information, hardware, software and human actors.

The human actors are a very important component, and their behavior
within an Internet based information system is influenced by the goals,
values, and beliefs of individuals and groups, e.g., in the shape of compa
nies. The most precious commodity in an Internet based information sys
tem is the information itself. The structure of an Internet based
information system can sometimes promote selfish behaviors among
some of the actors since they are often served by hardware and software
without restrictions, governing restraints, punishments, etc. As some of
the general features of Internet based information systems are, e.g., dyna
micity, openness, diversity, anonymity, connectivity, and hostility, the
enforcement of privacy and security is a cumbersome and important task.

Some examples of Internet based information systems are file sharing
tools and virtual enterprises. We will return to those examples in the
ensuing chapters.

2.5.3 Related Concepts
The concept of Internet based information systems is not the only term
that we use when discussing the context of our research. We will now
briefly go through some of the related concepts, which are addressed fur
ther on in this thesis. The overall relationship between these concepts is
illustrated in the end of this section (in Figure 2.2).

Artificial Societies

Broadly, a collection of software entities interacting with each other for
some purpose, possibly in accordance with common rules or norms, may
be regarded as an artificial society (Davidsson, 2001). Similarly to a
human or an ecological society, members of the artificial society should be
allowed to coexist in a shared environment, and to follow their respective
goals in the presence of others. As a software entity typically acts on the
behalf of a person or an institution, e.g., a company, these entities can be
referred to as agents. Since the principles for artificial societies can be dis
cussed in general, thus covering all kinds and levels of autonomous soft
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ware processes, there is really no need to limit the discussion to software
agents. However, a broad range of literature on this topic has emerged,
which is why it is reasonable to discuss some of the views and capabilities
of software agents.

Commonly, agents are viewed as software based entities used for
autonomous execution, which have the ability to perform domain oriented
reasoning (Wooldridge, 2004). All the details about how this exactly
should be done are dependent on if and to what extent certain properties
are assigned to the agents. Russell and Norvig (1995) define an agent to be
“anything that can be viewed as perceiving its environment through sen
sors and acting upon that environment through effectors”. This view
depends on what is used as the environment, and on what is meant by
sensing and acting. If computational aspects are specifically addressed,
Wooldridge and Jennings (1995) state that an agent is “a computer system
that is situated in some environment, and that is capable of autonomous
action in its environment in order to meet its design objectives”. In general,
agents are ascribed some type of reasoning capacity ranging from the
almost negligent reactively reasoning type to a so called intelligent agent.
The reactive school (cf. Agre and Chapman (1987)) avoids symbolic repre
sentation as included by Rosenschein and Kaelbling (1986). This could be
compared to the deliberative school, which represents mental states, such
as, beliefs, desires and intentions of the agent are represented (cf. Rao and
Georgeff (1995)) and takes models from sociology and psychology (cf. Cas
telfranchi and Conte (1996)). When we discuss agents in the ensuing chap
ters, we generally mean this:

An intelligent agent is a software agent that is capable of autono
mous reasoning and that can act on the behalf of a user.

There are a number of associations used to refer to organizational struc
tures of software agents, e.g., teams, coalitions, virtual enterprises and
institutions (Davidsson and Johansson, 2006). Since a society may contain
any number of institutions, virtual enterprises, coalitions, teams and indi
vidual agents, the concept of society belongs to a higher organizational
level than these structures. Whereas a society often is neutral with respect
to collaboration and competition, coalitions are formed with the explicit
intent of cooperation. Similarly, a team is a group in which the agents have
a common goal. The main difference between a team and a virtual enter
prise or an institution is that the latter examples have a legal standing dis
tinct from that of individual agents.

To clarify artificial societies, Artikis and Pitt (2001) provide a characteri
zation that includes the following entities:

• a set of agents,
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• a set of constraints (as rules or norms) on the society,

• a communication language,

• a set of roles that the agents can play,

• a set of states of affairs that hold at each time at the society, and

• a set of owners (of the agent).

Central to this definition is the owner, since this entity, e.g., a human or a
company, has the power to decide which agents that are allowed to enter
the society, which roles they are allowed to occupy, what communication
language should be used, and what rules that governs interaction
(Davidsson, 2001). An artificial society corresponds to an Internet based
information system, but it is a more general and abstract concept. This
aspect is captured in Figure 2.2. Artificial societies are also discussed in
chapters 10 and 11.

Collaborative Networks
In Chapter 8 and onwards, we adopt the notion of collaborative networks
as a category of Internet based information systems. Collaborative net
works comprise a large variety of organizational forms, including virtual
enterprises, virtual organizations, supply chains, virtual laboratories,
breeding environments, etc. (Camarinha Matos and Afsarmanesh, 2005).
Unlike many other networks, collaboration is an intentional property of
collaborative networks. This property originates from the shared belief
that if the network nodes work together, they can achieve goals that
would not be possible or would have a higher cost if attempted by them
individually. The scientific discipline of collaborative networks is thus
intended for the following purpose (Camarinha Matos and Afsarmanesh,
2005):

Collaborative networks shall focus on the structure, behavior, and
evolving dynamics of networks of autonomous entities that collabo
rate to better achieve common or compatible goals.

During the last years, various manifestations or variants of collaborative
networks have emerged of which two of the most prominent types are vir
tual enterprises and virtual organizations (Camarinha Matos and Afsar
manesh, 2005). We discuss those terms together with the concept of
breeding environments in chapters 8 and 9.

The challenges within this area are mainly constituted by a will of com
panies to collaborate with each other without risking to lose control over
information, which can be exploited by rival competitors and malicious
sources. In this sense, there is a need for security oriented ICT support
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that promotes multi lateral and in depth collaboration, and at the same
time reduces risk and promotes trust amongst the collaborating parties.
These issues, as well as collaborative networks and the various subsets
thereof, e.g., virtual enterprises, breeding environments, etc., will be
addressed starting from Chapter 8. In Figure 2.2, the relationship between
the concepts that we use to describe the context in which our research is
performed.

The Information Ecosystem Perspective

One way of viewing a system, e.g., an Internet based information system
or an artificial society, is to regard it as an evolving information ecosystem
(cf. Carlsson (2001), and Nardi and O’Day (1999)). This view has its origin
in a biotic ecosystem with biological individuals. Information ecosystems
are often used to describe dynamic settings where humans interact with
information technologies, and where each setting is uniquely character
ized by the participating actors, environment and relationships (Nardi and
O’Day, 1999). Viewing an information system as an information ecosystem
is interesting because it captures the dynamics of the surrounding, which
in turn promotes evolutionary perspectives to the study of individuals and
objects of the system. Also, discussing aspects of privacy and security in

Artificial society

Internet based
information system

Collaborative
network

File sharing
network

Virtual
enterprise

Breeding
environment

...

...

...

Figure 2.2 The relationship between the concepts used to
describe the environment in which privacy and security are

investigated.
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such a context is interesting because information ecosystems are often
characterized by conflicting goals between the interacting individuals as a
result of a competition for limited resources (IST, 1999). Since an informa
tion ecosystem is able to adapt to changing conditions, can easily scale up
or down, and has an openness and universality, it corresponds to artificial
societies, Internet based information systems, and collaborative networks
with a high degree of openness, flexibility, stability and trustfulness. Thus,
each of the concepts depicted in Figure 2.2 can be viewed as an informa
tion ecosystem. In Chapter 6, where this perspective is applied to Internet
based information systems, we study aspects of privacy and security
related to the dynamics of information ecosystems.

2.6 Concluding Remarks
In this chapter, we have discussed the concepts of privacy and security in
Internet based information systems. Security and privacy are closely
related to each other, but they are also different from one another. While
security suggests that data, which has been collected, must be stored in a
secure manner, an analysis of personal privacy concerns may require that
related data should on no account be taken and saved.

Security is the ability to protect from harm. We have adopted the con
cept of information security because it captures a central aspect of ICT
infrastructures, namely that information, which is held on computerized
systems, is most certainly worth many times more than the computers
and networks that it resides on. Information security, which aims at serv
ing confidentiality, integrity, and availability of information, consists of
two principle processes: risk analysis and protection. We have discussed
these activities, as well as different kinds of threats of which malware and
privacy invasive software were given special attention.

Privacy is the right to be let alone. In Internet based information sys
tems, this means that users should have a choice whether or not to reveal
matters of a personal nature to other parties. With recent years’ develop
ment of spam messaging software, spyware technologies, and malware
programming, the users’ right to privacy is not respected, let alone
ensured. If this situation is not improved, there is a risk for the future
prosperity of the Internet, which we will see in the next chapters.

Since information relating to the identity of people and organizations is
an imperative part of the success for an Internet based information sys
tem, it is recommended that system owners, developers, and designers
carefully consider security and privacy enhancing methods for the stor
ing, processing, and transmission of sensitive information (whether
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related to a company or to a person). However, such knowledge does not
come easily, and a thorough analysis of the risks in Internet based informa
tion systems is consequently called for. With a challenge like that at hand,
the following chapters might become useful.
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C H A P T E R

3
Spam

In this chapter, we discuss how privacy is affected by unsolicited bulk e
mail sent with a commercial purpose (often referred to as “spam”). In our
studies, which were carried out in the summer of 2003, we examined the
extent and scope of spam distribution as a result of sharing personal infor
mation with Internet based companies. We found that, albeit most of the
investigated companies respected the users’ right to privacy, a small frac
tion generated a large amount of spam. This situation, adequately
described as the tragedy of the commons, is discussed from an economic,
ethical, and legislative point of view. Spam contaminating the Internet is a
problem that must be taken seriously. Establishing a common ground for
trust between buyers and sellers within e commerce, and improving laws
against spam distribution and those who send them are two possible
means for addressing it.

3.1 Introduction
The Internet becomes more and more indispensable to our society, and a
sound management of personal information is often recognized as criti
cally important in support of secure Internet based information systems.
With respect to the treatment of personal information, consumers gener
ally want their privacy to be protected, but businesses need reliable per
sonal information, and an access channel to reach consumers with their
offers. Undoubtedly, these demands must be satisfied to establish sound e
commerce. There is, however, a fine line between collecting personal infor
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mation to make customized offers that users or customers regard as use
ful information, and what is an invasion of personal privacy.

Today, many businesses aim to provide personalized offers to their cus
tomers, e.g., by using customer preference information and behavioral
information (Rust and Kannan, 2003). Various web sites can collect users’
browsing log, and due to, for example, cookies and adware, companies
can display personalized web pages for their customers and potential cus
tomers. These tailored services can certainly make life more convenient
for many customers, which is why it seems reasonable to allow a com
pany to provide such services. However, on the Internet, companies often
strive to collect as much information about consumers as possible (Sha
piro and Varian, 1999). This, of course, increases the risk of unintentional
or intentional infringement of consumers’ privacy. An abuse of consum
ers’ right to privacy can surely make them uneasy about sharing personal
information with companies, and conceivably also skeptical to the idea of
e commerce. In fact, privacy advocates often state that human activities
on the Internet will only prosper if the privacy rights of individuals are
balanced with the benefits associated with the flow of personal informa
tion (Garfinkel, 2001; Sterne and Priore, 2000).

There may be good reasons to allow companies to market their prod
ucts and services by e mail. Spamming, on the other hand, is commonly
regarded as the abuse of electronic messaging systems to mass distribute
unsolicited commercial messages. Contrary to what may sometimes be
the case with exposure to spam in ordinary mail, spam in e mailing is
generally undesired by the recipients (Goodman et al., 2007). While the
most widely recognized form of spam is e mail spam, the term may also
be applied to other media, for instance, instant messaging spam, spam in
blogs, mobile phone messaging spam, and internet forum spam. How
ever, the focus in this chapter is on e mail spam messaging.

Hereinafter, we discuss e mail as a tool for marketing, and explore how
the reception of spam affects users’ right to privacy. Empirical results on
the frequency and contents of spam e mail messages are presented, and
an exploration of the legal aspects related to spamming is also under
taken. In the end, we discuss how spam can impact the future of Internet
based information systems.

3.2 Defining Spam
The word spam as applied to e mail can be defined as “unsolicited bulk e
mail” (Spamhaus, 2007). “Unsolicited” means that the recipient has not
granted permission for the message to be sent to his/her address, whereas
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“bulk” means that the message is sent as part of a larger collection of mes
sages, all having substantively identical content. Reflecting upon this,
there are broadly two common usages of spam:
1. Mass e mailing campaigns by commercial web sites to recipients who

have not requested any contact.
2. E mail sent to intentionally annoy or harass the recipient, including

crashing his or her computer by overloading its e mail capacity.
We have focused on the first usage category, but we will return to the sec
ond in the discussions of spam as a gateway to cybercrime further ahead.

At the time of our investigations, spam was commonly defined as
“unsolicited commercial e mail” (cf. CDT (2003) and Fallows (2003)), but
since then; the commercial side of spam has been defused. As is pointed
out in the Spamhaus project (2007); spam is essentially an issue of consent,
and not of content. Whether the spam message is an advert, a scam, por
nography, a begging letter, or an offer of a free lunch, the content is irrele
vant – if the message was sent unsolicited and in bulk, then the message is
a spam. This distinction is important, they say, because legislators spend
vast amounts of time attempting to regulate the content of spam messages.
In doing so, they face free speech issues without realizing that the spam
issue is really about the delivery method. In fact, it may not be possible to
solve the problem of spamming, but Spamhaus (2007) says it may be more
manageable in this way. The delivery method is thus important to
acknowledge.

As spamming is a global problem, it would be beneficial if national leg
islatives were to be harmonized in their respective views on the spam
delivery method. For instance, legislation in the US typically promotes opt
out1 e mailing; whereas legislation in Europe supports opt in2 e mailing.
The author of this thesis supports opt in e mailing because this means that
the consumer agreed to receive the e mail. It is, in this way, better both for
the consumer, and for the company that sends the e mail because there is a
greater chance of buy in from the consumer when he/she has agreed to
receive the e mail message.

Moreover, the sending of unsolicited bulk e mail is banned by all Inter
net service providers (ISPs) worldwide, which may be an interesting

1. Opt out refers to the option whereby a consumer must actively chose to
prevent personally identifiable information from being used by a particular
web site or shared with third parties for, e.g., marketing purposes.

2. Opposite to opt out marketing, opt in refers to the option whereby a con
sumer agrees to receive promotional e mail messages from a particular web
site or third party actor.
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aspect to grasp considering the wide scope of spamming throughout the
Internet (Spamhaus, 2007).

3.3 The Scope of the Problem
Spamming is actually not a new phenomenon. The first spam message
was sent in 1978 to around 600 addresses. In 1994, the first large scale
unsolicited bulk message was sent to around 6000 newsgroups reaching
millions of people (Kelly, 2002). Since then, the amount of e mail messages
sent over the Internet has grown dramatically, but the volume of spam has
grown even more. Spam has increased from approximately 10% of overall
e mail volume in 1998 to as much as 80% today (Spamcop, 2007; Message
labs, 2007). Thereby, spam is creating a harsh burden on both ISPs, e mail
service providers (ESPs), and end users worldwide. Large e mail services,
e.g., Yahoo3, Microsoft’s Hotmail4 or Google’s Gmail5, may be exposed to
more than a billion spam messages per day. However, since 1998, consid
erable progress has also been made in stopping spam. Now, it is con
ceived that only a small amount of the spam messages actually reaches
users, although this figure has proved hard to estimate. Essentially all
ESPs and most e mail programs nowadays include spam filters that pro
tect the privacy of users. From the end user’s point of view, the problem is
stabilizing and spam is for most users a nuisance rather than a threat to
their use of e mail. However, when we conducted the surveys in 2003,
spam e mailing was a phenomenon that was mainly acknowledged by
users, network administrators and security engineers, and little effort was
thus far spent on remedying the problems and studying the effects of
spam.

Concluding, spam messaging is one of the most common forms of
inconvenience of Internet based information systems. The two primary
reasons for this is that it is economically viable (spammers have little or no
operating costs beyond the management of their mailing lists), and it is
difficult to hold senders accountable for their mass e mailing campaigns.
We shall return to these issues later on in this chapter.

3. http://www.yahoo.com/
4. http://www.hotmail.com/
5. http://www.gmail.com/
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3.4 Spam and the Right to Be Let Alone
Inspired by Warren and Brandeis (1890), privacy is, in the context of this
chapter, defined as “the right to be let alone”. Since this is a view that has
become widely accepted in society, it can be applied also to e mail based
information systems. Also, some spam messages appear to be customized,
i.e., based on the needs and interests of users. Spam e mailing has there
fore been implied to be preceded by the use of spyware software. Such
software secretly downloads to users’ computers and harvests data about
the user, which is sent back to marketing servers on the Internet. The result
is the receiving of, what appears to be, unsolicited, yet customized bulk e
mail.

In the event of such a scenario, it is important to discuss the require
ments concerning personal information about users from both sides. The
demands from consumers and businesses regarding e commerce based on
the customers’ personal information do not always fit well with them hav
ing the right to be let alone. Consumers generally want to be able to control
their privacy, and still get the best personalized services available (Otsuka
and Onozawa, 2001). Businesses, on the other hand, want reliable personal
information about customers, and also an access channel to bring the best
service possible to the appropriate consumer (Otsuka and Onozawa, 2001).
From this discussion, we can extract three requirements for sound market
ing in e commerce over Internet based information systems (Otsuka and
Onozawa, 2001):

1. Privacy control: Consumers should be provided with a means to
decide what, when, and for what purpose their personal information
is used.

2. Data reliability: Businesses should be provided with reliable consumer
information.

3. Consumer accessibility: Businesses should be provided with a means
to access targeted consumers directly.

As can be seen later in this chapter, these requirements are not fully met
when it comes to Internet based companies hitting users with their offers.
We will now explore some economic aspects of spam marketing.

3.5 e Mail Marketing
To grasp the full scope of spam, we have to understand e mail as a form of
marketing to improve business operations in the context of e commerce.
As an indication of the magnitude of e mail marketing, estimates make
valid that US companies alone spent $400 million on various forms of e
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mail marketing in 2006 (DMA, 2006). There is, apparently, much money in
the business of e mail messaging.

Marketers often claim that there is a sharp line that separates e mail
marketing from spam (Sterne and Priore, 2000). E mail marketing is usu
ally regarded as a form of direct marketing in which e mail is used as a
means of communicating commercial messages to customers and poten
tial customers (Sterne and Priore, 2000). In its broadest sense, every e mail
sent to a potential or current customer could be considered to be e mail
marketing. With that view in mind, there appears to be room for discuss
ing the sharpness of the line that divides e mail marketing from spam.
However, e mail marketers, such as, Sterne and Priore (2000), normally
agree that the opt in delivery form is an outstanding characteristic of e
mail marketing, whereas spam messages are of an unsolicited nature.
Thereby, spammers can be said to be in favor of the opt out form whereas
e mail marketers in preference of opt in e mailing. As a term, e mail mar
keting usually refers to:

• E mail messages that are sent with the purpose of enhancing the rela
tionship of a merchant with its current or old customers and to encour
age customer loyalty and repeat business.

• E mail messages that are distributed with the purpose of acquiring
new customers or convincing old ones to buy something new.

• The adding of advertisements in e mail messages sent by other compa
nies to their customers.

These aspects are commonly used to motivate the occurrence of e mail
marketing. However, the same can actually be said about e mail spam. It
is also sent to enhance relationship with intended customers, acquire new
customers, convince old ones to buy something new, or to add ads in mes
sages sent by other companies to their customers.

3.5.1 Basic Ideas of e Commerce
The marketplace of the Internet is often referred to as e commerce (Choi et
al., 1997). More specifically, it is the process of buying, selling, or exchang
ing products, services, and information via Internet based information
systems (Turban et al., 2002). In order to set the scene for the occurrence of
e mail marketing, a summary of the principle ideas behind e commerce is
in place. There can be a number of reasons explaining and motivating
commerce over the Internet, and although these are not new, some impor
tant aspects with respect to e mail messaging are (Choi et al., 1997; Kelly,
1998; Shapiro and Varian, 1999):
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• Availability and supply: In theory, Internet shops are not dependent of
time and place, and stay open 24 hours a day, every day of the week.
This also means that markets cease to be geographic and local, and are
instead global. Also, due to, for example reduction of costs for interme
diaries and premises, a broader selection of goods and services can be
offered than by way of a traditional physical store. However, this of
course implies that efficient means to inform the customers of the avail
ability and supply are needed.

• Reduction of intermediaries: Over the Internet, the product or service
can be offered directly to the customer. This reduces the number of
intermediates in the distribution chain, which results in a lower total
transaction cost, and a lower price than in a traditional physical store.
However, with the reduction of intermediaries come additional needs
for means to target customers directly with offers.

• Customer relationships: Based on the information collected about cus
tomers, e.g., by asking users to share personal information, it is possible
to tailor personalized information in a much larger range than with the
physical commerce medium. On the other hand, without the personal
contact with customers (as is the case with traditional commerce), other
forms for customer relationship management are needed.

As implied, one of the foundations of e commerce is customer informa
tion, and in principle the company that has access to the most information
about its customers, and potential customers is generally the most success
ful (Otsuka and Onozawa, 2001; Shapiro and Varian, 1999). This means
that e commerce companies normally put a great deal of effort in retriev
ing as much information as possible about their current and potential cus
tomers. There are essentially two ways for a company to get hold of
information about customers, either the customers freely share informa
tion about themselves to the companies, or the companies gather informa
tion about customers. Often, though, a combination of these two
approaches is used in that e commerce companies produce methods to
both receive and collect information about customers by, e.g., employing
spyware technology, which we will return to in the next chapter.

With respect to the three requirements for sound e commerce (see Sec
tion 3.4), there is, however, a bit of a problem. Since consumers generally
are more reluctant to share personal information with companies than
would be preferable to e commerce actors, companies often find them
selves forced to secure personal information by other means than with the
users’ informed consent. Thereby, as companies want reliable information
about customers, they sometimes ensure it without the informed consent
of the users, for instance, by utilizing spyware, tracking software, or other
types of data harvesting programs. Receiving large amounts of custom
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ized e mail offers may make users more and more careful with sharing
personal details, e.g., e mail addresses. In such a scenario, the conse
quences fall upon the serious companies, i.e., those that comply with
appropriate legislation and with the users’ right to privacy.

In order to ensure sound e commerce, both consumer privacy and busi
ness needs must be taken into account. On the requirements for sound e
commerce (see Section 3.4), the first requirement (privacy control) con
cerns the use and control of personal information. Not only should con
sumers be able to decide what, when, and for what purpose their personal
information is used, they should also be provided, by the company, with a
means to make such decisions. The second requirement, on the other
hand, is directed to the customer, and states that if the first requirement is
met, then the customers should provide companies with reliable con
sumer information. Regarding the third requirement, businesses should
get an access channel, e.g., as e mail messaging, to reach targeted con
sumers directly. Although some e companies might prefer to access cus
tomers in other ways than via e mail, marketing and preserving customer
relations by way of the e mail media is the most used form (Sterne and
Priore, 2000).

3.5.2 On the Economics of Spam
Spam distribution has increased dramatically over the last years. The
main argument explaining this growth can be ascribed to that spamming
is cheap. At least, this is true for the sending side, the costs to produce and
distribute spam e mail messages are typically nonsignificant. The situa
tion is, however, the reverse for the other stakeholders. For instance,
according to reports (cf. Messagelabs (2007), and Ferris (2005)), spam
impaired costs to ESPs and ISPs in the amounts of $50 billion globally in
2005. Of this, some $17 billion were lost by US businesses alone.

There are both direct and indirect costs of spamming that are borne by
the users. Direct costs are related to the spamming itself. Indirect costs are
those that are related to other crimes that usually accompany it, such as, e
mail harassment, malware infections, child pornography, phishing, and
deceptive marketing. The direct effects of spamming include the con
sumption of computer and network resources, as well as the cost in
human time and attention to handle these messages. Moreover, there are
the opportunity costs6 of those who forgo the use of spam afflicted sys
tems (Kraut et al., 2005).

6. An opportunity cost can be swiftly described as the cost of something in
terms of an opportunity foregone (Kraut et al., 2005).
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There are various cost models for analyzing spam messaging (cf. Kraut
et al. (2005)). One useful and general model is, however, to assign costs to
the production and distribution of digital information (Shapiro and Var
ian, 1999), which we will now apply to spam. As we see it, there are four
general and direct costs associated with spam e mail distribution.

• The first copy sunk cost is the cost for producing the first, original e
mail copy of the offer (Shapiro and Varian, 1999). This cost cannot be
recovered if the offer flops.

• The reproduction cost, or variable cost, refers to the cost of producing
an additional copy (Shapiro and Varian, 1999).

• The distribution cost refers to the cost of distributing a message from
the sender to the recipient (Shapiro and Varian, 1999). Being that the e
mail media is quick, technically available, and economically favorable.

• The transaction cost refers to the amount of money the sender might
have to pay to get hold of e mail addresses (for example, e mail lists or
software packages programmed to sniff e mail addresses).

Even though a spammer also must have access to both hardware and soft
ware readied for spam messaging, the costs for distributing spam are not
very significant. On the side of the users, the cost of receiving a single
spam is small, but the cost of receiving many spam messages can be con
siderable. Although users often do not pay per message or per minute fees,
spam are expensive in terms of time. Users may waste minutes or hours
transferring unwanted messages from their ISPs to their personal comput
ers, sorting through the messages, and deleting them.

Moreover, spam places a burden on ESPs and ISPs, requiring them to
spend time and money on implementing filters, responding to subscriber
complaints, and increasing their e mail system capacity more frequently
than would otherwise be necessary. Also, large amounts of spam e mail
messages will, in turn, lead to an increase in network load, and ultimately
traffic congestions over the Internet. In addition, ISPs are burdened by
spam not destined for their own subscribers, but relayed through their sys
tem by spammers who are attempting to hide the true origin of their mes
sages, which can imply security problems since malicious software may
also be included in those messages.

In summary, spamming is economically viable because advertisers have
no significant operating costs beyond the management of their mailing
lists. It has also proven difficult to hold senders accountable for their mass
messaging activities. Also, because the barriers to entry the spam market
are so low, spammers are countless and the portion of unsolicited e mail
messages has become substantial in today’s e mail traffic. The real costs of
spamming, such as, loss in productivity and frauds, are borne by the pub
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lic, and by the ESPs and the ISPs, which have been forced to add extra
capacity to cope with the consequences of spamming. This is one reason
to why spamming has been the subject of new legislation in many juris
dictions (see more in Section 3.7).

3.6 Empirical Studies on Spam
In order to investigate the occurrence and contents of spam messages, as
well as their impact on users’ right to privacy, we have conducted two
empirical studies. These studies were performed during the spring and
summer of 2003 in a controlled (university) laboratory. At the time of the
investigations, spam was a relatively unexplored phenomenon, which
had hitherto gained only limited space and attention in academia, media,
and industry. In contrast to the year of 2003, the understanding of spam,
its consequences, and countermeasures is more established today.

In the first study, we investigated the occurrence and contents of spam,
and, in the second, we explored the consequences of opting out of spam.

3.6.1 The Contents and the Occurrence of Spam
The first study addressed the amount and content of spam messages that
two fake e mail accounts received as a result of signing up to several pop
ular web sites. This study stretches nearly five months. In the study, 30
different well known, and frequently visited (and English speaking) web
sites were selected from around the world. The two e mail accounts, held
by two fictive users called Adam and Bill, represented average Internet
users from the US (Adam), and the EU (Bill) respectively. By providing
the targeted web sites with, no more than, the necessary information
required, such as, name, gender, age, and e mail address, our intention
was to examine if the supplied information was spread to third parties,
e.g., a spammer, and if it generated spam.

For each web site, Adam and Bill registered numbered e mail
addresses, i.e., adam1@ourdomain, adam2@ourdomain, etc., to clarify
which e mail address was added to which web site. By the second day of
the test, Adam got his first spam message and after that there was an
increase in the amount of spam received for the forthcoming two weeks.
Moreover, no spam filtering software, or the like, was used in the experi
ment.

Main Finding
The main finding is that during the five months of the studies, one of the
fictive users (Adam) received 833 spam messages from three out of 30
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web sources (see Figure 3.1). Bill, on the other hand, was spammed by only
two of those sources, and in a smaller amount (36 messages in total). Of
these three sources, one was consequently engaged in heavy spam activity,
whereas the other two sources also resulted in the reception of spam, but
to a smaller extent. Even though the contents of the spam varied, financial
offers were among the most common forms of e mail messages.

The Reception of Spam
The first spam source, which was characterized as heavy in comparison to
the other two, was a music web service7, from which Adam received 797
spam messages in total. Bill, on the other hand, did not receive any spam
from this source at all. The contents of the spam messages varied heavily,
and had nothing in common with the services provided by the music site.
The first spam that Adam received was an offer to sign up for a “Gold
credit card”, which was sent from a commercial advertiser8. The company
claimed that Adam had requested to receive special promotional messages
from their web site, but such a request was never made. Similar kinds of
claims occurred frequently in other spam messages. Also, some messages
indicated that Adam’s e mail address was passed to the spammer by an

7. http://www.music.com/
8. http://www.arbango.com/

Figure 3.1 An overview of the of the number of spam on a
daily basis.
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“alleged friend”. In some cases, Adam was greeted by his full name
(Adam Smith), though the e mail address did not reveal his last name.

Not only had the music site generated spam. In the end of May, spam
messages arrived in a scattered and sporadic manner to two of the other e
mail accounts. Here, both Adam and Bill received spam messages. The
offers originated from a casino site9, and a pornographic online shop10.
Also, these spam messages frequented Adam and Bill equally. In other
words, the sites made no distinction between a European and an Ameri
can user.

However, these spam messages differed somewhat from the case of the
music service since the contents of these messages could be correlated to
either pornography or gambling/casino offers. In relation to the spam
messages from music.com, there was also another difference. These spam
messages did not arrive in any great amount. For June there were three
spam messages per user account from the casino site, and the same
applied for July and August. Signing up to the pornographic online shop,
on the other hand, resulted in 18 spam messages for May, 21 for June and
six for July.

It is a question whether the messages received from the casino and the
pornographic companies were of an unsolicited nature or not. Assuredly,
Adam and Bill opted in to receiving news from those companies, but they
did not sign up for subscription to the types of offers and letters that they
received. Even if the contents of those spam messages could be connected
to gambling or pornography, they were not sent from the particular
sources that Adam and Bill had shared their personal details with. Also,
the fact that the spam messages were not that great in number, and due to
that the contents of those messages somewhat matched the offers of the
original sites, indicated that the addresses were not given to, or taken hold
of by, by external spammers (as was likely the situation in the case of the
music service). If so, spam messages would probably arrive in a far
greater number than they did. Also, with respect to the results from sign
ing up to the music service, the contents of those spam messages included
a broad variety of offers, and they were not related only to music. It is
therefore likely that this is a case of companies sharing user information
with their associated partners.

The Contents of Spam
In the spam analysis, we found that the contents of the spam messages
represented many types of companies and branches. Offers contained

9. http://www.onlinecasinoreports.com/
10.http://www.sex.com/
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everything from nutritional supplements to match making services, and
anti spam software. We therefore found no correlation between the con
tents of the received spam messages, and the original music newsletter
site. After analyzing contents of all spam messages, we classified them into
ten different categories depending on the offers in the spam (see the cate
gories in Table 3.1).

The categories that generated the most spam were “free offers”, and
“loans, credit card offers and financial services”. On third place was a cate
gory called “money making opportunities”, which contained various pro
posals for how to make money. Notably, we also got a lot of spam offers
that included “adult entertainment and match making services”, “direct
marketing services”, such as, how to buy spam lists and how to mass mar
ket offers, and “health care services and products”, such as, offers on how
to quit smoking, lose weight, and get a better life. We also received spam
messages that contained Iraq war propaganda of which one example was a
deck of playing cards called the “Iraqi most wanted”. The category entitled
“other products and services” included among many things travelling tips,
offers to bid on auctioned goods, and car selling advertisements.

A similar analysis of the contents of spam was made by Cranor and
LaMacchia (1998). Based on studies of 400 spam messages, they found that
“Money making opportunities” was the most common advertisement of
spam followed by a category, which included phone services, vacation
packages, nutritional supplements, weight loss products and online news

Table 3.1 Categories of spam derived from the studies.

Category No. of Spam Percentage
Free offers 157 19%
Loans, credit card offers and financial services 150 18%
Money making opportunities 96 12%
Other products and services 87 10%
Direct marketing services 83 10%
Adult entertainment and match making
services

78 9%

Health care services and products 66 8%
Computer/Internet services and office supply 62 7%
Winning opportunities and lotteries 41 5%
Education and study diplomas 8 1%
Iraq promotion 5 1%
Total amount of spam 833 100%
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letters. Also, advertisements concerning credit cards and loan offers could
be found here.

A conclusion that can be drawn from comparing the two analyses is
that although the category names and their shares do not entirely match
each other, roughly the same spam contents are represented independ
ently of each other in both surveys. Of course there are exceptions, such
as, e.g., that Iraqi war propaganda does not appear at all in the work of
Cranor and LaMacchia (1998), and that there did not occur any non com
mercial messages in our investigation. However, a mutual observation
appears to be that financially related advertisements are among the most
common contents of spam messages.

Spam Activity
In our study, most of the spamming took place during mid week, often on
Wednesdays and Thursdays. The average frequency of spam per day in
the first phase was 13 for April respectively 9.2 for May, whereas the
quote in the second phase was 3.1 spam messages per day for June, 2.4 for
July, and 1.4 for August. In other words, a weakening trend concerning
the spam traffic had taken place. Why this decrease occurred was difficult
to say. There was no indication that there was an ongoing global diminu
tion of spam messages over the Internet at that time. The most reasonable
explanation appeared to be that the decrease in spam was a result of that
the e mail addresses included in the study showed no signs of being
active. In other words, Adam’s and Bill’s reluctance to sign out from, reply,
or complain to the received spam might be reason enough for his address
to be neglected when spammers updated their spam lists. However, this
is probably an approach deployed by most people. Yet the amount of
spam continues to grow.

A Reservation
Making generalizations from this part of the survey is tricky. Only investi
gating 30 Internet based companies of all the companies that operate over
the Internet will not provide statistically reliable results. Our studies, and
the results thereof, should instead be regarded as indications on the level
and magnitude of spamming (in 2003). Therefore, no proper generaliza
tions can be drawn from our investigations, which must be validated with
larger datasets if this is to be possible. However, if our studies are viewed
as indications on the problem of spam, they show that spamming can, in
fact, occur as a result of freely sharing personal information. In Section
3.6.3, we will discuss other approaches to obtain personal information
usable to spam distributors.
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3.6.2 The Unsubscription of Spam
In the second study, we investigated if unsubscribing to spam e mail lists
generated new spam in return. By transporting the spam to a newly con
figured e mail account in a clean environment11, it was possible to exam
ine the impact of unsubscribing to spam, i.e., details concerning
discontinuation were specified. In all, spam messages from 219 unique
sources were investigated, of which 182 (or 83%) included information
about the sender, and how to unsubscribe. The key finding was that upon
the unsubscription of spam, we did not receive a single new spam in
return.

Cranor and LaMacchia (1998), who also made a similar spam analysis,
noted that 36% of the spam messages in their investigation contained
instructions for how to opt out of the mailing list. What perhaps revealed
the nature of these messages the most, they say, was the fact that less than
10% supplied name, postal address, phone number, and e mail address of
the sender (Cranor and LaMacchia, 1998). As is described in Article 13,
paragraph 4, of the EU Directive on Privacy and Electronic Communica
tions (EC, 2002), this is in violation to users’ right to privacy:

In any event, the practice of sending electronic mail for purposes of
direct marketing disguising or concealing the identity of the sender
on whose behalf the communication is made, or without a valid
address to which the recipient may send a request that such commu
nications cease, shall be prohibited.

According to our study, there has been an improvement in this respect.
From analyzing 400 spam messages, Cranor and LaMacchia (1998) found
that, 36% contained removal instructions, and only 10% revealed the iden
tity of the sender. In our survey, we found that 83% of the spam messages
contained sender information, i.e., revealed the identity of the sender, and
instructions for how to unsubscribe.

To conclude, a majority of the spam messages offered the recipient a
possibility to delete his or her e mail address from the spam list by using
opt out lists. It is, however, commonly known that the recipient should not
reply to the sender of the spam, or to sign any opt out lists. Then, the
spammer will know that the e mail address is active, and, possibly, spam it
even harder (Cranor and LaMacchia, 1998; Sterne and Priore, 2000; Spam

11.The environment consisted of computers that were rebooted and reconfig
ured in order to fit the experiment, i.e., they were ensured to be free from
spyware, data harvesting software, etc., that otherwise could be used by
spammers.
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haus, 2007). However, in our study we could not find such a correlation,
i.e., the unsubscription of spam did not result in any new spam in return.

3.6.3 An Additional Perspective
As we have explained, it may be problematic to draw general conclusions
from the results in our studies due to a limited sample and scope. So, in
order to provide a richer picture, we present additional perspectives on
the occurrence of spam.

In the summer of 2003, the Center for Democracy & Technology (CDT)
embarked on a project to attempt to determine the source of spam. CDT
set up hundreds of different e mail addresses, used them for the single
purpose of exploring the source of spam, and then waited six months to
see what kind of e mail messages those addresses were receiving. During
this time, 250 of their e mail addresses had received 10.000 e mail mes
sages of which nearly 9.000 were of an unsolicited and commercial nature,
i.e., spam (CDT, 2003). However, this study’s main contribution was not
the number of spam attracted, but the finding of the different ways that e
mail addresses were spammed. CDT’s view was that this mainly depends
on where, i.e., in what context, the e mail addresses harvested were used.
The report suggests that e mail addresses posted in clear text on public
web sites or in news groups attracted the most spam. They discovered
that spammers had software programs (which they referred to as robots
or spiders) that were programmed to search for those e mail addresses.

CDT also noted that companies, which offered users a choice about
receiving commercial e mail messages, respected the decision of the users
and accepted their request for privacy. Only a very small fraction of the
Internet sites, possibly those who did not protect the harvested e mail
addresses, resulted in spam activity. CDT’s conclusion was not that the
companies themselves leaked the information, but that spammers took
hold of addresses that were available in clear text, i.e., not adequately pro
tected, on the Internet (more specifically in forums and news groups). In
effect, 97% of the total amount of spam was received in this way (CDT,
2003). This view, however, does not apply for our study where Adam and
Bill freely shared their personal information with the companies in the
investigation.

In light of the CDT report (2003), the conclusion from our studies, i.e.,
that sharing personal information with Internet based companies ren
dered in spam activity from one out of every tenth businesses, might be a
representative indication on the magnitude of spam from Internet based
companies. The report by CDT (2003) argues that most Internet services
respect the privacy choices of the users and their right to be left alone.
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In our studies there can be two perspectives explaining how spammers
got hold of Adam’s e mail address and personal information. The first
argument, which is supported by the CDT survey, suggests that the spam
messages generated were not a result of commercial intent from the origi
nal music site, but one of poor security measures on their behalf. Being
reluctant to protect users’ personal information might have led to that a
spammer took hold of information about Adam. The consequence was that
Adam was spammed with 797 e mail messages containing offers of any
thing but music. The second argument has to do with the music service
provided by the company. Due to the nature of that service, it seems that
the site was merely a “fly paper” set up with one single purpose, namely
to attract the e mail addresses of gullible music consumers. The only serv
ice that the web site supplied was a newsletter arriving at arbitrary times.
Moreover, this service was for free, i.e., the site owners somehow had to
gain a return (user e mail addresses) on their investment (web site and
newsletter service). The user interface had the resemblance of a database
interface, and the URL12 was probably one of the first web address sugges
tions that users type into the address bar in search of music or music
related information on the Internet. Thus, music.com attracted users, and
in return of access to information about them they offered a music newslet
ter.

The empirical studies have shown that most companies respect privacy
even though they do not always provide users with a means to decide
what, when and for which purpose their personal information is being
used. However, sharing personal information with Internet companies
resulted in the reception of spam from one in ten of those businesses. Let
us now explore the legislative acts available on the topic of spam and pri
vacy to investigate if indeed e mail spamming is a crime.

3.7 Legal Aspects of Spam
Most privacy principles are generally formulated, and consequently prob
lematic to apply – at least without adjustment – to a narrow topic, such as,
spam distribution. However, in the EU Directive concerning the process
ing of personal data, and the protection of privacy in the electronic com
munications sector (EC, 2002), an entire article (Article 13) is devoted to
unsolicited communications and privacy. Using the results from the empir
ical studies, we will thus be able to investigate how the application of pri

12.URL is an abbreviation that stands for Uniform Resource Locator (Kurose
and Ross, 2002). The URL signifies an address of a resource on the Internet,
in this case http://www.music.com/.
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vacy principles is interpreted and followed (at least in 2003). Below, we
outline a discussion of that topic.

3.7.1 Permission Marketing
In the first paragraph of Article 13 of the EU Directive, it is stated that
unsolicited communications, such as, e mail with the purpose of direct
marketing may only be allowed in respect of subscribers who have given
their prior consent (EC, 2002). Any other form of e mailing is in violation
with European law. As previously mentioned, e mail marketers would
have us believe that a sharp line divides spam from e mail marketing.
Whereas solicited commercial e mail (or opt in) can be defined as a mes
sage that the customer asked for or agreed to receive, spam is unsolicited,
which means that the recipient never asked for it or consented to receive it
(Sterne and Priore, 2000). In their book e Mail Marketing (2000), Sterne and
Priore recommend e marketers (who want to appear as serious) to apply
nothing but opt in e mailing when distributing commercial e mail mes
sages. The economic incentive for this is motivated in that e mail mes
sages that users have agreed to receive hold a higher likeliness for buy in
power than the unsolicited messages.

The EU Directive only allows direct marketing when subscribers have
given their prior consent (EC, 2002). In the spam studies, such was the
case in one respect. There was consent to opt in to the music company,
and consequently also an acceptance to receive offers from that particular
company. On the other hand, there was no consent to have the e mail
addresses forwarded to other companies that thereafter redistributed
them to spammers. Notably, none of the (spam) messages received in the
studies were desired by our fictive users.

Given the discussion of e mail marketing (see Section 3.5), and the
spam studies, we can conclude that there are companies operating on the
Internet that do not respect the right to privacy of users (as outlined in the
Directive (EC, 2002), or in the Fair Information Practices13 (FIP, 1973)).
With respect to the EU Directive, it certainly only applies for companies
within the European Union. From that point of view, it is a question
whether in fact there was an intrusion in Adam’s right to privacy or not
since he was a (pretended) American citizen. However, he was sharing his
personal information from a Swedish location. Also, similar, but not iden
tical, directives exist for Canada and the US (cf. Rotenberg (2002), and the
Can Spam Act (2003)).

13.The FIPs have been discussed in Chapter 2.
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3.7.2 The Right to Be Let Alone
In the EU Directive, it is apparent that the notion of “the right to be let
alone” permeates all regulative texts. From this starting point, the Direc
tive aims at controlling how companies may collect personal information
about customers. For instance, the second paragraph of Article 13, states
that (EC, 2002):

[...] legal person may use these electronic contact details for direct
marketing of its own similar products or services provided that cus
tomers clearly and distinctly are given the opportunity to object,
free of charge and in an easy manner, to such use of electronic con
tact details when they are collected and on the occasion of each mes
sage in case the customer has not initially refused such use.

When it comes to using contact details for direct marketing purposes, it is
allowed only if it concerns the company’s own products or services, i.e., it
is not allowed to pass on personal information to partners, associates, etc.
The results from the spam studies, however, indicated something else. The
797 spam messages that were received contained a broad spectrum of
offers, such as, financial advertisements, adult entertainment, health care
products, etc., even though it was a music company that Adam shared his
personal details with. Of course, we cannot be certain that the music com
pany was actively contributing to the spamming of Adam’s address, how
ever, it was responsible for maintaining Adam’s personal information in a
secure manner, which obviously failed.

A second requirement, denoted in the Directive, was that customers
must be given the opportunity to object free at charge and in an easy man
ner, to the use of electronic contact details (EC, 2002). In the spam studies,
there were little chance to object to the use of the e mail addresses and
other personal information. In reality, this was no surprise, every day most
people receive several spam messages that they have not agreed to sub
scribe to. Should one try to object, a common effect is that the spammers
take the spammed e mail address off one list, just to put it onto another
(Spamhaus, 2007), although, we could not find such a correlation in our
surveys.

3.7.3 Controlling Spammers
As can be noted in the EU Directive, member states have an explicit
responsibility on the matter of spam. In the third paragraph of Article 13 it
is stated that (EC, 2002):
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Member states shall take appropriate measures to ensure that, free
of charge, unsolicited communications for purposes of direct mar
keting [...] are not allowed either without the consent of the sub
scribers concerned or in respect of subscribers who do not wish to
receive these communications, the choice between these options to
be determined by national legislation.

In this respect it is up to the member states to find, and take appropriate
measures towards spamming. On the other hand, as can be seen both in
our spam studies (see Section 3.6), and in the CDT survey (see Section
3.6.3), as well as in the spam analysis by Cranor and LaMacchia (1998),
this paragraph of the Directive had, by the year of 2003, not had any effect
on the Internet community. However, the EU Directive was at that time
quite new (established in 2002), and had perhaps not been around long
enough to be carried into effect. Also, a majority of the spam messages
originated from the US, and not from the EU.

3.8 The Effects on e Commerce
The studies have indicated that most companies do not send offers to con
sumers unless they have their permission to do so. Other research sub
stantiates that the e companies cease to send commercial messages when
being unsubscribed to (cf. Fallows (2003), Ferris (2005), and Goodman et
al. (2007)). Given this, the notion of the right to be let alone seems to be not
so far away. On the other hand, when Adam and Bill signed up to web
sites, some of those actions alone resulted in over 800 spam messages over
the following five months. The abundance of variation in content among
those messages could be enough to turn consumers reluctant to share e
mail addresses, and other personal information with companies and other
organizations.

In the spam studies, privacy policies for every visited site were col
lected for a later evaluation. From this point of view, the information col
lection was mentioned in the fine print of the privacy policy. The spam
lists generated were selective; an American address was included but not
a Swedish one. The spammessages received had general contents not con
nected to the original music site that resulted in the reception of spam.
There is a fine line between what users regard as useful information and
what is intrusion to personal privacy. One thought is that the more per
sonalized the offers are the more likely users are to regard them as pri
vacy invaders. If so, what happens when offers arrive to users in such an
extent that they are hardly able to distinguish personal messages, and
possibly serious offers, from all the messages. If the volume of unsolicited
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bulk e mail messages continues to grow without discrimination, there is a
risk for the long term prosperity of e commerce and e mail systems. Even
though the empirical results suggest that signing up for three Internet
services in thirty render in spam, this proportion might be enough to
inflict a negative effect on the e commerce society as a whole. Our view is
that this is a case of the tragedy of the commons.

If and when there is a conflict of interest between a single actor and the
whole community there is a tragedy of the commons14. This situation
describes a scenario where the costs caused by the actions of a selfish indi
vidual are shared by all participants, while the selfish individual gets all
benefits of the action (Hardin, 1968). As spammers violate the use of band
width, storing capacity and other communal resources, and since spam
messages do not pay their own costs, this is a tragedy of the commons.

As long as the costs for spam activities are distributed among the entire
Internet based information system there are no real incentives for a spam
mer to stop (and especially not considering that it is such a cheap form of
marketing). Albeit the investigations have shown that most of the web
sites in the investigations behaved well, and respected consumer privacy, a
small part generated a large amount of spam messages. This spam activity
may, in a negative way, influence users’ opinions about sharing e mail
addresses with e commerce companies.

In our case, if a single company benefits from contaminating the Inter
net with spam, this actor will do so independently of the consequences for
the whole system. Especially, considering that the costs for producing and
sending spam messages are low (as are the initial investments in hardware
and software), a spammer can send millions of messages a day with mini
mal work put into it. With such insignificant expenses, mass e mailers can
recoup their costs even if only a tiny fraction of the messages they send
result in purchases. Moreover, markets with high margins, and low entry
barriers tend to have no difficulty in attracting new actors.

The legislative control of spamming also occurs as a tragedy of the com
mons problem, when the benefit for any individual to break the rules
exceeds the legal punishment imposed by the community. This is charac
terized by the difficulties to control spammers. With respect to different
national legislative acts, and in combination with a judicial grey zone, this
aggravates the tragedy of the commons.

It seems reasonable to suspect that spamming can be a gateway to heav
ier cybercrime as it also can be used to harass people, and create denial of
service attacks on their e mail applications. Other forms of such activities

14.We shall return to the concept of tragedy of the commons in Chapter 6.
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are phishing, financial theft, identity theft, data and intellectual property
theft, malware infections, child pornography, fraud, and deceptive mar
keting. If actors realize that they can exploit Internet based information
systems without being caught or punished, the boundary between spam
and heavier cybercrime gets weakened. For this reason alone, spam is a
phenomenon that should be taken seriously.

3.9 Concluding Remarks
Ideally, consumers should be provided with a means to decide what,
when, and for which purpose their personal information is to be used by
companies. Without such a control of personal privacy, there is a risk that
consumers will be more and more reluctant to provide corporations with
reliable personal data. If this is to be the case, companies will most likely
try to get consumer data elsewhere, e.g., by using spyware programs, so
that they can continue to access consumers with their offers, e.g., via e
mail. Since all commerce is based on (some level of) mutual trust between
the buyer and the seller, there is a danger for the success of e commerce if
consumers feel that their personal information is being gathered and used
without their informed consent.

The empirical studies outlined in this chapter have shown that con
sumers do not have the means to decide how their information is used.
The surveys, however, indicate that most companies respect the privacy
rights of the consumers. Even though the companies themselves also
claim this for a fact, there is no way for consumers to validate this state
ment. One effort to strengthen consumer control in this respect is the EU
Directive (EC, 2002), but even though it is in effect, and in progress, it has
not yet had any sizeable effect to the occurrence of spam. Moreover,
spamming is a global problem not solvable by the EU or, e.g., the US
alone. Harmonization between countries and also between the opt in and
opt out delivery methods of e mailing are necessary to combat spam.

Albeit, the investigations have showed that most companies behave
well. No spam messages were generated after giving away personal infor
mation to commercial web sites, and no new spam were generated upon
unsubscription. The only exceptions, of which one was a music service
alone, generated a lot of spam each day. This is the tragedy of the com
mons.

Even though this chapter reports on research conducted in 2003, the
problems of spam appear to remain, and not only that; they appear to
actually have expanded in scope and magnitude since then. Today, esti
mations show that the amount of spam messaging tops 90 billion e mail
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messages per day. From both an e commerce, and an end user perspective,
spam contaminating Internet based information systems is something that
must be taken seriously. Establishing a common ground for trust between
buyers and sellers within e commerce, and improving laws against spam
messages, and those who send them are two possible means for address
ing the problem of spam.

Finally, spamming has been implied to be a gateway to cybercrime. As
such, spamming may lead to much more serious infractions, e.g., phishing
and identity theft, as well as the deployment of adware and spyware pro
grams. In the next chapter, we will look into those examples, and we will
see that they have a lot in common with e mail spamming.
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C H A P T E R

4
Spyware

Just like spam, the occurrence of adware and spyware programs affects
users’ right to be let alone. In contrast to spam, adware and spyware are
software programs that can act independently of the user, and thus do
more than simply displaying messages of various kinds. These functional
ities make adware and spyware programs more privacy invasive and thus
more dangerous to users of Internet based information systems, than the
spam messages discussed in the previous chapter. In two experiments,
which were performed in 2004, we investigated the occurrence of spyware
and adware in peer to peer based file sharing tools. We found that all of
the examined tools contained adware and spyware programs, and that
these were engaged in communication with several unknown servers over
the Internet. Although there was no exchange of files by way of the file
sharing applications, a significant amount of network traffic was generated
as a result of the enclosed adware and spyware programs. Among the
communication records retrieved from these programs, we discovered that
privacy invasive information, such as, data about the user and the com
puter, as well as Internet browsing history records were transmitted to
unknown third parties on the Internet. A conclusion was therefore that
adware and spyware programs not only create problems to user privacy,
but also to security and performance of Internet based information sys
tems.
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4.1 Introduction
In an increasingly networked world, where new technologies and infra
structures, from pervasive computing to mobile Internet, are being rap
idly introduced into the daily lives of ordinary users complexity is rising.
As a consequence, vulnerabilities, and uncertainties in Internet based
information systems are more eminent, and greater in number than ever
before. This makes a perfect situation for actors that want to exploit appli
cations and software by including hidden components that collect or dis
tribute a certain kind of information.

Over the last decade, the world has seen the introduction of peer to
peer (P2P) systems. P2P technology, which is an example of an Internet
based information system, provides several beneficial solutions like, e.g.,
file sharing, grid computing, web services, groupware, and instant mes
saging (Oram, 2001). Briefly, P2P refers to a technology, which enables two
peers or more to collaborate in a network of equals. Consequently, this is
done using information and communication systems that are not depend
ing on central control or coordination. P2P technology was first widely
deployed and popularized by file sharing applications, such as, Napster1,
KaZaa2, and DC++3, and instant messaging tools like MSN4 and ICQ5.
Since file sharing tools are used exclusively when connected to the Inter
net, users constitute a good foundation for online marketing companies to
display customized ads and offers for users. The displayed contents of
these offers are sometimes based on the retrieval of users’ personal infor
mation, which, as we have learned in the previous chapter, is an impor
tant component in any business strategy. To exploit the business value of
user information, adware (software that displays ads based on personal
information about users) and spyware (software that collects user infor
mation in the background without the consent of users) have become
commonplace in freeware applications intended for (primarily) the Win
dows operating system environment. Some prominent examples where
adware and spyware are found today are screensavers, toolbars, weather
forecasting programs, and file sharing tools.

Adware and spyware belong to a category of software, which we have
introduced in Chapter 2, and referred to as privacy invasive software.
Due to that this kind of software usually ignores users’ right to be let
alone, the rising occurrence of privacy invasive software may risk over

1. http://free.napster.com/
2. http://www.kazaa.com/us/index.htm
3. http://dcplusplus.sourceforge.net/
4. http://www.msn.com/
5. http://www.icq.com/
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throw the positive aspects of participating in Internet based information
systems, e.g., file sharing networks. Privacy invasive software is therefore
a problem that should be taken seriously.

Hereinafter, we examine the occurrence of adware and spyware in free
of use and popular P2P based file sharing applications. We also explore
the effects that such privacy invasive programs have on system capacity,
network bandwidth, usability, security, and user privacy in Internet based
information systems. Besides introducing results from empirical investiga
tions6, we also discuss the evolution of spyware programs, and reason
about some of their implications on communities in Internet based infor
mation systems. We, however, begin by clarifying the concepts of adware
and spyware.

4.2 Definitions
Previous work has suggested that malicious software, or malware, set to
collect and transmit user information, and to display ads and commercial
offers without the consent of users have been found bundled with file
sharing tools (McCardle, 2003; Townsend, 2003). Commonly, software that
performs such actions is broadly separated in two categories, namely
adware and spyware (Skoudis, 2006). Adware is consequently defined as:

Adware is a category of software that displays advertisements.

Spyware, on the other hand, goes further by tracking and reporting on
users’ web browsing, keystrokes or anything else that the author or dis
tributor of the software has some interest in knowing about the users. Spy
ware can therefore be defined as:

Spyware is a category of software that monitors and records user
activities, and that transmits the information collected to third par
ties.

In reality, this means that privacy invasive software can have both adware
and spyware components at the same time, but not all adware is spyware,
and most spyware is not easily detected by displaying ads (McCardle,
2003). Nowadays, there is seldom little point in separating adware from

6. Since the experiments were performed in 2004, the adware and spyware
scene has evolved. Some of the programs, applications, companies, argu
ments, etc., exemplified in this chapter may thus not entirely reflect the
reality of today.
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spyware; most adware programs are in fact equipped with surveillance
functionality (and vice versa). Hereinafter, we use the term spyware for
both adware and spyware unless we explicitly mean software that only
displays advertisements and offers.

In Chapter 2, we have introduced the category of privacy invasive soft
ware, in which adware and spyware are included as primary examples.
The intention with this category is to highlight the violations to users’
right to be let alone made by certain types of software. Whereas the speci
fication of malware may also (to some extent) fit the definition of privacy
invasive software, it rarely corresponds to motives of business and com
merce. Although, as we will see in Chapter 6, typical malware applica
tions, such as, virus programs, may sometimes be used in commercial
plans. Let us now begin with exploring the evolution of spyware.

4.3 The Evolution of Spyware
As explained by Sariou et al. (2004), “spyware exists because information
has value”. In the 1990s, commercial interests became aware of the poten
tial offered by the world wide web in terms of electronic commerce. Soon,
companies selling goods over the Internet emerged of which some
became major players, e.g., Dell7, Amazon8, and eBay9. During the follow
ing years, personal computers and broadband connections became more
and more commonplace in homes and in companies. It was not long until
the Internet market spanned hundreds of millions of dollars. This new
environment brought on fierce competition among rival enterprises.
Among many things, the toughened competition forced companies to
realize that information about clientele and competition has value – espe
cially in terms of marketing.

At the same time, tools and techniques for gathering information about
clientele and competition used in marketing, sales, and customer support
emerged. Some of those techniques resembled the characteristics of mal
ware, but were not destructive in the same sense that, e.g., worms or viru
lent programs could be. For instance, different kinds of software capable
of displaying ads soon appeared on the scene.

The Internet emerged as a global notice board where e commerce com
panies could market their products through online advertising. Behind
the development of ad supporting software were advertisers and market
ers that realized that the Internet had incomparable potential as a global

7. http://www.dell.com/
8. http://www.amazon.com/
9. http://www.ebay.com/
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billboard, and that the cost for providing this was relatively low (Shapiro
and Varian, 1999).

In the beginning of the era of e commerce, advertisers distributed offers
and ads in a broadcast manner, i.e., the commercial messages were not cus
tomized according to the users’ different interests. Some of the ads were
served directly on web sites as banner ads, but dedicated programs, called
adware, soon emerged. At that time, adware programs were set to display
ads through pop up windows without depending on Internet access. At
least this was the case until marketers noted three separate trends that
pushed the development of adware into a new direction (Sterne and Pri
ore, 2000; Townsend, 2003):

• Standard banner ads on the Internet were not delivering as well as
expected (1% click through was generally considered good).

• Targeted Internet advertising performed much better.

• While office hours were dead time for traditional advertising (radio,
TV, etc.) many analyses showed a surprisingly high degree of personal
Internet usage during that time of day.

In search for more effective advertising strategies, companies discovered
the potential in ads that were targeted to the users’ interests, and for the
marketing of products and services. What was required was a method for
collecting user information, matching it to the offers, and then targeting
the users with ads that were customized according to the harvested infor
mation. As a result, surveillance functionality was added to the adware
programs. Once the adware was monitoring users’ Internet usage and
sending details about that back to the original advertiser, ads more suited
to the users’ preferences were sent to the users in return. The addition of
monitoring functionality turned adware into spyware, and the means to
mass target customized advertising to users accelerated. The information
collected by spyware were used as a basis for constructing user profiles,
which even could include sensitive information, such as, contact details
and personal interests. In reality, the data collected by the spyware was
sent back to the marketing company resulting in display of specific adver
tisements, pop up ads, and the installation of toolbars showed when users
visited specific web sites.

The introduction of online advertisements also opened a new way to
fund software development. By making the software display ads and
offers to its users, the developer could offer their programs “free of
charge” since the costs could be covered by the advertising agencies. The
idea was that if a software developer could receive revenue from advertis
ers, it was possible to make the software available for free. The developer
was paid (although not necessarily in monetary terms), and the user got
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free software. Then, the developer could provide two versions of the soft
ware, one for which the user had to pay a fee in order to receive and one
version that was freeware supported by advertising revenues. However,
as pointed out by Boldt (2007), users did not understand the difference
between “free of charge” and a “free gift”. Whereas the latter is given
without any expectations of future compensation, something provided
“free of charge” expects a return. To the users, this appeared as if they
could get the software for free, but when they became aware of the effects
that the included advertising components had on their computers, they
soon realized that the software was in fact not a free gift.

Since the release of spyware, the usual method for such a program has
been to run secretly in the background of the users’ computers (McCardle,
2003). The reason for this concealment is commonly argued as that it
would hardly be acceptable if, e.g., free file sharing software kept stop
ping to ask the user if he or she was ready to fetch a new banner or a pop
up window (Townsend, 2003). Then, users would renounce such pro
cesses resulting in that companies would be left without an access channel
to the personal information of users. The lack of access to user informa
tion would then mean a loss in competitive strength for the companies.
Moreover, users would be forced to pay to receive the software. Such a sit
uation was not desired by the marketing companies, the client/server rou
tine of spyware is still executed in the background to hide its existence
from the users. Although, some users would perhaps have accepted to
communicate their browsing habits because of the positive feedback in
terms of, e.g., receiving offers that match their current interests. The basic
problem was, however, that users were not properly informed about the
occurrence or the extent of such surveillance activity, and hence were not
given a chance to decide about installation or not. As advertisements
became targeted, the borders between adware and spyware started to dis
solve. This resulted in a union of these two functionalities into a single cat
egory of programs that both monitored users and delivered ads.

As advertisers became more and more aware of the value of user infor
mation, the chase for more efficient data harvesting methods escalated. As
an effect, the development of spyware accelerated, but without any partic
ular care for the users. Spyware developers were accused of not only
invading people’s right to privacy, but also of neglecting to care for the
general software quality attributes, such as, robustness, performance, etc.,
in the development process (Fox, 2005). This lead to that users experi
enced more and more problems related to spyware of which some exam
ples were application crashes, increasing slowness in the computing
capacity, changes in application settings, etc. At the same time, the flood
ing of targeted spam messages, pop up ads, banners, etc., continued to
grow.
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Spyware related problems lead to the introduction of countermeasures
known as anti spyware tools, which supported users in cleaning their
computers from spyware and adware. These applications were, however,
not very effective as they were often designed in the same way as anti
virus applications, i.e., they could only identify a spyware that was already
known. Another reason was that spyware programs were bundled with
applications that the users freely agreed to download and install on their
computers. The fact that spyware programs were (indirectly) authorized
by the users during the installation process of the host software package,
e.g., a file sharing tool, made them consequently inherently difficult to
combat (Webroot, 2006). Thereby, the main difference to malware is (still to
this day) that spyware, which piggybacks on software desired by the user,
must be considered as legal. Moreover, there are other factors that affect
the anti virus and anti spyware applications’ ability to remove spyware.
For instance, some spyware programs use more complex and advanced
obfuscation procedures like runtime encryption and compressed algo
rithms (Webroot, 2006). So, sophistication in terms of software design and
legality in terms of user acceptance are two aspects that severely influence
the fight against spyware.

Up to today, the evolution of spyware has brought forth new spyware
programs and anti spyware applications in a steady stream. As spyware
exists because information has value there is really no way to predict an
end to this development other than that it will surely progress as long as it
brings value to the distributors. Besides the (technical) problems of sepa
rating and removing spyware from their host applications, there is also
another, and perhaps more profound problem. A definition of spyware
that can be agreed on by both software, (e.g., an anti spyware application),
users (e.g., when deciding about the installation of host software), compa
nies, and legislators is still missing (Boldt, 2007). This naturally put restric
tions on the possibilities of finding effective countermeasures.

A pragmatic conclusion is that as companies continue to exploit the
business value of user information, users have to learn how to cope with
the threat of privacy invasive software, and their consequences.

4.3.1 Spyware Research
Even though spyware programming is a relatively new computing area, a
rich and broad variety of spyware programs is available on the Internet
today. Due to exposure in media, and in various Internet forums, etc.,
many people are probably aware of the existence of spyware even though
they are not familiar with all details of such software. It seems that the
research community so far has spent little effort on combating and under
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standing the nature and extent of the spyware problem although there
have been some research attempts, which we will now summarize.

Moshchuk et al. (2006), and Sariou and Gribble (2004) introduce meth
ods for measuring spyware activity in heavily trafficked Internet based
networks. Other initiatives explore the purposes behind spyware, as well
as its commercial impact (cf. McFedries (2005), and Zhang (2005)). Fox
(2005) investigates how user behavior is affected by the occurrence of spy
ware in home and work computers. Robertson (2002) classifies five major
classes of spyware, and investigates how these classes affect computer
usage. Numerous white papers, technical reports, surveys, etc., on various
aspects of spyware are available (cf. Good et al. (2006), McCardle (2003),
and Townsend (2003)). McCardle (2003) presents an in depth analysis of
spyware capabilities, and discusses various technical means of protecting
operating systems. Townsend (2003) elaborates on how applications
infected by spyware may violate corporate security policies and other
management procedures. Good et al. (2006) investigate the fact that users
agree to accept spyware as part of a software bundle as a cost associated
with gaining the functionality they desire, and demonstrate that interface
design can be a significant factor in eliciting informed consent to software
installation. Notably, very few initiatives on spyware countermeasures
exist, although some that have been outlined include, e.g., anti virus tech
niques (cf. Townsend (2003)) or user participation (cf. Boldt and Carlsson
(2006)). Our work on privacy invasive software is to be regarded as an
additional effort in this respect, and, in the next chapter, we introduce an
automated tool for spyware prevention.

While the interest from academia recently has begun to grow, most net
work practitioners and industry experts have long agreed that spyware is
a real problem, which impairs negative and costly consequences to both
networks and computers. This view is supported in the rich selection of
spyware statistics, of which some examples worthy to mention are:

• As early as in 2003, the Emerging Internet Threats Survey reported
that spyware was one of the most feared threats on the Internet (Web
sense, 2003). In their study, one out of three companies indicated that
they had detected spyware on their systems. Of the companies sur
veyed, 60% considered spyware to be a growing and future threat, and
70% acknowledged that file sharing applications used over P2P net
works were creating open doors into the ICT systems of their organiza
tions. Components within these applications were frequently found to
evade both firewalls and anti virus defenses.

• A study by a major ISP reports on the occurrence of spyware on more
than 1 million computers connected to the Internet (Earthlink, 2005). A
total number of 33 million instances of tracking cookies, spyware, and
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other unwanted software was detected on the computers in their study.
Trojan horses and system monitors accumulated almost 600,000
instances whereas the remaining were classified as adware and adware
cookies. The average instance of spyware per scanned computer was
24. If excluding cookies (which cannot really be considered as spy
ware), there was an average of 7.2 spyware infections per machine. The
report also released the finding that out of 4,294 Internet sites scanned,
a total of almost 90,000 pages thereof contained functionality in support
of spyware injections.

• In another more recent report, spy auditing software was run on over
20,000 personal computers in 71 countries (Webroot, 2006). Despite the
publicity about the dangers of spyware, infection rates were claimed to
be on the rise. Their report indicates that 89% of consumer computers
are infected with spyware whereas the average amount of spyware
instances found on enterprise computers worldwide was significantly
lower, 20 per 1,000 scanned computers. Overall, more than 67% of the
spyware exploits originate from the US, followed by Germany with 7%,
and the United Kingdom with just over 6%. In their conclusions, they
warn users that spyware programs, which can impair really costly con
sequences in terms of emptying savings accounts, stealing identities,
and damaging the computer are on the rise. Moreover, the study claims
to see no sign of diminution to the threat of spyware.

• Just like virulent programs, there are many different kinds and
instances of spyware. For instance, one of the leading anti spyware
tools, PestPatrol10, had a record of over 2,700 different spyware pro
grams published on their web site11 by mid 2007.

There can of course be many other perspectives on the spyware situation.
We are, however, satisfied with the insight that spyware is a problem that
deserves to be taken seriously. To shed further light on the scope and range
of spyware, we will now describe some of its most common capabilities.

4.3.2 Spyware Capabilities
Personal information is secretly recorded with a variety of techniques
including logging keystrokes, recording web browsing history, and scan
ning documents on the computer’s hard disk. Purposes range from crimi
nal intent (theft of passwords and financial details) to the merely annoying
(recording of Internet search history for targeted advertising while con
suming computer resources). More malicious versions of spyware attempt

10.http://www.pestpatrol.com/
11.http://www.ca.com/us/securityadvisor/pest/stats/pestchangedetails.aspx
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to intercept passwords or credit card numbers as a user enters them into a
web form or some other application. In reality, spyware programs run
constantly even when their host program, e.g., a file sharing or a screen
saver application, has been terminated. Below, a sample of different kinds
of spyware functionality is outlined (Skoudis, 2004; Skoudis, 2006).

• Collecting large numbers of users’ surfing statistics for aggregation in
order to enable customized ads. By looking at correlated statistics of
users’ browsing activities, advertisers can customize their ads for spe
cific consumer types, and place them on the most popular web sites to
attract the attention from customers.

• Gathering individual users’ surfing habits in order to determine the
personal interests of a particular consumer. Ads customized according
to this information are then redistributed to the consumer.

• Pulling personally identifiable information about a user, which can
have the potential to lead to identity theft. In its most benign form, this
kind of activity lets advertisers know, e.g., the phone number and
address of users. The more malicious versions allow fraudsters to
impersonate the user to buy items, and possibly impair large financial
posts to the victim’s credit bill.

• Injecting customized ads into the surfing experience of users by, for
instance, inserting banner ads into a web browser. A result may be that
no matter what web sites the users visits, the locally served banner ads
will appear.

• Customizing local web searches so that the users get the search results
that the advertiser wishes. The user may never notice that the search
results have been manipulated, but instead think that they all came
from a (trusted) search engine.

• Inserting pop up ads to make sure that the user sees the advertise
ment.

• Recording keystrokes from the user in order to send them to a mali
cious source. Stealing sensitive information, such as, account numbers,
credit card details, and passwords belongs to the most aggressive and
malicious forms of spyware.

Sometimes, the capabilities of a spyware program are interfused with its
distribution mechanism (Skoudis, 2006). Therefore, we will now discuss
the different ways for a spyware to spread.
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4.3.3 Spyware Distribution
The most common method for spyware propagation is by way of the users
as they are the ones that are lured into installing the host software. File
sharing applications were among the first types of software that included
spyware functionality (Skoudis, 2006). Other examples are add on search
bars for popular web browsers, computer games, animated mouse cursors,
screen savers, and sometimes the spyware in itself is disguised as an anti
spyware program. Inspired by Boldt (2007), we will now discuss four
methods used to distribute spyware:

• Bundling: This means that spyware is packaged together with software
that users are enticed to download and install. One example is file shar
ing clients.

• Tricking: Here, various tricks are used to deceive a user to manipulate
security features that are designed to protect the user’s computer from
undesired installations. Web browsers do not typically allow software
to be directly installed from remote web sites unless the user initiates
the process by clicking on a link. Therefore, tricking may be used to
convince a gullible user to initiate a spyware installation process.

• Drive by downloads: This is a form that comprises deceitful messages
to manipulate a user to accept the downloading of spyware. Thereby, a
drive by download typically takes place without the knowledge of a
user. An example is a dialogue box, which is triggered by security vul
nerabilities in a web browser, and appears on a user’s screen with a
message saying “Do you want to remove a new spyware threat that has
been detected on your computer?”. Often, the dialogue box includes
two links that are disguised as buttons, reading “Yes” and “No”.
Despite which of the buttons the user presses, the drive by download is
initiated.

• Self updating services: The host of spyware, or the spyware itself, may
have the ability to self update, or automatically download new ver
sions of the software to an infected computer. This means that spyware
vendors can distribute new spyware functionality in an infected com
puter over time.

Of these methods for spyware distribution, we have, in the experiments,
focused on bundling. Including spyware with otherwise useful software is
possible mainly due to a legal grey area, which we now will explore in
more detail.
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4.3.4 A Legal Grey Area
A more or less legal grey area is exploited by the spyware distributors,
since they in most program licenses specify that information may be gath
ered for various corporate purposes. The usual model is to collect more
information than have been asked for (Townsend, 2003). In theory, there
would be nothing wrong with spyware running in the background pro
vided that the users know that it is happening, what data is being trans
mitted, and that they have agreed to the process as part of the conditions
for obtaining the freeware, i.e., authorized that the program can be
installed. However, in reality most users are unaware of that they have
software on their computers that tracks and reports on their computer
habits and usage to third parties on the Internet. Furthermore, informa
tion that is sent from the spyware to Internet servers may be encrypted,
which makes it virtually impossible for an ordinary user to control the
content of that information. Even though details about such activities may
sometimes be included in end user license agreements of the original soft
ware applications, the few users that actually read those terms of usage
often have difficulties to interpret and understand them (Boldt, 2007;
Townsend, 2003). The result is that most users do not really know what
they have agreed to in terms of software installation, and thus have to rely
on the benevolence and credibility of the software vendor. Of course,
should users choose not to accept the end user license agreements, the
applications become unavailable to them. We will return to the topic of
spyware and end user license agreements in the next chapter.

The success story behind spyware can be explained partly in that some
of today’s desktop operating systems make spyware simple to install, and
partly in that the spyware distributors exploit the gullibility of users (Sar
iou et al., 2004). Many instances of spyware have the ability to self update
or automatically download new versions of themselves to the local host.
Self updating capabilities allow spyware authors to introduce new func
tionalities into the spyware over time, but it may also be used to evade
anti spyware tools by avoiding specific signatures contained within the
signature databases using polymorphic techniques.

In conclusion, many programs available for free on the Internet include
spyware functionality because the companies behind the spyware have
made it economically beneficial for these programs’ developers to include
spyware. Users’ willingness to download “free” software also plays a part
in this turn of events.
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4.3.5 On the Implications of Spyware
In 2003, one of the major carriers of spyware programs was P2P based file
sharing tools (Robertsson, 2002; Townsend, 2003). In those days, a popular
file sharing client, e.g., KaZaa, was spread to millions and millions of com
puters (cf. C|Net Download.com12), which in turn enabled the mass distri
bution of customized and personalized marketing campaigns to users all
over the globe. Thereby, people unknowingly brought business value to
markets all over the world without being compensated.

To this day, there are implications of spyware that impair vast parts of
the Internet community. The occurrence of spyware programs in various
freeware application pose a real and growing threat to Internet usage in
many aspects, and to other interested parties than only to end users.
Inspired by Robertsson (2002) and Townsend (2003), we will now discuss
some examples on this topic.

Consumption of Computing Capacity
Spyware is often designed to be secretly loaded at system start up, and to
run partly hidden in the background. Due to that it is not unusual for users
to have many different instances of spyware running covertly simulta
neously, the cumulative effect on the system’s processing capacity can be
dramatic. Another threat is the occurrence of distributed computing clients
bundled with file sharing tools that can “borrow” or sell the users’ hard
drive space, CPU13 cycles, and bandwidth to third parties. The purpose of
this combined storage and computational power is to form a super com
puter, which can be rented by interested parties at the highest bid. Unwit
ting users may thereby discover that their computers are captured as
victims of, e.g., unethical and unlawful projects, such as, distribution and
storage of material related to child pornography (Borland, 2002).

Consumption of Bandwidth
Just as the cumulative effect of spyware running in the background can
have unwanted consequences on system performance, the continual data
traffic with the gathering of new pop up and banner ads, and delivery of
user information can have a costly effect on corporate bandwidth. Some
users may also be upset when they discover that spyware uses bandwidth
resources that otherwise could be used for more important tasks. The
threat of bandwidth overload as a result of spyware becomes even more

12.http://www.download.com/
13.CPU is an abbreviation that stands for Central Processing Unit (Silberschatz

et al., 2005). Together with memory and input/output devices, it provides
the basic components of a computer.
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significant when ads are delivered using moving pictures and three
dimensional graphics, which normally require a significant portion of
bandwidth and computing resources.

System Usability Reduction
It is often claimed that the existence of spyware on computer systems neg
atively impacts a user’s computer experience (Good et al., 2006). Since
users generally cannot see when a spyware is installed they have poor
chances in understanding the (new) behavior of their computers. Thereby,
it is also troublesome to identify what specifically is the cause of, e.g., a
continuous display of pop up ads, irreversible changes in application set
tings, installation of unrequested and irremovable software, or degrada
tion in the computer’s performance and stability. In addition, the
occurrence of adware can render in that, e.g., under aged users are
exposed to offensive material, such as, pornography and violence. On the
whole, spyware interrupts users in their computer experience, which may
further (negatively) influence their will to participate online.

Legal Liabilities
With the application of legal directives14 concerning the use of file shar
ing tools in companies, it is the enterprise, rather than the single user, who
is legally liable for, for instance, the breach in copyright (if employees
share music files with other peers over corporate networks) and the
spreading of sensitive information (if spyware programs are engaged in
corporate espionage activities).

Security Issues
As with any software installation, a spyware introduces vulnerabilities
when deployed on computer systems. However, the fundamental differ
ence between installing a piece of ordinary software and spyware is the
undisclosed fashion used by the latter. This covertness renders in that it is
virtually impossible for systems owners to guarantee the software quality
of their computer system. Poor software quality conveys an escalated risk
of system vulnerabilities being exploited by malicious actors. If an
attacker identifies and exploits a vulnerability inside a widely distributed
spyware program, it could result in that millions of computers were con
trolled by that attacker. The software quality of a single spyware program
can thereby hold great significance for the security of an entire Internet
based information system.

14.Examples of legal directives are the Directive on Privacy and Electronic
Communications of the European Union (EC, 2002), the Spyblock Act
(2004), and the Internet Spyware Prevention Act (I SPY, 2007).
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Since the spyware operates in a cover fashion there is no way to be cer
tain of exactly what information that is being collected and spread to third
parties. Even though adware in its purest form is a threat to privacy rather
than security, some adware applications have begun to act like Trojan
horses allowing further installations of software, which may include harm
ful components (cf. Sariou et al. (2004)). Many security and privacy experts
therefore often agree that if a computer has been breached by a Trojan
horse, it typically cannot be trusted again.

A spyware program also has the ability to introduce new security vul
nerabilities to the infected host by downloading updates (McCardle, 2003).
Due to that spyware often is widespread; such vulnerabilities can put
numerous amounts of computers at risk. Moreover, there is a type of spy
ware that has nothing to do with adware of which the purpose is to pro
vide support for user or corporate espionage, e.g., with the purpose of
business intelligence. In fact, there are numerous examples of software
available to meet such purposes. For instance, keystroke loggers record
every keystroke typed in an application whereas recording software moni
tors what, e.g., employees or family members are doing on the Internet by
providing records on e mail and chat messaging, downloaded files, visited
web sites, etc. The existence of spyware is thus not compatible with the
concept of a secure system.

Privacy Issues
The fact that spyware operates with gathering and transmitting user infor
mation secretly in the background, and/or displaying ads and commercial
offers that the user did not by him /herself choose to view, makes it highly
privacy invasive. Moreover, adware sometimes displays ads in an aggres
sive, invasive, and many times undesirable manner, which negatively
affects both the privacy and the computer experience of users (Weiss, 2005;
Zhang, 2005).

A Short Summary
Spyware is originally intended to gather information useful for personal
ized marketing campaigns deployed to vast amounts of users over the
Internet. As such, it could be veritably useful since the users can expect to
be better informed about hobbies, purchases, etc. Another intention with
spyware is that the information collected can be used to fund software
development so that programs and applications can be provided to the
users for free. In essence, this too is a commendable idea, however, there
are room for improvements concerning its implementation. In addition to
being in conformity with current privacy principles, e.g., the FIP (1973),
the inclusion of spyware should be made visible and explicit so that the
users could be made aware of the turns of events, as well as the benefits
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thereof. As this is not the case, spyware is instead a type of software that
invades users’ right to privacy, and as such; it is a problem.

A spyware program rarely exists in solitude on a computer and an
infected machine can rapidly be soiled by other such components. Users
may therefore note unwanted behavior and degradation of computer per
formance without grasping the full scope of events. As an overall conclu
sion, spyware programs can invade privacy, create security breaches, and
result in significant unwanted activities, such as, to over consume disk
usage and congest network traffic. Stability issues, e.g., application or sys
tem wide crashes, have also proved to be common.

4.4 Spyware Experiments
In order to explore the occurrence, and the effects of spyware, we have
developed a method for identifying and analyzing spyware components
and their behavior on the host systems. This method has been used in sev
eral experiments (cf. papers III and IV, and Boldt (2007)). In this chapter,
we present the method applied to two of those experiments, which we
hereinafter describe separately even though they are closely connected to
each other.

4.4.1 Domain
In 2004, file sharing tools were notoriously known for bundling spyware.
We therefore used such applications in both of the experiments docu
mented here. At that time, there were programs designed with the pur
pose of locating and defeating spyware components available, but they
were not very refined. For instance, there was usually no linking between
the identified spyware processes inside the computers, and the corre
sponding servers outside on the Internet, which among many things
made it hard to keep track of who or what that received the information
collected by the spyware. Also, there was no anti spyware application that
analyzed what data content that was transmitted to the unknown servers
on the Internet. So, even if we were to use the latest anti spyware software
available at that time, it would have been difficult to keep track of what
was going on inside the computer, and what nodes outside it that
obtained information. The need for unbiased information on spyware
related activities was therefore, as we saw it, urgent.

Even though a lot has happened on the anti spyware scene, there are
other, but similar, problems today. For instance, it is sometimes suggested
that anti spyware vendors exaggerate the occurrence of spyware and/or
disguise as an anti spyware tool while really being a spyware (Skoudis,
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2006). Here, it is argued that if there are spyware programs infecting com
puters on the Internet there are all the more reasons for users to buy anti
spyware applications. Since the users cannot really be sure on whom and
what to trust, the need for an objective and trustworthy analysis therefore
appears as urgent today as it did in 2004.

In this light, we hereinafter present findings on the nature and occur
rence of spyware programs included in popular file sharing tools used
over P2P based file sharing networks. We undertook this challenge in two
experiment sessions, which now will be accounted for.

4.4.2 Experiment Session One
In the first experiment, we investigated the occurrence and operations of
five popular file sharing tools15. More specifically, we examined the occur
rence of spyware programs that were bundled with those file sharing
tools, the content and format of network data caused by spyware involved
in Internet communication and the extent of network traffic generated by
the spyware programs. Even though there may be numerous components
included in the installation of file sharing tools, it was primarily the pro
grams engaged in Internet communication that were of interest to us.
There are two reasons for this. First, without this delimitation, the experi
ment data would be too comprehensive to grasp. Second, for spyware pro
grams to receive or leak user data, they must be involved in
communication over the Internet. On an experiment level, the research
problem addressed in this part was divided into the following subques
tions:

• What spyware programs can be found in file sharing tools?

• What is the content and format of network data generated as a result of
spyware programs involved in Internet communication?

• What is the extent of network traffic generated by such programs?

In the next section, we will describe how these questions were approached.

Instrumentation and Execution
The experiment sample consisted of the five most downloaded file sharing
tools in 2004 from C|Net Download.com. The tools were, in order of popu
larity, the standard, freeware versions of KaZaa, iMesh, Morpheus,
LimeWire, and BearShare.

15.For a detailed version of the file sharing tools that were used, see Section
A.1 of the Appendix.
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In order to ensure that the experiment results were derived from the
installed file sharing tools, we set up a reference computer, which was
identical to the other work stations, i.e., with the same configuration, but
with no file sharing tool installed. The experiment was executed in Janu
ary 2004 as one consecutive session that lasted three whole days. This
time range was chosen because we wanted to avoid getting excessive data
quantities, but at the same time be able to capture reliable results.

The experiment was carried out in a university laboratory environment
on ordinary computer work stations equally connected to the Internet
through a NAT16 gateway. We used OpenBSD’s packet filter to deny any
inbound network requests, which allowed us to protect the work stations
from external threats. The packet filter also helped to reduce the network
traffic, which resulted in less data to analyze. By not downloading or
sharing any content in the file sharing tools, we further reduced the
amount of network data generated. All incoming and outgoing network
traffic of the local computer’s network interface were dumped into a file
using WinPcap17.

Hardware configurations were identical for all work stations, which
also contained byte identical installations of both the operating system
Microsoft Windows 2000 and program applications18. In order to simulate
work stations in use, they were all set to browse the Internet according to
a predefined schedule containing the 100 most visited web sites in the
world (Alexa web search19). This was done through an automatic surf
program. Also, ten identical searches (e.g., “lord of the ring”, “star wars”,
and “britney”) were carried out in each of the file sharing tools, but no
files were downloaded. Of course, this was an attempt to trigger any spy
ware to either leak this information to third parties or to hijack the web
sessions. In the end of the experiment session, several anti spyware pro
grams20 were used to locate any known adware and spyware programs
previously installed.

Binding network communication to programs is a key feature in the
experiment method. In order to enable continuous monitoring and log
ging of processes, and their use of sockets, we developed a program in

16.NAT stands for Network Address Translation and is a method for translat
ing internal network addresses into a single globally unique address
(Kurose and Ross, 2002).

17.http://www.winpcap.org/
18.These configuration properties were enabled through a self developed

disc cloning system based on standard FreeBSD components.
19.http://www.alexa.com/site/ds/topsites?tsmode=global&lang=none
20.For a detailed list of the programs used, see Section A.2 of the Appendix.
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C++, which was based on Openport21. We chose not to use any Win32 fire
walls claiming to support outbound filtering on application level for two
reasons. First, they fail in allowing real outbound filtering per application,
and there are a number of programs capable of penetrating these fake pro
tections (cf. the Outbound files22). Second, we have no detailed knowledge
in the internal workings of such firewalls, and therefore cannot foresee
what to expect from them. Finally, it should be emphasized that there exist
ways for a malicious program to send network data undetected by the
monitoring application due to the architecture of Windows.

Moreover, this experiment was limited to software versions released
between January and May 2004 and, as such, our observations and results
might not hold for other versions.

Data Analysis
After having performed the experiment, we compiled the data results and
set to identify all programs that were bundled with each file sharing tool.
This data was provided by our own process to network mapping program
in cooperation with the selected anti ad /spyware programs. We isolated
the operating system related programs found on the reference work sta
tion since they were established as harmless. Next, we reduced all benign
programs handling file exchange tasks. Remaining was a set of programs
that were not related to either the operating system, or to the file exchange
tasks. Moreover, by using the results from the anti spyware tools, we
divided this set of programs into two subsets, i.e., known spyware pro
grams and unknown programs. The nature of these unknown programs
was analyzed based on their corresponding network traffic. Also, in some
cases we needed additional information, and thus turned to information
sources on the web. Based on this analysis, the remaining spyware pro
grams were located. In the final step, we divided the retrieved set of spy
ware programs into two subsets, namely those that were involved in
Internet communication, and those that were not. This analysis was
founded on the data from our process to network mapping program. In
effect, the results from the program analysis lead to a classification of pro
grams as either spyware programs, system programs, or unknown pro
grams (as is illustrated in Figure 4.1). Moreover, the column “Reference” in
Figure 4.1 corresponds to the amount of system programs on each of the
computers. This condition did not change during the experiment phase.

All data analysis was done in a UNIX environment. The data was ana
lyzed and filtered using standard UNIX programs, such as, sed, awk,

21.Openport is a tool for analyzing network traffic.
22.http://www.hackbusters.net/ob.html
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sort, uniq and grep. Much of the analysis was automated using shell
scripts, and where this could not be done small programs (in C) were cre
ated. To analyze and filter network data, the program Ethereal was used.

In addition, we wanted to see if the corresponding servers were known
adware and spyware servers. Therefore, an effort to map the server names
that were involved in Internet communication with a blacklist23 specify
ing known adware and spyware servers was also undertaken.

Results and Analysis
We will now analyze the retrieved results with respect to the occurrence
and activities of spyware programs.

Spyware Programs in File Sharing Tools

Among the results, several programs were located for each file sharing
tool (see Figure 4.1). Of these programs, we identified 10 adware or spy
ware programs for iMesh, and eight for KaZaa. Interestingly, these two
file sharing tools were the two most popular in terms of the amount of
downloads among users. The rates for the other file sharing tools were
five for Morpheus, four for LimeWire, and two for BearShare. Also,

23.http://accs net.com/hosts/

Figure 4.1 The amount of programs found in the file
sharing tools.
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iMesh, Morpheus, and LimeWire contained programs that we were unable
to define, which were all involved in Internet communication.

We discovered that all of the file sharing tools contained adware or spy
ware programs that communicated with servers on the Internet. KaZaa
and iMesh included a relatively high amount of such programs. Even so,
the anti spyware tools defined several other adware or spyware programs
that were also installed on the computers. Although this proved right,
these programs did not communicate with servers on the Internet during
the experiment session.

In Table 4.1, a detailed list of the retrieved adware and spyware compo
nents can be found. As can be seen, these components were divided into
“Adware” respectively “Spyware” based on their actions. Also, we

Table 4.1 Identified spyware programs. In the category
entitled “Host”, K is for KaZaa, I for iMesh, M for
Morpheus, L for LimeWire, and B is for BearShare.

Name Host Adware Spyware Download Internet
BroadcastPC M x x x X
KeenValue K x x X X
Morpehus M X x X X
BargainBuddy I, K x x x
TopMoxie L, M x x x
Cydoor I, K x x X
Gator I, K X x X
SaveNow B X X X
BonziBuddy L x x
Web3000 I x x
ShopAtHomeSelect I X X X
WebHancer K x x
BrilliantDigital K x X X
MoneyMaker L, M X X X
Claria I, K x X
iMesh I x X
WeatherCast B x X
CasinoOnNet L x
MyBar I, K, M x
New.Net I X X
FavoriteMan I x
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included a category entitled “Download” because some of the retrieved
programs included functionality that allowed further software and/or
updates to be downloaded and installed on the computers. In addition,
programs involved in Internet communication are specified in the cate
gory called “Internet”. In the column entitled “Host”, the five file sharing
tools that were utilized as carriers of spyware are listed. In the cases
where the empirical results could confirm the view shared by anti spy
ware tools and Internet resources, the x markers in the table are declared
with bolded capital letters, i.e., X.

One reason to why we could not confirm that every adware or spyware
program was involved in Internet communication was that so called
Browser Helper Objects (BHOs) were installed in Internet Explorer (which
was the default browser throughout our experiments). Usually, (mali
cious) BHOs infiltrate the web browsers with intent to access all data gen
erated by, e.g., Internet Explorer in order to spy on the user, and transmit
user behavior to third parties (Skoudis, 2004). Such BHOs typically gain
the same privileges as its host (in this case Internet Explorer), which
endorses them to penetrate personal firewalls and other security mecha
nisms. This means that any possible spyware traffic that was routed via
BHOs is highly problematic to detect since it may very well be ordinary
browser traffic. In Table 4.1, we also included two programs (New.Net
and FavoriteMan) even though they were classified as neither adware nor
spyware. However, they allowed for installation of further software,
which may be privacy invasive or even malicious.

The Extent of Network Traffic

The results showed that a significant amount of network traffic was gen
erated although there was no exchange of files between the file sharing
tools and other peers on the Internet (see Figure 4.2). In that light, the net
work traffic rates that were generated in this experiment can be expected
as a minimum when running file sharing tools. Notably, installing Mor
pheus and LimeWire resulted in a relatively high traffic quote both when
it came to incoming as well as outgoing traffic. On the contrary, iMesh,
which also had the largest quantity of bundled programs, represented the
least amount of network traffic.

In Figure 4.2, we included compilations of network traffic for both the
installation process, and the runtime part per file sharing tool. In the cases
of Morpheus, LimeWire, KaZaa, and BearShare, a considerable amount of
network activity was generated after the installation. For KaZaa, a signifi
cant quantity of network traffic was caused during the installation. In
comparison, iMesh produced a notably limited size of network traffic
both during and after installation.
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Furthermore, the results suggested diversity among the Internet com
munication scores in that programs in the file sharing tools communicated
with several different servers on the Internet. Even though Morpheus did
not contain a particularly great number of bundled programs, it generated
notably much network traffic. In reflection, Morpheus communicated with
the largest amount of Internet servers whereas the rates for the other file
sharing tools were in a relatively low accordance with each other. In addi
tion, the results substantiated that most of the invoked servers had domain
names. Overall, each of the file sharing tools contained programs that
communicated with known spyware servers from a specified blacklist
(provided by Gorilla Design Studios24).

The Contents of Network Traffic

The outgoing network data was overall problematic to analyze and inter
pret. In most cases, the data was not readable, meaning that it was either
encrypted or in a format not graspable. This is also an explanation to why
we could confirm only two spyware programs (see the bolded X marks in
Table 4.1). Even though most traffic data was not sent in clear text, we were
able to extract and interpret some of its contents. Among other things, we
discovered that sensitive data, such as, information about the user (e.g.,
user name), geographical details (e.g., zip code, region, and country) and

24.http://accs net.com/hosts

Figure 4.2 Network data traffic in kilobyte both during run
time and installation of the file sharing tools.
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Internet browsing history records were sent from identified adware or
spyware components to several servers on the Internet. Also, there were
other types of information that were transmitted, for example, machine
ID, details about program versions, operating system, etc.

According to the results, one spyware program (ShopAtHomeSelect),
which was found in the iMesh file sharing tool transmitted traffic meas
urement reports, and Internet browsing history records to invoked serv
ers on the Internet. We were, however, not able to reveal the identity of the
proprietor of those servers. Also, in BearShare, the other confirmed spy
ware program (SaveNow) transmitted data, such as, Internet history
scores and user specific information.

The experiment results also revealed one of the methods for spyware
programs to transmit user and work station data. In BearShare, the infor
mation that was fed into the file sharing software by the user was re dis
tributed within the tool to one or more adware and spyware programs
(SaveNow and WeatherCast) that thereafter transmitted the information
to specific servers on the Internet. This method makes it difficult to map
various program components to the actual file sharing activity. Also, it
undermines the ability to control what software objects are useful and
legitimate in relation to the redundant or privacy invasive programs that
clog down the computers, systems, and networks.

The analysis of the contents of the incoming network traffic was more
problematic to conduct than in the case of outgoing traffic. This was pri
marily because the data quantity was both comprehensive and wide
spread. Since our focus was on privacy invasive software, the outgoing
traffic content was the most interesting. Consequently, the analytical
efforts were mainly put into that task. This, in combination, with vast
quantities of incoming network data made it difficult to confirm adware
recognized by the anti spyware tools and Internet resources. Also, the
same discussion concerning the occurrence of BHOs would apply for the
unconfirmed adware. However, in the retrieved incoming data, a few
interesting results were found.

The retrieved adware programs performed activities, such as, display
ing commercial ads, causing browser banners, and pop up ads. In particu
lar, Morpheus and LimeWire proved to contain adware programs that
generated much incoming data traffic. In LimeWire, results showed that
lists of Internet sites, and new programs were retrieved from the Internet
by the adware program MoneyMaker. In Morpheus, the P2P program
itself downloaded and displayed ads and banners.

In the next section, we will investigate if the implications of spyware
are as severe as implied in Section 4.3.5.
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4.4.3 Experiment Session Two
In the second experiment, we set out to explore the repercussions that are
impaired by spyware to Internet connected computers. Primarily, we
wanted to measure the effects of spyware bundled with a provably spy
ware infected file sharing client in essentially the following two aspects:

• CPU consumption, and

• network bandwidth consumption.

A major problem introduced when setting up such an investigation
involves how to choose the experiment sample. What we wanted was a
program instance that was free of spyware, and another instance (of the
same program) that included spyware. Unfortunately, it is almost impossi
ble to remove only the spyware components, and still have a working ver
sion of the original program since such components are tightly integrated
with the functional components of the original program. We came to an
acceptable solution by selecting KaZaa and KaZaa Lite K++ as the two sub
jects in the experiment sample. KaZaa Lite K++ is an instance of KaZaa
where all spyware components have been removed by an independent
group of hackers that reverse engineered the original KaZaa program by
carefully excluding or disabling all bundled components not solely used
for file sharing purposes. By using these two KaZaa versions, it was possi
ble to subtract the resource utilization of KaZaa Lite K++ from the con
sumption of the original KaZaa. Thereby we could receive a quantitative
indication of the amount of resources used by the spyware programs.
However, as with the spam investigations in the previous chapter, the
results of this examination may not be statistically viable.

Instrumentation and Execution
As in experiment session one, this study was also tightly coupled to the
security laboratory at our university. This is mainly because our experi
ment method is based on state preservation of computer systems, which
can be provided by the computer architecture of this laboratory. By storing
the initial baseline state of a system it was later possible to conclude what
changes occurred with regards to this baseline. In practice, this means that
we stored the state of a base system before installing any application carry
ing spyware components. Afterwards, it was possible to conclude any
changes between the two. By capturing all network data sent, and binding
that traffic to the corresponding program, we could correlate network data
to specific programs. It was also possible to include measurements of, e.g.,
computer and network utilization during the experiments.

By using this method, all systems that were measured consisted of iden
tical hardware and network setups. Therefore, operating systems and their
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applications were bitwise identical for all subjects in the experiment sam
ple, which sufficed for the generation of reliable results. In order to be
sure that the results were derived from a certain spyware, we included a
“clean” reference computer in the study (as in the previous experiment).

Results and Analysis
A compilation of the results from the resource utilization measurements
can be seen in Table 4.2. The measurements indicate that if KaZaa was
installed, the rates for consumption of both system capacity (categories 1
4) and network bandwidth (categories 5 7) were significantly higher than
for the clean KaZaa Lite K++ application. This can be explained in that the
spyware programs included in KaZaa affected both consumption of sys
tem capacity and network bandwidth. The high amount of network traffic
was due to that the spyware components invoked numerous spyware
servers on the Internet for the gathering of ads, pop ups and banners. The
accumulated local storage of collected commercial messages can have
noticeable consequences on hard drive size, which also was the case for
KaZaa.

In Table 4.2, the measurements for the reference subject are subtracted
from the file sharing tools. The column entitled “Alteration” is repre
sented by the difference between KaZaa and KaZaa Lite K++, that is; the
spyware resource usage. Interestingly, three computer resources were sig
nificantly affected by the installation of spyware. In the first category of
Table 4.2, the occurrence of spyware had a measurable effect on CPU
usage in that KaZaa used 32 times more CPU capacity than KaZaa Lite

Table 4.2 Resource utilization measurements captured
in the execution of the file sharing tools.

KaZaa Lite
K++

KaZaa Alteration

1. CPU usage (in%) 0.015 0.48 0.47
2. RAM usage (in%) 1.4 14 12.6
3. Addition of new files 50 780 730
4. Change in hard disk size (in
MB) 8.6 46 37.4

5. Amount of network traffic (in
MB) 0.6 29 28.4

6. No. of programs involved in
Internet communication 1 11 10

7. No. of corresponding servers 60 349 289
8. No. of spyware programs
installed 0 8 8
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K++. It should, however, be pointed out that this increase in CPU capacity
stems from an originally low level of CPU activity. In category two, a sig
nificant difference was measured where the installation of KaZaa resulted
in a ten times, or 65MB, increase of RAM25 usage. Finally, spyware pro
grams had an imperative effect on the amount of network traffic generated
by the file sharing tools. More specifically, there was a 48 times augmenta
tion of network traffic due to the spyware programs bundled with KaZaa.
So, in contrast to KaZaa, installing a clean file sharing tool, i.e., KaZaa Lite
K++, caused marginal impact to system consumption and network band
width. However, due to the occurrence of spyware in file sharing tools (see
Table 4.1), users with several such applications installed will, as a result of
aggregated spyware activity, suffer from a continuous system and network
degrading.

4.5 On the Effects of Spyware
Based on the experiment findings, we can conclude that spyware pro
grams exist, that they are engaged in Internet communication, that they
transmit user data, and that their existence has a negative impact on sys
tem and network capacity. Since we also can deduct that spyware pro
grams are bundled with highly popular file sharing tools (cf. KaZaa), we
can make out that spyware in accumulation may have an imperative
impact on an entire Internet based information system. In fact, the occur
rence of spyware might decrease the overall utility of belonging to a large
community, such as, a file sharing network. In Table 4.3, we elaborate on
this, and specify different aspects of how the utility of belonging to a large
Internet based information system can be decreased by spyware. The base
line is that spyware programs intrude systems and networks, but since

25.RAM stands for Random Access Memory (also called main memory). Com
puter programs must be in RAM to be executed (Silberschatz et al., 2005).

Table 4.3 Three degrees of spyware effects as impaired in
three aspects of an Internet based information system.

User Computer Network

Moderate Commercially sal
able data

Consumption of
capacity

Consumption of
bandwidth

Severe Personal data Inferior code dis
semination

Malware distribu
tion

Disastrous Critical data Takeover Breakdown
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they profit from user data, they also invade user privacy. In the table, the
intrusions are classified as moderate, severe and disastrous.

4.5.1 User Effects
Usually, providers of file sharing tools include spyware in order to
increase profitability, e.g., by selling program space to the spyware ven
dors. Spyware then collects user data, such as, e mail addresses for spam
distribution, web surf records for personalized advertisement exposure,
etc., for commercial purposes. Except for their privacy invasive abilities,
spyware programs as such are at present rather benign. With respect to
privacy, users should be able to decide for themselves, when, how, and to
what extent information about them is communicated to others. Even
though the user data exemplified in this category may not be that of a sen
sitive nature, spyware programs ignore user rights, and must therefore be
considered to be in conflict with the right to privacy.

A more troublesome concern is the fact that spyware programs are
engaged in the distribution of personal details about users, e.g., name,
gender, hobby, etc., as well as e mail conversation and chat records. This
may be the result of spyware techniques intended not only for commercial
purposes, but also motivated by malicious incentives. Even though such
spyware programs may not be that wide spread today, a technical plat
form for those kinds of operations is available via current spyware tech
nologies. This means that although the probability of being infected by a
malicious spyware is very low (it typically requires a specific enemy, such
as, a jealous spouse or an ill disposed colleague), the consequences may
be devastating.

A third view is if the spyware programs’ updating services on the serv
ers were to be replaced by, e.g., keyloggers. Harmful software could be
effectively distributed to vast groups of file sharing users with the pur
pose of transmitting personally sensitive information, such as, financial
data, private encryption keys, digital certificates, or passwords. In reflect,
financial threats from spyware programs may signify disastrous out
comes to vast groups of users.

4.5.2 Computer Effects
In the experiments, we found a correlation between the presence of spy
ware programs and the consumption of computer capacity. Typically, spy
ware components utilized significant amounts of system resources,
rendering in that computers were exploited to a larger extent than would
otherwise be necessary. In accumulation, spyware operations degrade
system capacity.
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It is problematic to comment on the quality of the code in the spyware
programs since the software requirements that have been used during the
development process are left in obscurity. The result can be that possibly
inferior code is executed locally, which may have a negative impact to the
entire system, i.e., not only to security. For example, executing insufficient,
i.e., bad, code on a system may lead to a decrease in performance or to the
suffering of a crash with loss of important data as a result. Moreover, soft
ware vulnerabilities may be exploited by malicious persons when breaking
into a system, or when infecting it with destructive software, e.g., virus
programs.

As an utmost consequence, spyware programs deprive control over the
systems from their owners. In effect, the inclusion of spyware programs
may render in further installations of malware, such as, virulent programs
and Trojan horses. Local services that are based on defect code and exe
cuted without the knowledge of the system owner are vulnerable to
exploits, which may allow malicious actors to gain access to infected com
puters. This is a disastrous situation because a takeover of system control
affects both the local system and the surrounding network. A conquered
system can thus be used as a platform for further distribution of malware.

4.5.3 Network Effects
At the network level, accumulated spyware operations contribute to the
network traffic congestion on the Internet. In the second experiment, we
found that spyware programs convey a severe increase in network band
width (KaZaa required a 48 times larger amount of network than its spy
ware free counterpart). Spyware in accumulation therefore risk bringing
negative effects, such as, degradation in network performance, but also
unnecessary costs for network maintenance and bandwidth expansion. In
the long run, it is the users that bear these costs.

In theory, even a large Internet based information system, such as, a P2P
network may suffer an ultimate breakdown if it is continuously flooded
with data. Should spyware programs continue to increase in number, and
become more and more technologically refined, a network breakdown
might be the final step, although, this may not be a plausible outcome.
Instead, market mechanisms will most likely maintain a balance between
negative aspects, such as, spyware, on the one hand, and benefits, such as,
the sharing of music and films, on the other. Nonetheless, if security and
privacy risks are increasing as a result of being part of a P2P network, the
positive value of using the application and thus belonging to that system
of users will decrease. If users experience that a threshold value (where the
negative effects overthrow the positive aspects of using the application) is
overstepped, then they will restrain from being a part of that community.
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However, the experiment results indicate that even though spyware pro
grams operate over file sharing networks, their effects are thus far rather
modest – at least when it comes to system and network resource con
sumption. On the other hand, spyware programs that invade users’ right
to privacy must be looked upon seriously. Spyware technologies that are
mainly involved in gathering user data have a true value potential for
marketers and advertisers. If these privacy invasive activities should con
tinue to evolve, there is a risk that spyware will be engaged in more mali
cious activities than simply fetching anonymized user/work station data.
If this happens, the negative effects increase and can thereby cause an
imbalance in the trade off of positive and negative aspects related to sys
tem participation.

4.6 Discussion
With the occurrence of adware and spyware components in file sharing
tools, the monitoring of user activities has become a common feature of
Internet usage. Even though privacy experts often advocate the dangers of
spyware, it cannot be overlooked that the spyware programs reviewed in
our experiments appear to gather and transmit rather anonymized, and
thereby harmless personal information, such as, computer details and
Internet browsing history records to companies that employ such data for,
e.g., marketing purposes. In that sense, spyware is an annoying nuisance
rather than a dangerous threat. On the other hand, spyware operates
covertly taking advantage of the gullibility of users to promote commer
cial messages that the users did not permit to receive. It is a fact that this
behavior is in conflict with the ideals of privacy.

The experiments have shown that all of the investigated file sharing
tools contained adware and spyware programs. These programs, which
operated inside the computers, had an open connection to several Internet
servers during the entire experiment sessions. We know that content sen
sitive information was sent, but we may only guess the full extent of infor
mation harvesting because most data packets were not sent in clear text.
Even though we saw no example of highly sensitive personal information,
such as, passwords and keystrokes, being transmitted by the spyware
programs in the experiments, we cannot be confident in that those activi
ties were not taking place. Spyware has the ability to collect and transmit
genuinely sensitive information about users, such as, account details, pri
vate documents, e mail addresses, and credit card numbers. The informa
tion can be secretly sent to servers owned by companies that make a profit
from utilizing this information for commercial purposes. Although, it cer
tainly is possible to further elaborate on the business ethics of such spy
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ware vendors and marketing companies, we will hereby settle by
concluding that the occurrence of adware and spyware programs are
incompatible with the moral standards expected and shared by ordinary
users, as well as privacy experts. In addition, adware and spyware pro
grams are responsible for all kinds of unwanted actions (besides invasion
of privacy). They can, for instance, make the computer unstable, degrade
system performance, create scores of copies of itself to make removal diffi
cult, and act as security holes in the system.

The activities performed by spyware programs are approaching the
operations of a virus with both a distribution and a payload part. Since
users install, e.g., file sharing tools that contain spyware programs on a
voluntary basis, the distribution part is taken care of by the users them
selves. This makes spyware programs function like a slowly moving virus
without the distribution mechanisms usually otherwise included. The gen
eral method for a virus is to infect as many nodes as possible on the net
work in the shortest amount of time, so it can cause as much damage as
conceivable before it gets caught by the anti virus companies. Spyware, on
the other hand, may operate in such a relatively low speed that it can be
difficult to detect. Therefore, the consequences may be just as dire as with
a regular virus. The payload of a spyware usually does not include instruc
tions to manipulate or delete data, but to gather and transmit user oriented
information, which could be veritably sensitive. An additionally compli
cating factor is that anti virus companies do not generally regard spyware
in the same way as they do with virulent programs. An explanation may
comprise that a spyware is not usually designed to cause destruction, it
does not include an ability to replicate itself, and the user has usually
allowed it to install and execute on a computer as a condition for obtaining
the host software. Overall, the nature of spyware substantiates the notion
that malicious actions launched on computers and networks get more and
more available, diversified, and intelligent rendering in that security is
extensively problematic to uphold.

Spyware enables for the spreading of e mail addresses that may result
in the receiving of spam. Due to the design of spyware programs, they can
collect information that concerns other parties than only the infected com
puter’s owner. For example, information, such as, telephone numbers, and
e mail addresses to business contacts and friends stored on the desktop
can be gathered and distributed by a spyware. As a consequence, not only
the local user may be exposed to spyware – the contact details to business
partners and friends stored on an infected computer may also be the sub
jects of such programs. As spyware can collect more e mail addresses than
only the contaminated user’s, other e mail addresses stored on the compu
ter may thus become subjects of e mail spamming. This means that even
though my computer may be secure, a breached computer owned by a net
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work neighbor, e.g., a business contact, can cause me harm. So, in an Inter
net based information system, the security of a neighbor very much
becomes my own concern.

Adware and spyware can create intrusions to people’s right to privacy
in that adware (and some spyware) programs display commercial mes
sages based on the retrieval of personal information fetched without the
explicit consent of the users. Even though the offers of these advertising
campaigns may be in the interest of some users, there is a fine line
between what users in general regard as useful information, and an intru
sion to personal privacy. One thought is that the more personalized the
offers get, the more likely users are to regard them as privacy invaders
(instead of useful information). If so, what happens when users are pre
sented with advertisements in such an extent that they hardly are able to
distinguish the possibly serious offers and messages from all the offers? If
users ignore marketing messages, there is evidently a great risk for the
prosperity of consumer based e commerce.

Another privacy concern is the spreading of content that the adware or
spyware distributor did not originally intend for. One example of this is a
malicious actor that has gained control of adware or spyware servers, and
broadcasts offensive advertisements containing, e.g., adult material, polit
ical messages, or smearing campaigns to a great number of users.
Although users may consider regular commercial ads to be harmless,
most people react negatively upon frequently receiving repulsive pictures
and texts. This suffices for that the spyware providers need to take their
own security with great seriousness. If they lose control over their servers,
the damage may be severe. This could be even more devastating if the
spyware updating services on the company servers were replaced with
malicious software. In effect, real and destructive malware, e.g., virus pro
grams and computer worms, could in this way spread to vast groups of
adware or spyware hosts.

With a continuous escalation of spyware programs, and the refinement
of spyware technologies, network availability may be degraded to such an
extent that ordinary transactions are overthrown by obscure malware traf
fic. A disastrous situation may occur where a network is seriously over
loaded by malware distributed by computerized systems that are
controlled by malicious actors. In conclusion, spyware activity may per
suade users to abandon Internet based information systems.
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4.7 Concluding Remarks
The experiments have shown that all of the investigated file sharing tools
contained adware and spyware programs. These programs, which oper
ated inside the computers, had an open connection where the information
was secretly sent back to numerous servers on the Internet. Most likely,
these servers were owned by marketing companies that made a profit
from such user espionage. Measurements suggested that the hosts of
adware and spyware programs, namely the file sharing tools, generated a
significant amount of network traffic even when not exchanging files. The
presence of adware and spyware programs, and the activities that they
have generated thus contributed in overload of system and network
resources.

The occurrence of adware and spyware can render in that privacy inva
sive messages may be distributed and displayed to large amounts of users.
Exposure to messages not chosen by the user, or collection and transmis
sion of user information are two key privacy concerns. In this way, users’
right to control what, how, and when information about themselves is
communicated to other parties is almost non existing. The nature of
adware and spyware programs thus makes them disrespect the users’
right to be let alone. The increasing presence of hidden and bundled spy
ware programs in combination with the absence of efficient anti spyware
tools are not beneficial for the development of a secure and stable use of
Internet based information systems.

Based on the discussions of spyware and on the findings from the two
experiments, we can conclude that spyware programs have a negative
effect on computer security and user privacy. We can also conclude that a
subsequent development of spyware technologies in combination with a
continuous increase in spyware distribution will negatively affect system
and network capacity. A disastrous situation may occur if an Internet
based information system is overloaded with different types of spyware,
controlled by malicious actors with little or no consideration of the users’
well being. Then, the system ultimately faces the risk of a breakdown.
However, a more plausible outcome may be that users will abandon the
community before that happens. In effect, spyware has the potential to
overthrow the positive aspects of belonging to a large system, and system
owners should therefore be very careful about permitting access for such
programs in applications used in Internet based information systems.

The research documented in this chapter was performed in 2004. Then,
spyware programs were notoriously bundled with file sharing software.
This is, however, not really the case today. Spyware programs still exist,
but are no longer that common in file sharing software. Instead, they are
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nowadays often found in seemingly helpful software, such as, a web
accelerators, temperature programs, or helpful software agents, e.g., in
search of low prices. However, independently of context, spyware pro
grams continue to degrade computer and network performance, as well
as to impair a loss in security and privacy. With that in mind, the contents
of this chapter may serve as useful guidance (even though it was con
ducted as early as in 2004).

As identifying and removing spyware has proven to be difficult, pre
venting it from entering computer systems might instead be a promising
line of defense. In the next chapter, we will investigate how spyware pro
grams can be prevented from entering users’ computers during the instal
lation process.
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C H A P T E R

5
Automated Spyware
Prevention

As we have seen in the previous chapter, the amount of spyware increases
rapidly over the Internet. One reason is that it is usually hard for the aver
age user to detect and remove spyware. The occurrence of spyware in
applications is, however, often stated in their corresponding end user
license agreements to avoid legal repercussions. In order to support users
in recognizing spyware infected applications, we investigate the possibil
ity of automated spyware prevention based on machine learning tech
niques. Our hypothesis is that it is possible to detect from the end user
license agreements whether their associated software host spyware or not.
An experiment was conducted, in which 15 popular data mining algo
rithms were applied on a data set containing 100 end user license agree
ments. The results showed that 13 algorithms are significantly better than
random guessing, and we can thus conclude that the hypothesis can be
accepted. Also, two algorithms performed significantly better than the cur
rent state of the art analysis methods of end user license agreements. Based
on the results, we present a novel tool that can be used for automated spy
ware prevention.
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5.1 Introduction
The occurrence of spyware in user oriented applications widely available
over the Internet has become more and more commonplace during recent
years (Webroot, 2006). From a user perspective, spyware is often thought
of as inherently bad since it normally degrades computer performance
and stability, and violates the users’ right to privacy. Due to that spyware
typically is difficult to remove once it has entered a system, and because
current protection mechanisms can at best immunize spyware compo
nents, the need for new and more efficient spyware protection measures is
accentuated. Ideally, countermeasures should, not only remove unwanted
software, but also prevent spyware from entering computers thus stop
ping any damage before it can actually occur.

Historically, there have been arms races between the distributors of
spam e mail messages and malware programs, and those combating
them. So far, there are some resemblances between this phenomenon and
that of the spyware industry, for instance, with respect to the similarities
in design between anti spyware and anti malware applications. However,
whereas malware and spam distributors really do not need to care for
legal matters in licenses, etc., spyware vendors do. In the study presented
in this chapter, we try to take advantage of this fact, i.e., that the vendors
of spyware hosting applications try to pose their software as legitimate by
specifying the existence of spyware in application licenses.

There are typically two objectives that counteract for these vendors in
that they want users to download and install applications that covertly
install spyware, but without any legal consequences for the vendor. This
substantiates the significance of end user license agreements (EULAs) in
the enhancement of privacy. If spyware components were to be included
without any references thereof in a EULA, the vendors of the host applica
tion face the risk of being brought to justice. Furthermore, these policies
need to be constructed in a way so that they are valid and hold in a legal
court room. The most common solution is thus to mention in the EULA
that spyware will indeed be installed, but to give this information in a
way most users find hard to understand, as well as time consuming to
read. Not to mention that many EULAs contain thousands of words and
even the EULAs of legitimate software could be hard to interpret for regu
lar users due to the extensive use of legal terms.

We take advantage of these circumstances when examining the EULAs
for patterns that separate good applications from bad, and consequently
mine EULAs of both legitimate software and spyware hosting applica
tions. In this analysis, we look for patterns in order to determine if it is
possible to detect from the EULA whether the associated software hosts
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spyware or not. A data mining approach is in essence ideal for this prob
lem since it can be used to sift through large amounts of data, in this case
large text documents, to extract relevant information, e.g., combinations of
words or phrases that are predominantly used in spyware EULAs.

In the next section, we present the problem domain and review issues
related to spyware countermeasures. The subsequent section describes the
data gathering process, the experiment, and the obtained results. We also
discuss some consequences of the results, and present a novel tool for pre
venting spyware from being covertly installed.

5.2 The Spyware Domain
In the previous chapter, we have defined spyware as a category of soft
ware that collects personal information about users without their informed
consent. We can also recall that due to this functionality, spyware invades
users’ right to privacy. Although, it has proven difficult to agree on a more
formal and specific definition of spyware, it is clear that such software can
be conceptually placed between ordinary (or legitimate) software and
malicious (or illegitimate) software (Boldt, 2007). In contrast to spyware,
the definition of malware and its subclasses, e.g., virus programs and com
puter worms, has proven more successful. One reason is that there is a dis
tinct difference between legitimate software and its malicious (and
illegitimate) counterpart (Robertsson, 2002). Typically, such a difference
cannot be found between ordinary software and spyware programs. The
latter category is usually covertly bundled with seemingly ordinary and
benevolent software and has a hidden functionality, which may be set to,
e.g., perform privacy invasive activities (as outlined in Section 4.3.2). The
difficulty in making a clear distinction between legitimate and illegitimate
software is manifested mainly within the anti spyware industry. This has
resulted in vast numbers of computer users experiencing loss in control
over personal information, decreased computer performance and stability,
and circumvented system integrity (Townsend, 2003).

5.2.1 Countermeasures
Anti virus techniques have traditionally been the most frequently used
type of countermeasure against spyware, even though these techniques
were originally designed for a radically different problem, i.e., separating
illegitimate virus programs from legitimate software (McCardle, 2003).
Due to the inability of anti virus programs to properly define, discern, and
remove spyware, the threat of spyware is more considerable than ever. As
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a conclusion, instead of relying on techniques not originally designed for
the versatility and ambiguity of the spyware problem, we need new coun
termeasures that properly detect the particular characteristics of the com
mercially motivated spyware.

Adaware1 is perhaps the most popular specialized anti spyware prod
uct. It can be used to scan a system for spyware, and returns the number
of hits (occurrences of spyware) found, sorted into a number of categories,
e.g., tracking cookies and modem hijackers. We do not question the need
for, or quality of, this product, in fact we use it to classify already installed
applications. However, whereas Adaware and most anti virus products
are reactive, thus trying to remove something which has already infected
a system, we examine the possibility of a preventive approach that detects
the presence of spyware by examining the EULA, even before the applica
tion is installed. Our approach can therefore be said to be proactive.

5.2.2 The State of the Art
One way of detecting spyware could be to analyze the EULA of its host
applications. On this topic, there are a few applications available today. In
fact, we found one web based tool for analyzing the content of a EULA,
namely the EULA analyzer2. The user pastes the content of a EULA into a
field on the EULA analyzer web page, and submits it in order to get the
results. The analyzer sifts through the EULA text, and assigns a credit
point that indicates the likelihood of spyware inclusion in the particular
application. It also shows some statistics about the number of words,
phrases, and the level of language complexity. However, it is important to
notice that the credit point merely corresponds to the number of spyware
related keywords or phrases that are found, i.e., a word count. Three other
characteristics of EULA analyzer are:

• There is no automatic learning of new patterns.

• There is no way to represent, e.g., non trivial rules.

• There is no software classification.

A low credit point indicates legitimate software, and high points indicate
spyware. However, the credit limit that separates bad EULAs from good
EULAs is dependent on the particular set of submitted EULAs, and has to
be manually found by the user, e.g., using a linear search. Ultimately this
means that the accuracy of this product in deciding whether application is
good or bad depends on the skills of the user.

1. http://www.lavasoft.com/
2. http://www.spywareguide.com/analyze/
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Another product, that is very similar with regard to the EULA analysis
technique, is EULAlyzer3. EULAlyzer is an installable application rather
than a web service, and the main difference in functionality, in comparison
to EULA Analyzer, is only available in the professional version of the soft
ware. This functionality, called EULA watch, halts user oriented applica
tion installers and analyzes the application EULA automatically.
Unfortunately, both state of the art tools are proprietary, and thus it is
impossible to know for sure which techniques or algorithms are used.
However, the tool descriptions indicate that they rely on a static set of key
words.

5.2.3 Related Work
Several examples on research studies investigating the occurrence and
effects of spyware have been presented, of which some have been summa
rized in Chapter 4. As we have also learned in that chapter, few initiatives
on spyware countermeasures exist, although some that have been intro
duced include, e.g., anti virus techniques (cf. Townsend (2003)) or user
participation (cf. Boldt and Carlsson (2006)).

We have not been able to identify any studies, which apply data mining
algorithms on EULAs to find patterns that could be used to distinguish
between good and bad software applications. Much work has been done in
the related area of e mail filtering, i.e., the classification of e mail messages
as legitimate or spam depending on the subject, body or other properties
of e mail addresses, using different mining algorithms. Some relevant
examples in this respect are:

• Rule learning is an approach to extract rules that represent patterns in
data (Witten and Frank, 2005). The generated rules can then be used to
classify unknown instances. Cohen (1996) introduces two methods for
learning text classifiers, which he compares by applying them on classi
fication problems that might arise in filtering and filing e mail mes
sages. He demonstrates that both methods obtain significant
generalizations from a small number of examples, that both methods
are comparable in generalizations performance on problems of this
type, and that both methods are reasonably efficient, even with large
training data sets.

• Support vector machines is a blend of linear modeling and instance
based learning. Support vector machines selects a small number of crit
ical boundary instances (called support vectors) from each class, and
build a linear function that separates them as widely as possible (Wit

3. http://www.javacoolsoftware.com/eulalyzerpro.html
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ten and Frank, 2005). The work by Ducker et al. (1996) is relevant to
mention in this respect since they study the use of support vector
machines in classifying e mail as either spam or no spam by compar
ing it to three other classification algorithms. It is concluded that sup
port vector machines provides a promising approach in distinguishing
legitimate e mail from spam.

• Instance based learners is a machine learning technique in which train
ing datasets are stored in entirety, and a distance function is used to
make predictions (Witten and Frank, 2005). As a relevant example,
Androutsopoulos et al. (2000) investigate the performance of two
machine learning algorithms in the context of anti spam filtering. They
found that both algorithms achieve accurate spam filtering outper
forming the keyword based filter of a widely used e mail reader.

• Decision trees is a class of data mining and statistical methods that
form tree like predictive models (Witten and Frank, 2005). On this
topic, Carreras et al. (2001) conduct a set of comparative experiments
for the problem of automatically filtering unwanted e mail messages.
They found that their suggested boosting method outperforms the
baseline algorithms, and that an increased complexity of the base
learners allows to obtain better “high–precision” classifiers, which is
argued to be an important issue when misclassification costs are con
sidered.

• Stacking is a model built by different learning algorithms used for clas
sification and regression problems (Witten and Frank, 2005). Sakkis et
al. (2001) show that stacking can improve the efficiency of automati
cally induced anti spam filters, and how such filters can be used in real
applications.

• Random forests is a classifier that uses a large number of individual
decision trees, and decides the class by choosing the most frequently
occurring of the classes as determined by the individual trees (Witten
and Frank, 2005). A recent study by Koprinska et al. (2007) investigates
the performance of random forests for the same type of problem claim
ing that this algorithm outperforms some of the previously mentioned
algorithms on several problems.

• Unsupervised feature selection, which means that the selection
appears on an ad hoc basis, is studied in a paper by Kang et al. (2005).
They apply an unsupervised feature selection algorithm and clustering
to classify unlabelled documents. Their analysis provides insights on
how the spam problem distinguishes from the general classification
case.
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As can be seen, many efforts on the use of data mining algorithms for the
classification of spam e mail messages have been undertaken. As this does
not at all apply for EULAs, we will now present an experiment using min
ing algorithms applied to such application licenses in order to identify
spyware programs.

5.3 Experiments
Our hypothesis is that it is possible to detect from the EULA whether the
associated software contains spyware or not, i.e., if it should be classified
as good or bad. To test this hypothesis, we gathered examples of good and
bad software applications and their corresponding EULAs, and generated
a data set of instances represented by pairs of EULAs and application clas
sifications. We then mined the generated data set using a set of popular
algorithms to investigate whether the hypothesis should be rejected or
accepted.

5.3.1 Data Representation
Since the stated classification problem was quite analogous to that of clas
sifying e mail messages as either spam or legitimate, we chose to adopt a
simple, yet successful way of representing the data from that area of
research; we represented each EULA using a word frequency vector, thus
the data instances were essentially represented by pairs of word frequency
vectors and classes.

5.3.2 Classification
We classified software as either good or bad by adopting a simple
approach in which we installed an unclassified application to a clean oper
ating system, and applied Adaware to scan for spyware. Excluding track
ing cookies, which are not executable programs but merely text files
usually including information about the web surfing habits of the particu
lar user, we regarded any hits as a reason for classifying the application as
spyware. If there were no hits, the application was classified as legitimate.
This is not a recommended approach for a user to classify an application,
but when applied in a secure environment, it suits the needs for this study.
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5.3.3 Data Gathering Process
In order to get the best settings for testing the hypothesis, the following
search strategy was adopted when collecting applications to include in the
data set. The applications should be easily downloaded from the Internet,
and they should present the user with a EULA that could be copied and
pasted as pure text format. The good software instances were collected by
downloading the 50 most popular Windows applications from C|Net
Download.com4, and the bad applications were collected using the Spy
ware Guide5. After the installation of each application, the operating sys
tem was scanned with Adaware to verify the classification or adjust it
accordingly. This verification showed that all applications associated with
bad EULAs were detected by Adware, while no hits were found for the
legitimate applications.

5.3.4 Data Set Format and Pre Processing
We stored the data set using the Weka6 ARFF format in which each word
frequency is represented by a numeric attribute, and the class is repre
sented by one nominal attribute (with two possible values; good or bad)
(Witten and Frank, 2005). The data set features 50 instances classified as
good, and 50 instances classified as bad, thus we did not have to deal with
problems associated with a skewed class distribution. However, we
believe that an equal class distribution will be difficult to achieve when
creating larger data sets due to the simple fact that it is much harder to
find bad applications and their corresponding EULAs (than finding their
good counterparts). A future study could instead try to achieve a distribu
tion that is close to the real world distribution, which is generally per
ceived to have a much higher ratio of good software.

The word frequency vector was generated using Weka’s StringToWord
Vector filter with the settings adjusted as in the study by Frank and
Bouckaert (2006), thus the TF IDF7 weight was applied, all characters were
converted to lower case, only alphabetic tokens were considered, stop
words8 and hapax legomena9 were removed. In contrast to Frank and

4. http://www.download.com/
5. http://www.spywareguide.com/
6. Weka, which is an abbreviation for Waikato Environment for Knowledge

Analysis, is a popular suite of machine learning software written in Java
(Witten and Frank, 2005).

7. TDF IDF is a standard term frequencymeasure widely used in information
retrieval (Witten and Frank, 2005).

8. Stop words is the epiphet given to words that are filtered out prior to, or
after, processing of language data (Witten and Frank, 2005).
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Bouckaert (2006), we employed a form of feature selection in that we used
the Weka default setting of storing a maximum of 1000 words per class to
generate the data set.

5.3.5 Algorithms and Settings
The main objective of this study is not to determine the most suitable
miner for the studied problem (which would most certainly involve exten
sive parameter tuning of each featured algorithm), but rather to determine
if the hypothesis stated in the beginning of Section 5.3 should be accepted
or rejected. To maximize the probability of finding a pattern, if indeed such
a pattern exists at all, we chose to include a diverse population of 15 algo
rithms from different learning categories, e.g. functions, lazy learners,
Bayesian learners, trees, meta learners, rules, etc. We used algorithm
implementations from Weka version 3.5.5, and applied the default config
uration for each algorithm. A complete list of algorithms including short
descriptions and configuration details is shown in Section A.4 of the
Appendix.

5.3.6 Experimental Setup
The primary priority, in setting up the experiment, was of course that we
needed to be able to test our hypothesis. We therefore needed to assess the
accuracy of our candidates. Since we had a limited amount of data for
training and testing (100 instances), we chose to perform repeated holdout
tests10 to estimate prediction accuracy using two metrics; accuracy (cor
rectly classified instances divided by total number of classified instances),
and the area under the ROC11 curve (AUC). These metrics are by far the
most widely used although one should keep in mind that there are issues
both regarding accuracy and AUC as with most other metrics (Provost et
al., 1998; Provost and Fawcett, 1997). We note that many studies have
shown the applicability of AUC for a wide range of data mining and
machine learning problems (cf. Provost and Fawcett (1997)).

9. According toMerriam Webster (http://www.m w.com), a hapax legomenon
is a “word or form occurring only once in a document”.

10.Repeated holdout is when error rates on different iterations are averaged to
yield an overall error rate (Witten and Frank, 2005).

11.ROC stands for receiving operating characteristics, which is a metric that
captures the trade off between the hit rate and the false alarm rate over “a
noisy channel” (Witten and Frank, 2005).
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Intuitively, if our hypothesis holds, it should be possible to generate a
classifier that should perform better (on the average) than randomly
guessing the class. Hence, we formulate the hypothesis test as follows:

If anyone of the featured algorithms is significantly better than a
random guesser on the featured data set for both accuracy and
AUC, we accept the hypothesis, otherwise we reject it.

To investigate which algorithms performed significantly better than a ran
dom guesser, we used repeated holdouts and the corrected paired t test12
as instructed by Nadeau and Bengio (2003). This is a common combina
tion used in similar applications (cf. Frank and Bouckaert (2006)). We cal
culated the mean and standard deviation of 10 repeated holdouts with a
66% training set / 34% test set randomized split for each of the following
metrics:

• accuracy (percent correct),

• AUC (including true positives rate and false positives rate),

• training time, and

• testing time.

We used the corrected paired t test (confidence 0.05, two tailed) to com
pare each featured algorithm with a Weka baseline classifier called ZeroR,
which classifies all instances as belonging to the same class. Thus, it
shares the same results for both accuracy and AUC with a random
guesser for a Boolean problem.

We also compared the performance, in terms of accuracy, of the 15 fea
tured algorithms with the state of the art EULA analyzer according to a
specific procedure. We generated ten folds for testing by sampling, with
out replacement, 17 bad instances and 17 good instances for each fold
(since the holdout procedure used to evaluate the 15 algorithms uses a 66/
34 split) from the collection of EULAs. Obviously, we did not generate any
training folds since the EULA analyzer is a static model (in the sense that
it does not learn). Since the EULA analyzer works by looking for key
words in plain text, we used text document instances instead of word vec
tor representations (which have been subjected to feature selection, etc.).
It is thus important to keep this difference in mind when comparing the
results later. More importantly, one should recognize that in a real world
scenario, the accuracy of EULA analyzer is dependent of the interpreta

12.t tests provide cross validation estimates for various data sets sampled
from a domain (Witten and Frank, 2005).
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tion capabilities of the user concerning the resulting credit score for a par
ticular EULA.

For our experiment, we used the optimal credit score cut point, which
means that the published accuracy results of the EULA analyzer are likely
to be higher than what can be achieved by the average user of the product.
The process of submitting a EULA document to the analyzer, and getting a
classification is described in Section 5.2.2. We also emphasize that, since
the testing folds for the EULA analyzer and the testing folds for the algo
rithms are not identical, we used a corrected non paired t test (confidence
0.05, two tailed) for this part of the experiment. The objective was to find
out for which algorithms there are significant improvements or degrada
tions in performance compared to the state of the art tool. However, as
mentioned earlier, we did not try to tune any of the learning algorithms to
maximize performance, i.e., increasing the probability of finding signifi
cant improvements over the state of the art.

A secondary priority was to measure performance in terms of training
and testing time. These priorities coincide with the objective of investigat
ing if indeed a tool, which builds upon the classification method presented
in this chapter, can be deployed to prevent the covert installation of spy
ware.

5.3.7 Experimental Results
The results are presented in Table 5.1. It is clear that our hypothesis should
be accepted since at least one classifier achieves a significant improvement,
with regard to both AUC and accuracy, in comparison to the baseline clas
sifier. There are, in fact, significant improvements of both accuracy and
AUC for 13 out of 15 featured algorithms, excluding DecisionStump and
Ridor.

In Table 5.1, predictive accuracies and area under the ROC curve results
for 15 algorithms compared using a corrected paired t test (confidence
0.05, two tailed) with a baseline classifier, which has the same performance
as a random guesser are included. Significant improvements, compared to
the baseline classifier, are shown with (•). True positives rates (TPR), false
positives rates (FPR), training times, and testing times are also presented
for each algorithm. All results are presented with the mean and standard
deviation of 10 runs of holdout using a 66% training set / 34% test set rand
omized split. All algorithms are also compared, in terms of accuracy, using
a regular, non paired corrected t test (confidence 0.05, two tailed) with the
state of the art EULA analyzer. Significant improvements, compared to the
EULA analyzer, are shown with [+] while significant degradations are
shown with [ ].
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Moreover, when comparing the accuracy of the state of the art EULA
analysis method (the EULA analyzer) with the accuracy achieved by the
featured algorithms, it is also shown that 10 algorithms outperform this
method, at least for the studied data set. However, only the improvements
of Multinomial Naive Bayes and Support Vector Machines are statistically
significant. In our experiment, we used SMO, or Sequential Minimal Opti
mization, which is an algorithm for training Support Vector Machines
(Platt, 1999). For one algorithm, KStar, the accuracy is significantly
degraded in comparison to the state of the art. The high false positive rate
of Kstar (0.77) might be alarming. However, it is important to recognize
that our study merely features 100 instances. As more data is gathered for
future work, our hypothesis is that the performance will increase even for
the worst performing algorithms. We further observe that Multinomial
Naive Bayes is the best performing algorithm on this data set, achieving
the best AUC and accuracy, followed by Support Vector Machines, and
Voted Perceptron. Support Vector Machines has the slowest training time
out of these three candidates, however; the testing time does not differ

Algorithm Accuracy
% correct

TPR
(TP/

TP+FN)

FPR
(FP/FP+TN)

AUC Training
time

seconds

Testing
time

seconds
AdaBoostM1 73.82(5.79) • 0.72(0.08) 0.24(0.09) 0.78(0.04) • 3.55(0.28) 0.00(0.01)

DecisionStump 68.82(11.11) 0.54(0.16) 0.16(0.19) 0.69(0.11) 0.33(0.08) 0.00(0.00)

HyperPipes 76.47(7.59) • 0.91(0.14) 0.38(0.19) 0.90(0.07) • 0.04(0.01) 0.07(0.09)

IBk 77.94(5.59) • 0.71(0.07) 0.15(0.10) 0.78(0.06) • 0.04(0.01) 0.13(0.02)

J48 73.24(10.23) • 0.72(0.16) 0.26(0.18) 0.73(0.10) • 1.29(0.23) 0.00(0.01)

JRip 71.18(5.33) • 0.71(0.14) 0.29(0.12) 0.72(0.07) • 2.02(0.23) 0.00(0.00)

KStar 59.71(4.17) •[ ] 0.96(0.03) 0.77(0.09) 0.68(0.07) • 0.00(0.00) 9.20(0.42)

NaiveBayes 79.41(9.80) • 0.91(0.09) 0.32(0.17) 0.80(0.10) • 0.31(0.02) 0.11(0.05)

NaiveBayes
Nominal

87.94(6.42) •[+] 0.88(0.11) 0.12(0.11) 0.93(0.06) • 0.03(0.01) 0.00(0.01)

PART 72.65(10.74) • 0.72(0.15) 0.26(0.15) 0.72(0.11) • 2.41(2.15) 0.00(0.01)

RandomForest 75.29(7.10) • 0.79(0.09) 0.28(0.09) 0.83(0.08) • 3.64(0.20) 0.00(0.00)

RBFNetwork 77.35(7.73) • 0.75(0.12) 0.21(0.13) 0.78(0.09) • 1.46(0.19) 0.17(0.02)

Ridor 67.65(11.35) 0.63(0.14) 0.28(0.13) 0.68(0.11) 0.87(0.11) 0.00(0.01)

SMO 83.53(3.97) •[+] 0.78(0.08) 0.11(0.08) 0.84(0.04) • 0.25(0.08) 0.00(0.00)

Voted
Perceptron

81.47(6.66) • 0.85(0.13) 0.22(0.10) 0.87(0.07) • 0.04(0.01) 0.02(0.01)

ZeroR (baseline) 50.00(0.00) 1.00(0.00) 1.00(0.00) 0.50(0.00) 0.00(0.01) 0.00(0.00)

EULA analyzer 72.7 (3.86) N/A N/A N/A N/A N/A

Table 5.1 The results of the experiment.
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significantly between them. Only KStar stands out, with regards to the
measured testing time, with a mean result of approximately 10 seconds,
while the other algorithms achieve results close to 0 seconds. Regarding
training time, there is no algorithm needing more than 5 seconds and, in
particular, HyperPipes, IBk, KStar, Multinomial Naive Bayes, and Voted
Perceptron needs close to 0 seconds. Exactly what words the best behaving
algorithms used for distinguishing between good and bad software
EULAs could not be easily grasped because of their implicit representation
of the learned classifiers. However, in our limited data set of 100 instances,
tree and rule based algorithms identified single words, such as, “search”
or “advertisements” for distinguishing between good and bad EULAs.

5.4 Discussion
The studied problem in general and the results from the conducted experi
ments in particular raise several interesting issues, which will now be
addressed.

The results pertaining to the performance of the top three candidates for
solving the studied problem seem to be well aligned with results in related
work. Multinomial Naive Bayes is known to perform very well on large
vocabularies, i.e., when mining text documents that contain a large
number of words (McCallum and Nigam, 1998). However, it is usually
acknowledged that Support Vector Machines outperforms Multinomial
Naive Bayes on many problems (cf. Kibriya et al. (2004)). Still, it should be
considered that Multinomial Naive Bayes has no parameters that need to
be tuned for a particular problem, while Support Vector Machines imple
mentation does have a large number of configuration parameters, for
instance the complexity constant, the choice of kernel, and the specific
properties of the selected kernel. This would favor the Multinomial Naive
Bayes algorithm in this study since only default configurations were used.

It is typically hard for the average user to know if an application hosts
spyware or not. The obvious way to gain such knowledge is to read the
EULA of the application about to be installed. The distributors of software,
which include spyware programs, specify the occurrence thereof in the
EULAs that precede installation to avoid legal repercussions. Since users
often find EULAs too lengthy to read, and too complicated to understand,
they neglect to inspect the EULAs, and instead accept them and install the
application unaware of the hidden spyware programs bound to infiltrate
their operating systems (Sipior et al., 2005). As an example, one software
vendor offered $1,000 in prize money to the first person that contacted the
company after reading the statement included in the EULA (Good et al.,
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2005). It took more than four months and over 3,000 downloads of the
software before the prize money was claimed.

A EULA for an application, which is classified as good, typically con
tains several thousand words (Good et al., 2005). However, EULAs for
applications classified as bad are usually larger and more complex (as
they often are intentionally written in a perplex way), and it is not uncom
mon for them to include warranties that minimize the vendors’ responsi
bility, and limit the user’s access to the original code, e.g., by specifying
that it is prohibited to reverse engineer the application or to eavesdrop on
network packets sent from it (Good et al., 2006). It is evident that many
users would benefit from using an automated tool, which can assist them
in analyzing the contents of a EULA, and predicting if the related soft
ware hosts spyware or not.

5.5 A Tool for Automated Spyware Prevention
The EULA classification method outlined in this chapter can be imple
mented as a software tool for spyware prevention. This tool should be
designed as a middleware that operates between the operating system
and the application bound to be installed. The tool should be executed as
a background process set to identify and analyze a EULA as soon as it
appears on the screen during an installation. Based on the result from the
EULA analysis, the tool will provide the user with recommendations
about the classification of the application. This allows the tool to assist
users in making informed decisions about the installation of software
without forcing them to read (and understand) the lengthy and intricate
EULAs. Should a EULA be classified as bad, a user can take appropriate
actions against it, e.g., by disagreeing with the EULA and exiting the
installation process. It should however be noted that any tool based on
our method should not be used in isolation, but in combination with other
approaches, e.g., anti spyware software, such as, Adaware.

A similar application already exists (EULAlyzer), however, the signifi
cant differences lie in our use of data mining algorithms (which, in this
study, have shown to be more accurate than keyword spotting services)
on the one hand, and the visualization of which parts of the EULA that
significantly contributed to its classification as either good or bad soft
ware, on the other. This visualization could, for instance, be implemented
by using extracted rules or generated trees.

We outline a design of the prevention tool as follows. In order for it to
work properly, there are certain requirements that need to be fulfilled.
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• First, we need to make sure that the tool is accurate in its classifications
since this is the main functionality. The tool should essentially be able
to detect all, or a very high quantity of, bad software, but it is also desir
able that it manages to classify good software correctly.

• Furthermore, we want the tool to respond quickly when an application
presents a EULA. However, the actual training phase will be done
offline and the resulting classifier is to be downloaded by the tool peri
odically so there are no specific requirements related to training time.

• Finally, it is desirable that the tool can visualize what parts of the EULA
text that prompted the actual classification. However, in relation to the
earlier stated requirements, this is a secondary priority.

If proven efficient, the tool should also be applicable in other settings, for
instance, in the case of privacy policies for web sites, and for the combina
tion of privacy policies and EULAs. An interesting application would be a
web browser that automatically classifies privacy policies on web sites vis
ited, and informs the user about the privacy status of those sites.

It could be argued that, if the prevention tool was made available, the
spyware authors could tailor their EULA around it. For instance, virus
writers have difficulties writing virulent programs that avoid detection of
anti malware scanners because virus programs contain executable code
that cannot be arbitrarily changed. Since a EULA does not contain any exe
cutable code, the spyware authors could be more creative in changing its
content. This argument, however, does not hold, since the spyware authors
surely are aware of the fact that they need to specify that a spyware will be
installed in order to avoid legal repercussions. Our prevention tool takes
advantage of this fact, and turns it against the spyware distributors.

Another argument could be that the intended tool would be no better
than, for example, Adaware, in detecting spyware since the training set
classifications are validated using this product. However, we argue that
this validation is sufficient for the scope of our experiment, and, more
importantly, the real classification of the training set was carried out by
downloading good software from a well known source of non spyware
hosting software, and bad software from a site, which only features appli
cations hosted by spyware. Additionally, the intention is not for the tool to
be a replacement for products like Adaware, but rather to serve as a com
plementary application that could be used to detect spyware in software
that has not yet been classified by the anti spyware industry.

The high false positives rate is a serious concern since the user has to be
able to trust the preventative tool to be able to make the correct choice of
either continuing with the installation of a particular application or to
abort it. As mentioned before, we believe that future experiments with
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larger data sets will result in lower false positives rates for most algo
rithms. Nevertheless, this issue should be further addressed by optimiz
ing potential prevention tool algorithms to minimize the false positives
rate.

5.6 Concluding Remarks
We have investigated the possibility to predict whether a software appli
cation is, or hosts, spyware on the basis of its EULA. We have conducted
this investigation by collecting and analyzing 100 software applications,
and their corresponding EULAs by installing each application to deter
mine (by scanning the operating system with anti spyware software) if
the particular application is bad or good, i.e., if it hosts or indeed is classi
fied as spyware or not. Each EULA text document is transformed to a
word frequency vector and, together with the classification; it constitutes
an instance that can be used for training and testing classifiers. The gener
ated data set, which includes 100 classified EULA instances, is available
for downloading13. We conducted an empirical experiment in which 15
mining algorithms, 1 baseline classifier, and a state of the art EULA analy
sis tool are applied on the data set.

The results have revealed that 13 out of the 15 algorithms significantly
outperformed the baseline classifier in terms of both AUC and accuracy.
Moreover, 2 algorithms also significantly outperform the state of the art
EULA analysis method, the EULA analyzer in terms of predictive accu
racy. Most notably, the Multinomial Naive Bayes, Support Vector
Machines, and Voted Perceptron algorithms achieve the highest AUC and
accuracy scores. These three algorithms also share a low false positives
rate.

Our main conclusion is that the results strongly support our hypothesis
that EULAs can indeed be used as a basis for classifying the correspond
ing software as good or bad. Based on this conclusion, as well as on the
low training and testing times of most algorithms, we also conclude that it
would be quite possible to use the EULA classification method in a spy
ware prevention tool that classifies the EULA when it is shown to a user
during an application installation. The results from such an analysis gives
the user a recommendation about the legitimacy of the application before
the installation continues, as well as some type of visualization of what
information in the EULA that triggered this classification.

13.http://www.ipd.bth.se/aja/eulas.arff
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In addition to designing a software tool, another interesting direction
for future work is to collect data enough for a larger version of the empiri
cal experiment in order to verify the main hypothesis and the results
obtained. Further, it would be interesting to tune the parameters of the
investigated algorithms included in the proposed extended experiment (cf.
Lavesson and Davidsson (2006)). Such an experiment could also involve
more mining and feature selection algorithms, computational linguistic
methods, other EULA text document representation except for word fre
quency vectors, as well as an analysis and visualization of words that trig
ger classification into legitimate software and spyware, respectively.
Moreover, it might be possible to extend the domains of the tool to also
include privacy policies of web sites visited.

We will now leave the area of spyware prevention, and instead head for
a discussion concerning the dynamics of Internet based information sys
tems.
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C H A P T E R

6
On the Dynamics of
Internet Based
Information Systems

In this chapter, we study the dynamics of Internet Based information sys
tems. The analysis, which takes its starting point from privacy and secu
rity, is concentrated to the role of the human beings, of which some can be
characterized as Machiavellian actors. Such actors manipulate the system
and its resources for their own purposes at the expense of others. As an
effect, behaviors initiated by Machiavellian actors may cause software
based contamination in the form of, e.g., spam, spyware, and virus. We
inspect a wide range of contaminants, which are classified in the categories
marketing, espionage and malice. From that perspective, we discuss con
tamination as a phenomenon that degrades the utility of belonging to an
Internet based information system. Consequently, the extent to which
actors can deploy Machiavellian intelligence is an important factor in the
enforcement of privacy and security of Internet based information sys
tems.
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6.1 Introduction
A major trend on the Internet has thus far been to turn the infrastructure
into a diverse, adaptive, responsive, and open environment. However, as
the global information infrastructure is getting more complex, informa
tion is increasingly available, the amount of unsolicited commercial offers
grows, and the distribution of malicious software augments. The future
Internet may, as a result, take a less open direction.

At present, the Internet is the world’s largest network, and reaches
users all over the globe. Even though the Internet comprises several exam
ples of good and benevolent behaviors (e.g., video broadcasting commu
nities, such as, YouTube1 and photo sharing communities, such as,
Flickr2), it is also marked by numerous threats and risks that accentuate
the need for privacy and security awareness among users. Legislative acts,
security engineering technologies, privacy enhancing methods, and other
countermeasures form driving forces that separately and collectively
impact the development of a secure use of Internet based information sys
tems. The underlying idea is that a more sound and effective platform for
enhancing trust will be possible if the dangers and fears of utilizing Inter
net based information systems are managed. However, to manage those
fears, we need to understand their scope, purpose, and potential impact to
information systems that use the Internet as the communication infra
structure. The benefits of using Internet based information systems thus
have to stand back when we discuss human actors that use self interest as
a reason to manipulate the Internet environment according to their own
needs and wishes.

To analyze the full extent of risks and threats related to selfish and
manipulative behaviors, and to capture the dynamics entailed by that,
Internet based information systems are viewed as information ecosys
tems. Conflicts among individuals, selfish behaviors, and antagonistic
activities, which consequently are of interest to us in this analysis, are all
common factors that shape the evolution of an information ecosystem. In
this chapter, the goal is to illustrate a comprehensive view of dynamics
caused by the risks and dangers directed to Internet based information
systems. We thus apply the metaphor of an emerging information ecosys
tem inhabited by selfish individuals.

1. http://www.youtube.com/
2. http://www.flickr.com/
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6.2 The Information Ecosystem Perspective
Biology has been a great source of inspiration in computer science research
in general, and in artificial intelligence research in particular (Johansson,
2002). This is for a reason; the intelligence that we as computer scientists
try to create is found in its original form in nature, and we have, over the
years, been inspired by this in the development of techniques, such as,
intelligent agents, neural networks, and information ecosystems. One pri
mary example of biology in computing is genetic algorithms (cf. Holland
(1975) and Goldberg (1989)), which can broadly be described as algorithms
that mimic evolution and natural selection to find a solution to a problem.

Inspired by biotic ecosystems with biological individuals, one way of
viewing an Internet based information system is to regard it as an evolv
ing information ecosystem (cf. Carlsson (2001), and Nardi and O’Day
(1999)). This is an interesting view because it captures the dynamics
caused by the individuals interacting with the surrounding. The individu
als of an information ecosystem, which are sometimes referred to as “info
habitants”, are either entities typically acting on behalf of humans or
humans acting in their own self interest (IST, 1999). Information ecosys
tems are often characterized by conflicting goals as a result of a competi
tion for limited resources (Carlsson, 2001; IST, 1999). Since the concept of
an information ecosystem has its origin in a natural ecosystem, it can be
further clarified by explaining the dynamics within such a system in
nature.

Two factors determine the evolution of an ecosystem in nature (May
nard Smith, 1958). First, it is the variation of qualities among the individu
als due to different inherited characteristics. Second, it is a limitation of
available resources (or as some view it; redundancy of individuals). Typi
cally, an ecosystem is characterized by the ability to adapt to changing con
ditions and to easily scale up or down thereby providing dynamicity.
Ecosystems are also signified by openness and universality in terms of a
broad variation of individuals. The shapes and structures of biological eco
systems are determined by interactions between individuals and the envi
ronment, and by interactions between individuals. In nature, the
robustness of an ecosystem is the result of such dynamic interaction
among individuals over time. In that sense, successful individuals influ
ence the future ecosystems by transferring characteristics from one genera
tion to the next.

Within a natural ecosystem, activities are performed by individuals
motivated by their own best interests. This means that individual interest
and common or mutual interest can be in conflict with each other. There
fore, natural selection, commonly expressed as the survival of the fittest,
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occurs among individuals with opposed competing skills (Darwin, 1859).
As such, natural selection can be characterized as the process that shapes
the patterns of an ecosystem. Since natural selection essentially favors the
self interest of individuals, group formation within or between individu
als must hold some advantage for the individual compared to acting
alone.

In a biological ecosystem there are always threats and dangers to con
sider because there are conflicts due to a lack of resources in nature.
Sooner or later a confrontation occurs, either directly or indirectly,
between the rival individuals in competition over the available resources.
The same can be said about information ecosystems, which we will now
see.

6.3 Contamination
For many information technologies, consumers benefit from using a pop
ular format or system. When the value of a product to one user depends
on how many other users there are, this product exhibits network exter
nalities, or network effects (Shapiro and Varian, 1999). Systems subject to
network effects tend to exhibit long lead times followed by explosive
growth. This pattern results from positive feedback, which we will now
briefly explain before we study contamination as a form of negative feed
back.

6.3.1 Positive Feedback
Economists have traditionally placed a strong focus on the positive
aspects of belonging to a networked system (cf. Katz and Shapiro (1994),
and Shapiro and Varian (1999)). Users generally benefit from utilizing a
popular system or application connecting them together. Some primary
examples of technologies entailed by positive feedback from network
effects are e mail, telephones, and fax machines. Utility of participating in
the network can be expressed as proportional to the aggregate amount of
resources that the users are willing to put together (Shapiro and Varian,
1999). The larger the system is, the more valuable it will be to the partici
pating users because the more people that join the network, the more
resources are available to the users. This is typically referred to as positive
feedback (Choi et al., 1997; Katz and Shapiro, 1994; Shapiro and Varian,
1999; Shy, 2001). One example is a music file sharing community where
the value of belonging to the network increases if more people join in
since the amount of music available also can be expected to increase.
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However, while there certainly are benefits with participating in large sys
tems, there are also risks in terms of negative feedback.

6.3.2 Negative Feedback
In addition to positive feedback, large information systems may be
exposed also to negative feedback (Choi et al., 1997; Katz and Shapiro,
1994; Shapiro and Varian, 1999; McAfee and Oliveau, 2002). Often, nega
tive feedback is the result of resource limits in the system. One example is
the overconsumption of bandwidth as impaired by music file sharing
communities. If and when a negative effect occurs, e.g., in terms of conges
tion, it can mean that the system is actually larger than optimal. As a
reflection, negative feedback can also signify that having access to a larger
system, in some cases, has less value than smaller ones (Liebowitz and
Margolis, 1998). Negative network effects have usually been grouped into
five categories (McAfee and Oliveau, 2002), which we now will discuss:

• Saturation occurs when a system already contains most of the valuable
material that new members can bring. Then, a new user providing, e.g.,
music files is unlikely to add value to the system.

• Cacophony occurs when the interplay among users or nodes becomes
too complex to follow. An example may be an online discussion group
where threads can become hard for users to follow when many people
are participating.

• Clustering occurs when users split into groups that use only part or
segments of the system that is available to them. However, virtually all
systems, even those with positive feedback, exhibit some level of clus
tering, e.g., users typically exchange messages with only a small group
of family, friends, and colleagues.

• Search costs are costs that grow to the point where most of the
resources of a network remain inaccessible in practice. As a system gets
larger, it can also become harder to navigate, i.e., users may find it
excessively time consuming to find a sought after resource or member.

• Contamination occurs when some users actively reduce or destroy the
value of a system out of malice or desire for gain. Most users have no
trouble agreeing on the kinds of people and activities that destroy
value. Some typical examples include e mail spammers, fraudulent
bidders on auctions, and adults that interact inappropriately with chil
dren. In other cases, the issue is less clear, for instance, regarding adult
content published on the web, which is valuable to some users, but
offensive to others.
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As we investigate negative feedback in an information ecosystem from
the starting point of privacy and security, the focus is concentrated to the
category “contamination”. Even though it could be interesting to discuss
the extent to which the other four categories are in fact related to negative
feedback that can impair a growing system, we will leave that for others
to scrutinize. Instead, we focus on contamination.

The term “contamination” is sometimes used by the anti virus software
industry (cf. Panda Security3) to describe harmful software (specifically
virulent programs and worms) that pollutes systems and networks. An
important aspect in this respect is that contaminants appear to increase in
occurrence when a system grows. This can be explained in that there are
more incentives (e.g., as value in terms of users, information, and other
resources) to exploit in a larger system than in a smaller.

6.3.3 Contamination Examples
Today, the abuse of Internet based information systems is, in some cases,
both wide spread and sophisticated (cf. chapters 3 and 4). All kinds of
unsolicited or harmful software and messages are distributed, and most
of those are typically deployed with a malicious and/or a commercial pur
pose, i.e., of desire for gain. These contaminants create problems not only
in terms of unnecessary costs to system owners and administrators, but
also to users with respect to, e.g., privacy intrusions, breaches in computer
security, network congestion, and monetary or other losses.

As we now will see, there is a rich variety of software based objects and
programs that can be classified as contaminants. Even though a list, such
as, this one is not new (cf. Sariou et al. (2004)), a small contribution is that
the examples are rated at an ascending scale based on the degree of sever
ity in terms of contamination that can impair an information ecosystem,
and another is that both malware and privacy invasive software are here
grouped under the same heading.

• Cookies: Cookies are state information in the form of text files stored
on individual computers on behalf of web servers. Cookies can only be
retrieved by the web site that initially stored them. However, because
many sites use the same advertisement provider, these providers can
potentially track the behavior of users across many Internet sites.

• Tracks: This is a generic name for information recorded by an operat
ing system or an application about actions that the user has performed.
Examples of tracks include lists of recently visited web sites, web
searches, web form input, lists of recently opened files, and programs

3. http://www.pandasecurity.com/



On the Dynamics of Internet-Based Information Systems

133 

maintained by operating systems. Although a track is typically not
harmful on its own, tracks can be mined by malicious programs, and in
the wrong context, it can tell a great deal about a user.

• Web bugs: A Web bug is an object that is embedded in a web page or an
e mail message, and it is usually invisible to the user, but can allow for
checking that a user has viewed a certain page or an e mail message.
One common use of web bugs is in e mail tracking, which is a method
for monitoring that a recipient has received an e mail as intended. Web
bugs are related to cookies in that advertisement networks often make
contracts with web sites to place such bugs on their web pages.

• Spam: Unsolicited bulk e mail messages are a form of contaminant
brought to the user often without a correlation to the user’s Internet
activities. There is a negative impact on users’ right to privacy, to e mail
applications and network traffic, but not necessarily to the perform
ance, functionality, and security of a computer system. Cookies, tracks,
web bugs, and spam are passive forms of contaminants since they do
not contain any executable code of their own, and instead rely on exist
ing software to be used.

• Adware: Adware is a software program that displays advertisements,
often tuned to the user’s current activity. Most “genuine” adware pro
grams display only commercial content.

• Spyware: A spyware program monitors a user’s behavior, collects logs
of activity and transmits them to third parties. This is done without the
informed consent of users. Adware and spyware were discussed in
more detail in Chapter 4.

• System monitors: System monitors record various actions on computer
systems. This ability makes them powerful administration tools for
compiling diagnostics, e.g., about users. If misused, system monitors
can become a serious threat to user privacy. As an example, keyloggers
are a group of system monitors, which are commonly involved in spy
ware activities. Keyloggers are originally intended to record keystrokes
of users in order to find passwords, credit card numbers, and other sen
sitive information.

• Rootkits: A rootkit is a program (or a combination of several programs)
designed to take fundamental control of a computer system, without
authorization by the system’s owners and legitimate managers. Rootkis
are often deployed as Trojan horses that modify an existing operating
system so that an attacker can keep access to and hide on an infected
machine. As we have explained in Chapter 2, a Trojan horse is a harm
ful piece of software that is disguised as legitimate in deceiving users to
install it. Rootkits may have been originally designed as regular appli
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cations, intended to take control of, e.g., an unresponsive system, but
in recent years, rootkits have been deployed with additional malicious
purposes, e.g., to help an intruder gain access to a system while avoid
ing detection.

• Virulent programs: These have been known to use many sorts of hosts.
When computer virus programs were introduced, common targets
were executable files that were part of application programs, and the
boot sectors of floppy disks, and later documents that contained macro
scripts. More recently, virus programs have been embedded in e mail
messages as attachments, relying on that a curious user opens the
attachment. In the case of executable files, the infection routine of the
virus operates so that when the host code is executed, the viral code is
executed as well. Normally, the host program keeps functioning after it
is infected by the virus. Usually, virus programs require some level of
human interaction to propagate, but just like computer worms, they
can self replicate by attaching themselves to other programs.

• Worms: Computer worms are stand alone software, and thus do not
require host files (or other types of host code) or human interaction to
propagate themselves. They typically modify their host operating sys
tem, at least to the extent that they are started as part of the boot proc
ess. To spread, worms either exploit some vulnerability of the target
computer, or use some kind of social engineering method to trick users
into executing them. Although, worms need not necessarily be mali
cious, their capabilities in combination with destructive purposes
make the threat of self replicating malware both apparent and emi
nent.

In our view, cookies are the most benign form of a contaminant whereas
computer worms represent the most malicious type as they can cause real
and costly damage to an information ecosystem.

6.3.4 The Three Groups of Contaminants
In providing a structured overview of the threat of contamination to an
information ecosystem, three separate groups of contaminants can be dis
tinguished. These groups are derived based on the original purposes,
operations, and goals of the contaminants. Other classifications of harm
ful or unwanted software e.g., malware, have been presented before (cf.
Bishop (2004), Skoudis (2004), and Szor (2005)), but a classification in
terms of contamination is new. The three groups of contaminants are.

• Marketing: In this category, contaminants that display unsolicited con
tent, often of a commercial nature, e.g., as spam or adware, are
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included. Even though contaminants in the form of marketing cam
paigns can have a negative impact to the stability and performance of
information systems, negative feedback arises primarily when the users
are flooded by unsolicited commercial content in such an extent that
they feel that the positive aspects of belonging to the information eco
system are overthrown.

• Espionage: Software set to collect and distribute information about
users, as well as their behaviors are found in this category. Such espio
nage contaminants can be divided into two subcategories. First, and
most commonly, there are spyware programs that spy on many users or
groups of users. These spyware programs are designed and distributed
as parts of commercial plans in that they mass collect information
which is useful for, e.g., customized marketing campaigns to vast
amounts of users. The second subcategory of espionage contaminant
includes software set to spy on specific users, e.g., a spouse, and report
on personal information, such as, encryption keys, keystrokes, records
from chat sessions, etc. Typically, this type of contaminant has nothing
to do with commerce or marketing, and is instead motivated by other
reasons, e.g., jealousy. Even though espionage contaminants also
impact the capacity of systems and networks, exposure to such soft
ware mainly impairs a loss of sensitive information, breaches in copy
right, and violations to privacy. This means that negative feedback
impaired by espionage contaminants impact the (positive) value of
using a popular system in a more serious way than in the previous case.

• Malice: In this category, programs are included that actually manipu
late systems and resources. Programs found here are normally associ
ated with malicious, harmful, and destructive purposes. Examples of
software are worms and virulent programs. The most severe type of a
malicious contaminant is software with the ability to autonomously
replicate itself to spread disorder in information systems. Even though
most of these malicious software types respond to destructive pur
poses, some of them may be dispatched with a commercial intent, such
as, to impair damage to competitors in terms of attacking, monitoring
and/or exerting control over their networks and systems. This also
means that malicious contaminants bring unnecessary costs for net
work and system maintenance and protection. As malicious contami
nants impact user privacy, as well as stability, usability, and security of
information and systems, this is the most serious form of negative feed
back.

In Table 6.1, a mapping between the contamination examples and the con
tamination categories is illustrated. A general problem with this sort of
classification is where to draw the line between the different categories.
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For instance, malicious contaminants are usually not designed with a
commercial intent, although some malware programs have been used to
complete a commercial plan (cf. Arce (2004)). So, albeit a virus generally is
designed to create disorder in a system, this particular aspect may be an
important ingredient in a commercial strategy initiated by, e.g., a com
pany’s rival competitor.

Managing privacy and security in an Internet based information sys
tem thus appears to be important if the positive effects of belonging to
information ecosystems are to arise. However, privacy and security are
not straight forward topics, i.e., they are not clearly visible nor easily
understandable. To clarify matters, we thus attempt to put the contami
nants in a context by using the metaphor of an information ecosystem
inhabited by human actors of which some deploy Machiavellian intelli
gence.

6.4 Machiavellian Behaviors in Information
Ecosystems

The worst single threat to security of an information system is not the
technology itself, but the human being (Schneier, 2000; 2003). Even
though most Internet users surely are benevolent and kind hearted, we
focus on those that manipulate the environment and everyone in it to
achieve their own selfish goals. In this setting, successfulness for the sin
gle participant rather than loyalty towards the system is favored, i.e., we
should be prepared for selfish, manipulative behaviors in an information
ecosystem. It is also conceived that cooperation, belonging to a commu
nity, and so on, must hold some advantage compared to acting alone.

6.4.1 Machiavellian Actors
In information ecosystems, humans can make use of Machiavellian intelli
gence. In cognitive science and evolutionary psychology, Machiavellian

Table 6.1 A classification of the contamination examples.

Marketing Espionage Malice

Cookies Spyware Rootkits
Tracks System monitors Virulent programs
Web bugs Computer worms
Spam
Adware
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intelligence is a manipulative ability, which is based on the individual’s
self interest and directed towards other individuals in the surrounding
(Dunbar, 1997). The hypothesis is that the techniques, which lead to certain
kinds of political success within large social groups, are also applicable
within smaller groups, even within the family unit. Machiavellian intelli
gence is thus sometimes also referred to as political intelligence or social
intelligence (Dunbar, 1997). The term as such refers to Niccolo Machia
velli’s political treatise The Prince from 1513. Originally, the book summa
rizes effective methods of governing in several types of states. In essence,
Machiavelli argued that the best ways to acquire, maintain, and protect
power over a state is by preaching war and ruthlessness while at the same
time taking any means necessary to avoid being hated by the subjects
which are meant to be ruled over. Inspired by Machiavelli (1513) and Dun
bar (1997), we use the following definition:

Machiavellian intelligence is a manipulate ability, which is based on
the individual’s self interest and directed towards other individuals
in the surrounding.

Within information ecosystems, this could be expressed like there is no
“free lunch”, i.e., nothing is for free (cf. a free gift vs. a gift free of charge as
discussed in Chapter 4). Instead of general “consumer friendly” tools or
“freeware” programs, we should expect actors acting in their own self
interest, i.e., making profit or increasing utility with no regard for the other
individuals in the surrounding. With respect to privacy and security, the
dynamics caused by Machiavellian behaviors is interesting to consider,
and a friendly information ecosystem should not always be expected.

The goal of a Machiavellian actor can broadly be described as to maxi
mize personal utility from interacting with the surrounding. Thereby, a
Machiavellian actor is different from a malicious actor since, in that case,
the purpose is primarily to do injury to another party (Maiwald, 2003).
Also, in contrast to the physical world, it is convenient to manipulate an
information ecosystem due to, e.g., openness, anonymity, and lack of gov
erning constraints. In an information ecosystem, Machiavellian actors
employ contaminants, which represent them and their interests in the
strive to maximize utility. This is a clever approach since the contaminants
help the Machiavellian actors to escape repercussions by acting in their
stead, and by hiding the true identities of their owners. Thereby, contami
nants are used to manipulate the system in such a way that the Machiavel
lian actors’ self interest can be promoted (at the expense of others)
virtually without the risk of being disclosed or punished. However, for the
information ecosystems, this is not an ideal situation.
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When more and more actors start to deploy Machiavellian intelligence
in an information ecosystem, an enhanced competition and/or exploita
tion over common resources takes place. Two situations of conflicts that
can arise from this are arms race and tragedy of the commons. If these sit
uations are not restrained, a long term effect is that the system eventually
breaks down. However, this can be avoided, or at least managed, by the
deployment of countermeasures, e.g., legislative acts, anti malware pro
grams, etc. We will get back to the dynamics caused by Machiavellian acts
and countermeasures in a moment, but let us first further investigate the
situations of conflict that can impair an information ecosystem.

6.4.2 Arms Race
The skills of the actors are refined through an evolutionary competition
called an arms race (Dawkins, 1982; Maynard Smith, 1982). An arms race
between actors, either humans or companies, or between groups of actors
signifies that the (antagonistic) activities made by one group are retorted
by countermeasures by another group, which in turn makes the first
group react, and so on. It is important to note that this property can act as
a self adjusting quality set to improve an information ecosystem over
time.

The term “arms race” is generically used to describe any competition
where there is no absolute goal, only the relative objective of staying
ahead of other competitors (Casti, 1996). Arms race addresses, e.g., com
parisons in the fields of military hardware, competition in commercial
product markets, and competition between people in society for wealth or
esteem (Dawkins, 1982). One primary example is the race between the US
on one hand, and the Soviet Union on the other, to develop more and bet
ter nuclear weapons during the Cold War.

Arms race is often described as one of the major forces within informa
tion ecosystems (cf. Carlsson (2001)). From an evolutionary perspective,
arms races could in fact be regarded as positive because the information
ecosystem may eventually become more robust, i.e., if it survives the neg
ative aspects of, e.g., contamination and Machiavellian behaviors. In that
sense, robust systems assume vigilant (as opposed to merely gullible)
users.

The dynamics caused by an arms race may improve the available tools
and techniques in an information ecosystem, and thus the system’s
robustness, but this may also be a costly process that renders in unneces
sary waste of resources, e.g., loss of time, money, and valuable informa
tion to users. In the long run, arms races can lead to a breakdown or a
collapse as the users may defect a system inflicted by an escalating arms
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race in favor of a friendlier environment. However, with additional coun
termeasures, legislative acts in particular, the arms race can actually take a
less destructive direction. As we will discuss later on, the introduction of
legislative acts (comprising rules that govern behavior) can break the arms
race, and thereby push a system towards its ideal state.

6.4.3 The Tragedy of the Commons
As was briefly discussed in Chapter 3, when common resources are mis
used by a selfish actor, a tragedy of the commons situation may occur. The
tragedy of the commons is a metaphor for a situation where the costs
caused by the actions of a selfish individual are shared by all participants,
while the selfish individual gets all benefits of the action (Hardin, 1968).

Originally, the term was introduced to describe a metaphor that illus
trates a sub optimal use or even destruction of public or other collectively
shared resources (the “commons”) by private interests when the best strat
egy for individuals conflicts with the common good. In game theory, the
key to the tragedy of the commons is that when individuals use a public
good, they do not bear the cost of their actions. Each seeks to maximize
individual utility, and ignores that the costs conveyed by such behavior are
borne by others in the surrounding environment. The best strategy for an
individual is thus to try to exploit more than his or her share of public
resources, which is also the case with Machiavellian actors. The effect is
that the public resources get overexploited.

One example of a tragedy of the commons is the extra utilization of net
work bandwidth that music file sharing users bring about. At present, this
behavior costs nothing extra to the Machiavellian actors, but should more
and more users download content in the same extent, it is likely that there
will be problems concerning network capacity. If so, the consequences are
not to be borne by the Machiavellian actors, but instead by the whole infor
mation ecosystem and all of its users.

Ideal
system
state

System
break
down Contaminants

Countermeasures

Figure 6.1 An illustration of the two main forces that affect
the dynamics of an information ecosystem.
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6.4.4 On the Dynamics Caused by Machiavellian Behaviors
As illustrated in Figure 6.1, the state of an information ecosystem can at
any time be characterized as being between the two extreme system states
“system breakdown” and “ideal system state”. Machiavellian actors, who
cause tragedy of the commons and arms race, strive to manipulate the
system in such a way that self interest can be maximized. For this pur
pose, contaminants are used and they “push” the system state in the
direction toward breakdown. The contaminants and the countermeasures
employed to mitigate the Machiavellian behaviors constitute driving
forces that separately and collectively impact the utility of belonging to an
information ecosystem pushing the system state toward the ideal. Also,
since these driving forces are constantly changing as they struggle for the
limited resources in the information ecosystem, the future state of the sys
tem is hard to predict. In essence, situations of conflicts are on the rise.

The ongoing competition between “contaminants” and “countermeas
ures” is referred to as an arms race. This is illustrated in Figure 6.2. The
purpose of the “contaminants” is to bring as much value as possible to the
Machiavellian actors, whereas the intention with the “countermeasures”
is to push the system towards the ideal situation, i.e., where the scope and
extent of Machiavellian behaviors have been eliminated. Broadly, the
countermeasures are here conceived as the consolidation of various secu
rity and privacy enhancing technologies, independent third parties, etc.,
that are deployed to mitigate the contaminants.

A tragedy of the commons is initiated by Machiavellian actors that
exploit the system at the expense of the other users. As can be seen in Fig
ure 6.3, the closer a system is moving towards a collapse, the more severe

Ideal
system
state

System
break
down

Figure 6.2 An illustration of an arms race within an
information ecosystem.

Time
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is the tragedy of the commons situation. This is a reflection of the amount
and scope of contaminants distributed in the information ecosystem. In the
ideal state of a system, i.e., where it has not been inflicted by Machiavellian
acts, the actors can act proactively to the threat of contaminants by restrict
ing the extent to which Machiavellian behaviors is possible – before it is
practiced. In this way, many of the problems and threats that are related to
contamination can actually be avoided.

A disastrous situation occurs when the utility for users to belong to an
information ecosystem is overthrown by the situations of conflict impaired
by the Machiavellian actors. Then, the information ecosystem faces a
breakdown, but not even the Machiavellian actors would want that.
Instead, Machiavellian actors desire the system to prosper because this sig
nifies a high amount and an extensive scope of values to exploit. As a mid
dle ground, settled conflicts may be a more plausible and common state of
an information ecosystem. In general, this can be achieved especially
through the successful deployment of countermeasures, legislative acts in
particular. Also, competing Machiavellian actors may annihilate each other
since too many Machiavellian acts can actually hinder – rather than sup
port – the various Machiavellian actors’ progress. All the same, the most
important form of countermeasure is legislative acts as these can be used
to establish rules for interaction between actors and the information eco
system. This means that they can cause an interruption in an ongoing arms
race or mitigate the severity of an escalating tragedy of the commons situa
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tragedy
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commons

Figure 6.3 An illustration of a tragedy of the commons
situation within an information ecosystem.
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tion. Thus, regulation in the shape of legislative acts is a form of counter
measure that is particularly interesting to discuss.

6.5 Three Contamination Scenarios
We will now discuss the three groups of contaminants with respect to
Machiavellian actors, arms race, tragedy of the commons, and the long
term effects in an attempt to analyze the dynamics of an information eco
system.

6.5.1 Contamination through Spamming
This analysis is directed to the contamination category referred to as
“marketing” here represented by spam e mailing. As stated in Chapter 3,
more than 80% of all e mail traffic of today is classified as spam, and a sin
gle actor may distribute spam message to several hundreds of millions e
mail addresses every day (Lueg, 2003; Messagelabs, 2007; Spamcop, 2007).
The situation thus appears to be serious.

Spam distribution, or as some marketers prefer to call it; e mail market
ing, is an important ingredient in many marketing strategies. To most
organizations, sound e mail marketing (in contrast to bulk spam distribu
tion) could be a cost effective method for conveying offers that could
allow a company to reach a substantially large amount of customers. To
customers, marketing by e mail could in a similar manner be a beneficial
way to get information about desired goods and services. But today’s
spam messaging is littering the Internet, and thus contributing to the
swelling contamination, i.e., a situation of conflict has occurred.

Machiavellian Actors
Spam messages are mainly distributed as parts of comprehensive busi
ness strategies, i.e., with selfish purposes. Here, only a small portion of
the actors use the availability of an entire e mail system for their own
good with no regards as to who must bear the consequences. Due to that
spammers also manipulate the recipients by, e.g., disguising the spam as
legitimate e mail messages, this is a case of Machiavellian behaviors.

Arms Race
Spam may invade computers as a result of an arms race. Spam filters, lists
of blocked accounts, and other countermeasures may reduce the amount
of spam, but spammers that hide their intended message and the occur
rence of more effective data harvesting methods, e.g., hidden spyware,
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may instead increase the rate of spam. Arms races force anti spam mea
sures to evolve as a result of spam activities, which in turn make the spam
mers react, and so on. In this light, users probably accept false positives,
but true negatives are unacceptable, i.e., users do not take the risk of
throwing away an important message even though the vast majority of e
mail messages are spam.

The Tragedy of the Commons
Spam messages do not pay their own costs. This is a tragedy of the com
mons situation since a single spammer can violate the use of common
resources, e.g., bandwidth, storing capacity, etc., thereby causing the
actions of a selfish individual to be shared by all inhabitants of the system.
It is, in this respect, the Machiavellian spammer who gets all benefits from
this action. As long as the costs of spam activities are shared among the
entire e mail system, there are no real incentives for a spammer to stop.

The Long Term Effects
There is a risk that e mail as an information systemmay ultimately become
inapplicable as a result of an increasingly heavy spamming activity. If the
proportion of spam messages exceeds a critical limit, users may find it
inconvenient to use e mailing systems over the Internet. Most spam mes
sages are automatically generated, but removing them is done manually (if
we do not dare to completely rely on spam filters). Human capacity is the
same today as yesterday, so a hundred or thousand fold expansion of
spam traffic may result in the collapse of e mail, i.e., a breakdown occurs.
Settled conflicts would also be a potential outcome, but if such a scenario is
to be effectuated the incentives for Machiavellian actors to dispatch spam
must be removed. An important set of countermeasures intended to han
dle this situation of conflict, and which to some extent has been effectuated
so far, is the implementation of legal impediments4. However, as spam
ming is a global phenomenon, and legislative acts have proved to be at
best regional, such efforts are inevitably fruitless. If anti spam legislation is
to become global, comprising all nations, and unanimous, e.g., with
respect to the opt in approach as discussed in Chapter 3, it is possible that
the situation of conflict imposed by spam could be mitigated.

6.5.2 Contamination through Spyware
This analysis is directed to the contamination category referred to as “espi
onage” here represented by spyware programs. As stated in Chapter 4,

4. Cf. the EU Directive on Privacy and Electronic Communication (EC, 2002).
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spyware programs have become commonplace in many popular Internet
based information systems. Typically, spyware programs are bundled
with ad supported free software, such as, file sharing tools and screensav
ers. Spyware often displays advertisements and is, just like spamming,
usually deployed as means in marketing campaigns (cf. Sariou et al.
(2004)).

Machiavellian Actors
Typically, a legal grey area is exploited by the spyware vendors since they
acknowledge that software, which gathers information for commercial
and marketing purposes, is included in the accompanying software
licenses. However, the usual method is to describe these turns of events
with deliberately intricate legal terms, which, among many things, makes
the license agreements hard for users to understand. Also, spyware pro
grams often collect more information than have been specified in the
accompanying license agreement. The primary focus is to maximize the
value for the spyware distributor by tricking users to install spyware
thereby manifesting manipulative and selfish behaviors.

Arms Race
Spyware is usually hard to detect and remove from infected host comput
ers since users install the carriers of spyware, e.g., file sharing applica
tions, on a voluntary basis. Then, the information distribution part is
taken care of by the spyware programs and their corresponding servers
on the Internet. This means that a spyware can operate like a slowly mov
ing malware without the distribution mechanisms otherwise included,
and without the components detectable for anti malware programs.
Today, there are several available anti spyware tools, which generally are
useful for locating spyware, but not very efficient in the removal of the
identified spyware. One reason is that a spyware typically is tightly inter
fused with its host software, whereas another reason is that the occur
rence of spyware is usually approved by the users as a condition for
obtaining its software host, i.e., a file sharing client. In combination with
anti spyware tools, anti malware applications may become an effective
weapon in the struggle against spyware. However, the history of virus
versus anti virus software has shown that such an effort will be retorted
by newer and more advanced spyware programs, and so on.

The Tragedy of the Commons
An unsuccessful spyware is stopped by anti malware and anti spyware
applications, whereas successful spyware programs continue to gather
and transmit sensitive information to third parties (which may be rival
competitors or spam distributors) over the Internet. In addition to pri
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vacy invasions, an accumulated distribution of spyware and the informa
tion that such software manages (e.g., user profiles, ads, moving pictures,
sound clips, etc.) impairs an increased consumption of network band
width. The costs related to these activities are left to the other users of the
information ecosystem.

The Long Term Effects
In contrast to a virus, spyware programs may operate in such a relatively
low speed that they are difficult to detect and remove. Since spyware can
include components set to cause destruction in a system, the consequences
may be just as dire as with a regular virus. As users become more and
more aware of spyware programs, the host systems, e.g., file sharing sys
tems, must constantly refine the means to collect personal information to
target users with customized offers. Even though settled conflicts may be a
reasonable long term effect of a conflict situation caused by spyware, it
may just as well lead to a collapse. Increased amounts of spyware pro
grams will impair extra consumption of system and network capacity ren
dering in unnecessary costs for maintenance, stability, security, etc. In the
end, it is the users of the information ecosystem that must bear these costs.
With respect to countermeasures, there are, apart from anti spyware and
anti malware applications, only a few legal acts to comment on5, which of
course suffer the same types of problems as anti spam legislation, i.e., they
are not global nor unanimous. Another problem, which has been observed
by Boldt (2007), is the lack of a uniform and clear yet legally biding defini
tion of the term spyware. Thus, were new legislative acts concerning anti
spyware to be forwarded, they would have to address (at least) these
issues.

6.5.3 Contamination through Virulent Programs
This analysis is directed to the contamination category referred to as “mal
ice” here represented by virulent programs. In the summer of 2003, a virus
called Sobig.F sent 200 million infected e mail messages across the Internet
during its first week of activity. Estimates indicate that Sobig.F impacted
15% of all large corporations and 30% of all small and medium sized enter
prises that were connected to the Internet (Arce, 2004). Thereby, Sobig.F
was the most costly virus thus far. Sobig.F infected the host computer
when an e mail attachment was opened by the user. Inside the computer,
Sobig.F used e mail addresses from the local address book for further
spreading. As part of the payload, harmful software was downloaded and

5. Cf. the Spyblock Act (2004) and the Internet Spyware Prevention Act (I
SPY, 2007).
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installed, which also permitted further installations of new malware and
re connections of network traffic. The original idea behind Sobig.F was
likely to install a spam proxy server on the targeted computer in order to
use that as a leverage point for further distribution of contaminants. How
ever, this step was never fully completed as the attention from the security
community made it impossible for the virus distributor to operate the
virus as was intended.

A mistake made by the creators of Sobig.F was its too successful
spreading mechanism. If the purpose was to install a spam proxy server
on the users’ computers, a much slower distribution pace would have
been preferable. A virus in the shape of a backdoor6 without any attention
from the anti virus software industry, but with full access to the users’
computers would indeed have been a perfect leverage point in order to
reach more extensive parts of the Internet. At least in the short run, the
main purpose of Sobig.F was thus not to damage the host, but to use it as
a business tool. In that sense, Sobig.F is an example of how an otherwise
malicious contaminant can be used as a component of a business strategy.

A traditional virus holds no value to a Machiavellian actor (opposite to
what can be argued with, e.g., spam) as it is normally designed to cause
destruction in a system, which a Machiavellian actor desires to exploit
and not destroy. However, sometimes there are other aspects of utility
involved in the development and distribution of virus programs. For
instance, a designer of a virus may launch an attack on an information
system in order to earn a reputation as a skilful hacker7 in coveted com
munities on the Internet.

Machiavellian Actors
In information ecosystems, Machiavellian actors can behave, not only as
traditional hackers (in the negative sense), but also as cunning business
men. As the Sobig.F example shows, a virus may comprise, not only the
distribution mechanism and the payload process, but also a comprehen
sive business idea, e.g., the installation of spam proxy servers. Like spam,
virulent programs are originally developed and spread for selfish pur
poses at the expense of the other actors in the system. Virus distributors

6. A backdoor is a program that allows attackers to gain access to a system by
bypassing normal security controls (Skoudis, 2004).

7. In computing slang, a hacker is a person who enjoys exploring the details
of programmable systems, and who stretches his/her capabilities, as
opposed to most users who prefer to learn only the minimum necessary
(Skoudis, 2006). According to this view, hackers are benevolent persons
acting as explorers in order to make computers do new things. Although,
this term has also come to refer to a computer vandal or criminal.
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also try to manipulate the gullible users to persuade them to open e mail
attachments, and so on. Thus, the virus distributors fit the profile of
Machiavellian actors.

Arms Race
The ongoing arms race facilitates a reaction within hours from the anti
virus software industry. So, if, for instance, a company has invested in
qualified security software, a regularly upgraded anti virus protection
should solve the immediate threats. However, history has shown that for
every successful anti virus application, there is a new successful virus, and
so on.

The Tragedy of the Commons
A virus distributor uses the information ecosystem for spreading virulent
programs with little concern for the infected parties. The usual model for a
virus is to infect as many computers in a network as possible in the least
conceivable amount of time. Even though some attacks may be directed to
specifically targeted parties, infections typically strike others as well. Also,
arms race indicates that every virus is retorted by countermeasures taken
by the anti virus organizations. The costs of anti virus protection, damage
repairs, etc., are borne by the users and the system service providers.

The Long Term Effects
The behavior of virtual neighbors, i.e., other actors in an information eco
system, is essential for local security settings because even an excellent
local security policy may fail in a surrounding of actors holding insecure
settings. In the example of Sobig.F, e mail addresses were distributed from
infected hosts, and as a consequence; heavy spam activity affected also the
virtual neighbors of an infected user. As long as there is no great disadvan
tage for the anti virus industry, the conflicts will be more or less in control.
Although, a serious increase in virus distribution, e.g., via e mail, can
result in that an entire information ecosystem collapses. Ironically, mali
cious contaminants distributed by a commercial intent may be a useful
protection against this situation since such acts rely on the relative pros
perity of a system, i.e., that there are users and other resources to exploit.
Other than anti virus software, countermeasures in the form of legislative
acts exist primarily in the US. However, due to the global structure of
Internet based information systems, such initiatives are likely to be fruit
less as long as they do not comprise all nations and avoid ambiguity in
terms of content, scope, and view.
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6.6 Discussion
On the Internet, the occurrence of contaminants is more common than
ever. As a result, the amount of computers and servers breached by intru
sions has augmented. One reason may be that business ideas and mali
cious activities sometimes interfuse. Ordinary and harmless activities,
such as, e mail marketing, remote control, and information gathering are
replaced by spam, virulent programs, and spyware. These three contami
nation examples converge to a more general Machiavellian business plan.
For instance, a virus may install a spam proxy server on an unprotected
computer, and a spyware may gather e mail addresses used in spam mar
keting campaigns launched from the spam proxy servers retrieved by the
virus programs.

We have discussed these examples as contaminants, which are control
led by Machiavellian actors, and directed to the surrounding environment
and its users. Machiavellian actors solve problems by introducing an arms
race, which may also cause a tragedy of the commons situation. A meta
perspective suggests that these situations of conflict can make an informa
tion ecosystem to eventually either collapse or prosper. However, it may
also make the information ecosystem more robust over time, but this
requires that the Machiavellian behaviors are controlled by countermeas
ures, which thus can be used to maintain the balance between the compet
ing forces in an information ecosystem.

Another observation indicates that the long term prosperity of an
information ecosystem primarily depends on the cooperative abilities
among the actors. An addition to the countermeasures is therefore to
ensure that cooperation must convey advantages compared to acting
alone. If the benefits of acting alone are restricted, the destructive behav
iors impaired by Machiavellian actors can be further minimized. As we
have also discussed, if it is assumed that a system sooner or later will be
inflicted by Machiavellian acts, proactive actions for handling those can
be taken. By doing so, many of the situations of conflict can actually be
avoided before they are realized.

It is the situations of conflict in an information ecosystem that has
formed the starting point for the discussions in this chapter. Conflicts
among selfish actors (in the shape of software agents) have been studied
before, especially in game theory. The contents of this chapter are not in
contrast to a game theoretic approach, but points out some limitations
when exclusively modeling these approaches. Conflicting agents are often
modeled using a game theoretic approach where the outcome of the inter
action is described as a payoff matrix. There has, for example, been a lot of
research in distributed negotiation (cf. Genesereth et al. (1998)), market
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based systems (cf. Wellman (1994) and Ygge et al. (1998)), autonomous
agents (cf. Rosenschein and Zlotkin (1994)), decision theory (cf. Gmytrasie
wicz and Durfee (1995)), evolutionary game theory (cf. Lindgren (1991)),
and agents within an evolutionary game theory setting (cf. Lomborg
(1994)). Normally, a game theoretic approach signifies a simplification of
the problem studied, i.e., the agents are assumed to generate a specific out
come of the interaction. Our analysis takes a comprehensive starting point
and looks at an additional interactional meta level introduced by the
Machiavellian actors that deploy contaminants to promote self interest.

Trust, which is a necessary component in any long term relationship,
physical or digital, is important, but hard to ensure between actors in a
growing system, especially when technical superstructure and anonymity
are signifying characteristics. The increasing occurrence of new contami
nation technologies distributed by Machiavellian actors make the elements
of risk both apparent and urgent. As an insight, countermeasures should
be separated from other activities, e.g., of business, file sharing, etc., and
they should also be provided at a communal level in an information eco
system. No single user facing the threats of, for instance, contaminants is
capable of solving the problems single handed. To a user interacting with
an Internet based information ecosystem, local security is important, but
not sufficient. As we have seen, the insecure settings of one actor that, e.g.,
opens an e mail attachment infected with a virus, can cause security prob
lems to other parties in the information ecosystem (as the e mail spreads).
Therefore, security threats caused by Machiavellian behaviors should fore
most be a joint problem to entire communities and societies.

It is possible to extend each of the contamination examples to include
other directions or long term effects than the ones we have discussed.
However, just as in biotic ecosystems, the future is not entirely predictable
in information ecosystem because of too many unexpected and interde
pendent circumstances. Humans have the possibility to act on inappropri
ate behaviors by restricting the individual (and the positive) values related
to acting alone through countermeasures, legislative acts in particular,
although, this is not necessary the same as stopping the behaviors of
Machiavellian actors. The arms race and the tragedy of the commons will
just take another less harmful direction. Despite of this, we believe that the
evolution of a stable and sound information ecosystem will benefit from
our analysis since it provides a comprehensive and systemic view of the
situations of conflicts conveyed by Machiavellian actors in an information
ecosystem.
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6.7 Concluding Remarks
In essence, there are three ideas presented in this chapter. First, there is
the study of the dynamics within an information ecosystem, which is
based on Machiavellian actors that dispatch contaminants in a desire for
gain. This analysis has permitted an evolutionary perspective, in which
the long term effects of selfish and manipulative behaviors in information
systems used over the Internet are discussed. Second, different examples
of contaminants have been analyzed and classified in the categories “mar
keting”, “espionage”, and “malice”. Each group of contaminants has sep
arate effects to the information ecosystem although the groups also
appear to have a lot in common. As an example, all seem to participate in
business like operations where the goal is to promote values to the actors
that have deployed them, even if this occurs at the expense on others.
Third, there is a discussion concerning the situations of conflict impaired
by Machiavellian actors and their contaminants. An insight from this is
that by restricting Machiavellian behaviors in information ecosystems, the
risk for situations of conflict with potentially devastating long term effects
can be mitigated.

From a meta perspective, the contaminants converge to a general
Machiavellian behavior where selfishness and manipulation are the defin
ing characteristics. One conclusion from this is that the contaminants fac
ing users (either as private persons or as enterprises) are a joint problem.
They cannot be faced by the users one by one. Instead, the entire informa
tion ecosystem, and all of its interested parties, must join together and
form a digital environment where various types of countermeasures can
be used to mitigate the extent and scope of Machiavellian behaviors. If
this is a successful approach, the risks for the entire information ecosys
tem system can be minimized. Here, our contribution is a comprehensive
and systemic analysis of the dynamics of Internet based information sys
tems.

In the next chapter, we discuss the idea of a communal and global
center for trust management, which is to be regarded as a type of counter
measure that can be used to restrict Machiavellian behaviors in an Inter
net based information system.
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C H A P T E R

7
Enhancing Trust in
Business
Collaboration

This chapter addresses how to enhance trust for business growth in Inter
net based information systems. This challenge is approached by analyzing
what can be done to strengthen the provision of authentication services for
business transactions. In addition to presenting empirical results on this
matter, we also discuss the idea of a global center for trust management.

7.1 Introduction
The advance of ICT has led to rapid reductions in the costs of diffusing,
accessing, and using information. Not only are information flows expand
ing at amazing speed, with digital packaging being en route towards inte
grating multiple functions in new combinations and transactions, but the
scope and quality of digital services is becoming a vital building block for
success across a widening spectrum of business activities. The use of e
business services is increasingly growing, and will most likely continue to
expand in the future. The level of expectations is indicated by the magni
tude of business to business e commerce estimated to have hit US$8.5 tril
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lion in 20051. However, calculating or estimating the size and/or value of
e commerce is a highly intricate task, and therefore any such measure
ment should be treated with great caution.

Most organizations recognize the critical role that ICT plays in support
ing their business objectives, and in fuelling profitability and growth.
However, due to the increasing amount of valuable information that is
available, the risks for devious and malicious use have grown. As the
interconnected ICT infrastructures are increasingly complex, attacks can
be mounted with growing frequency while at the same time demand ever
shorter reaction times. An assumption is therefore that companies’ will
ingness to transact business with each other over organizational and
national boundaries in Internet based information systems is at best
embryonic.

This chapter addresses the enhancement of trust for business transac
tions that are performed in Internet based information systems. The chal
lenge of enhancing trust is approached by an empirical study comprising
private and public organizations from around the world2. Among other
things, we reflect upon the results of the survey, the paths that can be
taken to improve trust for business transactions, the evolving trends and
present state of the market, and how the idea of a global center for trust
management can increase companies’ willingness to rely on each other for
business operations. Three central concepts in this chapter are interopera
bility, trust, and authentication, which we now discuss.

7.2 Central Concepts
Interoperability relates to companies’ abilities to collaborate with each
other at the technological level. Trust is a necessary requirement for inter
acting with parties that are not familiar to one another. Authentication of
electronic transactions is one of the most basic aspect of trustworthy col
laboration in Internet based information systems.

1. http://www.ipowerbiz.com.my/fastfacts.do
2. The study was performed in 2005 at an international research institute sit

uated in Sweden. Since then, the investigation together with a discussion
of its results have been published in a report (Paper IX), which is co
authored by the author of this thesis. For the most part, this chapter pre
sents a compilation of the contributions of that report.
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7.2.1 Interoperability
As the Internet conveys many opportunities for interenterprise collabora
tion, interoperability has become a high profile concept. Definitions of
interoperability have been reviewed in several studies (cf. Chen and
Doumeingts (2003), Ducq et al. (2004), and Vernadat (2007)). Broadly, the
term interoperability implies that one system performs an operation for
another system and vice versa. From a technical point of view, interopera
bility signifies that two cooperating systems can work together without a
particular interfacing effort. As such, it comprises the establishment of
communication, as well as the sharing of information and services
between software applications regardless of hardware platforms. In other
words, interoperability refers to whether or not two pieces of software
from different vendors, developed with different tools, can work together
(Ducq et al., 2004). More precisely, it is the “ability of two or more systems
or components (e.g., software, processes, business units, etc.) to exchange
information and to use the information that has been exchanged” (IEEE,
1990). Another refined definition is that interoperability is the “ability to
share and exchange information using common syntax and semantics to
meet an application specific functional relationship through the use of a
common interface” (ISO 16100). Panetto and Boudjlida (2006) simplify the
concept and propose that interoperability is “the ability of a system or a
product to work with other systems or products without special effort
from the customer or the user”, which is a view that is supported by this
author.

Despite the various definitions of the term interoperability, there
appears to be a lack of a general understanding of the meaning of interop
erable services (Ducq et al., 2004). Interoperability is multilayered, and not
restricted to purely technical specifications. It may, for instance, also com
prise political, economic, and organizational considerations. According to
the European Interoperability Framework (2004), interoperability can hap
pen at three levels:

• technical level (data and message exchange),

• semantic level (information and service sharing), and

• organizational level (business unit, process and people interactions
across organization borders).

As stated by Vernadat (2007), enterprise interoperation is concerned with
interoperability between organizational units or business processes either
within a large (distributed) enterprise or within an enterprise network.
Part of the challenge relies in facilitating communication, collaboration,
and coordination among these processes. In Chapter 9 and onwards, we
discuss Plug and Play Business, which addresses interoperability at all
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three levels, and in Chapter 12, we investigate a specific case of (technical)
interoperability between companies using different business systems.

This chapter is targeted to the organizational level of interoperability,
and examines what is missing in the facilitation of secure and agile collab
oration among enterprises in an environment that is constituted by the
Internet. A framework for enabling interoperability in Internet based
information systems must be able to balance cost with risk through the
appropriate use of technology and policy. Managing that task will require
a good deal of coordination. Agreeing on what is appropriate for different
actors in such a dynamic, heterogeneous, and distributed environment –
and implementing a solution that represents a fair compromise to those
actors – is indeed a formidable challenge.

7.2.2 Trust
Although the importance of trust has been long recognized, we still face
fundamental challenges in terms of agreeing about what trust is, and
what kind of trust relations there are (Ma and Orgun, 2006). Trust, which
has its roots in psychology and sociology, is thus a quite complex phe
nomenon in that it carries many meanings depending, for instance, on the
context in which it is used (Ruohomaa and Kutvonen, 2005).

Trust can broadly be defined as “an assured reliance on the character,
ability, strength, or truth of someone or something”3. A perhaps more
refined interpretation may be that trust is “the psychological status of
involved parties who are willing to pursue further interactions to achieve
a planned goal” (Turban et al., 2002). However, different forms of trust
exist to address different types of problems and to mitigate different sorts
of risks. In this respect, risk is an effect of trust as the reliance on, e.g., a
partner means that we expose something in our control to attack or abuse.
Although there have been many discussions of the nature of trust (cf. Ma
and Orgun (2006)), there appears to be no general consensus as to what
trust really is. In the work documented here, we will adhere to the defini
tion proposed by Turban et al. (2002).

In a a marketplace using Internet based information systems, buyers
and sellers do not meet face to face. For instance, a buyer can see a picture
of a product, but not the product itself. Promises of quality and delivery
can easily be made, but questions may be raised regarding the extent to
which they are kept. To deal with this issue, trust must exist between buy
ers and sellers (Shapiro and Varian, 1999; Turban et al., 2002). In addition
to trust between buyers and sellers, it is necessary to have trust in soft

3. http://www.m w.com/dictionary/trust/
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ware and hardware, as well as in information, actors, and the environ
ment, which in this case is constituted by the Internet. There are several
ways to boost trust, but three common factors are (Shapiro et al., 1992):

• the degree of initial success that each party experience within the mar
ketplace and with each other,

• a set of well defined roles and procedures for all parties involved, and

• realistic expectations as to outcomes on the marketplace.

Also, security mechanisms, and the deployment of technology can help to
increase trust. Trust can be decreased by, e.g., any user’s uncertainty
regarding some technology, lack of initial face to face interactions, and lack
of enthusiasm among the interacting parties (Turban et al., 2002). Often,
the solidifying of trust is a long and complex process consisting of a series
of (successful) events whereas the excavation of trust can be accomplished
in one swift and stand alone action.

Establishing trust between parties that enter a continuous relationship,
whether backed by formal or informal contractual conditions, represents
one of the oldest prerequisites for successful human activities (Papazoglou
and Ribbers, 2006). Over the years, a fabric of social norms, protocols,
encryption methods, business practices, and legal frameworks has evolved
to help support the establishment of trust. In the world of e business, how
ever, the playing field is different. Parties “meet” and experience vast
opportunities for mutual exchange and benefit while, possibly, having less
clear cut means of establishing each others’ relevant features (Papazoglou
and Ribbers, 2006).

A trusted system meets the stated or expected security requirements
(Buttyán and Hubaux, 2007). As such, trust also relates to security in that it
relies on security, but all security mechanisms also require some level of
trust in various components of the system. Security mechanisms can help
to transfer trust in one component to trust in another component, but they
cannot create trust by themselves. Collaboration reinforces trust since it
indicates the ability to predict the behavior of another party and coopera
tion, i.e., adherence to certain rules for the benefit of the entire system,
makes predictions more reliable. Security is thus an important aspect of
trust (and vice versa). Moreover, we will also discuss the topic of trust in
Chapter 10.

7.2.3 Authentication
One of the most basic issues in improving security and enabling trust is to
strengthen the provision of authentication services (Smith, 2002). Gener
ally, authentication in Internet based information systems is “the process



Enhancing Trust in Business Collaboration

156

by which a party attempts to confirm that another party from whom he or
she has received some communication is, or is not, who he or she claims
to be” (Smith, 2002). Computers use authentication to confidently associ
ate an identity to a person. Authentication is thereby one of the basic
building blocks of security (Bishop, 2004).

A well designed authentication system allows users to prove their
identities conveniently, and to gain access to the network without threat
ening an organization’s security (Smith, 2002). For example, most systems
distribute passwords to authorized users to allow the system to distin
guish between legitimate users and others. The passwords, and other
authentication mechanisms, used with computers cover a broad range of
techniques and technologies, e.g., encryption, public key infrastructure,
and fingerprints, which are discussed in more detail in chapters 2 and 10.
System proprietors, e commerce planners and other developers must
therefore choose from numerous systems and applications, and make
numerous configuration decisions with each product. Regardless of tech
nology, the elements of authentication are characterized by (Smith, 2002):

• A particular person or a group of persons will be authenticated.

• A distinguishing characteristic is needed that differentiates that partic
ular person or group of persons from others.

• The presence is required of a proprietor who is responsible for the sys
tem’s management, and who relies on mechanized authentication to
distinguish authorized users from other parties.

• An authentication mechanism is needed that verifies the presence of
the distinguishing characteristic.

• Some privilege is granted when the authentication succeeds by using
access control mechanisms. The same mechanism denies the privilege
if authentication fails.

A related concept is authorization, which is sometimes mistaken as identi
cal to that of authentication. Authorization is a process used to decide if a
person or an entity is allowed to gain access to resources of a system, e.g.,
data, functionality or software (Gollmann, 2006). A computer system,
which has been designed to be used only by those who are authorized,
must attempt to detect and exclude the unauthorized parties. Access to it
is therefore usually controlled by an authentication procedure before use
is granted (Bishop, 2004; Smith, 2002).

In essence, authentication is a way to ensure that users are who they
say they are. Although the problem of authenticating people poses a real
challenge to computer systems, they are not the only entities that need
authentication. There is also a need to authenticate unattended computer
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systems like web servers involved in monetary transactions between busi
nesses involved in collaboration alliances.

7.3 Empirical Investigation
This section captures the aims and scope of the empirical investigation,
which is presented in more detail in Paper IX. The overall challenge of the
study was to examine what can be done to enhance trust between enter
prises set to collaborate with each other in the environment constituted by
the Internet. The purpose of this was to investigate how to stimulate busi
ness growth.

As a research method, qualitative interviewing was selected (Robson,
2002). The interviews, which were conducted during 2005, can be charac
terized as semi structured meaning that they had predefined questions,
but the order of them was modified based on what we as interviewers
thought most appropriate on a case by case basis (Robson, 2002). Moreo
ver, within semi structured interviews, question wording can be changed
and explanations given, e.g., particular questions which seem inappropri
ate with a particular interview subject can be omitted or additional ones
included. A compilation of the manuscript guiding the interviews can be
found in Section A.3 of the Appendix.

The interview sample, which was jointly identified by the authors of
Paper IX, consisted of persons in leading roles, and who were involved in
authentication processes for digital transactions. The actors represented
various sectors and organizations mainly from the countries of Australia,
the European Union, (and the individual member states Austria, Belgium,
Denmark, Estonia, Finland and Sweden), Hong Kong, and the United
States. The sectors that were of interest to us were in particular the govern
ment sector, the financial sector, the e health sector, and the university sec
tor. Representatives from both public and private organizations were
interviewed for each of the sectors. All in all, 80 persons participated in the
study. The study concerned primarily business to business interaction, but
occasionally also touched upon issues related to business to consumer
trade.

7.4 General Observations
Despite the divergent nature of the responses received, a number of com
mon themes emerged. The general observations that we noted in the study
relate primarily to risk analysis, confusion in terms of (legal) terminology,
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over supply of authentication mechanisms, and in international coordina
tion (or in the absence thereof). In more detail, the general observations
made are:

• Local needs are global: Based on the aspects related to authentication
of electronic transactions, we observed that local authentication needs
are in fact global. As the Internet is a worldwide environment, all
countries and companies face more or less the same problems of inter
national and interorganizational synchronization. Primary examples
are divergence in terms of standards, business conducts, trust levels of
foreign partners, etc. While the problems and the issues were experi
enced by the respondents as local and highly context specific, a meta
perspective suggests that the needs are shared among organizations
over geographic and organizational boundaries.

• Risk driven authentication: The respondents indicated that the current
supply of authentication solutions claimed to solve all security related
problems, but some of the respondents realized that not all security
problems could be solved by one security mechanism alone. Instead,
they would want to gain support in the process of reviewing the actual
need for security, but this is not always in the interest of vendors of
security solutions (claiming to solve all, and not only some, problems).
Public organizations and standards organizations in some countries
have provided national guidelines on how to undertake or pursue a
risk evaluation process, and which techniques to choose in order to
meet the required level of authentication security (see more in Chapter
2). An observation was therefore that the implementation of authenti
cation methods should be based on risk analysis. This means that prior
to the deployment of a security enhancing technology in support of
authentication; the actual need for the implementation should be
reviewed, charted, and founded upon the context specific underlying
need for security. In turn, this determines what technology or level of
security that should be applied. However, a time consuming and
equally important task in conducting (quantitative) risk analyses is
finding usable data, such as, statistics on which to base probabilistic
prognoses.

• International coordination: Most respondents agreed on the need for
international coordination of different national (legal) standards
although individual countries must devise their frameworks so as to
be consistent with national conditions. On that topic, the responses
indicated that there is no unified terminology at national, as well as
international level for technologies and protocols in support of authen
tication and/or interoperability. In approaching a common standard,
this too was deemed a crucial task.
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• Fragmented markets: The overall judgment among respondents was
that national and international markets are fragmented. Various
respondents indicated that today’s market for authentication of elec
tronic transactions is fuelled by other forces than demand considera
tions. Respondents emphasized that the market so far has been
characterized by a supply driven agenda. This situation is likely to be
marked by misdirected investment, research and development. Prob
lems to identify future standard technology and, hence, reduce possi
bilities for small and medium sized enterprises (SMEs) to compete, risk
leading to technological lock in4 and the overheating of services. It may
also fuel offerings that destroy or partly distort fundamental market
mechanisms in regard to competition and pricing behavior. Innovative
steps forward are needed to bridge the gap between the many actors
involved, and help coordinate common platforms. The establishment of
a global center for trust management may serve as one option to help
overcome the interoperability obstacles.

• Lack of interoperability: While a number of relevant standards, which
may be well placed to support the security and authenticity of elec
tronic transactions, already are present in the marketplace, no over
arching standard or protocol for interoperability exists at present. A
lack of interoperability gives rise to issues that are not easily resolved.
For instance, problems with enabling system to system communication
decrease the inclination of enterprises to trust electronic business trans
actions. Respondents indicated the need for procedures and methods,
e.g., guidelines, best practices, protocols, and templates for developing
agreements, to facilitate interoperability.

• The idea of a global center for trust management: A majority of the
respondents reacted positively to the idea of a global center for trust
management that aims at promoting standards and protocols for inter
operability, and that gathers and organizes the available market actors.
The opinion was that such an independent third party organization
could potentially promote authentication in international transactions,
and thereby help enable secure digital transactions. A conclusion was
thus that there is support for the idea of a global center for trust man
agement among the interview subjects, although opinions diverged on

4. Technological lock in occurs when old and subordinate technologies
become entrenched in the market, i.e., they become locked into new prod
ucts despite the fact that better andmore efficient technologies are available
(Shapiro and Varian, 1999). Getting “locked in” means having to accept
inferior standards or products even though superior alternatives exist, even
though it is known that superior alternatives exist, and even though the
costs of switching may not be high.
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what actions it should undertake. An organizational format similar to
that of the United Nations was the most common suggestion.

• Miscellaneous: Other relevant areas that were mentioned in the inter
views include assessing the extent to which authentication can play a
dominant role in combating repudiation attacks and identity theft, the
extent to which the use of certain authentication methods can alter the
financial incentives for individuals to steal authentication credentials,
e.g., through phishing schemes, and the promotion of authentication
as an essential element of the security culture of the Internet.

The overall finding of the study points to the establishment of a global
center for trust management, which we will now discuss in terms of pur
pose and activities.

7.5 A Global Center for Trust Management
The idea of a global center for trust management5 was born out of the
experience of many years of rather ineffective international negotiations
in various multinational organizations to agree on common rules and
mechanisms for a collaboration environment in support of trust.
Although there has been international agreement on various forms of
wording, e.g., in the OECD guidelines or in the UN declarations, there is
little tooth to any of those settlements. Moreover, among the responses in
the empirical investigation, a few competing international initiatives can
be noted. These include networks, such as, the Liberty Alliance6, intergov
ernmental organizations, such as, the IDABC7 and APEC Tel Group8, and
partnerships, such as, Trust e9, between companies, such as, Verisign10,
Microsoft11, RSA12, and IBM13. Yet all of these encounter problems,
apparently relating to limitations in respect of resources, capacity to
adjust to changing conditions, ability to meet with user and market
demand, political factors, competition, coordination problems, and so on.

5. Since the investigation was performed in 2005, this idea has been imple
mented as the Global Trust Center. More information is available at:
http://www.globaltrustcenter.org/

6. http://www.projectliberty.org/
7. http://europa.eu.int/idabc/
8. http://www.apectelwg.org/
9. http://www.truste.org/
10.http://www.verisign.com/
11.http://www.microsoft.com/
12.http://www.rsa.com/
13.http://www.ibm.com/
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Due to the lingering presence of information and coordination issues, the
gap between needs and responses may not be closed spontaneously –
either by public institutions or by market forces. The playing field for
something like a global center for trust management therefore appears to
be open.

7.5.1 Purpose and Members
The primary goal of a global center for trust management is to serve as an
independent third party for various proprietary authentication systems
and their providers. In this role, the center is conceived as a non profit
organization for which the structure is based on the mutual effort made by
actors that represent different trust provision interests in electronic busi
ness transactions, but public actors should also form part of the circle. Pub
lic and private perspectives should be balanced, however. The global
center for trust management would further embrace a number of local
nodes, which together can form an international network focused towards
collaboration in Internet based information systems for, primarily, SMEs.
The national nodes should be organized bottom up, again incorporating
many different sectorial interests. The envisioned members of a global cen
ter for trust management fall within four different categories:

• Trusted third party actors: Organizations whose role is to provide trust
as a third party in electronic business transactions, such as, law firms or
chambers of commerce. Among the early adopters would be actors that
already work digitally, and have reached critical mass in terms of users.
Some examples of such actors are governments and banks. It might also
be of interest to include third party actors that are not digital at present,
but that play a vital role in the non digital economy, and that can poten
tially provide significant digital services (international law firms is one
such example). The motive for these organizations to join is that they
can receive international recognition and access to new markets.

• Users: This category would include governments, banks and other sec
tors of industry along with other kinds of private or public organiza
tions. These seek ways to develop or influence technology and
appropriate regulations for which a global center for trust management
could be relevant. They might also benefit from the development of a
channel for acquiring new technology, learning new business models,
identifying best practices, and drawing lessons from them. Interest
organizations, such as, Consumers International14, and the European

14.http://www.consumersinternational.org/
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Association of Craft, Small and Medium sized Enterprises15 might
also be relevant participants.

• Regulators: Organizations responsible for regulations, standards, and
best practices, such as, policy makers, lobby groups, and standards
organizations.

• Technology and service providers: The motive for these organizations
to join would emanate from their striving to receive international rec
ognition and new markets. They might also benefit from obtaining a
channel for acquiring new technology, and learning about business
models and best practices. They would, in this way, gain new ways of
influencing relevant technologies and legal frameworks.

The intention is that a center for trust management should act on a global
basis through its inclusion of national nodes, each consisting of organiza
tions stemming from all of the four categories above. In that sense, the
idea of the center for trust management forms a network centered archi
tecture on the basis of its individual member countries.

7.5.2 Activities
For a global center for trust management to succeed in its role of acting as
an independent third party, it needs to be and act trustworthy. More spe
cifically, it should be “organizationally trustworthy”, which should also
apply to the technology it uses. The organization has to be as independent
and free as possible from the influence of vested interests in the form of
specific organizations or technology providers. Trustworthiness could
further be boosted by gaining buy in from other trustworthy actors (like
banks). While performing its core functions and services, a global center
for trust management should also perform other functions that may be
regarded as keys to earning a reputation. A variety of activities for a glo
bal center for trust management is suggested of which only the most rele
vant are summarized below:

• Interoperability plan: The development of an interoperability plan
between actors and technologies with different national and sectorial
origins is an issue of great relevance for a global center for trust man
agement. Interoperability on the semantic and the organizational lev
els appear to be the most pressing matters for common understanding
of procedures.

15.http://www.ueapme.com/
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• Contract assistance: A global center for trust management can certify
the certifiers and the processes of certification at different stages of a
business transaction. The center can also certify the validity of a time
stamp, and provide time stamping for its users. It can consequently
also verify that contracts have been certified.

• Escrow processes: It can assume the role of an independent intermedi
ary between a third party and a subject that has assigned it to handle
the escrow process. A global center for trust management can register
that a document was sent as agreed. It can also verify that a certain doc
ument is available vis à vis the party receiving the document.

• Actor validation: If chambers of commerce are involved in a collabora
tive alliance, a global center for trust management can bridge between
the organizations involved to provide the linkages for transnational
actor validation. The need for actor validation was emphasized by the
interview subjects in respect to the expectation that transnational busi
ness between SMEs will increase.

• Collaboration alliances: A global center for trust management can miti
gate market fragmentation, and enhance the development of interoper
ability by setting up joint projects and systems to support corporate
collaboration alliances. These should create commercially viable oppor
tunities to societies and provide knowledge and input to policy makers.

• Codes of conduct: Creating codes of conduct to enhance interenterprise
collaboration is an important aspect of the facilitation of trust and
appropriate business behaviors. Moreover, a global center for trust
management could aid in the establishment of a common business ter
minology to further support interoperability between enterprises
involved in collaboration.

A global center for trust management can thereby provide the three factors
that (positively) influence trust (mentioned in Section 7.2.2). Based on the
combination of its identified activities as discussed above, it can support
business growth by supplying a set of usable roles and procedures for all
parties involved in transacting business in Internet based information sys
tems, and it can convey realistic expectations as to outcomes on the mar
ketplace. In particular, by its validation and contract assistance, it can also
impact the degree of initial success that each party experience within the
marketplace and with each other. The overarching task of a global center
for trust management can thus be to create a friendly networking environ
ment tuned for secure and interoperable enterprise collaboration.
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7.6 Discussion
A key question is what interoperability issues are outstanding, a source of
friction, and give rise to costs, and yet might be addressed effectively by
available (or potentially available) means. What mechanisms could solve
the problems? How could they be implemented as effectively as possible
and by whom? Is a global center for trust management really the best
option? It is likely that a process capable of generating answers to such
questions will have to build on a set of competencies and functions that
allow for the identification and demonstration of best practices, thereby
facilitating the development of useful standards for system interaction. To
fulfill its role, a global center for trust management should therefore
depart from a user’s perspective on effective and desirable means for link
ing actors over the Internet through secure transactions in which the par
ticipating actors are satisfactorily validated.

Strategies for overcoming fragmentation in the market of authentica
tion services may focus on ways to overcome problems of interoperability.
At present, however, the issue of interoperability is somewhat confused.
As a concept, interoperability is broadly defined, and refers to general fea
tures of compatibility and absence of conflict. In some other cases, though,
it refers to strict and partly technical requirements. In part, any solution
aiming to overcome interoperability will most likely have to fulfill specific
criteria on a case by case basis.

In a sense, the potential benefits of a global center for trust manage
ment are associated to the need for strengthening demand perspectives. It
could therefore also assist in bridging existing solutions, like a web of
trust or a federated identity management system, to diminish the risk of
technological lock in, and support openness to new tools and procedures.
It would then partly achieve its purpose of acting as a trusted third party
that provides brokerage between actors in digital transactions.

The main role of a global center for trust management is envisioned to
serve as a clearing house for authentication systems. This could be done in
different ways. One way is to constitute a bridge between organizations
with different authorizations to achieve interoperable collaboration with
each other without making expensive investments in various proprietary
systems. This is especially relevant to SMEs. As an example of a national
clearing house, Chambersign16 is a Sweden based corporate oriented
organization that has been initiated for the purpose of advocating authen
tication in electronic transactions for the corporate sector. Their objective
is to advance mechanisms for organizations to obtain trustworthy evi

16.http://www.chambersign.se/
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dence in support of security, traceability, and verifiability via a reliable
electronic receipt stored and issued by a third party in the event of a dis
pute in which the validity of a transaction may be required. A role similar
to that of Chambersign is needed among private and public organizations
on a global scale, and it could be filled by an internationally active center
for trust management. But it is a comprehensive challenge that requires
full attention for which at least one aspect is of an integral nature. Namely,
for a global trust center to achieve its purpose, full scale buy in from a vast
majority of the global players are most likely to be required. Whether it is
actually reasonable to expect this kind of dedication from a fragmented
market of players is, however, still an open question.

A global center for trust management also has to aim to become a centre
of excellence on interoperability and security by authentication of elec
tronic business transactions. As such, it could act as a spokesperson in
international arenas on these issues. In that role, the center could not aim
to offer one universal solution to authentication and interoperability prob
lems, but rather provide a map or a set of guidelines to creating bridges
between various solutions. Its work should not merely be abstract and the
oretical, but it should promote a portfolio of practical real world technolo
gies and solutions. In other words, it would also assume the role of a
technology brokerage house with the aim of achieving interoperability. In
effect, a global center for trust management can offer a platform for actors
from various sectors to meet and collaborate under trustful and friendly
conditions. From that platform, it could facilitate knowledge transfers
between actors from diverse sectors and regions. Also, by improving con
ditions for sharing of infrastructure costs, it could help to facilitate the
deployment and use of technically sound solutions. This is likely to be
especially appealing to SMEs.

As is also mentioned in the vision for a global center for trust manage
ment, it has to be “organizationally trustworthy” to achieve its purpose. If
indeed, a center for trust management is successful in its aspiration to
become a global trust center, remaining objective and independent is, how
ever, easier said than done. Even the most freestanding organization is
likely to suffer improper influence from its interested parties at one time or
another. Therefore, it seems crucial that a global center for trust manage
ment maintains a balance between private and public interests, as well as
between large and small stakeholders.
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7.7 Concluding Remarks
The demand for mechanisms supporting trust in electronic business
transactions is dissipated, meets with fragmented market conditions, and
is unable to articulate coherent incentives for putting effective solutions in
place. The authentication solutions available today are primarily supply
driven. There appears to be an over supply of (predominantly technical)
solutions. As these are further advanced and put into practical use, they
will have to comply with, and address specific organizational structures
and business incentives as well as risks. This may result in technological
lock in, with heavy investments made in obsolete technologies as a conse
quence. In the empirical investigation, we found that, in order to achieve
interenterprise collaboration in Internet based information systems, a uni
fied plan for interoperability that comprises organizational, as well as
technical and business aspects of cooperation is needed. A global center
for trust management was suggested in order to improve coordination of
authentication for international business transactions in Internet based
information systems. Moreover, it was also proposed that this center
should introduce means to increase interoperability between collaborat
ing parties. As such, it could make a major contribution.

In this chapter, we have also noted that there is a need for interoperable
and secure business transactions to enable interenterprise collaboration.
In the next chapter, we investigate a promising area of research in this
respect, namely that of virtual enterprises.
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C H A P T E R

8
Virtual Enterprises

In the previous chapter, we investigated the need for secure and interoper
able collaboration in Internet based information systems. It is envisioned
that virtual enterprises, or temporary alliances of companies supported by
information systems, can facilitate such collaboration. Even though the
vision of virtual enterprises is general and thus applicable to all kinds and
sizes of companies, it is especially appropriate to small and medium sized
enterprises due to their limited size and resources. In this chapter, we take
this into account and introduce a formal model of virtual enterprises, as
well as an analysis of their creation and operation. Moreover, this model
serves as a basis for the formal specification of Plug and Play Business,
which we return to in the next chapter.

8.1 Introduction
The virtual enterprise paradigm is a new trend in interenterprise collabo
ration and interoperability, and has in a short period become “the most
advanced enterprise organizational paradigm of our time” (Putnik and
Cunha, 2005). The possibility of rapidly forming a virtual enterprise, trig
gered by a business opportunity and specifically tailored to the require
ments of that opportunity is frequently mentioned as expressions of agility
and survival in the face of turbulence (Camarinha Matos and Afsar
manesh, 2007). Virtual enterprises can be characterized in a variety of ways
ranging from simple sub contracting networks and supply chains to
dynamic and reconfigurable coalitions of independent companies that
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share all their resources with each other. In essence, a virtual enterprise is
a temporary alliance of companies that use ICT as a means to collaborate
with each other in order to reach otherwise unreachable markets.

The emergence of the virtual enterprise paradigm is often ascribed to
the “interoperability crisis”, and to the failure of traditional information
systems and organizational structures in the context of global yet unstable
markets (Putnik and Cunha, 2005). Even so, the virtual enterprise para
digm has thus far not been widely deployed by companies around the
world. One reason may be the existence of different interpretations and
definitions of what, in fact, a virtual enterprise is, which is also related to
the absence of a general reference model thereof (as was pointed out in
Chapter 1) (Camarinha Matos and Afsarmanesh, 2005). Putnik and
Cunha (2005) further argue that there is a higher degree of complexity in
terms of software implementation of virtual enterprises than that of the
traditional enterprise integration systems, which in turn raise questions of
software design and architecture. Moreover, there also appears to be a
lack of understanding of the correlation between the grand supply of
technical solutions offered in the market on the one hand, and the com
plexities of the problem domain on the other (Putnik and Cunha, 2005).
Also, in approaching answers to these issues, a high level of knowledge
about customers, technologies, markets and competition is required to
produce sufficient conditions for collaboration. Especially in SMEs, these
qualities are not easily found. In addition, trust issues, business culture,
interorganizational ability, i.e., organizational readiness for collaboration
with other companies, and intellectual property issues must be resolved
to establish a platform for realizing the vision of virtual enterprises.

As a step in overcoming these issues, we will, in this chapter, examine
and formally specify the concept of virtual enterprises. One of their main
stake holders, i.e., SMEs, will also be investigated. SMEs are in many ways
ideal for virtual enterprises since they, by forming collaborative alliances
on a temporary basis with each other, can (among many things) expand
markets, overcome trade obstacles, and develop businesses without wear
ing their limited means and resources. Also, SMEs present great opportu
nity for growth and employment.

8.2 Small and Medium Sized Enterprises
As we have learned in previous chapters, there are numerous vulnerabili
ties and threats that in accumulation make the environment constituted
by the Internet a risky setting to conduct business in. Even so, the EU,
with support from various corporate representatives, advocates that
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SMEs should adopt digitalization, i.e., connect their businesses to Internet
based information systems (DGEI, 2007; UEAPME, 2006).

8.2.1 Definition and Scope
Before we go any deeper into digitalization and collaboration, let us first
investigate what an SME is. According to the official EU definition, SMEs
are classified into three main categories (UEAPME, 2006):

• Micro enterprises employ fewer than 10 persons. The companies in this
category have an average yearly turnover of little under €2 million per
enterprise. Micro enterprises account for 91.5% of all the enterprises in
Europe.

• Small enterprises employ fewer than 50 persons. The companies in this
category have an average yearly turnover of little under €10 million per
enterprise. Small enterprises account for 7.2% of all the enterprises in
Europe.

• Medium sized enterprises employ fewer than 250 persons. The compa
nies in this category have an average yearly turnover of little under €60
million per enterprise. Medium sized enterprises account for only 1.1%
of all the enterprises in Europe.

Moreover, SMEs can also be classified as “autonomous” enterprises, “part
ner” enterprises or “linked” enterprises, according to their structure in
terms of capital, voting rights and dominant influence over other SMEs
(UEAPME, 2006). We will get back to some of those characteristics in the
next section.

There are around 23 million SMEs in the EU, representing 99.8% of all
businesses (UEAPME, 2006). In comparison, there are 40.000 large enter
prises, i.e., those that employ more than 250 persons, in the entire Europe
(UEAPME, 2006). It is estimated that SMEs provide around 75 million jobs
in the EU, accounting for two thirds of total employment, and creating
almost 60% of the EU’s economic output (UEAPME, 2006). SMEs can there
fore rightly be considered the “backbone” of Europe’s economy – being
key generators of growth and jobs, and a crucial driving force in promot
ing innovation in the EU. Innovations in the ICT sector are particularly
important since they bring new markets, re organized and expanded
value chains, and the manufacturing of novel services and products.

8.2.2 Digitalization as a Key to Growth
As a strategic goal, the Lisbon summit manifested that, by the year 2010,
the EU should be the most competitive and dynamic knowledge based
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economy in the world (Eurostat, 2004). In order to reach such a goal, it is
clear that it is within the sector of SMEs that the joint efforts must be put.
The key to growth is conceived to be through digitalization of business
concepts and processes (Eurostat, 2004). The wanted effects thereof are
increased efficiency and productivity in order to increase SMEs’ abilities
to expand business and to develop new products and services (DGEI,
2007). With the digitalization, some expert organizations (cf. UEAPME1
and NORMAPME2) also predict other advantages to the SMEs, such as,
e.g., sharing customers, expertise, markets, and costs. Minimizing distur
bance costs and risks, yet maximizing the value of resources and pro
cesses are, in this view, imperatives for SMEs that aim at applying
Internet based information systems.

As it seems, there are several opportunities for improvements in terms
of digitalizing the SME sector since the vast majority of those companies
have not yet adopted Internet based information systems for business
operations (DGEI, 2007). The reasons are both numerous and diverse, e.g.,
depending on core business operations, language barriers, IT resistance,
business culture, and trust issues (OECD, 2002). In reality, most SMEs lack
trustworthy and digital alternatives that consider standardized and cost
efficient digital business processes that are usable to the everyday activi
ties of enterprise operations (DGEI, 2007). According to the EU, one par
ticularly important factor in this context is the enforcement of IT security
(UEAPME, 2003). It is claimed that IT (or information) security is an area
of strategic, operative and systemic importance to any SME aiming for
digitalization. In this respect, questions particularly relate to business con
fidentiality, integrity, authenticity and non repudiation. It is therefore con
ceived that there is a substantial need for knowledge, as well as useful,
cost effective, and pragmatic ICT solutions that promote both innovation
and security (UEAPME, 2003).

As of 2003, most of the SMEs that are digitalized are not primarily dis
tributing digital products and services, but use the Internet as means for
conducting business activities, e.g., marketing, customer communication,
etc. (UEAPME, 2003). Even though the Internet appears as the ideal
option for SMEs in the process of digitalization, it actually comprises a
broad range of threats, weaknesses, and insufficiencies that in accumula
tion make it a very risky environment for companies to conduct their
businesses in. Assuredly, it is, however, the only alternative appropriate
for business operations, e.g., customer marketing and communication,
and where availability is high and adoption costs low.

1. http://www.ueapme.com/
2. http://www.normapme.com/
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It is evident that there is a need for innovative solutions that can facili
tate the advent of ICT infrastructures that promote innovation, as well as
security and trust, if the desired properties of the digitalization of SMEs (in
Europe) are to be realized. Here, one promising alternative is that of vir
tual enterprises, which we will now take a closer look at.

8.3 Virtual Enterprises
As we explained in Chapter 2, the discipline of collaborative networks (cf.
Camarinha Matos and Afsarmanesh (2005)) emphasizes collaboration
between companies using Internet based information systems to expand
their businesses. The shared belief is that if networked companies work
together, they can achieve goals that would not be possible (or would have
a higher cost) if attempted by them individually. In this thesis, we focus on
virtual enterprises, but since this term is often used inter changeably to
virtual organizations, a few words about that type of cooperation must
also be said.

8.3.1 Virtual Organizations and Virtual Enterprises
A virtual organization can be described as “a set of individuals and institu
tions that need to coordinate resources and services across institutional
boundaries” (Boella et al., 2005) or as “a set of (legally) independent orga
nizations that share resources and skills to achieve its mission, but that is
not limited to an alliance of for profit enterprises” (Camarinha Matos and
Afsarmanesh, 2005). Sometimes, virtual organizations are used synony
mously to virtual enterprises. As we see it, though, a virtual enterprise is a
special case of a virtual organization in that a virtual enterprise is business
related and profit oriented whereas a virtual organization need not be. As
an example, virtual organizations can be networked alliances of depart
ments within a government agency. A virtual enterprise could not be like
that. To further clarify our view of virtual enterprises, we will now study
this concept in more detail.

8.3.2 Specifying Virtual Enterprises
The vision of virtual enterprises is constituted by a variety of entities, e.g.,
software, organizations, and people, that are largely autonomous, geo
graphically distributed, and heterogeneous in terms of their operating
environment, culture, social capital, and goals (Camarinha Matos and
Afsarmanesh, 2006). A common and useful definition of virtual enterprises
is proposed by Camarinha Matos and Afsarmanesh (2003):
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A virtual enterprise is a temporary alliance of enterprises that come
together to share skills or core competencies and resources in order
to better respond to business opportunities, and whose cooperation
is supported by computer networks.

Unlike their traditional counterparts, i.e., physical or ordinary enterprises,
virtual enterprises are often described as flexible, can be any size or any
type, and can reconfigure themselves quickly and temporarily in response
to varying market demands (Camarinha Matos and Afsarmanesh, 2005).
In a virtual enterprise, a company assembles a temporary coalition of
partners and services for a certain purpose (Petrie and Bussler, 2003). This
purpose could be of a momentary special customer request, to fulfill long
term customer demand, or an attempt to take advantage of a new
resource or market niche.

The composition of a virtual enterprise is determined by the need to
associate the most suitable set of skills and resources contributed by a
number of individual organizations. The general rationale for forming a
virtual enterprise is to reduce costs and time to market while increasing
flexibility and access to new markets and resources (Camarinha Matos
and Afsarmanesh, 2005). The idea of highly dynamic coalitions of organi
zations that form themselves according to the needs and opportunities of
the market, as well as remaining operational as long as these opportuni
ties persist, put forward a number of perceived benefits. Some specific
advantages that are related to virtual enterprises are (Camarinha Matos
and Afsarmanesh, 2003):

• Agility: The ability to recognize, rapidly react to, and cope with the
unpredictable changes in the environment in order to achieve better
responses to opportunities and higher quality with less investment.

• Complementary roles: Enterprises seek partners that can complete
their core competencies (to promote the creation of synergies), which
will allow them to target competitive business opportunities and new
markets.

• Dimension: Particularly for SMEs, being in partnerships with others
allow them to achieve critical mass, and to appear in the market with a
larger “apparent” size.

• Resource optimization: Smaller organizations sharing infrastructures,
knowledge, and business risks.

• Competitiveness: Achieving cost effectiveness, by proper division of
subtasks among cooperative organizations, and timely response by
rapidly gathering the necessary competencies and resources.
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• Innovation: Being in a network opens the opportunities for the
exchange and confrontation of ideas, which can be a basis for innova
tion.

While there certainly are benefits with virtual enterprises, there are also
some general impediments (in addition to the obstacles mentioned in the
introduction of this chapter). A fundamental problem is the diversity in
which organizations conduct business. For instance, aspects, such as, the
explicit representation of coordination strategies (by workflow technolo
gies), the execution of the coordination strategies, and cooperative system
organization (negotiation, coalition formation) represent major issues to be
resolved (Rahwan et al., 2001). Also, finding the right set of partners and
establishing the necessary conditions for starting the collaboration has
proved to be a costly and a time consuming activity (Camarinha Matos
and Afsarmanesh, 2007). In this respect, some important obstacles include
lack of common collaboration infrastructure, and lack of preparedness of
organizations to join the collaborative process. Also, the potential actors of
a virtual enterprise may not know of each other from before or there may
be a lack of information registers including, e.g., company profiles and
evaluations of business operations. Another obstacle is a general lack of
information about each other. This often renders in that partners are reluc
tant to trust each other enough to share information about business ideas
and operation.

In addition to these impediments, the research community of virtual
enterprises has advertised the need for a formal reference model (cf.
Camarinha Matos and Afsarmanesh (2005), and D’Atri and Motro (2005)),
which we will now attend to.

8.4 A Formal Analysis of Virtual Enterprises
The formal analysis of virtual enterprises is based primarily on the defini
tion presented in the previous section. In Figure 8.1, we also illustrate our
view of virtual enterprises with an example. Note that the purpose of the
figure is to clarify our view of virtual enterprises, and not to provide an
exact equivalence of the formal analysis presented below.

A virtual enterprise, , can formally be described as a a tuple:

where

• is the set of actors (typically enterprises) in . An
actor, , can be described as a tuple:

vei
vei Ai Ri ARi CIi Si

t Gi,,,,,=
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where are the relevant information systems needed in , is
the set of resources of the actor, is the set of core competencies of
the actor, and is the set of individual goals of the actor.

• is the set of roles that the actors can play in . Each
actor in the virtual enterprise can play one or more roles, e.g., innova
tor, supplier/provider of, e.g., goods, services, expertise, etc. The
choice of role depends on the virtual enterprise goal(s), the actor’s core
competencies, resources, and individual goals.

• is a set of triples where and , i.e., the
actors and their roles in the virtual enterprise, and the set of obliga
tions, , that is associated with the actor’s role in the virtual enter
prise.

• is the set of communication infrastructures needed for operating
the virtual enterprise.

• is the set of states of affairs that hold at time, , in . Time is taken
to be composed of points and is assumed to be finite, discrete, and lin
ear. The next time point of is .

• is the set of goals of the virtual enterprise that is derived from the
business opportunities that motivated the initiation of .

In Figure 8.1, an example of a virtual enterprise is illustrated. In the case,
the virtual enterprise includes a communication infrastructure connecting
three actors (where each actor is a company that consists of the informa
tion resource (i), and the special skill or competence required in the coop
eration) collaborating in the roles of transporter, retailer, and producer.
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Ri r1 rm,{ , }= vei
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Figure 8.1 An example of a virtual enterprise.
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According to literature (cf. Camarinha Matos and Afsarmanesh (2006)),
there are two critical stages in the lifecycle of collaborative networks and
virtual enterprises when transforming the enterprise from a business
opportunity to a successful business collaboration. These stages are the
creation (or formation) and the operation phases. Sometimes, though, a
third (definition or specification phase) and fourth phase (metamorphosis
phase) are added. We recognize the phase of virtual enterprise definition,
in which the preconditions for the creation/formation phase are specified,
but exclude the fourth. If and when metamorphosis takes place, in fact; a
new virtual enterprise is defined.

8.4.1 Virtual Enterprise Definition
In the definition process, the business opportunity is described in terms of
roles and goals of the virtual enterprise. This process emanates from the
detection of a business opportunity and results in a set of goals, , and
roles, , which are necessary for the fulfillment of the virtual enterprise.

8.4.2 Virtual Enterprise Formation
During the creation process, the virtual enterprise is formed. Given the set
of goals and roles specified in the definition phase, the virtual enterprise
initiator determines the set of actors, , maps the actors to the roles, ,
and selects the communication infrastructures, , to be used in the vir
tual enterprise. The creation process is thus initiated when a set of goals
and roles for the virtual enterprise has been specified, and it is terminated
when an agreement concerning the actors, their roles, and the communica
tion infrastructures in the virtual enterprise has been reached.

8.4.3 Virtual Enterprise Operation
When an agreement concerning the roles and obligations in the virtual
enterprise has been reached, the operation phase can be initiated. We
regard operation as a process that, given a set of actors, , their roles, ,
and a set of communication infrastructures, , fulfills the goals, , of
the virtual enterprise. Operation is initiated when the communication
infrastructures are in place to support the actors in their roles to reach the
agreed goals, and it is terminated when the goals of the virtual enterprise
are fulfilled. Note that virtual enterprise operation may include both
multi lateral and resource sharing collaboration.
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8.5 On the Relevance of a Formal Model
As a result of the growing interest in collaborative and networked organi
zation forms from both industry and society there have been some scien
tific advancement in this area over recent years. The accumulated body of
knowledge and the size of the involved research community provide
important preconditions for approaching solutions to central research
challenges leading to a general theory supporting ICT based, dynamic
and interoperable multi lateral collaboration. However, no such frame
work has so far been introduced nor has software supporting the phases
in the lifecycle of virtual enterprises been outlined. One of the primary
reasons has been argued to be the lack of formal definitions and reference
models that software supporting virtual enterprises can be based on
(Camarinha Matos and Afsarmanesh, 2005). In fact, D’Atri and Motro
(2005) point out that “while the essential principles of virtual enterprises
are mostly agreed upon, a formal model of virtual enterprises has been
curiously missing”.

Since the applications supporting virtual enterprises are inherently het
erogeneous and diverse, the scientific area of virtual enterprises will bene
fit from having a sound formal reference model of virtual enterprises,
which can clarify the underlying elements, e.g., entities, processes, rela
tions, and architectures, and become a foundation for further implemen
tation efforts. On our part, there is an intention to implement the critical
parts of virtual enterprises (to support the vision of Plug and Play Busi
ness) using formal methods (cf. Chapter 9), intelligent agents, and the
specification of ontology (cf. Chapter 12).

8.6 Concluding Remarks
One of the main weaknesses in the area of virtual enterprises has been
argued to be the lack of appropriate theoretic definitions, formal models,
and consistent modeling paradigms. The main contribution of this chap
ter is a formal description of virtual enterprises, and their three crucial
phases, i.e., definition, formation, and operation. However, a question
that remains is to determine how the vision of virtual enterprises is to be
realized so that the benefits of such dynamic coalitions can be put into
practice. In the next chapter, we outline a framework of integrated ICT
tools that are intended to promote those benefits by supporting the secure
formation and operation of virtual enterprises. We call this framework
Plug and Play Business.
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C H A P T E R

9
Plug and Play
Business

In the previous chapter, we formally described virtual enterprises, and dis
cussed them as a means to achieve interoperable and secure collaboration
between companies. Although, we did not specify how the vision of vir
tual enterprises could be realized. This chapter is therefore devoted to
address that specific question. We approach it by introducing Plug and
Play Business – a framework of integrated ICT tools set to support innova
tors in turning their ideas into businesses by dynamically forming virtual
enterprises. In this chapter, we analyze Plug and Play Business and present
a formalization of the crucial tasks related to the formation and operation
of virtual enterprises. In the end, we position Plug and Play Business
against other related research initiatives in the area.

9.1 Introduction
Innovations are, as we have seen in the previous chapter, important to cre
ate both private and social values, including economic growth and
employment opportunities. However, innovations as such are not suffi
cient for economic growth; there is also a need to develop the innovation
from an idea into a business. Inspired by Bessant and Tidd (2007), and by
Tidd et al. (2005), some common obstacles for realizing the potential of
innovations from an innovator’s perspective there are, for instance:
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• shortage of time to spend on commercialization activities,

• lack of business knowledge,

• underdeveloped business network, and

• limited financial resources.

This implies that the innovator requires support to develop the idea into
business, something often seen as the specific role of the entrepreneur. As
Leibenstein (1978) explains, entrepreneurs are needed to search, discover,
evaluate opportunities and marshal the financial resources necessary,
among other things. In some but not all cases, the innovator and entrepre
neur may be the same person.

Playing the role of innovator or entrepreneur in the networked econ
omy requires a global outlook. New trade and production patterns, as
well as the emergence of new markets point towards a more efficient use
of global resources. ICT already plays an important role as a facilitator in
this development. We believe that more economic growth can be achieved
when the innovator and the entrepreneur can compete, and solve prob
lems on a global market place. In order to support the idea of a business
based on global matching of resources to needs, it is important to help, not
only the entrepreneurs, but also the mediating actors, i.e., such with new
ideas of matching resources on a global scale. These mediating actors
could be, for instance, post industrial businesses based on an advanced
understanding of supply and demand in the global economy including,
for example, global production and distribution systems. However, in
realizing innovations, SMEs are particularly important (as we have
learned in the previous chapter).

Today’s companies operate in turbulent and dynamic markets with
constantly changing conditions. In response to that, most enterprises, and
especially the SMEs, need ICT infrastructures that consider their size, as
well as high specialization and flexibility. While allowing them to main
tain their business independence, ICT based innovation support should
help SMEs reach otherwise unreachable markets, and to take advantage of
economies of scale (Cardoso and Oliveira, 2005). Due to faster and more
interconnected information systems, global and local trade is evolving in
completely new patterns, and organizations are engaging in new types of
business alliances (Camarinha Matos and Afsarmanesh, 2003). As a con
sequence, enterprises concentrate more and more on their core business
processes while outsourcing supporting processes to other organizations,
thereby approaching the form of virtual enterprises. With respect to
SMEs, one promising approach is to participate in computer supported
collaborative networks that will act as breeding environments for the
dynamic formation and operation of virtual enterprises. This requires
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innovative ICT solutions that can manage interorganizational and distrib
uted business partnerships, and processes in a hostile networked sur
rounding characterized by strong competition among companies.
Moreover, ICT solutions need to embrace complex business processes,
new forms of collaboration, and the autonomy and heterogeneity of enter
prises. For this purpose, we propose Plug and Play Business.

9.2 The Vision of Plug and Play Business
The vision of Plug and Play Business is to support the creation and man
agement of new businesses despite the obstacles discussed in the previous
section. Together with the autonomy, heterogeneity and possibly conflict
ing goals of the involved parties, this requires ICT solutions that are able to
handle dynamically evolving and distributed business partnerships and
processes that cross the borders of various enterprises. Thus, the interoper
ability between the information systems of the involved enterprises
belongs to the technological core of the concept of Plug and Play Business.

Central to Plug and Play Business is the concept of virtual enterprise (as
described in Chapter 8). Other important ideas that can be used for
describing the concept of Plug and Play Business are:

• Internet communities: Enterprises dynamically join a Plug and Play
Business community by installing and running the Plug and Play Busi
ness software, and by describing and validating the resources of the
enterprise, e.g., production capacity, distribution network, intellectual
capital, corporate identification number, etc. The community is
dynamic in the sense that enterprises may (in principle) join and leave
the community at any time. To enhance credibility and boost trust, the
principal or proprietor of a Plug and Play Business community can be
constituted by an entity, such as, a global center for trust management
(as described in Chapter 7).

• Roles: Each member of the community plays one or more roles, e.g.,
innovator, supplier/provider (of goods, services, expertise, etc.), distrib
utor, marketer, financier, seller, etc. An important role in the life cycle of
businesses is the entrepreneur, and we make a distinction between this
role and that of the innovator. One of the purposes of Plug and Play
Business is to automate as much of the entrepreneurial role as possible
thus increasing the probability of turning an innovative idea into a
business.

• Crystallization: A member of the Plug and Play Business community,
typically an innovator, may at any time initiate an attempt to form a
collaborative coalition between the members. This process may be
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viewed analogous to crystallization, where a catalyst (innovator) initi
ates a process resulting in a precise form of collaboration, i.e., the crys
tal or the virtual enterprise. The main role of the entrepreneur, which
to a large extent is automated by the Plug and Play Business software,
is to drive this process.

The members of the community can play various roles, and they can ini
tiate a collaboration alliance in the form of a virtual enterprise whenever a
business opportunity is detected. In that way, new business can swiftly be
created. We will now describe, in more detail, how this is achieved.

9.2.1 Functional Specification
In order to realize Plug and Play Business, the supporting software
(which is discussed in Chapter 12) needs to include capabilities to enable
the different community members to use their resources efficiently and
securely within the virtual enterprises. These capabilities can be divided
into three phases where each phase brings a set of functional require
ments of the Plug and Play Business software. The phases are derived
from the crucial tasks involved in the management and operations of vir
tual enterprises (as described in Chapter 8.4.1 3).

The Definition Phase
In the definition phase, the business opportunity that foregoes the forma
tion of the virtual enterprise is advertised to the community by the cata
lyst. The catalyst states the preconditions and the roles required to fulfill
the collaboration alliance. The members of the community can then
review the advertisement and decide about their willingness of participa
tion.

The Formation Phase
In the formation phase, when the catalyst initiates the virtual enterprise,
the following functions are helpful in forming a successful collaborative
coalition:

• Finding: To identify candidates suitable for a potential collaboration is
an important function. It primarily concerns locating candidates
within the community, but possibly also candidates currently residing
outside the community. The finding functionality may include the pos
sibility both for search, based on specific needs specified by criteria,
e.g., role, type of products and business model, as well as for posting
general needs or ideas that other members may suggest solutions and/
or resources for. Further, the software should also provide the feature
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of suggesting actors for collaboration based on, for example, content
based or collaborative recommendations1.

• Evaluation: When a set of potential collaborators has been found they
need to be evaluated. This requires support for using track records and
potentially support for certification schemes of, for instance, the trust
worthiness of the actors. Further, decision support for evaluating trade
offs between a number of characteristics are needed, e.g., between cost
of product/service, cost of transportation, and time to delivery of prod
uct/service. Which actors to initiate a negotiation process with should
be based on the evaluation values, and on the candidate actors’ esti
mated potential of fulfilling the roles, goals, and obligations towards
the other actors in a virtual enterprise.

• Negotiation: When the catalyst has selected actors for the necessary
roles of the virtual enterprise, agreements between the actors with
respect to financial and products/services transfers need to be settled.
Plug and Play Business should therefore provide support for different
types of agreements/contracts including support for intellectual prop
erty rights.

When the formation phase is finished and a virtual enterprise is formed,
Plug and Play Business should also provide support for the collaboration
phase.

Collaboration
This phase comprises the actual management of the business activities
within a virtual enterprise. This support may be on a quite shallow level,
e.g., transactions of information between actors. On a deeper level, the
Plug and Play Business should support, and facilitate complex coordina
tion and synchronization of activities (resource optimization). A wide
range of information types needs to be transferred in an efficient and
secure way in order to reduce the administrational costs of the actors, as
well as the risk of inaccuracy in information. The management of the vir
tual enterprise requires support for controlling this flow of activities
between the involved actors. It concerns activities with potential long term
consequences, e.g., initiating product development, as well as regular busi
ness activities, e.g., decisions of production and distribution. With respect
to virtual enterprise collaboration, Plug and Play Business must support
the following functionalities:

1. Content based and collaborative recommendations are discussed in more
detail in Chapter 12.
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• Information resource sharing: This is related to the content and pur
pose of the exchanged information with tasks ranging from adminis
trative information exchange to complex operations planning. An
example of a simple administrative task is ordering and invoicing,
whereas a more complex task may concern making information availa
ble to the collaborating partners in order to improve operations by bet
ter and more efficient planning and scheduling, i.e., resource
optimization.

• Multi lateral collaboration: The more parties involved in the collabora
tion, the more complex the solutions may be. The simplest case con
cerns collaboration between only two enterprises whereas the general
case involves a large number of enterprises cooperating with each
other in different ways (many to many collaboration).

The functional specification is used to identify technologies suitable for
the implementation of Plug and Play Business software (as is further dis
cussed in Chapter 12). It is also helpful when developing a formal specifi
cation of the concept of Plug and Play Business.

9.3 A Formal Model of Plug and Play Business
In order to make the concept of Plug and Play Business more precise, we
will now formalize the most relevant aspects. A Plug and Play Business
community, , can be described as a tuple:

where

• is the set of actors (typically enterprises) in the com
munity. An actor, , in the Plug and Play Business community can be
described as a tuple:

where are the relevant information resources needed for actor in
, is the set of resources of the actor, is the set of core

competencies of the actor, is the set of individual goals of ,
is the person representing the actor/enterprise, and is a set of

Plug and Play Business software clients acting on behalf of the actor/
enterprise. The actors in a virtual enterprise , are a subset of the
actors in a Plug and Play Business community, that is, .

• is the set of roles that the actors in can play. The
roles in a virtual enterprise are a subset of the roles in , that is,

.

p

p A R VE St CI gk,,,,,=

A a1 an,{ , }=
aj

aj Ij Tj Cj Gj
actor hj bj,,,,,=

Ij aj
vei VE Tj Cj

Gj
actor aj

hj bj B

vei
Ai A

R r1 rm,{ , }= A
p

Ri R



Plug and Play Business

183 

• is the set of virtual enterprises currently active in
the community. A formal description of virtual enterprises was pre
sented in Chapter 8.

• is a set of states of affairs that hold at time in . Time is taken to be
composed of points and is assumed to be finite, discrete, and linear. The
next time point of is . The states of affairs in a virtual enterprise

are a subset of the states of affairs in , i.e., .

• is a set of communication infrastructures needed for operating the
community. The communication infrastructures in a virtual enterprise

are a subset of the communication infrastructures in , i.e.,
.

• is the gate keeper facility that regulates the entering (and leaving)
of actors to (and from) the community. In order to become a member of

there is a set of criteria that must be fulfilled by the actors, e.g., cor
porate identification number must be declared, the roles it is willing to
play should be stated, and information resources must be specified. An
important part of the gate keeper is thus to ensure that information
necessary for the formation and operation of virtual enterprises is avail
able to the Plug and Play Business community, and to verify the iden
tity of the actors. Possibly, the gate keeper may also be equipped with
capabilities of handling different levels of memberships with different
sets of constraints in order to cope with the varying needs of potential
participants and members (as described in Chapter 10). The gate
keeper could also inform the potential members about what general
rules that hold in the community and require the potential members to
comply with them.

In Figure 9.1, we illustrate an example of a Plug and Play Business commu
nity (p) with a virtual enterprise (ve1) consisting of three actors (a1, a2, and
a3) where i is the relevant information systems needed in ve1, T is the
resources of the actor/enterprise, C is the core competencies of the actor/
enterprise, G is the individual goals, gk is the gate keeper, h is the person
representing the actor/enterprise, and b is the Plug and Play Business cli
ent. The figure also contains three examples of roles played by the actors
(catalyst, transporter, and producer).

Notably, in Chapter 11, we will include intelligent agents in the defini
tion of the Plug and Play Business clients thus turning the Plug and Play
Business community into an artificial society.
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9.3.1 Virtual Enterprise Definition Phase
In the definition phase, a member of the Plug and Play Business commu
nity, typically an innovator, may at any time initiate an attempt to form a
collaborative coalition between the members. As previously stated, this
process may be viewed analogous to crystallization where a catalyst
(innovator) initiates a process resulting in a precise form of collaboration,
i.e., the formation of a virtual enterprise. In the definition phase, the cata
lyst , where , describes the business opportunity in terms of
goals and roles and a set of requirements for each role of the
new virtual enterprise . Since this is a highly complex task, the human
representative will be the main contributor whereas will just
support the process. Thus, in this phase, the degree of autonomy of is
rather low whereas in other phases it may be higher.

9.3.2 Virtual Enterprise Formation Phase
The formation phase of a consists of three subtasks, and it is initiated
by :

• The function of finding requires that has a list of the roles that must
be filled in order to get an operating virtual enterprise. This list is pro
vided by , i.e., the person representing in the definition phase.
Then, for each of the roles, the task for is to find the set of candi

Figure 9.1 An example of a Plug and Play Business
community.
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date actors where , that are able to play the role , where
.

• In the evaluation task, should rank the actors in according to the
set of requirements . Based on this, selects the actor with
the highest rank for negotiating on terms for virtual enterprise opera
tion.

• The goal of negotiation is to establish an agreement between and
concerning ‘s set of obligations in . These obligations should
of course be consistent with the set of goals of and the set of
goals of .

The overarching goal of the formation phase is to crystallize a virtual
enterprise.

9.3.3 Virtual Enterprise Operation Phase
When the formation phase is finished and a virtual enterprise is created,
the operation phase begins. In this phase, the management of the actual
business activities within the virtual enterprise takes place. Collaboration
support may range from a shallow level, e.g., transactions of information
between actors, to a deep level, e.g., the supporting and facilitation of com
plex coordination and synchronization of interenterprise activities.

In Plug and Play Business, we separate between two levels of collabora
tion (administrational and operational). They are defined by the type of
interaction protocols they support.

• Administrational collaboration includes only protocols using the
“weaker” performatives2, such as, ask, tell, reply, etc. Let us call this set of
interaction protocols .

• Operational collaboration supports protocols also using the performa
tives that actually manipulate the receiver’s knowledge, such as, insert
(where the sender requests the receiver to add the content of the mes
sage to its knowledge base) and delete (where the sender requests the
receiver to delete the content of the message from its knowledge base).
Let us call this set of interaction protocols .

2. Performatives are used in speech act theory to identify the elocutionary
force of utterance to cause a specified act (Weiss, 2005). Elocutionary force
can broadly be classified as declaratives (statements of fact), directives
(commands in a master slave structure), commissives (commitments), and
expressives (expressions of emotion).
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Moreover, we make a distinction between bi lateral and multi lateral col
laboration. Thus, we have four types of collaboration in Plug and Play
Business:

• Bi lateral administrational collaboration between two actors and
(where and ) in a virtual enterprise should support
the use of a set of interaction protocols , where ,
between the two actors’ information systems ( and ) and medi
ated by the actors’ Plug and Play Business client software ( and ).

• Multi lateral administrational collaboration between a set of actors ,
where , in a virtual enterprise should support the use of a
set of interaction protocols , where , between all
the actors’ information systems and mediated by the actors’ Plug and
Play Business clients.

• Bi lateral operational collaboration between two actors and
(where and ) in a virtual enterprise should support
the use of a set of interaction protocols , where ,
between the two actors’ information systems ( and ) and medi
ated by the actors Plug and Play Business client software ( and ).

• Multi lateral operational collaboration between a set of actors ,
where , in a virtual enterprise should support the use of a
set of interaction protocols , where , between all
the actors’ information systems and mediated by the actors’ Plug and
Play Business client software.

The operation phase is completed when the obligations of the agreements
reached in the formation phase are fulfilled. Then, the virtual enterprise is
dissolved, and the partners can return to browse the Plug and Play Busi
ness community in search for new business ideas and coalitions to join.

9.4 Related Work
The idea of dynamic, adaptable, and collaborative virtual enterprises pro
vides promising approaches to face the challenges of constantly changing
markets. As we have learned in the previous chapter, a rich literature on
the topic of collaborative networks and virtual enterprises has emerged
during recent years. Camarinha Matos and Afsarmanesh (2005) state that
“there is a need for flexible and generic infrastructures to support the full
life cycle of virtual enterprises, namely the phases of creation, operation
and dissolution”. The key question is, however, how to enable the basic
requirements of such a collaboration environment. As an answer to this,
we have introduced Plug and Play Business. A closely related approach is
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that of breeding environments of virtual enterprises as introduced by
Camarinha Matos and Afsarmanesh (2005). In their view, a breeding envi
ronment can be described as (Camarinha Matos and Afsarmanesh, 2007).

An association of organizations and their related supporting insti
tutions, adhering to a base long term cooperation agreement, and
adoption of common operating principles and infrastructures, with
the main goal of increasing both their chances and their prepared
ness towards collaboration in potential virtual organizations.

When a business opportunity has been identified by one member acting as
a broker (similar to the catalyst within Plug and Play Business), a subset of
the companies in a breeding environment can be selected to form a virtual
organization. As we have explained in the previous chapter, virtual orga
nizations are sometimes used synonymously to virtual enterprises. The
difference, as we see it, is that virtual organizations are not limited to
profit driven coalitions whereas virtual enterprises are. Because of that, a
Plug and Play Business community may be seen as special case (or a con
cretization) of the concept of breeding environment thus incorporating an
infrastructure for business support, and a meta model for the promotion of
virtual enterprises. As such, the intention is that dynamic and temporary
alliances can be formed within the community whenever a business
opportunity is detected. An emphasized aspect of Plug and Play Business
is to support short term collaboration. Even though it is not articulated in
the same extent, this may be assumed to be the case also with breeding
environments. Moreover, the original idea with Plug and Play Business is
to promote innovations by automating as much as possible of the entrepre
neurial role so that economic growth and employment opportunities could
be enhanced. This pronounced focus on promoting innovations is not that
of a prominent feature of breeding environments. Camarinha Matos and
Afsarmanesh (2005; 2007) provide further motivation for our work by
pointing out the need for research on generic, interoperable, pervasive,
free (low cost) and invisible (user friendly) infrastructures that include
methods for the creation of business, e.g., negotiation, methodologies for
transforming existing organizations into a virtual enterprise ready format,
and business collaboration, e.g., coordinated and dynamic resource shar
ing, administration and management of distributed activities and risk
management.

Support for interenterprise collaboration has been a research topic for
some time now, and has traditionally required integration of enterprise
computing systems or applications (Kutvonen et al., 2006). Implementa
tion efforts and integration techniques, which we will revisit in Chapter 12,
vary from new types of Enterprise Resource Planning (ERP) systems and
process orientation schemes to distributed workflow management sys
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tems. In many projects, like Prodnet3, Massyve4 and Plug and Play Busi
ness communities, the support environment consists of a breeding
environment, which provides facilities for negotiation and collaboration
processes by use of a unified architecture approach, i.e., there is a meta
model to which all enterprises have to adapt their local services. Another
approach, called Web pilarcos5, is intended as a federated community in
which enterprises seek partners that have services with which they are
able to interoperate. The term “federated” conveys that there is no overall
shared collaboration model from which the services would be derived,
which in that sense makes it different from a Plug and Play Business com
munity since it is the overarching milieu in which interenterprise collabo
ration is enhanced.

Plug and Play Business also has some resemblance to the work
described by Chituc and Azevedo (2005) in that dynamic collaboration
processes for agile virtual enterprises are emphasized. However, their
work excludes crucial aspects, such as, the dynamic creation of virtual
enterprises and security management. Finally, the EU funds a research
project called “European Collaborative Networked Organizations Leader
ship Initiative” (ECOLEAD6) which “aims to create strong foundations
and mechanisms needed to establish the most advanced collaborative and
network based industry society in Europe”. The ECOLEAD project takes
a comprehensive perspective on researching about collaborative networks
and virtual enterprises, but has so far not presented an integrated suit of
ICT tools as is intended by Plug and Play Business. Moreover, as repeat
edly pointed out by members of this project, e.g., Camarinha Matos and
Afsarmanesh (2005), proper formalization and reference models of virtual
enterprise related concepts are missing. As we have seen, our work on
Plug and Play Business aims to attend to this shortage.

9.5 Concluding Remarks
A growing interest in collaborative and networked organization forms is
emerging as a result of both industrial and societal needs, and of the sci
entific advancements within the ICT sector. The accumulated body of
knowledge, and the size of the involved research community provide
important preconditions for approaching solutions to central research
challenges, such as, ICT based, dynamic and interoperable multi lateral

3. http://www.uninova.pt/~prodnet/
4. http://www.gsigma.ufsc.br/projetos/massyve.html
5. http://www.cs.helsinki.fi/group/web pil/
6. http://www.ecolead.org/



Plug and Play Business

189 

collaboration, as well as interorganizational resource sharing. Collabora
tive networks (and thereby also virtual enterprises) are already recognized
in society as an essential instrument for organizational survival in a period
of turbulent socio economic change.

In a hostile networked surrounding, complex business processes, new
forms of collaboration, and the autonomy and heterogeneity of enterprises
require innovative solutions that are able to handle distributed business
partnerships and processes that traverse the borders of various enterprises.
One such solution is Plug and Play Business. The main contribution of
Plug and Play Business is support for virtual enterprise formation, e.g.,
finding and evaluating potential partners, and operation, which includes
features to support secure interenterprise collaboration. Moreover, to sup
port trust, a global center for trust management (as discussed in Chapter 7)
can be seen as the principal or environment owner of a Plug and Play Busi
ness community.

In the next chapter, we look into security issues in the formation and
operation of virtual enterprises by using Plug and Play Business communi
ties as an example.
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C H A P T E R

10
Security Issues in
Virtual Enterprises

This chapter is devoted to an analysis of security related threats facing
breeding environments of virtual enterprises. We provide a structured
view of the threats, and suggest a set of possible security enhancing mech
anisms to mitigate them. The example of Plug and Play Business commu
nities (as presented in Chapter 9) is used to map countermeasures to the
threats, and to reason about different levels of openness in different types
of societies, as well as their influence on the inclusion of the identified
security features.

10.1 Introduction
The vision of dynamic, adaptable, and collaborative virtual enterprises
holds great potential in the face of constantly changing markets. An impor
tant question is, however, how to realize this vision. As an answer, Afsar
manesh and Camarinha Matos (2005) suggest the use of breeding
environments consisting of virtual enterprises and companies ready for
collaboration. In Chapter 9, we have introduced Plug and Play Business
communities, which may be seen as a concretization of such breeding envi
ronments.

Enhancing security and trust has been identified as key issues in mak
ing virtual enterprises reach their potential (cf. Camarinha Matos and
Afsarmanesh (2003; 2005; 2007)). Even though some work on the security
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aspects of virtual enterprises and their breeding environments has been
outlined before (cf. the EU funded ECOLEAD project and the report by
Grzegorz et al. (2005) for an overview), the area is still open. As an addi
tion, this thesis contains three chapters that each deals with various secu
rity issues related to Internet based information systems tuned for
interenterprise collaboration. In Chapter 12, we analyze the risks associ
ated to a specific case of interoperable collaboration, i.e., virtual enterprise
operation, using wrapper agent technology, and in Chapter 11 we discuss
how to include norms and norm enhancing mechanisms in order to cope
with malevolent and treacherous behaviors among the members inside a
breeding environment of virtual enterprises. In this chapter, we discuss
external threats and mitigating mechanisms so that a platform for manag
ing security in breeding environments of virtual enterprises can be further
advanced.

10.2 Security Threats
In a setting where more and more aspects of organizations are being
adjusted to ICT, it is seemingly problematic to keep the overall related
risks in control. Violations to ICT infrastructures occur in numerous ways
throughout the Internet, and both small and large organizations need to
consider internal, e.g. insiders, and external threats, e.g. hackers, rival
competitors, fraudster, etc. A large supply of security intrusive and mali
cious software is already available (cf. chapters 2 and 6). Privacy invasive
software and malware give attackers a truly alarming degree of control
over systems, networks and data. For instance, when spyware programs
are involved, the loss in control of sensitive corporate information poses a
threat to distributed (or shared) information resources. The security
aspects of Plug and Play Business communities thus need to be
addressed.

Bearing in mind Plug and Play Business communities with their sup
port for virtual enterprise the crucial tasks of definition, formation and
operation (see Chapter 9), we will, in this section, analyze security threats
related to such communities of collaboration ready companies. A threat is
here described as “a potential violation of security” (Peltier, 2005). Actu
ally, violations need not necessarily occur in order to be threats. The fact
that there is a possibility that a vulnerability may be exploited so that a
violation can take place means that those actions that could cause it to
happen should be guarded against, prepared for, or eliminated. Before we
start to analyze the threats, let us first look into what has been done before
in this area.
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10.2.1 Related Work
As virtual enterprises are intended for the environment constituted by the
Internet, there is consequently an array of security problems associated
with those organizations. To design corrective measures that are both
effective and reliable, it is important to take the related threats and risks
into account (see more in Chapter 2). Even though there are significant
contributions in various aspects of security for virtual enterprises, little
work has so far been performed on the analysis of threats and risks
thereof. The lack of proper risk analyses (and tools) is also confirmed in a
report on multi layered security for collaborative networked organizations
by Grzegorz et al. (2005). However, they too exclude a careful analysis of
the different kinds of threats and risks facing virtual enterprises.
Although, some other work do exist, which we will now briefly go
through.

In a study by Jansen (2000), a categorization of threats to the security of
(mobile) agents in communities are divided into four classes, namely dis
closure of information, denial of service, corruption of information, and
interference or nuisance. Bierman and Cloete (2002) suggest improvements
by classifying malicious host security threat into the categories integrity
attacks, availability refusals, confidentiality attacks, and authentication
risks. The common conclusion appears to be that eavesdropping is the
most dangerous threat, as its occurrence can lead to more serious conse
quences, such as, data modification.

Security services of collaborative and agent based architectures are pro
posed by Noordende et al. (2007), and security in decentralized contract
authorization of web based workflows is suggested by Yao et al. (2007).
Darko Ampem et al. (2006) discuss a security oriented protocol for negoti
ation in virtual organizations. They point out that, since negotiation proc
esses take place within a sometimes hostile environment, e.g., where
potential partners may try to gain advantage over competitors by interfer
ing into their negotiation processes, steps to enforce security must be
taken. Darko Ampem et al. (2006) suggest a secure negotiation protocol in
which they include a trusted third party for logging of information and
traceability purposes. They also attach standard security measures to each
message in the negotiation session, but they do not present an analysis of
the threats related to such networked alliances of companies. Mezgar
(2006) briefly discusses trust needs in collaborative networks, and maps
those to a set of security services and mechanisms. He also explains how
different fields of computer security can be used to fill trust needs related
to the applications, operating systems, user interfaces, hardware, as well as
how other trust needs can be filled by the deployment of security protocols
in different layers of the OSI reference model1. Mezgar (2006) concludes
with observing that a trend in collaborative networks is to employ agent
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based technologies, and in doing so, he remarks, security gets increas
ingly difficult to uphold.

Even though these contributions are, to varying degree relevant for this
chapter’s purpose, we have chosen to start the analysis from a more gen
eral perspective. We use an approach that, over the years, has been dis
cussed and refined by scholars, such as, Stallings (2006), and Pfleeger and
Pfleeger (2007). It will now be applied our domain of interest, i.e., Plug
and Play Business communities. The focal point of attention here is to ana
lyze threats by separating them into four threat categories, i.e., interrup
tion, interception, modification, and fabrication. This will provide us with
a generalized view of the kinds and types of threats that can cause harm
to the virtual enterprises within Plug and Play Business communities, and
create a starting point for the identification of proper security enhancing
mechanisms.

10.2.2 Threat Analysis
In this part of the analysis, we primarily focus on security threats that are
associated with malicious sources outside the community, i.e., external
threats. A malicious source can take a number of different actions to harm
a Plug and Play Business community, as well as its included virtual enter
prises and companies. A malicious source can, for instance, divert the
intended execution of a software program towards a malicious goal, or
alter its data or other information in order to benefit from the program’s
mission. Programs can also be equipped with malicious intentions against
other programs. A computer virus or a Trojan horse can, for instance,
masquerade as an agent belonging to some community, and then attack
that community in order to gain access to its resources. An malicious
agent in disguise can also interfere with or hijack other programs so that
they are unable to carry out their tasks or that they become corrupted.
Networked entities outside the community can launch attacks against a
program inside a community or against the entire community of pro
grams. They can also steal corporate secrets and corrupt the integrity of a
program’s internal settings.

In other words, there is an abundance of threats to consider, and a com
plete review of them should not be expected. Nevertheless, analyzing
threats is an important process, which, if performed systematically and
consciously, will increase understanding and enable informed decision
making about protective mechanisms (Bernstein, 1998; Peltier, 2005). At

1. The OSI (Open Systems Interconnection) reference model is a layered,
abstract description for communications and computer network protocols
(Kurose and Ross, 2002).



Security Issues in Virtual Enterprises

195 

least, it is our aspiration that the analysis that we will now undertake can
serve those purposes.

Interruption
Interruption is an attack on the availability of systems (Pfleeger and Pflee
ger, 2007). In an interruption, an asset of the system becomes lost, unavail
able, or unusable. A general example is the erasure of a program or a data
file as caused by, e.g., virulent programs, worms, or Trojan horses.

When an actor arrives at the Plug and Play Business community, it must
be given the right set of privileges and access to resources that are neces
sary to carry out the tasks for which it was intended. If an authorized actor
is prevented from accessing its due resources, an interruption has
occurred. This also means that the gate keeper constitutes a target for
denial of service attacks. Most interruption attacks are deliberate actions
performed by the executing node, e.g., in order to obstruct the actors, how
ever, interruptions may also be unintentional. An attacker may want to
create, for instance, a denial of service attack by injecting a self replicating
worm intended to obstruct the communication abilities of the Plug and
Play Business software into the community thereby making the actors una
ble to access resources, and represent the members and potential members
in virtual enterprises.

Interception
Interception is an attack on the confidentiality of systems in that an unau
thorized party, which can be an external person or program, has gained
access to an asset within the community (Pfleeger and Pfleeger, 2007).
Mostly, interception attacks are either illegitimate collection, i.e., theft, of
programs and data files, or eavesdropping to obtain data in a network.
Although a loss may be discovered quickly, an impersonator may leave no
traces by which the interception can be detected or traced.

Typical examples of malware causing interception attacks to Plug and
Play Business communities are spyware programs and Trojan horses,
which may include hidden interception components. More complex
threats are constituted by social engineering in combination with the
deployment of certain software, e.g., e mail programs. One example is a
phishing attack, which is when an attacker, e.g., a rival competitor,
attempts to fraudulently acquire sensitive information about a company
by appearing as a trustworthy and willfully cooperative business with a
real need for such information. Another severe, but perhaps not all that
common, interception attack is reverse engineering where a malicious host
captures a piece of software, analyzes its data in order to manipulate
future or existing programs in the community. Different to a theft, a
reverse engineering attack enables the host to construct its own similar
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agents or to update the profile of information to which the agents get
access.

To Plug and Play Business communities, corporate sensitive informa
tion, such as, client portfolio, billing information, financial data, etc., may
constitute valuable targets to rival competitors. Therefore, the Plug and
Play Business clients enact desired objectives of malicious hosts. Intercep
tion attacks are especially eminent in the formation phase, where a lot of
sensitive data is being exchanged in the open, although within the com
munity, between the Plug and Play Business clients. For instance, there is
a risk that an impersonator subscribes to the Plug and Play Business com
munity disguises as a legitimate company, and misuses the privileges
associated with that role by participating in bidding sessions, and by
eavesdropping on competitors in order to obtain valuable business infor
mation.

Modification
Modification is an attack on integrity (Pfleeger and Pfleeger, 2007). Tam
pering with a software client’s code, state or data implies that the integrity
of that software has been violated. For example, someone might change
the values in a database, alter the settings of a software program or mod
ify data in transmission. Most modification attacks can be detected with
simple measures, e.g., check and hash sums. Modification incidents are
either malicious or accidental, although most are of the latter type. Bier
man and Cloete (2002) suggest two types of modification attacks for com
munities of agents:

• integrity interference occurs when the executing host interferes with
execution mission of a software entity by altering information related
to that, and

• information modification includes several actions that the executing
host can take against an agent in an unauthorized way.

These attacks comprise altering, corruption or deleting of code or data of
the program. To Plug and Play Business communities, rival competitors
may want to gain advantages over competitors, e.g., by injecting virulent
programs that alter the bidding strategies of negotiating software entities
or by manipulating values of those involved in the evaluation process.

Fabrication
Fabrication is an attack on authenticity (Pfleeger and Pfleeger, 2007). For
instance, the Plug and Play Business software client must be able to cor
rectly identify and authenticate its executing host. By hiding its own iden
tity or refusal to present its credentials, the malicious host may jeopardize
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the intended goal of the software clients in the community. For instance, an
unauthorized party might create a fabrication of counterfeit objects on a
system, insert false data or transactions to a network, or add records to an
existing database. Sometimes these additions can be detected as forgeries,
but if they are planted by a skillful intruder they can be virtually impossi
ble to detect. Virus programs, worms and Trojan horses are examples of
software that can include fabrication functionality in their payload.

We will now discuss two types of fabrication attacks that are relevant
for Plug and Play Business communities:

• Masquerading is when an actor or program masks itself as one of the
other legitimate actors or programs in the community. To Plug and Play
Business communities, one example is a pharming attack, where a
malicious company uses malware to alter the computational settings of
the target organization’s software client in order to gain access to or
manipulate sensitive business information resources.

• Cloning occurs when each actors carries its own credentials in order to
receive authorized access to the services and resources of a community.
When a clone of a legitimate actor is created, it will cause unique
authentication problems to the gate keeper in the community. To Plug
and Play Business communities, malicious actors may want to clone the
software clients participating in the negotiation process in order to mis
lead rival competitors.

Having discussed the most urgent types of threats to a Plug and Play Busi
ness community, we will now look into some suggestions on mitigating
measures.

10.3 Mitigating Threats
The countermeasures suggested below are identified based on the threat
categories presented in the previous section. Further ahead, the targeted
threats are mapped to the suggested countermeasures, as well as to their
possible placing in the Plug and Play Business community.

10.3.1 Gate Keepers
Gate keepers are a well recognized concept in artificial societies and agent
based systems as entities that control access to some resource (Davidsson,
2001). A gate keeper acts as a trusted third party, which uses identification
and authentication as means to validate the identity of the software pro
grams that are rightfully allowed to interact in the community. In doing so,
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a gate keeper provides protection against the targeted threat categories in
that possibilities of a malicious actor to enter the community without a
valid set of credentials are reduced. However, a gate keeper may not be
sufficient in providing support for blocking, e.g., worms, spyware, viru
lent programs, social engineering attacks, or other types of unwanted
events attempting to enter the community. Moreover, gate keeper func
tionality is already included in the Plug and Play Business community.

10.3.2 Firewall Functionality
A firewall is useful to the Plug and Play Business community in that it can
assist the gate keeper in the important task of border control, in this case;
by traffic regulation. Thus, no content analysis is included in the firewall.
This firewall can be dedicated to reviewing the traffic between the actors
inside a virtual enterprise, and between actors of the Plug and Play Busi
ness community thereby also incorporating some monitoring and detec
tion capabilities.

10.3.3 Digital Signatures
Another addition to help validate the identity of the Plug and Play Busi
ness clients entering the community is the use of digital signatures. A dig
ital signature can be used by a trusted third party in the community to
validate the credentials of an actor attempting to enter the Plug and Play
Business community. It can also be used to ensure that the original content
of a message or document that has been exchanged, e.g., during a virtual
enterprise’s formation and operation phases, is unchanged. A gate keeper
function in combination with a center for trust management (as described
in Chapter 7) can provide means to handle digital signatures.

10.3.4 Encryption of Data
There may also be a need for encryption of data, e.g., in order to prevent
eavesdroppers and integrity attacks. Threats appear to be especially emi
nent for the virtual enterprise formation phase because this is a process
where a lot of sensitive and important data is being openly exchanged
between actors in the community. Thus, encryption should be used for,
e.g., digital signatures and data exchange in the formation phase of virtual
enterprises (especially for the task of negotiation). In addition, virtual
enterprises that deal with business operations judged as sensitive may
need encryption of data through the operation phase. Since some of the
other security enhancing mechanisms may depend also on encryption, a
master key that can be accessed by other security features can be placed in
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the possession of the gate keeper or of a center for trust management (in
the role of environment owner or proprietor).

10.3.5 Intrusion Detection Systems
As explained in Chapter 2, intrusion detection systems are programs
directed to detect intrusions and monitor activity in a network. If an anom
aly or an intrusion is discovered, the system can take a number of actions
of which one is to notify the administrator. The risk of external attacks per
formed by skilled hackers to gain control over resources inside the Plug
and Play Business community motivate the deployment of intrusions
detection capabilities. An intrusion detection system can perform a variety
of functions. It can, for instance:

• Monitor users (via the Plug and Play Business clients) and system activ
ity (in, e.g., the task of virtual enterprise formation).

• Recognize known attack patterns in system activity (a hacker that tries
to inject malware into an operating virtual enterprise).

• Correct system configuration errors by resetting the network connec
tion or by reconfiguring the firewall to block network traffic from the
suspected malicious source as a response to malware causing damage
in the community.

Thereby, they often constitute targets for denial of service attacks. More
over, we include monitoring capabilities that promote traceability and log
ging of activities in the intrusion detection systems. Notably, intrusion
detection systems are often cumbersome hence expensive to implement,
which may affect their role in the Plug and Play Business community.

10.3.6 Anti Malware Applications
As explained in Chapter 5, anti spyware and anti virus software consists
of programs that attempt to identify, foil, and eliminate malware by con
tent analysis (in contrast to our firewall2, which performs traffic analysis).
In order to mitigate the threat of malware, anti virus functionality plays an
important role in detecting and immunizing devious or deceitful software
directed to intrude the Plug and Play Business community and its related
software. Anti malware functionality can also be embedded in the firewall,
as well as in intrusion detection systems. To enable content analysis of

2. Sometimes anti virus and anti spyware functionality can be included in the
firewall, but in our case the firewall does not perform any content analysis
(which consequently our anti malware software does).
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encrypted messages, which will take place on a case by case basis, the
anti malware software must access a master key, which can either be
placed, for instance, in the possession of the gate keeper.

10.3.7 Response Mechanisms
There is also a need for response mechanisms, such as, the blocking of
traffic to and from a malicious host, hardening vulnerabilities, recovering
lost data, removing malware components, and repairing damage caused
by an attack. Since those tasks often can be highly complex, the hand of a
skillful individual is required in the Plug and Play Business community
thereby introducing the need for a security engineering service (which
consequently may have to be provided by a human).

10.4 Levels of Openness in Plug and Play Business
Communities

In Chapter 12, we discuss different possibilities for realizing the vision of
Plug and Play Business in terms of software. However, the implementa
tion of Plug and Play Business software also depends on the identified
security measures, which were previously discussed, and on the intended
structure of the community. As the Plug and Play Business clients can be
viewed as composed by a set of intelligent agents (which we will revisit in
the next chapter), they can be said to form an artificial society. Since ques
tions of openness and security go hand in hand, we shall now discuss
security with respect to different levels of openness in Plug and Play Busi
ness communities.

Davidsson (2001) lists four types of artificial society structures, namely
open, closed, semi closed, and semi open artificial societies. The four cate
gories balance the trade off between important society properties, such as,
openness, flexibility, stability, and trustfulness differently (Davidsson,
2001). Open societies support openness and flexibility, but not stability
and trustfulness, and the opposite is true for closed societies. In many sit
uations, however, there is a need for societies that promote all those
aspects. One such example is in Plug and Play Business. We will therefore
limit our discussion to the two intermediate categories, i.e., either as semi
open or as semi closed artificial societies. For each of those options, we
will investigate the consequences that the inclusion of the identified secu
rity countermeasures may bring (see Table 10.1).
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10.4.1 Semi Closed Societies
In semi closed artificial societies, external agents are not allowed to enter.
However, actors have the possibility to initiate new agents in the society,
which will act on behalf of the external actor (Davidsson and Johansson,
2006). In semi closed societies there is a (central) physical environment, in
which the agents (representing their owners) execute on and communicate
with other agents in. This requires that the actors’ agents can access some
level of mutual communication properties, which are included in the Plug
and Play Business community. Semi closed societies convey almost the
same degree of openness as semi open societies, but are less flexible. On
the other hand, they have a larger potential for implementing important

Table 10.1 Threat types (IR=Interruption, IC=Interception,
M=Modification, F=Fabrication), countermeasures and

their possible placing ( , , , and as described in
Chapter 9) in different types of artificial societies.

Type of threat Countermea
sure

Semi
closed

Centralized
semi open

Decentralized
semi open

F

Identifica
tion and
authentica
tion

Gate
keeper, gk gk gk

IR/IC/M/F Firewall
capabilities

Communi
cation infra
structure,
CI

CI (central
server)

Each actor’s
information
resources, I

IC/M/F Encryption

CI and the
software cli
ents, B and
gk

CI (central
server) and
gk

I and gk

M/F Digital signa
ture gk gk gk

IR/IC/M/F Intrusion
detection CI CI (central

server) I

IR/M/F Monitoring
capabilities CI CI (central

server) I

IR/IC/M/F Anti mal
ware CI CI (central

server) I

IR/IC/M/F

(Human)
security engi
neering serv
ice

CI CI I

gk CI B I
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society attributes, such as, security and trust (Davidsson and Johansson,
2006).

Applying a semi closed architecture to the Plug and Play Business cli
ents implies that communal security enhancing mechanisms, such as, fire
wall, intrusion detection, and anti virus capabilities can be included in the
physical environment thereby providing protection from some, but not
all, of the targeted external threats. Encryption can be included both cli
ent and community wise to ensure secure communication. External
actors wanting to join the society contact the gate keeper to whom they
promise to follow the set of constraints of the society. The gate keeper
then makes an assessment whether the external actor is trustworthy and
eligible, and decides whether to allow the initiation of a new agent into
the society or not. Thereby, the gate keeper confirms that the external
actor has proper credentials. Here, it is possible to differentiate between
classes of trustworthiness so that actors that are considered more trust
worthy are given access to more services, etc., than those considered less
trustworthy.

The (central) physical environment in semi closed agent societies is
managed by an environment owner (cf. Davidsson and Johansson (2006)).
This owner, which could be in the form of a global center for trust man
agement (as discussed in Chapter 7), could also provide a (human) secu
rity engineering service set to support the actors in providing a secure and
trustworthy collaboration environment. This is particularly relevant for
small enterprises due to their limited resources.

10.4.2 Semi Open Societies
The main difference to semi closed artificial societies is that, in semi open
societies, agents execute locally on the clients individual computer sys
tems (Davidsson, 2001). However, from a security point of view, one dis
tinction is that the environment owner is no longer in control of the
agents. However, the environment owner still has the power to, for
instance, dictate the rules of engagement within the society. Therefore, the
global center for trust management may act in that role also in semi open
societies.

As with semi closed societies, there is an institution that functions as a
gate keeper, which every agent needs to connect with before participating
in the community. An insight in the process of analyzing semi open socie
ties was that there are two types of such societies, those with a centralized,
and those with decentralized communication architecture.
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Centralized Communication
The agents run on the members’ own individual computer systems, but all
communication between the agents is routed via a central server (placed in
the communication infrastructure). If applying this type of centralized
agent architecture, the gate keeper can include additional identification
and authentication mechanisms, as well as providing digital signatures on
agents and messages since all traffic must pass via the central server. For
the same reason, it seems possible to incorporate firewall, intrusion detec
tion, encryption, and anti virus capabilities in this type of centralized
server architecture. Also, it seems feasible to control what commands (or
performatives as discussed in Chapter 9) that the actors can use in the
community by letting the central server act as a proxy. Even though there
may be a loss in flexibility in the community, and a risk for communication
bottlenecks, as well as single points of failure, the individual members can
rely on that security is provided for in the Plug and Play Business commu
nity. This may be viewed as an advantage by the companies in a Plug and
Play Business community. Just as in the case of semi closed societies, the
companies can expect a secure and trustworthy collaboration environ
ment. Moreover, a (central) security engineering service can be included in
the physical server architecture of the community.

Decentralized Communication
The agents run on the members’ individual computer systems and all com
munication is conducted directly between these end nodes. The gate
keeper can act as a trusted third party thereby validating encryption mech
anisms that are required to ensure data confidentiality, integrity, and
authenticity. A decentralized architecture puts high demands on security
configurations among the members since it is not likely that firewall, intru
sion detection, and anti virus capabilities can be implemented anywhere
but in the individual computer systems of the members. Consequently, a
communal level of security can scarcely be guaranteed in a decentralized
and semi open society. Instead, the security features must be implemented
client wise with the individual members, which also can be specified by
the gate keeper as a requirement for participation. Leaving the responsibil
ity of security to the individual members may, however, hinder collabora
tion between the companies of a Plug and Play Business community since
they might be reluctant to trust, and to share sensitive information with
each other under such circumstances. Although, a gate keeper provides
protection to some of the threats, e.g., by ensuring authentication of pro
grams and agents attempting to enter the community. A disadvantage of
decentralized communication is the limited possibilities to provide sup
port in terms of security engineering services to the actors. Moreover, in
Chapter 12, we further analyze risks related to decentralized communica
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tion by investigating a specific case of wrapper agents in support of busi
ness information system interoperability.

10.5 Concluding Remarks
Enhancing security and trust has been identified as a key issue in making
virtual enterprises reach their potential. Even though there is an array of
security problems associated with such collaborative alliances of compa
nies, little work in this area has so far been done. In this chapter, we pro
vide a structured view of the threats facing breeding environments of
virtual enterprises by using the example of Plug and Play Business com
munities consisting of virtual enterprises and companies ready for collab
oration. The threats are organized in four classes, namely interruption,
interception, modification, and fabrication. Based on those, we have iden
tified a set of countermeasures, which we follow up by a discussion on
their possible placing in the Plug and Play Business community. However,
the actual location of the countermeasures depends on the architecture of
the community, which we also reflect upon from the starting points of
semi open and semi closed artificial societies.

The analysis indicates that semi closed societies are scarcely flexible,
but provide a beneficial foundation for enhancing security and trust in
that the countermeasures can be placed in the communal environment. In
decentralized semi open societies, security is left to be implemented in the
Plug and Play Business software, which accentuates the risks for interrup
tion, interception, modification, and fabrication. Consequently, a risk in a
decentralized society is that companies may be reluctant to entrust each
other with sensitive business information. Centralized semi open socie
ties, however, appear to provide a reasonable level of both flexibility and
security in that although the agents are executed at the client side, secu
rity enhancing mechanisms can be collected in the centralized server
architecture through which all agent and program communications must
pass. The fact that security is ensured community wise in a centralized
semi open architecture may be viewed as an advantage by the companies
of Plug and Play Business communities since they can expect a secure and
trustworthy collaboration environment – despite individual differences in
business culture, risk philosophies, and resources. However, more analy
sis is required in order to draw final conclusions on the structure of Plug
and Play Business clients and on the implementation of countermeasures.

The next chapter is devoted to enrich the security of Plug and Play
Business communities and their (in that case) agent supported virtual
enterprises by discussing the inclusion of norms and norm enhancing
mechanisms.



205 

C H A P T E R

11
Towards Norm
Governed Virtual
Enterprises

In this chapter, we explore how norm governed behavior within artificial
societies can be achieved in the context of virtual enterprises and Plug and
Play Business communities. Achieving norm governed behavior is impor
tant since it can be used as a means to regulate interaction between actors
in a society, and thereby mitigate deceitful and treacherous behaviors. The
application of norms and norm governed behavior has been studied in the
agent research field. We assume that by making the software, which is
intended to support virtual enterprise formation and operation within
Plug and Play Business communities, autonomous and intelligent, it can
better support norm governed behavior among the actors. Consequently,
agents are included in the formals specifications of virtual enterprises and
Plug and Play Business communities. We also analyze a number of formal
models from the agent research field, and a general observation is that
although the models certainly have separate strengths and weaknesses,
they are difficult to compare. Thus, further model alignment is needed. We
also conclude that the application of different types of norms and on differ
ent levels in Plug and Play Business community can support trustworthy
collaboration.
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11.1 Introduction
It is often claimed that agent technology is useful for the realization of vir
tual enterprises (Fasli, 2007). This is mainly motivated in that agents can
represent real actors, e.g., transporters, producers, etc., take advantage of
new business opportunities by organizing themselves in temporary coali
tions, adapt to changing circumstances, and achieve common objectives in
the presence of individual goals.

An important application area of agents in Internet based information
systems is to support business to business e commerce. However, it is
crucial that such agents, which can be said to form an artificial society, act
according to the explicit and implicit rules, or norms, that the participat
ing enterprises have agreed upon. As we have explained in Chapter 2,
artificial societies are typically characterized by agents that interact with
each other (Davidsson, 2001). Similarly to a human society, agents of the
artificial society should be allowed to coexist in a shared environment,
and to follow their respective goals in the presence of others. Also, as
agents are required to work in increasingly complex environments and
interact and coordinate with other agents, there is a need for regulating
their behavior in order to avoid disruption and to ensure smooth perform
ance, fairness, stability, and security. On this theme, norms can be adopted
to facilitate the means for basic social interaction in an artificial society
(Fasli, 2002). So, the introduction of norms, broadly interpreted as con
straints on the society, is a crucial issue towards the computational repre
sentation of artificial societies of agents. The primary reason is that they
provide measures to achieve coordination, security and trust, and thereby
assist in assuring the desired behavior in a society (Luck et al., 2003;
López y López et al., 2006).

In this chapter, we refine the Plug and Play Business concept by explor
ing how norm governed behavior within artificial societies can be
achieved in the context of agent supported virtual enterprises and their
breeding environments. For this purpose, we compare a number of formal
models of both artificial societies and normative systems. To align the
models, which is desirable when models of normative systems are to be
applied to artificial society models, the entities comprising the models are
mapped to each other. In the next section, we outline the approach of the
comparison.

11.2 Approach
In order to achieve secure, coordinated, and trustworthy behaviors in a
society, norms and norm enhancing mechanisms should be included in
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the definitions of agent supported virtual enterprises and virtual breeding
environments. This challenge is approached by way of reviewing research
progress in the area of normative systems and artificial societies, and by
cross comparing a number of formal models.

To find suitable models for the comparison, a number of research publi
cations have been reviewed of which four models from the agent research
field were chosen to complete the formalism of agent supported virtual
enterprises and breeding environments. This consequently means that we
have clarified the formal model of virtual enterprises and Plug and Play
Business by explicitly including intelligent agents, as will be illustrated in
Section 11.4.1.

Of the six formal models compared, three focus on the society aspects
and three models focus on norms. Each of the two groups includes two
theoretical (and general) models, and one specific application model. In
order to enable cross comparison, the six models were separately sur
veyed, and condensed into a comparable format. During this process, a
number of parameters for cross comparison were developed (see Section
A.5 of the Appendix), which have also been the foundation for the discus
sion in Section 11.5, and thereby constitute the means for approaching
model alignment.

11.3 Norms and Artificial Societies
Even though we only compare six formal models, several of the other
reviewed articles are relevant to discuss. Below, we account for these
research advancements together with short summaries of their main con
tributions.

11.3.1 Agent Organizations and Norms
Applying and investigating norms in societies of agents is an extensive
and scattered field of research. It includes contributions from a broad spec
trum of academic subjects, e.g., computer science, economics, philosophy,
and social sciences. With respect to the purpose of this chapter, we are par
ticularly interested in contributions from the field of computer science.

Boella et al. (2006) provide an overview of the emerging area of norma
tive multi agent systems by presenting definitions of related concepts in
order to align terminology. In particular, they study the influence of social
sciences on agent theory (and vice versa) in the context of norms as a defin
ing characteristic of relations between autonomous agents in a multi agent
system.
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Grossi et al. (2005; 2006) analyze the foundations of organizational
structures, and contribute to the development of general methods for the
assessment of multi agent systems’ performance (emphasizing properties,
such as, robustness, flexibility, and efficiency). They use formal tools to
describe the organizational structure, as well as the effect of such struc
tures on various activities in multi agent systems.

Dignum et al. (2004) propose an integrated framework for modeling
agent organizations, called OMNI1, with the purpose of balancing global
organizational requirements with the autonomy of individual agents.
OMNI is designed with the purpose of being a general framework. It con
sists of three dimensions (referred to as normative, organizational and
ontological levels), and it is intended to fit all types of multi agent systems
from open to closed environments. However, the descriptions do not
explicitly include the various entities that make a society.

Fasli (2002) presents a logical framework comprising commitments,
roles, and obligations for agents equipped with beliefs, desires, and inten
tions. With respect to such social agents, she also discusses how obliga
tions arise as a result of social commitments and the adoption of roles.
Conte and Paolucci (2004) present a cognitive model of social responsibil
ity in societies of agents. Their main contribution is the provision of a gen
eral and elementary definition of responsibility in multi agent systems.

Dignum (2003) devotes her doctoral thesis to detailing a model for
organizational interaction (called OperA2), which is based on agents and
founded in logic. Among many things, her dissertation outlines a formal
theory for the OperA framework addressing interaction in multi agent
systems, which, for instance, makes it possible to describe, and verify con
tracts that regulate interaction between agents.

Kamara et al. (2005) propose an agent based architecture for institu
tional management of self organizing ad hoc networks in which a variety
of normative aspects are included along with an objective reasoning
capacity (that allows agents to reason about normative positions), and a
suite of protocols for network management. They conclude by emphasiz
ing the need for a logically sound, and computationally grounded theo
retical framework for self organizing ad hoc networks.

Of these referred models, the OperA model by Dignum (2003) appears
to be particularly relevant as it is intended to support knowledge manage
ment between actors participating in open environments. The OperA

1. OMNI is an abbreviation for Organizational Model for Normative Institu
tions.

2. OperA is an abbreviation for Organizations per Agents.
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model provides a flexible way to represent interaction and role enactment
since it abstracts from the specific internal representations of the individ
ual agents and separates the modeling of organizational requirements and
aims. In OperA, contracts are used to link the different models, and create
specific instances that reflect the needs and structure of the current envi
ronment and participants. Another relevant contribution is the work pro
posed by Kamara et al. (2005). Even though their architecture may be
applicable to agents involved in virtual enterprise formation, its formal
model appears not yet to have been completed. The work by Fasli (2002) is
interesting to study when further specifying the relationship between roles
and obligations of the actors in a Plug and Play Business community, but
that particular aspect is outside the scope of this chapter.

11.3.2 Agents and Norms in Virtual Organizations
Virtual organizations are discussed in more detail in Chapter 9. In short, a
virtual organization can be described as a set of individuals and institu
tions (in this case represented by agents) that need to coordinate resources
and services across institutional boundaries in order to collaborate. In con
trast to a virtual enterprise, a virtual organization need not be business ori
ented or profit driven.

Some research efforts on the topic of agents, norms, and virtual organi
zations have so forth been outlined. For instance, Boella et al. (2005) pro
pose a conceptual model of virtual organizations as normative systems,
which demonstrates distinctions between local and global authorities, and
between local and global norm enforcement policies. In this paper, they
also describe three kinds of agents that inhabit such a system (referred to
as subjects, defenders, and autonomous normative systems). Crucial to
their model is that norms are dealt with explicitly, and that system design
ers should not assume that norms will automatically be obeyed.

In another paper, also by Boella and van der Torre (2006), normative
multi agent systems for secure knowledge management based on access
control policies are studied. It is shown how distributed access control is
realized by means of local policies of access control systems, and how glo
bal policies can enforce the local ones. A contribution is that their frame
work can be extended to deal not only with policies consisting of
regulative rules like obligations, prohibitions and permissions, but also
with constitutive rules specifying counts as relations and institutional
facts.

Since agents are able to violate norms in agent societies, sanction based
obligations are modeled in Boella and van der Torre (2004c). In this paper,
agents who attribute mental attitudes, such as, goals and desires, to the
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normative system, which create and enforce its obligations, are formal
ized. The purpose is to examine the impact of trust to virtual communities
for contract management.

Norman et al. (2004) investigate how effective virtual organizations
may be rapidly formed for any given purpose, but they exclude norms
from their studies. They conclude by pointing out the need for a model
that addresses the automation of virtual organization management while
emphasizing flexibility and robustness.

Dignum and Dignum (2002) present a framework for the support of
virtual organizations based on agent societies in which norms are treated
as a way for such societies to cope with social order. They propose the use
of institutions to implement, and monitor the behaviors of agents within
the virtual organization. An important contribution is that institutions can
make the organizational goals and norms explicit, and warrant their ful
fillment by providing facilitation roles and controlled interaction proto
cols.

The work by Boella and van der Torre is general and comprehensive,
and two of their (other) papers are included in the model comparison (see
Section 11.5). The other articles mentioned above address various aspects
of normative multi agent systems, but they appear to exclude either
norms or the society perspective.

11.3.3 Norms in Electronic Institutions
Electronic institutions are created to establish a social order that can
enable successful interactions among heterogeneous and autonomous
agents, and they are many times described as business like environments
of collaborating agents (Cardoso et al., 2007). Often, electronic institutions
are comprised by legal obligations, and the like.

The work by Cardoso and Oliveira (cf. 2005; 2006; 2007) revolves
around contract negotiation within (agent supported) virtual enterprises
and electronic institutions. For instance, in their paper “Virtual Enterprise
Normative Framework within Electronic Institutions” (2005), they iden
tify requirements of virtual enterprise contracts, and develop a normative
framework for contract validation and enforcement.

In a paper on institutional reality and norms, also by Cardoso and
Oliveira (2006), they add surveillance functionality to the electronic insti
tutions that can monitor the agents’ ability to comply with norms. They
view norms as means used to regulate an existing environment, and to
define contracts that make agents’ commitments to each other explicit.
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In a paper by Cardoso et al. (2007), they provide a virtual normative
environment that assists and regulates the creation and operation of vir
tual organizations through contract related services. However, their con
tributions are mainly in the area of formal models for contract
specification, and they do not explicitly address the structures and the ele
ments of norm governed agent societies.

11.4 Formal Models
We will now analyze six formal models of normative artificial societies
from the agent research field of which three models focus on society
aspects and three models focus on norms. Each of the two groups includes
two theoretical (and general) models, and one specific application model.
Starting with the definition of agent supported virtual enterprises below,
we thereafter present condensed formalisms of all of the selected models.
Even though we insert brief comments to every model, the actual compari
son between the models takes place in Section 11.5.

11.4.1 Society Focus
In this group, formal models that take their starting point from a society
perspective in the inclusion of the various elements of an artificial society
are outlined. Below, we present the formalizations of artificial societies,
agent supported virtual enterprises, and Plug and Play Business commu
nities. Note that intelligent agents have been included in the models of vir
tual enterprises and Plug and Play Business communities, and that both of
those consequently are presented as revised models in this chapter.

Theory: Artificial Societies (AS)
A general theory for different levels of openness in artificial societies
including norms, agents and stakeholder perspectives is outlined by
Davidsson and Johansson (2006). Based on the work by Artikis and Pitt
(2001), and Johansson (2002), they suggest a formal characterization of
agent societies that includes the following entities:

• a set of agents,

• a set of constraints on the society,

• a communication language,

• a set of roles that the agents can play,

• a set of states of affairs that hold at each time in the society,
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• a set of owners (of the agents),

• a set of agent designers,

• the environment (computation and/or communication infrastructure),

• an environment owner, and

• an environment designer.

An agent is here defined as “a software entity that typically acts on the
behalf of a person or an institution” (Davidsson and Johansson, 2006).
Artikis and Pitt (2001) describe the set of constraints as “constraints on the
agent communication, on the agent behavior that results from the social
roles they occupy and on the agent behavior in general”. The owner of the
agent is the person or institution on whose behalf the agent acts. Accord
ing to Johansson (2002) it has the power to launch the agent, provide it
with preferences, as well as make run time decisions regarding updating
of preferences, and when the agent should be terminated. Moreover, he
defines the agent designer as the person(s) who has designed (and possi
bly implemented) the action selection, and execution mechanisms of the
agent. Davidsson and Johansson (2006) state that the environment owner
is the person or organization that has the power to decide which agents
may enter the society, which roles they are allowed to occupy, what com
munication language should be used, and the set of constraints on the
society. Similarly, the environment designer is the person(s) who has
designed and possibly implemented the conditions (mechanisms for con
trolling which agents may enter the society, what possible roles they may
have, the space of constraints provided, etc.) under which the agents act in
the environment.

This definition of an artificial society is general, and as such, it could be
treated as a reference model to other types of agent based coalitions.
However, it excludes a specification of what constitutes a norm, as well as
mechanisms to enforce them, which may be imperative to achieve the
desired system behavior – especially in the context of heterogeneity and
autonomy of agents.

Theory: Agent Supported Virtual Enterprises (AVE)
The concept of virtual enterprise (see Chapter 8, and Figure 11.1) has been
applied to many forms of collaborative business relations, like outsourc
ing, supply chains, or temporary consortium. As is emphasized by Cama
rinha Matos and Afsarmanesh (2005), it is important for the companies in
a virtual enterprise to share data and information, and to communicate
with each other efficiently and securely. It has been argued that a promis
ing approach to implement virtual enterprises is to use software agents
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that act as an “interface” and represent the organizations involved in a vir
tual enterprise (cf. Fasli (2007).

Virtual enterprises have been specified in Chapter 8. We will now
include agents in the formal model of virtual enterprises. Thus, an agent
supported virtual enterprise can be described as a tuple:

where

• is the set of actors (typically enterprises) in . An
actor can be described as a tuple:

where are the relevant information systems needed in , is the
set of resources of the actor, is the set of core competencies of the
actor, is the set of individual goals of the actor, and is the
agent acting on the behalf of the actor in .

• is the set of roles that the actors can play in .

Figure 11.1 An agent supported virtual enterprise
consisting of three actors, which are represented by

software agents ( ).
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• is a set of triples where and , i.e., the
actors and their roles in the virtual enterprise, and the set of obliga
tions, , that is associated with the actor’s role in the virtual enter
prise.

• is the set of communication infrastructures needed for operating
the virtual enterprise.

• is the set of states of affairs that hold at time, , in .

• is the set of goals of the virtual enterprise that is derived from the
business opportunities that motivated the initiation of .

• is the agent communication language used by the agents . We
will assume that includes a set of relevant interaction protocols, a
set of relevant ontologies, and possibly other things necessary to per
form useful communication.

The main contribution is the addition of agents and agent communication
language to the definition of virtual enterprises. However, components
intended to mitigate malicious and deceitful behaviors, e.g., norm
enhancing mechanisms, are missing.

Application: Plug and Play Business Communities (PPBC)
The concept of Plug and Play Business (see Chapter 9) relies on an inte
grated set of ICT tools that support innovators in turning their ideas into
businesses by forming, in this case; agent supported virtual enterprises
for interorganizational and interoperable collaboration. Plug and Play
Business (see Figure 11.2) is envisioned as a software framework that
helps companies, SMEs in particular, in realizing innovations and thus
developing their business potential.

Plug and Play Business was specified in Chapter 9. We will now for
mally include agents in the definition of a Plug and Play Business commu
nity, , which can be described as a tuple:

where

• is the set of actors (typically enterprises) in the com
munity. An actor, , in can be described as a tuple:

where are the relevant information resources needed for actor in
, is the set of resources of the actor, is the set of core

competencies of the actor, is the set of individual goals of ,
is the person representing the actor/enterprise, and is a set
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of Plug and Play Business software clients, i.e., an intelligent agent sup
porting the (agent) communication language, , acting on behalf of
the actor/enterprise. The actors in a virtual enterprise are a subset of
the actors in a Plug and Play Business community, that is, .

• is the set of roles that the actors in can play. The
roles in a virtual enterprise are a subset of the roles in , that is, .

• is the set of virtual enterprises currently active in .

• is a set of states of affairs that hold at time in . The states of
affairs in a virtual enterprise are a subset of the states of
affairs in , i.e., .

• is the agent communication language used by the Plug and Play
Business software clients. We will assume that includes a set of rele
vant interaction protocols, a set of relevant ontologies, and possibly
other things necessary to perform useful communication.

• is a set of communication infrastructures needed for operating the
community. The communication infrastructures in a virtual enterprise

are a subset of the communication infrastructures in , i.e.,
.

Figure 11.2 An example of a Plug and Play Business
community (p) where each actor (a1,2,3) is represented by a

software agent (b).
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• is the gate keeper facility that regulates the entering (and leaving)
of actors to (and from) the community. An important part of the gate
keeper is to ensure that information necessary for the formation and
operation of virtual enterprises is available to the members of and
to verify the identity of the actors. Possibly, the gate keeper may also
be equipped with capabilities of handling different levels of member
ships with different sets of norms in order to cope with the varying
needs of potential participants and members. The gate keeper could
also inform the potential members about what general rules that hold
in the community, and require the potential members to comply with
them.

Plug and Play Business supports three phases of virtual enterprises,
which we will now summarize. They are specified in more detail in chap
ters 8 and 9.

The Definition Phase

In the definition phase, a member of the Plug and Play Business commu
nity, typically an innovator, may at any time initiate an attempt to form a
collaborative coalition between In this phase, the catalyst , where

, describes the business opportunity in terms of goals and roles
and a set of requirements for each role of the new virtual enter

prise . Thus, in this phase, the degree of autonomy of is rather
low, whereas in other phases it may be higher (cf. adjustable autonomy).

The Formation Phase

The formation phase consists of three subtasks and is initiated by :

• The function of finding requires that has a list of the roles that must
be filled in order to get an operating virtual enterprise. This list is pro
vided by , i.e., the person representing in the definition phase.
Then, for each of the roles, the task for is to find the set of candi
date actors , where , that are able to play the role where

.

• In the evaluation task, should rank the actors in according to the
set of requirements . Based on this, selects the actor with
the highest rank for negotiating on terms for virtual enterprise opera
tion.

• The goal of negotiation is to establish an agreement between and
concerning ‘s set of obligations in . These obligations

should of course be consistent with the set of goals of and the
set of goals of .
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When the formation phase is finished and a virtual enterprise is formed,
the operation phase begins.

The Operation Phase

During this phase, the management of the actual business activities within
the virtual enterprise takes place. Collaboration support may be on a quite
shallow level, e.g., transactions of information between actors. Within Plug
and Play Business, this is called the administrational level. On a deeper
level, the Plug and Play Business software should support and facilitate
complex coordination and synchronization of activities, which is referred
to as the operational level. Plug and Play Business software supports both
of these levels of collaboration. They are defined by the type of interaction
protocols they support. Administrational collaboration includes only pro
tocols using the “weaker” performatives, such as, ask, tell, reply, etc. Opera
tional collaboration supports protocols also using the performatives that
actually manipulate the receiver’s knowledge, such as, insert, where the
sender requests the receiver to add the content of the message to its knowl
edge base, and delete, where the sender requests the receiver to delete the
content of the message from its knowledge base. This process is discussed
in more detail in Chapter 9.

As with the definition of AVE, PPBC lacks inclusion of dedicated meas
ures for norm enforcement. By including a gate keeper, which can control
the entering to and leaving from the community, some related tasks, e.g.,
authentication as discussed in Chapter 10, can be performed. It also seems
possible that the gate keeper can ensure norm compliance among the
members. Moreover, the catalyst, which has the role to initiate a virtual
enterprise within the PPBC, can ensure some of norm related tasks, e.g., by
the provision of requirements on candidates and obligations for collabora
tion in a specific virtual enterprise.

11.4.2 Norm Focus
In this group, formal models of artificial societies that take their starting
point from a normative perspective are outlined.

Theory: Normative MAS (NMAS)
López y López et al. (2006) present a normative framework for agent based
systems, which, besides providing the means to computationally represent
many normative concepts, can be used to give an understanding of norms
and normative agent behavior in artificial societies. Their framework is
built upon the idea of autonomy of agents, i.e., it is intended to be used by
agents that reason about why norms must be adopted, and why an
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adopted norm must be complied with. In their formal model, a normative
multi agent system consists of the following entities:

• a set of normative agents (members), where a normative agent consists
of:

a set of goals,

a set of capabilities (actions that the agent can perform),

a set of motivations (preferences),

a set of beliefs,

ability to rank the goals according to preferences, and

a set of adopted norms, some of which the agent has decided to
comply with (intended) and some of which it has decided to reject
(rejected).

• a set of general norms that govern the behavior of these agents (gener
alnorms),

• a set of norms issued to allow the creation and abolition of norms (leg
islationnorms),

• a set of norms dedicated to enforcing other norms (enforcenorms),

• a set of norms directed to encouraging compliance with norms
through rewards (rewardnorms), and

• the current state of the environment represented by the variable envi
ronment.

In addition, they identify a number of authorities:

• a set of legislators (agents that are entitled to create, modify or abolish
norms),

• a set of defenders (agents that are directly responsible for the applica
tion of punishments when norms are violated), and

• a set of promoters (agents whose responsibilities include rewarding
compliant addressees).

As the framework has been built upon the idea of autonomy of agents,
they reason about what norms to adopt, why, and in what way. Norms are
formally defined to be composed of the following entities:

• a set of normative goals, which capture the purpose of the norm,

• a set of addressees, which are the agents directly responsible for the sat
isfaction of the normative goals,
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• a set of beneficiaries, which are the agents that benefit from the satisfac
tion of the normative goals,

• the context, which specifies the situations (environmental states) in
which addressee agents must fulfil the norm,

• the exceptions, which represent the situations in which addressees can
not be punished when they have not complied with the norm, and

• rewards (expressed as a set of goals) to be given when normative goals
become satisfied, or

• punishments to be applied when they are not.

Their model specifies the elements of an artificial society, as well as its nor
mative components, which makes it a potential role model for a formal
description of normative agent supported virtual enterprises. However, a
drawback is that components, such as, environment, communication lan
guage, and agent owner are excluded from their model.

Theory: Normative Systems (NS)
In this model of normative multi agent systems, regulative and constitu
tive norms are in focus. According to Boella and van der Torre (2004a), a
normative multi agent system is composed of the following entities (we
are here focusing on entities, not on how they are described, e.g., that a set
of literals and rules are used to describe beliefs, desires and goals of the
agents, and that there is a function,MD, which makes this mapping):

• a set of agents, A, where an agent could be either human or artificial. A
is modeled in terms of:

a set of beliefs (B),

a set of desires (D),

a set of goals (G),

a set of decision variables (X), which represent an agent’s actions,

a function agent description (AD), which maps each agent to the sets
of beliefs, desires, intentions and decision variables, and

a priority relation ( ), which expresses each agent’s characteristics
and how it resolves its conflicts, i.e., rank the importance of the
agent’s desires and goals.

• a normative agent, n, which is a member of A,

• a set of roles, R, that the agents can play,
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• a norm description (V) function that represents the norms recognized
by the agents, and

• a goal distribution (GD) function that corresponds to the goals of the
agent that it is responsible for.

Moreover, they distinguish between regulative norms, described as obliga
tions, prohibitions and permissions, and constitutive norms, such that reg
ulate the creation of institutional facts, as well as the modification of the
normative system itself. In particular, regulative norms are formalized as
goals, and constitutive norms are formalized as beliefs of the normative
system. Regulative norms are based on the notion of conditional obliga
tion with an associated sanction. Obligations are defined in terms of goals
of the normative agent, prohibitions are obligations concerning negated
variables, and permissions are specified as exceptions to obligations. Con
stitutive norms introduce new classifications of existing facts and entities,
called institutional facts, or they describe the legal consequences of
actions on the normative system. Roles are used to specify the powers of
agents to create institutional facts or to modify the norms of the system.
Thereby, constitutive norms specify both the behavior and the evolution
of a system in that they introduce or remove norms from the system.

This model focuses on the normative and logical aspects of artificial
systems. Societal entities, such as, environment and agent owners, the
physical environment and mechanisms for norm enforcement are, how
ever, excluded. Moreover, given the special emphasis on norms in their
model, an interesting aspect of it would be to further study the relation
ship and balance between the application of regulative and constitutive
norms.

Application: Virtual Communities of Agents (VCA)
Boella and van der Torre (2004b) investigate the use of design policies
composed by prohibitions, permissions, and authorizations for virtual
communities of agents on a computational grid. This work partly builds
on the work discussed in the previous section, i.e., by Boella and van der
Torre (2004a). They define a virtual community as a large, multi institu
tional group of individuals who use a set of rules, i.e., a policy, to specify
how to share their resources. In a virtual community, agents can play both
the role of resource consumers, and the role of resource providers.
Resource providers retain the control of their resources, and they specify
in local policies the conditions for use of their resources thereby giving
rise to a third role, authorization, in their model.

In virtual communities, a single set of agents (A), where each can play
one or more roles, is defined so that each agent of the agent set can play
three roles:
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1. Resource consumer, denoted as c(ai), is an agent who manipulates a
resource by means of some action. It can access resources to achieve its
goals, is subject to norms regulating security, prohibitions and permis
sions, and also endowed with authorizations to access resources.

2. Resource provider, denoted as p(ai), can provide access to the resources it
owns. This is referred to as the normative role, since it can issue
norms, i.e., prohibitions and permissions, about the access of a
resource, and enforce their respect by means of sanctions, and delegate
the power to authorize resource consumers.

3. Authority, denoted as u(ai), can declare resource consumers authorized
when they are requested to do so. They know that their declarations
are considered authorizations by the resource providers since they
have been delegated the power to authorize resource consumers on
behalf of resource providers.

Prohibitions and permissions are specified in terms of goals and desires of
the bearer of the norm and of the normative role. A prohibition is defined
as a goal of resource providers whereas a permission is the behavior,
which is not considered by a provider as a violation, and thus is not sanc
tioned. A third concept, authorization, is a belief of a provider, which
appears as a condition in some permission it issued. Thereby, an authoriza
tion has a meaning only if it appears among the conditions of a permission.
These concepts are then supplemented with two concepts, namely violation
and sanction. The agent holding the normative role, i.e., the resource pro
vider, can decide if some action is to be regarded as a violation. The possi
bility to punish violations by means of some sanction is among the
preconditions for creating a prohibition. Sanctions provide motivation to
fulfill the norms since it is not possible to assume that all agents are coop
erative, and that they respect the norms. Thereby, a sanction is an action
negatively affecting an agent, i.e., the agent desires the absence of the sanc
tion.

As in the NS model, societal aspects, e.g., agent and environment
owner, are excluded in the VCA model. The primary objective of their
work was, however, to study the design of policies for agent based virtual
communities, which of course can be useful (in terms of security and coor
dination) also in the AVE and PPBC models.

11.5 Comparison and Model Alignment
We will now compare, and try to align the different formal models
described above to identify what norms and norm enhancing mechanisms
that should be included in AVE and PPBC. The parameters for comparison
are deducted from the formal models presented in Section 11.4. A more
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concise version of the comparison can be found in Section A.5 of the
Appendix.

11.5.1 Agents and Norms
In this analysis, the study object in the first set of models is the society,
where norms play a small yet important part. The second set of models
reviewed take their starting points from normative perspectives, where
the other aspects, e.g., agent ownership, agent roles, system state, etc.,
play secondary roles. In the normative frameworks, different types of
norms for different types of contexts are defined. By contrast, the AS
model just considers one type of norms (“constraints”) and on only one
level. Moreover, the AVE model specifies norms (“obligations”) only
between actors whereas the PPBC model does not include any norms at
all (other than between actors involved in a negotiation phase). An insight
is that the use of other types of norms, and on more levels than one, can
enrich these formal models of artificial societies so that they are able to
capture the types of norm governed behavior that are necessary in many
complex applications. For instance, we intend to introduce norms that
regulate the interaction between the agents in the AVE, as well as in the
PPBC model. These can be both in terms of specific obligations or permis
sions between individual agents, and in terms of general norms for all the
agents.

11.5.2 Agent Ownership and Roles
Although a set of agents is defined in all of the models reviewed, there are
some differences in the views on what constitute an agent. Three different
perspectives can be identified:

• a norm autonomous artificial or human entity as in the NSA and VCA
models,

• a norm autonomous software entity as found in the NMASmodel, and

• just a software entity.

These different views obviously affect the treatment of agents, and norms
in artificial societies. In most current applications, agents are not norm
autonomous, which may either be due to the complexity of implementing
norm autonomous agents, or due to that, in some applications, it is
desired that the agent owner is involved in decisions regarding what
norms to follow, etc. In the PPBC model, a human representative is assist
ing the agent in decision situations. Moreover, it may be possible to use
the theories that assume norm autonomous entities also in current appli
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cations, but this requires that both the agent and its owner are included in
the norm autonomous entity.

The agent owners are not regarded in NMAS, NS, and VCA, which also
may be due to that completely norm autonomous agents are assumed in
those models. Since the agent owner has the power to, apart from deciding
what norms to follow, release and terminate an agent, and to provide it
with goals even during runtime, the inclusion of agent owners would
seem to improve those formal models.

All of the models recognize that agents may take on different roles in
artificial societies. However, in PPBC, NMAS, and VCA, the occurrence of
agent roles are explicitly specified. In NMAS and VCA, which are norma
tive frameworks, agent roles are defined based on the application of
norms, e.g., addressee agent, resource provider agent, and authority agent.
In PPBC, which lacks the inclusion of norms, agent roles are founded upon
the type of interaction that the actor is involved in – either as a participant,
or as an initiator of an AVE. Even though requirements of flexibility and
dynamicity are prominent in the vision of virtual enterprises, the imple
mentation of norm governed Plug and Play Business software agents bene
fit by learning from the normative frameworks. In AVE and PPBC, agent
owner roles are detailed due to that agents are not assumed to be com
pletely autonomous, e.g., a human representative is included in PPBC,
which appears to be the case with the other models.

11.5.3 Norm Enforcement
All models except AVE and PPBC have provided definitions of norms. The
most general view is specified in AS where norms are described as con
straints on the society. The NS model details regulative (obligations, prohi
bitions, and permissions) and constitutive norms (institutional facts), and
VCA adds the concepts of violation and sanctions to the norms. In NMAS,
norms specify patterns of behavior for the agents of the society and the
definition of norms embrace several components, e.g., goals, addressees,
beneficiaries, rewards, punishments, etc. As AVE and PPBC need revision
with respect to norms, all of the other formal models may serve as sources
of inspiration with respect to defining norms.

There are some suggestions on norm enforcement amongst the
reviewed frameworks. For instance, NMAS uses defender agents that are
responsible for the application of punishments when norms are violated,
and promoter agents that monitor norm compliance. The latter is corre
sponding to the external observer agent used by Kamara et al. (2005) in
order to detect whether interacting agents operate in compliance with the
norms or not. Moreover, they also use an admission protocol, which allows
nodes to create, enter, and exit the agent society. Similarly, a gate keeper is
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used in PPBC to regulate the entering to, and leaving from, the commu
nity. A possible improvement of the PPBC would be to include also
defender and promoter functionality, as in the NMAS model, to monitor
the behavior of members. This can help to ensure norm compliance, and
impose punishments to those that violate the norms.

11.5.4 Agent Communication Language
We can observe that an agent communication language is included only in
the first set of models (AS, AVE and PPBC); however, it may be implicitly
assumed in the other models. Obviously, the lack of a language would
severely limit the application of norms, but even in the case where a lan
guage is specified, the language may put restrictions on what norms can
be expressed and communicated. The recognition of an agent communi
cation language in formal models of virtual enterprises is important also
for achieving interoperable and interorganizational collaboration in the
context of heterogeneous and autonomous collaborating parties. How
ever, further investigations into these matters are needed before any con
clusions can be drawn.

11.5.5 Goals
Goals are included in all of the formal models except the AS model (agent
preferences are discussed in the paper, but not explicitly specified in the
formal model). However, the goals in AVE and PPBC are not associated to
agents, but to actors and virtual enterprises. Since goals can be related to
norms (cf. the rational choice model as discussed by Boella et al. (2006)),
the introduction of norms on the agent level should be accompanied by
the inclusion of goals in these models.

11.5.6 The Environment and the Owner
It can be observed that the physical environment is included in all models
apart from the theoretical norm oriented frameworks (NMAS and NS).
The environment owner is only recognized in the AS model. This is inter
esting since the environment owner can have a large impact on what
norms that will hold for the society. Typically, the environment owner has
control over gate keepers, defenders, promoters, legislators, and any
other entities dealing with issues of interaction in the society. Therefore, it
is likely that the formal models can be enriched by including the environ
ment owner.

All models but the VCA specify the occurrence of system state. In AS,
AVE, and PPBC, system state is declared to be a set of states that hold at
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each time in the society, whereas NMAS lets the environment be repre
sented by a variable, and NS outlines parameters that describe both state
of the world and institutional facts. By including such components in arti
ficial societies, it is possible to keep track of the events taking place, which
might come well at hand in the case of a potential dispute among collabo
rating parties over, e.g., shared assets, roles, and terms of contracts.

11.6 Discussion
As is also shown in Section A.5 of the Appendix, the models are in fact
rather similar. They do not make radically different predictions about, e.g.,
the initial phase of virtual enterprise development. When concepts are
missing, e.g., agent communication language (as with NMAS or NS), this
may not be out of principle, but because of the scope of the respective arti
cles. However, in one aspect there is a significant difference – the norma
tive models exclude the notion of agent and environment owners, whereas
the society oriented do not. If norms are to be enforced successfully, these
concepts are of a crucial nature since they can impact, e.g., the agents’ will
ingness to follow and comply with obligations, permissions, and prohibi
tions. However, there are a number of issues that need further study, e.g.:

• Investigate what precise types of norms (obligations, permissions, pro
hibitions, etc.), and on what levels (general or specific) to include in the
formal models of both AVE and PPBC.

• Explore the possibility to include the owner in norm autonomous enti
ties in the NMAS, NS and VCA models, so that these models can be
applied also to societies populated by agents that are not norm autono
mous.

• Study the inclusion of defender and promoter functionality in PPBC as
is done in the NMAS model.

These suggestions are important steps in the preparation of implementing
software that supports the formation and operation of normative and
agent supported virtual enterprises within Plug and Play Business com
munities.

11.7 Concluding Remarks
In this chapter, we investigated how norm governed behavior within agent
societies can be achieved in the context of virtual enterprises. For this pur
pose, a comparative analysis of six formal models describing artificial soci
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eties or normative systems haven been undertaken. A general observation
is that the models reviewed are not entirely concordant with each other.
For instance, completely norm autonomous agents are assumed in the
norm focused frameworks, but in the society oriented models the notion
of an agent owner is specified. In the norm focused models, entities like
agent communication language and the physical environment are often
not regarded. Moreover, norm enhancing mechanisms are only included
in two models (PPBC and NMAS). Based on these findings, we have dis
cussed how model alignment can foster both areas, i.e., modeling of agent
societies and normative systems, in general, and how the inclusion of var
ious missing entities may improve the formal models in particular.

With respect to the AVE and PPBC models, we can conclude that these
models can be enriched by, for instance, the introduction and definition of
norms (both on general and specific levels) that regulate the interaction
between agents, and that these types of norms should be accompanied by
the specification of goals. On norm enforcement, some opportunities for
improvements in the PPBC model are to include defender and promoter
functionality in order to ensure norm compliance and punishments of
norm violations.

In the next chapter, we approach the design of an integrated frame
work of Plug and Play Business software, which to a large extent will be
implemented using intelligent agent technology.
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C H A P T E R

12
Towards Plug and
Play Business
Software

In this chapter, we discuss various aspects related to the design and imple
mentation of Plug and Play Business software. A crucial question, which
we address, is what existing technologies that can be used for the construc
tion of such software. In approaching an answer, an assessment of the state
of the art together with a discussion about the obstacles and challenges
that are related to implementing Plug and Play Business software is under
taken. Also, a particular aspect of Plug and Play Business software, namely
interoperability of business information systems of the companies
involved in the operation phase of a virtual enterprise is investigated. The
wrapper agent solution, which this discussion rests upon, has been suc
cessfully applied in a pilot study involving two companies in a transport
chain using different business systems. Further improvements to the wrap
per agent technology is suggested by addressing security issues, as well as
an extended, possibly dynamic, set of involved companies, and higher lev
els of collaboration.
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12.1 Introduction
Since ICT architectures may determine how organizational structures can
evolve in response to dynamic and adaptable technologies, it is important
to consider them in the design of Plug and Play Business software. Tech
nologies for realizing virtual enterprises are on the rise, and there are a
bundle of systems that could be used for various parts of the implementa
tion of Plug and Play Business software, but so far no collected framework
or software comprising all necessary aspects has been presented (Cama
rinha Matos and Afsarmanesh, 2007). This is for a good reason. Imple
menting a virtual enterprise model is not a straightforward task. For
instance, an imperative challenge, which we have discussed in the previ
ous chapter, is to balance requirements of security with levels of open
ness. A perhaps more profound challenge is related to that innovative
organizational models, business scenarios, and underlying technical com
plexity demand that architectures of such systems need to make trade offs
to ensure both the business and the technical viability of the solutions.

In this chapter, we discuss various technologies appropriate for the
implementation of Plug and Play Business software. We also highlight
some of the main issues and challenges related to the design of such soft
ware. In the latter part, a special case of interoperable collaboration using
wrapper agents between companies’ business systems is discussed. To
improve that solution, an analysis of its related security risks is presented.
We, however, begin by discussing the quality attributes of Plug and Play
Business software.

12.2 Quality Attributes
In order to realize the vision of Plug and Play Business, the software must
include capabilities that enable the different community members to use
their resources efficiently and securely within the virtual enterprises. The
efficient and secure use of resources is specified in three phases where
each phase includes a set of functional requirements for the Plug and Play
Business software.

In addition to the functional requirements of the Plug and Play Busi
ness software that are implied in Chapter 9, there are a number of non
functional requirements, which are relevant as they, e.g., affect the design
and choice of software architecture (Sommerville, 2007). Even though we
have not yet finally defined and prioritized all of the non functional
requirements, we will hereby briefly touch upon them in terms of quality
attributes in order to provide a richer picture of Plug and Play Business
software. A quality attribute can be explained as a characteristic that can
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be measured, e.g., for comparisons that precede the selection of software
and programs (IEEE, 1990). Based on interviews with SMEs, and on previ
ous work by, e.g., Ellmann and Eschenbaecher (2005) and Camarinha
Matos and Afsarmanesh (2003; 2005), it is our apprehension that the fol
lowing quality attributes are important for the design of Plug and Play
Business software:

• Scalability: Some virtual enterprises may be large in that the number of
involved companies can be large whereas some may be small in that
the number of involved companies can be small. Hence, ICT support
must be scalable to the shifting number of enterprises within the virtual
enterprises.

• Flexibility: Being adaptable or variable is important due to the hetero
geneity and autonomy of the individual companies (especially given
that SMEs constitute the target group of virtual enterprises), relation
ships, and actors in a virtual enterprises. Hence, software must be flexi
ble to the varying needs of the intended virtual enterprise
organizations.

• Performance: Although there may not be many hard real time require
ments for such a software to meet, response times and other delays
must be kept on reasonable levels.

• Cost: High costs associated with joining and participating in a collabo
ration alliance is considered an obstacle for any growing system or net
work (Shapiro and Varian, 1999). Some of the envisioned benefits of
virtual enterprise are low preparation and transactions costs, as well as
decreased time to market. The costs for adopting software in support of
virtual enterprises must also be low.

• Usability: A user friendly interface is crucial in order to get interaction
from the humans involved in the chain of collaboration.

• Security: The prevention and detection of unauthorized actions is a key
feature if trust is to be established amongst the parties in a virtual enter
prise.

In particular, a critical requirement of Plug and Play Business software is
to facilitate trust between the actors. The reason is that the success partly
relies on that members are willing to contribute information about their
own core business resources, which may include, e.g., intellectual property
and other valuable information. As we have explained in Chapter 7, trust
can be boosted by enhancing security. Security problems arise primarily in
that the difficulties for guaranteeing that information, which may be liable
to one party, is not being misused by other parties in the community. When
many companies are involved in a collaboration alliance, access to avail
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able data is difficult to restrict. As we pointed out in Chapter 10, some
security features that help to ensure security and trust in partner selection
and collaboration are, e.g., identification and authentication of partici
pants, encryption of data, access control mechanisms, intrusion detection
capabilities, and possibly some trusted third party involvement, e.g., a
global center for trust management (cf. Chapter 7). In the enforcement of
these security enhancing mechanisms, the role of the gate keeper has also
been deemed particularly important. The inclusion of a human security
engineering service can also help to further enforce the general security of
a Plug and Play Business community, especially in terms of response to
attacks and intrusion attempts. Moreover, the inclusion of norms and
norm enhancing mechanisms can mitigate deceitful and treacherous
behaviors among the members inside the community. However, an
important aspect in this respect is that all security features must be care
fully considered so that they do not interfere with, e.g., usability, interop
erability, and low cost.

12.3 Useful Technologies
Technological support for the creation and operation phases of virtual
enterprises is arising in many forms. Several examinations of technologies
useful for building ICT infrastructures with the purpose of collaboration
in virtual enterprises (or similar coalitions of companies) have been
undertaken (cf. Camarinha Matos and Afsarmanesh (1999; 2003; 2005),
Papazoglu and Ribbers (2006), Petrie and Bussler (2004), and Putnik and
Cunha (2005)). Some common conclusions are that multi agent technol
ogy constitutes a promising contributor to the development of support
infrastructures and services, and that ebXML and business ontology can
play major roles. We will now discuss the technologies that are appropri
ate for the design and implementation of Plug and Play Business soft
ware.

12.3.1 Agent Technology
Cardoso and Oliveira (2005) state that the most ambitious technologies
intend to automate, at least parts of, the process of creation and operation
of virtual enterprises, mainly through multi agent technology
approaches, where each agent can represent each of the different enter
prises. Fasli (2007), who support this view, claims that agent technology is
not only appropriate, it is in fact instrumental in the realization of virtual
enterprises. As we learned in the previous chapter, our aim is to include
intelligent agents in the Plug and Play Business software. In this context,
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the agents are viewed as autonomous software entities that can act on
behalf of a user, interact with other agents, and enable approaching dis
tributed problems by means of negotiation and coordination capabilities.
Among many things, this is what makes them appropriate for the tasks of
virtual enterprise formation and operation.

Match Making
In the area of intelligent agent technology, middle agents or brokering
agents have been used to locate other agents in open environments like the
Internet (Wiederhold, 1992; Wong and Sycara, 2000). Here, each agent in
the community typically advertises its capabilities to some broker. These
brokering agents may simply be match making1 or yellow page2 agents
who map advertisements to requests for advertised capabilities. Brokering
agent systems are designed to be able to cope quickly and robustly with a
rapidly fluctuating agent population, which indicates both a high level of
flexibility, scalability, robustness, and performance (Wooldridge, 2004).
This indicates that they are appropriate to use in Plug and Play Business
software.

Reaching Agreements
An obvious problem, related to establishing the preconditions for collabo
ration, is that of reaching agreements, especially in a community of goal
oriented agents (as is the case of a Plug and Play Business community).
There is a long tradition in the area of agent based systems of studying
how to reach agreements, for instance, using the Contract Net protocol (cf.
Smith (1980)), the FIPA Iterative Contract Net Interaction Protocol (cf.
FIPA (2003)), and the Rubinstein Alternating Protocol (cf. Kraus (2001)). In
the area of negotiation in web services, some useful protocols are WS
Negotiation, WS Agreement and WS agreementNegotiation (Darko
Ampem et al., 2006). The two tier model (cf. Mobach et al. (2005)) for nego
tiation must also be mentioned as a negotiation protocol relevant to Plug
and Play Business software.

Another area for reaching agreements is computational auctions (cf.
Rosenschein and Zlotkin (1994) and Yamamoto (2004)). Auctions are gen
erally considered to be a useful technique for allocating resources to
agents, such as, to dynamically support administrational resource alloca
tion within an operating virtual enterprise. However, computational auc
tions are too simple for many settings as they are mainly concerned with

1. A match maker is a middle agent that helps to make connections and
serves as a liaison between requester and provider agents (Fasli, 2007).

2. A yellow page agent is an entity to which other agents in the society sub
scribe and advertise their capabilities to (Fasli, 2007).
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the allocation of goods or resources (Wooldridge, 2004). For more general
settings, where agents must reach agreements on matters of mutual inter
est and including complex constraints, richer techniques are required.
Here, negotiation may be a promising alternative. Inspired byWooldridge
(2004), four different components are relevant for the Plug and Play Busi
ness setting:

• A negotiation set, which represents the space of possible obligations
that agents can make.

• A protocol, which constitutes the rules for negotiation and defines the
legal obligations that the agents can make.

• A collection of strategies, one for each agent, which determines what
obligations the enterprises will make.

• A rule that determines when the negotiation is over and the deal has
been closed.

Here, the concept of obligations (cf. chapters 9 and 11) is an important
component in that it specifies the commitments that the members (or the
agents acting on behalf of their owners) have against each other. Work on
obligations in normative multi agent systems has been done by, e.g.,
Boella and van der Torre (2005; 2006; 2007), Fasli (2002), and López y
López et al. (2006), and in the area of electronic contracts, which are to be
regarded as virtual representations of traditional contracts, i.e., “formal
izations of the behavior of a group of agents that jointly agree on a specific
business activity” (Cardoso and Oliveira, 2005). Electronic contracts usu
ally have a set of identified roles to be fulfilled by the parties involved in
the relation. Here, three types of norms are specified within a contract
structure, namely obligation, permission, and prohibition. Plug and Play
Business software primarily adopts the concept of obligations, i.e., that an
agent, i.e., the Plug and Play Business software, has a commitment
towards another agent to bring about a certain state of affairs (the goal(s)
of the virtual enterprise) before a certain deadline. However, more types
of norms, e.g., permissions and prohibitions, and norm enhancing mecha
nisms, e.g., promoter and defender functionality, will be useful in the
implementation of Plug and Play Business software.

Agent based auctions, negotiation protocols and electronic contracts
may be sound technologies to enable the establishment of agreements
within Plug and Play Business software since intelligent agents can be
designed to cope with individual goals and conflicting behavior (which
certainly may occur in a Plug and Play Business community).
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Collaboration

As could also be observed in Chapter 11, agents are suitable to perform
(some of) the tasks associated with operating a virtual enterprise within a
Plug and Play Business community. In this context, agents can represent
different entities, such as, manufacturers, suppliers, service providers, bro
kers, etc., in order to take advantage of new opportunities and changing
circumstances in the market by organizing themselves in virtual enter
prises to achieve temporary objectives. In agent supported virtual enter
prises, the agents represent real interests and real entities, e.g., different
agents have different owners, goals, interests, and preconditions for col
laboration. This increases the risk of conflict, which essentially is why the
inclusion of agents should be accompanied by a set of norms (as discussed
in Chapter 11). An important aspect is that once the virtual enterprise is
formed, the agents should act and appear as a single conceptual entity to
any other third party that may be dealing with it.

The inclusion of agents supports many of the quality attributes, such as,
scalability, usability, low cost, and performance. All in all, this makes it
appropriate to include intelligent agents acting on behalf of their owners
(typically the enterprises) in Plug and Play Business communities. In Sec
tion 12.5, we further elaborate on this by discussing wrapper agents as a
means to enable interoperable business system collaboration between
companies.

12.3.2 Business Ontology
The Plug and Play Business software, in particular the intelligent agents,
must be able to comprehend the different concepts used in the community,
e.g., roles, tasks, contracts/agreements, norms, etc. For this purpose, the
use of ontologies is appropriate. An ontology can be described as a set of
vocabulary definitions that express a community’s consensus knowledge
about a domain (Papazoglou and Ribbers, 2006). The idea is that this body
of knowledge is meant to be relatively stable over time and that it can be
used as a means to solve multiple problems, e.g., allocation of roles, tasks,
etc., (Gruber, 1993). Formal ontology definitions include a name of a par
ticular concept, a set of relations to other concepts, and a natural language
description that serves as documentation (Gruber, 1993). The ontology
provides meaning to data because it puts raw structured or unstructured
data in the form of a structured conceptual specification. For networked
organizations, a business ontology is often deemed critical in the provision
of interoperability, especially at the semantic level3 (Papazoglou and Rib

3. Cf. Chapter 7.
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bers, 2006). In that respect, a business ontology can serve as the reference
model of entities and interactions in some particular domain of applica
tion and knowledge, e.g., a Plug and Play Business community.

In specifying a business ontology for Plug and Play Business software,
a fundamental aim is to enable seamless representation and integration of
the core activities entailed in the secure formation and operation of virtual
enterprises. With respect to this, a business ontology can, for instance,
define the goals and competencies of the individual organizations and the
virtual enterprise to be formed during virtual enterprise formation, as
well as in the contracts. The contracts are especially important as they
contain the involved actors’ agreements about the operation of a virtual
enterprise. Moreover, a business ontology can promote secure and trust
worthy formation and operation of virtual enterprises by, e.g., supporting
mechanisms for contract negotiation and conformance monitoring.

There is consensus throughout the scientific community of virtual
enterprises that there is a need for a solid scientific framework to supply,
on the one hand, theoretical definitions, formal models, and consistent
modeling paradigms, and, on the other hand, a ready means of directly
animating the formal constructs as computational entities. One possibility
with respect to Plug and Play Business software is to use logic program
ming and allied species of computational logic, such as, the event calcu
lus4, to bridge the theory implementation gap, whereby the axioms
representing the ontological and knowledge based content of a virtual
enterprise will in themselves constitute the software for its animation. By
analogy, a desired impact would be the adoption by a significant subset of
the virtual enterprise modeling community of the logical framework as a
self contained virtual enterprise calculus, which will represent the core
features of Plug and Play Business software. This representation scheme
can enable virtual enterprise modelers to pursue and interconnect their
work in a more unified and more fully understood manner than hitherto,
just as the event calculus as done for the artificial intelligence communi
ties.

12.3.3 Recommendation Systems
The tasks of finding and evaluating partners (represented as “information
items”), have been the object of a lot of research within the area of recom
mendation systems (cf. Adomavicius and Tuzhilin (2005)). Here, the main
idea is to automate the process of “word of mouth” by which people usu

4. The event calculus is a logical language for representing and reasoning
about actions and their effects (cf. Kowalski and Sergot (1986)). It is mainly
used in artificial intelligence research.
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ally recommend products or services to one another. A term, which is
sometimes used synonymously to recommendation systems, is reputation
systems. Reputation systems usually have a purpose of entities recom
mending each other, whereas recommendation systems typically rely on
recommendations of some external set of entities, such as, books, movies,
or music. We will hereafter use the term recommendation systems, and
view it as an approach that attempts to present information items that are
likely to be of interest to users. To Plug and Play Business communities,
this means the recommendation of candidate actors appropriate to start a
negotiation process with.

Recommendation systems provide essential input for computational
trust as predictions on future behavior are based on an actor’s past actions
(Ruohomaa et al., 2007). Thereby, knowledge about an actor’s past behav
ior is crucial information. However, as actors in Internet based information
systems cannot be fully trusted, the information gathering process must be
carried out without the explicit interplay of users.

Recommendation systems are typically classified based on how they are
constructed into three categories (Adomavicius and Tuzhilin, 2005):

• Content based recommendation is based on previous interests of
actors. The user is recommended items similar to the ones the user pre
ferred in the past. Recent improvements are user profiles that contain
information about users’ tastes, preferences, and needs. The profiling
information can be collected from users explicitly, e.g., through ques
tionnaires, or implicitly by learning from users’ transactional behavior
over time. Content based techniques are limited by the features that are
explicitly associated with the objects that these systems recommend
(Shardanand and Maes, 1995).

• Collaborative recommendation, which is sometimes referred to as “col
laborative filtering systems”, is based on preference of similar actors.
The user is recommended items that users with similar tastes and pref
erences preferred in the past. Unlike content based recommendation
methods, collaborative recommender systems try to predict the utility
of items for a particular user based on the items previously rated by the
user. The pure collaborative recommender systems do not have any of
the shortcomings that content based systems have since collaborative
systems use other users’ recommendations (ratings). However, collabo
rative systems have their own limitations, e.g., “the new user prob
lem”5 or “the new item problem”6, as discussed in the work of
Adomavicius and Tuzhilin (2005).

• Hybrid recommendation systems are a combination of the two previ
ous techniques. These methods combine collaborative and content
based methods, and they are used in several applications based on rec



Towards Plug and Play Business Software

236

ommendation systems. Some examples of hybrid approaches include
persistent personalization (where each user sees different recommen
dations depending on the user’s personal data derived from survey
responses, purchasing history, product ratings, etc.), and ephemeral
personalization (where only information derived from a current web
session is used in order to feed the user with recommendation alterna
tives).

So far, recommendation systems have successfully been deployed prima
rily in consumer markets (cf. the collaborative filtering system at book
dealers Amazon7 and Barnes and Noble8). As most existing recommenda
tion systems are not developed for business to business applications, they
generally exclude the negotiation process. It can be assumed that they
promote quality attributes, such as, scalability, flexibility, usability, and
cost efficiency since recommendation systems are already deployed in
many large scale consumer systems, e.g., Amazon. However, Ruohomaa
et al. (2007) point out some problems in deploying recommendation sys
tems, which must be addressed before they are ready to be used in inter
enterprise collaboration systems. Ruohomaa et al. (2007) have noted that
standardized information items are essential to promote interoperability,
but that there is a lack of knowledge concerning this, as well as about
threats to privacy and security, and the impact thereof. They conclude by
stating that recommendation systems may be a beneficial alternative to
deploy when meeting the requirements of virtual enterprises, especially
in the finding and evaluation phases, but more work is still needed.

12.3.4 ebXML
XML is an extensible markup language used for the description and deliv
ery of marked up electronic text over the web (Papazoglou and Ribbers,
2006). The electronic business protocol ebXML9 is a a collection of specifi
cations that was initiated by a consortium of businesses, vendors, and

5. A user has to rate a sufficient number of items before a content based rec
ommender system can understand the user’s preferences and present the
user with reliable recommendations (Adomavicius and Tuzhilin, 2005).
Therefore, a new user, having very few ratings, would not be able to get
accurate recommendations. This is the new user problem.

6. Until a new item has been rated by a substantial number of users, the rec
ommender system cannot recommend it to users (Adomavicius and Tuzhi
lin, 2005). This is the new item problem.

7. http://www.amazon.com/
8. http://www.barnesandnoble.com/
9. http://www.ebxml.org/
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governments. The vision of ebXML is to create a single global electronic
marketplace where enterprises of any size and in any geographical loca
tion can meet and conduct business with each other through the exchange
of XML based messages. To do this, ebXML provides an infrastructure for
data and communication interoperability, a semantic framework for com
mercial interoperability, and a mechanism that allows enterprises to find
each other, establish a relationship, and conduct business operations.
Thus, ebXML provides facilities for enterprises to discover each other, as
well as the products and services that they can offer, to determine which
business processes and documents that are necessary to obtain those prod
ucts and services, and to determine how the exchange of information is to
take place. There is also some support for contract management, ontolo
gies that promote service discovery, and secure interoperational collabora
tion.

Even though there are several tools and protocols that support various
aspects of ebXML, e.g., BindPartner and Hermes, criteria, such as, user
friendliness, contract negotiation, and resource optimization are not com
pletely solved yet. In essence, ebXML supports the interoperable exchange
of documents, but in Plug and Play Business, the idea is to automate as
much as possible of the entrepreneurial role. So, as this is a more extensive
task, the included technologies must be able to do more than supporting
interoperable exchange of documents. Although, ebXML is certainly
appropriate to employ in the implementation of Plug and Play Business
software as it can be used in the formation, as well as the operation phases
of virtual enterprises. Moreover, it appears as if ebXML also supports, e.g.,
scalability, interoperability, and low cost.

12.3.5 BizTalk
At present, it seems that BizTalk Server10 by Microsoft is the most sophisti
cated solution for interenterprise collaboration widely available. BizTalk is
based upon a central server through which all exchanged information
passes, it uses XML and supports the main protocols for e mail and http so
to some degree it promotes interoperability. However, BizTalk supports
multi lateral collaboration only to a limited extent, e.g., only if all collabo
rating parties use information systems and software associated to
Microsoft, and it is not fit for interoperable information resource sharing
(as we have described in Chapter 9). Being a centralized proprietary client
server solution, it has several disadvantages, such as, making the actors
dependent of third party, being expensive (at least in the eyes of SMEs),
and impairing risks for communication bottlenecks. Thereby, BizTalk does

10.http://www.microsoft.com/biztalk/
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not meet quality attributes, such as, flexibility, robustness, cost, and secu
rity.

12.3.6 Related Frameworks
We have identified a number of technologies that are useful for the imple
mentation and design of Plug and Play Business software. There are, how
ever, also some other frameworks that may be beneficial, especially in
terms of sources of inspiration.

Enterprise Application Integration

Traditional interenterprise collaboration solutions are typically based on
tightly coupled application level integration, often referred to as enter
prise application integration, or in short; EAI (Kutvonen et al., 2005).
These solutions often rely on some common meta model to generate
interoperable business applications, however, many times the interopera
bility is created at the expense of quality attributes, such as, autonomy
and flexibility of business services. Internet and web technologies, such
as, web services, the semantic web, service oriented architectures, also
represent a fast growing sector with large potential in interenterprise col
laboration support although further work related to multi lateral and
resource optimized collaboration is necessary.

RosettaNet
RosettaNet11 is an independent, non profit consortium of major ICT com
panies dedicated to the collaborative development and deployment of
open e business process standards. The idea is that these standards form a
common e business language intended to align processes between the
partners of a supply chain, which is the mostly addressed area of busi
ness. The RosettaNet standards are based on XML and define messages
guidelines, business processes interface, and implementation frameworks
for interaction between companies. Just like Plug and Play Business,
RosettaNet is based on the idea of a community in which services that
promote business collaboration are made available to its members. Prima
rily, RosettaNet provides a set of (technical) standards for business
exchange across organizational and national boundaries.

11.http://www.rosettanet.org/
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12.4 Implementation Issues
Before implementing Plug and Play Business as software, there are some
implementation considerations that require attention. Some of these issues
have been raised before, e.g., in Chapter 10, where we discuss security and
different levels of openness in the Plug and Play Business community,
whereas others will now be addressed.

12.4.1 Open Source vs. Proprietary Software
In reaching the potential of Plug and Play Business, the use of open source
software and freeware components may come well at hand. This suffices
for agile operations since it, for instance, presents enterprises with the
option to speed up software, and to share knowledge of security risks and
patches with each other. This also enables participating companies to
develop proprietary functions of the software. However, the use of open
source software puts demands on security.

Debate over whether open source software development leads to more
or less secure software has raged for years (cf. Anderson (2002) and Cowan
(2003)). Members of the open source and free software community argue
that their code is more secure, because vulnerabilities are easier for users
to find and fix. Meanwhile, the proprietary vendor community maintains
that access to source code rather makes things easier for the attackers. On
the other hand, since the source code of closed source software is not avail
able, there is no way to know what security vulnerabilities or bugs that
may exist in the software. Also, all users have to trust the software devel
oper, which some may be reluctant to do. Some followers of closed source
software regard open source software as damaging to the market of com
mercial software while others see it as a form of cost avoidance or cost
sharing (when many developers need a product it makes sense to share
development costs).

Research on security in open source software compared to closed source
software indicates that closed source software have fewer advisors due to
lack of openness (Cowan, 2003). Consequently, open source software usu
ally has less time between a flaw or bug discovery and its patch since the
number of consultative persons is higher. As an insight, open source soft
ware presents both a threat and an opportunity with respect to the security
of a system. Anderson (2002) makes the point that open source software
vs. proprietary software is an open ended question. Instead, the interac
tion between security and openness in a system is much more complex as
this, in a more direct way, is related to the functionality of a system.
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12.4.2 System Architecture
The choice of architecture is closely related to its performance in terms of
correspondence to the quality attributes mentioned in Section 12.2. For
instance, compared to a centralized architecture, a decentralized Plug and
Play Business architecture supports many of the quality attributes, e.g.,
flexibility, scalability, and dynamicity. The risk of single point of failure
may also be avoided thereby increasing the robustness of the system.
Therefore, a decentralized paradigm, such as, P2P, may be preferable for
the Plug and Play Business software, because no central authority deter
mines how the participants interact or coordinates them in order to
accomplish some task.

A P2P infrastructure can self configure and nodes can coordinate
autonomously in order to search for resources, find them, and interact
with each other (Oram, 2001). P2P, being a paradigm that allows building
dynamic overlay networks, can be used in order to realize an environ
ment that manages a dynamic network of business relations. Dealing with
business sensitive assets, e.g., innovators’ knowledge and other intellec
tual property, searching and retrieval of contents, as well as discovery,
composition, and invocation of new services, should, however, be made
secure and trustable.

A P2P infrastructure can be a truly decentralized environment in that
every participating organization can make its knowledge and services
available to other organizations keeping control over them. In a decentral
ized P2P infrastructure, each organization can autonomously manage this
task without having to delegate it to an external central authority that
could be perceived as less trusted than the organization itself, and should
be the object of an external (to the collaborating network) agreement
between all the involved organizations. However, a P2P infrastructure can
also be centralized. In such an environment all communication passes
through a central server, which also permits the inclusion of communal
(joint) services, such as, service repository and security management.

In Chapter 10, where we discuss different levels of openness in agent
societies, we indicated that a centralized semi open architecture is prefer
able to Plug and Play Business communities. Since such architectures pro
vide both flexibility and security in that, although the agents are executed
at the client side, security enhancing mechanisms can be collected in the
centralized server architecture through which all agent communication
pass. In the next section, we discuss a decentralized wrapper agent solu
tion based on open source freeware that makes it possible (in principle)
for any business system to exchange (administrational) information with
any other business system. We suggest further improvements to this
wrapper agent technology by addressing security issues, as well as an
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extended, possibly dynamic, set of involved companies, and higher levels
of cooperation, i.e., operational resource sharing. As will be shown, there
are in fact many advantages related to this system structure.

12.5 A Security Analysis of Wrapper Agents
In the remaining part of this chapter, we investigate a particular aspect of
virtual enterprise operation, namely interoperable collaboration support
between businesses’ information systems. We use a general “wrapper
agent” solution to show that it is possible (in principle) for any business
system to exchange information with any other business system. More
over, the wrapper agent solution is intended to be used the operation
phase of Plug and Play Business software.

In this analysis, where the focus is on interoperable collaboration, we
discriminate between two dimensions of such cooperation (as in the case
in Plug and Play Business):

• Multi lateral collaboration: The more parties involved in the coopera
tion, the more complex solutions are needed. The simplest case con
cerns collaboration between only two enterprises (bi lateral
collaboration), whereas the general case involves a large number of
enterprises cooperating with each other in different ways.

• Information resource sharing: This is related to the level of the content
and purpose of the exchanged information with tasks ranging from
administrative information exchange to complex operation planning.

The dynamics of the collaboration community must also be considered. In
order to support dynamicity, the wrapper agent solution must be tuned to
provide support for participants that join and leave the collaboration at
any time, and for both administrative and complex operation planning.

In the work by Davidsson et al. (2005), a decentralized solution using
wrapper agents that is fit for interoperable, dynamic, and multi lateral
resource sharing between collaborating companies is presented. In princi
ple, it can be used for all types of interorganizational collaboration, but has
currently been applied only to the simplest case, i.e., information exchange
between two enterprises in a non dynamic environment. The wrapper
agent solution increases efficiency and productivity by enabling simplified
administrative tasks and by improving business operations. It was origi
nally tested in a transport chain setting, however, we believe that the
wrapper agent approach is of a general nature.

In this chapter, we analyze security aspects of this approach by apply
ing a modified version of the information security risk analysis matrix
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specified by Peltier (2005). This is a helpful tool when investigating vul
nerabilities that might be exploited by threats, which can cause problems
to the security of the wrapper agent system. As was discussed in Chapter
2, information security services ensure confidentiality, integrity, and avail
ability (Schneier, 2000). This triad also forms the baseline for the informa
tion security risk analysis approach, which we use in this chapter. As
information security is by no means only a technical topic (even though its
technical aspects of course are important), we do not focus this work on
the technicalities of, e.g., access control systems, such as, Shibboleth12,
although we see the potential of using such technologies in combination
with our wrapper agents.

Within the wrapper agent solution presented below, two technical
measures are used in order to enable security, namely (identification and)
authentication and encryption. Authentication allows agents to prove
their identities conveniently, and to gain access to each other’s resources
without threatening the security of their host organizations. Encryption of
messages is used by the agents so that those can be read only by the par
ties they are intended for. Authentication in combination with encryption
primarily enables confidentiality, integrity and non repudiation (Smith,
2002).

Let us now explore the context in which the wrapper agent solution is
used. We do that by looking into a specific case of interoperable collabora
tion within the transport industry.

12.5.1 ERP Systems
Support for electronic information exchange is often found in large busi
ness systems, e.g., enterprise resource planning (ERP) systems. Such sys
tems focus on a specific type of company, e.g., a producer in the process
industry or a transport operator. The systems usually have some ability to
exchange information with other types of business systems, but this is
often limited to a standard set of formats and systems. For instance, with
respect to the transportation sector, there exist several off the shelf Trans
port Administrative (TA) systems for storage, synthesis and communica
tion of data, such as, Movex13, Hogia MobiLast14, and many more. These
systems, and the other systems that support electronic data interchange
(cf. BizTalk), have varying characteristics, but all of them require substan
tial investments by the user. As a consequence, SMEs are able only to

12.http://www.shibboleth.internet2.edu/
13.http://www.lawson.com/sweden/
14.http://www.hogia.se/godstrafik/
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invest in one system, if any at all. This, in turn, makes it impossible to carry
out electronic business activities with several companies using different
business systems due to system interoperability problems. Also, security
enhancing mechanisms are not very prominent features of these systems.

12.5.2 Interorganizational Transport Chains
Just like virtual enterprises, transport chains can involve a large number of
actors, and in order to reach an acceptable level of efficiency, it is important
to synchronize these actors and their activities. For example, information
concerning the status of the cargo needs to be available to the right person,
at the right place, and at the right time. Although this is obvious for every
one involved, and that advanced technology to collect and distribute infor
mation exists, this is seldom achieved. We argue that the main reasons are
not due to lack of solutions, but rather due to difficulties in integrating
existing software systems, and the high costs associated with this task.
Instead, a large amount of transport related information, such as, bookings
and cargo specification, is exchanged manually via fax machines and
phones. Problems that arise due to the manual work required are, for
instance, that information may not be accessible at a certain time or place
when needed, and also information duplication is complicated. The ques
tion that remains to be answered then is: are advanced and expensive sys
tems required to solve these problems or are there other, simpler, and less
expensive, solutions that can be used?

In the project “Transport informatics for increased cooperation between
the parts in a logistic chain”15, the overall aim was to develop and demon
strate the use of a common platform where the companies are able to
exchange the necessary information between themselves, as well as their
other customers and suppliers. The platform and its functionalities were
later demonstrated on one of the transport chain case studies and evalu
ated (Davidsson et al., 2005). Besides the software platform, the project
also generated insights in the problems related to technological aspects, as
well as organizational issues within the freight transportation industry.

12.5.3 The Wrapper Agent Solution
As mentioned in the previous section, some of the most important needs
for improvements were simplifications of administrative activities, such
as, transport booking, tracing of goods and carriers, deviation detection,
and calculations of environmental load. Many of these require a complete
unbroken process of gathering data, data processing, and information dis

15.http://www.ec.se/ais/projektet.asp
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tribution. In a pilot study, it was decided to focus on the reduction of
usage of fax machines and other manual ways of information exchange
reducing the administrative costs, as well as the number of errors (caused
by the human factor) and increase the accessibility of information by mak
ing electronic information exchange possible (Davidsson et al., 2005).

A software prototype was built using only freeware with open source
code, such as, Java, MySQL, J2EE, JBoss, etc., and state of the art technolo
gies like XML and web services. The prototype provides the possibility for
different business systems to communicate and support information
exchange via web portals, e mail, fax, and SMS. The prototype is an infor
mation carrying system meaning that the system acts independently of
what type of data that is transferred through it.

The basic idea can be seen as a generalization of the well known
adapter design pattern used within object oriented software engineering
(cf. Gamma et al. (1994)), corresponding to the concept of wrapper agents
(Kolp et al., 2004). It is also similar to the concept of connectors (Bures and
Plasil, 2004). To each (legacy) business system, a wrapper agent is built
that enables the system to interact with the other business systems in the
transport chain. Such a wrapper agent is mainly composed by three parts:
a bridge, an interpreter, and a message handler (see Figure 12.1). The
bridge handles the interaction with the business system and the inter
preter translates the data from the format that the sending business sys
tem is using to the format, which the receiving business system is using
(and vice versa). The message handler takes care of the communication
with the adapters of the other business systems. The bridge typically
makes use of the functions for exporting and importing information that
most business systems are equipped with. If this is not the case, more
sophisticated methods must be used.

The wrapper prototype software is available as freeware, and is rela
tively easy to install. It includes general message handling components
and shells for the interpreter and the bridge. Much effort was spent on
reusability making it easy to adapt the software to arbitrary business sys
tems (at least to those that have basic data import and export functionali

Figure 12.1 The structure of the wrapper agent software.
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ties). Also modifiability was considered and since the software is module
based, extensions of the system are facilitated. The system requires an
authentication mechanism (“log in”) for usage and encryption of data, as
well as digital labeling to increase security.

12.5.4 Case Studies
Below we present two case studies. The simpler case (Case A) involves
information exchange in a static environment containing two enterprises
whereas a more complex scenario (Case B) uses an, at least partly dynamic,
environment with several enterprises, making activities, such as, planning
and scheduling more efficient.

The Study of Case A
The transport chain that was selected for the case study was not very com
plicated. It consisted of just two actors, and little or no cross border traffic.
The focus was on SMEs based in the region of Blekinge, Sweden, with
partly very limited resources for investments in ICT, but they still needed
the functionalities to stay competitive. Many of the needs for improve
ments and opportunities identified in the specific case studies were also
found in other companies in the transportation sector with a variety in
size, nationality, and resources. An extended description of the participat
ing actors and their identified motives is found in the paper by Davidsson
et al. (2005).

The prototype platform was tested by having two different major busi
ness systems (Hogia Mobilast and Movex) in two different companies,
Karlshamns Expressbyrå16 (KE) and AarhusKarlshamn17 (AAK), interact
ing via the platform. In the demonstration experiments, the actual business
systems (together with the associated adapters) were executing at the two
companies. A number of functionalities were tested. For instance, AAK
was able to make transport requests from Movex directly into the Hogia
Mobilast system at KE. Similarly, KE was able to confirm the request from
inside its system directly to Movex at AAK. Further functionalities include
monitoring active requests. The tests indicated that the wrapper agent
solution can successfully provide the functionality strived for in the stud
ied Case A.

The Study of Case B
In the research project “Integrated production and transportation planning
within the food industry”18, a transport chain consisting of one producer,

16.http://www.karlshamnsexpress.se/
17.http://www.aak.com/
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one transport operator, and a number of customers is studied. The project
aims  at  achieving  improved  performance  (cost  reduction)  through  the
development and usage of advanced planning tools. A system perspective
is  taken, which  requires a higher  level of collaboration and  information
exchange between the actors than in the first case study. The studied chain
consists of  the producer AAK,  the  transport operator FoodTankers, and
typical customers  to AAK. In  the studied  transport chain,  it  is customer
orders that drive the transportation and production planning. Currently,
the first planning step is to decide whether a new order can be accepted or
not. The subsequent production planning is about deciding when, and in
which order the products should be produced, as well as about planning
the inventory storage. The transport planning concerns meeting the trans‐
port  requirements  specified  by  customer  orders  obtained  via  the  pro‐
ducer. When transport orders appear, which require high cost solutions or
when the planner can deliver significant cost savings (by replanning), the
transport planner may  suggest  changes  to  the producer, which  in  turn
check for such changes with the customer. This implies that there are ten‐
tative plans and cost implications shared between the partners.

Currently, it is hard to alter the delivery times and quantities of trans‐
port orders. One reason for this is the lack of information about the “true
demand”  of  the  customer,  e.g.,  safety  stock  levels  and  consequence  of
delivering earlier or  later  than  requested. Another  reason  is  the  lack of
decision support  tools for capitalizing on  this potential additional  infor‐
mation. In the studied transport chain it has been observed that the level
of information sharing/exchange is different between different customers
and the producer, and between different customers and transport opera‐
tor. Moreover, now and then some new customers join the transport chain
and others leave it. It is believed that in order to significantly improve the
performance, at least some of the customers need to exchange more infor‐
mation with the producer and the transport operator.

Our preliminary analysis suggests that using wrapper agents for con‐
necting  producer,  transport  operator  and  customers  is  possible  also  in
Case B. However, a number of aspects of the system become more impor‐
tant compared to Case A, e.g., efficient administration of multiple users/
agents, easy adoption to different legacy business systems, and having a
communication language suitable for the various needs of the actors in a
transport chain. Further, security aspects are certainly affected, which we
will discuss in the next section.

18.http://www.ipd.bth.se/fatplan/
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12.5.5 A Security Analysis of the Wrapper Agent Solution
We will here explore the effects on security caused by the wrapper agent
solution  to  interorganizational  collaboration. The  fact  that  the  system  is
computerized implies that there is at least just an as large threat to infor‐
mation security for SMEs that adapt to the system, as there are for SMEs
using alternatives, such as, web services, e‐mail, etc. Security risks within
the wrapper agent system can be managed, though not necessarily elimi‐
nated, by utilizing authentication and encryption mechanisms since  they
are designed to enforce various aspects of security (especially confidential‐
ity,  integrity,  and  non‐repudiation). However,  as we  have  explained  in
Chapter 10, interoperability‐based decentralized solutions convey numer‐
ous security threats, which are difficult to neutralize using only authenti‐
cation  and  encryption. Among many  things,  SMEs must  also  configure
other security‐enhancing mechanisms, e.g.,  intrusion detection, anti‐mal‐
ware functionality, and a human security engineering service.

The  SME holding  the poorest  security  settings,  i.e.,  lacking  firewalls,
anti‐virus software, etc., constitutes a great threat to the other parties in the
collaboration  alliance,  i.e.,  the  virtual  enterprise.  In  general,  the  conse‐
quences of being exposed to intrusions, attacks, deception, and infiltration
may be loss and/or tampering of data and/or system resources, as well as
unnecessary  costs  for network and  system maintenance. Another aspect
concerns data access. For instance, a result of users interacting with other
business systems of the collaborating parties may be that they gain a non‐
intentional all‐or‐nothing access  to other available databases, which may
contain sensitive data. 

While  the wrapper agent  system has  some clear advantages  in  that  it
supports scalability, adaptability, independence, cost‐effectiveness, usabil‐
ity, and interoperability, we must also carefully consider what specific risks
that are conveyed by this particular system, which we now will do.

Security Aspects
Based on the two case studies (one simple, Case A, and one complex, Case
B), we  shall now analyze how  security  is affected given  the  two dimen‐
sions of collaboration mentioned in Section 12.5. Our analysis of interorga‐
nizational collaboration is based on the information security risk analysis
matrix as specified by Peltier (2005) although modified to suit the purpose
of  the analysis19. The purpose  is  to  illuminate desired system properties
with respect to confidentiality, integrity, and availability (of functionality).
Further, the purpose is to find out whether the suggested system supports

19.We have excluded “accidental” and “deliberate” acts from the information 
security risk analysis matrix as are originally included by Peltier (2005).
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these desired properties or if additional development is required. Also,
we want to pinpoint areas where it is an open question if, and in such case
how, the wrapper agent solution can provide the desired properties. In
Table 12.1, we include the desired property, if it is achieved using the
wrapper agent solution (incorporated), if development is needed and to
what extent (minor or major development), and if there are open issues
(open). Note that the wrapper agent solution already includes the security
mechanisms authentication and encryption. Moreover, to resemble a Plug
and Play Business scenario, we add the aspect of dynamics of the collabo
ration community (mentioned in Section 12.5) in the security analysis.

It can be observed that the confidentiality and the integrity aspects are
closely related to each other, and that the availability aspects impose a

Table 12.1 Confidentiality, integrity and availability
aspects of the different levels of interenterprise
collaboration using the wrapper agent solution.

Confidentiality Integrity Availability

Increased level
of collaboration

Control of read and
write access
Incorporated
Control of indirect
information disclo
sure
Open

Control of read
and write access
Incorporated

The exchange of
large data quantities
Incorporated
Short response time
Minor development

Increased
number of
involved enter
prises

Differential access
control
Minor development
Control of (unau
thorized) third party
access
Incorporated

Differential access
control
Minor develop
ment
Appropriate
administrative
routines
Minor develop
ment
Control of (unau
thorized) third
party access
Incorporated

Avoid single point
of failure
Incorporated
Appropriate admin
istrative routines
Minor development

Increased
dynamics of the
collaboration
community

Time limits on infor
mation
Open
Dynamic access con
trol
Open

Dynamic access
control
Open

Participation and
defection is easy
Incorporated
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trade off in relation to the other two concepts. It can be seen in Table 12.1,
that many of the desired properties can be ensured by the wrapper agent
solution (included), which are mainly achieved by its authentication and
encryption mechanisms. Properties desired for the one to one cooperation
is of course also relevant when the setting becomes more complex in any of
the dimensions, but this has not been repeated in the table. In the next sec
tions, the analysis is focused on the properties for which the solution needs
development. We also address the open issues to explore if it is possible
that the wrapper agent solution can achieve the desired property.

For a scenario of one to one party collaboration (illustrated in Case A),
the wrapper agent solution provides an adequate solution in general.
However, since we exclude this case from the information security risk
analysis matrix, general security configurations, e.g. anti virus software
protection, firewalls, anti spyware programs, etc., should be included
within every SME involved in the collaboration, especially if it is imple
mented as a decentralized and semi open structure (as is discussed in
Chapter 10). In effect, this thus applies for any SME that participates in the
wrapper agent community.

Increased Level of Cooperation
In the wrapper agent solution, partners might gain unintentional access to
other available resources or databases, which may contain sensitive data.
The unintentional revealing of information is accentuated when shifting
from solely information exchange functions into information sharing for
operations planning with other parties (more information is shared in this
way). Further, since, for instance, cost implications on tentative plans
might be revealed, other partners can build extensive information profiles
about its partners, which is critical for the business as, e.g., a transport
operator’s exact costs of operations might be revealed. Information might
be analyzed for purposes not anticipated by the other partners, which is a
form of indirect disclosure of information. It may be difficult to control
what information is actually obtained by the other parties, as well as how
and to what extent it is used. This may create an unbalance in the business
relationship between the SME and other companies, since the information
can be used in, for example, business negotiations about terms of con
tracts. We believe tools can be developed for analyzing information
revealed directly and possibly indirectly by the participants in the cooper
ation. As a countermeasure, certified third party coordinators, e.g., in the
shape of a global center for trust management as discussed in Chapter 7,
may make it more difficult for the agents to extract information about the
other participants.
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Increased Number of Involved Enterprises
When there is a shift from a one to one to a many to many relationship
between the interacting parties, there is an exponential growth of confi
dentiality related conflict of interest. Problems arise in that the difficulties
for guaranteeing that information, which may be sensitive to one party, is
not being misused by rival competitors or malicious actors. Also, when
many companies are involved in the wrapper agent system, access to
available data is more difficult to restrict than if there is a one to one rela
tionship, since the access control needs to be differentiated between dif
ferent organizations. The risks for unintentional or intentional violation to
confidentiality increases as the network of participating entities grow. The
weakest link in a scenario involving wrapper agents is the SME that holds
the poorest security settings, i.e., ignoring firewalls, anti virus software,
and having weak authentication mechanisms among many things. It is an
open question to us how a high weakest point of security is ensured in a
wrapper agent solution.

Here, in particular, security mechanisms must protect against attacks,
deception, intrusions, and insiders so that confidentiality and integrity
can be ensured. If security solutions are proven efficient over time, trust
between the different parties is enabled, which is necessary for the pros
perity of a community of wrapper agents. One aspect of achieving system
efficiency, as well as of building trust, is the administrative processes, e.g.,
setting access levels and responsibility/ownership of the system. A dis
tributed ownership, which is the effect of a solution based on wrapper
agents, might facilitate the building of trust in that respect.

Increased Dynamics of the Collaboration Community
A generalization of the many to many scenario is when the case changes
from static to dynamic, and when the relations change over time, i.e. par
ticipants may join or leave the setting at any time. This shift creates simi
lar, but not identical security problems as in the scenarios above, although
the consequences here are a bit more cumbersome to analyze.

Complexity in terms of security is increasing due to that the number of
participating parties changes dynamically. The level of collaboration
between the involved entities may be fluctuating, resulting in problems
with the restrictions of data access over time in a dynamic environment of
companies. This implies that the participants may have access to informa
tion exchanged, even though their collaboration with the wrapper agent
system is terminated, due to inconsistencies in the system. This may affect
the other parties within the system in that sensitive business information
may be distributed or used by unauthorized companies for their own pur
poses. Hence, dynamic collaboration increases the difficulties in ensuring
confidentiality. A desired property is to have a suitable dynamic access
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control. However, there are a number of issues to be resolved in order to
achieve this: efficient propagation of changes in the system, community
membership control, etc.

Besides keeping track of authorized users and of the data in use, the
wrapper agent system grows and diminishes as the number of entities
changes, which among many things makes it hard to build trustful rela
tionships. At the same time, threats of deception, infiltration and attacks
get accentuated, rendering in that general security configurations of
involved parties are crucial for enabling trust. Malicious actors may other
wise gain access to or attack the wrapper agent system by launching, e.g.,
malware via an SME holding minimal security configurations. In particu
lar, confidentiality and integrity are difficult to enhance when collabora
tion parties changes dynamically.

One aspect that is not covered in the wrapper agent system is the time
limit for data. If we could terminate data accessed within the system when
an SME ends its collaboration with the system, the long term and negative
consequences to confidentiality could be mitigated. Perhaps, this would
also lead to a better platform for enabling trust since SMEs do not risk let
ting go in control of their most precious information resources. It is a
generic problem that confidentiality and privacy commissioners have
debated and researched for some time now, and is hence specified as an
open issue.

12.5.6 Discussion
The suggested wrapper agent solution has some different characteristics
compared to a centralized server solution, such as, Microsoft’s BizTalk soft
ware. With respect to the security problems outlined above, there appear
to be no imperative problems with the wrapper agent solution compared
to a centralized server solution. If no automated solution is used, the con
trol of the information to be exchanged is typically handled by the actors
directly and locally when, for instance, sending faxes, phone calls, and e
mail messages. A wrapper agent solution might change this situation less
with respect to the level of control experienced by the actor than a central
ized server solution controlled by another actor (or controlled by a third
party). Some security aspects might be easier to ensure using the wrapper
agent solution than using a centralized server since such a solution is prob
ably closer to the ways many SMEs currently manage their security, e.g.,
individually for each actor it is exchanging information with. Another ben
efit is that there is no risk of a single point of failure with a decentralized
system, as there is with a centralized one.
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In order to solve the discussed security deficiencies, we should look at
both organizational and technical solutions. Organizational settings are
most probably valid within a wide range of organizations and that is out
side the scope of this chapter. Technical solutions are either part of SMEs’
general security configurations or part of the wrapper agent implementa
tion. We will focus on the latter issue.

The wrapper agent solution, as described in Section 12.5.3, focuses on
the tasks directly connected to achieve interoperability, but nothing
restricts it from having additional tasks to fulfill. For instance, by extend
ing the number of threads in the bridge (see Figure 12.1), we may include
security checking of the XML messages sent to the bridge. Similarly, the
message handler may place restrictions on the communication with the
wrapper agents of the other business systems.

Given the dimensions of interorganizational collaboration, parts of the
security problems may be solved by an extended wrapper agent solution.
Unauthorized use of data by entrusted users is restricted by the message
handler. A single SME has access to a restricted set of information. If an
intruder uses an entrusted user for attacking the legacy business system,
the bridge keeps a check on validation data for the file. How and to what
extent this can be done has to be further explored. The important thing is
the ability to include security checking. Finally, unauthorized access to the
system is a more general question not addressed by a restricted SME com
munity.

An evaluation of the practical relevance and economic gain of the pro
totype was also made based on interviews of the participating companies.
The wrapper agent prototype provides a direct use since it offers cost
effective (due to the use of freeware and easiness of adaptation) and plat
form independent communication. Thus, the prototype seems to perform
well with respect to attributes, such as, interoperability, usability, and
undependability with several interfaces. These benefits make the proto
type useful in numerous contexts, and not only for the project partici
pants. In addition, a cost effective communication solution generates
several implicit benefits, such as, a possible reduction of error in docu
ments that are exchanged (due to minimization of manual duplication
work), and increased information accessibility, which have costs in terms
of loss in control of sensitive data.

Compared to existing centralized solutions, such as, BizTalk, the pro
posed solution has a number of advantages, e.g., being independent of
third parties and avoiding central communication bottlenecks. We have
demonstrated the possibility to achieve basic and sufficient communica
tion functionalities like the large scale TA systems offer, but to a consider
ably lower cost with no apparent or obvious loss in security. This is
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something that is of significant importance to the survival of smaller actors
with same needs as the larger players, but with a much more limited
investment possibility.

12.6 Concluding Remarks
With respect to the review of useful technologies for the implementation of
Plug and Play Business software, wrapper agents have proved to consti
tute a fruitful technology to be used in the virtual enterprise operation
phase. With regard to finding and evaluating potential partners for a vir
tual enterprise, recommendation systems and ebXML show numerous
fruitful examples that can be applied. For the process of establishing an
agreement between the catalyst and the highest ranked actor in the evalua
tion process, the Contract Net protocol and broker agents are promising
alternatives. Other than the wrapper agent solution, Microsoft BizTalk and
ebXML can also be used for operating virtual enterprises. Also, we have
discussed the use and appropriateness of business ontology for the tasks
related to contracts and to forming and operating virtual enterprises.
However, designing and implementing Plug and Play Business software is
something that requires more work.

In the next chapter, we present the overall conclusions and suggest
directions for future work – all of which are based on the contents of this
thesis. Consequently, they will embrace all central aspects that we have
investigated thus far.
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C H A P T E R

13
Conclusions and
Further Research

The opening chapters of this thesis were devoted to different aspect of pri
vacy and security in Internet based information systems. As such, the aim
was to provide a proper context for the remaining chapters. The goals of
those have been to investigate how interaction can be enrolled so that inva
sions into matters of a personal nature can be mitigated, and how interen
terprise collaboration can be achieved in a secure and trustworthy manner.
However, as is evident from these chapters, there is more research needed
than what is documented here. In this chapter, we summarize the conclu
sions from the previous chapters, and present suggestions for further
research based on these conclusions.

13.1 Conclusions
The answers to the research questions (RQs) specified in Chapter 1 will
now be summarized and discussed.
(RQ1) Software based intrusions into matters of a personal nature can

be described in many ways. We have introduced the term privacy invasive
software as a category of software that intrudes on users’ right to be let
alone, i.e., denies them their right to privacy. Privacy invasive software is
also characterized by the fact that it is distributed and planted on comput
ers with a specific intent, often of a commercial nature. Privacy invasive
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software typically arrives in a covert manner bundled with other pro
grams or disguised as a legitimate piece of software. Thereby, privacy
invasive software commonly evades firewalls and other security meas
ures, and secretly sneaks into the users’ computers. Privacy invasive soft
ware has in a short period of time become a serious threat to Internet
usage. Another threat, which has been investigated in this thesis, is spam
e mailing. In the empirical studies, we found that most of the examined
companies behaved according to the privacy choices of the users. The
only exception, a music site, alone generated a lot of spam each day. This
situation was described as a tragedy of the commons as the spammer vio
lates bandwidth, storing capacity, and other communal resources with lit
tle or no respect for the system as a whole. As spamming is often
conceived as a gateway to heavier cybercrime, this is something that
should be taken seriously by Internet and e mail service providers.

(RQ2) There are many types of software based invasion in users’ pri
vacy, and the effects thereof can be manifold. We have studied the nature
and effects of privacy invasive software in two subcategories (adware and
spyware programs). Our research has shown that privacy invasive soft
ware affects not only users’ right to be let alone, but also the security, sta
bility, and performance of computers and networks. For instance, the
privacy invasive programs that were studied were engaged in Internet
communication with several unknown servers on the Internet, which
resulted in a significant amount of both computer and network over con
sumption. We also discovered that the privacy invasive software collected
and transmitted sensitive information, such as, data about the user and
the computer, as well as Internet browsing history records. In accumula
tion, privacy invasive software may constitute a severe threat to the func
tionality and stability of Internet based information systems. As privacy
invasive software impairs large groups of users, it is something that
should be taken seriously by all interested parties of Internet based infor
mation systems. It is therefore a joint problem, which cannot and should
not be faced by the users alone.

(RQ3) There can be many ways to detect and prevent software based
invasion into matters of a personal nature. So far, no single method has
proved to provide a full protection. Instead, a combination of techniques
probably needs to be deployed, which in turn often requires commitment
from the users. We have introduced such a user oriented approach, which
tries to prevent privacy invasive software from entering computers by
analyzing the end user license agreement of an application. Since vendors
must specify the occurrence of adware and spyware in the enclosed soft
ware licenses to avoid legal repercussions, this was conceived as a fruitful
approach. The results indicate that this approach is in fact both possible
and feasible. As this can be done in a partly automated way using data
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mining methods, the users can make swift informed decisions about soft
ware installation, and thereby prevent spyware programs from entering
their computers prior to infection. However, as with other privacy enhanc
ing technologies, our spyware prevention tool should not be used in soli
tude, but in combination with other existing countermeasures.

(RQ4) The dynamics of Internet based information systems is a com
plex topic to study. We have studied how the occurrence of Machiavellian
actors, which deploy software based contaminants, affect the future envi
ronment constituted by the Internet. From an evolutionary perspective, a
continued increase in the distribution of privacy invasive software and
malicious software (which have been grouped together under the label
“contamination”) may eventually make Internet based information sys
tems more robust to use. However, a serious risk is that the users will
abandon them before this happens. If the benefits of using the systems are
overthrown by costs, e.g., in terms of contamination, users may, as a result,
become reluctant to participate. In our study, which comprises a compre
hensive and systemic view of the dynamics of Internet based information
systems, these aspects have been captured and debated. An imperative
insight was that by controlling the extent to which Machiavellian behav
iors are permitted in Internet based information systems, the risks of using
them can be reduced.

(RQ5) The enhancement of security and privacy reinforces trust, which
is broadly considered a key feature of Internet based information systems.
How to enhance trust in Internet based information systems is, however, a
question that holds many answers. We have studied the enhancement of
trust in such systems by addressing the provision of coordinated authenti
cation mechanisms. In an empirical investigation, we found that a unified
protocol for interoperability that comprises technical, as well as legal, and
business aspects was needed. In this respect, authentication plays an
important role since companies acting on the Internet have a need for
interoperable, yet secure, business transactions to enable collaboration
across international and legal boundaries. To improve the current state of
affairs, a global center for trust management was suggested as an inde
pendent “clearing house” with the purpose of providing coordinated
authentication services for international and interoperable business collab
oration. Even though its support is originally intended primarily in eco
nomic and legal respects, we saw a need for providing software based
authentication services to bridge the gaps of interenterprise collaboration.

(RQ6) Many software initiatives, technologies, and systems have been
presented to realize the vision of virtual enterprises. To meet the need of
technical support for such interenterprise collaboration, we have proposed
the concept of Plug and Play Business. It is introduced and specified as an
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integrated framework of ICT tools set to promote virtual enterprises and
the crucial tasks involved in their formation and operation. Virtual enter
prises, or temporary and collaborative alliances of companies, are envi
sioned as a means to encourage innovation, as well as to enhance growth
and employment opportunities.

(RQ7) The lack of theoretic definitions and formal reference models has
been argued to be the main weakness in the area of virtual enterprises. We
have formalized the crucial aspects related to both virtual enterprises, and
Plug and Play Business, in order to define a general model for secure
interenterprise collaboration. To further clarify this model, we have
described its functional specification, and discussed some relevant quality
attributes intended for the design of Plug and Play Business software.

(RQ8) Enhancing security and promoting trust are key issues in realiz
ing the vision of virtual enterprises. We analyzed the risks related to Plug
and Play Business communities, and identified a gate keeper functional
ity to regulate the entering to and leaving from the community, as well as
a set of security enhancing mechanisms. Most of those can be swiftly
added to the community’s gate keeper, however; some of the risks
reviewed are of such a nature that they require the assistance of a (human)
security engineering service. It was also recommended to integrate the
targeted security measures into the architecture of the Plug and Play Busi
ness community in order to mitigate, primarily, the external threats. We
have also proposed the use of norms, i.e., constraints that regulate behav
ior, as they are considered to be helpful in mitigating deceitful and treach
erous behaviors amongst the parties inside the collaborative community.
A set of norms and norm enhancing mechanisms were identified that
should be integrated at different levels of the architecture of the Plug and
Play Business community. Also, we saw that if the norms and the norm
enhancing mechanisms are to function as intended, it is imperative that
there is a communal proprietor or environment owner that can be made
in charge of issuing the norms and punishing their violations. It was con
cluded that the center for global trust management can play such a role in
the Plug and Play Business community.

(RQ9) Technological support for the creation and operation of virtual
enterprises is arising in many forms, but so far no collected framework or
software addressing all these crucial issues has been presented, i.e., there
has not yet been an implementation of Plug and Play Business software.
However, in preparation of this, we have made studies on how the use of
ICT tools can support the realization of virtual enterprises, and what tech
nologies that should be included in such a framework. We found that
intelligent agent technology in combination with the use of, e.g., ebXML,
business ontology, and recommendation systems provide promising can
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didates for the realization of Plug and Play Business software, but that
other technologies and systems may serve as sources of inspiration. We
have also discussed some of the issues related to implementing Plug and
Play Business software, such as, system architecture, software ownership,
and openness. Moreover, we have presented a case study containing a spe
cific aspect of virtual enterprises, namely that of interoperable collabora
tion between companies’ business systems. In the study of this case, we
could confirm the appropriateness of agent technology in implementing
Plug and Play Business software.

13.2 Suggestions for Further Research
The need for managing users’ right to privacy and enforcing security are
two primary concerns in achieving trustworthy interaction and collabora
tion in the open, diverse, dynamic, anonymous, connected, and sometimes
hostile Internet based information systems. In this part of the thesis, we
will therefore look into some of the remaining tasks in improving the con
ditions for privacy and security in the environment that is constituted by
the Internet.

Privacy invasive software is often distributed with a commercial intent.
So, to truly combat such software, counterfeits need to be directed to its
very source. One effort to do this is the tool for spyware prevention that we
have introduced in Chapter 5. This approach, however, needs further vali
dation, for instance, by including a larger set of end user license agree
ments in the experiment sample. It would also be interesting to include
privacy policies of web sites visited to extend the scope of our approach.

In going forward with work that involves promoting the use of authen
tication mechanisms, a global center for trust management, which we dis
cussed in Chapter 7, has an abundance of tasks to consider. For instance,
one issue revolves around the organization, and influence of such a global
resource center. Another issue concerns the degree to which technology
should be included in its scope of activities. A third issue is directed
towards the deployment of a pilot project in which the feasibility of the
global center for trust management can be examined and confirmed.
Moreover, its potential as an environment owner or proprietor of a Plug
and Play Business community remains to be investigated.

With respect to Plug and Play Business, there is a need to further refine
the formal framework, in particular; the concepts of roles, and the different
types of norms and norm enhancing mechanisms. The concepts of obliga
tions and goals, especially in the formation phase of a virtual enterprise
also need further refinement. There is also a need for a common ontology
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that supports primarily match making and contract management
between the actors in a formation phase, and contract management
throughout the lifecycle of virtual enterprises.

A software prototype is also needed in order to investigate the practical
viability of the Plug and Play Business concept. In order to implement
Plug and Play Business software, the functional specification and quality
attributes need to be further perfected. The identified security measures
also require further specification so that they can be integrated into the
software architecture of Plug and Play Business. There is also a need of a
context adjusted approach for the evaluation of threats and risks in the
lifecycle of virtual enterprises. With a proper method for assessing the
seriousness of the targeted risks, more balanced and conscious decisions
concerning security can be made. Preferably, such a tool should be auto
mated and included in the Plug and Play Business software.

Finally, when the viability of the Plug and Play Business software has
been investigated, a pilot project involving actual companies with real
business interests should be put together to further investigate the busi
ness values of this framework. At this stage, it would also be feasible to
dock the Plug and Play Business community to a proprietor, e.g., a global
center for trust management.

13.3 A Final Remark
Even though much work in the research areas of privacy and security has
been done so far, more is still needed. Managing privacy and security is a
process and not a product, and as such; the more knowledge we have, the
better equipped we are to manage the selfish and hostile behaviors that
impair Internet based information systems. A general observation is that
a more concentrated focus on the development of automated risk analysis
tools that are easy to use is a topic that has not yet been given the attention
it deserves. With access to such approaches for the analysis of risks and
threats in Internet based information systems, an increased understand
ing of the dangers and hazards that are directed to systems of hardware,
software, users, and information can be enhanced. An adequate compre
hension of the risk issues at hand leads to more intelligible and enlight
ened decision making processes, especially with regard to choosing and
deploying protective measures. In this way, it is this author’s belief that it
will be possible to better manage and uphold privacy and security in
Internet based information systems!
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Appendix

The following information is included in the Appendix:

• Section A.1 contains a list of the file sharing clients used in the experi
ments in Chapter 4.

• Section A.2 contains a list of the anti spyware applications used in the
experiments in Chapter 4.

• Section A.3 contains a resume of the questions asked in the survey pre
sented in Chapter 7.

• Section A.4 contains a classification of the algorithms used in Chapter 5.

• Section A.5 contains a concise version of the model comparison used in
Chapter 11.
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A.1 The File Sharing Tools
• BearShare, version 4.3.5.4.

http://www.bearshare.com/
Last accessed: 2004 11 09.

• iMesh, version 4.2 Build 140.
http://www.imesh.com/
Last accessed: 2004 11 09.

• KaZaa Media Desktop, version 2.6.2.
http://www.kazaa.com/us/index.htm
2004 11 09.

• LimeWire, version 3.6.15
http://www.limewire.com/english/content/home.shtml
Last accessed: 2004 11 09.

• Morpheus, version 4.
http://www.morpheus.com/
Last accessed: 2004 11 09.
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A.2 The Anti Spyware Applications
• AdAware, version 6.

http://www.lavasoft.de/
Last accessed: 2004 11 09.

• Adware Remover Gold, version 7.2.
http://www.surfersuitesoftware.com/
Last accessed: 2004 11 09.

• Bazooka, version 1.12.
http://www.kephyr.com/spywarescanner/index.html
Last accessed: 2004 11 09.

• Spybot, version 1.3.
http://spybot.safer networking.de/
Last accessed: 2004 11 09.

• SpyHunter, version 1.5.81.
http://www.enigmasoftwaregroup.com/jump.shtml
Last accessed: 2004 11 09.

• SpyKiller 2004, version 1.0.0.
http://www.swanksoft.com/
Last accessed: 2004 11 09.

• SpyRemover, version 1.55.
http://www.itcompany.com/
Last accessed: 2004 11 09.

• Spyware This, version 7.5.
http://www.spywarethis.com/
Last accessed: 2004 11 09.

• TZ Spyware, version 7.4.0.4.
http://www.trackzapper.com/
Last accessed: 2004 11 09.

• Webroot SpySweeper, version 3.2.
http://www.webroot.com/
Last accessed: 2004 11 09.
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A.3 The Survey Manuscript
The manuscript, referred to in Chapter 7, is borrowed from Paper IX.
1. We believe that the implementation of ICT imposes severe security

problems. One central aspect in increasing ICT security is authentica
tion. Do you agree that authentication is important for increasing glo
bal ICT security between buyers and sellers in a digital market?
[] YES, then proceed to question no. 2.
[] NO, then proceed to questions no. 9.

2. What are the problems and opportunities associated with authentica
tion in transnational transactions (for example, in international trade,
public services and contract distribution)?

3. What are the problems and opportunities associated with authentica
tion on a national level?
Please describe the various authentication services in your country
and their main advantages and disadvantages.

4. What do you see as the legal issues or obstacles relating to transna
tional authentication?

5. What do you see as the technical issues or obstacles relating to tran
snational authentication, and what are the main (technical) authenti
cation solutions?

6. Are today’s authentication mechanisms sound from a business per
spective? How?

7. How would you characterize the market for authentication mecha
nisms where you are? How do you think it will develop going for
ward?

8. Could a global brokerage organization that gathers and organizes the
available market actors and provides contacts and advice enhance
authentication in transnational transactions? How?

9. If authentication is not the key to increasing global ICT security
between buyers and sellers on a digital market, then what is? What do
you think are the main security obstacles to enhancing global ICT?

10. Points of discussion:
Could these ICT security aspects be addressed on an international
level? If so, should the market solve the problems by itself or should
governments put in place regulations or in other ways provide the
public with the means required for enabling digital security?
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A.4 The Algorithms
Weka Algorithm Categories and Weka default configurations of all fea
tured algorithms, as well as short descriptions about each algorithm taken
from the Weka application

Algorithm Category Description and configuration
AdaBoostM1 Ensemble Boosts a nominal class classifier using the Adaboost M1 method.

Classifier: DecisionStump, threshold for weight pruning: 100, resampling: false, number of
iterations: 10, seed: 1.

DecisionStump Trees Usually used in conjunction with a boosting algorithm. Does classification based on entropy.
HyperPipes Misc For each category a HyperPipe is constructed that contains all points of that category (essen

tially records the attribute bounds observed for each category). Test instances are classified
according to the category that “most contains the instance”.

IBk Lazy K nearest neighbor.
Number of neighbors (K): 1, cross validate to get the best K value: false, distance weighting:
none, nearest neighbor search algorithm: linear using Euclidian distance, window size: 0.

J48 Trees Generates a pruned or unpruned C4.5 decision tree.
Pruning confidence factor: 0.25, minimum instances per leaf: 2, reduced error pruning: false,
Laplace smoothing: false, sub tree raising: true.

JRip Rules A propositional rule learner; Repeated Incremental Pruning to Produce Error Reduction
(RIPPER).
Error rate > 0.5 stopping criterion: true, optimization runs: 2, pruning: true, minimum total
weight of instances in a rule: 2, number of folds: 3, seed: 1

KStar Lazy K* is an instance based algorithm which differs from other instance based learners in that it
uses an entropy based distance function.
Entropic auto blend: true, global blend: 20

NaiveBayes Bayes A Naive Bayes algorithm that uses estimator classes in which the numeric estimator precision
values are chosen based on analysis of the training data.
Use kernel estimator: false, use supervised discretization: false.

NaiveBayes
Nomial

Bayes Builds a multinomial Naive Bayes classifier.

PART Rules Generates a PART decision list using separate and conquer. It builds a partial C4.5 decision
tree for each iteration and makes the “best” leaf into a rule.
Pruning confidence factor: 0.25, minimum instances per rule: 2, reduced error pruning: false.

RandomForest Trees Generates a forest of random trees.
Maximum depth of trees: unlimited, number of attributes for random selection: unlimited,
number of trees: 10, seed: 1.

RBFNetwork Functions A normalized Gaussian radial basis function network.
K means clustering seed: 1, minimum standard deviation for clusters: 0.1, number of clusters
that K means should generate: 2, regression ridge value: 1.0E 8

Ridor Rules The Ripple Down Rule learner generates a default rule first and then generates exception
rules using IREP.
Folds used for pruning: 3, use majority class as default rule: false, minimum total weight of
instances in a rule: 2, shuffle: 1, seed: 1, whole data error: false.

SMO Functions John Platt’s sequential minimal optimization algorithm for training a support vector classifier.
Complexity parameter (c): 1.0, epsilon for round off error: 1.0E 12, tolerance parameter:
0.0010, data transform: normalization, kernel: polynomial (cache size: 250007, exponent: 1.0).

VotedPerception Functions The voted perceptron algorithm by Freund and Schapire.
Polynomial kernel exponent: 1.0, maximum number of kernel alterations: 10000, number of
iterations: 1, seed: 1.

ZeroR (baseline) Rules Builds and uses a 0 R classifier which predicts the mode for a nominal target.
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A.5 A Concise Version of the Model Comparison.
Part 1.

Theory: AS Theory AVE Application:
PPBC

Theory: NMAS Theory: NS Application:
VCA

Definition
of Agent

A software
entity that typi
cally acts on the
behalf of a per
son or an institu
tion

Normative agent:
a set of goals
a set of capabili

ties
a set of motiva

tions (preferences)
a set of beliefs
ability to rank the
goals according to
preferences
a set of norms
a set of intended

norms
a set of rejected

norms

Human or artifi
cial. An agent is
defined as:
Beliefs (B)
Desires (D)
Goals (G)
Decision vari
ables (X)
Agent descrip
tion variables
(AD)
A priority rela
tion ( )

Agent design is
inspired by the
BOID architec
ture

Agents A set of agents A set of agents
( )

A set of agents
(B)

A set of normative
agents (members)

A set of agents
(A)

A set of n agents
(A)

Agent roles A set of roles
that the agents
can play

The role of
participant is
implicitly
assumed

The roles of ini
tiator and poten
tial participant
are implicitly
assumed

With respect to a
norm, an agent can
play either the
addressee or the
beneficiary

A set of roles, R,
that the agents
can play

An agent can
play three roles
resource con
sumer, resource
provider or
authority

Agent own
ers

A set of owners
(of the agents)

A set of actors
(A)

A set of actors
(A) which have
human repre
sentatives (H)

Agent
owner roles

A set of roles
(R)

A set of roles (R)

Definition
of norm

Constraints on
the agent com
munication lan
guage, on the
agent behavior
that results from
the social roles
theyoccupy, and
on the agent
behavior in gen
eral

Components are:
Normative goals
Addressee agents
Beneficiary agent
Context
Exception
Have not (com
plied with norms)
Immunity
Rewards
Punishments

Norms are
either regulative
(defined as obli
gations, prohibi
tions, and
permissions) or
constitutive
(defined as insti
tutional facts)

Prohibitions and
permissions are
defined in terms
of goals and
desires of the
bearer of the
norm and of the
normative role,
together with
the concepts of
violation and
sanction.



Appendix

289 

Part 2.
Theory: AS Theory AVE Application:

PPBC
Theory: NMAS Theory: NS Application:

VCA
Norms A set of con

straints
A set of obli
gations for
each role that
the actors can
play (Orole)
thus this is
not on the
agent level

Four sets of
norms: general
norms, legislation
norms,
enforcement
norms, and
rewardnorms
(which in turn
may be obliga
tions, prohibi
tions, social
commitments or
social codes)

Four sets of
norms:
obligations,
permissions,
prohibitions
and institu
tional facts

Three sets of
norms: prohibi
tions, permis
sion and
authorizations

Norm enhanc
ing mecha
nisms

Gate keeper
agent (regu
lates the enter
ing and leaving
from the com
munity)

Defenders (agents
that are responsi
ble for the appli
cation of
punishments
when norms are
violated) Promot
ers (agents that
monitor compli
ance with norms)
Legislators
(agents that
define norms)

Communica
tion language

A communica
tion language i is the

agent com
munication
language
used by the
agents B

i is the agent
communica
tion language
used by the
agents B

The physical
environment/
infrastructure

The environ
ment (compu
tation and/or
communica
tion infrastruc
ture)

A set of com
munication
infrastruc
tures needed
for forma
tion and col
laboration
(CI)

A set of com
munication
infrastructures
needed for for
mation and col
laboration (CI)

Environment
owners

An environ
ment owner

Goals Each VE has
a set of goals
(GVE) and
each actor
has a set of
goals (Gactor)

Each VE has a
set of goals
(GVE) and each
actor has a set
of goals (Gactor)

Each agent has a
set of goals (goals)

Each agent has
a set of beliefs
(Ba), desires
(Da), and goals
(Ga)

Each agent has
a set of beliefs
(Ba), desires
(Da), and goals
(Ga)
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Subject Index

A
Access control 37
Adapter design pattern 244
Adaware 112, 115
Adware 25, 75, 133, 256

Adware and spyware 106
Adware defined 77
Adware in file sharing 95
Adware vs. spyware 77

Agents 45, 206, 222, 224, 230, 259
Agent communication language 224
Agent ownership 222
Agent roles 222
Agent technology 206, 230, 259
Agents and norms 222
Agents defined 45
Agents in collaboration 233
Agent supported Plug and Play Business communities 214
Agent supported virtual enterprises 212
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Annual loss exposure 33
Anonymizing software 22
Anti malware applications 37, 199
Anti spyware applications 22, 81, 90
Anti virus software 37, 111
Area under the ROC curve 117
Arms race 110, 138, 140, 142, 144, 147
Artificial societies 44, 200
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Artificial societies defined 45, 211
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Authentication 22, 30, 37, 152, 155, 164, 257, 259

Authentication defined 155
Authentication divergence 158
Authentication elements 156
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Automated spyware prevention 109, 122
Availability 30
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B
Backdoors 146
Big Brother 16, 17, 19
Bi lateral administrational collaboration 186
Bi lateral operational collaboration 186
Biology in computer science 129
Biotic ecosystem evolution 129
Biotic ecosystems 129
BizTalk 237
Breeding environments 178, 187, 191-192
Brokering agents 231
Brokers 187
Browser helper objects 96
BS 7799 35
Business intelligence 89
Business ontology 233, 258
Business to business e commerce 151

C
Cacophony 131
CIA triad 30
Cloning 197
Closed source software 239
Clustering 131
Codes of conduct for interoperable business 163
Collaboration dynamics 241
Collaborative networks 46, 171, 178

Collaborative networks and trust 193
Collaborative networks defined 46

Collaborative recommendation 235
Computational auctions 231
Computer security 29
Confidentiality 30
Connectors 244
Constitutive norms 209, 220, 223
Contamination 26, 39, 127, 130-131, 148, 157

Contamination and anti virus software 132
Contamination and the law 138, 141
Contamination classification 134
Contamination countermeasures 138
Contamination examples 132
Contamination scenarios 142

Content based recommendation 235
Contract assistance 163
Contract Net protocol 231
Contracts 234
Cookies 52, 132
Corrected paired t test 118
Cryptography 22, 37, 198

D
Data mining 109, 113
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Data protection 20
Data security 20
Data harvesting software 26
Decision trees 114
Defender agents 218, 223
Denial of service attacks 40
Design policies 220
Detection process 31
Digital signatures 22, 37, 198
Distribution cost 59

E
Eavesdropping 196
ebXML 236, 258
ECOLEAD 188
e commerce 56, 78
Electronic contracts 232
Electronic institutions 210
Electronic transactions 161
e mail filtering 23
e mail marketing 55
e mail marketing defined 56
e mail tracking 133
End user license agreements (EULAs) 86, 109-110, 118, 121
Enterprise application integration (EAI) 238
Enterprise espionage 40
Enterprise Resource Planning (ERP) systems 187, 242
Environment owner 202, 224
Espionage contaminants 135
EULA analyzer 112
EULAlyzer 113
European Interoperability Framework 153
Event calculus 234

F
Fabrication attacks 196
Fair Information Practices (FIP) 15, 24, 68, 89
File sharing tools 75-76, 87, 90-91, 104
FIPA Iterative Contract Net Interaction Protocol 231
Firewalls 23, 36, 198
First copy sunk cost 59
Flexibility 229
Free gift vs. free of charge 80
Functional specification of Plug and Play Business 180

G
Game theory 148
Gate keepers 183, 195, 197, 258
Genetic algorithms 129
Global center for trust management 159, 160-165, 179, 198, 257
Global Trust Center 160
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H
Hackers 27, 146
Hostile behaviors 37
Hybrid recommendation system 235

I
Infohabitants 129
Information and Communication Technologies (ICT) 1
Information ecosystems 47, 129

Information ecosystem dynamics 140
Information ecosystem evolution 148

Information modification 196
Information resource sharing 182, 241
Information security 27, 29

Information security defined 28
Information security elements 30
Information security processes 31
Information security risk analysis 32
Information security risk analysis matrix 241, 247

Innovation 173, 258
Innovation and entrepreneurship 178
Innovation in SMEs 178
Innovation obstacles 177

Instance based learners 114
Institutional facts 220
Integrity 30

Integrity interference 196
Intelligent agents 45, 200, 206
Interception attacks 195
Internet based information systems 1, 11, 42, 255

Internet based information systems characteristics 44
Internet based information systems defined 44
Internet based information systems dynamics 127, 257
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Interoperability 152-153, 164-165, 179, 227, 257
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Interoperability defined 153
Interoperability framework in Europe 153
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Interoperable collaboration 167, 241
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Interruption attacks 195
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K
Keyloggers 25, 89, 133
Kid brothers 19
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Machiavellian behaviors dynamics 140
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O
Obligations 185, 220
OECD guidelines 15
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Open source software 239, 244
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P
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In an increasingly networked world, where new 
technologies and applications are rapidly introdu-
ced into homes and offices of users, complexity 
is rising. As a consequence, threats and dangers 
related to Internet usage are more eminent than 
ever before. A central assumption is that if human 
activity is to evolve and grow in the environment 
constituted by the Internet, a sound control of 
personal information, and a reasonable level of 
protection from malicious and deceitful behaviors 
is necessary.
The research presented in this thesis is organized 
around two concepts, privacy and security. Privacy 
can loosely be described as “the right to be let 
alone” and security as “the protection from harm”. 
The setting in which these concepts are studied 
is Internet-based information systems, which are 
the global information systems that use the In-
ternet as the communication infrastructure, and 
which involve information, hardware, software, 
and human actors. Since Internet-based informa-
tion systems are characterized by, e.g., openness, 
dynamicity, anonymity, connectivity, and hostility, 
managing privacy and security is a cumbersome 
and challenging task.
In the study of privacy, a number of empirical stu-
dies are conducted, in which we explore the natu-
re and extent of software-based privacy invasions 
in Internet-based information systems. Three ex-
amples of privacy-invasive activities that are speci-
fically examined are spam (unsolicited bulk e-mail), 
adware (software that displays commercial con-
tent), and spyware (software that spies on users). 

The main contributions are the analyses of such 
privacy-invasions and their consequences, and the 
specification of a new category of software, which 
is referred to as privacy-invasive software (soft-
ware that ignores users’ right to be let alone). 
In the study of security, it has been investigated 
how interorganizational and interoperable busi-
ness collaboration using Internet-based informa-
tion systems can be achieved in the context of 
virtual enterprises. Virtual enterprises are a major 
trend in enterprise interoperability, making it pos-
sible to configure cooperative settings in which dif-
ferent companies temporarily share their resour-
ces toward a common goal. To realize this vision, 
we introduce Plug and Play Business, which is an 
integrated framework of information and commu-
nication technologies intended to support secure 
formation and operation of virtual enterprises. A 
formal analysis of Plug and Play Business, and the 
crucial tasks involved in the management of virtual 
enterprises is carried out together with a discu-
ssion of how to improve security and promote 
trust. A community of virtual enterprises, a gate-
keeper facility, and a set of security measures inclu-
ding norms and norm-enhancing mechanisms are 
identified for this purpose. To support the users of 
Plug and Play Business, intelligent software agents 
are suggested as means to automate some of the 
tasks necessary for operating a virtual enterprise. 
The study of security is concluded by an assess-
ment of the available technologies in support of 
realizing of Plug and Play Business software. 
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