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ABSTRACT 

The concepts of information ecosystems and multi agent systems are used to describe a security 
consistency model where, as a background, humans are presumed to act as Machiavellian 
beings, i.e. behaving selfishly. Based on this notion, we analyze behaviors initiated by network 
contaminants derived from the groupings marketing, espionage and malice, and their effects to 
an entire ecosystem. The contribution of this paper is a security consistency model, which 
illustrates a comprehensive and systemic view of the evolutionary risk environment in information 
networks. 
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INTRODUCTION 

The advance of information and communication technologies (ICT) has led to rapid reductions in 
the costs to diffuse, access and use information. Not only are information flows expanding at an 
amazing speed, and digital packaging on the way towards integrating multiple functions in new 
combinations and transactions, but the scope and quality of digital services is becoming a vital 
building block for success across a widening spectrum of business activities. Most organizations 
recognize the critical role that ICT plays in supporting their business objectives as well as fuelling 
profitability and growth. Due to that an increasing amount of valuable information is being made 
openly available; the risks for unsolicited, unintended or malicious use have increased. The highly 
and increasingly connected ICT infrastructures exist in an environment which is also increasingly 
hostile. Attacks are being mounted with growing frequency and are demanding ever shorter 
response times.  

The range of threats towards the ICT infrastructure is broad, so both ordinary users and 
organizations need to consider internal (e.g. insiders) and external threats (e.g. hackers, rival 
competitors, etc.). Information security is an increasingly important aspect of computerized 
systems and networks. In this respect, security is about preventing adverse consequences from 
the intentional and unwarranted actions of others. Although information security is by no means 
strictly a technical problem, its technical aspects (firewalls, authentication mechanisms, 
encryption techniques, etc.) are important. But so are other aspects, for instance economic goals, 
usability demands and human interaction (which we will investigate further in this article). 
Information security is an increasingly high-profile problem, as hackers, malicious actors and rival 
competitors take advantage of the fact that organizations are opening up parts of their systems to 
employees, customers and other businesses via the Internet. A large supply of privacy1-invasive 
and malicious software is already available for downloading, execution and distribution. Malware, 
that is malicious code planted on computers, gives attackers a truly alarming degree of control 
over systems, networks and data. Malware can be distributed and planted without the awareness 
or control of users, system administrators, companies and organizations.  

On the Internet, there are numerous insufficiencies, vulnerabilities and threats that in 
accumulation make it a very risky environment to conduct business operations in (Arce 2004; 
Ferris 2005; Spyaudit 2005). The rising occurrence of network contaminants or harmful software, 
e.g. unsolicited commercial email messages (spam), spyware and virulent programs, pose a 
great risk for the future of ICT infrastructures. We attempt to capture the current risk environment 
on the Internet by introducing a security consistency model inspired by theories of evolutionary 
biotic ecosystems and agents. The security consistency model illustrates a comprehensive view 
of risks, behaviors and consequences to an entire information ecosystem2.  

                                                 
1  We view privacy in conformity with the definition by Alan F. Westin: “Privacy is the claim of 

individuals, groups and institutions to decide for themselves when, how and to what extent 
information about them is communicated to others” (Westin 1968). 

2  An information ecosystem is a system of people, practices, values and technologies in a 
particular environment characterized by conflicting goals as a result of a competition with limited 
resources (Nardi et al. 1999). More on information ecosystems can be found in 3. 



NETWORK CONTAMINATION 

Large information networks3 (like the Internet) may be exposed to negative feedback (Choi et al. 
1997; Shapiro et al. 1999), or as we prefer to call it; network contamination4 , which bring about 
significant risks and severe consequences to all of the network participants. Network 
contamination describes a situation where a network is polluted with unsolicited commercial, 
political and/or malicious software. Network contamination degrades the utility of belonging to a 
network in that it imposes negative effects to systems, networks and users, i.e. the information 
ecosystem as a whole. Below is a classification based on newly developed and recently 
published studies on measurement and analysis of contaminants (Boldt et al. 2004; Sariou et al. 
2004). When presented here, the examples of network contaminants are rated at an ascending 
scale, from mild to disastrous influence on the information ecosystem. 

• Cookies and web bugs: Cookies are small pieces of state stored on individual clients’ on 
behalf of web servers. Cookies can only be retrieved by the web site that initially stored 
them. However, because many sites use the same advertisement provider, these 
providers can potentially track the behavior of users across many Internet sites. Web 
bugs are usually described as invisible images embedded on Internet pages used for 
locating a connection between an end user and a specific web site. They are related to 
cookies in that advertisement networks often make contracts with web sites to place such 
bugs on their pages. Cookies and web bugs are purely passive forms of contamination in 
that they do not contain any executable code of their own. Instead they rely on existing 
web browser functions just as unsolicited commercial email does. 

• Spam: Unsolicited commercial email messages are also purely passive forms of 
contaminants brought to the user without a necessary correlation to the user’s Internet 
activities. There is a negative impact on users’ right to privacy and to email applications, 
but not necessarily to the rest of the computer system.  

• Adware: Adware is a more benign form of spybot (see below). Adware is a category of 
software that displays advertisements tuned to the user’s current activity. Most “genuine” 
adware programs display only commercial content. 

• Tracks: A “track” is a generic name for information recorded by an operating system or 
application about actions that the user has performed. Examples of tracks include lists of 
recently visited web sites, web searches, web form input, lists of recently opened files, 
and programs maintained by operating systems. Although a track is typically not harmful 
on its own, tracks can be mined by malicious programs, and in the wrong context it can 
tell a great deal about a user.  

• Spybots: Spybots are the prototypes of spyware. A spybot monitors a user’s behavior, 
collects logs of activity and transmits them to third parties. Examples of collected 
information include fields typed in web forms, lists of email addresses to be harvested as 
spam targets, and lists of visited URLs5.  

• System monitors: System monitors record various actions on computer systems. This 
ability makes them powerful administration tools for compiling system diagnostics. 
However, if misused system monitors become serious threats to user privacy. Keyloggers 
are a group of system monitors commonly involved in spyware activities. Keyloggers 
were originally designed with the intention to record all keystrokes of users in order to find 
passwords, credit card numbers, and other sensitive information. 

                                                 
3  An information network is a network of users bound together by a certain standard or technology, 

such as the Internet (with TCP/IP) (Shapiro et al. 1999). 
4  The word “contamination” is used by anti-virus software companies in order to describe harmful 

software that causes unwanted and negative effects to networks and computers. Normally, only 
virus programs and worms are included in this definition, but we extend that view and include 
unsolicited commercial and/or malicious software that pollutes or litters information ecosystems. 

5  Uniform Resource Locator, the global address of documents and other resources on the World 
Wide Web. 



• Browser hijackers: Hijackers attempt to change a user’s Internet browser settings to 
modify their start page, search functionality, or other browser settings. Hijackers, which 
predominantly affect Windows operating systems, may use one of several mechanisms 
to achieve their goal: install a browser extension (called a “browser helper object”), 
modify Windows registry entries, or directly manipulate and/or replace browser 
preference files. Browser hijackers are also known to replace content on web sites with 
such promoted by the malicious (Skoudis 2004).  

• Trojan horses: This is a harmful piece of software that is disguised as legitimate software. 
Trojan horses cannot replicate themselves, in contrast to viruses or worms. A trojan 
horse can be deliberately attached to otherwise useful software by a programmer, or it 
can be spread by tricking users into believing that it is useful. To complicate matters, 
some trojan horses can spread or activate other malware, such as viruses. These 
programs are called “droppers”.  

• Worms: Worms are similar to viruses but are stand-alone software and thus do not 
require host files (or other types of host code) to spread themselves. They do modify their 
host operating system, however, at least to the extent that they are started as part of the 
boot process. To spread, worms either exploit some vulnerability of the target system or 
use some kind of social engineering method to trick users into executing them. However, 
they usually do not require human interaction to spread.  

• Viruses: These programs have used many sorts of hosts. When computer viruses first 
originated, common targets were executable files that are part of application programs 
and the boot sectors of floppy disks, and later documents that can contain macro scripts. 
More recently, most viruses have embedded themselves in email messages as 
attachments, depending on that a curious user opens the attachment. In the case of 
executable files, the infection routine of the virus operates so that when the host code is 
executed, the viral code gets executed as well. Normally, the host program keeps 
functioning after it is infected by the virus. Viruses spread across computers when the 
software or document that they attached themselves to is transferred from one computer 
to the other. Usually, viruses require human interaction to replicate (e.g. by opening a file 
or reading an email). 

In order to clarify the problem of network contamination, we present an analysis where we 
position the different examples of contaminants into three separate groups. Other groupings of 
harmful or malicious software have been performed before, see, e.g. Bishop (2004) and Skoudis 
(2004), but these have not included e.g. spyware, spam and adware in their analyses. This is a 
shortcoming since these types of software have become very common on the Internet and since 
they have severe impacts on system and bandwidth capacity as well as security and privacy, see, 
e.g. the work by Boldt et al. (2004) and Sariou et al. (2004). We principally adopt the 
categorization worked out in (Szor 2005), since a broad variety of programs are included. In this 
classification, programs range from viruses and worms to keyloggers and logic bombs. However, 
there is no internal grouping of the different harmful software types. This is something that we 
have included. 

Below, we try to address the different kinds of contaminants by grouping them according to 
their original purposes and goals. Even though the categories may not be mutually excluded from 
each other, they still aid in structuring the purposes that precede the distribution of contaminants. 
This facilitates for analyzing the risk environment on the Internet.  

• Marketing: Here we include software that displays commercial and/or political messages 
to users. The purpose behind the software comprised in this category is usually to directly 
display, or to indirectly take part in such an event by, for instance, providing means to 
display messages that are of a commercial nature. The contamination aspects derives 
from that this software category impacts the stability of systems and networks. Also, the 
utility of belonging to the networks is negatively affected in that it exploits the users’ lives 
with unsolicited commercial and/or political content. 

• Espionage: Here, we find software that is set to collect and distribute information about 
specific users, their behaviors, and data about the workstations. There are normally two 
purposes behind the software included in this category. First and most commonly, these 
programs take part in commercial plans, i.e. they collect and distribute information for 



reasons of, e.g. customized marketing and/or competitive advantages. Second, reasons 
of surveillance motivate certain programs set to spy on some users and report about their 
personal encryption keys, keystrokes that they have made, records from chat sessions, 
etc. Even though this software category impacts the capacity of systems and networks, 
its main cost is that it invades the privacy rights of the users. 

• Malice: In this category, programs serve malicious and/or destructive purposes. Here, we 
find programs with the ability to autonomously replicate and to spread disorder in 
systems and networks. Even though most software here serves a malicious purpose, 
some software types may have been developed with a commercial intent such as that to 
bring competitors down by attacking, monitoring and/or controlling their networks and 
systems. In that way, the main cost here is that this software category impacts the 
security of systems and networks. 

 

   
In Table 1 the grouping of the contamination examples can be viewed. As has been implied, 
exactly where to draw the line between what software types that should be sorted into which 
category is difficult to finally agree about. For instance, malware such as viruses and worms are 
usually not designed with a commercial intent, although there are examples indicating that 
malware also can be used in order to complete a commercial plan. Albeit a virus generally is 
designed to create disorder in a system that particular aspect may very well be an important 
ingredient in a commercial strategy initiated by a rival competitor. Although, in Table 1 we have 
grouped the software types according to their original purposes.  

A distinction such as between the contamination groupings is helpful when analyzing the risk 
environment in order to decide on security measures. The consequences of being exposed to 
purely malicious software may be loss of and/or tampering with data and system resources, 
unnecessary costs for network and system maintenance. Exposure to espionage software may 
be loss of sensitive corporate information, breaches in copyright, and privacy protection. 
Unsolicited marketing campaigns distributed to the entire network also render unnecessary costs 
for network and system load. The occurrence of any kind of contaminant is not beneficial when 
building a secure and stable information network.  

In summary, ensuring security in networks is critically important if the positive effects of 
adopting new technologies are to arise. But the security domain facing Internet users is not easily 
understandable. Therefore, we attempt to put the contaminants in a context by using a wide-
ranging information ecosystem, inhabited by Machiavellian actors, as an analogy.  

Marketing Espionage Malice

Cookies and web
bugs

Spam 
Adware 

Tracks

Spybots

System monitors

Browser hijackers

Trojans

 Worms

Viruses

Table 1. Problemisation of network contamination examples. 



MACHIAVELLIAN ACTORS AND AGENTS 

An information ecosystem, i.e. a network of interacting people, smart services and equipment, 
may be compared to a biological ecosystem. The process that shapes the patterns of actors 
within a biological ecosystem is called natural selection (Williams 1996). In a biological system 
there are always security aspects to consider because there is a lack of resources in nature. 
Sooner or later a confrontation occurs, either directly or indirectly, between the rival actors.  
The worst single security threat is not the technology itself, but the humans. The human mind 
may be examined using a Darwinian explanation (Donald 1991; Gärdenfors 2003), which we 
further on will describe as a Machiavellian intelligence. Successfulness for the single participant 
rather than loyalty towards the system will be favored, i.e. we should expect selfish, vigilant 
behaviors among actors. Cooperation, belonging to a business group and so on, must hold some 
advantage compared to being alone. 

Evolving Minds 

Machiavellian intelligence, i.e. bringing out self-interest at the expense of others (Dunbar 1997), is 
not an obvious method to use in an information ecosystem. What method to use is a matter of 
evolving minds and how skilled the actors are. Dennett (1995) and Gärdenfors (2003) categorize 
these actors, or creatures, into five levels in nature namely Darwinian, Skinnerian, Popperian, 
Gregorian and Donaldian. 

• Darwinian: At the first level Darwinian creatures create a more or less blindly generated 
natural selection. Organisms are field-tested where only the best designs survive, leaving 
not much choice for the sole individual.  

• Skinnerian: Next level, Skinnerian creatures generate a variety of actions, which they try 
out one by one, until finding one that works. This trial and error function has the 
disadvantage of killing those that make a fatal error, because of the direct practice 
against nature.  

• Popperian: Pre-selection is a better choice, i.e. to have an inner selective environment 
where it is possible to simulate before practice. These Popperian creatures permit as 
Popper himself pointed out, “our hypothesis to die in our stead”, i.e. we do not need to 
practically investigate bad possibilities.  

• Gregorian: An even better solution is to get information from outside in order to learn from 
others without simulating or practicing, i.e. we can learn from past mistakes.  

• Donaldian: Finally, so called mind-tools explains how knowledge is stored outside the 
human mind. A Donaldian creature uses mind-tools ranging from ancients sculptures to 
books and, very recently, computers.  

Both a Gregorian and a Donaldian creature may act as a Machiavellian being. The Gregorian 
actor uses information gathering to obtain advantages compared to other actors. This collected 
source of information accessible for the Donaldian creature may act as an extended “survival kit”, 
used against other actors for some self-interest. 

In general, an agent should act as a Darwinian or Skinnerian creature by sending hardwired 
instructions to defeat malicious actions from other agents. An agent modeling decision rules 
within the area of artificial intelligence simulates a Popperian creatures but it is outside the scope 
of an agent to behave as a Gregorian creature. The conceptual idea about learning is usually 
something more than having a database with a set of decision rules, i.e. the tools available for 
implementing an agent.  

Instead, the right to become a Machiavellian being is reserved for humans that act as 
Gregorian creatures by using the unique human brain capacity, and Donaldian creatures by using 
mind-tools. Mind-tools may be static like the content of a traditional book or dynamic like an agent 
concept within a computerized system. So, separating the “minds” of a human and an agent 



implies separating humans with Machiavellian intelligence from agents acting as mind-tools, i.e. 
agents fulfilling some human interests. 

An Agent View 

Agents may be used for autonomous execution and have the ability to perform domain-oriented 
reasoning. All the details about how this exactly should be done are dependent on if and to what 
extent certain properties are assigned to the agents. Russell and Norvig (1995) provide the 
following definition: 

“An agent is anything that can be viewed as perceiving its environment through 
sensors and acting upon that environment through effectors.” 

This definition depends on what we use as the environment, and on what we mean by sensing 
and acting. If computational aspects are specifically addressed the following agent definition 
could be used (Wooldridge et al. 1995): 

“An agent is a computer system that is situated in some environment, and that is 
capable of autonomous action in its environment in order to meet its design 
objectives”. 

The agent must have some reasoning capacity ranging from an almost negligent reactively 
reasoning agent to a so called intelligent agent. The reactive school (Agre et al. 1987) avoids 
symbolic representation (Rosenschein et al 1986). This could be compared to the deliberative 
school which represents mental states such as beliefs, desires and intentions of the agent (Rao 
et al. 1995) or takes models from sociology and psychology (Castelfranchi et al. 1996). 

A rational agent will cooperate with another agent to achieve a predefined goal, to reach an 
optimal state, or to achieve something else that is useful. The crucial thing is what happens if 
there is a conflict of interest among agents. How should these agents choose either to cooperate 
with or to defect from one another? 

Unlike the traditional descriptions of agent systems based on mental states having  beliefs, 
desires and intentions (Rao et al. 1995), we here focus on the human masters, i.e. humans with a 
Machiavellian intelligence using agents for achieving some conflicting goals. A human is capable 
of using knowledge outside the actual domain and arranging it consciously. This knowledge is 
then transferred to the agents through instructions and is thereby relying on feedback. Human to 
agent interaction may be used describing different contaminants in an antagonistic information 
ecosystem, i.e. a multi agent society with all included concepts. 

Multi Agent Societies 

The structure of an information ecosystem can be modeled as composed of three different types 
of entities: the agents, the coordination mechanisms used, and the relevant context. 
Contemporary models of multi agent societies (MAS) generally focus on one of these concepts, 
e.g. computational market models suppress the context and agent perspectives, while beliefs, 
desires and intention models focus solely on the agent perspective. However, in modeling crucial 
aspects of conflicts and antagonism in information ecosystem we typically have to include 
aspects of all three concepts. We have already described the first concept, the agents, in 3.2 and 
will return to the relevant context in the security consistency model in 4. The remaining 
coordination mechanisms are based upon conflicting agents trying to fulfill some goals of self-
interest. Here, the theory of natural selection fits the MAS model, i.e. selfish agents acting in an 
open environment not controlled by any superior coordinators. 



The goals of an agent are usually provided by a human, often the owner or designer of the 
agent. Achieving these goals may involve humans acting in a competitive surrounding. We will in 
the next chapter use and discuss the concepts of Machiavellian actors, arms race, the tragedy of 
the commons, and the red queen effect within our proposed security consistency model.  

A Security Consistency Model within an Information Ecosystem 

To describe the dynamics within an information ecosystem, the security consistency model is 
outlined in Figure 1.  

 
The figure describes how selfish actors take part in an escalating competition and/or enhanced 
exploitation over common resources. This results in settled conflicts, chaotic ecosystem 
breakdown or in the implementation of legislative solutions. In the model, the goals for the 
Machiavellian actors are to devote themselves to controlling agents which are designed to 
maximize their owner’s utility. Two consequences of such selfish acts are arms race and the 
tragedy of the commons. They both presume an open surrounding where the all-embracing 
control of the agents is very limited. The outcome of such a conflicting settlement substantiates 
the red queen effect, which results in either settled conflicts or a chaotic ecosystem breakdown. 
Other, non conflicting environments or one-sided favored actors may of course behave differently 
and such exceptions and conceivable improvements are outlined in the legislative solutions. 
Actors and Goals 

The basic setting in the security consistency model is constituted by actors equipped with 
Machiavellian intelligence. The dynamics caused by such selfish behaviors must be considered, 
and a friendly digital environment should therefore never be expected. The goal for the 
Machiavellian actor is to profit from the agent interaction. Besides giving the initial instructions to 
the agent, the actor most likely has to continually instruct the agent because of the limited 
knowledge of a software agent (compared to a human being behaving as a Gregorian and 
Donaldian creature).  

MASs are managed by humans, and humans are, as a result of the evolution, competitive 
and selfish actors. In contrast to the physical world, it is more convenient to abuse a network in 
order to commit crimes and frauds, due to, e.g. anonymity, technical superstructure and lack of 
limited physical distance.  

Behavior
Selfish

acts

Goals
Maximize the
actor utility

Arms race

Actors
Machiavellian

actors

Tragedy of the 
commons 

AgentAgent

Outcome
Red queen

effect
Settled 

conflicts
Chaotic

breakdown
Legislative
solutions

Figure 1. The security consistency model.



Consequences of Behaviors 

The consequences of behaviors within a selfish surrounding may either be an escalating 
competition or an enhanced exploitation over accessible resources within the ecosystem. In 
accordance with biological ecosystems, we introduce arms race and/or the tragedy of the 
commons for these activities respectively. 

The skills of the actors are refined through an evolutionary competition called an arms race 
(Dawkins 1982; Maynard Smith 1982). An arms race between actors, either humans or agents, or 
between groups of actors signifies that the (antagonistic) activities made by one group are 
retorted by countermeasures by another group, which in turn makes the first group react, and so 
on. This property may act as a self-adjusting quality set to improve an information ecosystem 
over time. The term arms race is used generically to describe any competition where there is no 
absolute goal, only the relative goal of staying ahead of other competitors. Arms race is usually 
described as one of the major forces within information ecosystems. From an evolutionary 
perspective, arms race could be regarded as positive because the ecosystem will eventually 
become more robust (i.e. if it survives the negative aspects such as contamination). On the 
Internet, there are numerous examples of arms races, which we will come back to in 5. 

If common resources (e.g. bandwidth, storage media) are misused by a selfish actor, a 
tragedy of the commons situation may occur (Hardin 1968). The tragedy of the commons 
describes an event where the costs caused by the actions of a selfish individual are shared by all 
participants, while the selfish individual gets all benefits from these actions. In such a competitive 
surrounding, there is an obvious risk that the majority of the individuals will be worse off. Thus, a 
common solution should in the long run favor everyone, because the alternative is a breakdown. 
Originally, the tragedy of the commons was used by Hardin (1968) in order to describe a 
metaphor that illustrates a sub-optimal use of or even destruction of public or other collectively 
shared resources (the “commons”) by private interests when the best strategy for individuals 
conflicts with the common good. In game theory, the key to the tragedy of the commons is that 
when individuals use a public good, they do not bear the entire costs of their actions. Each seeks 
to maximize individual utility, and thus ignores costs borne by others. The best (non-cooperative) 
strategy for an individual is to try to exploit more than his or her share of public resources. Since 
every rational individual will follow this strategy, the public resources get overexploited. 

Outcomes 

The resulting stage of enhanced resource exploitation may be the red queen effect (Maynard 
Smith 1982; van Valen 1973). This expression stems from what the red queen said to Alice (in 
Wonderland):  

“Here, you see, it takes all the running you can do to keep in the same place.”  

The red queen effect describes a situation where all actors or groups of actors in an information 
ecosystem must evolve as fast as they can in order to stay alive. An advance by one actor or 
group is experienced as deterioration, depending on a “zero sum”6 condition, of the surroundings 
of one or several groups. Each actor or group must frequently evolve if not to be left behind. The 
metaphor of the red queen represents a situation in nature where species must adapt to changing 
environmental threats by means of better skilled individuals.  

The red queen effect is represented by three possible outcomes, namely settled conflicts, 
chaotic ecosystem breakdown or the implementation of legislative solutions. In Figure 1, a 
dashed frame indicates a meta-level solution to the problem, i.e. a solution derived from 
parameters outside the initial consistency model. 
                                                 

6  The gains for one group are exactly balanced by the losses of the complementary group. 



From a biotic ecosystem’s point of view, arms race normally means a settled conflict where 
each actor or group of actors finds a suboptimal solution, i.e. arms race tends to act in the 
background. In other words, a refined balance between antagonists restrains the actors from 
misusing the system.  

On the Internet, a company or a service that is not evolving with the same pace as its 
competitors is being out-maneuvered by market progress, i.e. the breakdown of a tragedy of the 
commons or an arms race situation occurs. The same is true if commercially motivated or purely 
malicious actors exploit resources as a consequence of the tragedy of the commons situation. 

In the security consistency model, distributed solutions (as opposed to legislative solutions) 
like “informed actors” or “free market forces” would not essentially increase the utility of the 
ecosystem. Such solutions are based upon the (contradictory) selfish actors or the activities 
already mentioned above. Instead, legislative solutions, where demands are initiated, are 
needed. Such a solution is strictly speaking outside the model since it is not regulated as a 
natural consequence of the activities within the ecosystem. Instead, legislative solutions are 
regulated by fabricated (as opposed to natural) authorities.  

NETWORK CONTAMINATION SCENARIOS 

In this section, we explore three examples of network contamination where harmful activities are 
realized by Machiavellian actors that abuse a network for their own good. The examples 
discussed are derived from the three major groupings of network contaminants mentioned in 2. 
Here, we use the theory of information ecosystems and the security consistency model (see 
Figure 1) to analyze these phenomenons. 

Spam and the Distribution of Advertisements 

During mid 2004, the total spam rate reached 70 percent of all email messages that traversed the 
Internet. Calculations indicate that on the average, each spam needs 4.4 seconds for handling, 
i.e. reading and deletion (Lueg 2003). With the distribution of 20 billion spam messages per day, 
an astronomical, accumulated 25 million hours are needed for the handling of spam. According to 
reports, a single spammer may hold up to 200 million email addresses, to which transmission is 
conducted with a very limited extension of means. So, a vast distribution of spam may be 
performed by only a small number of spam-senders.  
Spam distribution, or as some marketers prefer to call it; email marketing, is an important 
ingredient in marketing strategies. To most organizations, sound email marketing (in contrast to 
bulk spam distribution) could be a highly cost-efficient method for conveying offers that could 
allow a company to reach a substantially large amount of potential customers. But today’s mass 
e-mailing is littering the Internet and thus contributing to network contamination.  
Machiavellian Spammers 

Currently, spam messages are mainly distributed as parts of comprehensive business 
strategies (i.e. with selfish purposes). A few network participants use the availability of an entire 
network for their own good, with no regards as to who must bear the consequences. Due to that 
spammers primarily take themselves into consideration, they are behaving as Machiavellian 
actors. 

Spam and Arms Race 
Spam may invade computers as a result of an arms race. Spam filters and lists of blocked 
accounts and servers may reduce the amount of spam, but spammers that hide their intended 
message and the occurrence of more effective data harvesting methods may instead increase the 



accumulated rate of spam. Arms races force anti-spam measures to evolve as a result of spam 
activities, which in turn make the spammers react, and so on. In this light, users probably accept 
false positives, but true negatives are unacceptable, i.e. users do not take the risk of throwing 
away an important message even though the vast majority of email messages are spam.  

The Tragedy of the Commons 
As a result of the red queen effect, spam messages do not pay their own costs (Jacobsson et al. 
2003). This is a tragedy of the commons situation where a single spammer may violate the use of 
bandwidth, storage capacity or in the end the whole network. As long as the costs for spam 
activities are shared among the entire network, there are no real incentives for a spammer to 
stop.  

The Red Queen Effect 
There is a risk that computer applications may become inapplicable as a result of heavy spam 
messaging activity. According to the red queen effect, an application under attack must evolve as 
fast as it can merely to survive. If the proportion of spam messages exceeds a critical limit, users 
may find it inconvenient to use email systems over the Internet. Most spam messages are 
automatically generated, but removing them is done manually (if we do not dare to rely on spam 
filters). Human capacity is the same today as yesterday, so a hundredfold or a thousand-fold 
expansion of spam traffic may result in that the whole email application collapses, i.e. as chaotic 
breakdown7 in the security consistency model. Settled conflicts would also be a potential solution, 
but if such a scenario is to be effectuated the very source of spamming must be removed, i.e. the 
economic incentives for spamming must be eliminated. The way the Internet is constructed; this 
is not a plausible outcome. One solution that, to some extent, has been effectuated so far is the 
implementation of legal impediments8, but observations indicate that these initiatives are not 
powerful enough to combat spamming (Jacobsson et al. 2003). 

Spyware and the Collection of Business Information 

Spyware is a category of software that covertly gathers and distributes user information through 
the user’s Internet connection without the user’s knowledge of it (McCardle 2005). Typically, 
spyware programs are bundled with ad-supported free software (Sariou et al. 2005), such as file-
sharing tools, instant messaging clients, etc. Once installed, the spyware monitors user activity on 
the Internet and transmits that information in the background to third parties, such as advertising 
companies (Townsend 2003). Spyware usually also includes some adware components, e.g. 
software set to display advertisements and offers to the user (adware), browser helper objects 
and cookies. Also, some spyware programs act as Trojan horses allowing installation of further 
malware. One of the major American ISPs9 set to measure the occurrence of spyware on the 
computers connected to their network. They discovered that the total number of spyware 
instances was 27.8 per scanned computer (Spyaudit 2005). The number of Trojans and system 
monitors approached 18% respectively, whereas the instances of adware were 5 for each 
scanned computer. Also, experts suggest that spyware infect up to 90% of all Internet-connected 
computers. 

                                                 
7  Recently a Finnish professor forecasts that the Internet will crash in 2006 due to explosive 

growth of computer viruses and unsolicited email messages (Newsroom Finland 2005). 
8  See, e.g. the EU Directive on Privacy and Electronic Communication (Directive 2002/58/EC). 
9  ISP is an abbreviation for Internet Service Provider that is; a company that provides access to 

the Internet. 



Potentially, a spyware could have some value in terms of allocating usable customer 
information to profit-driven organization. Even so, a spyware program normally creates problems 
such as that it imposes threats to security and privacy, and also degrades system and network 
capacity (Sariou et al. 2004). 

The Machiavellian Spyware Intruder 
Typically, a legal grey area is exploited by the spyware actors, since they in most program 
licenses actually specify that information may be gathered for corporate purposes. However, the 
usual model is to collect more information than have been asked for (Jacobsson et al. 2004). The 
only focus is to maximize the value for the spyware distributor, rendering in selfish behavior. 

Spyware and Arms Race 
Spyware is usually problematic to detect and remove from infected host computers since users 
install the carriers of spyware, e.g. file-sharing tools, on a voluntary basis (typically, the file-
sharing tool cannot run if the spyware is removed). Then, the message distribution part is taken 
care of by the spyware servers connected to the file-sharing network. This could mean that a 
spyware can operate like a slowly moving virus without the distribution mechanisms usually 
otherwise included, and without the detection mechanisms visible for anti-virus programs. Today, 
some anti-spyware tools exist, which generally are useful for locating spyware, however, the 
removal of located spyware is difficult (even for an anti-spyware tool) since it normally is 
interfused with the actual file-sharing program. However, it seems as if the anti-virus community 
has begun to react on spyware. In combination with anti-spyware tools they may become an 
effective measure in the struggle against spyware. However, the history of virus versus anti-virus 
has shown that such an effort will be retorted with newer and more advanced spyware programs, 
and so on. 

The Tragedy of the Commons 
Today, it can be hard to distinguish a spyware program from a virus. Even though a virus typically 
is designed for destructive purposes, such properties can also be added to a spyware. Given this, 
security gets more difficult to uphold. Even though some anti-virus tools are designed to react on 
spyware programs, most such applications still do not regard a spyware as a virus. An 
unsuccessful spyware is stopped by anti-virus/anti-spyware applications, whereas successful 
spyware programs continue to gather and transmit sensitive information to third parties (which 
may be rival competitors) over the Internet. For instance, by allowing employees to use 
commercially supported freeware, such as file-sharing tools, a company faces the risk of being 
monitored by potential competitors or malicious actors that selfishly utilize the information for their 
own good. The consequences in terms of, for example bandwidth over consumption are left to the 
network. 

The Red Queen Effect 
In contrast to a virus, spyware programs may operate in the background in such a relatively low 
speed that they are deceptively difficult to detect and remove. Since spyware may include 
components set to cause destruction in a system, the consequences may be just as dire as with a 
regular virus. Although, settled conflicts may really be a reasonable solution to the spyware 
problem, it may just as well lead to chaotic breakdown. Increased amounts of spyware programs 
will lead to over consumption of system and network capacity rendering in unnecessary costs for 
maintenance, backup, etc. In the end, it is the network participants that must share the costs. 
Eventually, a chaotic breakdown may be the ultimate result. Since spyware programs are a 
relatively new phenomenon, there are no imperative legal restrictions to comment on. Albeit, 



should such one be found, it is reasonable that it will face the same kind of problems as spam 
and virus software legislation. 

Virulent Programs with Business Intentions 

In the summer of 2003, Sobig.f infected 200 million email messages across the Internet during its 
first week of activity. Estimates indicate that Sobig.f impacted 15% of large corporations, and 30% 
of small and medium sized organizations. Sobig.f was the most virulent virus over the last four 
years (Arce 2004). Due to that Sobig.f also fit the properties of a worm; it infected the host 
computer when an enclosed file was opened by the user. Inside the computer, Sobig.f used 
addresses from the local address book for further spreading. As part of the payload, harmful 
software was downloaded and installed on the infected computer, which also permitted further 
installations of new malware and reconnections of network traffic. The original idea behind Sobig.f 
was to install a spam proxy-server on the targeted desktop in order to use the infected computers 
as distribution nodes over the Internet. However, this step was not completed because of too 
much attention drawn made it impossible for the virus to operate secretly in the background. In 
this context, Sobig.f is also an example of how purely malicious malware may be used as a part 
of a business strategy.  

A “mistake” made by the creators of Sobig.f was its too successful spreading mechanism. If 
the purpose was to install a spam proxy-server on the local computer, a much slower distribution 
would have been preferable. A spyware without any attention from the anti-virus software 
community, but with full access to end-users’ computers would have been the perfect tool. 
Reasonably, the main intention for Sobig.f was not to damage the host, but to use it as a leverage 
point in order to reach more extensive parts of the Internet.  

In theory, a virus has no utility (in opposite to what might be the case with spam), and 
therefore it can only be considered a cost for belonging to the network. However, indications 
make valid that there are other utility models involved in the design and development of virus. For 
instance, a designer of a worm or a virus may desire to earn a reputation as a hacker10 in coveted 
communities on the Internet. Virulent programs are more common than ever and they, in 
accumulation, seriously contribute to network contamination. 

The Machiavellian Virus Makers 
In the digital environment, there are Machiavellian humans acting not only as traditional hackers, 
but also as cunning businessmen. As the Sobig.f example shows, a virus may consist of, not only 
the distribution mechanism and the payload process, but also of a comprehensive business idea 
(the installation of spam proxy-servers). Like spam, virulent programs are typically developed and 
spread for selfish purposes. 
Virus and Arms Race 

The ongoing arms race facilitates a reaction within hours from anti-virus software companies. 
So, if, for instance a company has invested in qualified security software, a regularly upgraded 
anti-virus protection should solve the immediate and realized threats. However, history has 
shown that for every successful anti-virus protection, there is a new successful virus, and so on. 

                                                 
10 In computing slang a hacker is a person who enjoys exploring the details of programmable 

systems and how to stretch their capabilities, as opposed to most users, who prefer to learn only 
the minimum necessary. Although, this term has also come to refer to a computer vandal or 
criminal. 



The Tragedy of the Commons 
A virus distributor uses the network for spreading virulent programs with little regards to the 
infected parties. The usual model for a virus is to infect as many nodes on the network as 
possible in the least conceivable amount of time. Even though some attacks may be directed to 
targeted parties, infections typically strike others as well. Also, arms race indicates that every 
virus is retorted by countermeasures taken by the anti-virus organizations. Either way, it is the 
gullible network participants and the network service providers that carry the costs of virus (and of 
anti-virus protections).  

The Red Queen Effect 
The behavior of virtual network neighbors is essential for local security settings. Even an 
excellent local security policy may fail in a surrounding of insecure settings. In the Sobig.f 
example, email addresses were distributed from infected hosts, and a heavy network overload 
influenced all nodes on the network. For both anti-virus protection and for virus programs, they 
must continue to evolve in order to stay on the same place. As long as there is no great 
disadvantage for the anti-virus protection, the conflicts will be more or less settled. Although, a 
serious increase of virus distribution can result in that an entire network end up in chaotic 
breakdown. Also, some examples of the implementation of legislative solutions exist in the US 
today11. However, due to the global structure of the Internet such initiatives are inevitably fruitless. 

DISCUSSION  

On the Internet, the number of successful attacks has increased, and the amount of computers 
and servers breached by intrusions has augmented (Ferris 2005). Business ideas and malicious 
activities may sometimes interfuse. Human to agent interaction may be used to describe different 
network contaminants in an antagonistic information ecosystem. Email marketing, remote control 
and information gathering are replaced by spam, virulent programs and spyware, which all may 
act as harmful agents controlled by selfish actors. These different examples converge to a more 
general Machiavellian business idea. A virus may install a spam proxy server on an unprotected 
computer. Spyware enables for the spreading of email addresses that may result in the receiving 
of spam or in the gathering of sensitive business information.  

In the security consistency model, which is based on Machiavellian actors, i.e. the humans, 
and mind-tools (the agents), we describe the different behaviors and outcomes using an 
evolutionary approach. This view is not in contrast to a game theoretical or a trustworthy12 
approach, but point out some limitations when exclusively modeling these approaches. 
Conflicting agents are often modeled using a game theoretical approach, where the outcome of 
the interaction is described as a payoff matrix. There has been a lot of research in distributed 
negotiation (Genesereth et al. 1998), market based systems (Wellman 1994; Ygge et al. 1998), 
autonomous agents (Rosenschein et al 1994), decision theory (Gmytrasiewicz et al. 1995), and 
evolutionary game theory (Lindgren 1991; Lomborg 1994). Normally, a game theoretical 
approach signifies a simplification of the problem studied, i.e. the agents are assumed to 
generate a specific outcome of the interaction. The security consistency model looks at an 
additional interactional meta-level introduced by the Machiavellian actors. 

Trust (which is a necessary component in any relationship, physical or digital) is problematic 
to ensure between actors in a growing network, especially when technical superstructure and 

                                                 
11 For example, see the Spyblock Act, which has been introduced in the US Senate (Spyblock Act 

2004). 
12 Trusty and trustworthy systems are not the same. A system is trusted if it operates as expected 

and trustworthy if trust also can be convincingly guaranteed. With Machiavellian actors, we need 
trustworthy systems. 



anonymity are the signifying characteristics. Even though good intentions and trust may be in 
place between agents, an agent cannot always trust its partners. The insecure settings of one 
actor will cause security problems to all parties in an information ecosystem. This means that 
agents designed to be trustworthy still are at risk. The increasing occurrence of new 
contamination technologies distributed by selfish actors make the elements of risk both apparent 
and urgent. 

The occurrence of harmful software means that even though a computer may be secure, a 
breached computer owned by a network neighbor can cause harm to other users. So, the security 
of a neighbor very much becomes every network participant’s concern. No single user facing the 
problems of, for instance spam messages and/or virulent programs is capable of solving the 
difficulties single-handed. Instead, security threats and trustworthy behaviors are foremost a joint 
problem to joint communities and societies.  

To an organization, the internal security is important, but not sufficient. Selfish actors solve 
problems by introducing an arms race, but they may also cause a tragedy of the commons 
situation. The successfulness of a network depends primarily on the cooperation between the 
actors. So, cooperation must hold advantages compared to acting alone. Since network 
participants take part in a dynamic and complex information ecosystem, security concerns should 
be separated from other business activities in the digital economy.  

We could extend each of the network contamination examples to include other outcomes of 
the red queen effect. However, just as biotic ecosystems, the future is not entirely predictable 
because of too many unexpected circumstances. The security consistency model includes 
necessary but insufficient information for anticipating some aspects of the future. Humans have 
the possibility to act on inappropriate behaviors by restricting the positive outcome of such an 
activity through legislative solutions. This is not the same as stopping the selfish behaviors of 
Machiavellian actors. The arms race and the tragedy of the commons will just take another less 
harmful direction. Hopefully, the development of a stable and sound network will benefit from the 
security consistency model in that it provides a comprehensive and systemic view of the risks 
conveyed by selfish behaviors in evolutionary information ecosystems.  

CONCLUSIONS 

There are three principle ideas presented in this paper. First, there is the security consistency 
model based on Machiavellian actors and agents, which permit an evolutionary view on the risk 
environment that face information ecosystems. Second, an effort to analyze and group the 
different types of network contaminants in the categories marketing, espionage and malice is 
outlined. Third, there is a discussion concerning the risks and consequences impaired by one 
example from each the network contaminant groups, namely spam, spyware and virulent 
programs.  

Based on these ideas we found that there are numerous security risks on the Internet. We 
have outlined common contaminants on the Internet and grouped them according to their 
purposes and functions. Each and every one of the contamination groups have separate effects 
on the information ecosystem, although they also have a lot in common. In combination, the 
contaminants converge to a general Machiavellian behavior where selfishness is the defining 
characteristic. One conclusion from the security consistency model was that the contamination 
risks facing users and organizations on the Internet are a joint problem. It cannot be faced by 
these participants one by one. Instead the entire network and all of its interested parties must join 
together and form a digital environment where Machiavellian behavior is controlled so that risks 
are minimized. Here, our contribution is a comprehensive and systemic description of the 
evolutionary risk environment facing the Internet. 
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