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Abstract

Wireless and Mobile Internet have changed the way people and businesses
operate. Communication from any Internet access point, including wireless
networks such as UMTS, GPRS or WLAN has enabled organizations to have
a mobile workforce. However, networked applications such as web, email,
streaming multimedia etc. rely upon the ability of timely data delivery. The
achievable throughput is a quality measure for the very task of a communi-
cation system, which is to transport data in time. Throughput is thus one
of the most essential enablers for networked applications. While in general,
throughput is defined on network or transport level, the application-perceived
throughput reflects the Quality of Service from the viewpoints of the applica-
tion and user.

The focus of the thesis is on the influence of the network on the application-
perceived Quality of Service and thus the user perceived experience. An
analysis of application based active measurements mimicking the needs of
streaming applications is presented. The results reveal clear influence of the
network on the application-perceived Quality of Service seen from variations
of application-perceived throughput on small time scales. Results also indi-
cate that applications have to cope with considerably large jitter when trying
to use the nominal throughputs. It was observed that the GPRS network had
considerable problems in delivering packets in the downstream direction even
when the nominal capacity of the link was not reached.

Finally, the thesis discusses the suitability of wireless networks for different
mobile services, since the influence of the network on the application-perceived
Quality of Service is of great significance when it comes to customer satisfac-
tion. Therefore, application-perceived Quality of Service in wireless networks
must also be considered by the mobile application programmer during the
application development.
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Chapter 1

Introduction

The future has already arrived. It’s just not

evenly distributed yet.

– William Gibson

In the late 20th century the Internet changed the way people and business
operate. Today, laptops with wireless access to the Internet, Personal Digi-
tal Assistants (PDAs) with Internet communication possibilities, and cellular
telephones have become technological innovations that people have come to
take for granted in both personal and professional lives.

1.1 Evolution of Wireless Networks

The earliest origins of wireless technology date back to the late 1700s. A
French inventor called Claude Chappe (1763–1805) invented the optical tele-
graph in 1792. This was the first practical telecommunications system. During
Napoleon Bonaparte’s military campaigns the optical telegraph was used for
transmitting battle successes and provincial activities between remote loca-
tions and Paris.

The discovery and reproduction of man-made radio waves in 1887, by

1



CHAPTER 1. INTRODUCTION

Heinrich Hertz (1857–1894), led to the development of the modern wireless
world, although Hertz did not understand the commercial value of the in-
vention. It was Guglielmo Marchese Marconi (1874–1937) who developed a
practical wireless telegraphy system commonly known as the “radio”. In 1897
he demonstrated his invention by successfully transmitting a wireless message
across the Bristol Channel in England.

The first air-to-ground and ground-to-air radio communication was accom-
plished in 1917 by American Telephone and Telegraph (AT&T). The next big
event in wireless communication occurred after the two world wars in 1946
with the introduction of the first commercial-service mobile telephone. The
wireless infrastructure of that era could only support three “online” callers
in a metropolitan area at one time. The idea of cellular telephone service
was conceived at the same time, but it took until the early 1980s until the
technology became mature for commercial introduction.

The Scandinavian countries introduced the first commercially analogue
cellular system called Nordic Mobile Telephone (NMT) in 1981. In 1983 an-
other analogue system called Advanced Mobile Phone System (AMPS) was
deployed in Chicago. These systems came to be called as the first generation
mobile system (1G), known to be targeted at voice and data communications
at low data rates.

The second generation mobile system (2G) converted to digital systems,
and the deployment started in the early 1990s. In Europe GSM was devel-
oped as a standard for cellular communication by the European Telecommu-
nications Standards Institue (ETSI). The USA devised a special system that
operated alongside the AMPS, hence called Digital AMPS (although there are
varieties of names). Most 2G networks include some level of security by apply-
ing encryption at the so-called air interface. Although limited to a maximum
bit rate of 14.4 kbps, the protocols used in 2G support some data commu-
nications such as fax. 2G also permits sending short messages of up to 160
characters known as Short Message Service (SMS). SMS messages are carried
on the control channels Stand-alone Dedicated Control Channel (SDCCH)
and Slow Associated Dedicated Control Channel (SACCH), thus it is possible
to send and receive SMS during voice transmission. The most important and
most dominating service in a 2G network is still voice telephony.

Motivated by the need of higher bit rate capabilities the General Packet

2



1.2. MOTIVATION

Radio Service (GPRS), also known as 2.5G, was developed for the GSM sys-
tems. GPRS applies packet switching i.e. routing individual packets of data
from the sender to receiver allowing the same circuit to be used by different
users, thus enabling circuits to be used more efficiently. Charging is based on
the amount of data transferred. Although 2.5G provides improved bit rates as
compared to 2G, the final migration was to the third generation mobile sys-
tems (3G). Universal Mobile Telecommunications System (UMTS) developed
in Europe provides date rates of up to 2 Mbps.

Another important technology in the evolution of wireless networks is
the Wireless Local Area Networks (WLANs). In the early days of WLANs
industry-specific solutions and proprietary protocols existed. These were re-
placed by IEEE standards, such as IEEE 802.11b, IEEE 802.11a and IEEE
802.11g. WLAN can provide high data rates, e.g. IEEE 802.11b has a maxi-
mum raw data rate of 11 Mbps, while IEEE 802.11g supports a raw data rate
of up to 54 Mbps.

1.2 Motivation

Wireless technology with its remarkable history is one of the most impor-
tant technologies that we come to take for granted. According to [4] the
WLAN market is experiencing a yearly growth of 300 %, while the number
of cellular subscribers exceeded two billion by 2005. People use different de-
vices for wireless data communication expecting similar services as in wireline
networks, whereas wireless network technology provides bandwidth at least
an order of magnitude lower than wireline networks. The users expect that
communication services deliver the desired information in a timely manner
without challenging their patience. Applications like streaming video require
constant bandwidth, which must be provided permanently otherwise, the user
will experience irritating breaks. Thus, user-perceived experience in wireless
networks will have profound impact on current and future wireless networks.
Constantiou et al. [5] suggests that with today’s “best effort” service provi-
sion, services may not be delivered to the end user as anticipated by the
user, leading to customer dissatisfaction. Ultimately customers will aban-
don the service. Therefore, it is very important to ensure that the network,
wired or wireless, can deliver services that satisfy the costumers Quality of

3



CHAPTER 1. INTRODUCTION

Service (QoS) need.
The International Telecommunication Union Telecommunication Stan-

dardization Sector (ITU-T) defines QoS as “the collective effect of service
performance, which determines the degree of satisfaction of a user of a ser-
vice.” Others, e.g. [6], define QoS as “a collection of technologies which allow
network aware applications to request and receive predictable service level in
terms of data throughput capacity (bandwidth), latency variation (jitter) or
propagation latency (delay).”

Throughput denotes the ability to transport data, expressed in bit per sec-
ond (bps), and is one of the most essential enablers for networked applications.
The achievable throughput is a quality measure for data transmission. In order
to understand the application’s perception of the network quality, one con-
siders the application-perceived throughput. Application-perceived throughput
also reflects the user perception of a networked service. Thus, the goal of this
thesis is directed towards gaining a better understanding of how the network
influences an application’s perception of QoS by investigating the application-
perceived throughput.

1.3 Main contribution

The main focus of this thesis has been on the application-perceived QoS in
terms of throughput. To that end, the following contributions were made:

• Description of the application-perceived throughput process in GPRS,
UMTS, and WLAN networks.

• A novel application-layer end-to-end active measurement tool.

• Measurements of application-perceived throughput on rather small time
scale interpreted with the aid of summary statistics, histograms and
autocorrelation coefficients.

• Measurements carried out on two different mobile service provider net-
works.

• Investigation of the suitability of wireless networks with respect to dif-
ferent mobile services, such as streaming audio or messaging.

4



1.4. THESIS OUTLINE

1.4 Thesis outline

This licentiate thesis is organized as follows. Chapter 2 gives a short technical
overview of the wireless networks that have been studied in this thesis i.e.
GPRS, UMTS and WLAN. Chapter 3 describes the concept of application-
perceived throughput in details.

Application-perceived throughput measurement and setup are presented
in Chapter 4. Chapter 5 illustrates the results of application-perceived mea-
surements carried out on two different service providers’ GPRS and UMTS
networks. In addition, it presents the results from measurements carried out
on WLAN links.

Chapter 6 discusses the suitability of wireless networks for different mobile
services with focus on seamless communications. Finally, Chapter 7 concludes
the thesis and outlines future work.

5





Chapter 2

Short Technical

Overview of Wireless

Networks

We cannot enter into alliance with neigh-

boring princes until we are acquainted with

their designs.

– The Art of War, Sun Tzu

The goal of this chapter is to give a short technical overview of the wireless
networks that have been studied in this thesis. In section 2.1 the GSM mobile
system is described, while in section 2.2 the GPRS network is overviewed. The
3G network is addressed in section 2.3 and WLAN in section 2.4. Finally, the
next generation mobile network, also known as 4G, is discussed in section 2.5.
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CHAPTER 2. SHORT TECHNICAL OVERVIEW OF WIRELESS NETWORKS

2.1 Global System for Mobile Communications

(GSM)

GSM is the second generation mobile system (2G). It is a digital system
providing better quality and quantity as compared to the first generation
analogue systems. GSM uses Time Division Multiplexing Access (TDMA) to
allow up to eight users to use each of the channels that are spaced 200 kHz
apart. The system uses frequencies in the 900 MHz band, but other bands
around 1800 and 1900 MHz bands have been added. Some of the new features
introduced in 2G as compared to 1G are:

• roaming

• high voice quality

• several encryption levels

• support for data communication

Figure 2.1 shows the simplified structure of the GSM network as speci-
fied in [1]. The network consists of two major subsystems: the Base Station
Subsystem (BSS) and the Network Switching Subsystem (NSS). The Base
Station Subsystem (BSS) contains one Base Station Controller (BSC) and sev-
eral Base Transceiver Stations (BTSs). The end user connects to the network
with its cellular phone called Mobile Station (MS) using the radio interface
(Um).

The NSS is responsible for call control, service control and subscriber mo-
bility management functions. It contains the:

• Mobile Switching Centre (MSC)

• Home Location Register (HLR)

• Visitor Location Register (VLR)

• Authentication Center (AuC)

• Equipment Identity Register (EIR)

• Gateway Mobile Switching Center (GMSC)
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Figure 2.1: GSM Network Architecture.

MSC performs the telephony switching functions of the networks by control-
ling calls to and from other telephone systems. HLR is a database used for
storage and management of subscriptions such as subscriber’s service profile,
location information, and activity status. Thus, HLR is the most important
database. VLR is a database that is used to store temporary information
about subscribers that is needed by the MSC in order to provide service to
visiting subscribers. The VLR and MSC are usually integrated into one sin-
gle physical node. When a MS roams into a new MSC area, the VLR will
download all necessary information about the MS from the HLR. In this way
the VLR will have the information needed for call setup without having to
interrogate the HLR each time the MS makes a call. AuC protects network
operators from different types of fraud found in cellular network by providing
authentication and encryption parameters that verify the user’s identity and
ensure the confidentiality of each call. EIR is a database that contains infor-
mation about the identity of MS that prevents calls from stolen, unauthorized,
or defective mobile stations. GMSC is an MSC that serves as a gateway node
to external networks, such as wireline networks.

All radio-related functions are performed in the BSS, which consists of
BSC and the BTS. The BSC handles the allocation of radio channels, receives
measurements from the mobile phones, and controls handovers from BTS to
BTS. The BSC provides all the control functions and physical links between
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the MSC and BTS and BTS handles the radio interface to the MS. The BTS
is the radio equipment needed to service each cell in the network.

A comprehensive description of GSM can be found in [7].

2.2 General Packet Radio Service (GPRS)

GSM has continued its evolution in order to accommodate for the increased
use of data communication applications such as web browsing and e-mail
exchange. The GSM standard has been extended with GPRS standard in
order to provide higher data rates for the end users. The GPRS system builds
on top of existing GSM networks, adding new network elements to the GSM
system.

Some of the main concepts of GPRS described in [1] are: The GPRS system
is a packet switched system. New GPRS radio channels can be allocated
flexibly on demand, from one to eight radio interface timeslots per TDMA
frame. Timeslots are shared by the active users. Uplink and downlink are
allocated separately. Resources can be shared dynamically between speech
and data services based on current service load and operator preferences.
Depending on the coding used GPRS can provide data rates up to 170 kbps.
Table 2.1 provides an overview of nominal throughput values at the link level.
There are four types of Coding Schemes ∈ {1, 2, 3, 4} with corresponding error
corrections {high, medium, low, none}. Today only the first two are usually
implemented due to the implementation cost.

Besides the selection of Coding Schemes and the number of time slots,
GPRS standards have stated 29 handset classes. Two of the handset classes
are typically implemented, class 4 and class 10. A class 4 handset can only
use a maximum of 4 slots, 3 slots for the downlink (3D) and 1 slot for the
uplink (1U). A class 10 device can use at most 5 slots, with the following
combinations: 4D + 1U or 3D + 2U, cf. Table 2.2. Classes 13 to 18 have
more than 5 active slots. Classes 19 to 29 have up to 8 active slots in half-
duplex mode.

There are also three handset classes for devices. Class A handsets are able
to send or receive data and voice at the same time. Class B handsets are able
to send or receive data and voice but not at the same time. Class C handsets
have only one of the two features implemented.
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Table 2.1: Nominal throughput for GPRS at link level.

Coding Scheme CS1 CS2 CS3 CS4

# Slots [kbps] [kbps] [kbps] [kbps]

1 9.05 13.40 15.60 21.40

2 18.10 26.80 31.20 42.80

3 27.15 40.20 46.80 64.20

4 36.20 53.60 62.40 85.60

5 45.25 67.00 78.00 107.00

6 54.30 80.40 93.60 128.40

7 63.35 93.80 109.20 149.80

8 72.40 107.20 124.80 171.20

Two GPRS service categories are defined: Point-to-Point (PTP) and
Point-to-Multipoint (PTM) [3]. The PTP offers PTP connection oriented net-
work service (PTP-CONS) provides the ability to maintain a virtual circuit
upon change of the cell within the GSM network. For this purpose the well
known circuit-switched packet-oriented transfer protocol X.25 is used. PTP
also offers PTP connectionless network service (PTP-CLNS), which supports
applications based on Internet Protocol (IP).

The second GPRS service category called PTM provides capability to send
data to multiple destinations within one single service request. Thus, the PTM
service is a multicast service.

GPRS is forwarding packets as fast as possible. Still, the round trip time
(RTT) is at least about one magnitude higher than in an ordinary fixed net-
work. For delay class 1, a 95 % delay quantile of up to 1.5 s is to be expected,
cf. Table 2.3. This behavior has to be taken seriously when implementing
higher layer protocol or applications. Additionally, GPRS has a jitter prob-
lem much worse than in the fixed network. Jitter together with high delay is
usually perceived as quite annoying by an end user.
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Table 2.2: GPRS handset classes.

# slots # slots Max.

Class downlink uplink # slots

1 1 1 2

2 2 1 3

3 2 2 3

4 3 1 4

5 2 2 4

6 3 2 4

7 3 3 5

8 4 1 5

9 3 2 5

10 4 2 5

11 4 3 5

12 4 4 5

Table 2.3: Delay classes in GPRS according to [3].

Delay Class SDU size 128 byte SDU size 1024 byte
mean 90 percentile mean 90 percentile

1 <0.5 s <1.5 s <2 s <7 s
2 <5 s <25 s <15 s <75 s
3 <50 s <250 s <75 s <375 s
4 unspecified
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Figure 2.2: GPRS Network Architecture.

A simplified view of the GPRS architecture is shown in Figure 2.2. The
GPRS system introduces two new network nodes to the GSM system:

• Serving GPRS Support Node (SGSN) – keeps track of the individual
MS location and performs security functions and access control. It is on
the same hierarchical level as the MSC and connects to the BSC system
with Frame Relay.

• Gateway GPRS Support Node (GGSN) – provides interworking with
external public packet data networks, e.g. the Internet. It connects to
SGSN via an IP-based GPRS backbone network and is connected to the
external networks via the Gi interface.

In order for the MS to be able to send data over the GPRS network
it must first attach to the network by requesting a GPRS attach procedure.
Figure 2.3 shows this procedure. First the MS notifies the SGSN of its identity
as an Packet Temporary Mobile Subscriber Identity (P-TMSI). Next, the
old Routing Area Identification (RAI), classmark, Ciphering Key Sequence
Number (CKSN) and desired attach type is sent to the SGSN. Then the
SGSN will attach the mobile and inform the HLR if there has been a change
in the RAI.

After successful attachment to the GPRS network the MS needs to activate
a communication session using the Packet Data Protocol (PDP). During the
activation procedure, the MS specifies the Access Point Name (APN) and
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Figure 2.3: GPRS attach procedure [1].

Network Service Access Point Identifier (NSAPI). Then it receives an IP
address (static or dynamic) and other appropriate data transfer information.

A layered protocol structure is used for the transmission plane in GPRS,
cf. Figure 2.4. All data and signalling between GPRS Support Nodes (GSN)
and the GPRS backbone is tunnelled using the GPRS Tunnelling Protocol
(GTP) [8]. Both Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) is used for transport of GTP Protocol Data Units (PDUs).
IP is the GPRS backbone network protocol. The Subnetwork Dependent
Convergence Protocol (SNDCP) [9] is used for mapping network-level char-
acteristics onto the characteristics of the underlying network. Logical Link
Control (LLC) provides a highly reliable ciphered logical link between SGSN
and MS. The Base Station System GPRS Protocol (BSSGP) [10] layer con-
veys routing and QoS related information between BSS and SGSN. It works
on top of frame relay and does not perform error correction. The Radio Link
Control (RLC) [11] function provides a radio-solution-dependent reliable link.
The Medium Access Control (MAC) [11] function controls the access signalling
procedures for the radio channel, and the mapping of LLC frames onto the
GSM physical channel.

When PDUs are passed through the different layers of the GPRS trans-
mission plane, protocol stack headers are added at each layer and therefore,
the application-perceived throughput of GPRS is significantly smaller than
the Air Interface User Rate (AIUR). The architecture for the signalling plane
can be found in [1].

The first generation cellular systems included few security features result-
ing in security attacks on the system such as eavesdropping. The GPRS
standard specifies the following security functions in order to protect both
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Figure 2.4: GPRS transmission plane [1].

subscribers and network operators:

• authentication and service request validation in order to guard against
unauthorised service usage;

• temporary identification and ciphering in order to provide user identity
confidentiality;

• ciphering to provide data confidentiality.

Authentication in GPRS system uses a challenge-response method similar
to the one used in GSM system. The ingredients of the authentication method
are:

• the A31 algorithm;

• a secret key Ki specific to the user;

• a Random Number (RAND) generated by HLR.

When an MS is required to authenticate itself, it has to compute the value
Signed Result (SRES) using Ki and RAND and send it back to the SGSN.

1The A3 algorithm was secret until 1998 when it was published on the Internet.
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The SGSN makes the same calculation and compares the result SRES with
the SRES received from the MS. If they match then the authentication was
successful.

After successful authentication, encryption is applied to data exchanged
between the MS and SGSN. For this purpose a second algorithm called A5
with a secret key Kc is used. Kc is generated using Ki and a random value by
applying the algorithm A8. Kc has a length of 64 bit, which is rather small
and only provides very limited security in form of protection against simple
eavesdropping.

Many GPRS network operators implement Network Address Translation
(NAT) in the GGSN for security reasons. The MS are assigned private IP ad-
dress which are translated to global addresses in the GGSN. Private addresses
are not routed through the Internet. Thus, the MSs are protected from at-
tacks. Unfortunately, the use of NAT has negative affects on end-to-end (E2E)
security, e.g. Virtual Private Networks (VPNs) do not work.

The application-perceived throughput in the GPRS network is influenced
by:

1. the coding scheme;

2. the number of slots assigned by the operator for up-/downlink;

3. the scheduling of active GPRS users;

4. the operator policy regarding prioritization of voice traffic.

While information about item 1. and 2. can be obtained upon request, items
3. and 4. are usually kept secret by the operators.

2.3 Universal Mobile Telecommunications

System (UMTS)

The second generation mobile systems (2G) were originally designed for voice
services. Although GPRS was introduced to accommodate for the low data
rate capabilities of the GSM network, there was a need for even higher data
rates. The third generation system (3G) was designed for such high data rates
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and flexible delivery of both voice and data services. In the early stages of
the standardization process one of the goals with the 3G was to create a com-
mon worldwide communication system. Ultimately the idea was dropped and
a family of 3G standards was adopted. Today, two main systems are used:
UMTS with Wideband CDMA (W-CDMA) in Europe, and CDMA2000 with
Multi-Carrier CDMA (MC-CDMA) in the USA. The 3G system is using the
2 GHz band using a data speed up to 2 Mbps, cf. Table 2.4. The Radio Net-
work Subsystem (RNS) is also referred to as UMTS Terrestrial Radio Access
Network (UTRAN) and consists of the Radio Network Controller (RNC) and
Node B. These three kinds of operation modes for UTRAN depend upon the
duplex technique used. It can be UTRA Frequency Division Duplex (UTRA-
FDD), UTRA Time Division Duplex (UTRA-TDD) and the Dual-mode using
both Frequency Division Duplex (FDD) and Time Division Duplex (TDD)
modes.

The time is divided into 72 radio frames (0–71) of 720 ms in total, and
each frame of 10 ms (38400 chip/slot) is divided into 15 slots. Thus, each slot
takes 0.667 ms and includes the Dedicated Physical Channel (DPCH) for the
downlink and Dedicated Physical Control Channel (DPCCH) together with
the Dedicated Physical Data Channel (DPDCH) for the uplink [12, 13].

The Dedicated Traffic Channel (DTCH) and its channel coding, cf. Fig-
ure 2.5, starts at the physical layer with a bit rate of 960 kbps and a spreading
factor of 4. Several frames are used with 9600 bit/frame. Each frame is di-
vided into 15 slots which has 640 bit/slot. Each slot is put together and
split up into two parts, the DTCH (9525 bits) and the Dedicated Control
Chanel (DCCH) (75 bits). Finally with turbo coding and Cyclic Redundancy
Check (CRC) the information data per 10 ms ends up with 3840 bit which
corresponds to a data rate of 384 kbps.

FDD allocates two frequencies simultaneously, one for the downlink and
one for the uplink. The big advantage is that this is full duplex, data can
be sent and received simultaneously. FDD does not need to use any guard
slots and thus there is no need for time-critical functions like synchronizations
between sender and receiver. A drawback is the additional cost which is
related to the technique. Also, it’s hard to alternate between the size of
different bandwidth for a special QoS if this is required. For the FDD the
spreading factors reach from 256 (15 kbps at the physical channel) to 4 (960

17



CHAPTER 2. SHORT TECHNICAL OVERVIEW OF WIRELESS NETWORKS

Table 2.4: UMTS data rates in different cells.

Cells Data Rate

Pico cell 2.048 Mbps

Medium size cell 384 kbps

Large macro cells 144 kbps and 64 kbps

Very large cells 14.4 kbps

Speech 4.75 kbps - 12.2 kbps

Satellite 9.6 kbps

kbps at the physical channel) when using the uplink, and from 512 to 4 when
using the downlink.

TDD allocates only one frequency for both downlink and uplink. The slots
used could be allocated dynamically to follow the bandwidth required. This
technique requires special equipment to maintain the time synchronizations
needed for the frame and slot split. The TDD has two additional options, the
3.84 Mbps and the 1.28 Mbps option. For TDD the spreading factors range
from 16 to 1 when using both the uplink and downlink.

The main interest is the QoS perceived by the user. This stretches between
the User Equipment (UE) and Core Network (CN), cf. Figure 2.6, which
symbolizes the end-to-end service. Different interfaces are connected together
to create the UTRAN network. The Air interface (Uu) uses two different
modulation methods Quadrature Phase Shift Keying (QPSK) for the downlink
and Offset Quadrature Phase Shift Keying (OQPSK) for the uplink. The
difference is that OQPSK applies a 0.5 bit delay in the modulation.

The latest releases are the UMTS phase 6 and the upgraded W-CDMA
High Speed Downlink Packet Access (HSDPA) phase 2. HSDPA is also com-
monly referred to as 3.5G. It uses a new transport channel called High-Speed
Downlink Shared Channel (HS-DSCH) allowing high data transfer speeds of
1.8 Mbps or 3.6 Mbps in downlink.

Figure 2.7 shows the section of the UMTS network that is responsible for
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packet switched data transmission. Before the MS can access the Internet,
it must activate the PDP context in GGSN. First the MS establishes a con-
nection over the RNS to the SGSN and sends a message requesting access to
the Internet. The messages is forwarded to the responsible GGSN. After the
user’s Internet access privilege is verified by the HLR, the GGSN activates the
context, provides the MS a temporary IP address and creates an IP tunnel,
cf. Figure 2.8.

The user plane protocol stacks for packet switched services is depicted in
Figure 2.8. Incoming IP datagrams from the Internet are packed by the GGSN
into the GTP-u protocol that transports the data through the UMTS network
to the RNC. UDP is used as transport protocol on the higher layer while
Asynchronous Transfer Mode (ATM) and ATM Adaptation Layer 5 (AAL5)2

are used at lower layers.
In UMTS networks, the application-perceived throughput is influenced not

only by the dedicated codes but also by whether the operator uses the optional
HS-DSCH. HS-DSCH is a downlink transport channel shared by several UE,
thus the application-perceived throughput is rather low and unpredictable.

2ATM and AAL5 was chosen due to the fact that these protocols can transport and

multiplex low bit rate voice data streams with low jitter and latency.
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2.4 Wireless Local Area Network (WLAN)

WLAN systems represent a wireless technology that can provide very high
data rates compared to the cellular technologies that have been described in
the previous sections. Some of the advantages of WLAN systems include:

• low cost;

• plug-and-play;

• flexibility;

• robustness.

IEEE 802.11 [14] specifies the WLAN standard. The IEEE 802.11 standard
covers the Physical Layer (PHY), Medium Access Layer (MAC), and uses
Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) as a
method to deal with potential collisions. Thus, from the application’s point
of view, a WLAN network is perceived as a wired Local Area Network (LAN).
In Figure 2.9 the protocol architecture of IEEE 802.11 is shown.

In 1999, IEEE extended the 802.11 standard to the most common standard
in use today for wireless networks, IEEE 802.11b [15]. The 802.11b standard
uses the unlicensed 2.4 GHz band and communicates at a data rate up to
11 Mbps. In 2003 the IEEE 802.11g standard was introduced. It operates
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in the same frequency band as the IEEE 802.11b, but it achieves a maxi-
mum data rate of 54 Mbps due to the modulation scheme used, the Orthog-
onal Frequency-Division Multiplexing (OFDM). IEEE 802.11g is backwards-
compatible with the IEEE 802.11b standard.

The typical architecture of a WLAN is depicted in Figure 2.10. Devices
that can connect to a WLAN are called stations. There are two types of
stations, wireless clients and Access Points (APs). A wireless client is for
example a laptop with a WLAN network card that can connect to a WLAN
network. APs are the base stations of the Wireless Local Area Network. A
set of stations with communications capabilities is called BSS. There are two
types of BSS: Independent BSS and Infrastructure BSS. An ad-hoc network
that contain no APs are referred to as Independent BSS. In an Infrastructure
BSS, stations can communicate with other stations that are outside their own
BSS through APs. A set of connected Basic Service Set (BBS) are called
Extended Service Set (ESS).

There is only one frame type used by 802.11b networks, and it is signif-
icantly different from IEEE 802.3 Ethernet frames. The 802.11b frame type
has a maximum length of 2346 bytes, although it is fragmented as it tra-
verses an access point to communicate with Ethernet networks. The frame
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type provides for 3 general categories of frames: management frames, con-
trol frames, and data. The frame type provides methods to discover, (dis-)
associate, and authenticate wireless devices with one another. In order to pro-
vide protection form eavesdropping on the wireless data communication, the
Wired Equivalent Privacy (WEP) is specified as part of IEEE 802.11b. The
purpose of WEP was to provide comparable confidentiality to a traditional
wireline network, e.g. Internet. Cryptographic weaknesses in WEP were re-
vealed by [16], [17], hence WEP was superseded by the intermediate solution
called Wi-Fi Protected Access (WPA) in 2003 and by the final solution IEEE
802.11i, also known as WPA2, in 2004.

In WLAN networks, the application-perceived throughput is influenced by
the number of wireless clients competing for the resources [18, 19].

2.5 4G

In recent years it has become certain that the next generation wireless network
will be based on different type of access networks and the IP protocol will be
used as the packet switching technology. Thus, 4G is believed to refer to
heterogeneous networks providing connectivity to users at any place at any
time. Such access should preferably be implemented in a seamless way: the
user should be able to use a service without even having to think about which
network technology is used at the moment. If a change of network technology
is necessary, for instance due to the fact that a user leaves the coverage area
of a WLAN hotspot and has to be connected via GPRS instead, that change
should happen more or less “on the fly”, i.e. during ongoing communication
without breaking the session.

Other voices talk about 4G offering even higher bandwidth through new
radio interfaces using higher frequencies, higher bands and advanced modula-
tion schemes.
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Chapter 3

Application-Perceived

Throughput

To define is to destroy, to suggest is to cre-

ate.
– Stephane Mallarme

Throughput denotes the ratio of an amount of data passing a point of reference
and the elapsed time. While in general, throughput is defined on network or
transport level, the application-perceived throughput reflects the perspective
of the application, i.e. captures the behavior of all communication stacks
in-between the endpoints.

3.1 Foundations of Application-Perceived

Speed and Throughput

We begin this section by identifying generic mobile services and generic types
of Intelligent Transport Systems (ITS)-related services [20]. ITS offers a very
interesting and challenging area for the establishment of mobile services sup-
porting people on the move. In order to meet user expectations mobile ITS-
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related services need efficient support from the underlying communication
systems in terms of capacity. Dependent upon levels of activity, we distin-
guish between:

• Streaming services, sending information mainly in one direction on a
regular basis, e.g. periodically;

• Messaging services, sending information essentially in one direction
when required;

• Interactive services, sending information in both directions in a re-
quest/response manner.

This classification reminds of the 3GPP-defined bearer service classes con-
versational, streaming, interactive, and background [21]. However, our clas-
sification relates to the way of producing data to be transferred rather than
to service classes offered by the network. As soon as these service classes will
be available to the end-user, a match might be performed, hopefully yield-
ing well-adapted service performance at least in the context of 3G networks.
However, as our approach is much broader in terms of potential networks, we
cannot rely upon these service classes even if they were offered.

There are many sources of randomness to be found in-between the ap-
plication residing above OSI layer 7 and the physical layer (OSI layer 1), as
illustrated by Figure 3.1, thus a more differentiated picture on application-
perceived throughput is required. However, we will first have a look at
application-perceived speed.

At a certain time (tAS), the application at the client side sends an amount
X of information towards the server. Before that information actually is sent
out onto the medium (tM1S), overhead on different protocol layers is added
and queuing inside the sending entity might occur. The transmission time on
the medium (tM1R − tM1S or tM2R − tM2S) is given by the sum of travel time
and the length of the data on the physical layer divided by the capacity on
that layer. Entities in-between client and server need to process the incoming
and outgoing data. After arriving at the receiver at time tM1R, the data
transferred needs to be unwrapped and processed. Thus the server application
starts processing the data at time tAR. The total delay induced by the network
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Figure 3.1: Concept of application-perceived speed.

from the viewpoint of the application can be described as

TN = tAR − tAS = TPQS + TOWTT + TPQR (3.1)

where TPQS = tM1S − tAS and TPQR = tAR − tM2R in Figure 3.1 summa-
rize network-related processing and queuing times at sender and receiver, re-
spectively, while TOWTT stands for the one-way transit time induced by the
network. As of today, TOWTT are in general neither guaranteed by Service
Level Agreements (SLA), nor are they easily measured due to issues of time
synchronization and measurement precision, cf. [22] presenting and discussing
delay measurements in off-the-shelf routers. Processing and especially queuing
times usually are functions of the current status of the environment handling
a request, for instance of the number of processes or packets competing for
the same resource. Thus, they are variable (as indicated by ⇔ in Figure 3.1).
The average application-perceived speed for messaging services is given by:

rA =
X

TN
=

X

TPQS + TOWTT + TPQR
(3.2)
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The required application-perceived speed is given:

cA =
Xγ

TDeliv − TP1 − TP2
≤ rA (3.3)

where TDeliv denotes the delivery time budget. TP1 and TP2 gives the time
for processing data at the sender respective receiver, while γ stands for a
safety factor which helps to account for insecurities with regards to unknown
processing and queuing times as well as lower-layer overheads and multi-hop
scenarios, respectively.

The application-perceived speed is upper-bounded by the smallest capacity
along the path, cf. Figure 3.1.

rA < mini {Ci} (3.4)

The application-perceived throughput RA denotes the amount of data sent
or received per defined time unit from the perspective of the application.
It is of interest as it reflects the viewpoint of the user of the network and
as it can be measured end-to-end. For streaming services RA relates to the
ability of the network(s) to support the streaming. This application-perceived
throughput is an upper bound for the application-perceived speed mainly due
to the occurrence of processing and queuing times (cf. Figure 3.1), but also
upper-bounded by the smallest capacity along the path:

cA ≤ rA < RA < mini {Ci} (3.5)

For an interactive service the speed requirement is given by:

rA2 ≥ cA2 =
X2

1
γ

(
TResp − ∑3

i=1 TPi

)
− X1

rA1

(3.6)

where X1 (X2) denotes the amount of information to be sent by client (server)
and rA1 (rA2) denotes the application-perceived speeds from client to server
(server to client), respectively. TResp is the maximal response time allowed
for a service. The direction from server towards client can compensate for
speed limitations in the opposite direction at least to a certain extent (and
vice versa).
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3.2 Averaging Interval versus Observation In-

terval

The averaging interval ΔT denotes the time interval that is used for calculat-
ing the average throughput. An observation interval ΔW may include n ≥ 1
averaging intervals, where ΔW = nΔT .

Traditionally, the notion of throughput is considered as per session, i.e. the
averaging interval ΔT matches the observation interval ΔW . This happens
with the end of determining file transmission times in rate-shared scenarios
such as TCP-based file transfer [23] and the related degree of user satisfac-
tion [24]. In [25, 26], average throughputs per session are used for investigat-
ing and classifying the performance of different sessions in wireless scenarios.
In general, such studies do not consider temporary variations of throughput
during the sessions.

Interestingly enough, using ΔT � ΔW has been common practice in
network management for quite a long time, but with the limitations that (i)
the corresponding time plots are visually inspected, but not analyzed beyond
minimal, maximal and average values, and (ii) typical averaging intervals have
been rather long (ΔT ≥ 5 min).

The 5 min time scale is also of interest in the context of demand modeling
and provisioning. For instance, [27] is using a ΔT = 5 min interval when
measuring the point-to-point traffic matrix in the IP backbone. Data are an-
alyzed e.g. regarding the mean-variance relationship for different demands in
the European and American subnetworks. Recently, shorter averaging inter-
vals have attracted interest. The popular open-source network management
tool MRTG [28] that originally employed 5 min intervals comes now with a
time resolution of 10 s, which matches the capabilities of SNMP-capable net-
working equipment [29]. Modern network management tools such as InfoSim
StableNet [30] and the RMON tool NI Observer [31] support ΔT = 1 s. Ref-
erence [32] investigates throughput monitoring for ΔT ∈ [50 ms, 2 s], and [33]
is using ΔT = 100 ms interval for studies of web traffic variability as Internet
routers appear to have corresponding buffering capabilities.

Most studies consider passive measurements at one point of reference in a
fixed network, e.g. on a backbone link, which reflects the typical viewpoint of
an operator.
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3.3 Application-Perceived Throughput Statis-

tics

A typical starting point for traffic characterization purposes are traces, i.e.
lists of observed packet-related information such as

• Tp: the time when packet p was observed at a point of reference;

• Lp: the length of packet p (payload) at a point of reference;

• any other information such as IP addresses, port numbers, etc.

In general, the raw data {Tp, Lp}k−1
p=0 need some kind of post-processing such

as further condensation of the information and the calculation of statistical
parameters in order to extract and highlight effects of interest. In the follow-
ing, we perform both steps.

As we are particularly interested in the traffic flow properties, we focus on
a discrete-time fluid flow traffic model. To this end (in a first step) we collect
the contributions of packets observed during short averaging intervals ΔT .
We treat the first packet (p = 0) of the trace as synchronization packet both
at sender and receiver, which is observed at T0, respectively. This is motivated
as the receiving application begins to act upon reception of this packet. Then,
we calculate the corresponding throughput time series or throughput process

RA,s =

∑
∀p:Tp∈]T0+(s−1)ΔT,T0+sΔT ] Lp

ΔT
(3.7)

containing n = ΔW/ΔT throughput values. As point of reference, we use the
application level (index A). On this level, Lp reflects the payload sent by a
server application (index in) or received by a receiver application (index out).
The time stamp is taken just before a packet is sent, or just upon reception.

The second step consists in calculating selected summary statistics such
as average, standard deviation, throughput histograms and autocorrelation
coefficients, which is detailed below.

1. The average application-perceived throughput is given as:

R̄A =
1
n

n∑
s=1

RA,s (3.8)
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A change of this parameter between server (R̄in
A ) and client (R̄out

A ) re-
flects missing traffic at the end of the observation interval:

L = max
{
(R̄in

A − R̄out
A )ΔW, 0

}
(3.9)

That share of traffic might be overdue (i.e. appear in the next obser-
vation interval) or might have been lost. The use of the max-operator
is motivated by the fact that there might be overdue traffic from an
earlier interval reaching the receiver in the current observation interval,
yielding R̄out

A > R̄in
A . The corresponding loss ratio is obtained as

� =
L

R̄in
AΔW

. (3.10)

2. The standard deviation of the application-perceived throughput is given
by:

σRA =

√√√√ 1
n − 1

n∑
s=1

(
RA,s − R̄A

)2 (3.11)

A rising standard deviation (σout
RA

> σin
RA

) reflects a growing burstiness
of the traffic between sender and receiver, while a sinking standard de-
viation (σout

RA
< σin

RA
) means a reduction of burstiness. In the latter case,

the throughput histogram becomes more narrow, which means that the
traffic has been shaped.

3. The coefficient of variation of the throughput is given by:

cRA =
σRA

R̄A
. (3.12)

This parameter represents an alternative burstiness indicator that even
takes the average throughput into account. The difference

γ = cout
RA

− cin
RA

(3.13)

denotes the absolute change of the coefficient of variation seen from the
viewpoint of the receiver.
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4. The application-perceived throughput histogram is defined by:

hRA(i) =
number of RA,s ∈ ](i − 1)ΔR, iΔR]

n
. (3.14)

If the throughput histogram at the receiver H ({
Rout

A,s

})
is broader –

in terms of non-vanishing values hRA(i) when plotted versus iΔR –
than the one at the sender H ({

Rin
A,s

})
, the burstiness has increased

due to interfering traffic [34]. In the other case, the traffic has been
shaped, yielding a more sharp throughput distribution at the receiver
H ({

Rout
A,s

})
. As shown in figures 3.2 and 3.3, the throughput histogram

difference plot ΔH with

ΔhRA(i) = hout
RA

(i) − hin
RA

(i) (3.15)

originally defined in [2] and serving as a bottleneck indicator helps to
visualize these changes perceived by traffic on its way through a network
as follows:

• Shared bottleneck: When the demand for resources exceeds the ca-
pacity, the constant throughput is reduced. As soon as the demand
falls below the capacity, the throughput at the output increases,
implying increased traffic burstiness. The resulting difference plot,
cf. Figure 3.2, has the shape of an ”M”with negative values close to
the original throughput at the output and positive values at both
lower and higher throughput;

• Shaping bottleneck: In this case, the burstiness of the traffic de-
creases thus the throughput variations are reduced. The difference
plot, cf. Figure 3.3, has now the shape of a ”W”with positive values
close to the output throughput and negative values at lower and
higher throughput.

Compared to standard deviation values, the throughput histograms con-
tain more detailed information about the impact of the bottleneck.

5. The lag-j autocorrelation coefficient of the application-perceived through-
put is defined by:

ρ̂RA(j) =
∑n−j

s=1 (RA,s − R̄A)(RA,s+j − R̄A)
(n − j)σ2

RA

(3.16)
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Figure 3.2: Anticipated time plot, throughput histograms at input and output
and throughput histogram difference plot (from left to right) in case of a shared
bottleneck [2].

1 1 1

-1

In
Out

R
A

,s

s

H `˘
Rin

A,s

¯´

RA,s

H `˘
Rout

A,s

¯´

RA,s

Δ
H

RA,s

Figure 3.3: Anticipated time plot, throughput histograms at input and output
and throughput histogram difference plot (from left to right) in case of a
shaping bottleneck [2].
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The autocorrelation coefficients allow the detection and comparison of
after-effects and periodicities within the throughput processes at the
server’s (ρ̂in

RA
) and client’s (ρ̂out

RA
) side. Periodicities are revealed by pos-

itive spikes of ρ̂RA(j) when plotted versus j. Changes of the autocorre-
lation coefficients (from ρ̂in

RA
to ρ̂out

RA
) reflect changes of after-effects and

periodicities within the throughput process imposed by the network.
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Chapter 4

Traffic Measurements

Methodology

You can observe a lot by just looking

around.
– Yogi Berra

As customers of wireless networks use services that are data intensive and real-
time in nature, traffic measurements have become essential buildings blocks for
providing QoS in wireless networks. An ISPs ultimate goal with traffic mea-
surement is to provide a well functioning network since this attracts customers
or, at least, it does not chase customers away. To this aim, an ISP needs to
estimate, among other things, the link utilization, packet loss, and delay jitter
etc. A customer can also perform traffic measurement in order to verify if the
network provides the QoS agreed upon in a Service Level Agreements (SLA).
In this case the customer is interested in measuring, among other things, the
availability throughput, response time, packet loss, etc.

This chapter presents main approaches to traffic measurements techniques,
active and passive measurements. The application-perceived throughput mea-
surement methodology developed by the Telecommunications Systems Re-
search Group at BTH is also introduced in this chapter.
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4.1 Active Measurements

In active measurements probing traffic is inserted into the network under
investigation. If the probing traffic consists of a single datagram, one can
only estimate the transmission delay of the datagram given that no loss has
occurred. In order to give more accurate information about the network state
at a certain moment, the probing traffic must consist of several datagrams.

Active measurements can be divided into two categories [35]:

• End-to-End measurements indicate how the application perceives the
network status at a certain moment e.g. whether the network is per-
ceived as a bottleneck. Typical E2E measurements are throughput and
delay measurements.

• Hop-by-Hop measurements measure the delay to each node on the
patch from the source to the destination. Traceroute [36] is a popular
tool used by network administrators to look at delays at each node and
discover problematic links.

Active measurement tools can be categorized as cooperative and non-
cooperative tools [37]. Cooperative tools consist of separate sender and re-
ceiver programs. These programs are respectively installed on the source and
destination hosts. Non-cooperative tools consists of a single program that
includes functions of both sender and receiver. The program only needs to be
installed on the source host.

The main disadvantage with active measurements is related to potential
interference of the probing traffic with real traffic and network overload situ-
ation, when too much artificial traffic is inserted into the network. Thus, the
obtained results may no longer be valid for the studied network.

4.2 Passive Measurements

Passive measurements do not interfere with the normal operation of a network
by inserting probing traffic into the network. In essence, passive measurements
involve tapping a link in order to capture the data traffic of interest. The
network technology used dictates how the data capture can be done. When
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it comes to IEEE 802.3 Ethernet, the measurements are done by setting the
network adapter to promiscuous mode. The network adapter will receive and
forward all frames seen in the network to the operating system. To this end
tools like tcpdump [38] or ethereal [39] can be used.

Network elements such as routers and switch can be configured to per-
form passive measurements by collecting different traffic statistics such as sent
and received datagram, number of packets discarded, etc. This is achieved
by the Simple Network Management Protocol (SNMP) [40] and its Remote
MONitoring (RMON) [41] extension. Although these protocols only provide
simple statistics, they can be a valuable complement to traffic measurements
for an ISP who has to dimension the network such as to enable efficient oper-
ation.

Passive traffic measurements can not only reveal the existence of com-
munication between two parties, but they also reveal passwords and other
potentially sensitive information.1 Such knowledge is often a privacy concern
when measurements are taken from networks in operation. In order to protect
the privacy of the communication parties one must remove any content in the
data that could identify the user. In the context of TCP/IP measurements
the source and destination IP address must be sanitised without making the
collected data useless. This can be achieved by:

• Replacing each IP address with a random number. The benefit is that
single users are virtually impossible to trace. The side affect is that
topology information of the network is lost.

• Replacing the lowest-order byte of the IP address. This will protect the
single users in most cases. It also preserves routing information.

Furthermore, there are also concerns with the time synchronization when
multiple measurement points are deployed in the network under investigation.
The deployment of Network Time Protocol (NTP) for time synchronization for
network measurements is a tempting solution to the synchronization problem.
Although NTP is used to synchronise node clocks from a reference clock,
NTP might not be suitable for network measurement clock synchronization

1The use of encrypted connections provided by e.g. IP Security (IPSec) protects the

payload but still reveals the identity of the communication parties.
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since NTP focuses on long-term accuracy at the expense of short-term clock
skew and drift. Furthermore, the accuracy of the NTP depends on the delay
variation of the paths used by the nodes [42]. Detailed discussion on the clock
synchronization problems can be found in [43]. In [44] timestamp accuracy of
measurements is discussed in detail.

The main disadvantage with passive measurements is that it requires ex-
tensive storage space as the amount of captured data can be large [45]. Fur-
thermore, depending on the network technology used e.g. GPRS or UMTS,
special hardware might be required, thus cost can not be neglected.

4.3 Measurements of Application-Perceived

Throughput

Application layer measurements can be performed by both end-users and ser-
vice providers. The measurements provide a realistic picture of the perfor-
mance of an application or a service. Depending on the type of the application
measurement, passive or active, the measurements can provide information on
network layer performance. Examples of passive application layer measure-
ment are application services, such as Domain Name System (DNS) or File
Transfer Protocol (FTP), that maintain a log of their activities that can be
used to analyse the performance of the application. The information captured
in the log is application-specific. Applications can also report their observed
performance to management system by using the SNMP protocol.

Instead of relying on application logs one can use active measurements
on the application layer to get performance information of an application.
In this work, active-application layer measurements are used to estimate the
application-perceived throughput. For this purpose a cooperative UDP traf-
fic generator tool has been developed by the Telecommunications Systems
Research Group at BTH. The tool is described in detail in section 4.3.4.

4.3.1 Layer of interest

When it comes to speed and capacity issues, vendors and providers in general
specify the available bit rate on the link or physical layer (OSI layers 2 and 1,
respectively). However, applications perceive throughput at the application
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layer (OSI layer 7) or above, which is considered in this work. Due to the over-
head introduced by the layers in-between, the average application-perceived
throughput is upper-bounded by the link-layer capacity CLink. Denote Ωi as
overhead introduced by layer i and L̄ as average packet length on application
layer, we arrive at

R̄A

CLink
≤ L̄

L̄ + Ω3 + Ω4
. (4.1)

For UDP/IP, Ω4 = 8 B and Ω3 = 20 B, respectively. For an average
packet length of L̄ = 128 B, the average application-perceived throughput
is 128

128+20+8 � 82 % of the link capacity; for L̄ = 480 B, this share rises to
94 %.

In case the (average) offered traffic on application level R̄off
A exceeds the

throughput indicated by Equation 4.1, a share of

� =
R̄off

A
L̄+Ω3+Ω4

L̄
− CLink

R̄off
A

L̄+Ω3+Ω4
L̄

= 1 − L̄

L̄ + Ω3 + Ω4
· CLink

R̄off
A

(4.2)

is lost. For instance, sending 100 packets á L̄ = 480 B per second via a UMTS
downlink, which corresponds to 384 kbps on application level, yields a loss of
1 − 480

508 � 6 %.

4.3.2 Initial delay

One specific property of mobile networks consists in the fact that the first
packet experiences an extraordinarily high delay beyond the usual one-way
delay due to the need to set up a so-called Temporary Block Flow [46, 47].
As the measurements synchronize on the first observed packet, the receiver
starts the capturing of the time series

{
Rout

A,s

}n

s=1
too late, yielding quite high

throughput values Rout
A,s during the first intervals. In the following, we describe

how to cope with this problem.
Let us define the network as an equivalent fluid-flow bottleneck as proposed

in [2]. The buffer content at the end of interval s is described by

Xs = Xs−1 + (Rin
A,s − Rout

A,s)ΔT ; X0 := 0 . (4.3)

Obviously, Xs cannot be negative due to reasons of causality: a certain packet
cannot be received in an interval prior to when it was sent. Taking this into
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account and applying (4.3) in a recursive manner, we arrive at the causality
condition

n∑
s=1

Rin
A,s ≥

n∑
s=1

Rout
A,s ∀n . (4.4)

In case of a late first packet, Rout
A,s is typically larger than Rin

A,s during the first
interval(s), which means that condition (4.4) is not met. To compensate for
this problem, we can delay the time series

{
Rout

A,s

}n

s=1
artificially by qΔT by

including zero samples in the beginning so that

q∗ = min

{
q :

n∑
s=1

Rin
A,s ≥

n∑
s=1

Rout
A,s+q ∀n

}
, Rout

A,0, . . . , R
out
A,q∗−1 := 0 (4.5)

From Equation 4.5, we derive an estimation of the extra initial delay of the
first packet of

τR
0 = q∗ ΔT . (4.6)

In case the original traces are available, such an estimation can as well be
constructed by comparing the cumulative inter-arrival times of the packets in{
T in

p , Lin
p

}k−1

p=0
and

{
T out

p , Lout
p

}k−1

p=0
, respectively. The corresponding causality

condition reads as follows:

T in
p − T in

0 ≤ T out
p − T out

0 ∀p . (4.7)

We obtain an estimation of the extra initial delay of

τT
0 = min

{
τ : T in

p − T in
0 ≤ T out

p − T out
0 + τ ∀p

}
. (4.8)

Comparisons of (4.6) and (4.8) showed that in case of considerable loss
(3.9) at the beginning of the observation interval, q∗ becomes too small. The
reason for this is obvious: the loss reduces the output flow Rout

A,s+q, and thus,
(4.5) is met “too early” when q is increased. For this reason, we construct
another bound by taking � > 0 into account:

q∗∗ = min

{
q :

n∑
s=1

Rin
A,s ≥

n∑
s=1

Rout
A,s+q + � ∀n

}
, (4.9)

Rout
A,0, . . . , R

out
A,q∗∗−1 := 0 ; (4.10)

τL
0 = q∗∗ ΔT . (4.11)
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Please note that � is calculated over the whole observation window in order
to ensure that this portion of traffic is very likely to be lost. As we focus on
statistics per one side only, the shift parameters q, q∗ and q∗∗ do not affect
the results.

4.3.3 Warm-up phase

A practicable work-around of the problem of the delayed first packet consists
in not considering the first k’ (say 100) packets of the trace both at sender and
receiver, yielding the traces

{
T in

p , Lin
p

}k−1

p=k′ and
{
T out

p , Lout
p

}k−1

p=k′ as a basis for
analysis, respectively. This way of treating the problem is comparable to the
elimination of a warm-up phase in a simulation by not taking the first samples
into account. Thus, we observe the throughput process in steady-state.

4.3.4 User Datagram Protocol Traffic Generator

The measurements are produced by using a cooperative UDP traffic generator
tool. First, the traffic generator part of the tool (=server) is presented. The
generator is trying to send UDP datagrams of constant length as regularly as
possible with a sequence number inside each datagram. The datagrams are
not sent back-to-back, but spaced in order to yield a certain load. The minimal
time the packets are spaced is hereafter called inter-packet delay. The software
tries to keep this value as closely as possible. However, as blocking calls are
used, sending packets too fast as compared to the capacity of the link close
to the sender can increase the effective inter-packet delay, which the tool tries
to compensate for.

The software was developed in C# running on both server and client, and
these are producing and monitoring the datagram stream. The original time
stamp resolution is limited to 10 milliseconds, which is not good enough for
our purposes. Thus, specific coding was necessary to improve the time stamp
resolution to one thousand of a millisecond. This was achieved by using per-
formance counters in conjunction with the system time to provide smaller
time increments. To this aim the kernel32.dll functions QueryPerfor-

manceCounter and QueryPerformanceFrequency were used, cf. Table 4.1.
For each measurement, the process for each run was set to realtime in the
Microsoft Windows XP operating system.
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Table 4.1: Query performance parameters in server and client code.

Line Code

01 [Dllimport("kernel32.dll")]

02 extern static ulong QueryPerformanceCounter(ref ulong x);

03 [Dllimport("kernel32.dll")]

04 extern static ulong QueryPerformanceFrequency(ref ulong x);

All data are saved in a static vector in order to allocate the necessary space
at the start-up of the program. If this was neglected, memory allocations or
hard disc drive accesses could jeopardize the timestamping, which should be
avoided at all cost. At the end of executions all time stamps in the static
vector are saved in a trace file, cf. Appendix B.

The UDP generator starts with saving the starting time in variable ctr1

to be used as reference time stamp to every other time stamp in the code,
cf. Figure 4.1 (TS 1) and Table 4.2 (line 01), using the QueryPerformance-

Counter.
To maintain the nominal inter-packet delay, an active waiting while-loop

is used for all packets to be sent, cf. Figure 4.1 (TS1 compared to TS2a and
TS2b) and Table 4.2 (ctr2 - ctr1 < delayTimeLong · i), where delay-

TimeLong is the desired inter-packet delay-time and i is the current datagram
number that is to be sent. The while loop is being hold until the accumu-
lated inter-packet delay time is reached, cf. Figure 4.1 (TS2a == TS2b). In
this way, if a previous inter-packet delay time was not fulfilled, e.g. due to
send function delays, the waiting time for a datagram will be shorter in or-
der to fulfil the required inter-packet delay time. Before and after each send
function a time stamp is executed, cf. Figure 4.1 (TS 3 and 4) and Table 4.2
(line 15 and 17). The Send method is used for sending the datagram cf. Ta-
ble 4.2 (line 16), where the parameters rndFile and rndFile.Length specify
the byte array argument and the number-of-bytes to send integer argument.
The byte array argument includes a sequence number for packet loss detec-
tion on the receiver side. The datagram destination is given by the arguments
ipAddress and remotePort. Appendix B illustrates a log file created by the
server.
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Figure 4.1: UDP generator with time stamps.

43



CHAPTER 4. TRAFFIC MEASUREMENTS METHODOLOGY

Table 4.2: Inter-packet delay algorithm in server.

Line Code

01 QueryPerformanceCounter(ref ctr1); // Perform this line once at start up

... ...

06 QueryPerformanceCounter(ref ctr2);

07 while (((ctr2 · 1000000 / freq) − (ctr1 · 1000000 / freq)) <

(delayTimeLong · 1000 · (ulong)i))

08 {

09 QueryPerformanceCounter(ref ctr2);

10 }

... ...

15 QueryPerformanceCounter(ref ctr3);

16 s.Send(rndFile,rndFile.Length,ipAddress,remotePort);

17 QueryPerformanceCounter(ref ctr4);

At the receiver (=client) a times tamp was take upon packet arrival. The
client also uses the performance counters in conjunction with the system time
to achieve higher time resolution.

4.3.5 Measurement Setup

For the measurements of application-perceived throughput, two scenarios were
considered: One is called the downlink scenario, cf. Figure 4.2 (a), in which
the client is connected to a base station (BS) and the server to the Internet
via 100 Mbps Ethernet. In this scenario the client is equipped with an Intel
Pentium III 3.4 GHz processor, 1 GB RAM, and ISP specific GPRS/UMTS
PCMCIA card while the server is equipped with an Intel Pentium D 3.0 GHz
processor, 2 GB RAM, and 10/100 Mbit/s Ethernet network interface. The
other one is called the uplink scenario, Figure 4.2 (b), in which the server is
connected to a BS and the client to the Internet via 100 Mbps Ethernet. In
this scenario the client is equipped with an Intel Pentium D 3.0 GHz processor,
2 GB RAM, and 10/100 Mbit/s Ethernet network interface while the server
is equipped with an Intel Pentium III 3.4 GHz processor, 1 GB RAM, and
ISP specific GPRS/UMTS PCMCIA card. The scenario names are based on
the direction of the data traffic in reference to the BS.

44



4.3. MEASUREMENTS OF APPLICATION-PERCEIVED THROUGHPUT

  

  
 

Internet 

Data 

Downlink 

 

Base station 
Client Server 

(a) Downlink scenario.

 

  
 

Internet 

Data 

Uplink 

 

Base station 

Server 
Client 

(b) Uplink scenario.

Figure 4.2: Measurement scenarios.
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4.3.6 Parameter Settings

According to the prerequisites of the fluid flow model [2, 34], several packets
should be captured in one averaging interval in order to get a differentiated
view on throughput variations. As GPRS allows only for a couple of packets
to be sent or received per second, an averaging interval of ΔT = 1 s was
chosen. With a typical observation window of duration ΔW = 1 min, the
throughput time series to be analyzed consist of n = 60 values. Due to
the limited resolution in time, time stamping inaccuracies due to the limited
exactness of the computer clock should be a minor issue, while the quite short
observation interval should damp the potential effect of clock drift.
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Chapter 5

Measurements of

Application-Perceived

Throughput

In this world of change, nothing which

comes stays, and nothing which goes is lost.

– Anne Sophie Swetchine

Measurements of application-perceived throughput for both GPRS and UMTS
were performed using two different ISPs networks. The first set of measure-
ments at provider A was performed in early 2005, and the second set of mea-
surements at provider B were performed one year later, in summer 2006.
Results from the analysis of the collected data with aid of summary statis-
tics, histograms and autocorrelation coefficient for provider A are reported in
subsections 5.1.1, 5.1.2, 5.2.1, and 5.2.1, while subsections 5.1.3, 5.1.4, 5.2.3,
and 5.2.3 report results for provider B.

In order to reveal the impact of add-on security in a constrained mo-
bile environment Section 5.1.5 presents measurements of application-perceived
throughput of an E2E VPN connection using provider A’s GPRS network.
The measurement were performed during summer of 2005.
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Section 5.3 presents application-perceived measurements on WLAN for
both IEEE 802.11b and IEEE 802.11g. During the measurements only one
client was connected to the wireless network in order to avoid clients compet-
ing for the resources. The measurements include cases when no security is
applied on the wireless link and also when WPA encryption is deployed.

In the following, the measurements results are illustrate using a unified
layout in order to ease the comparability of results. In part (a) of the corre-
sponding figure, the following statistics are illustrated (from top to bottom):

1. throughput histogram at sender and receiver, ΔR = 1 kbps

2. throughput difference plot

3. autocorrelation coefficients.

As additional illustration, time sample plots are shown in part (b) for each
data unit, they show (from top to bottom):

1. time elapsed at the sender during sleep

2. time elapsed at the sender for the send time

3. time elapsed at the sender for both sleep and send time

4. time elapsed at the receiver since the reception of the preceding data
unit.

5.1 GPRS Measurements

All GPRS measurements were produced using a constant application payload
size of 128 bytes. Results for both downlink and uplink measurements for
provider A are presented in the next two sections, while results for provider
B are presented in Section 5.1.3 and Section 5.1.4 repectively.

Security affects the user-perceived QoS through increased processing times
and additional overhead [20]. A VPN [48] connection based on IPSec [49] in
tunnelling mode adds at least 22 bytes to each packet, which can be a consid-
erable amount of overhead considering that GPRS has limited capacity. Also
when short packets are used the overhead could become lager than the actual
application payload. Measurements of application-perceived throughput E2E
VPN connection over ISPs A GPRS network is presented in section 5.1.5.
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5.1.1 ISP A: GPRS downlink

The first GPRS downlink case addresses a modestly loaded link with the
nominal inter-packet delay time set to 130 ms, cf. Figure 5.1. The measured
average inter-packet delay amounts to 130 ms cf. Figure 5.1 (b) (second from
bottom). The throughput histograms and the standard deviations on server
and client side are equal, cf. Figure 5.1 (a) (top), which agrees with the time
plot in Figure 5.1 (b) showing a regular behavior both at sender and receiver.
The autocorrelation at the sender, cf. Figure 5.1 (a) (bottom-left), reflects
the non-integer ratio of ΔT and the nominal inter-packet delay. It is slightly
damped by the network, but the original correlation structure is preserved.
According to Figure 5.1 (b) the packet loss is zero.

The second case addresses a GPRS downlink with the nominal inter-packet
delay time set to 70 ms, cf. Figure 5.2, the server sent with an almost constant
throughput of 14 to 16 kbps, yielding an average of 14.64 kbps. However, the
client received the datagrams in a scattered way at throughputs varying from 1
to 33 kbps which an average of 11.64 kbps. The network introduces additional
burstiness. From Figure 5.2 (a) (top), we can see that the standard deviation
grows roughly by factor 16.

Figure 5.2 (a) (middle) reveals a shared bottleneck. Data loss amounts
to about 20 % with a period of 15 s, cf. Figure 5.2 (b) (bottom). The
autocorrelation (Figure 5.2 (a) (bottom)) at the server side displays a periodic
behavior of 3.5 s, while the client perceives a longer period of about 15 s, which
is due to the overload situation with regular throughput breakdowns as shown
in Figure 5.2 (b) (bottom). Reference [47] reports on abortive file downloads
via GPRS, which might have its roots in the here-described problems.

Table 5.1 provides an overview of different measurements. Quite high
losses occur quite frequently. However, no real trend can be seen. The only
loss-less case in which the network behaves transparently is the case of a
nominal IPD of 130 ms. In all other cases, there is a considerable growth of
the standard deviation at the receiver.

5.1.2 ISP A: GPRS Uplink

The first GPRS uplink case addresses a modestly loaded link with the nominal
inter-packet delay set to 130 ms, cf. Figure 5.3. The average send time
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Figure 5.1: ISP A: GPRS downlink scenario, 130 ms inter-packet delay.
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Figure 5.2: ISP A: GPRS downlink scenario, 70 ms inter-packet delay.
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Table 5.1: ISP A: GPRS Downlink with packet size of 128 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

50 50.00 20.50 16.93 0.58 9.67 15.25
60 60.00 17.07 14.47 0.49 10.37 15.30
70 70.00 14.64 11.64 0.47 8.03 20.54
80 80.00 12.80 10.22 0.52 7.01 20.27
90 90.00 11.38 10.80 0.33 3.19 5.11

100 100.00 10.26 9.73 0.61 4.44 5.00
110 110.00 9.32 8.26 0.31 4.75 11.38
120 120.00 8.53 7.22 0.49 5.89 15.40
130 130.00 7.88 7.88 0.47 0.47 0.00

is approximately by factor 12 larger than the one in the downlink scenario
with inter-packet delay of 130 ms. Hence, the amount of time spent in the
sleep function is adapted in order to achieve the nominal inter-packet time,
cf. Figure 5.3 (b). The average inter-packet delay amounts to 130 ms, cf.
Figure 5.3 (b) (second from bottom). Already at this load, the packets are
received in a bursty way at the client side, cf. Figure 5.3 (a) (top-right);
Figure 5.3 (a) (middle) indicates a shared bottleneck. The autocorrelation at
the server side displays a periodic behavior of 3 s with highly correlated values,
cf. Figure 5.3 (a) (bottom). The client reports no data loss, cf. Figure 5.3 (b)
(bottom).

In the second GPRS uplink case, the nominal inter-packet delay was set
to 80 ms, yielding a server transmission rate of 12.82 kbps, cf. Figure 5.4
(a) (top-left). This is matched by the measured averaged throughput. At
the server and client side datagrams appeared as a scattered stream with
throughputs of 0 to 48 kbps at the server and 0 to 20 kbps at the client.
The standards deviation is slightly reduced. We observe a shared bottleneck
in the histogram difference plot, cf. Figure 5.4 (a) (middle). The channel
destroys the 4 s throughput periodicity but introduces some extra low-term
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Figure 5.3: ISP A: GPRS uplink scenario, 130 ms inter-packet delay.
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Table 5.2: ISP A: GPRS Uplink with packet size of 128 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

50 119.50 9.78 0.03 25.07 0.26 0.35
60 91.54 11.95 11.91 26.46 3.99 0.29
70 104.44 10.02 10.00 24.53 4.55 0.17
80 80.03 12.82 12.77 9.55 7.16 0.40
90 90.00 11.38 11.38 0.33 6.88 0.00

100 100.00 10.24 10.07 0.42 6.40 0.33
105 105.02 9.76 9.52 0.52 6.77 0.18
110 110.04 9.32 9.32 0.31 6.74 0.00
115 114.98 8.91 8.91 0.47 6.62 0.00
120 120.02 8.53 8.38 0.49 6.70 0.00
130 130.00 7.88 7.88 0.47 6.37 0.00

correlation, cf. Figure 5.4 (a) (bottom). From Figure 5.4 (b), we see that
there exist situations in which sleeping is not an option since the sleeping
time is consumed by the send function. Between samples 125–195 and 230–
260, such non-sleeping situations are indicated but they disappear later on.
We may assume that subsequently, the stream got more capacity by the GPRS
scheduler. Packet loss occurs close to sample 150, with a total packet loss ratio
of 0.4 %.

Table 5.2 summarizes the results of the GPRS uplink measurements. From
the rise of the standard deviation at the sender σin

RA
, we can deduct the cases

in which an overload situation is given (nominal inter-packet delay between
50 and 70 ms). For longer inter-packet delays, the standard deviation at the
receiver σout

RA
is similar in size. Loss is negligible.

5.1.3 ISP B: GPRS downlink

The first GPRS downlink case for ISP B addresses a modestly loaded link with
the nominal inter-packet delay time set to 130 ms, cf. Figure 5.5, which is
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Figure 5.4: GPRS uplink scenario, 80 ms inter-packet delay.
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matched by the measured average inter-packet delay, cf. Figure 5.5 (b) (second
from bottom). The average throughputs and the standard deviations on server
and client side are equal, cf. Figure 5.5 (a) (top). The histogram difference
plot Figure 5.5 (a) (middle) indicates that the network is transparent for
the application. The original correlation structure is preserved although it is
slightly damped by the network. Figure 5.5 (b) shows perfect sending and
almost perfect reception behavior.

In the second case the nominal inter-packet delay time was set to 70 ms.
The server sent with an almost constant throughput of 14 to 15 kbps, yielding
an average of 14.64 kbps, cf. Figure 5.6. From Figure 5.6 (b) (second from
top) we can identify that on average it only took 0.03 ms for the send function
to send packets. Thus, the sender did not experience any network performance
issues. The client received the datagrams in a scattered way at throughputs
varying from 8 to 22 kbps, yielding an average of 14.61 kbps. From Figure 5.6
(a) (top), we can see that the standard deviation grows roughly by factor 5.
Figure 5.6 (a) (middle) reveals a shared bottleneck. The jitter in the inter-
packet times at the receiver is seen from Figure 5.6 (b) (bottom). Data loss
amounts to about 0.12 %, cf. Figure 5.6 (b) (bottom). The autocorrelation
(Figure 5.6 (a) (bottom left)) at the server side displays a periodic behavior
of 7 s with highly correlated values. This structure is destroyed by the end-
to-end path and is no longer visible at the receiver cf. Figure 5.6 (a) (bottom
right).

Table 5.3 provides an overview of all uplink measurements at ISP B. Quite
high amount of loss occurred for inter-packet delay of 50 ms. Together with
the high amount of standard deviation at the receiver σout

RA
, we can deduct

that an overload situation occurred. In all other cases, the loss is negligible.

5.1.4 ISP B: GPRS Uplink

The first GPRS uplink case addresses a modestly loaded link with the nominal
inter-packet delay set to 130 ms, cf. Figure 5.7. This is matched by the
measured average inter-packet delay time, cf. Figure 5.7 (b) (second from
bottom). Already at this load, the packets are received in a bursty way at the
client side, cf. Figure 5.7 (a) (top-right); Figure 5.7 (a) (middle) indicates a
shared bottleneck. The autocorrelation at the server side displays a periodic
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Figure 5.5: ISP B: GPRS downlink scenario, 130 ms inter-packet delay.
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Figure 5.6: ISP B: GPRS downlink scenario, 70 ms inter-packet delay.
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Table 5.3: ISP B: GPRS Downlink with packet size of 128 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

50 50.00 20.48 12.29 0.68 10.32 29.27
60 60.00 17.07 17.07 0.49 0.75 0.00
70 70.00 14.64 14.61 0.47 2.17 0.12
80 80.00 12.80 12.78 0.52 2.89 0.13
90 90.00 11.38 11.38 0.33 0.57 0.00

100 100.00 10.24 10.24 0.33 3.38 0.00
110 110.00 9.32 8.40 0.31 2.78 0.00
120 120.00 8.53 8.53 0.49 0.99 0.00
130 130.00 7.88 7.88 0.47 0.47 0.00

behavior of about 3 s with highly correlated values (Figure 5.7 (a) (bottom)).
There is however no data loss.

In the second GPRS uplink case, the nominal inter-packet delay was set
to 70 ms, which is matched by the measured average inter-packet delay, cf.
Figure 5.8 (b) (second from bottom). The nominal inter-packet delay of 70 ms
yields a server transmission rate of 14.64 kbps, cf. Figure 5.8 (a) (top-left).
This is matched by the measured averaged throughput. At the client side
datagrams appeared as a scattered stream with throughputs of 1 to 20 kbps
at the client. We observe a shared bottleneck in the histogram difference plot,
cf. Figure 5.8 (a) (middle). At the receiver, a periodic behaviour of 6 s is
visible, cf. Figure 5.8 (a,b) (bottom). Loss amounts to 0.23 %.

Table 5.4 summarizes the results of the GPRS uplink measurements for
ISP B. Nominal and average IPD as well as standard deviation at sender and
receiver agree in all cases except the first one. Obviously, the sender was not
able to keep the desired IPD, which was increased on average by about 9 %.
Here, we faced an overload situation with probably two slots assigned and the
blocking send function acting as a gate, which is seen from the extremely high
standard deviation σout

RA
≈ 15 kbps, while loss is surprisingly small as compared
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Figure 5.7: ISP B: GPRS uplink scenario, 130 ms inter-packet delay.
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Figure 5.8: ISP B: GPRS uplink scenario, 70 ms inter-packet delay.
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Table 5.4: ISP B: GPRS Uplink with packet size of 128 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

50 54.36 19.39 18.24 15.03 0.48 0.53
60 60.00 17.07 17.00 0.49 3.67 0.00
70 70.00 14.64 14.54 0.47 5.82 0.23
80 80.00 12.82 11.25 0.52 5.92 0.53
90 90.00 11.38 11.35 0.33 6.32 0.15

100 100.00 10.24 10.15 0.65 5.89 0.33
110 110.00 9.32 9.28 0.31 6.01 0.37
120 120.00 8.53 8.53 0.49 5.46 0.00
130 130.00 7.88 7.88 0.47 4.78 0.00

to the downlink case. In the cases of larger IPDs the desired throughput is
supported, but the jitter is increased.

5.1.5 E2E VPN connection over ISP A’s GPRS network

The first case presented is an application-perceived throughput measurement
of a VPN connection with Triple Data Encryption Standard (3DES) [50] en-
cryption and Secure Hash Algorithm 1 (SHA-1) [51] authentication algorithm
on the uplink scenario. By choosing an inter-packet delay of 80 ms, the server
transmission rate was set to 12.8 kbps. However, the average throughput at
the server’s side only reaches 6.37 kbps. By looking at Figure 5.9 (top-left) we
observe a peak at 0 kbps in the throughput histogram at the server’s side. The
server is sending at 0 to 85 kbps; the standard deviation exceeds the average
throughput. At the client side, the throughput histogram is more compact
with throughput between 0 to 10 kbps; the standard deviation is reduced by
about factor ten. No traffic is lost, indicating that datagrams were buffered
and sending was delayed until there was available capacity on the GPRS link.
A shaping bottleneck can be seen in the throughput histogram difference plot,
cf. Figure 5.9 (middle). The correlation at the server side indicates low cor-
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Figure 5.9: ISP A: VPN 3DES-SHA-1 GPRS uplink scenario, with 80 ms
inter-packet delay.

relations, cf. Figure 5.9 (bottom-left). At the client side the autocorrelation
reaches high positive values for small lags of some seconds, cf. Figure 5.9
(bottom-right), which expresses a strong after-effect.

Figure 5.4 depicted a generic GPRS uplink scenario without any encryp-
tion or authentication. The inter-packet delay still amounts to 80 ms, similar
to the previous VPN 3DES-SHA1 scenario shown in Figure 5.9. The server
transmission rate became 12.8 kbps, which is matched by the measured aver-
age throughput, cf. Figure 5.4 (top-left). The strange peak seen at 1 kbps in
Figure 5.9 (top-left) is less intense in Figure 5.4 (top-left) which indicates that
the overload in the former VPN case,cf. Figure 5.9 (top-left) was introduced
by VPN overhead.

In the next case presented in this section, the SHA-1 authentication al-
gorithm has been replaced with the Message-Digest algorithm 5 (MD5) [52]
algorithm. By choosing an inter-packet delay of 90 ms the server transmission
rate was set and measured to 11.38 kbps, cf. Figure 5.10 (top-left). Thus, the
bottleneck that showed up in case of an inter-packet delay of 80 ms for VPN
is avoided. The client received the datagrams in a very scattered stream with
throughputs of 1 to 15 kbps. The standard deviation grew from 0.33 kbps to
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Figure 5.10: ISP A: VPN 3DES-MD5 GPRS uplink scenario, with 90 ms
inter-packet delay.
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Figure 5.11: ISP A: VPN SHA1 GPRS uplink scenario, with 90 ms inter-
packet delay.

64



5.1. GPRS MEASUREMENTS

0 10 20 30
0

1

Histogram at server

S
am

pl
es

Throughput [kbps]

Packet size: 128 bytes
Inter packet delay: 120 ms
Avg. throughput: 8.53 kbps
Std: 0.49 kbps

0 10 20 30
0

1

Histogram at client

S
am

pl
es

Throughput [kbps]

Packet size: 128 bytes
Inter packet delay: 120 ms
Avg. throughput: 7.37 kbps
Std: 6.11 kbps

5 10 15 20 25 30
−1

0

1
Throughput histogram difference plot

Throughput [kbps]

0 10 20 30
−1

0

1
Lag−j autocorrelation at server

A
C

F

Lag
0 10 20 30

−1

0

1
Lag−j autocorrelation at client

A
C

F

Lag

VPN−GPRS downlink

Figure 5.12: ISP A: VPN 3DES-SHA-1 GPRS downlink scenario, with 120
ms inter-packet delay.

4.15 kbps. The throughput histogram difference plot, cf. Figure 5.10 (mid-
dle), reveals a shared bottleneck. The end-to-end path introduces some extra
correlation, cf. Figure 5.10 (bottom).

In the next measurement the Encapsulated Security Payload (ESP) pro-
tocol is configured to only use the SHA-1 authentication algorithm and no
encryption algorithm. The server transmission rate was set to 11.38 kbps by
choosing an inter-packet delay of 90 ms, cf. Figure 5.11 (top-left). Again, the
client received the datagrams in a very scattered stream with throughputs
of 1 to 15 kbps. The standard deviation grew from 0.33 kbps to 3.79 kbps.
The throughput histogram difference plot, cf. Figure 5.11 (middle) reveals
a shared bottleneck. At the server side the autocorrelation displays a peri-
odic behavior of 9 s stemming from the non-integer ratio between ΔT and
IPD, while at the client, that periodicity is less pronounced, cf. Figure 5.11
(bottom).

Turning our attention to the downlink scenario, we consider a VPN connec-
tion with 3DES encryption and SHA-1 authentication algorithm. The server
transmission rate was set to 8.53 kbps, cf. Figure 5.12 (top-left), which is
matched by the measured averaged throughput. The client received the data-
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grams in a highly scattered stream with throughputs of 1 to 28 kbps. The
measured average throughput amounts to 7.37 kbps. From Figure 5.12 we
can see that the standard deviation grows roughly by factor 12. We observe a
shared bottleneck in the throughput histogram difference plot, cf. Figure 5.12
(middle). At the server side the autocorrelation displays a periodic behavior
of 3.5 s. At the client, that periodicity is replaced by another less pronounced
one with a period of about 12 s, cf. Figure 5.12 (bottom), stemming from the
GPRS packet loss process.

From the comparison of the related statistical data of the cases VPN 3DES-
SHA-1 and generic GPRS shown in Figure 5.12 and Table 5.1 row 8, it becomes
obvious that the measured average throughput in VPN 3DES-SHA-1 scenario
is slightly less compared to the generic GPRS case which amount to 7.22 kbps.
The standard deviation grows roughly by factor 12 in both scenarios.

Figures 5.13 and 5.14 show the loss ratios on GPRS uplink and GPRS
downlink, respectively. In both figures different VPN connection configura-
tions, such as 3DES-SHA-1, 3DES-MD5 and SHA-1, are shown together with
a general GPRS connection without the use of VPN. In the downlink scenar-
ios, cf. Figure 5.14, high losses occur rather frequently. However, no real trend
can be seen. The different encryption and authentication algorithms used by
the VPN do not seem to increase the measured loss. In the uplink scenarios,
cf. Figure 5.13, the loss is rather small compared to the downlink scenarios.
From the rise of the standard deviation at the sender, we can deduct that
an overload situation occurs given a nominal inter-packet delay between 50
and 80 ms. This seems to have some negative effect on the loss ratios of the
different VPN configurations, cf. Figure 5.13.

Based on the presented analysis, the different VPN tunnel configurations
do not have any major affect on the throughput characteristics at the sender,
besides the additional overhead introduced by the ESP. An end-to-end VPN
connection through GPRS mainly experiences problems typical to the GPRS
network itself such as considerable jitter, high data loss in the downlink di-
rection and volatile conditions.
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Figure 5.13: ISP A: Loss ratios on uplink.

5.2 UMTS Measurements

All UMTS measurements were produced using a constant application payload
size of 480 bytes. Results for both uplink and downlink measurements for
provider A are presented in Sections 5.2.1 and 5.2.2 while results for provider
B are presented in subsections 5.2.3 and 5.2.4.

5.2.1 ISP A: UMTS Downlink

The first UMTS downlink case presented addresses a modestly loaded link
with the nominal inter-packet delay time set to 90 ms, cf. Figure 5.15. In this
case, the impact of the network is hardly visible; the average throughput is the
same on server and client side, while the standard deviation has grown slightly.
Still, it is small as compared to the average both at sender and receiver.
The throughput histograms are almost identical, which is also shown by the
throughput histograms different plot that is close to zero, cf. Figure 5.15
(a) (middle). At the server side, the autocorrelation plot, cf. Figure 5.15
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Figure 5.14: ISP A: Loss ratios on downlink.

(a) (bottom-left), reveals a throughput periodicity of about 9 s, which stems
from the fact that the averaging interval is not an integer multiple of the inter-
packet delay. However, at the client side, this periodicity is less pronounced,
cf. Figure 5.15 (a) (bottom-right). Obviously, the network has destroyed
some of the original throughput autocorrelation and its structure. The plots
from the time domain, cf. Figure 5.15 (b), show some rather small amounts of
jitter. The jitter indicated from the first time stamp is compensated to sustain
the throughput. Figure 5.15 (b) (bottom) show the time plot perceived by
the receiver. The mean IPD at the client side is slightly larger than the mean
IPD at the server, displaying a distinct burst deviation around sample 450.
The client does not indicate any packet loss.

In second case, the nominal inter-packet delay time is set to 30 ms, cf.
Figure 5.16. Still the average throughput is the same on both the server and
client side, but the standard deviation is much higher at the client side as
compared to the server side. The client also starts to perceive more jitter
as compared to the previous example, cf. Figure 5.16 (b) (bottom). Still,
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Figure 5.15: ISP A: UMTS downlink scenario, 90 ms inter-packet delay.
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Figure 5.16: ISP A: UMTS downlink scenario, 30 ms inter-packet delay.
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the client does not indicate any packet loss. The autocorrelation structure is
again changed significantly by the network.

In the third case, the offered throughput was increased to 384 kbps by re-
ducing the inter-packet delay to 10 ms, cf. Figure 5.17. The server produces
a stream at exactly this speed (ΔT is an integer multiple of the nominal
inter-packet delay). Consequently, the standard deviation is zero and the au-
tocorrelation undefined. We obviously face an overloaded bottleneck, and data
loss amounts to � = (1− 349.95/384) � 8 %. However, according to standard
deviation and histogram, cf. Figure 5.17 (a) (top-right), the datagrams arrive
much more scattered at the client’s side, which receives data at rates varying
from roughly 175 to 475 kbps. The bottleneck indicator seen in Figure 5.17
(a) (middle) reveals a shared bottleneck. The autocorrelation, cf. Figure 5.17
(a) (bottom-right), is rather small but irregular. The jitter perceived by the
client is also very high together with some packet loss, while some packets
reach the receiver obviously back-to-back, cf. Figure 5.17 (b) (bottom).

Table 5.5 contains an overview of all UMTS downlink measurements that
have been carried out. There is a tendency that throughput jitter increases
as the offered load approaches the capacity of the downlink (384 kbps).

5.2.2 ISP A: UMTS Uplink

We now apply the same type of overload situation to the UMTS uplink. The
nominal inter-packet delay was set to 90 ms, cf. Figure 5.18. In this case,
the impact of the network is visible but small; the average throughput is
almost the same on server and client side, while the standard deviation has
grown slightly; still, it is small as compared to the average both at sender
and receiver. At the server side, the autocorrelation plot, cf. Figure 5.18 (a)
(bottom-left), reveals a throughput periodicity of about 9 s. However, at the
client side, this periodicity is less pronounced, cf. Figure 5.18 (a) (bottom-
right). No packet loss is perceived. Figure 5.18 (b) shows that the sender’s
jitter is hardly damped by the adaptable sleep function.

In the second case, the offered traffic amounts to 480 · 8 bit/60 ms =
64 kbps. However, the average throughput at the server’s side reached only
59.26 kbps, which means an effective average inter-packet delay of 65 ms. A
strange peak at 0 kbps occurs in the throughput histogram at the server’s side,
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Figure 5.17: ISP A: UMTS downlink scenario, 10 ms inter-packet delay.
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Table 5.5: ISP A: UMTS Downlink with packet size of 480 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

10 10.00 384.00 349.95 0.00 78.91 8.88
11 11.00 349.12 348.42 1.07 68.19 0.20
12 12.00 320.00 319.94 1.83 95.05 0.02
15 15.00 256.00 254.98 1.83 67.30 0.42
20 20.00 192.00 192.00 0.00 55.64 0.00
30 30.00 128.00 128.00 1.83 16.15 0.00
40 40.00 96.06 95.81 2.06 56.80 0.20
50 50.00 76.80 76.80 2.34 4.90 0.00
60 60.00 64.00 63.94 1.83 6.12 0.10
70 70.00 54.91 54.85 1.77 5.05 0.00
80 80.00 48.00 47.94 1.94 3.71 0.13
90 90.00 42.69 42.69 1.24 3.81 0.00

100 100.00 38.40 38.40 0.00 1.00 0.00
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Figure 5.18: ISP A: UMTS uplink scenario, 90 ms inter-packet delay.
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Table 5.6: ISP A: UMTS Uplink with packet size of 480 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

50 65.99 58.62 58.62 41.13 6.92 0.00
60 65.63 59.26 59.26 39.01 5.07 0.00
70 69.99 54.91 54.91 1.77 11.71 0.00
80 80.00 48.00 48.00 1.94 5.27 0.00
90 89.98 42.69 42.56 1.24 2.58 0.00

100 100.01 38.40 38.40 0.00 4.30 0.00

cf. Figure 5.19 (a) (top-left). Obviously, datagrams were buffered and sending
was delayed until there is capacity available on the UMTS link. The server
was sending at 0 to 112 kbps; the standard deviation is almost as large as the
average throughput. At the client side the average throughput also amounts
to 59.26 kbps, which means that there is no missing traffic at the end of the
observation interval (0 % loss). The throughput histogram is much more com-
pact, displaying throughputs between 35 and 66 kbps. The standard deviation
is reduced almost by factor eight, the bottleneck indicator (Figure 5.19 (a)
(middle)) displays a shaping bottleneck. The autocorrelation is quite small,
cf. Figure 5.19 (a) (bottom). Another indication is the time spent in the sleep
function is very low, cf. Figure 5.19 (b) (top), which indicates that sleeping
time is already consumed by the send function.

Table 5.6 summarizes results from the UMTS uplink measurements.
Again, we recognize the trend that the receiver perceives more throughput
variation as the sender approaches the nominal capacity of 64 kbps. However,
as soon as this capacity is surpassed, the average inter-packet delay stays be-
low the nominal inter-packet delay, and the throughput at the sender starts
to jitter.
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Figure 5.19: ISP A: UMTS uplink scenario, 60 ms inter-packet delay.
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Figure 5.20: ISP B: UMTS downlink scenario, 30 ms inter-packet delay.
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5.2.3 ISP B: UMTS Downlink

We apply the same load cases to the ISP B UMTS downlink. In the first
case presented, the nominal inter-packet delay time is set to 30 ms, cf. Fig-
ure 5.20. The average throughput is the almost the same on both the server
and client side. The standard deviation grows by factor 7, cf. Figure 5.20,
which is slightly less compared with factor 9 for ISP A IPD = 30 ms case,
cf. Figure 5.16. The client also perceives jitter, cf. Figure 5.20 (b) (bottom),
although the client does not indicate any packet loss. At the server side,
the autocorrelation plot, cf. Figure 5.20 (a) (bottom-left), reveals a through-
put periodicity of about 3 s. However, at the client side, this periodicity is
changed, cf. Figure 5.20 (a) (bottom-right).

In the second case, by reducing the inter-packet delay to 10 ms, cf. Fig-
ure 5.21, the offered throughput was increased to 384 kbps, which is matched
by measured average throughput at the sender. The standard deviation is
roughly by factor 20 higher at the client side as compared to the server side.
At the client, the datagrams arrive much more scattered. Data is received at
rates varying from roughly 211 to 460 kbps. The bottleneck indicator seen in
Figure 5.21 (a) (middle) reveals a shared bottleneck. The autocorrelation, cf.
Figure 5.21 (a) (bottom-left), reveals a throughput periodicity of about 8 s
which is again changed significantly on the way to the receiver. The client is
also experiences packet loss of about 7 %, cf. Figure 5.21 (b) (bottom).

Table 5.5 contains an overview of all UMTS downlink measurements for
ISP B that have been carried out. Similarly to the UMTS downlink measure-
ments for ISB A, there is a tendency that throughput jitter increases as the
offered load approaches the capacity of the downlink.

5.2.4 ISP B: UMTS Uplink

For uplink measurements on ISP B we present an overload case in which
the offered traffic amounts to 480 · 8 bit/50 ms = 76.8 kbps. However, the
average throughput at the server’s side reached only 58.88 kbps, which means
an effective average inter-packet delay of 65 ms. We recognize the same trends
as for ISP A, i.e.:

• the peak at 0 kbps at the server side, signaling pausing due to the block
send function;
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Figure 5.21: ISP B: UMTS downlink scenario, 10 ms inter-packet delay.
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Table 5.7: ISP B: UMTS Downlink with packet size of 480 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

10 10.00 384.00 356.74 2.65 53.24 7.07
11 11.00 349.12 349.12 1.07 59.73 0.00
12 12.00 320.00 320.00 1.83 58.36 0.00
15 20.00 256.00 261.63 1.83 37.63 0.00
20 20.00 192.06 192.06 2.06 24.53 0.00
30 30.00 128.00 128.06 1.83 13.43 0.00
40 40.00 96.00 96.00 2.83 9.69 0.00
50 50.00 76.80 76.80 2.65 4.74 0.00
60 60.00 64.00 64.00 1.83 4.56 0.00
70 70.00 54.91 54.91 1.77 3.19 0.00
80 80.00 48.00 47.81 1.94 7.09 0.00
90 90.00 42.69 42.69 1.24 5.15 0.00

100 100.00 38.40 38.46 1.58 3.28 0.00
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Table 5.8: ISP B: UMTS Uplink with packet size of 480 bytes.

Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

50 65.39 58.88 58.88 45.65 7.80 0.00
60 64.40 59.84 59.71 28.45 3.35 0.00
70 70.00 54.91 54.85 1.77 3.25 0.00
80 80.00 48.00 48.00 1.94 2.78 0.00
90 90.00 42.69 42.69 1.24 3.09 0.00

100 100.00 38.40 38.40 2.45 2.55 0.00

• the average throughput at both client and server are equal, which means
that there is loss perceived by the client at the end of the observation
interval;

• the bottleneck indicator (Figure 5.22 (a) (middle)) displays a shaping
bottleneck;

• the time spent in the sleep function is almost zero, cf. Figure 5.22 (b)
(top), which indicates that sleeping time is already consumed by the
send function.

Table 5.8 summarizes results from the UMTS uplink measurements for ISP
B. We immediately recognize the overload cases by the difference between
nominal IPD and average IPD, and by the high standard deviation of the
throughput at the sender.

5.3 WLAN Measurements

The WLAN measurements were produced using a constant application pay-
load size of 1458 bytes to avoid segmentation on the Ethernet link towards
the client. Results for both IEEE 802.11b and IEEE 802.11g, including cases
with and without security, are presented in the following subsections. The
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Figure 5.22: ISP B: UMTS uplink scenario, 50 ms inter-packet delay.
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access point used during the measurements was configured to use WPA per-
sonal when security was enabled. WPA personal uses Advanced Encryption
Standard (AES) as encryption method with dynamic encryption keys with a
size of 128 bits. It was created in response to the security weaknesses found
in WEP [16], [17]. The aim with WPA is to provide confidentiality of wireless
data communication.

During the measurements, the server was located on the WLAN while the
client was located on wired network, thus we measured on the uplink scenario,
cf. Figure 4.2 (b).

5.3.1 IEEE 802.11b

First we present a case where no security is applied to the wireless link and
the offered throughput was set to 5832 kbps, cf. Figure 5.23. The server
produces a stream at exactly this speed. Consequently, the standard deviation
is zero and the autocorrelation undefined. The average throughput is almost
the same on both the server and client side, but the standard deviation is
high at the client side as compared to the server side. We observe a shared
bottleneck in the histogram difference plot, cf. Figure 5.23 (a) (middle).
The autocorrelation, cf. Figure 5.23 (a) (bottom-right), is rather small but
irregular.

In the next case security in form of a WPA algorithm is applied to the
wireless link. The offered throughput was set to 5832 kbps, cf. Figure 5.24.
Still, the server manages to produce a stream at exactly this speed. The
average throughput is almost the same on both the server and client side. The
standard deviation at the server side amounts to 5.68 kbps while the client
experiences a much higher standard deviation. Also in this case we observe a
shared bottleneck in the histogram difference plot, cf. Figure 5.24 (a) (middle)
and small but irregular autocorrelation, cf. Figure 5.24 (a) (bottom-right).

Table 5.9 summarizes results from the IEEE 802.11b measurements. We
recognize that security on the wireless link does not have any impact on the
application-perceived throughput. For the cases with nominal inter-packet
delay time set to 0 or 1 ms, the measured average inter-packet delay time was
considerably higher. This is explained by the fact that the server uses the
blocking send method for sending packets, hence when the link is overloaded
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Figure 5.23: IEEE 802.11b, 2 ms inter-packet delay, no security.
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Figure 5.24: IEEE 802.11b, 2 ms inter-packet delay, with security.
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Table 5.9: IEEE 802.11b with packet size of 1458 bytes.

WPA Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

No 0 1.80 6467 6466 172.83 173.61 0.00
Yes 0 1.80 6467 6467 64.84 69.24 0.00
No 1 1.81 6452 6452 151.05 153.70 0.00
Yes 1 1.81 6430 6430 91.76 99.26 0.00
No 2 2.00 5832 5831 0.00 27.82 0.01
Yes 2 2.00 5832 5832 5.68 20.99 0.00
No 4 4.00 2916 2916 8.04 6.44 0.00
Yes 4 4.00 2916 2916 8.32 3.72 0.00

packets are delayed until link capacity becomes available. The standard de-
viation introduced that way is clearly visible at the client (σout

RA
≈ σin

RA
). The

throughput for these cases is obviously upper-bounded by 6.5 Mbps.

5.3.2 IEEE 802.11g

For IEEE 802.11g, we present a case where security, in form of WPA algorithm
is applied, to the wireless link. The nominal inter-packet delay time is set
to 1 ms, cf. Figure 5.25. This is matched by the measured average inter-
packet delay, cf. Figure 5.25 (b) (second from bottom). The send function
experiences some rather high sending times, which is compensated for by
the sleep function. The average throughput amounts to 11664 kbps at the
server, which is almost the same at the client. The standard deviation at
the server is 5.03 kbps while at the client it is slightly smaller, 4.30 kbps.
The throughput histograms are almost identical, which is also shown by the
throughput histograms different plot that is close to zero, cf. Figure 5.25
(a) (middle). The original correlation structure is slightly changed by the
network. Packet loss at the client amounts to zero.

Table 5.10 summarizes results from the IEEE 802.11g measurements. In
parallel to IEEE 802.11b results, cf. Table 5.9, we again recognize that security
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Figure 5.25: IEEE 802.11g, 1 ms inter-packet delay, with security.
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Table 5.10: IEEE 802.11g with packet size of 1458 bytes.

WPA Nominal Average R̄in
A R̄out

A σin
RA

σout
RA

�

IPD IPD
[ms] [ms] [kbps] [kbps] [kbps] [kbps] [%]

No 0 0.41 28687 28618 349 432 0.23
Yes 0 0.41 28252 28220 205 210 0.11
No 1 1.00 11664 11663 5.88 6.26 0.00
Yes 1 1.00 11664 11664 5.03 4.30 0.00
No 2 2.00 5832 5832 8.85 3.04 0.00
Yes 2 2.00 5832 5831 7.12 5.88 0.00
No 4 4.00 2916 2916 4.80 2.62 0.00
Yes 4 4.00 2916 2916 7.44 4.80 0.00

on the wireless link does not have any pronounced influence on the application-
perceived throughput except for the case of back-to-back packets (nominal
IPD = 0 ms). There, we observe a throughput of 28.6 Mbps without and
28.2 Mbps with security enabled.

5.4 Summary

This chapter reported on measurements of application-perceived throughput
based on rather short averaging intervals of one second. The influence of
GPRS and UMTS networks in both uplink and downlink direction on relevant
summary statistics is illustrated and discussed. To this end two different ISP
have been investigated. Application-perceived throughput of an E2E VPN
connection over ISP A’s GPRS network has also been presented. Finally, the
chapter also presents measurements of application-perceived throughput on
WLAN.

In general, both UMTS and GPRS end-to-end paths are capable of in-
troducing enormous amounts of jitter, which is seen from throughput devi-
ations based on one-second averages. The impact of these mobile channels
on throughput histograms and autocorrelation functions are clearly visible.
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While UMTS is almost transparent in terms of throughput as long as the ap-
plication uses only a small share of the nominal capacity, GPRS hardly does
without jitter.

In the downlink direction, there is a certain risk of data loss even if the
nominal capacity of the mobile link is not reached yet. It was observed that
the GPRS network of ISP A had considerable problems in delivering packets
in downstream direction. Loss ratios of 10 to 20 % were not uncommon, which
efficiently jeopardizes the performance of streaming applications. High data
loss in the downlink direction was also observed in the VPN experiments.
The different VPN tunnel configurations did not have any major effect on
the throughput characteristics at the sender, besides the additional overhead
introduced by the IPSec. Although loss might occur sooner, no major con-
tribution of the IPSec overhead can be seen. In general an end-to-end VPN
connection through GPRS mainly experiences problems typical to the GPRS
network itself such as considerable jitter, high data loss in the downlink di-
rection and volatile conditions.

In the uplink direction, the burstiness also rises as long as the nominal
capacity of the wireless link is not reached. This effect is reversed as soon as
the nominal capacity is surpassed: In case the sending application transmits
datagrams too fast, the send function itself acts as a shaper by holding packets
until they can be sent, which can be considered as some kind of “force feed-
back”. Loss is avoided that way, but timing relationships within the stream
can differ substantially from the ones imposed by the streaming application.
Choosing negligible nominal inter-packet delay reveals the maximal obtainable
throughput in the uplink direction. In the downlink direction, this information
can only by obtained indirectly through observing the loss process. As soon
as significant loss appears, the offered throughput is too high and needs to be
lowered until the loss disappears.

For WLAN measurements we recognize that security on IEEE 802.11b
does not have any significant impact on the application-perceived throughput.
The same observation was made for IEEE 802.11g. On the other hand, for
IEEE 802.11g, the jitter at the server is even slightly reduced when security
is applied.
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Chapter 6

Wireless network

suitability for different

mobile services

After all, the ultimate goal of all research

is not objectivity, but truth.

– Helene Deutsch

As we move towards the next generation mobile networks, in recent years it
has become obvious that 4G will address heterogeneous networks providing
connectivity to users at any place at any time. In order to meet user expec-
tations, mobile services need efficient support from the underlying commu-
nication systems. This chapter discusses the suitability of wireless networks
for different mobile services, as a first step towards an optimal automatic
choice of communication technologies in order to provide for seamless com-
munications. The chapter begins by illustrating how a wireless network can
be chosen a-priory in Section 6.1. Section 6.2 discusses the possibility how to
use application-perceived throughput statistics (described in Section 3.3 and
shown in Chapter 5) for passive E2E application perceived quality monitor-
ing. Finally, Section 6.3 proposes a framework for seamless communication
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which integrates both the a-priory network classification and the E2E quality
monitoring concept.

6.1 Wireless a-priory network

Comparing required user-perceived speeds, user-perceived throughputs and
capacities of networks to choose from, we can derive whether a network can be
chosen a-priory (i.e. can be considered appropriate in terms of performance
for a certain service). Variations of user-perceived speed and throughput
on small time scales reflect delay jitter. The safety factor (introduced in
Section 3.1) γ ≥ 1 helps to account for insecurities with regards to unknown
processing and queuing times as well as lower-layer overheads and multi-hop
scenarios, respectively. If the required application-perceived speed cA, given
by 3.3, was equal to the capacity of the bottleneck link, γ would be the ratio
between application-perceived latency and the non-distance-dependent part of
the transmission time of the amount of data X via that link. Taking this into
account, γ should not be chosen too small (say γ ≈ 2) if required application-
perceived speeds and capacities are to be compared.

Let us consider an example of a messaging service where a mobile user
requests textual information from the server. We assume the request consists
of 1 kB, the answer of 1.5 kB. Processing times sum up to

∑
i TPi = 2 s so

that the latency budget, becomes 2 s, divided by the safety factor γ. The
capacity of GPRS using one slot per direction providing 9.6 kbps does not
meet condition 3.5 for any γ, which means that there is practically no chance
of meeting the desired response time of 4 s. Being able to use four time
slots (38.4 kbps) in the downstream direction improves the situation, yielding
γ ≈ 1.7. However, our measurements indicate that operator A hardly ever
assigned more than one time slot.

If several appropriate networks are available in parallel, cost considerations
might determine which network to choose. In terms of price-per-byte, WLAN
access uses to be cheaper than GPRS, UMTS access. In the latter case,
pricing depends very much on the operator’s policies. However, taking typical
Swedish prices into account, both GPRS and UMTS services are charged
equally at about 55 e per month. In such a case, UMTS should be chosen
whenever possible due to capacity reasons if WLAN is not available. A one-
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stop service concept, in which the service provider buys capacity from one or
several operators, might yield even lower prices.

Based on the results shown in Chapter 5, GPRS, does not seem to be
feasible for streaming services at all and might even fail supporting interactive
services such as file transfers because of the large amounts of loss and jitter
seen in the measurements presented in Chapter 5. Streaming services require
σout

RA
≈ σin

RA
in order for the network to be a-priory. UMTS on the other

hand, seems to be suitable for streaming services as long as the service uses
merely a part of the nominal link capacity. WLAN seems to be suitable
for both streaming and interactive services. The throughput is much higher
when there is only one client connected to the wireless network. However,
the throughput may be drastically reduced when several clients compete for
resources [18, 19].

6.2 Passive E2E application-perceived quality

monitoring

QoS monitoring, if applied, is usually carried out by rather centralized enti-
ties and only in those parts of the network where a provider is responsible for.
A coordination of the monitoring among different administrative or technical
domains, e.g. as a monitoring service, is rarely achieved. To this end, an
E2E monitoring mechanism based on the application-perceived throughput
statistics described in Section 3.3 can be used. In the monitoring mechanism,
throughput statistics (e.g. average application-perceived throughput, stan-
dard deviation for the application-perceived throughput, coefficient of vari-
ation of the throughput and throughput histograms) are passively collected
at both end points of a communication relationship. The measured statistics
are interchanged between the sender and receiver. The effort ranges from
the transmission of one value (for average application-perceived throughput,
standard deviation for the application-perceived throughput, and coefficient
of variation of the throughput) to some ten values (for throughput histograms)
per observation interval. By comparing the corresponding statistical values
helps to identify potential problems. The following effects can be observed in
wireless networks (for parameter description see Section 3.3):
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1. Considerable data loss (R̄out
A < R̄in

A ) either in the wireless or in the
wireline part of the Internet;

2. Exploding burstiness

(a) at the receiver (σout
RA

� σin
RA

) especially when the offered traffic
approaches the capacity of the mobile link;

(b) at the sender (σin
RA

� σout
RA

) in uplink scenarios when the mobile
link is overloaded, which is followed by a strong shaping due to the
limited capacity of the channel.

Utility functions typically relate the state of an application or a network
with the end-user perceived QoS and the user satisfaction. These utility func-
tions are used for rate control and resource allocation [53, 54]. The concept of
the Throughput Utility Function (TUF) [55] extends the original notion [56]
in order to capture the main influences of wireless networks and to map these
influences to a single utility value between 0 and 100 %. The mapping is
achieved by selecting an appropriate product of specific utility functions. The
specific utility functions have to be selected such that their parameters de-
scribe the change of utility due to problems encountered in mobile networks
as accurately as possible.

In [55] the following utility functions are introduced:

1. The m-utility function

Um = (1 − �)km , (6.1)

where

� = max
{

1 − R̄out
A

R̄in
A

, 0
}

(6.2)

denotes loss during observation interval ΔW , and km is a parameter
governing the slope of utility reduction as � increases. The shape of
Eqn. 6.1 has been chosen such as to cushion considerably large loss if
km � 1.

2. The c-utility function

Uc =

{
(max{1 − |γ|, 0})k−

c for γ < 0
(max{1 − γ, 0})k+

c for γ ≥ 0
, (6.3)

94



6.3. SEAMLESS COMMUNICATIONS

where γ, defined by (3.13), denotes the absolute change of the coefficient
of variation seen from the viewpoint of the receiver. Depending on the
sign of that change, we use different parameters to control the slope of
Uc, which has the same basic shape as Um:

(a) For γ ≥ 0, i.e. cout
RA

≥ cin
RA

equivalent to growing throughput varia-
tions, we apply the parameter k+

c ;

(b) For γ < 0, i.e. cout
RA

< cin
RA

equivalent to sinking throughput varia-
tions, we apply the parameter k−

c .

We obtain the throughput utility function as

UNetw = Um · Uc (6.4)

A detailed discussion on TUF concept and results from measurements on the
mobile network of ISP A is provided in [55].

Effects described above can be used to generate quality feedback towards
service providers, operators and users. If there is no loss and the inter-
packet times is rather unchanged, the network has no damping effect on the
application-perceived quality. Measurements presented in Chapter 5 reveal
high amount of loss in ISP A’s GPRS network. This has a negative impact
on streaming, messaging and interactive services. High burstiness at either
sender or receiver indicates that the timely relationships within the stream are
not kept, hence streaming services experience bad quality. Such behaviour is
seen from the measurements in Chapter 5 when the offered traffic approached
the link capacity.

6.3 Seamless Communications

We define seamless communication as roaming between different types of net-
works or network operators in a handover-fashion, preserving connectivity as
far as possible and minimizing the performance degradation perceived by the
application. The main goal is to be Always Best Connected.

The main challenge when it comes to mobility is the fact that IP proto-
col does not support any mobility by itself. This is reflected in the way IP
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addresses are used, mainly as topological locators and network interface iden-
tities. Thus, every time a mobile node changes the point of attachment to the
Internet, it changes its IP address. E.g., a switch from WLAN to any cellular
network, such as GPRS or UMTS, results in a change of IP address. Most
transport protocols, e.g. TCP, can not handle IP address changes without
breaking the communication session.

The Internet Engineering Task Force (IETF) has proposed Mobile IP [57]
as a solution for mobility in the future all-IP networks [58]. Although Mobile
IP has been standardized it is hardly widely implemented in the Internet.
The main reasons are the limited number of IPv4 addresses and Mobile IP
mechanism issues such as the triangular routing, frequent and long distant
registration updates, and single-point of failures [59].

In order to attain seamless communication, the communication session
must be maintained as far as possible to ensure minimal packet loss. This can
be achieved by hiding the change of the IP address from the application, i.e.
making the handovers transparent to the application. The Network Selector
Box (NSB) [60] adopts a virtual network interface (TAP) for this purpose, see
Figure 6.1. The original packet is encapsulated in a new packet before sending
it through the Internet, as depicted in Figure 6.2, implementing a tunnel and
hiding the change of IP address from the application.

The NSB is implemented as client-server architecture; the building blocks
are shown in Figure 6.3. The NSB consists of the following building blocks:
TAP device, NSB Controller, Network Selector, Link Monitor, Link Parameter
database and Roaming Policy.

The Controller is responsible for sending packets, receiving packets, send-
ing and reacting to control messages, and executing handovers between the
different available wireless networks. The Controller on the server side is also
responsible for allocating virtual IP addresses to clients and, for each client, it
keeps a list with available networks (and their perceived quality) that packets 
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NSB 
 

NSB TAP Server 
app.
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Figure 6.1: Virtual Network Interface in the NSB.
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Figure 6.2: Encapsulated packet for tunnelling purpose.

may be sent over. This database is updated by control messages sent from
clients.  
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Figure 6.3: Building blocks of the NSB.

The Network Selector determines the best network to used at the moment.
For this purpose, a decision algorithm is implemented. Before each packet is
sent an evaluation of the link performance is done by means of estimating the
round trip time, packet loss and time-outs. This task is carried out by the
Link Monitor. These values are stored in the Link Parameter database on the
server and in a separate database on the client.

The Roaming Policy scans for available networks and ranks them as de-
scribed in Section 6.1. Its input to the Network Selector helps the latter to
decide about the best appropriate network.

A thorough performance evaluation of the NSB has been presented in [61].
Besides tunnel-typical overhead of 42 bytes, no performance implications were
found. The overhead introduced by the tunnel leads to increased frame size
on the link layer. In Figure 6.4 the ratio between the overhead and frame
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 Figure 6.4: Relative overhead vs. frame size ratio.

size is plotted. When using frames larger than approximately 420 byte the
overhead is less than 10 % of the frame size.
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Chapter 7

Conclusions and future

work

I am not afraid of tomorrow, for I have

seen yesterday and I love today.

– William Allen White

Wireless communication market has experienced a tremendous expansion in
recent years and is expected to maintain the growth. While today costumers
usually use different wireless products when connecting to the Internet via
a specific access network i.e. GPRS, new products emerging on the market
enable users to use the same product and connect to the Internet through
different access networks, i.e. GPRS, UMTS and WLAN. The next gener-
ation wireless network (4G) will enable seamless communication permitting
the development of new value added service e.g. streaming audio video. User
satisfaction of a service depends on the performance achieved by all the com-
ponents that constitute the service, including application- and network per-
formance. To this end, application-perceived throughput, which reflects the
QoS perceived by the application and thus the user, is the focus of the work
presented in this thesis. Measurements of application-perceived throughput
on rather small time scale interpreted with the aid of summary statistics,
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histograms and autocorrelation coefficient on GPRS, UMTS and WLAN net-
works have been described.

Based on the analysis and knowledge gained we conclude that, an applica-
tion could gain more throughput and being more efficient if the datagrams are
sent with some inter-packet delay instead of sending all datagrams as fast as
possible. This inter-packet delay, i.e. the nominal throughput, should be well-
adapted to the throughput supported by the weakest communication link. As
the available capacity could be changed during an ongoing connection due to
cross traffic, it might be important to adaptively change the inter-packet delay
to the new conditions. In general, the application programmer considering the
use of mobile channels should be conscious of these throughput variations.

Furthermore, the results presented in this thesis are aimed at optimizing
a-priory network selection based on requirements provided by users and ap-
plications. The analysis method used for interpretation of the measurements
is easily integrated into a passive mobile service monitoring framework. The
output from the monitoring framework can be used as input to a decision
algorithm representing a step towards an optimal automatic choice of access
technologies in order to provide for seamless communications. It is of interest
for both users and providers to always use the access network that best corre-
sponds to the applications needs in terms of performance, price, and security.

Future work also includes mapping the relationship between application-
perceived QoS and user-perceived QoS and Quality of Experience (QoE) i.e.
customer satisfaction. The challenge derives from the existence of subjective
components in the customer satisfaction which can vary from one customer
to another. Building the bridge between objective an subjective parameters
will help to make perception measurable and to implement fast and effective
counteractions in case of quality problems, which will improve QoE and keeps
customers loyal to their providers.
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3DES Triple Data Encryption Standard

AAL5 ATM Adaptation Layer 5

AES Advanced Encryption Standard

ATM Asynchronous Transfer Mode

AT&T American Telephone and Telegraph

AIUR Air Interface User Rate

AMPS Advanced Mobile Phone System

AES Advanced Encryption Standard

AP Access Point

APN Access Point Name

AuC Authentication Center

BBS Basic Service Set

BSC Base Station Controller

BSSGP Base Station System GPRS Protocol

BTS Base Transceiver Station

BTH Blekinge Institute of Technology

CKSN Ciphering Key Sequence Number

CN Core Network

CRC Cyclic Redundancy Check
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CS Coding Schemes

CSMA/CA Carrier Sense Multiple Access with Collision Avoidance

BSS Base Station Subsystem

DCCH Dedicated Control Chanel

DNS Domain Name System

DPCH Dedicated Physical Channel

DPCCH Dedicated Physical Control Channel

DPDCH Dedicated Physical Data Channel

DTCH Dedicated Traffic Channel

E2E end-to-end

EIR Equipment Identity Register

ESP Encapsulated Security Payload

ESS Extended Service Set

ETSI European Telecommunications Standards Institue

FDD Frequency Division Duplex

FTP File Transfer Protocol

GGSN Gateway GPRS Support Node

GPRS General Packet Radio Service

GMSC Gateway Mobile Switching Center

GTP GPRS Tunnelling Protocol

GSM Global System for Mobile Communications

GSN GPRS Support Nodes

HLR Home Location Register

HSDPA High Speed Downlink Packet Access

HS-DSCH High-Speed Downlink Shared Channel

IEEE Institute of Electrical and Electronics Engineering
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IETF Internet Engineering Task Force

IP Internet Protocol

IPSec IP Security

ISP Internet Service Provider

ITS Intelligent Transport Systems

ITU-T International Telecommunication Union Telecommunica-
tion Standardization Sector

LAN Local Area Network

LLC Logical Link Control

MAC Medium Access Control

MC-CDMA Multi-Carrier CDMA

MD5 Message-Digest algorithm 5

MS Mobile Station

NAT Network Address Translation

NMT Nordic Mobile Telephone

NSAPI Network Service Access Point Identifier

NTP Network Time Protocol

MSC Mobile Switching Centre

NSS Network Switching Subsystem

OQPSK Offset Quadrature Phase Shift Keying

PDA Personal Digital Assistant

PDP Packet Data Protocol

PDU Protocol Data Unit

PHY Physical Layer

PIITSA Personal Information for Intelligent Transport Systems
through Seamless communications and Autonomous de-
cisions
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PTM Point-to-Multipoint

P-TMSI Packet Temporary Mobile Subscriber Identity

PTP Point-to-Point

PTP-CONS PTP connection oriented network service

PTP-CLNS PTP connectionless network service

QoE Quality of Experience

QoS Quality of Service

QPSK Quadrature Phase Shift Keying

RAI Routing Area Identification

RAND Random Number

RNC Radio Network Controller

RNS Radio Network Subsystem

RMON Remote MONitoring

RLC Radio Link Control

SACCH Slow Associated Dedicated Control Channel

SDCCH Stand-alone Dedicated Control Channel

SGSN Serving GPRS Support Node

SHA-1 Secure Hash Algorithm 1

SLA Service Level Agreements

SNDCP Subnetwork Dependent Convergence Protocol

SNMP Simple Network Management Protocol

SMS Short Message Service

SRES Signed Result

TCP Transmission Control Protocol

TDD Time Division Duplex

TDMA Time Division Multiplexing Access
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TUF Throughput Utility Function

UDP User Datagram Protocol

UE User Equipment

UMTS Universal Mobile Telecommunications System

UTRA-FDD UTRA Frequency Division Duplex

UTRAN UMTS Terrestrial Radio Access Network

UTRA-TDD UTRA Time Division Duplex

VPN Virtual Private Network

VLR Visitor Location Register

WEP Wired Equivalent Privacy

W-CDMA Wideband CDMA

WLAN Wireless Local Area Network

WPA Wi-Fi Protected Access
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The server produces plain text file traces. There are five columns; sequence
numbers are stored in the first column, while column 2 to 5 show the time
stamp TS1 through TS4. The first line includes information of when the trace
was created and the initial values of the performance counters, cf. Table B.1.

2006-07-29 20:42:56.328 Counter:3367393442616195 Frequency:2992570000

10000000 3370354630 3370354631 3370354651 3370369013

10000001 3370369051 3370483920 3370483928 3370483994

10000002 3370484012 3370613920 3370613922 3370613946

10000003 3370613974 3370743920 3370743922 3370743949

10000004 3370743962 3370873920 3370873923 3370873945

10000005 3370873958 3371003920 3371003922 3371003946

10000006 3371003959 3371133920 3371133924 3371133963

10000007 3371133978 3371263921 3371263928 3371263988

10000008 3371264006 3371393920 3371393923 3371393950

10000009 3371393977 3371523921 3371523923 3371523950

10000010 3371523963 3371653920 3371653923 3371653946

10000011 3371653960 3371783921 3371783924 3371783959

10000012 3371783974 3371913920 3371913923 3371913951

10000013 3371913965 3372043921 3372043924 3372043967

10000014 3372043982 3372173921 3372173928 3372173983

Table B.1: Excerpt from server trace file.
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The client also produces plain text file traces. There are two columns; se-
quence numbers are stored in the first column, while column 2 show the time
stamp when packet was received. The first line includes information of when
the trace was created and the initial values of the performance counters, cf.
Table C.2.

2006-10-05 20:45:35.975 Counter:20949871705622602 Frequency:2992570000

10000000 4323150763

10000001 4323323990

10000002 4323423685

10000003 4323544194

10000004 4323684682

10000005 4323744581

10000006 4323804039

10000007 4323863943

10000008 4323923909

10000009 4323963783

10000010 4324024260

10000011 4324084749

10000012 4324144287

10000013 4324204172

10000014 4324244575

10000015 4324324242

Table C.2: Excerpt from client trace file.
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