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Abstract

Tremendous advances in technology have made possible Giga- and Terabit networks today. Similar advances need to be made in the management and control of these networks if these technologies
are to be successfully accepted in the market place. Although years of research have been expended
at designing control mechanisms necessary for fair resource allocation as well as guaranteeing Quality
of Service, the discovery of the self-similar nature of trac ows in all packet networks and services,
irrespective of topology, technology or protocols leads one to wonder whether these control mechanisms are applicable in the real world. In an attempt to answer this question we have designed
network simulators consisting of realistic client/server interactions over various protocol stacks and
network topologies. Using this testbed we present some preliminary results which show that simple
ow control mechanisms and bounded resources cannot alter the heavy-tail nature of the o ered
trac. We also discuss methods by which application level models can be designed and their impacts
on network performance can be studied.

1 Introduction
Recent trac measurement studies from a wide range of working packet networks (including Ethernet
LANs, WANs, CCSN/SS7, ISDN, Frame Relay and VBR video over ATM) have convincingly shown
the presence of fractal or self-similar properties in both local area and wide area trac traces [2, 5, 6,
10, 23, 28, 31], which means that similar statistical patterns may occur over di erent time scales that
can vary by many orders of magnitude (i.e., ranging from milliseconds to minutes and even hours).
Such fractal phenomenon have been observed in many other branches of science and engineering [39].
Examples of such systems are found in sociology (Lotka's law), linguistics (Zipf's law), economics (Pareto's
law), medicine (cardiac spectrum) and biology (Willis' law). Despite the e orts in these other areas of
science, the application of methods developed in these elds to fractal trac modeling and analysis is
relatively new. While most of the previous work in science and engineering has almost exclusively focused
on statistical and practical features of fractal models (e.g., data analysis, mathematical modeling) and
numerous advancements have been made, the door is wide open for research and advancements in the
area of engineering and performance analysis of such systems. This is mainly because of the lack of
mathematical tools to analyze such systems leading to diculties in obtaining practically useful results.
This discovery of these features in network trac calls to question some of the basic assumptions made
by most of the research done in control, engineering, and operations of broadband integrated systems.
The fact that network trac is inherently fractal or long-range dependent (LRD) and most broadband
systems have been designed based upon the assumption that trac ows in high-speed networks are
characterized by short-range dependence (SRD) leads one to question the extent to which the results of
these studies are applicable in practice. At the time being, there is mounting evidence that LRD is of
fundamental importance for a number of teletrac engineering problems, such as trac measurements
[40], queueing behavior and bu er sizing [4, 9, 12, 25], admission control [8] and congestion control
[17, 35, 37]. Unlike traditional packet trac models, which give rise to exponential tail behavior in queue
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size distributions and typically result in optimistic performance predictions, fractal trac models predict
hyperbolic or Weibull (stretched exponential) queue size distributions. These models therefore will lead to
di erent control and management algorithms of present and future packet networks within an integrated
framework where end-to-end Quality of Service (QoS) is important.
Under the present circumstances where current data networks are designed and operated based on
models which are not representative of the trac measured from actual working data networks, our
ability to manage and control broadband networks and services in \real time" when subjected to \real
trac" may be very limited. Also, practically useful management knowledge and engineering methods
have played a major role in the general acceptance, rapid deployment and successful operation of new
technologies and services and are expected to impact the growth of broadband services and technologies
as well. If these new systems are to succeed in the market place a wealth of management knowledge must
accompany the deployment of broadband technologies and services.
In this paper we will describe our preliminary attempts to investigate the e ect of controls on selfsimilar trac ows, and discuss implications to controllability in the context of a realistic network environment. We will begin with a discussion on the role of controls in the network context (section 2).
Following that discussion we will describe some methods of modeling realistic applications and sources
(section 3). These source models will be used to drive network simulators and in particular we will use
a TCP/IP simulator we have developed to discuss the impacts of controls on self-similar trac (section
4). We will end this paper with a few discussions on our observations and will scope out further work
needed to gain a thorough understanding of network controls on self-similar trac ows.

2 Role of Network Controls
One of the most important and challenging issues in the design of broadband networks is to develop an
ecient and integrated framework within which requested end-to-end QoS guarantees are fully supported.
Quality of Service is one of the main reasons for \controlling" and monitoring network trac ows and
is the primary focus of our study. Standardization committies have developed many recommendations
and speci cations they believe will result in providing guaranteed levels of service to the end user. For
instance, the ATM Forum Trac Management (TM) working group has recently completed the TM 4.0
speci cation [1], according to which ve service categories have been identi ed. These are the Constant
Bit Rate (CBR), the Real-time Variable Bit Rate (rt-VBR), the Non-real-time Variable Bit Rate (nrtVBR), the Unspeci ed Bit Rate (UBR) and the Available Bit Rate (ABR). Many diverse (broadband)
applications are expected to be supported within these ve classes of services. Each of these classes of
trac imposes various interactions at various levels of the protocol hierarchy such as interactions between
the window-based ow and congestion control of TCP/IP and the preventive congestion control scheme of
ATM; but such demands at various levels may result in con icting or incompatible requirements between
these levels which may make service deployment onerous. Such questions on how to map application
level requirements into protocol level constraints are yet to be fully investigated. Given the state of the
art one wonders whether a cost e ective, integrated and distributed system can be developed which can
meet strict QoS criteria for a large number of end users subscribing to a variety of services.
At the present time it is fair to say that the design and management of integrated broadband networks
is complicated by the presence of disparate service requirements (some of which will be known only as
future applications and services are developed). Examples of applications which lead to these disparate
service requirements range from voice and interactive data to image, full-motion video and bulk data [14].
Such di erent classes of trac may require deterministic or statistical bounds on various QoS parameters
such as throughput, cell loss, cell delay and cell delay jitter. These parameters represent performance
objectives expected from the system for the duration of a connection. The problem of trac management
when integrating communication protocols from both existing and future trac types and when required
to provide bounds on QoS on a per connection basis becomes indeed a very challenging task.
How can a network provider guarantee the potentially wide spectrum of QoS requirements? The ATM
Forum has concluded that a number of trac management mechanisms are necessary to properly provide
the expected levels of service from the network. Such management mechanisms include Trac Shaping,
Resource Management, Call Admission Control, Usage Parameter Control, Network Parameter Control,
Priority Control, etc. The basic philosophy is that by the use of such control mechanisms the trac can
be suciently regulated at the edges of the network (by shaping, feedback control, blocking, etc.) so as
to make the trac ow within the network conform to behavior such that QoS guarantees can be met
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using very simple strategies based on traditional models.
These topics being very important for network operations and management have received a lot of
attention in the literature and a number of functional control mechanisms have been proposed for ATM
trac control. There is generally a trade-o between the levels at which QoS requirements are met and
eciency with which network resources are utilized. For instance, four general categories of services
can be distinguished according to this trade-o , namely services with deterministic guarantees (so-called
hard guarantees) with worst-case allocation [20, 41], services with statistical guarantees (so-called soft
guarantees) with probabilistic allocation [11, 22, 45], prediction-based services with measurement-based
admission control [18], and services with feedback-based control [21]. Usually, networks with deterministic
guarantees provide the best QoS guarantees but at the expense of lower eciency in utilization of network
resources whereas the other three approaches o er the possibility of a better resource utilization at the
cost of a potential QoS degradation.
Most studies on broadband network management have been entirely based on traditional modeling
assumptions. To investigate issues of the e ectiveness of network controls on fractal features we begin in
the next section by modeling self-similar trac at various levels. We will then use these trac generators
to drive network simulators and compare results to gain insights into the e ectiveness of controls on
\shaping" fractal trac.

3 Application Level Modeling
Today, it has been established that trac ows and patterns for resource usage in packet and cell based
networks have fractal properties which implys that the above-mentioned control mechanisms need to be
revisited and reassessed under the assumption of realistic trac. We begin by rst discussing various
features of \realistic" trac modeling which have been proposed in the literature. We will then model
trac sources around some key features and use these to drive network simulators.
Recent studies have shown that aggregations of heavy-tailed ON/OFF sources can lead to self-similar
trac ows; i.e. aggregation of many individual, albeit higly variable, on-o sources (on- and o -periods
with heavy-tailed distributions with in nite variance, e.g., Pareto distributions) can lead to self-similar
trac ows [29, 38, 43]. Others have questioned this simple model under realistic client/server network
environments where one has bounded resources; and they desire to incorporate a combination of many
other details and characteristics. Although it is true that network trac is governed by many physical
factors, a \good" model should incorporate only those feature which are relevant for the problem under
consideration. Below we will list some of the many factors a ecting network trac ows:






User behaviour. One of the most important factors that a ects the trac behaviour at a session/call
level and also during the session has been linked to (human) user behaviour. It was found, for
instance, that the distribution of user requests (think time) and preferences for documents on
Internet (WWW) show an extreme degree of uctuations over a wide range of time scales [6, 7].
Data generation, organization and retrieval. Most measurement studies reported so far analyze
network trac at the link level only (Ethernet LANs, WANs, CCSN/SS7, ISDN, ATM) and show
that both the packet arrival process as well as the byte arrival process exhibit long range dependence
[42]. Evidence of LRD in the distribution of (session) interarrival times and/or le/packet sizes has
been noted for some speci c applications like VBR video MPEG-coded sources (these asymptotically
self-similar processes show LRD as well as strong SRD characteristics) and data sources (exactly
self-similar processes, show essentially similar correlation characteristics over all but for the shortest
time scales) [12, 15]. Willinger has stated long ago that le size distributions as well as jobs on a unix
workstation show heavy tails, and it has recently been shown that the distributions of document
sizes in WWW, of Unix lesystem, of data bytes in FTP bursts, of packet interarrival times within
Rlogin and Telnet sessions, and of sizes of reads and writes to an NFS server all possess LRD
[2, 3, 6, 16, 23, 36]. These studies show that the key statistical behaviour (e.g., correlation structure)
in packet networks is invariant, namely heavy-tailed, from one machine/network to another.
Trac aggregation. One of the most serious obstacles that prevents from keeping the trac generated by individual sources isolated from other trac (at least for as far into the network as possible)
is due to the actual form of trac aggregation (i.e., statistical multiplexing), used in the packet- and
cell-based networks, where the basic contention for resources causes the trac sources to interact
3
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Figure 1: Typical complementary distribution of the le sizes observed in FTP and WWW servers. Note
the log-log plot.





with each other. The superposition of many on-o sources exhibiting the in nite variance syndrome
(Noah E ect) results in self-similar aggregate network trac approaching fractional Brownian motion (Joseph E ect) [43]. The fractal characteristics in trac are also shown to be highly robust
with respect to a variety of network operations, such as trac splitting, merging, queueing, policing
and shaping [12, 13, 19, 26]. Self-similarity seems to be preserved under superposition of both homogeneous and heterogeneous, i.e., independent, trac sources, and this holds over a wide range of
conditions like for instance variations in the bandwidth bottleneck and bu er capacity, and mixing
with cross-trac possessing dissimilar (correlation) characteristics [32, 33]. The coupling process
under realistic scenarios is a very complex one, and further work is necessary to understand whether
the alteration in the short range correlations from such couplings leads to any signi cant e ect on
system operations [12].
Network Controls. It has been speculated that by using sophisticated control mechanisms or different mechanisms for transport that the long range dependence in trac ows can be \smoothed"
out (for one example see [32]) or at the very least altered to an extent where existing methodology
can be applied to the management of networks. As has been mentioned in the previous paragraph,
fractal features in network trac are robust and it would be interesting to study the extent to
which controls can alter LRD trac ows. In fact by using such mechanisms one is just trading
one problem for another. This can be illustrated by the following example: suppose that in order
to get around fractal trac ows in packet networks one decides to use circuit switched networks;
but in so doing one now has to solve the \long holding time problem" in circuit switching instead
of the \fractal trac problem" in packet switching.
Network Evolution. Over time, networks are constantly being \rewired" and \upgraded" [27].
But one has to only visit Web sites which host trac data from these networks to notice that the
inherent characteristics of trac ow on the networks before and after the \upgrade" are essentially
the same.

All these above factors a ect trac at di erent time scales, but which features are most important to
model? The answer to this question depends upon the problem being solved. There are essentially two
levels of models which can prove useful. First, models at the application layer can be used to generate
client/server trac. These models can be useful for studying the e ects of technologies and protocols on
application layer performance. On the other hand if the objective is to study a switching system then a
aggregate trac model on a trunk will be useful. We will generate both kinds of trac and show how
4
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Figure 2: The aggregate server to client trac over a lossless link in a simulation with approx. 300 clients
and servers. The trac shown is at the link layer and is being \shaped" by TCP ow control. The
vertical axis shows the number of Kbytes aggregated over 1 second intervals (horizontal axis)
application trac over realistic systems can lead to self-similar trac on trunks. We will also show how
one can directly model this aggregate trunk trac and use these models to study switch performance.
The most natural model by which the variability over orders of magnitude (from ms. to secs.) can be
easily generated is a heavy-tailed one. Heavy tail distributions where the parameter < 2 will naturally
lead to in nite variance. Thus, we choose to model the variability in both the bytes process or the packets
process (i.e. number of bytes or packets per interval (sec.)) by a Pareto distribution. Speci cally we use
chaotic maps to generate this process, and details on these maps can be found in [29]. We model human
interactions (at time scales of secs. to mins.) by another pareto distribution but with > 2; using these
values of allows us to model nite as well as in nite variance processes with a single parameter.
Figure 1 shows the typical complementary distributions of le sizes observed in FTP and WWW
servers [6, 28] (this data can typically be obtained in logs at the server and are typically available on
many sites such as NCSA, IT.KTH.SE, etc. and may be available on your favorite site also. One can
also write very simple code to download all le size data from a WWW server using a language like
perl and HTTP commands). Figure 1 shows that there is an initial almost uniform distribution followed
by a heavy tail. The heaviness of the tail typically implies that le sizes are highly variable and that
models must be developed which capture the initial at distribution followed by a heavy tail. We use a
simple combination of light- and heavy-tails to model the qualitative features shown in Figure 1. The
parameters of the model can be used to match empirical distributions. Toward that end we have studied
many FTP/WWW transactions from published data and have parametrized our models to be consistent
with these studies [44, 6]. For a survey of many di erent methods of generating heavy-tail distributions
please refer to [30]. Using these methods we were able to model FTP and WWW le size distributions.
We then built a simulation model of FTP and WWW client/server interactions using the FTP protocol
(RFC 959 ) and HTTP 1.0 and 1.1 proposals (RFC 1945, RFC 2068 ). We also used the aggregation of
ON/OFF sources to model trunk trac [30].
Armed with application and trunk trac generators, we performed simple simulation experiments
described in the next section and studied the e ect of TCP on fractal trac ows.

4 A Simple Experiment
Using the trac models developed in the previous section we decided to simulate client/server trac
over a TCP/IP network. We implemented TCP/IP (Tahoe with Fast Retransmit) in our simulator and
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Figure 3: The aggregate server to client trac over a lossy link (1% %losses) in a simulation with approx.
300 clients and servers. The trac shown is at the link layer and is being \shaped" by TCP ow control.
The vertical axis shows the number of Kbytes aggregated over 1 second intervals (horizontal axis)
decided to check the impacts of TCP ow control on self-similar trac. We decided to use TCP/IP
because it is one of the most common protocols being used in many di erent networks today. We also
modeled correlated network losses using hyperbolic distributions as shown by Mandelbrot in a very early
paper [24].
The FTP clients were designed to set up connections with the server and either upload or download
multiple les to/from the server. The le size distributions were matched with those reported in numerous
studies [28, 6]. The number of uploads/downloads per session were modeled as pareto distributions with
> 2. The WWW clients always requested a html document from a server; this document could consist
of many objects (image, audio, video, etc.) each of which were fetched as per http 1.0 speci cations. User
think times were modeled as pareto distributions and initially for these experiments we left the think
times to have nite variance and mean (because of lack of any real data we opted not to model this in
any depth). Our basic goal was to model a \busy period" and therefore we tried to keep think times
short so that a signi cant number of clients would be active at any given time.
Having the basic framework set up we decided to conduct a few experiments. Figure 2 shows the trace
monitored at the network trunk from our simulation with approximately 300 trac sources consisting of
FTP and WWW clients. For this experiment the loss rate on the trunk was kept to zero; i.e. there are no
losses in the system - it represents a pure delay system yet TCP ow control and timeouts were occuring
due to large delays during periods of congestion. The data shown here was monitored from the servers
to the clients over a single trunk carrying this trac. The vertical axis shows the number of Kbytes
and the horizontal axis shows the number of seconds; i.e. the graph shows the number of Kbytes on the
trunk per second. Note how similar this data looks to real trac traces from actual networks. Also note
the existence of low frequency components in this trace showing the presence of 1=f -noise. Typical tests
for self-similarity (variance-time plots, periodograms, and Whittle's point estimates) all con rmed the
persence of LRD in these traces. We did not observe any signi cant change in the Hurst parameter from
that of the application level sources to that observed from these trunk level traces; what we did notice
was the introduction of some low-frequency components which do not appear to be present in the trac
o ered from the clients and servers. Due to the preliminary nature of these expirements more work is
needed to draw conclusions which would show any signi cant di erences in the o ered trac from that
carried on the trunk.
Figure 3 shows a similar plot when we introduced 1% losses on the trunk. This simulation as well as
the previous one was initialized with the same random seed, hence leading to almost identical client/server
uploads and downloads. But due to the losses there were a number of TCP retransmissions along with
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Figure 4: Aggregates of 150 ON/OFF sources whose parameters were matched from the trace shown in
Figure 3. Note the good qualitative match in the mean rate, the uctuations about the mean and the
low-frequency component.
timeouts during periods of congestion. Note the di erences in the two traces which show that the mean
is lower in Figure 3 and the peak uctuations of the process in Figure 3 is slightly lower than in Figure
2. A careful analysis of the trunk trac shows that the mean rate over the link has dropped from about
55 Kbytes/sec to around 50 Kbytes/sec; but we were unable to determine any signi cant changes to the
Hurst parameter. We also intend to investigate the e ect of losses on the peakedness parameter a. Thus,
it appears that a combination of network controls and losses do produce generally expected results but
further work is necessary to determine the e ect on the correlation structure. Note that it has been
shown theoretically [12] that such controls cannot change the distribution in the tail; our emphasis is
more on how the bulk of the distribution is a ected and what impacts it has on network performance.
Having monitored the trac on the trunks we decided to model the aggregate trac shown in Figure
3 with aggregates of ON/OFF models. We matched the parameters of the trace shown in Figure 3 to
the parameters of the ON/OFF models (mean, peakedness and Hurst parameter) and used aggregates
of 150 ON/OFF sources [29] to see how well simiple ON/OFF models (without regard to client/server
interactions) matches a trace which has been shaped by client/server interactions, TCP/IP and network
losses. The result is shown in Figure 4. What is remarkable is that a simple ON/OFF model captures
most of the features of the trace shown in Figure 3. The only slight di erences can be found upon
close examination where there is higher high-frequency component in Figure 3 than in Figure 4. Both
these facts should come as no surprise because we start with applications characterized by heavy-tail
distributions and the multiplexed and \controlled" trac is known to be self-similar from link-level
measurements over real working packet networks. What we have shown here is that depending upon the
problem at hand there may be no need to further complicate the trac generation by modeling endless
details; simple aggregations of ON/OFF sources with appropriate parameters suce to capture many
of the features found in actual trac traces. This is not to say that application level models are not
important, because having application level models allows us to study application level performance in
the real network context.

5 Conclusions
Using the framework developed here we have shown that real world protocols and impairements do
modify the structure of trac o ered to the network entities, but these controls cannot alter the tail of
the distributions of the trac ow processes. At best one can only trade problems, i.e. by incorporating
7

shapers and policers at the edges of the networks one needs huge bu ers which results in large delays
which may be unacceptable in practice. The e ects of controls on network trac need to be investigated
in more detail in order to quantify these tradeo s. The claims by various people in various forums that
fractal trac will be \smoothed" at the edges of the network and that ows within the network will not
exhibit fractal features needs careful reconsideration. Our results indicate that the problem may not be
so easily dismissed and that indeed many of the mechanisms currently being proposed for guaranteeing
QoS will need to be revisited. We plan to continue to investigate the e ectiveness of various schemes in
light of these results. The work here should not be regarded as suggesting that controls are not useful,
but rather that controls should be used for enforcing fairness and their limitations in real operations
should be well understood.
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