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Overlay networks are networks operating on the inter-domain
level, where the edge hosts learn of each other and, based on
knowledge of underlying network performance, they form loosely
coupled neighboring relationships. These relationships can be used
to induce a specific graph, where nodes are representing hosts and
edges are representing neighboring relationships. Graph abstraction
and the associated graph theory can be further used to formulate
routing algorithms on overlay networks. The main advantage of
overlay networks is that they offer the possibility to augment the
IP routing as well as the QoS functionality offered by the Internet.
One can state that, generally, every Peer-to-Peer (P2P) network
has an overlay network at the core, which is mostly based on TCP or
HTTP connections. Because of the abstraction offered by the TCP/IP
protocol stack at the application layer, the overlay and the physical
network can be completely separated from each other as the overlay
connections do not reflect the physical connections.
Overlay networks allow designers to develop own routing and
packet management algorithms atop of the Internet. Overlay networks
can therefore be used to deploy new protocols and functionality
atop of IP routers without the need to upgrade the routers. New
services can be easily developed, with their own routing algorithms
and policies.
Actually, there are two general classes of overlay networks, i.e.,
routing overlays and storage and lookup overlays. Routing overlays
operate on the inter-domain IP level and are used to enhance
the Border Gateway Protocol (BGP) routing and to provide new
functionality or improved service, e.g., as reported in [2]. However,
the overlay nodes operate, with respect to each other, as if they are
belonging to the same domain on the overlay level. QoS guarantees
can be provided as well.
On the other hand, storage and lookup overlays have the focus
on techniques to use the power of large, distributed collections of
machines, e.g., Chord [15]. These overlays are actually used to
support a number of projects on large distributed systems.
I. OVERLAY ROUTING
A number of research activities are done today on overlay routing
as well as on resource discovery, load balancing and security to find
optimal solutions with reference to QoS provisioning [8], [11], [16].
Strategies for overlay routing describe the process of path computation to provide traffic forwarding with soft QoS guarantees at
the application layer. There are typically three fundamental ways to
do routing. These are source routing, flat (or distributed) routing and
hierarchical routing. Source routing means that nodes are required
to keep global state information and, based on that, a feasible path
is computed at every source node. Distributed routing relies on a
similar concept but with the difference that path computation is
done in a distributed fashion. This may however create problems
like distributed state snapshots, deadlock and loop occurrence. Better

routing algorithms are using flooding but at the price of large
volumes of traffic generated. Finally, hierarchical routing is based
on aggregated state maintained at each node and the routing is done
in a hierarchical way. The main problem in this case is related to
imprecise states.
There are two main categories of routing protocols, i.e., proactive
protocols and reactive protocols. Proactive protocols periodically
update the routing tables, independent of traffic arrivals. On the other
hand, reactive protocols update the routing tables on-demand, i.e.,
only when routes need to be created or adjusted due to changes in
routing topology or other conditions (e.g., traffic must be delivered
to an unknown destination). Proactive protocols are generally better
at providing QoS guarantees for real-time traffic like multimedia.
The drawback lies in the traffic volume overhead generated by the
protocol itself. Reactive protocols scale better, but they experience
higher latency when setting up a new route.
A specific difficulty with overlay routing is related to the presence
of high churn rates in P2P networks [14]. The consequence is that
the topology information is very dynamic, which makes it difficult
to provide hard QoS guarantees.
QoS constraints associated with each route define an optimization
problem. To solve this problem, the overlay nodes have dedicated
algorithms associated with a traffic flow or with a group of flows
sharing common characteristics (e.g., similar QoS constraints). To
solve the optimization problem each algorithm can be connected,
e.g., to a Random Neural Network (RNN) to continuously adapt the
existing routes according to the quality experienced by traffic flows
passing the node. This can be done by Reinforcement Learning (RL)
[7]. Other methods to solve the optimization problem may be applied
as well, e.g., swarm intelligence [4], and genetic algorithms [6].
II. M ULTI - PATH OVERLAY ROUTING
IP routing protocols are forwarding data on a single-path between
source and destination nodes. Single-path routing has the drawback
that the achievable throughput could be limited due to many policy
routing decisions existing today. BGP is primarily a policy-based
routing protocol, which means that it may route a specific data
flow on a path with lower bandwidth even if alternate paths with
higher bandwidth are available. Furthermore, single-path routing is
not performing well in wireless (ad-hoc) networks either. This is
because of the relatively high route failures, due to mobility or to
false failures created by interference effects.
An interesting solution is to develop multi-path overlay routers
[13]. Multi-path overlay routing is an algorithm that can be deployed
at the source node to stably and optimally split the data flow
sent to a specific destination node. The algorithm may increase
throughput, reduce latency and balance traffic loads. It may also
provide robustness to link failures due to mobility and false failures
that occur as a consequence of, e.g., IEEE 802.11 MAC protocol.
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There are several fundamental questions that must answered about
multi-path overlay routing and the associated algorithms. Some of
the most important questions are as follows: how many paths are
needed for the transfer of a specific amount of data?; given a specific
topology, how to select the paths such as to provide the requested
QoS and to balance traffic loads?; where to place the multi-path
overlay routers given an existing network topology?; what is the effect
of multi-path overlay routing on TCP stability and performance?;
given a specific topology and a specific multi-path routing algorithm,
how does one design stable TCP congestion control mechanism that
exploits the multi-path routing capability?
III. OVERLAY ROUTING VS BGP
Today, BGP suffers from performance problems created by increasing size and complexity of the Internet backbone [3], [9]. Increasing
number of Autonomous Systems and the associated advertisements
has the consequence that the routing tables are increased. Further,
increased inter-domain connectivity means that the Internet topology
is becoming less hierarchical due to multi-homing. Increased demand
for policy-based routing has also a serious consequence in that the
amount of reachability advertisements further increases. All together
these factors create the situation that BGP routers need longer time
(e.g., at least several minutes) to converge to a new valid route after
a link or path failure. There are studies showing that inter-domain
routers may even need tens of minutes to come to a consistent view of
the network topology after a fault [10]. This further increases the risk
for routing flaps (i.e., routing table oscillations) and instability. One
can therefore state that, although the Internet is actually performing
well, it is also inherently unreliable. Today’s Internet is quite sensitive
to router and link faults, configuration errors and malice and this has
a direct impact on performance.
It is actually extremely hard to understand the dynamics of interdomain routing and to debug routing problems [3]. It is therefore
important to also focus the interest on alternative solutions like using
overlay routing to bypass BGP’s path selection and to improve performance and fault tolerance. Furthermore, it is important to compare
the relative benefits of overlay routing with inter-domain routing as
well. A number of key metrics can be considered, e.g., achievable
throughput, end-to-end and round-trip delays and availability.
Two key elements can be considered for comparison, namely route
availability and route selection algorithm. Route availability refers
to the number of available routes whereas route selection algorithm
refers to protocol complexity, performance and resilience.
It is important to study the performance of inter-domain routing,
and compare it with that of overlay routing protocols. Furthermore,
a very interesting question is related to what is the best architectural solution (with reference to performance) regarding the route
selection algorithm itself. Does the solution with two route selection
algorithms existing today (i.e., BGP and overlay routing protocol)
offer acceptable good performance or maybe a solution with only one
route selection algorithm at the overlay (as suggested by [5]) offers
better performance? The first alternative raises also the question of
coordination of routing mechanisms existing in two parallel overlays
(i.e., BGP and overlay routing) to obtain the best performance like
for instance in the case of IP and MPLS.
IV. S ECURITY ISSUES
Unstructured and unadministered P2P networks like Gnutella
present serious security challenges. There are generally three categories of threats that are acting at different levels, i.e., threats on the
individual user, threats within the P2P network itself and threats to
the Internet. For instance, one of the most serious threats acting at
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individual level is free riding [1]. Free riding is when users download
documents and use so network resources but they do not share files
and do not answer other P2P searches. This is mainly a fairness
problem, as users with selfish behavior are consuming resources and
deteriorating the network performance for own profit only.
Another important threat issue at the individual level is regarding
the copyright-infringement concerns as well as the drive of media
industry to protect proprietary content and to constrain file copying.
A consequence of this could be an eventual persecution of Gnutella
supernodes, which are generating the bulk of data content. This further limits the technical development of P2P and overlay networking.
A possible solution could be to develop and build up anonymity on
top of Gnutella, but this further raises the question of interoperability
among anonymized and non-anonymized users.
Another important research issue is regarding the protection of
P2P and overlay networks that are facing security attacks, e.g.,
Denial-of-Service (DoS) attacks. This problem is further complicated
because actually many standard security mechanisms are not effective
for P2P and overlay networking. This is because P2P and overlay
communication protocols are more sophisticated, communication
patterns are more dynamic and port selection is more random than
with other applications. Moreover, accountability and privacy are not
yet solved in a satisfactory manner [12].
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