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Abstract

Exploring privacy risks in information networks is analysing the dangers and
hazards that are related to personal information about users of a network. It is
about investigating the dynamics and complexities of a setting where humans are
served by technology in order to exploit the network for their own good. In the
information network, malicious activities are motivated by commercial factors in
that the attacks to privacy are happening, not in the name of national security, but
in the name of the free market together with technological advancements. Based
on the assumption of Machiavellian Intelligence, we have modelled our analyses
by way of concepts such as Arms Race, Tragedy of the Commons, and the Red
Queen effect.

In a number of experiments on spam, adware, and spyware, we have found that
they match the characteristics of privacy-invasive software, i.e., software that
ignores users’ right to decide what, how and when information about themselves
is disseminated by others. Spam messages and adware programs suggest a hazard
in that they exploit the lives of millions and millions of users with unsolicited
commercial and/or political content. Although, in reality spam and adware are
rather benign forms of a privacy risks, since they, e.g., do not collect and/or
transmit user data to third parties. Spyware programs are more serious forms of
privacy risks. These programs are usually bundled with, e.g., file-sharing tools
that allow a spyware to secretly infiltrate computers in order to collect and dis-
tribute, e.g., personal information and data about the computer to profit-driven
third parties on the Internet. In return, adware and spam displaying customised
advertisements and offers may be distributed to vast amounts of users. Spyware
programs also have the capability of retrieving malicious code, which can make
the spyware act like a virus when the file-sharing tools are distributed in-between
the users of a network. In conclusion, spam, spyware and virulent programs
invade user privacy. However, our experiments also indicate that privacy-invasive
software inflicts the security, stability and capacity of computerised systems and
networks. Furthermore, we propose a description of the risk environment in
information networks, where network contaminants (such as spam, spyware and
virulent programs) are put in a context (information ecosystem) and dynamically
modelled by their characteristics both individually and as a group. We show that
network contamination may be a serious threat to the future prosperity of an
information ecosystem. It is therefore strongly recommended to network owners
and designers to respect the privacy rights of individuals.

Privacy risks have the potential to overthrow the positive aspects of belonging to
an information network. In a sound information network the flow of personal
information is balanced with the advantages of belonging to the network. With
an understanding of the privacy risk environment, there is a good starting-point
for recognising and preventing intrusions into matters of a personal nature. In
reflect, mitigating privacy risks contributes to a secure and efficient use of infor-
mation networks.
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“Every single day
Every word you say

Every game you play
Every night you stay
I'll be watching you”

--Gordon Sumner

CHAPTER 1

Introduction

Exploring privacy risks in information networks is analysing the dangers and
hazards that are related to personal information about users of a network. It is
about investigating the dynamics and complexities of a setting where humans are
served by technology in order to exploit the network for their own good. It is
also about discussing the high ideals of privacy in an environment where users
tend to overlook their privacy rights when they can gain something by doing so.
In the information network, malicious activities are motivated by commercial
factors in that the attacks to privacy are happening, not in the name of national
security, but in the name of the free market together with technological advance-
ments. Here, we see a community where more and more privacy-invasive tech-
niques are made available and where the amount of vulnerabilities in systems and
networks are growing. 

The Internet is the world’s largest information network connecting millions
and millions of users together. In this setting, networked computers are allowing
disparate servers to be shared, correlated and combined. Corporations collect
and store consumer information in databases to which no one else but the com-
panies have access. More and more data is being collected and saved, both
because data collection is cheap and because people leave numerous electronic
footprints in their daily lives. Much data is available over the Internet, and a con-
sequence is that it is not difficult to collect a detailed dossier on someone. Since
virtually all user information have great value in terms of competitive advantages,
direct marketing, etc., commercial organisations are eager to get as much infor-
mation as possible. One basic rule is that the company with the greatest access to
information about its customers and potential customers is usually the most suc-
cessful one. In that light, many online corporations use every possible mean to
get access to valuable user information. However, in this respect there is a prob-
lem. On one side users have a right to privacy, that is; the right to control what,
when and how information about themselves is disseminated by others. On the
other side, commercially-driven organisations have a need to get reliable and cor-
rect information about the customers and potential customers in order to con-
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duct successful business operations. In fact, one principle idea with Internet-
based commerce between businesses and consumers is the concept of direct and
personalised marketing (something for which user information is needed). In
addition, in an increasingly networked environment, where new technologies and
infrastructures are being rapidly introduced into the daily lives of users, complex-
ity is rising. Vulnerabilities in Internet systems and networks are therefore more
eminent and greater in number than ever before. The possibilities for exploiting
the Internet for the companies’ or others’ self-interest are consequently high. In
all, this means that users’ personal information is at risk.

In general, the safe-guarding of information about individuals is regarded as a
critically important component when building secure and efficient social systems
on the web. Today, privacy-violations occur in numerous aspects throughout the
Internet. Spyware programs set to collect and distribute user information secretly
downloads and executes on users’ work stations. Adware displays advertisements
and other commercial content (often based upon personal information retrieved
by spyware programs). System monitors record various actions on computer sys-
tems. Keyloggers record users’ keystrokes in order to monitor user behaviour.
Self-replicating malware downloads and spreads disorder in systems and net-
works. Data-harvesting software programmed to gather e-mail addresses have
become conventional features of the Internet. Spam e-mail messages fill net-
works and computers with unsolicited commercial content1.

In our opinion, the right to privacy is the right to freedom. Privacy ensures
individuals to maintain their autonomy and individuality. People usually define
themselves by practicing power over information about themselves. In a free
democratic society, people do not have to answer for the choices they make
about what information is shared with others and what is held in private. At the
same time, this does not mean that public law and regulation entirely should
relieve people from the costs of their choices. On the Internet, a large supply of
privacy-invasive software is already available for downloading, execution and dis-
tribution. A subsequent development of privacy-invasive software technologies
in combination with a continuous increase in distribution of such software is not
beneficial for the development of secure and efficient social systems on the
Internet. Here, social systems imply systems of people, which are served by tech-
nology in order to interact with each other. Consequently, the assurance of pri-
vacy is not necessarily a technical issue, but a societal or a human one. In order to
handle privacy attacks and invasions, we need to explore these kinds of software,
both individually and together. 

Exploring the dangers and hazards related to personal information about
users of networks is critical in order to cope with the privacy risks that the avail-
ability, collection and distribution of digital information bring about. This thesis
attempts to analyse privacy-invasive software, how privacy risks reveal themselves
and how the risk environment can be modelled in an information network.

1. Spam, adware, spyware and virulent programs are discussed in more detail in Part 
II of this thesis.



Introduction 5

1.1 Thesis Structure

This thesis consists of two parts. In Part I, we present our research approach and
set the scene for the concepts used, i.e., we discuss terminology and analyse
research advancements in the field. The purpose of Part I (Chapter 3 in particu-
lar) is to provide a rich background introduction to the papers included in the
second part. 

Part II contains five publications of which each one discusses a separate theme
on privacy risks in information networks. In Papers 1 and 2, the focus is on spam
and its consequences to privacy and information networks. Papers 3 and 4
explore adware and spyware programs, and their effects to computers, networks,
security and user privacy. The last publication, Paper 5, summarises the four pre-
vious publications and concludes with a security model in which the risk environ-
ment of an information network is modelled. 

In Figure 1, the overall structure of the thesis is presented. The idea with the
order of the papers is to gradually introduce the reader to the concepts, models
and problems that we discuss. A summary of the papers and their mutual conclu-
sions are presented in Paper 5.

1.2 Included Publications

Five papers serve as the foundation for Part II of this thesis. In Papers 1, 2, 3 and
5, the authors are presented in the order of which they have contributed to the
finalisation of the papers. In Paper 4, authors are presented in alphabetical order
because the amount of work in finalising the paper was equal in-between the
authors. The papers included in the thesis have undergone minor updates and
design modifications in order to fit the thesis template.

The following five papers are included in the thesis:

Chapter 1 Introduction

Chapter 2 Research Approach

Chapter 3 Concepts and Related Work

PART I 
Setting the Scene

Paper 2 “Privacy and Spam”

Paper 3 “Privacy-Invasive Software in File-Sharing Tools”

Paper 4 “Exploring Spyware Effects”

Paper 5 “On Contamination in Information Networks”

PART II 
Publications

Figure 1. Structure of thesis

Paper 1 “Privacy and Unsolicited Commercial E-Mail”
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 Paper 1 Privacy and Unsolicited Commercial E-Mail
Andreas Jacobsson and Bengt Carlsson
In Proceedings of the 7th Nordic Workshop on Secure IT Systems
(NordSec2003), Gjövik Norway, 2003.

 Paper 2 Privacy and Spam - Empirical Studies of Unsolicited Com-
mercial E-Mail
Andreas Jacobsson and Bengt Carlsson
In eds. P. Duquenoy, S. Fisher-Hübner, J. Holvast and A. Zuccato,
“Risks and Challenges of the Network Society”, Proceedings of the
2nd IFIP 9.2, 9.6/11.7 Summer School, Karlstad Sweden, 2003.

 Paper 3 Privacy-Invasive Software in File-Sharing Tools
Andreas Jacobsson, Martin Boldt and Bengt Carlsson
In Proceedings of the 18th IFIP World Computer Congress (WCC04),
Toulouse France, 2004.

 Paper 4 Exploring Spyware Effects
Martin Boldt, Bengt Carlsson and Andreas Jacobsson
In Proceedings of the 8th Nordic Workshop on Secure IT Systems
(NordSec2004), Helsinki Finland, 2004.

 Paper 5 On Contamination in Information Ecosystems - A Security
Model Applied on Small and Medium Sized Companies
Bengt Carlsson and Andreas Jacobsson
Accepted for publication in Proceedings of the 38th Hawaii Interna-
tional Conference on System Sciences (HICSS38), Big Island Hawaii,
2005.
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“Likeness to truth is not the same thing as truth.”

--Socrates

CHAPTER 2

Research Approach

Here we outline the research questions that motivate this thesis, describe the
research methodology applied throughout our work, and define the central con-
cepts used. The most important results from the thesis are also addressed along
with our view on the thesis contribution. In the end of this chapter, suggestions
for future work are presented. 

2.1 Research Questions

Theoretically, privacy is a human right, as is also argued throughout this thesis.
Although, in reality, privacy seems to play another role. We normally accept some
level of invasion of privacy if we can gain something in return. For instance, we
happily share our e-mail addresses and personal details if we can become mem-
bers of a network where the downloading of music and films are free. In that
sense, there is a trade-off between utility that we can gain and costs that we must
bear, where one cost is loss in control of our personal information. In perspec-
tive, users will likely stay in the network as long as the utility of doing so outnum-
ber the costs in terms of privacy losses. However, with a rising occurrence of
privacy-invasive software technologies there is a risk that the amount of negative
aspects will increase on the expense of the experienced utility. If users find it that
they are constantly being monitored, flooded with unsolicited messages, and that
their computers are infected with virulent programs as a result of being part of a
network, they will be careful about participating. Then, the consequences may be
that vast amounts of users refrain from taking part in the network. As implied
here, one solution to privacy may of course be to defect from the network, but
even though this might ensure an individual’s privacy it is not really an alternative
for the network as a whole. Prosperity of an information network is based on the
participation of individuals [46]. So far, there is no solution to privacy in informa-
tion networks, and perhaps it is a naive idea thinking that there will ever be one.
Privacy is a dynamic and complex concept that is given different interpretations
depending on the context in which it is used. Our view is therefore that a contin-
ued discussion concerning the treatment of personal information is critical in
order to manage and mitigate the negative effects that come with the abuse of
personal information.
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In a nearby future, we will see new kinds of threats to privacy [14][15]. These
threats do not find their roots in totalitarianism or political ideas, but rather in
the free market, advanced technology, and the unbridled exchange of electronic
information. Recent years have shown a massive increase in new technologies
that enable for a cost-efficient gathering of personal information, which can be
used in order to distribute personalised marketing offers to a broad public.
Although, it must be stated that there is something inherently positive about
informing consumers about offers, one negative consequence is that people
loose their right to be free from intrusions into matters of a personal nature. 

In a computerised setting, such as an information network, there is a wide-
ranging spectrum of privacy threats to consider [15]. Privacy risks vary from the
systematic capture of everyday events (e.g., every purchase we make is routinely
recorded by shops), and the mass-marketing based on the retrieval of personal
information (spam offers, junk fax messages, and telemarketing calls are more
common than ever) to the distribution of information on lethal technologies
used for, e.g., acts of terror. In a sound, efficient and secure information network
the flow of personal information is balanced with the advantages of belonging to
the network [36]. In this context, the ability to recognise invasions of privacy
becomes a critical factor. 

With this background, the following questions motivate the research pre-
sented in this thesis:

• How do privacy risks reveal themselves in information networks, and
what methods towards the assurance of privacy exist today?

• How can privacy be described in terms of interaction between the individual
and the surrounding environment?

• How can the risk environment in an information network be modelled?

The questions permeate all of the parts in the thesis1. By knowing how privacy
risks reveal themselves, how privacy relations between the individual and the sur-
rounding can be described, and what the risk environment looks like, we are bet-
ter equipped for dealing with privacy hazards. Thus, the first line of protection
against invasions of privacy lies in having awareness and knowledge about them,
their initiators and the purposes that drive them. In that light, the actual protec-
tion mechanisms based on this knowledge have a good chance to be both effi-
cient and productive.

On the topic of privacy risks, it must be clarified that the software, programs
and messages we have investigated have one major thing in common; they have
been developed and distributed for commercial purposes. 

1. We discuss our views on the answers of the questions in Section 2.4 of this chap-
ter.
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2.2 Research Method

The focus of this thesis has been on analysing privacy risks in information net-
works. This has been done from two principle perspectives, namely (1.) privacy,
and (2.) information networks. In order to reason with the dynamics of privacy risks
in information networks, we propose the analogy of information ecosystems,
models inspired by economics, and evolutionary biology as well as methods and
theories deriving from computer science. We have modelled our analyses by way
of concepts such as Network Effects, Arms Race, Tragedy of the Commons, and
the Red Queen effect. 

In Part I, where we set the scene for the concepts used throughout the thesis,
our analysis is based on theoretical studies. The purpose of this part is to give the
reader a rich background to the publications included in Part II, where “field
studies” and experiments on various privacy-invasive software and their conse-
quences have been performed. The empirical investigations performed are moti-
vated in that we wanted to capture and explore events reflected in the real world.
Here, theory helped us to understand, describe and model the observations
made. The experiments that were performed required experiment methodology,
data collection, data analysis and compilation of data results. Based on that, we
conducted interpretations and discussions of the data collected, which eventually
lead to conclusions and ideas for future work2. All of the experiments were exe-
cuted in a computerised laboratory environment connected to the Internet. More
detailed descriptions of the methods used in the experiments are presented in
Papers 1-4. 

Privacy in the context of information networks differs somewhat from the tra-
ditional view on privacy, where the principle focus has been on discussing how
the individual can protect his-/herself own privacy in different ways. Here, we
explore and model the dynamics of the privacy risk environment in an informa-
tion network in order to better understand the flow of personal information,
what driving forces that are in motion, and what motivates certain behaviours.
Privacy is in many ways a paradox; to protect some information, other informa-
tion must be disclosed because the availability and amount of electronic informa-
tion makes it virtually impossible to stay anonymous even though this may be the
claim of individuals. Consequently, it may be difficult to define a solution to the
privacy problem. Rather, it is through increased awareness amongst users that
privacy-invasions can be recognised, avoided and/or managed. 

Since there is yet limited knowledge within the area of privacy risks in infor-
mation networks, it should be pointed out that most of the work in this thesis
(the experiments of Part II included) can be characterized in accordance to the
exploratory research method [41]. As the term suggests, exploratory research is
often conducted because a problem has not been clearly defined yet, or when its
real scope is unclear. It allows the researcher to familiarise him-/herself with the
problem or concept to be studied, and perhaps generate hypotheses (definitions
of hypotheses) for future testing. The method is particularly appropriate when
one wants to find out what is happening in little-understood situations, to seek

2. See Section 2.4 of this chapter for more details.
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new insights, to ask questions, and to generate ideas for future research. In all,
the exploratory method fits well with the research domain for this thesis.

2.3 Definitions

Throughout this thesis we use a number of concepts that either by themselves or
together play an important role in the discussions concerning privacy risks in
information networks. Even though we list the central concepts and our view on
their definitions below, it should be pointed out that the concepts appear in an
exploratory setting (which is constituted by this thesis). This means that the con-
cepts are perhaps not finally defined as of this listing, i.e., they are working-defi-
nitions. The purpose with this section is consequently to demonstrate our
apprehension of the concepts. 

2.3.1 Privacy 
Privacy like many other concepts (e.g., trust, reliability) can be described as a
complex and dynamic concept. The complexity is illustrated in that privacy as a
phenomenon is composed of a variety of aspects, and that these aspects can exist
on different levels at the same time3. Thus, privacy is problematic to finally cap-
ture and define, leaving the context in which it appears in great importance. It
has also many various interpretations, of which the most relevant ones can be
found in Chapter 3. Our view on privacy is that it is a context-dependant concept
that can be ascribed the following working-definition4:

Privacy is the right for individuals to determine for themselves
when, how and to what extent personal data can be gathered,
stored, processed or selectively disseminated by others.

From a general perspective, the definition of privacy is typically not limited only
to be a right for individuals, but also for institutions and/or groups of individu-
als. However, in this thesis we chose to take a less broad approach. Considering
the existing definitions of privacy and the context in which they are normally
used, it may be contradictable to claim that privacy is a right for institutions since
they are usually the ones benefitting from having access to personal information
about individuals. Also, throughout this thesis there is an emphasis on the indi-
viduals’ right to privacy.

2.3.2 Risk
Risk has a remarkable history5, and as it has evolved over time, from the ancient
Greeks to our days, it has gained a wide-spread significance to many areas within
society. Some examples are health care industry, traffic planning, military opera-

3. See Chapter 3, Section 3.1.3 for more information.
4. A more simple definition, such as “privacy is the right to be let alone” by Warren 

and Brandeis [51] would be preferable due to its simplicity, although we find it 
that this definition is a bit too imprecise and leaves too many questions unan-
swered to be used in the setting of information networks.

5. See, for example, Bernstein [2].
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tions, game theory and information security. The definitions of risk vary from
setting to setting, thus risk too can be described as context-dependant. One com-
mon view on risk is that it is the “chance of loss” [2], whereas another may be
that risk is an “action that leads to one of a set of possible specific outcomes,
each outcome occurring with a known probability” [26]. Some distinguish
between the objective risk (e.g., as in the previous definition by Luce and Raiffa
[26]) and the perceived risk, which can be described as “the lay person’s often
very different anticipation of future events” [1]. Possibly, a contribution to the
area of privacy and risks would be to use the definition of risk based on the
advanced views of risk theory. Although, since the focus in this thesis is to
explore the nature of the actual (as opposed to conceptual) risks to privacy, we
find it that it is sufficient to use risk synonymously to hazard, or threat. Even
though we extend this notion a bit and also include levels of severity, our fore-
most object is to explore what kinds of hazards there are and what effects they
have on user privacy. We regard risk in conformity with one commonly used def-
inition within the information security area [38]:

Risk is someone or something that creates or suggests an
expected loss to individuals, institutions and organisations.

2.3.3 Privacy Risks
On privacy risks it is about giving meaning to a composition of two concepts,
namely privacy and risk. However, we must also try to match the definition to the
context in which it functions. On the topic of computers, networks and users,
some views of privacy risks6 have been outlined before by, e.g., Fischer-Hübner
[14], Garfinkel [15], and Schneier [45]. Our definition of privacy risks is the fol-
lowing:

Privacy risks occur when there is someone or something that cre-
ates or suggests an expected loss to the right for individuals to
determine for themselves when, how and to what extent personal
data can be gathered, stored, processed or selectively dissemi-
nated by others.

2.3.4 Information Networks
An information network is synonymous to a virtual network [46]. Virtual or
information networks share many properties with real networks such as commu-
nication and transportation networks. One example of an information network
may be all the users of Macintosh computers as users belonging to the Mac net-
work. Within this thesis, the information network serves as the environment in

which privacy risks are studied7. Our definition of an information network is:

An information network is a network of users bound together by
a certain standard or technology, such as the Internet (with TCP/
IP).

6. More analysis on this can be found in Chapter 3.
7. More details can be found in Chapter 3, Section 3.2.
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2.3.5 Information Ecosystems

In this thesis, information ecosystems8 are used as an analogy to analyse and
model information networks. There are primarily two reasons for that. First,
whereas information networks mainly include infrastructural issues such as tech-
niques, standards, etc., information ecosystems also address questions of content
[22]. For instance, information ecosystems are based on social context and con-
sider different goals between the interacting individuals, conflicts that arise, and
the dynamics of interaction. In information ecosystems, the research focus is not
on technology, but on human activities that are served by technology. In particu-
lar, it is important to look at conflicting individual goals as a result of limited
resources. Second, Paper 5 is written partly in cooperation with the EDEn9

project. Within the EDEn project, information ecosystems are prioritized areas
for research and development.

Even though there occur small variations in the opinions on what signifies an
information ecosystem, it seems that there is an altogether rather unanimous
view10. Therefore, our definition is in conformity with that apprehension:

An information ecosystem is a system of people, practices, values,
and technologies in a particular environment characterized by
conflicting goals as a result of a competition with limited
resources.

2.3.6 Contamination

One synonym to contamination is pollution, which usually means “the release of
harmful environmental substances” (also called contaminants) [54]. The concept
of contamination is typically used within environmental discussions, but it is also
used within economics, or rather within the Theory of Network Effects11. There,
it serves as an analogy for phenomenons that degrade utility of belonging to an
information network, some examples here are saturation12, and high search
costs13. Here, we use the word contamination according to the following defini-
tion14:

Contamination is characterized by unsolicited and harmful soft-
ware, e.g., spyware and virulent programs, that cause unwanted

8. See also Future and Emerging Technologies (FET) Initiative “Universal Informa-
tion Ecosystem (UIE)” within the Information Society Technologies (IST) Pro-
gramme of the European Commission [22].

9. EDEn stands for Enterprises in the Digital Economy and is a project financed by 
the 6th Framework Programme within the European Union (see Paper 5 for 
more details).

10. See, e.g., Chapter 3 in this thesis or Nardi and O’Day [31].
11. See, e.g., the homepage for Networks Economics [32] for more information.
12. Saturation is a situation in information networks where a network already con-

tains most of the valuable material that new members can bring [30].
13. High search costs occur when costs grow to the point where most of the riches 

of a network remain inaccessible in practice [30].
14. See also Chapter 3 and Paper 5.



Research Approach 13

and negative effects to technologies and/or individuals within an
information ecosystem. 

2.3.7 Spam
The most common form of spam is e-mail messages containing commercial
advertisements. However, over the short history of electronic media, people have
done things comparable to spamming for many purposes other than the com-
mercial (e.g., political), and in many media other than e-mail (e.g., over fax
machines, and telephones). E-mail spam is by far the most common form of
spamming on the Internet. It typically involves sending identical or nearly identi-
cal messages to a large number of recipients. Unlike legitimate commercial e-
mail, spam is generally sent without the explicit permission of the recipients, and
frequently contains various tricks to bypass e-mail filters. In conformity with this
background and with the EU-Directive on Privacy and Electronic Communica-
tions [11], we articulate the following definition15:

Spam messages are unsolicited commercial or political e-mail dis-
tributed to a large number of users within a network, and without
the recipients’ consent.

2.3.8 Adware
Throughout this thesis we formulate the following definition of adware16:

Adware is a category of software that displays (commercial)
advertisements, often tuned to the user’s current activity. 

2.3.9 Spyware
Throughout this thesis we use the following interpretation of spyware17, which is
based on the definition by Skoudis [48]:

Spyware is a category of software that monitors and records user
activities. Spyware may also transmit the information collected to
third parties.

2.3.10 Virulent program
Throughout this thesis we use the following interpretation of virulent pro-
grams18, which is based on the definition by Skoudis [48]:

A virus is a self-replicating piece of code that attaches itself to
other programs and usually requires human interaction to propa-
gate.

15. More details can be found in Papers 1, 2, and 5.
16. More details can be found in Papers 3-5.
17. Further information can be found in Papers 3-5.
18. Additional perspectives can be found in Papers 3-5.
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2.4 Results and Contribution

2.4.1 Results
In Paper 1, entitled “Privacy and Unsolicited Commercial E-Mail”, we further elabo-
rate on how consumer privacy is affected by unsolicited e-mail messages sent
with a commercial purpose, and how e-commerce companies’ access to consum-
ers may decrease depending on how they treat privacy and unsolicited commer-
cial e-mailing. These problems are discussed from an economical, ethical and
legislative point of view. The presented empirical surveys show that most compa-
nies behave well; no spam messages are generated after giving away personal
information to commercial web sites and no new spam are generated after
unsubscription. The only exception, accidentally or by purpose, generated
numerous spam messages each day. This sole actor may risk consumer accessibil-
ity for considerable parts of the e-commerce society to be able to mass-market
commercial offers. 

Paper 2, entitled “Privacy and Spam: Empirical Studies of Unsolicited Com-
mercial E-Mail” discusses the occurrence of spam messages and their impact on
consumer privacy. The results from the investigations indicate that most compa-
nies respect the privacy choices made by the users and leave them well alone. In
one case, which generated the most spam, we discovered that the contents of the
analysed spam messages were of a general nature, and had little in common with
the services that were signed-up for. Here, the most common advertisements
were “Free offers”, “Financial services” and offers containing “Money-making
opportunities”. Also, we found that the unsubscription of spam did not result in
any new spam messages in return. Although, the experiments show that most of
the investigated web sites behaved well, a small fraction generated a large amount
of spam messages. We look at this phenomenon as Machiavellian beings that are
involved in a Tragedy of the Commons situation, which is followed by an Arms
Race. The possible result is a Red Queen incident. This serious issue must be
solved by re-establishing a ground for mutual trust between buyers and sellers
within e-commerce, and by improving laws against spam marketing.

In Paper 3, entitled “Privacy-Invasive Software in File-Sharing Tools”, we discuss
invasions of privacy by adware and spyware programs bundled with popular file-
sharing tools. The ad-/spyware programs operating inside the computers had an
open connection where the information was secretly sent back to numerous
servers owned by profit-driven third parties. Measurements suggest that the car-
riers of ad-/spyware, file-sharing tools, generated a significant amount of net-
work traffic, even when not exchanging files. The presence of ad-/spyware
programs and the network traffic that they generate contribute in over-consump-
tion of system and network capacity. We found that ad-/spyware is acting like a
slowly moving virus, installed on a voluntary basis, with hidden properties prob-
lematic to detect and remove. The payload of ad-/spyware may not be to destroy
or delete data on the work stations, but to gather and transmit veritably sensitive
user information. The distribution part is taken care of by the file-sharing tools
with an additional complicating factor; anti-virus software companies do not
usually define ad-/spyware as virus, since it is not designed to cause destruction
and autonomously replicate. Furthermore, the occurrence of ad-/spyware can
render in that privacy-invasive messages may be distributed and displayed to large
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amounts of users. Exposure to messages not chosen by the user, or collection
and transmission of user information are two key privacy concerns. In this way,
users’ right to control what, how and when information about themselves is dis-
seminated by other parties is almost non-existing. In conclusion, the nature of
ad-/spyware programs ignore users’ right to be let alone. 

Paper 4, entitled “Exploring Spyware Effects” frames a discussion of spyware
effects and the findings from two experiments. Besides spyware having a nega-
tive effect on computer security and user privacy, we also found that a subse-
quent development of spyware technologies in combination with a continuos
increase in spyware distribution affect system and network capacity. A disastrous
situation may occur if a network is seriously overloaded by different types of spy-
ware that are distributed by computerised systems controlled by malicious actors.
Then, the risk is a network breakdown. However, a more plausible outcome may
be that users will abandon the network before that happens. In effect, spyware
has the potential to overthrow the positive aspects of belonging to a large net-
work, and network owners should therefore be very careful about permitting
such programs in applications and on networks. 

In Paper 5, entitled “On Contamination in Information Ecosystems - A Security Model
Applied on Small and Medium Sized Enterprises”, we present two principle ideas.
First, the security model, which permits an evolutionary perspective on the risk
environment that face large virtual networks. Second, the discussion concerning
the three forms of network contaminants (included in the model). On the Inter-
net, digital Small and Medium Sized Enterprises (SME) face numerous security
risks. When SMEs join virtual networks (such as the Internet), business ideas and
malicious activities may interfuse. Spam messages, virulent programs and spy-
ware are three examples (referred to as network contaminants) that might impair
SME operations. We use the concepts of information ecosystems to describe a
systemic security model where, as a background, humans are presumed to act as
Machiavellian beings, i.e., behaving selfishly. The process of such an act is an eco-
system conducting an Arms Race where selfish actors perform a Tragedy of the
Commons situation that results in chaotic breakdown, settled conflicts and/or
the implementation of legislative solutions. One conclusion from applying the
security model to the digital SME scenario was that the risks facing SMEs is a
joint problem. It cannot be faced by SMEs one by one. Instead the entire SME
community and all its interested parties (e.g., the international community, and
SME interest organisations) must join together and form a digital environment
where risks are minimised and utility is maximised. 

The results are described and discussed in more detail in the five papers
included in Part II of this thesis.

2.4.2 Thesis Contribution

In this thesis there are three principle contributions, which are based on the
research questions19. 
1. The first deals with privacy risks, that is; how they reveal themselves in

information networks, and what methods towards privacy assurance that
exist today. Three typical examples of privacy-invasive software are spam,

19. See Section 2.1 of this chapter.
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adware and spyware. These are usually parts of commercial strategies, where
companies benefit from having access to user information. What the types
of software all have in common is that they ignore users’ right to decide
what, how and when information about themselves is disseminated by oth-
ers. In particular, our view is this:
Spam messages flood e-mail inboxes without the consent of the recipients.
Spam is a rather benign form of a privacy risk, since these messages typically
do not collect and/or transmit user data to third parties. However, spam
messages suggest a hazard to recipients in that spammers exploit e-mail
addresses and fill the inboxes with unsolicited commercial and/or political
content created and distributed in the spammers’ self-interest, and without
the permissions of the users. 
In its purest form, adware too is a benign form of privacy risk, however,
adware is usually so closely intervened with spyware that it may be pointless
to separate the two. Also, adware programs normally piggyback on some
other program, e.g., a file-sharing tool, in order to secretly download and
execute on user computers, and then display commercial ads, banners and
offers to the users.
Spyware programs are more serious forms of privacy risks than spam messages
and adware. Spyware programs are usually bundled with, e.g., file-sharing
tools, which allow them to secretly infiltrate user computers in order to col-
lect and distribute, e.g., personal information and data about the computer
to profit-driven third parties on the Internet. In return, adware and spam
displaying customised advertisements and offers may be distributed to the
users. This process is carried out without the consent of the users, i.e., the
users’ right to be let alone is ignored. 
Spam, adware and spyware may be used to distribute malicious programs,
but in the first case (spam) there is generally no problem for the anti-virus
programs to detect and remove the malware. Spyware programs, on the
other hand, have the capability of retrieving malicious code from servers on
the Internet. In that sense, spyware programs act like a virus when they are
spread by gullible users to the rest of the network. Due to that, this behav-
iour is difficult for anti-virus software to detect and remove. In conclusion,
both spam and spyware invade privacy, and in combination they have the
potential to overthrow the positive aspects of belonging to an information
network. If so, users might be reluctant to participate.
Privacy-enhancing methods that exist today are primarily separated into two
categories, namely legal frameworks and technological protection mecha-
nisms. The assurance of privacy is a real problem, but not necessarily a tech-
nical or a legal one. Rather, it is a societal and individual problem, and as
long as the assurance of privacy is treated primarily in technical or in legal
manners, an appropriate solution to privacy cannot be found.

2. The second contribution concerns the concept of privacy. Throughout this
thesis, we have treated privacy according to current views and legislations,
meaning that privacy has been regarded as an absolute human right.
Although this has been a somewhat productive approach, one insight that
we have gained along the way is that this is not a sufficient view. Privacy
rights are violated every day on the Internet, and yet we continue to use it. In
effect, privacy rights are depending on the context of which they are vio-
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lated, and to what extent they happen. This can be explained in the dynam-
ics of the relation between the individual and the environment in which he/
she functions. The privacy relation, which leads between different privacy
spheres and boundaries in-between these spheres, moves dynamically.
Therefore, enforcing privacy is not about setting rules and enforcing them.
Instead, it is the continual management of boundaries between different
spheres of action and degrees of disclosure within these spheres.

3. The third contribution deals with how the risk environment can be
described in an information network. We propose a security model, where
network contaminants (such as spam, spyware and virulent programs) are
put in a context (information ecosystem) and dynamically modelled by their
characteristics, both individually and as a group. To do this, we use the con-
cepts of Machiavellian Intelligence, Arms race, Tragedy of the Commons,
and the Red Queen effect. We have found that network contamination may
be a serious threat to the future prosperity of an information network. It is
therefore strongly recommended to network principals, owners and design-
ers to respect the privacy rights of individuals. 

2.5 Future Work

During the last decades, a lot has happened with the context in which privacy
appears in. It is clear that the definitions20 by Warren and Brandeis [51], and by
Westin [52], in combination with the current state of legal and technical protec-
tion mechanisms will not hold for dynamic interaction between users and com-
panies within the context of information networks. A more relevant view on
privacy, which more explicitly considers the different spheres that individuals,
groups and institutions appear in is called for. With this in mind, future work
needs to be focused on the development of a conceptual framework for the
assurance of privacy. Here, one critical requirement is that the framework must
consider the dynamic relations of interaction between individuals and the envi-
ronment in which they function.

A subsequent investigation of privacy risks and malicious behaviours in infor-
mation networks is also called for. This thesis is limited to spam, adware, spyware
and virulent programs. But there are far worse techniques than these for the col-
lection, storing, management and dissemination of sensitive personal informa-
tion available today. Some of these techniques include social engineering, DNA
identification, computerised biometrics, and the micro-management of intellec-
tual property. These techniques will get more refined, more available and more
distributed in the future. Exploring privacy risks in that setting is necessary for
the future prosperity of information networks. 

2.6 Concluding Remarks

In contrast to much scientific work done in the privacy area, the basic idea with
this thesis is to problemise rather than to solve problems. In general, there may

20. See Chapter 3, and Papers 1-3 for more information on these definitions.
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otherwise be a risk that too many resources are spent on solving problems that
are not really problems, and in reflection, too few resources are spent on some of
the really serious issues. We exemplify this view by comparing the outcome of
spam, adware and spyware with the all-embracing purpose of belonging to an
ecosystem of competing participants21. With this in mind, a clear perception of
the problems at hand increases the ability to develop more effective and produc-
tive solving measures. An additional perspective is that research performed on
the topic of this thesis is generally limited, which, at this stage, suffices for thor-
oughly investigating the problem domain.

With an understanding of the privacy risk environment in information net-
works, we have a good starting-point for recognising, mitigating or preventing
intrusions into matters of a personal nature. In reflect, managing privacy risks
contributes to a more sound, secure and efficient use of the information net-
work.

21. See Paper 5 for more details.
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“Civilization is the process toward a society of privacy.
The savage’s whole existence is public, ruled by the laws of the tribe.

Civilisation is the process of setting man free from men.”

--Ayn Rand, The Fountainhead

CHAPTER 3

Concepts and Related Work

We base the research in this thesis on a number of concepts. These concepts are
organised around two principle concepts, namely privacy (Section 3.1) and informa-
tion networks (Section 3.2). Here, the purpose is to give a background to the con-
cepts used throughout the thesis. With this background in view, the aim is to
enrich the understanding of the articles included in Part II.

Privacy is an integral part of this thesis. Within the concept of privacy, we
introduce concepts such as data protection, Big Brother and privacy-enhancing
technologies.

Information networks serve as the context in which privacy is investigated.
Within information networks, the concepts of information ecosystems and con-
tamination are introduced. In the end, we conclude with perspectives on privacy
risks in information networks.

The principle concepts are related as follows. An information network is
described as a network of users that are connected to each other by way of cer-
tain technologies. One such example could be the Internet whereas another
could be a Peer-to-Peer (P2P) network. In order for information networks to
evolve and grow, a sound control of personal user information amongst the users
must be ensured [5]. However, today’s mass-monitoring of user activities do little
to support that view. 

Below, we go through each of the mentioned concepts in further detail,
together with related work.

3.1 Privacy

The problem of assuring privacy in a computerised setting is not new. For this
particular environment, it has been a discussion for more than 30 years now [17].
Still there is no judicial impediment, technical solution or economical model
powerful enough to protect the privacy of individuals.

In order to understand the concept of privacy, we first begin with a historical
review of the most important achievements in this area. Before we go into dis-
cussing privacy and computers, we also make a brief introduction to privacy



20 Concepts and Related Work

aspects occurring in relevant literature. We find it that a rather broad introduction
to the privacy concept helps in order to create an adequate understanding.

3.1.1 The History of Privacy
The recognition of privacy is deeply rooted in history [14][15]. In ancient Greece,
the concept of privacy was considered a virtue, and although there is no word for
privacy in the Greek language the essence of privacy was captured in the saying:
“what happens inside the house should not be revealed in public” [3]. There is
also a recognition of privacy in the Koran and in the sayings of Mohammed [20].
The Bible has numerous references to privacy [20]. Jewish law has long recogn-
ised the concept of being free from being watched [10]. 

Although legal privacy protection has existed in Western countries for about
100 years, there have been some attempts to govern the notion of privacy
throughout history. In 1361, the Justice of the Peace Act in England provided for
the arrest of peeping toms and eavesdroppers [39]. Various countries developed
specific protections for privacy in the centuries that followed. In 1776, the Swed-
ish Parliament enacted the Access to Public Records Act which required that all
government-held information be collected and used for legitimate reasons [39].
In 1858, France prohibited the publication of private facts and set fines for viola-
tors [10]. The Norwegian Criminal Code prohibited the publication of informa-
tion relating to “personal or domestic affairs” in 1889 [10]. Even with this
frequency of occurrence, it was not until the 1890s that the concept of privacy
gained a wide-spread acceptance. In 1890-1891, future United States Supreme
Court Justice Louis Brandeis and his colleague Samuel Warren articulated a con-
cept of privacy which urged that it was an individual’s “right to be let alone” [51]. In
this article, Warren and Brandeis argued that privacy was the most cherished of
freedoms in a democracy. Based on that notion, their main concern in this article
published in the Harvard Law Review was that the right to privacy should be
reflected in the Constitution. Following the publication, this interpretation of pri-
vacy was gradually picked up across the United States as part of the common law,
and has from there spread to large parts of the world [15][44]. Still, most privacy
regulations are based on this simple idea articulated by Warren and Brandeis.

Another important perspective on privacy was stated in [52] by Alan F. Westin,
a Professor of Public Law and Government at Columbia University. In a time of
the cold war, he claimed that a central aspect of privacy for individuals was the
ability to move about anonymously from time to time. Then, a major aspect of
physical surveillance depended on knowing where the subject was at all times,
and especially where he/she went when he/she wanted to be alone. In effect,
(physical) shadowing has been a technique of surveillance since antiquity. What
Westin argued was that new technology adds ways to tag persons so that they can
be followed more efficiently and with less risk of discovery. With evident focus
on information as such, Westin stated his view on privacy [52]:

“Privacy is the claim of individuals, groups and institutions to determine for
themselves, when, how and to what extent information about them is commu-
nicated to others.” 

This definition has been well-recognised by societies and organisations through-
out the world [44]. The view declared by Westin can in fact be seen as an exten-
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sion of the one made by Warren and Brandeis, since it more explicitly includes a
systematic and detailed description of privacy as that it is the individual’s right to
choose. Given this, the definitions by Brandeis and Warren, and by Westin have
been used as starting points in order to define national and international rules
and regulations of privacy [44]. Some well-known examples in this area are the
Code of Fair Information Practices [7], the OECD-guidelines [34], and the Euro-
pean Directive on Privacy and Electronic Communications [11]. What these
examples all have in common is that they address the collection, storing and pro-
cessing of personal data over, e.g., information networks. However, enforcing
privacy through legislation is difficult, depending on that requirements for pri-
vacy protection rely upon the legal basis of privacy in a particular country,
whereas enforcing personal privacy in the digital setting is of a global nature.
Given this, some degree of harmonisation between countries is available, for
example, within the European Union1 or through the United Nations2.

3.1.2 Privacy and Data Protection
Data protection is the protection of personal data in order to guarantee privacy,
and in that view it is only a part of the concept of privacy [14]. Privacy, is not an
unlimited or absolute right, as it can be in conflict with other rights or legal val-
ues, and because individuals cannot participate fully in society without revealing
personal data.

In a digital setting, one common view is that privacy is synonymous to data
protection [14], but the term data protection hides some inherent problems. For
instance, while data protection suggests that data has been collected and stored,
an analysis of personal privacy concerns may require that related data should on
no account be taken and saved. In this sense, the term data protection is too
technically reductive to be used synonymously with privacy [14]. When it comes
to implementation, it is comparably easy to describe how to technically protect
data, whether related to a network, a person or any other entity. Several models
exist for protecting data by restricting access to it, either on a discretionary or on
a mandatory basis, either built into the kernel of an operating system (Reference
Monitor) or into some outer shell [5]. Some models may also distinguish between
the roles that a user of stored data actually play (Role Based Access Control), and
a refined model may also specify the tasks that a user actually has to perform
upon such data. Another technique, Auditing, provides adequate means to con-
trol whether personal data are used according to prescriptions, such as the rights
of users, capabilities or related IT processes. All of these models are quite easily
implemented, and in reflection, such technical protection is easy to switch off. 

These two perspectives on the usage of privacy and data protection can be
viewed as an illustration of Joseph Weizenbaum’s metaphor in “Computer Power
and Human Reasoning” [53]. According to Weizenbaum, computer scientists tend
to search for solutions in the light of a lantern, whereas the key actually lies in the
shadow. Beyond the technical solutions, methods and techniques for data protec-
tion lies other difficulties. It is more troublesome to describe basic requirements
and tools for protecting the data shadow of a person than merely protecting data.

1. See, e.g., the Directive on Privacy and Electronic Communications [11].
2. See, e.g., the Guidelines for the Regulation of Computerised Personal Data Files 

[18].
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Such requirements can be found in the privacy laws and directives that apply for
several countries3. 

3.1.3 Big Brother and Privacy in Context

Privacy issues and concerns can be seen as a conflict of interest between individ-
uals on one hand, and societies, corporations and/or governments on the other.
On the side of the individuals, there is the assurance of individuals’ rights and
freedoms to be let alone as a principle requirement. On the other, there is the
democratic right to protect the society, its needs and interests from foreign as
well as domestic enemies. One example of this conflict of interest is the repre-
sentation of the classic idea of Big Brother4 from the futuristic book “1984” by
George Orwell [35]. In the book, Orwell imagined a future where privacy was
decimated by a totalitarian state that used spies, video surveillance, historical revi-
sionism, and control over mass media to maintain its power. Here, the society
claimed its right to use surveillance and interception techniques to spy on its citi-
zens in order to protect it from crime, treason, and terrorism. Even so, what is, at
any time, regarded as a serious crime, treason, and/or act of terrorism is highly
context-dependant. Thus, the individual’s right for privacy is also context-depen-
dant. This context-dependency ranges from the traditional view on privacy
defined as what goes on in the home should stay in the home or someone’s right
to be let alone, to a more modernistic view defined as the protection of sensitive
data and information from surveillance and interceptions techniques easily avail-
able. 

Privacy concerns of individuals can be boiled down to misuse of individually
owned and/or generated information that, in the wrong hands, might lead to
numerous consequences such as loss of life, freedom, money, reputation, control
of sensitive information, or in the receiving of unsolicited commercial offers. In a
sense, from a society’s point of view, most of us are willing to allow some intru-
sion of privacy if we can trust that the generated information is fairly and hon-
estly interpreted and used, and also stored in a secure manner. Here, privacy
concerns are interrelated to the concept of trust in that the private information
gathered and processed should not be misused by society, companies or other
citizens. This statement is in a sense a truism and technology-independent, but
non the less it is important to emphasise this. If misused, there is a risk that valu-
able user trust may be damaged with loss of user participation as a consequence.
One example of this can be company privacy policies, which nowadays are
included on virtually every corporate Internet domain. By communicating the
importance of user privacy, the purpose of the policy is raise customer trust, and
consequently customers returning to the company. These privacy policies are
often combined with a privacy seal initiated by an independent third party that
guarantees that the treatment of user information is in accordance with current
legislation and with the privacy policy in question.

3. See, e.g, Rotenberg [42].
4. The idea of Big Brother, extracted from Orwell’s dystopian vision in his book 

“1984”, is frequently used when referring to the idea of pervasive monitoring and 
recording of activity, often by some sort of central government authority.
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As indicated, privacy is problematic to define. Some keywords are self-posses-
sion, autonomy and integrity, but the main idea is that privacy is people’s right to
control what details about their private lives that stay inside their own houses,
and what leaks to the outside [37]. In a computerised setting, the principle of pri-
vacy might be difficult to uphold. According to Palen and Dourish [37], initiating
privacy in an environment made up by hardware and software is not about set-
ting rules and enforcing them, rather it is the continual management of bound-
aries between different spheres of action and degrees of disclosure within these
spheres. The boundaries of the spheres move dynamically as the context changes,
and therefore these boundaries reflect tensions between conflicting goals. Here,
one idea may be to set up different rules for different spheres, and letting the dif-
ferent spheres coexist in an agreed framework of rules. In reality, most people
would tolerate different levels of privacy-invasions depending on what sphere
they occur in. For example, the rules for Internet use in the work environment
sphere might look a bit different compared to the personal sphere when surfing
the Internet at home. However, before such an exploration can be made, we
must first examine the different spheres of privacy. 

Palen and Dourish [37] take the starting-point from the notion that the
boundaries of the spheres reflect tensions between conflicting goals, i.e., bound-
aries occur at points of balance and resolution. The first boundary that is men-
tioned is the Disclosure Boundary, where privacy and publicity are in tension. At
this boundary, determinations are made up about what information that can be
disclosed under what circumstances. A second boundary, the Identity Boundary,
addresses the maintenance of identity of parties on both sides of the information
exchange. Temporality Boundaries describe the boundaries associated with time,
i.e., where past, present and future interpretations of and actions upon disclosed
information are in tension. Although, these boundaries are useful in terms of
analysing the spheres and how they interrelate, a perspective concerning the
actual aspects of privacy spheres is called upon. Fischer-Hübner [14] mentions
three different spheres (aspects) of privacy:
• Territorial privacy describes privacy as by protecting the close physical area

surrounding a person, i.e., domestic and other environments such as the
workplace or public place.

• Privacy of the person addresses protection of a person against undue interfer-
ence, such as physical searches, drug testing or information violating his/her
moral sense.

• Informational privacy is the control of whether (and implicitly how) personal
data can be gathered, stored, processed or selectively disseminated.

With the three boundaries in mind, the focus of this thesis is primarily on infor-
mational privacy, to which the attacks are motivated by commercial purposes and
not necessarily infringed by malicious intent. Following Orwell [35], technology
and personal information is often haunted by the ghost of Big Brother, with its
implications of subversive and invasive action. Whenever privacy is discussed,
concerns about surveillance and personal identity theft are among the most
prominent topics. Even though actions deriving from the spirit of Big Brother
may threaten life and liberty, it is interpersonal and informational privacy matters
that form discussions about the use of technology on an everyday basis. In all
fairness, the idea of Big Brother as Orwell predicted it does not really match our
daily lives. The situation of today is not one where our every move is being
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watched and recorded by some all-knowing, all-monitoring Big Brother (e.g., a
government). Instead, the daily lives are made up by many smaller instances5 that
constantly interrupt with, e.g., unsolicited commercial messages. In conclusion,
the privacy attacks of today are occurring, not only in the name of national secu-
rity, but of capitalism and the free market.

3.1.4 Privacy-Enhancing Technologies

In the networked society, privacy is seriously endangered and is becoming more
and more of an international problem. Even though some efforts on the legal
area have been undertaken6, privacy cannot be sufficiently protected solely by
legislation. Thus, privacy should also be enforced by technologies and should be
a design criterion for the development of information and communication sys-
tems. 

Privacy-enhancing technologies (PET) can be broadly defined as any type of
technology that is designed to safeguard or promote the privacy interests of indi-
viduals [5]. Commonly, PETs refer to a variety of technologies that ensure per-
sonal privacy by minimising or eliminating the collection of identifiable data [14].
Such technology can range from an Internet site that lets people surf the Internet
anonymously to a sophisticated piece of proprietary software that allows an
organisation to better map, manage and secure the flow of its user information.
Some common examples of PETs are [5][14][43]: 
• Encryption techniques are mathematical processes that disguise the content of

information. Here, one example is Pretty Good Privacy (PGP), which is a
computer program that provides cryptographic privacy and authentication.

• Blind signature is a form of digital signature (a method for authenticating digi-
tal information) in which the content of a message is disguised (blinded)
before it is signed. Blind signatures are used in a number of cryptographic
protocols, including various election systems and digital cash schemes.

• Firewalls can keep a network or a computer secure from intruders by block-
ing out unwanted traffic. In principle, there are two categories of firewalls. A
network layer firewall protects a network and functions as a packet filter by
deciding what packets will pass the firewall according to rules defined by the
administrator. A personal firewall is typically a piece of software installed on
an local computer, which controls communications to and from the user’s
personal computer, permitting or denying communications based on a secu-
rity policy.

• Privacy-management technology is a broad class of software that helps organisa-
tions to collect, store, access and use information in ways that are compliant
with regulations, policies and the personal preferences of users. One exam-
ple is the Tivoli system by IBM [21], which can take an organisation’s privacy
policy and integrate it with all relevant business processes and applications
in order to manage privacy.

• Anti-spyware tools can detect programs that are engaged in spy activity on
computers. Anti-spyware applications usually detect and remove spyware-
related components such as keyloggers, activity monitoring software, web

5. Garfinkel [15] and Schneier [45] use the word Kid Brothers.
6. See, e.g., the following references [11][18][42][43].
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site loggers, tracking cookies and many other items that are frequently
encountered on the web7.

• Anti-virus software are computer programs that attempt to identify and elimi-
nate computer viruses and other malicious software. Anti-virus programs
typically use two different techniques to accomplish this: (A.) examining (or
scanning) files to look for known viruses matching definitions in a virus dic-
tionary, and (B.) identifying suspicious behaviour from any computer pro-
gram which might indicate infection. Most commercial anti-virus
applications use both of these approaches, with an emphasis on the first
approach. Usually, anti-virus software does not detect or defeat privacy-inva-
sive software such as spyware and adware because these are considered to be
third party components, i.e., not illegal according to anti-virus applications.

Often, invasion of privacy and misuse of personal data are regarded as being
among the most evident negative effects of existing and emergent information
communication technologies. In the field of information security, there is also
the well-known CIA8 model for protecting information [16]. Privacy concerns in
that model relate to confidentiality (not leaking personal information to unautho-
rized parties), integrity (no manipulation of personal information), and availabil-
ity (traceability to ensure that no misuse by agencies or citizens of an individual’s
privacy have occurred). In that sense, the use of the term data protection synon-
ymously with privacy is also misleading. The main task is not to protect the data;
it is the task to protect the personal sphere represented by the data and their rela-
tions associated with that person, something for which no efficient protection
mechanism exists today. 

3.1.5 Legal Frameworks for Enforcing Privacy 

There are numerous legal frameworks set to protect the privacy of people, that is;
users, consumers, citizens, and customers. A few examples of judicial regulations
have been mentioned previously in this chapter, and in Paper 2, the general pri-
vacy principles are outlined. Ensuring privacy through legal frameworks is prob-
lematic, because of that the criteria for privacy protection are often based upon
the legal view of privacy in a particular country, whereas enforcing personal pri-
vacy in information networks is of a global nature. There are different opinions
in-between countries on where the boundaries concerning privacy-invasions are
placed. Also, it is seemingly more difficult to police about the data shadow of
individuals rather than protecting the data.

To this day, the Code of Fair Information Practices (FIP) is said to constitute
the most significant Western thinking on the topic of computers, privacy and
legal frameworks [15]. The FIP [7] is based on five principles:
1. There must be no personal data record-keeping systems whose very exist-

ence is secret.
2. There must be a way for a person to find out what information about the

person is in a record and how it is used.

7. See Paper 4 for further details on spyware-related software.
8. In the security area, CIA is an abbreviation for confidentiality, integrity, and avail-

ability [16].
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3. There must be a way for a person to prevent information about the person
that was obtained for one purpose from being used or made available for
other purposes without the person’s consent.

4. There must be a way for a person to correct or amend a record of identifi-
able information about the person.

5. Any organisation creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their
intended use and must take precautions to prevent misuses of the data.

Other privacy frameworks are constructed in more or less consensus with the
FIP [44]. However, voices have been raised to complete the FIP with yet another
statement9. Since it is user information that is in focus, it should be a right for a
user to be able to erase his/her own personal data from the database in question.
As it seems, the commercial community have up to this point paid little attention
to this request.

More elaboration of legal frameworks can be found in Papers 1 and 2.

3.2 Information Networks

An information network describes a network of users bound together by a cer-
tain standard or technology, such as the Internet (with TCP/IP) [46]. At present,
the Internet is the world’s largest information network and reaches users all over
the globe. The Internet is an environment where people, companies and other
organisations use computers and networks to interact with each other. Due to
that information networks are characterized by human activity, information
about individuals is commonly regarded as critically important when building
secure and efficient social systems in that setting [37]. But since information
about individuals is much coveted by companies and other organisations, user
information is at risk.

3.2.1 The Evolution of Internet
In 1969, the core networks forming the Internet started out as the ARPANET, a
project devised by the United States Department of Defense Advanced Research
Projects Agency (ARPA). In the beginning of 1983, the ARPANET changed its
core networking protocols from NCP to TCP/IP, marking the start of Internet
communication as we know it today. Another important step in the development
occurred in 1969, it was the National Science Foundation’s (NSF) building of a
university backbone, the NSFNet. Important disparate networks that have suc-
cessfully been accommodated within the Internet include Usenet and Bitnet [25].

During the 1990s, the Internet successfully accommodated the majority of the
existing computer networks. This growth is often attributed to the lack of central
administration, which allowed organic growth of the network, as well as the non-
proprietary nature of the Internet protocols, which encouraged vendor interop-
erability and prevented one company from exerting control over the network
[25]. 

However, the main event of the 1990s was the emergence of the World Wide
Web, which brought the Internet into the homes and business of millions of peo-

9. See, for example, the EPIC homepage [13] for more information.
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ple worldwide [25]. The web served as a platform for enabling and deploying
numerous new applications, including online stock trading and banking,
streamed multimedia services, and information retrieval services. From 1994,
companies, both big and small, began to operate Internet services and transact
commerce over the web [46]. 

The second half of the 1990s was a period of tremendous growth and innova-
tion for the Internet [6]. Major corporations and several startups joined in creat-
ing Internet products and services. By the beginning of 2000, the Internet was
supporting a great number of popular applications, including typical killer appli-
cations such as e-mailing, instant messaging and P2P file-sharing networks [46].

Up to now, the trends on the Internet have been to turn the infrastructure into
a diverse, adaptive, responsive, and open environment. But, as the global infor-
mation infrastructure is getting more complex, information is increasingly avail-
able, the amount of unsolicited commercial offers grows, and the distribution of
malicious software augments, the future Internet may take a less open direction. 

3.2.2 Information Ecosystems

One way of viewing a highly populated network infrastructure is to regard it as
an emerging information ecosystem of individuals10. This view has its origin from a
biotic ecosystem with biological individuals. The individuals are either entities
typically acting on behalf of humans, or humans acting in their own self-interest.
In nature, two factors determine evolution of an ecosystem [8][29]. First, it is the
variation of qualities among the individuals due to different inherited characteris-
tics. Second, it is a limitation of resources (or as some view it; redundancy of
individuals) available. Typically, an ecosystem is characterized by the ability to
adapt to changing conditions, and to easily scale up or down. Ecosystems are also
signified by an openness and a universality in terms of a broad variation of indi-
viduals. The shapes and structures of biological ecosystems are determined by
interactions between individuals and the environment, and by interactions
between individuals. In nature, the robustness of an ecosystem is the result of
such dynamic interaction among individuals over time. In that sense, successful
individuals influence the future ecosystems by transferring characteristics from
one generation to the next. 

Within a natural ecosystem, activities are performed by individuals motivated
by their own best interests (often, interests and common goals are conflicting
with each other). Therefore, natural selection, commonly expressed as the sur-
vival of the fittest, occurs among individuals with opposed competing skills [8].
Typically, natural selection is the process that shapes the patterns of an ecosys-
tem. Since natural selection essentially favours the self-interest of individuals,
group formation within or between individuals must hold some advantage for
the individual compared to acting alone. 

Information ecosystems are typically regarded as open systems [22]. The
Internet is the foremost arena for large, open systems in that the Internet is
immensely diverse and open. One superb example on this is the wide spread
Internet-based e-commerce that reaches an almost unlimited number of poten-
tial actors. In contrast to the traditional market, the Internet holds one large and

10. See, e.g., Nardi and O’Day [31].
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unified market without local boundaries or time delimitations. In this setting,
information as a commodity becomes the key for growth and development
[24][46]. On this theme, Rifkin [40] describes a world where market transactions
are replaced by complex commercial networks and where holding property is less
important than having access.

3.2.3 On the Structure of Information Ecosystems

In information ecosystems, one view is that humans are presumed to hold Machi-
avellian intelligence, i.e., bringing out self-interest at the expense of others [12]. In
cognitive science and evolutionary psychology, Machiavellian intelligence11 is the
capacity of an entity in successful political engagement with social groups. The
term as such refers to Niccolo Machiavelli’s book “The Prince” [27]. The hypothe-
sis is that the techniques which lead to certain kinds of political success within
large social groups are also applicable within smaller groups, even within the
family unit. Machiavellian intelligence is a manipulative ability that is based on the
individual’s self-interest and directed towards other individuals in the system or
surrounding. In this sense, there are a lot of similarities between information eco-
systems and biological ecosystems. 

Actors’ self-interest could be expressed like there is no “free lunch” within
information ecosystems. Instead of general “consumer friendly” tools or “free-
ware” programs, we should expect actors acting in their own self-interest, i.e.,
making profit or increasing utility. Nordström and Ridderstråhle [33], and Rifkin
[40] address lifestyle marketing, where large corporations use reoccurring mar-
keting messages to govern whole lives of ordinary people. Companies must gen-
erate profit, and the more consumer information they convey, the more goods
and services they sell. One important aspect in this context is that companies
generally must get as much knowledge as possible about every single consumer
(or potential consumer). To customers, this weakens their position, since the
more information companies have on them the more easy it is to manipulate
them with various commercial content. 

Driven by self-interest, the inhabitants of an information ecosystem typically
bring fourth two kinds of behaviours. 
• Arms Race addresses comparisons in the fields of military hardware, compe-

tition in commercial product markets and competition between people in
society for wealth or esteem [9]. The term “Arms Race” is used generically
to describe any competition where there is no absolute goal, only the relative
goal of staying ahead of the other competitors. An Arms Race is initiated by
a dynamic process, where actions of one individual or group of individuals
are retorted by counter-actions taken by another individual or group of indi-
viduals, and so on. One typical example is the race between the United
States on one hand, and the Soviet Union on the other to develop more and
better nuclear weapons during the Cold War. Arms Race is usually described
as one of the major forces within information ecosystems. From an evolu-
tionary perspective, arms races could be regarded as positive because the
ecosystem will eventually become more robust. In that sense, robust systems
assume vigilant users. One commonly argued example of Arms Race in an

11. Machiavellian intelligence is also called Political intelligence or Social intelligence.
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information ecosystem (such as the Internet) is the ongoing struggle
between the distributors of virus and the anti-virus software industry. In
such a case, the dynamics caused by the Arms Race may improve the avail-
able tools and techniques, and thus the system robustness, but it may also
render costs in terms of loss of time, money, and valuable information to
users.

• The Tragedy of the Commons describes a situation where the costs caused by the
actions of a selfish individual are shared by all participants, while the selfish
individual gets all benefits of the action [19]. Originally, it was used by Har-
din [19] in order to describe a metaphor that illustrates a sub-optimal use or
even destruction of public or other collectively shared resources (the “com-
mons”) by private interests when the best strategy for individuals conflicts
with the common good. In game theory, the key to the Tragedy of the Com-
mons is that when individuals use a public good, they do not bear the entire
cost of their actions. Each seeks to maximise individual utility, and thus
ignores costs borne by others. The best (non-cooperative) strategy for an
individual is to try to exploit more than his or her share of public resources.
Since every rational individual will follow this strategy, the public resources
get overexploited. One example of a Tragedy of the Commons situation can
be the over-utilisation of network bandwidth that P2P music file-sharing
users bring about. At present, over-utilisation of network bandwidth cost
nothing extra. Should more and more users start downloading content in the
same extent as some do, there will be problems with network capacity. If so,
the consequences may not be born by the over-consumers. Instead, the
costs impair the whole networked community.

In order to bring these concepts into a larger picture, a meta perspective is called
for. The Red Queen effect supplies such a viewpoint. The Red Queen effect [28][50]
describes a situation where all actors or groups of actors in an information eco-
system must evolve as fast as they can in order to stay alive. An advance by one
group is experienced as a deterioration, depending on a “zero sum” condition, of
the surroundings of one or several groups. Each group must frequently evolve if
not to be left behind. The metaphor of the Red Queen represents a situation in
nature where species must adapt to changing environmental threats by means of
better skilled individuals. In Lewis Carroll’s “Through the Looking Glass” [4], from
which the metaphor is originally captured, Alice complains that she has to keep
on running in order to be able to stay in the same place. The character of the Red
Queen appears as an illustration of a chess piece. The Red Queen has become a
popular metaphor as a result of the dream-like scene in which she grasps Alice by
the shoulder so they can run together in a desperate attempt to keep up with the
landscape. Then, the Red Queen advises Alice that in order to get anywhere else,
as opposed to merely staying in the same place, one must run at least twice as
fast. 

“Well, in our country,” said Alice, “you would generally get to somewhere else
if you ran very fast for a long time, as we have been doing.” 
“A slow sort of country!” said the queen. “Now, here, you see, it takes all the
running you can do, to keep in the same place. If you want to get somewhere
else, you must run at least twice as fast as that!”



30 Concepts and Related Work

An example of a Red Queen situation on the Internet today may be that some
computer applications face the risk of becoming inapplicable as a result of heavy
spyware, spam or virus activity. If the proportion of such software exceeds a crit-
ical limit, users may find it inconvenient not only to use applications, but also to
use computers over the Internet. This sort of contamination that falls upon an
information ecosystem may not be beneficial for the system, however, in an evo-
lutionary perspective it may in fact lead to increased robustness of the system.

3.2.4 On Contamination in Information Networks

Up to now, economists and analysts have placed an evident focus on the positive
aspects of belonging to a large information network [23]. In that sense, users
generally benefit from using a popular system or application connecting them in
a network. Often, utility of participating in the network is proportional to the
aggregate amount of resources that the users are willing to put together [46]. The
larger the network is, the more valuable it will be to the participating users
because the more people that join in, the more resources are available and can
thus be shared amongst the users12. One example of this is P2P music file-shar-
ing networks where the utility of belonging to the network augments if more
people join in, since the amount of music available also increases. According to
this view, there is an evident focus on the positive aspects on participating in
popular networks. However, while there certainly are benefits with large informa-
tion networks, there are also risks. 

These risks can be addressed in different ways. One way to do it in accordance
with the analogy of information ecosystems is to regard software that poses pri-
vacy risks to individuals as contaminants. The word contamination13 is often
used by anti-virus software companies in order to describe unsolicited and harm-
ful software, e.g., malicious programs that cause unwanted and negative effects to
networks and computers. In this view, contamination can be used in order to
describe when certain software pollute or litter information ecosystems. Some
examples on contaminants brought up in this thesis are spam, adware, spyware
and virulent programs.

As we see it, these contaminants all affect the privacy of the users in a net-
work. On the Internet, one side-effect of global communication is that connec-
tion data is available at different sites around the world revealing details about
communication partners, time of communication, services used, connections,
etc. This transactional data may reveal who communicated with whom, when, for
how long, and who bought what at what price. Users leave electronic traces,
which can be used to create consumer or communication profiles. Marketing
companies usually have a strong interest in such transactional data revealing the
user’s preferences [49]. As implied in this thesis, users have reasons to be con-
cerned over the distribution of their transactional data for financial gains, and the
(mis-) use for purposes other than the ones for which they were collected. 

12. Within the Theory of Network Effects this is referred to as positive feedback 
[6][23][46][47].

13. The word contamination is also used within the Theory of Network Effects in 
order to describe phenomenons that degrade the utility of belonging to an infor-
mation network [30].
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Another central problem is that the traffic on a global network crosses inter-
national boundaries and is not centrally managed. On the Internet, there is no
overall responsibility assigned to a certain entity, and there is no international
oversight mechanism to enforce legal obligations (especially data protection leg-
islation), as far as they exist [14]. Because of that personal data about users and
other data subjects are available and can be intercepted or traced at different sites
around the world, the Internet poses severe privacy risks. 

3.2.5 Privacy Risks in Information Networks

There are many various examples of views concerning the risk environment on
the Internet. Two representative contributions are the ones by Fischer-Hübner
[14] and Schneier [45]. Fischer-Hübner [14] claims that privacy risks on the Inter-
net are two-fold in that the users’ online actions could be (A.) monitored by
unauthorised parties, or (B.) logged and preserved for future access, even many
years later. Long-term databases and powerful search engines make it easy to
build a comprehensive profile of individuals and thus contribute to the Internet’s
dossier effect14. 

Schneier [45] also claims that there are two types of privacy violations, namely
(A.) targeted attacks, and (B.) data-harvesting. In targeted attacks, an attacker typ-
ically wants to know everything about a person and thus uses any techniques
possible to achieve that goal. Although there are computer security protection
available against this, it is only up to a certain point. If attackers are well enough
funded, they can always get around computer security measures. In data-harvest-
ing, other types of privacy-violations occur. These types of attacks harness the
power of correlation. For example, different online registers or databases con-
taining personal information may be combined by powerful search engines in
order to get an apprehension about groups of individuals. In effect, this informa-
tion constitutes a foundation for which personalised mass-marketing campaigns
may be distributed to vast amounts of users.
Although, both views presented above certainly have their points, a perspective
deriving from the actual software in question is called for. Since our work in this
thesis (see Part II) permits a background insight to the software threats, it con-
tributes with two advantages. First, if we know what kind of purpose the soft-
ware fulfills it is possible to analyse the extent of privacy-invasion and it is thus
possible for us to decide about future participation in the network. Second, it is
possible to identify cost-efficient protection mechanisms. For instance, protec-
tion against virulent programs distributed with a malicious intent may result in
certain types of protection mechanisms, whereas commercially distributed soft-
ware may demand other types of protection (when it comes to technical as well
as legal protection).

In our view, there are two major categories that make the privacy risk environ-
ment on the Internet15. 

14. The dossier effects describes a situation whereby a single query can compile a 
huge dossier containing extensive information about users from many diverse 
Internet sources [14].

15. A more detailed description can be found in Paper 5.
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1. Commercially driven software: This category contains software that is created
and distributed for commercial purposes. Here, we typically find, e.g., spam,
adware, and spyware. This category contains software that primarily deals
with the collection and distribution of user information in order to better
design marketing campaigns or sales offers. Foremost, commercially-driven
software poses a risk to user privacy, but it also jeopardises the security, sta-
bility and capacity of computers and networks. 

2. Maliciously motivated software: The second category contains programs and
applications that are primarily created and distributed for a malicious intent.
In this category, examples are typically surveillance programs, code-breaking
software, viruses, Trojans and worms. In conclusion, this category contains
software that primarily executes destructive instructions set to run on a
computer and make that system do something that the attacker wants it to
do. Normally, this category poses a risk to security, stability and capacity of
computers and networks.

The software found in these two groups impact privacy for network participants,
because this software creates hazards to the rights for individuals to control
when, how and to what extent personal data is gathered, stored, processed or
selectively disseminated by others. But the consequences of such software may
also be degraded network capacity due to network traffic congestion caused by a
continuous flooding of unsolicited software and messages. Another negative
effect may be system and application crashes due to over-consumption of com-
puter resources as a result of malicious software executing on local workstations.
In that sense, not only the privacy of users are at risk. Loss of security and
degraded capacity of networks and computers are also at stake16. Either way, the
overall outcome in focus is loss of privacy in that important data may be lost, col-
lected or distributed without the users’ consent. 

In combination, the contents of these two categories of privacy-invasions seri-
ously impact the positive aspects of belonging to a large information network
such as the Internet. If the users feel that the costs for belonging to a network
accelerate without an increase in experienced utility, they will most likely abandon
the network. If so, there is a great danger for the future existence of the Internet
as the world’s largest information network.

3.3 Concluding Remarks

The right to privacy is the right to be let alone. In an information network like
the Internet, this means that users should have a choice whether or not to reveal
matters of a personal nature to other parties. With recent years’ development of
spam messaging software, spyware technologies and malware programming, the
users’ right to privacy is not respected, let alone ensured. If this situation is not
altered, there is a risk for the future prosperity of Internet. 

From an evolutionary perspective, a significant occurrence and distribution of
commercially-motivated network contaminants may eventually make the network
more robust for the users. However, a more plausible short-term effect is that
the positive aspects of belonging to a large information network are overthrown

16. See Papers 4 and 5 for more details.
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by an increase in network contamination. If the flow of personal information is
not balanced with the advantages of belonging to the network, users may be
more reluctant to participate. 

Since personal information is an imperative part of the success for an infor-
mation network, it is recommended to network owners, developers and designers
to carefully consider privacy-enhancing methods for the storing and processing
of personal information. However, such knowledge does not come easily and a
thorough analysis of the privacy risks in information networks is consequently
called for. With a challenge like that at hand, this thesis might become useful.
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Abstract. In our society, the Internet becomes more and more indispensable,
and the issue of personal information between consumers and businesses is rec-
ognised as critically important in building secure and efficient systems over the
Internet. With respect to the treatment of personal information, consumers gen-
erally want their privacy to be protected, but businesses need reliable personal
information and an access channel to reach consumers for e-commerce.
Undoubtedly, these demands must be satisfied to establish sound e-commerce.
However, with the technologies available today it is reasonably easy for companies
to gather information about consumers in order to make personalised offers
through e-mail. There is a fine line between collecting personal information to
make customised offers that users or customers regard as useful information and
what is an intrusion to personal privacy. In this paper, we discuss how consumer
privacy is affected by unsolicited e-mail messages sent with a commercial purpose
(spam). We found that, albeit most of the investigated web sites behaved well, a
small fraction generated a large number of spam. This Tragedy of the Commons
problem is discussed from an economical, ethical and legislative point of view.

1 Introduction

Today, many companies provide personalised services and offers to their cus-
tomers by utilising customer preference information and/or behavioural infor-
mation. Web sites can collect each user’s browsing log, and by way of, for
example cookies, they can display personalised pages for their customers. These
customised services certainly make life more convenient. Therefore, it is reason-
able to allow a business to provide such services. However, whether a company is
successful or not, often depends on having more information about consumers
than the competitors do [9][11]. In effect, this means that a business must gather
as much information about consumers as possible, which on the other hand
increases the risk of unintentional, or intentional, infringement of consumers’
privacy. A consequence of continued abuse of consumers’ privacy is that custom-
ers may be uneasy about sharing personal information with companies, and pos-
sibly also sceptical to the idea of e-commerce. Human society on the Internet will
only thrive if the privacy rights of individuals are balanced with the benefits asso-
ciated with the flow of personal information [9][12]. 
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We use the definition of privacy that was first proposed by Samuel D. Warren
and Louis D. Brandeis in their article “The Right to Privacy” [13], and define pri-
vacy as “the right to be let alone”. The advantage of this definition is that it is widely
accepted in society, and thus easily can be adopted to the Internet setting. The
extraction of the definition is that users can specify what information should be
disclosed to whom, when and for what purpose. Also, that they are guaranteed
that the information will be treated accordingly. In effect, this correlates well
with the most commonly used definition of privacy by Alan Westin [14]:

“Privacy is the claim of individuals, groups and institutions to
determine for themselves, when, how and to what extent infor-
mation about them is communicated to others.” 

In general, the explicit demands from consumers and businesses regarding com-
merce based on the customers’ personal information do not always fit well with
having the right to be let alone. Consumers want to be able to control their pri-
vacy and still get the best personalised services available. Businesses, on the other
hand, need reliable personal information about customers, and also an access
channel to bring the best service possible to the appropriate consumer. From this
discussion we can extract three requirements for sound e-commerce based on
personal information [9]:
1. Privacy control: Consumers should be provided with a means to decide

what, when, and for what purpose their personal information is used.
2. Data reliability: Businesses should be provided with reliable consumer

information.
3. Consumer accessibility: Businesses should be provided with a means to

access targeted consumers directly. 
As can be seen later in this paper, these requirements are not fully met when it
comes to e-businesses informing users about offers. In the next sections, we will
conduct a discussion regarding privacy requirements and unsolicited commercial
e-mail messages. Further on, there will be an exploration in the legal aspects con-
cerning the European Directive on Privacy and Electronic Communications [3].
We also add some empirical perspectives where we investigate whether the men-
tioned requirements are met or not. 

2 E-Mail Marketing

2.1 Basic Ideas of e-Commerce

In order to set the scene for the occurrence for e-mail marketing, a summary of
the ideas behind e-commerce is hereby given. There can be a number of reasons
explaining commerce over the Internet. Although these are not new, some
important aspects are [8]: 
• Availability and supply: In theory, Internet shops are independent of time

and place, and stay open 24 hours a day, every day. Also, due to, for example
reduction of costs, a much broader selection of goods and services can be
offered, than by way of a traditional physical store.
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• Reduction of intermediaries: The product or service can be offered
directly to the customer. This reduces the number of intermediates in the
distribution chain, which results in a lower total transaction cost and a lower
price than in a traditional, physical store.

• Customer relationships: Based on the information collected about cus-
tomers, it is possible to tailor personalised information to the customers in a
much larger range than with the physical commerce medium. A common
method to distribute offers is by way of e-mail messages.

As stated, one of the foundations of e-commerce is customer information, and
in principle, the company that has the most information about its customers is
generally the most successful one [9][11]. There are two ways for a company to
get hold of information about customers, either the customers freely give out
information about themselves, or the companies gather information. Often,
though, companies use a combination. With respect to the three requirements
for sound e-commerce, there is a bit of a dilemma. As companies need reliable
information about customers, the customers must agree to give out personal
information. On the other hand, this is often misused, and thus resulting in
reluctance from customers to provide such information. One example is if users’
inboxes are flooded with unsolicited offers.

In order to ensure sound e-commerce, both consumer privacy and business
needs must be taken into consideration. On the requirements for sound e-com-
merce, the first requirement, privacy control, concerns the use and control of
personal information. Not only should consumers be able to decide what, when,
and for what purpose their personal information is used, they should also be pro-
vided, by the company, with a means to make such decisions. The second
requirement, on the other hand, is directed to the customer, and states that if the
first requirement is met, then the customers should provide companies with reli-
able consumer information. Also, regarding the third requirement, businesses
should get an access-channel (e.g., e-mail messaging) to reach targeted consumers
directly. Although some e-companies might prefer to access customers in other
ways than via e-mail, marketing and preserving customer relations by way of the
e-mail media is the most used form [12].

2.2 Economical Aspects of Spam
Unsolicited commercial e-mail, also known as spam or junk e-mail, has increased
dramatically in number over the last years. In the beginning of 2002, estimations
showed that one out of twelve e-mail messages fit the description for spam. Dur-
ing that year the number of spam rose and reached an average frequency where
one out of every third e-mail was a junk message. An assessment made this year
by Ferris Research estimated that it takes the average Internet user about 4.4 sec-
onds to handle, i.e., read and delete, a spam, and also that approximately 20 bil-
lion such e-mail messages are sent every day from databases holding up to 200
million e-mail addresses1 [4]. The accumulated time for handling spam messages
approaches 25 million hours per day. On a personal level, at least a few minutes
daily is spent on deleting unsolicited e-mail. 

1. Since this article was published the amount of spam has continued to increase. 
Several measurements indicate that the rates of spam are approaching 70% of all 
e-mail messages.



42 PAPER 1

There are a number of reasons trying to explain the vast increase of spam.
However, one main aspect argued here is that marketing by spam is cheap (in
comparison to other mass marketing methods). 

For an e-commerce company, there are various costs for dealing with com-
puter based information. One useful and general model is dividing production
and distribution of digital information into different costs [11]. This model can
also be applied on spam. Typically, there are four costs that can be associated
with spam [11]. The first one is first-copy sunk cost, which is the cost for producing
the first, original e-mail copy of the offer. This cost cannot be recovered if the
offer flops, however, the cost for the first e-mail copy is generally insignificant.
Then, there is the reproduction cost, or variable cost, which refers to the cost of pro-
ducing an additional copy. Normally, this does not increase, even if a great many
copies are made. The distribution cost refers to the cost of distributing a message
from the sender to the recipient. Being that the e-mail medium is quick, techni-
cally available and economically favourable, the distribution cost per sent e-mail
is very low. Finally, the fourth cost is the transaction cost, that is; the amount of
money the sender might have to pay to get hold of e-mail addresses (for example,
e-mail lists or software packages programmed to sniff e-mail addresses), which is
also relatively low.

On the sender side, the costs for distributing spam are almost non-existing.
However, on the recipient side, the cost of receiving a single spam is small, but
the cost of receiving many spam messages can be considerable. Even though
users are not paying per-message or per-minute fees (unless they are connected
to a modem), spam may be expensive in terms of time. Users may waste minutes
or hours transferring unwanted messages from their Internet Service Providers
(ISP) to their personal computers, sorting through the messages, and deleting
them. 

Furthermore, spam places a burden on ISPs, requiring them to spend time and
money on implementing filters, responding to subscriber complaints, and
increasing their e-mail system capacity more frequently than would otherwise be
necessary. Also, large amounts of junk e-mail messages, will in turn lead to an
increase of network load and ultimately traffic jams over the Internet. In addi-
tion, ISPs are burdened by spam not destined for their own subscribers, but
relayed through their system by spammers who are attempting to hide the true
origin of their messages [2].

2.3 The Contents of Spam
In two experiments, performed during the spring of 2003, the occurrence and
contents of spam, as well as their impact on personal privacy were investigated. 

In a master’s thesis experiment [6], 30 different well-known and highly visited
web sites were selected as a test sample. The Internet sites, which were of a com-
mercial nature, were chosen equally from the United States and the European
Union. Two fake user accounts, Adam and Bill, representing average Internet
users from the US and EU respectively, were set up to test the spam message
results from signing up to the web sites. By signing up (i.e., giving out first and
second name as well as e-mail address) for the web sites’ e-mailing lists, the inten-
tion was to examine if personal information was spread to third parties and/or if
it generated spam. During each session Adam and Bill registered numbered e-
mail addresses, i.e., adam1@ourdomain, adam2@ourdomain, etc., to clarify
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which e-mail address was added to which web site. It turned out that only one
site, a respected music newsletter service (Music.com), out of 30 web pages that
were visited, generated spam. Furthermore, it was only Adam, the pretended
American visitor, who received spam.

By the second day of the test, Adam got his first spam, and after that it
increased during the forthcoming two weeks. In all, 468 spam messages were
received over a five-week period of analysis (see Figure 1). The first spam offered
an insecure Gold Card and was sent from Arbango.com. The company claimed
that Adam had requested to receive special promotional messages from
Arbango.com, however such a request was never made. This kind of claim has
also occurred frequently in other spam received, as well as statements that the e-
mail address was passed to the spammer by an alleged friend. In some of the e-
mail messages, Adam was greeted by his full name (Adam Smith), though the e-
mail address did not reveal his last name. So, this information must be derived
from the Music.com database. However, there was no correlation between the
contents of spam and the original music site when examining the received spam
messages. In all, spam messages from 15 different categories were received, see
Figure 2 for results.

The categories that generated the most spam were “Free offers” and “Finan-
cial advertisements”, such as offers to loan and make money. This finding some-
what correlates with what Cranor and LaMacchia found in their article “Spam!”
[2]. Based on studies of 400 spam messages, they concluded that “Money making
opportunities” was the most common advertisement of spam, on second place
was a category called “Other products and services” [2]. This category included
phone services, vacation packages, nutritional supplements, weight loss products
and online newsletters. In the experiment, the category, which is called “Free
offers” also matches the result from Cranor and LaMacchia (here called “Other
products and services”), because the advertisements in both categories are of the
same kind.

In a second experiment, we investigated if unsubscribing to spam e-mail lists
generated new spam. In all, 219 unique spam messages were analysed and 182 of

Figure 1. Number of spam day by day
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them, or 83%, allowed the user to unsubscribe. By transporting the spam mes-
sages to a newly configured e-mail account with a “clean” environment it was
possible to investigate the impact of unsubscribing. During a period of four
weeks, we did not receive a single spam in return.

Cranor and LaMacchia also noted that only 36% of the spam messages con-
tained instructions for how to be removed from the mailing list [2]. What per-
haps revealed the nature of these messages the most was the fact that less than 10
percent supplied name, postal address, phone number, and e-mail address of the
sender. Also, most of the spam messages offer the recipient the possibility to
delete his or her e-mail address from the mailing list using opt-out lists. Even
though it is commonly known that the recipient should not reply to the sender of
the spam or to sign any opt-out lists. Then, the spammer will know that the e-
mail address is active and possibly spam it even harder. However, in our investi-
gation we could not find such a correlation, that is; the unsubscription of spam
did not result in getting new spam.

There might be difficulties in making generalisations from the results in the
experiments, due to a limited number in sample. Therefore, we present an addi-
tional perspective on empirical work about spam.

In the summer of 2002, the Center for Democracy & Technology (CDT),
embarked on a project to attempt to determine the source of spam [15]. CDT set
up hundreds of different e-mail addresses, used them for a single purpose, and
then waited half a year to see what kind of e-mail messages those addresses were
receiving. During six months, 250 e-mail addresses received 10.000 e-mail mes-
sages, of which nearly 9.000 were unsolicited commercial e-mail offers, that is,
spam. However, this study’s main finding was not the number of spam attracted,
but the investigation of the different ways that e-mail addresses got spammed.
CDT’s view is that this mainly depends on where the e-mail addresses have been
used. They found that e-mail addresses posted in clear text on public web sites or
in news groups attracted the most spam. In contrast, they also noted that compa-
nies that offered users a choice about receiving commercial e-mail messages

Figure 2. Spam categories
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respected the decision of the user, and accepted their request for privacy. Only a
very small fraction of the Internet sites, possibly those who did not protect the e-
mail addresses, resulted in spam activity. CDT’s conclusion was not that the com-
pany itself leaked the information, but that spammers took hold of addresses that
were available in clear text (i.e., not adequately protected) on the public Internet
or in news groups. CDT discovered that spammers have software programs (so
called robots or spiders) that are programmed to search for e-mail addresses. In
effect, 97% of the total amount of spam, were received in this way. 

In light of the CDT results, a conclusion from our experiment is that one site
in thirty rendering in spam activity might be a representative finding. CDT argu-
ing that most Internet services respect the privacy choices of the users and leave
them alone, support this view. In our experiment there can be two perspectives
on explaining how spammers got hold of Adam’s e-mail address and personal
information. The first explanation is in accordance with the CDT-survey, and
suggests that the spam messages generated were not a result of commercial
intent from the original music site, but one of poor security measures on their
behalf. Being reluctant in protecting users’ personal information might, such as
in this case, have led to spammers taking hold of Adam’s user information, and
thus spammed him with 468 e-mail messages containing offers of anything but
music in five weeks. The second explanation has to do with the original
Music.com site. Due to the nature of that web service, it seems that the site is
merely a “fly paper”, set up with one single purpose, namely to attract the e-mail
addresses of gullible consumers. There are mainly four aspects supporting this
view: 
1. the only service the site supplies is a poorly written newsletter arriving at

arbitrary times, 
2. this only service is for free, meaning that the site owners must somehow

gain a return (user e-mail addresses) on their investment (web site and news-
letter service), 

3. the user interface very much has the resemblance of a database interface,
and 

4. the URL name (Music.com) is probably one of the first web address sugges-
tions that users type into the address bar in search of music or music-related
information on the Internet. 

Thus, Music.com easily attracts users, and in return of access to user information
they offer a music newsletter. Independently of what explanation one believes in,
the empirical investigations have shown that not all companies respect privacy,
because they do not provide users with a means to decide what, when and for
which purpose their personal information is being used. One company in 30 that
ignores personal privacy rights may be sufficient enough to damage the whole
Internet community. 

3 Privacy and Spam

3.1 On the Principles of Privacy
Privacy principles, such as the ones below, are needed in order to guarantee pri-
vacy when personal data is collected or processed. These principles are fre-
quently used when designing national privacy laws, codes of conduct, codes of
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ethics of computer societies, as well as international privacy guidelines or direc-
tives. Most western data protection acts, e.g., the EU-Directive on Privacy and
Electronic Communications, and the OECD-Guidelines, are founded on these
privacy requirements [5]:
• Principle of lawfulness and fairness: Personal data should be collected

and processed in a fair and lawful way;
• Principle of the purpose specification and purpose binding (also

called purpose limitation): The purposes for which personal data is col-
lected and processed should be specified and legitimate. The subsequent use
of personal data is limited to those specified purposes, unless there is an
informed consent by the data subject;

• Principle of necessity of data collection and processing: The collection
and processing of personal data should only be allowed, if it is necessary for
the tasks falling within the responsibility of the data processing agency;

• Information, notification and access rights of the data subjects: Data
subjects have the right to information, to notification and the right to cor-
rection, erasure or blocking of incorrect or illegally stored data. These rights
should not be excluded or restricted by a legal transaction. Information and
notification rights help to provide transparency of data processing;

• Principle of security and accuracy: Appropriate technical and organisa-
tional security mechanisms have to be taken to guarantee the confidentiality,
integrity, and availability of personal data. Personal data has to be kept accu-
rate, relevant and up to date;

• Supervision and sanctions: An independent data protection authority
(also called supervisory authority, data protection commissioner or ombuds-
man) has to be designated and should be responsible for supervising the
observance of privacy provisions. In the event of violation of the provisions
of privacy legislation, criminal or other penalties should be envisaged.

These principles are generally formulated and therefore hard to apply to a nar-
row topic such as spam and spamming. Thus, an exploration in other legal frame-
works is needed in order to fit the description of spam. In Article 13 of the
European Union’s Directive concerning the processing of personal data and the
protection of privacy in the electronic communications sector, relevant privacy
principles are addressed and stated [3]. Also, by way of the empirical investiga-
tions, we will be able to see how they are interpreted and followed. 

3.2 EU-Directive and Spam
When it comes to the processing of personal data, the EU-Directive ensures that
the rights and freedoms of natural persons are preserved [3]. Article 13 of the
Directive is devoted to unsolicited communications, such as spam messaging.
Below, we present a discussion concerning that article and the concept of spam.

3.2.1 Permission Marketing
In Article 13, paragraph 1, of the EU-Directive it is stated that unsolicited com-
munications such as e-mail with the purpose of direct marketing may only be
allowed in respect of subscribers who have given their prior consent [3]. 

E-mail marketing is a highly debated topic. Typically, a sharp line divides spam
from, so called, real or serious e-mail marketing. Solicited e-mail can be defined
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as a message that the customer asked for, or agreed to receive [12]. Spam is unso-
licited, which means that the recipient never asked for it. This is different from
when you agree to receive commercial e-mail messages (also called opt-in to e-
mail), according to authors Sterne and Priore, who also state that serious e-mar-
keters nowadays apply opt-in when sending commercial e-mail messages [12].

In the spam experiment presented in Section 2, five weeks of ordinary Inter-
net browsing produced 468 spam messages from one Internet site alone. The
personal information that was registered on this web page ended up in a database
managed by another site, which in turn resulted in that this particular e-mail
address landed on several opt-in mailing lists. Hence, 468 unsolicited messages
clogged the inbox in five weeks. 

The EU-Directive only allows direct marketing when subscribers have given
their prior consent. In the spam experiment, such was the case in one respect.
There was a consent to opt-in on the first Internet site, and therefore an accep-
tance to receive offers via e-mail from that particular company. On the other
hand, there was no consent to having the e-mail addresses forwarded to other
sites, that thereafter redistributed them to spam-related services. 

In the EU-Directive, it is explicitly stated that the sender must have permis-
sion from the receiver in order to convey offers and news. Given the background
to e-mail marketing (see Section 2) and the spam experiment, we can conclude
that not every company operating on the Internet manage personal information
about customers according to the Directive. One argument is that the Directive
only applies for companies within the European Union, since it is a European
Directive. On the other hand, similar, but not identical, directives exist for Can-
ada and the US [10]. Also, it is contradicted by Sterne and Priore, who state that
opt-in, or permission e-mail marketing is practised by all serious companies [12].
Thus, companies that want to appear as serious should not send unsolicited mes-
sages. 

In light of this, one severe risk a spammer is facing is getting a bad reputation.
Good reputation is the result of the fulfilling of customers’ expectations in qual-
ity of product and/or service over time [1]. Often, that leads to customers
returning to the company. This is something that e-commerce companies cannot
overlook. However, according to Choi et al. [1], a reputation is important only if
a company aims at staying on the market for a long time. One addition to explain
the vast increase of spam is that for some companies (and/or persons) sending
spam is their very core business (which most likely is the case in the CDT-survey,
for instance). Another explanation might be that the companies behind spam
really have no interest in remaining on the market for a long time, their primary
object is to make a quick profit by selling a certain product or service. Given the
economical analysis of spam messaging (see Section 2.2), it is fair to conclude
that spammers get value for money even if only a very small amount of a great
many spam messages result in closed deals, or if their marketing campaigns and
e-mail offers render maximum exposure at minimum cost.

3.2.2 The Right to Be Let Alone

In the EU-Directive it is evident that customers have a right to be left alone by
companies that collect personal information about them. The second paragraph
of Article 13, states that [3]:
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“... legal person may use these electronic contact details for direct
marketing of its own similar products or services provided that
customers clearly and distinctly are given the opportunity to
object, free of charge and in an easy manner, to such use of elec-
tronic contact details when they are collected and on the occasion
of each message in case the customer has not initially refused
such use.” 

When it comes to using contact details for direct marketing purposes, it is
allowed only if it concerns the company’s own products or services. Obviously,
so was not the case in the spam experiment. The 468 spam messages that were
received contained a broad spectrum of offers, such as financial offers, adult
entertainment, health care products, etc. Though, it was a music company that
got the e-mail address. Of course, we cannot be certain that the music site was
actively contributing to the spamming of Adam’s address, however, they are still
responsible for maintaining Adam’s personal information in a secure manner
(something they obviously failed to do).

A second requirement noted in the Directive was that customers must be
given the opportunity to object, free at charge, to the use of electronic contact
details. In the spam experiment, there was little chance to object to the use of the
e-mail address and other personal information. In reality, this is no surprise,
every day most people receive several spam messages that they have not agreed
to subscribe to. Should one try to object, a common argument is that the spam-
mers may take the e-mail address off one list, just to put it onto another.
Although, one of our investigations showed that no such correlation could be
found.

3.2.3 Controlling Spammers

As can be noted in the EU-Directive, member states have an explicit responsibil-
ity in the matter of spam. In the third paragraph of Article 13 it is stated that [3]: 

“Member states shall take appropriate measures to ensure that,
free of charge, unsolicited communications for purposes of direct
marketing, ..., are not allowed either without the consent of the
subscribers concerned or in respect of subscribers who do not
wish to receive these communications, the choice between these
options to be determined by national legislation.” 

In this respect it is up to the member states to find and take appropriate mea-
sures towards spamming. On the other hand, as can be seen both in our own
spam experiments (see Section 2) and the CDT survey [15], as well as in the
spam analysis by Cranor and LaMacchia [2], this paragraph of the Directive has
not yet had any effect on the Internet community. However, the EU-Directive is
quite new (2002) and has perhaps not been around long enough to be carried
into effect2. 
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4 Discussion Concerning Privacy and Spam

4.1 The Effects on e-Commerce and Privacy
In the above discussion we can recall that there are three requirements for sound
e-commerce, of which the first one is critically important. Consumers should be
provided with a means to decide what, when, and for what purpose their per-
sonal information is being used. Without such a control of personal privacy, con-
sumers will hardly provide companies with reliable personal data, or not provide
them with any data at all. If so, companies will most likely try to get consumer
information elsewhere, so that they can continue to direct-access customers with
personalised offers (e.g., via e-mail).

The experiments discussed in this paper have showed that it is difficult to tell
to what extent consumers’ personal privacy is ensured. There are some efforts on
the regulatory area (e.g., the EU-Directive), but even though they are carried out
and in progress they have not yet had any real effect on the occurrence of spam.
However, it might be a bit too early to assume that the Directive has no impact,
given that it has only been in use since 2002. In addition, our investigations sug-
gest that most serious companies actually do not send offers unless they have the
users’ permission. Research indicates that most e-companies cease to send com-
mercial messages when being unsubscribed to. Given this, the notion of the right
to be let alone seems to be not so far away. On the other hand, statistics concern-
ing the occurrence of spam say otherwise. Over the last couple of years the
amount of spam has augmented, and a statistical institute [4] predicts that they
will continue to increase in number over the next years. 

In the spam experiment, privacy policies for every visited site were collected
for a later evaluation. From this point of view the information collection was
mentioned in the fine print of the privacy policy. The spam list generated was
selective, an American address was included but not a Swedish one. The spam
messages received have general contents, not connected to the music site.

There is a fine line between what users or customers regard as useful informa-
tion and what is intrusion to personal privacy. One thought is that the more per-
sonalised the offers are, the more likely users are to regard them as privacy
invaders. If so, what happens when offers arrive to end users in such an extent
that they hardly are able to distinguish personal messages, and possibly serious
offers, from all the offers. So, there is a great risk for the success of e-commerce
if the volume of unsolicited e-mail messages continue to grow without discrimi-
nation. 

Even though our empirical result suggests that only one Internet site in thirty
render in spam, this might be enough to have a negative impact on the Internet
and e-commerce society as a whole. Our view is that this is a case of the Tragedy
of the Commons.

2. Since this article was published, not much has happened in this area. Although 
some legal frameworks have been effectuated within certain member states of the 
European Union (e.g., the UK and Ireland), the amount of spam traffic continue 
to increase. Several measurements indicate that the rates of spam are approaching 
70% of all e-mail messages.
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4.2 The Tragedy of the Commons
If and when there is a conflict of interest between a single actor and the whole
community there may be a Tragedy of the Commons situation [7]. This situation
arises when a single actor’s benefit for performing a certain activity that exceeds
the overall benefit of belonging to a community [7]. 

In our case, if a single company benefits from “contaminating” the Internet
with spam, this actor will do so independently of the consequences for the whole
system. Especially, considering that the costs for producing and sending spam
messages are low (as are the initial investments in computers and software). A
spammer can send millions of messages a day with minimal work. With such low
expenses, mass mailers can recoup their costs even if only a tiny fraction of the
messages they send result in purchases. 

From an e-commerce perspective, this Tragedy of the Commons situation
might render in customers and users stop paying attention to advertisements and
personalised offers sent over the Internet, which would be somewhat of a disas-
ter for the idea of customer relationships in e-commerce. Also, should compa-
nies neglect or overlook user privacy rights, that might lead to the failure of an
efficient and secure use of the Internet. Privacy rights of individuals must be bal-
anced with the benefits from the flow of personal information if human activity
is to thrive on the Internet.

The legislative control of spamming occurs as a Tragedy of the Commons
problem, when the benefit for any individual to break the rules exceeds the legal
punishment imposed by the community. This is characterized by the difficulties
to control spammers. With respect to different national legislation, and in combi-
nation with a judicial “grey area”, this aggravates the Tragedy of the Commons.

Albeit, the investigations show that most companies behave well, no spam are
generated after giving away personal information to commercial web sites and no
new spam are generated after unsubscription. The only exception, a respected
music site, alone generated a lot of spam each day. This is the Tragedy of the
Commons.

5 Conclusions

This paper investigates and discusses how consumer privacy is affected by unso-
licited e-mail messages sent with a commercial purpose, and how e-commerce
companies’ access to consumers may decrease depending on treatment of pri-
vacy issues when it comes to unsolicited commercial e-mailing. These problems
are discussed from an economical, ethical and legislative point of view. The
empirical surveys show that most companies behave well; no spam messages are
generated after giving away personal information to commercial web sites and no
new spam are generated after unsubscription. The only exception, accidentally or
by purpose, generated a lot of spam messages each day. 

The conflict of interest between a single actor, maximising his/her own bene-
fit on the expense of a whole community, and the e-commerce society is
described as the Tragedy of the Commons. Here, a sole actor may risk consumer
accessibility, for considerable parts of the e-commerce society, to be able to
mass-market commercial offers in his/her own self-interest. 
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Abstract. In the global society of today, the Internet becomes more and more
indispensable, and in this context, business-to-consumer related e-commerce is
one of the major components. The issue of personal information between con-
sumers and businesses is recognised as critically important when building a secure
and efficient e-commerce system on the Internet. In the area of personal informa-
tion, consumers generally want their privacy to be protected, but companies need
reliable personal information and an access channel to consumers for e-com-
merce. Surely, these demands must be satisfied to establish a sound e-commerce.
Also, with the technologies available today, it is reasonably easy for companies to
collect or gather information about consumers in order to make personalised
offers through, for example, e-mail. There is a fine line between collecting per-
sonal information to make customised offers that consumers regard as useful
information and what is an intrusion to personal privacy. We look at this phenom-
enon as Machiavellian beings involved in a Tragedy of the Commons situation,
resulting in an Arms Race with a possible Red Queen effect. This paper, which is
partly based on two empirical surveys, discusses how user privacy is affected by
unsolicited e-mail messages sent with a commercial purpose (spam). We found
that, albeit most of the investigated web sites behaved well, a small fraction gener-
ated a large number of spam. From both an e-commerce and an end user perspec-
tive, spam contaminating the Internet is a problem that must be taken seriously.
Re-establishing a platform for mutual trust between buyers and sellers within e-
commerce, and improving laws against spam messages and those who send them,
are two possible means for solving it.

1 Introduction

Today, many businesses provide personalised services and offers to their custom-
ers by using customer preference information and/or behavioural information.
Various web sites can collect each user’s browsing log, and due to, for example,
cookies, companies can display personalised pages for their customers. These
customised services certainly make life more convenient for most customers
[14]. Therefore, it is fair to allow a company to provide such services. On the
other hand, having more information about your customers than your competi-
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tors do is often critical for success. So, a company must gather as much informa-
tion about consumers as possible, which on the other hand, increases the risk of
unintentional, or intentional, infringement of consumers’ privacy. A continued
abuse of consumers’ privacy makes them uneasy about sharing personal informa-
tion with companies, and conceivably also sceptical to the idea of e-commerce.
Human society on the Internet will only thrive if the privacy rights of individuals
are balanced with the benefits associated with the flow of personal information
[10][15]. 

Here, we use the definition of privacy that was first proposed by Samuel D.
Warren and Louis D. Brandeis in their article “The Right to Privacy” [17] and
define privacy as “the right to be let alone”. The advantage of this definition is that it
is widely accepted in society, and thus easily can be applied to the Internet set-
ting. The extraction of the definition is that users can specify what information
should be disclosed to whom, when it should be disclosed, and for what purpose.
Also, that consumers are guaranteed that the information will be treated accord-
ingly. In effect, this correlates well with the most commonly used definition of
privacy by Alan Westin [18]:

“Privacy is the claim of individuals, groups and institutions to
determine for themselves, when, how and to what extent infor-
mation about them is communicated to others.” 

In general, the explicit demands from consumers and businesses regarding e-
commerce based on the customers’ personal information do not always fit well
with having the right to be let alone. In this discussion, consumers generally want
to be able to control their privacy and still get the best personalised services avail-
able. Businesses, on the other hand, want reliable personal information about
customers, and also an access channel to bring the best service possible to the
appropriate consumer [14]. 

The global information infrastructure is getting more complex each day. In
order to cope with this increased complexity, the trend today is to turn the infra-
structure into a diverse, adaptive, responsive, and open environment. One way of
viewing a populated infrastructure is to regard it as an emerging “information eco-
system” of “infohabitants”1. These infohabitants, i.e., (semi-) autonomous software
entities typically acting on the behalf of humans, may or may not have conflicting
interests. Generating spam, either manually or automatically (spam-bots), cause
such conflict of interest, and this can be regarded as infohabitants acting in an
information ecosystem. 

There are similarities between an information ecosystem with infohabitants
and a biotic ecosystem with biological habitants. The structure of biological ecosys-
tems are basically determined by interactions between individuals and the abiotic
environment, and by interactions between different individuals. The process that
shapes the patterns of individuals within an ecosystem is called natural selection.
Since natural selection essentially favours the self-interest of individuals, coopera-

1. See Future and Emerging Technologies (FET) initiative “Universal Information 
Ecosystem (UIE)” within the Information Society Technologies (IST) program 
of the European Commission [12].
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tion must hold some advantage for the individual compared to being alone
[3][19]. We will use four different activities to describe how spam may be the
result of humans acting as biological and social beings in an information ecosys-
tem of infohabitants. 

Humans may have a Machiavellian Intelligence, i.e., bringing out self-interest at
the expense of others [6]. But the neighbours of a Machiavellian being are also
behaving selfishly. We must therefore consider all the dynamics caused by such a
selfish behaviour. An Arms Race between actors, either humans or infohabitants,
or between groups of actors signifies that the (antagonistic) activities made by
one group are retorted by countermeasures by the other group, which in turn
makes the first group react, and so on [4]. The Tragedy of the Commons, describes a
situation where the costs caused by the action of a selfish individual are shared by
all participants, while the selfish individual gets all benefits of this action [11]. In
such a competitive surrounding, there is an obvious risk that the majority of the
individuals will get worse off. The Red Queen effect2 means that each group must
evolve as fast as it can merely in order to survive [16]. An advance by any one
group is experienced as a deterioration, depending on a “zero sum”3 condition,
of the surroundings of one or several other groups. 

Here, we will focus our discussion on e-mail messages as an access channel
between consumers and companies in terms of e-commerce, and also, to investi-
gate the occurrence of such e-mail messages in relation to customer privacy and
selfish behaviour. In the end, we will conduct a discussion concerning conse-
quences that unsolicited commercial e-mail messaging may have on consumers’
willingness to supply companies with reliable personal information and conceiv-
able impacts to the future e-commerce environments.

2 Spam Experiments

2.1 The Spam Situation Today

Unsolicited commercial e-mail messages, also known as spam or junk e-mail,
have increased dramatically in number over the last years. Virtually, it has become
one of the most used marketing tools for the Internet [15]. In the beginning of
2002, estimations showed that one out of twelve e-mail messages fit the descrip-
tion for spam. During that year the number of spam messages escalated and
reached an average frequency where one out of three e-mail messages were a
junk e-mail. An assessment made this year by Ferris Research estimated that it
takes the average Internet user about 4.4 seconds to handle (i.e., reading and
deletion) a spam, and also that approximately 20 billions such e-mail messages
are sent every day from data bases holding up to 200 million e-mail addresses4

2. The Red Queen said to Alice (in Wonderland) “here, you see, it takes all the run-
ning you can do to keep in the same place” [1].

3. A situation in games where the sum of the players’ utility functions for any strat-
egy choices always is zero [13].

4. Since this article was published the amount of spam has continued to increase. 
Several measurements indicate that the rates of spam are approaching 70% of all 
e-mail messages.
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[7]. The accumulated time for handling spam approaches 25 million hours per
day. On a personal level, at least a few minutes each day is spent on deleting
unsolicited e-mail messages. 

2.2 Experiment 1: The Contents and the Occurrence of
Spam
In two experiments, performed during the spring and summer of 2003, the
occurrence of spam, and their impact on personal privacy were investigated. 

The first study examines the amount and contents of spam messages that two
fake e-mail accounts received as a result from signing-up for different web ser-
vices. This study began as a master’s thesis experiment [9], but developed to
become an empirical investigation stretching over nearly five months. In the
experiment, 30 different well-known and highly trafficked web sites were selected
equally from the United States and the European Union. The two fake e-mail
accounts, called Adam and Bill, represented average Internet users from the US
(Adam) and the EU (Bill) respectively. By giving out user information that was
required from the web site, such as name and e-mail address, our intention was to
examine if personal information was spread to third parties (e.g., a spammer)
and/or if it generated spam. 

During each session, Adam and Bill registered numbered e-mail addresses, i.e.,
adam1@ourdomain, adam2@ourdomain, etc., to clarify which e-mail address
was added to which web site. By the second day of the test, Adam got his first
spam message and after that there was an increase in number during the forth-
coming two weeks. The main finding is that during five months, 833 spam mes-
sages were received to one of the e-mail addresses as a result of giving out
personal information to one Internet site. Even though two other sites, which
were also visited, generated spam, that was to a much smaller extent.

Figure 1. Spam traffic
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2.2.1 Spam from one Single Source

As a consequence of giving out the two e-mail addresses to an online music
newsletter service, Adam (the pretended American user) received 833 spam mes-
sages in nearly five months (see Figure 1). The contents of these spam messages
varied heavily, and had actually nothing in common with the service promised by
the music site (www.music.com). The first spam that Adam received was an offer
to sign-up for an insecure Gold Card, and was sent from a commercial advertiser
(www.arbango.com). The company claimed that Adam had requested to receive
special promotional messages from their web site, however such a request was
never made. Similar kinds of claims have also occurred frequently in other spam
messages received, as well as statements that the e-mail address was passed to the
spammer by an “alleged friend” to Adam. In some of the e-mail messages, Adam
was greeted by his full name (Adam Smith), though the e-mail address did not
reveal his last name. In the spam-analysis, we found that the contents of the
spam messages represented many types of companies and branches. Offers con-
tained everything from nutritional supplements to match-making services and
anti-spam software. So, we found no correlation between the contents of
received spam messages and the original music newsletter site. After analysing
content of all spam messages, we classified them into ten different categories
depending on what the spam offered (see Table 1 for results). 

In this experiment, the categories that have generated the most spam were
“Free offers” and “Loans, credit card offers and financial services”. On third
place is a category called “Money-making opportunities”. Here, offers containing
various proposals for how to make more money can be found. Notably, we also
got a lot of spam offers containing “Adult entertainment and match-making ser-
vices”, “Direct-marketing services” (such as how to buy spam-lists and how to
mass-market your offers), and “Health-care services and products” (for example,
how to quit smoking, lose weight and get a better life). From the end of April to
mid June, we also got spam messages containing Iraq war propaganda, one
example is an offer to buy the “Iraqi most wanted” deck of playing cards. The

Table 1. Spam categories

Category No. of Spam Percentage
Free offers 157 19%
Loans, credit card offers and financial services 150 18%
Money-making opportunities 96 12%
Other products and services 87 10%
Direct-marketing services 83 10%
Adult entertainment and match-making services 78 9%
Health care services and products 66 8%
Computer/Internet services and office supply 62 7%
Winning opportunities and lotteries 41 5%
Education and study diplomas 8 1%
Iraq promotion 5 1%
Total amount of spam 833 100%
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category called “Other products and services” includes, for instance, travelling
tips, offers to bid on goods, and car-selling advertisements. 

Another analysis of spam contents was made by Cranor and LaMacchia in
their article “Spam!” [2]. Based on studies of 400 spam messages, they concluded
that “Money making opportunities” was the most common advertisement of
spam, on second place was a category called “Other products and services”. This
category included phone services, vacation packages, nutritional supplements,
weight loss products and on-line newsletters. Also, advertisements concerning
credit cards and loan offers could be found here. One remarkable coincidence is
that of the 400 spam messages that Cranor and LaMacchia analysed, 10% were
messages containing direct-marketing services. In our investigation, the share of
spam messages from this category was also 10%. A general conclusion that can
be drawn from comparing the two analyses is that although the category names
and their shares do not entirely match each other, roughly the same spam con-
tents are represented in both surveys. Of course there are exceptions, such as,
e.g., that Iraqi war propaganda does not appear at all in the work of Cranor and
LaMacchia, and that there did not occur any non-commercial messages in our
investigation. Concluding, either way one looks at it, money or financially related
advertisements are among the most common contents of spam messages. 

Most of the spamming took place during mid-week, preferably on Wednesdays
and Thursdays. The average frequency of spam per day in the first phase was 13
for April respectively 9.2 for May, whereas the quote in the second phase was 3.1
spam messages per day for June, 2.4 for July and 1.4 for August. In other words,
a weakening trend concerning spam traffic to the Adam e-mail account had taken
place. Why this decrease occurred is difficult to say. There is no indication that
there is an ongoing global diminution of spam messages trafficing the Internet.
Possibly the best explanation is that a lower and lower frequency of spam is a
result of that the e-mail address showed no signs of being active. In other words,
Adam’s reluctance to sign-out from, reply or complain to received spam might be
reason enough for his address to be neglected when spammers updated their
spam-lists. 

2.2.2 Spam from other Sources
In the end of May, spam messages started to arrive at two of the other e-mail
accounts. Both Adam and Bill began to receive these spam messages, in a scat-
tered and sporadic manner, from other sources than that particular music site
discussed above. In this case, the offers originated from a casino site (www.onlin-
ecasinoreports.com) and a pornographic online shop (www.sex.com). Also, these
spam messages came in an even frequency to both Adam and Bill. In other
words, the sites made no distinction between European and American users. 

However, these spam messages differed somewhat from the case with the
music newsletter, the contents of these spam messages were namely correlated to
either porn related offers or gambling/casino offers. There is also another differ-
ence, these spam messages did not arrive in any greater amount, for June there
were three spam messages per user account from the casino site, and the same
applied for July and August. Opting in to a newsletter from the pornographic
online shop, on the other hand, resulted in 18 spam messages for May, 21 for
June and six for July. All of these messages were of an unsolicited and of a com-
mercial nature, which made them fit the description of spam. Though, the



PAPER 2 59

boundaries of this commonly accepted spam-definition are not entirely clear.
Adam and Bill opted in to receiving news from the casino site and the porn shop,
but they did not sign-up for subscription to the offers and letters that were
received. Even if the contents of these spam messages were correlated to either
gambling or porn, they were not sent from the sites that Adam and Bill signed-up
for. One thought is that the spam messages originated from associated compa-
nies or sites that more or less have a core business resembling to gambling or
pornography. The fact that the spam messages were not that great in number,
and due to that the contents of the messages matched the offers of the original
sites, indicates that the addresses were not given to, or taken hold of by, spam-
mers (as in the situation above). If such was the case, spam messages would
probably arrive in a far greater number than they did. Also, with respect to the
results from signing-up to the music newsletter, the contents of these spam mes-
sages should represent a variety of spam offers, and not only include casino or
porn offers. 

Making generalisations from this part of the survey is tricky. However, these
results indicate that not only spammers send spam messages. It seems that some
“serious” web sites also engage themselves in spam activities, and thus do not
respect the privacy choices of their customers.

2.3 Experiment 2: Unsubscription of Spam

In a second experiment, we investigated if unsubscribing to spam e-mail lists
generated new spam. In all, 219 unique spam messages were investigated and 182
of them allowed the user to unsubscribe (83%). By transporting the spam to a
newly configured e-mail account in a “clean” environment5, it was possible to
examine the impact of unsubscribing to spam. During the same period as in the
experiment from above, we did not receive a single spam in return. 

Cranor and LaMacchia, who also made a similar spam analysis, noted that 36%
of the spam messages contained instructions for how to be removed from the
mailing list [2]. What perhaps revealed the nature of these messages the most was
the fact that less than 10 percent supplied name, postal address, phone number,
and e-mail address of the sender [2]. As is described in Article 13, paragraph 4 of
the EU-Directive on Privacy and Electronic Communications [5], this somewhat
contradicts basic principles of privacy: 

“In any event, the practice of sending electronic mail for pur-
poses of direct marketing disguising or concealing the identity of
the sender on whose behalf the communication is made, or with-
out a valid address to which the recipient may send a request that
such communications cease, shall be prohibited.” 

According to our experiment, there has been an improvement in this respect.
From analysing 400 spam messages, Cranor and LaMacchia found that, 36%

5. The environment consisted of computers that were rebooted and reconfigured in 
order to fit the experiment, i.e., they were ensured to be free from spyware, data-
harvesting software, etc.



60 PAPER 2

contained removal instructions, and only 10% revealed the identity of the sender
[2]. In our survey, we found that 83% of the spam messages contained sender
information (i.e., revealed the identity of the sender), and instructions for how to
be removed. 

As stated, a majority of the spam messages offered the recipient a possibility
to delete his or her e-mail address from the spam list by using opt-out lists. Even
though it is commonly known that the recipient should not reply to the sender of
the spam, or to sign any opt-out lists (then, the spammer will know that the e-
mail address is active and possibly spam it even harder) [2][15]. However, in our
investigation we could not find such a correlation, that is; the unsubscription of
spam did not result in getting new spam.

3 Discussion

In our investigation, giving out personal information to three web sites resulted
in spam activity. Two of these Internet sites did not respect user privacy and sent
spam messages to our fake e-mail addresses. Although the spam messages did
not arrive in any greater number, and their offers matched the companies’ core
businesses they are still spam, due to that they were unsolicited messages of a
commercial nature. 

The third site, which also did not respect user privacy, generated a large
amount of spam messages. Even though the offers contained everything but the
service signed-up for, the most common advertisements were “Financial ser-
vices” and “Free offers”. In this case, it was only Adam, the pretended American
visitor, who received spam.

3.1 Spam and Personal Privacy
As stated in the introduction, consumers should be provided with a means to
decide what, when, and for which purpose their personal information is being
used. Without such a control of personal privacy, consumers will hardly provide
companies with reliable personal data. If so, companies will most likely try to get
consumer data elsewhere (by way of spyware programs) so that they can continue
to access consumers with customised and/or personalised offers (e.g., via e-
mail). Since commerce is based on mutual trust between the buyer and the seller,
there should be a danger for the success of e-commerce if consumers feel that
their personal information is being gathered without their control of it. 

The experiments discussed in this paper have shown that consumers do not
really have the means to decide how their information is used. Even though the
surveys say that most companies respect the privacy choices of the consumer,
there is still no way for customers to be sure that they are the ones in control of
their information. One effort to strengthen consumer control is the EU-Direc-
tive [5], but even though it is carried out and in progress, it has not yet had any
true effect on the occurrence of spam. However, it might be a bit too early to
claim that the Directive has no significance, given that it has only been in use
since 2002 6. In addition, spamming is a global problem, not solvable by the EU
alone. 

As stated, the investigations suggest that most serious companies actually do
not send offers to consumers unless they have permission. Research indicates
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that most e-companies cease to send commercial messages when being unsub-
scribed to. Given this, the notion of the right to be let alone seems to be not so
far away. On the other hand, signing-up for one web service that results in over
800 spam messages with an abundance of variation in content, might be enough
to abandon such services. Also, statistics concerning the occurrence of spam pre-
dict otherwise. Over the last couple of years, the amount of spam messages has
augmented, and one statistical institute predicts that spam will increase in an even
greater number over the next years [7]. 

There is a fine line between what users or customers regard as useful informa-
tion and what is intrusion to personal privacy. One thought is that the more per-
sonalised the offers are, the more likely users are to regard them as privacy
invaders. If so, what happens when offers arrive at end users in such an extent
that they hardly are able to distinguish personal messages, and possibly serious
commercial offers, from all the offers. So, there should be a great risk for the suc-
cess of e-commerce if the volume of unsolicited e-mail messages continue to
grow without discrimination. 

3.2 Spam and Selfish Behaviours
There are four different statements that may illustrate our view on the problem
of spam. 

3.2.1 Spam is the Result of Malicious Actors
Spam is the result of malicious persons, in this case the result of spammers send-
ing out millions of unsolicited commercial e-mail messages. Spammers are acting
as Machiavellian beings, but so are some respected web sites. These sites may col-
lect e-mail lists for direct use, or sell them on to other advertisers. In our investi-
gation, giving out personal information resulted in spam activity from three web
sites out of thirty investigated. 

3.2.2 Spam does not Pay the Costs
Spam messages do not pay their own costs. This is a Tragedy of the Commons
situation where a single spammer may violate the use of bandwidth, storing
capacity or in the end the whole e-commerce society. As long as the costs for
spam activities are distributed among the entire Internet society there is no real
incentives for a spammer to stop (and especially not considering that it is such a
cheap form of marketing). Albeit, the investigations have shown that most of the
web sites behaved well and respected consumer privacy, a small part generated a
large amount of spam messages. This spam activity may, in a negative way, influ-
ence users’ opinions about receiving and sharing e-commerce related informa-
tion.

6. Since this article was published, not much has happened in this area. Although 
some legal frameworks have been effectuated within certain member states (e.g., 
the UK and Ireland) of the European Union, the amount of spam traffic con-
tinue to increase. Several measurements indicate that the rates of spam are 
approaching 70% of all e-mail messages.
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3.2.3 Spam will Invade our Computers
Spam may invade our computers as a result of an Arms Race. Spam-filters and
lists of blocked accounts may reduce the amount of spam, but hiding the spam
message and more effective data-harvesting methods may increase the rate of
spam. Arms Race force anti-spam measures to evolve as a result of spam activi-
ties, which in turn make the spammers react, and so on. Approximately 20 bil-
lions spam are sent every day, which constitute an increasing proportion of the
total e-mail messages. As users we probably accept false positives, but true nega-
tives are unacceptable, i.e., we do not take the risk of throwing away an important
message even though the vast majority of e-mail messages are spam. 

3.2.4 Spam is a Threat to Computer Applications
Finally, there is a risk that some computer-applications may become inapplicable.
According to the Red Queen effect, an application under attack must evolve as
fast as it can merely to survive. If the proportion of spam messages exceeds a
critical limit, users may find it inconvenient to use e-mail systems at the Internet.
They may instead turn to Intranet or surface-mail. Most spam messages are auto-
matically generated, but removing them is done manually (if we do not dare to
rely on spam filters). Human capacity is the same today as yesterday, so a hun-
dredfold or a thousandfold expansion of spam may have the whole e-mail appli-
cation to collapse. From both an e-commerce and an end user perspective we
should thus look seriously upon spam contaminating the Internet.

4 Conclusions

When it comes to e-commerce, customers generally want to control their privacy
and still get the best personalised services available. Businesses, on the other
hand, want reliable customer information, and also an access channel to bring
their services to the consumers. This paper has discussed the occurrence of spam
messages and their impact on consumer privacy. The results from the investiga-
tions indicate that most companies respect the privacy choices made by the cus-
tomers and leave them well alone. In one case, which generated the most spam,
we discovered that the contents of the analysed spam messages were of a general
nature, and had little in common with the service that was signed-up for. Here,
the most common advertisements were “Free offers”, “Financial services” and
offers containing “Money-making opportunities”. Also, we found that the
unsubscription of spam did not result in any new spam messages in return. 

Although, the experiments have shown that most of the investigated web sites
behaved well, a small fraction generated a large amount of spam messages. We
look at this phenomenon as Machiavellian beings involved in the Tragedy of the
Commons situation resulting in an Arms Race with a possible Red Queen effect.
This serious issue must be solved by re-establishing a ground for mutual trust
between buyers and sellers within e-commerce, and by improving laws against
spams.
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Abstract. Personal privacy is affected by the occurrence of adware and spyware
in peer-to-peer tools. In an experiment, we investigated five file-sharing tools and
found that they all contained ad-/spyware programs, and, that these hidden com-
ponents communicated with several servers on the Internet. Although there was
no exchange of files by way of the file-sharing tools, they generated a significant
amount of network traffic. Amongst the retrieved ad-/spyware programs that
communicated with the Internet, we discovered that privacy-invasive information
such as, e.g., user data and Internet browsing history was transmitted. In conclu-
sion, ad-/spyware activity in file-sharing tools creates serious problems not only
to user privacy and security, but also to network and system performance. The
increasing presence of hidden and bundled ad-/spyware programs in combination
with the absence of proper anti-ad/spyware tools are therefore not beneficial for
the development of a secure and stable use of the Internet. 

1 Introduction

As the Internet becomes more and more indispensable to our society, the issue
of personal information is recognised as decisively important when building a
secure and efficient social system on the Internet [3][19]. Also, in an increasingly
networked world, where new technologies and infrastructures, from pervasive
computing to mobile Internet, are being rapidly introduced into the daily lives of
ordinary users, complexity is rising [15]. As a consequence, vulnerabilities in sys-
tems are more eminent and greater in number than ever before. At the same
time, the business climate on the Internet is tightening; e-commerce companies
are struggling against business intelligence techniques, social engineering and
frauds. A powerful component in any business strategy is user/customer infor-
mation. In general, the company with the most information about its customers
and potential customers is usually the most successful one [13][19]. With respect
to personal customer information, consumers generally want their privacy to be
protected, but businesses, on the other hand, need reliable personal information
in order to reach consumers with offers [13]. Undoubtedly, these demands must
be satisfied to establish sound e-commerce, and a secure and well-functioning
use of the Internet. However, these conflicting goals leave the control of user
information at great risk, and a consequence may be that the users feel uneasy
about sharing any personal information with commercial web sites. Human
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activity on the Internet will only thrive if the privacy rights of individuals are bal-
anced with the benefits associated with the flow of personal information [13].

The problem of assuring user privacy and security in a computerised setting is
not new, it has been a discussion for more than 30 years now [9]. However, there
are some new aspects, that need to be highlighted. In this paper, we intend to
explore privacy aspects concerning software components that are bundled and
installed with file-sharing tools. Since file-sharing tools are used exclusively when
connected to the Internet, users constitute a good foundation for online market-
ing companies to display customised ads and offers for users. The displayed con-
tents of these offers are sometimes based on the retrieval of users’ personal
information. Usually, this kind of software operation is considered to be an inva-
sion of personal privacy [8]. One of the most simple and clear definitions of pri-
vacy was first proposed in 1890 by Warren and Brandeis in their article “The
Right to Privacy” [23], where privacy was defined as “the right to be let alone”. In
general, privacy is the right of individuals to control the collection and use of
information about themselves [3]. In an Internet setting, the extraction of the
definition by Warren and Brandeis has come to mean that users should be able to
decide for themselves, when, how, and to what extent information about them is
communicated to others [7]. Previous work has suggested that malicious soft-
ware, or malware, set to collect and transmit user information and/or to display
ads and commercial offers without the consent of users have been found bun-
dled with file-sharing tools [11][22]. There are two kinds of software programs
that perform such actions: adware displays advertisements, and spyware goes fur-
ther and tracks and reports on users’ web browsing, keystrokes or anything else
that the author of the software has some interest in knowing. In reality, this
means that software can be adware and spyware at the same time. However, not
all adware is spyware and most spyware is not easily detected by displaying ads
[11].

Ad-/spyware has gained a lot of space and attention lately. According to the
Emerging Internet Threats Survey 2003 [6], one in three companies have already
detected spyware on their systems, while 60% consider spyware to be a growing
and future threat. Also, 70% of the companies say that peer-to-peer (P2P) file-
sharing is creating an open door into their organisation. When it comes to
adware, the Emerging Internet Threats Survey, states that adware and the use of
file-sharing tools in office hours are devious and offensive threats that frequently
evade both firewalls and anti-virus defences [6]. In effect, ad-/spyware creates
problems, not only to user privacy, but also to corporate IT-systems and net-
works.

In this paper, we investigate what kind of privacy-invasive software that come
bundled with five popular file-sharing tools. We also look into the Internet traffic
that is being generated by these hidden programs. A discussion concerning the
occurrence of ad-/spyware and its effects on privacy and security is undertaken.
In the end, we present conclusions and findings.
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2 Privacy-Invasive Programs and their
Implications

One of the major carriers of ad-/spyware programs are P2P file-sharing tools
[16][22]. P2P refers to a technology which enables two or more peers to collabo-
rate in a network of equals [12][18]. This may be done by using information and
communication systems that are not depending on central coordination. Usually,
P2P applications include file sharing, grid computing, web services, groupware,
and instant messaging [12][18]. In reality, there is little doubt that P2P networks
furnish in spreading ad-/spyware [16]. Besides legal difficulties in controlling the
content of P2P networks, another contributing factor is that the user is forced to
accept a license agreement in order to use the software, but the contract terms
are often formulated in such a way that they are hard for the user to interpret and
understand. The effect is that most users do not really know what they have
agreed to, and thus really cannot argue their right to privacy.

The occurrence of ad-/spyware programs in file-sharing tools pose a real and
growing threat to Internet usage in many aspects, and to other interested parties
than only to end users. Some examples argued on this topic are [6][16][22]:
• Consumption of computing capacity: Ad-/spyware is often designed to

be secretly loaded at system start-up, and to run partly hidden in the back-
ground. Due to that it is not unusual for users to have many different
instances of ad-/spyware running covertly simultaneously, the cumulative
effect on the system’s processing capacity can be dramatic. Another threat is
the occurrence of distributed computing clients, bundled with file-sharing
tools, that can sell the users’ hard drive space, CPU cycles, and bandwidth to
third parties. 

• Consumption of bandwidth: Just as the cumulative effect of ad-/spyware
running in the background can have serious consequences on system per-
formance, the continual data traffic with gathering of new pop-ups and ban-
ner ads, and delivery of user information can have an imperative and costly
effect on corporate bandwidth.

• Legal liabilities: With the new directives1 concerning the use of file-shar-
ing tools in companies, it is the company rather than a single user who is
legally liable for, for instance, the breach of copyright (e.g., if employees
share music files with other peers) and the spreading of sensitive informa-
tion (e.g., if spyware programs transmit corporate intelligence).

• Security issues: Ad-/spyware covertly transmits user information back to
the advertisement server, implying that since this is done in a covert manner,
there is no way to be certain of exactly what information is being transmit-
ted. Even though adware, in its purest form, is a threat to privacy rather than
security, some adware applications have begun to act like Trojan horses
allowing installation of further software, which may include malware. Secu-
rity experts use the term Trojan horse for software that carries programs,
which mask some hidden malicious functionality, but many web users and

1. Examples on legal directives are the “Directive on Privacy and Electronic Com-
munications” [5] of the European Union, and the “Spyware Control and Privacy 
Protection Act” [2] of the Senate of California, U.S.
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privacy experts use it to describe any program that piggybacks another. It is
claimed that most of the latter are P2P file-sharing software that emerged as
ad-supported alternatives in the wake of Napster’s decline. In effect, if a
computer has been breached by a Trojan horse, it typically cannot be
trusted. Also, there is a type of spyware that has nothing to do with adware,
the purpose here is to spy on the user and transmit keystrokes, passwords,
card numbers, e-mail addresses or anything else of value to the software
owner/author. In reflect, most security experts would agree that the exist-
ence of ad-/spyware is incompatible with the concept of a secure system.

• Privacy issues: The fact that ad-/spyware operates with gathering and
transmitting user information secretly in the background, and/or displays
ads and commercial offers that the user did not by him-/herself chose to
view, makes it highly privacy-invasive.

Most ad-/spyware applications are typically bundled as hidden components of
freeware or shareware programs that can be downloaded from the Internet [22].
Usually, ad-/spyware programs run secretly in the background of the users’ com-
puters. The reason for this concealing of processes is commonly argued as that it
would hardly be acceptable if, e.g., free file-sharing software kept stopping to ask
the user if he or she was ready to fetch a new banner or a pop-up window.
Therefore, the client/server routine of ad-/spyware is executed in the back-
ground. In practice, there would be nothing wrong with ad-/spyware running in
the background provided that the users know that it is happening, what data is
being transmitted, and that they have agreed to the process as part of the condi-
tions for obtaining the freeware. However, most users are unaware of that they
have software on their computers that tracks and reports on their Internet usage.
Even though this may be included in license agreements, users generally have dif-
ficulties to understand them [22].

Adware is a category of software that displays commercial messages supported
by advertising revenues [20]. The idea is that if a software developer can get reve-
nue from advertisers, the owner can afford to make the software available for
free. The developer is paid, and the user gets free, quality software. Usually, the
developer provides two versions of the software, one for which the user has to
pay a fee in order to receive, and one version that is freeware supported by
advertising. In effect, the user can choose between the free software with the
slight inconvenience of either pop-up ads or banners, or to pay for software free
of advertising. So, users pay to use the software either with their money or with
their time. This was the case until marketers noted three separate trends that
pushed the development of adware into a different direction. Standard banner
ads on the Internet were not delivering as well as expected (1% click-through was
considered good) [22]. Targeted Internet advertising performed much better
[21]. While office hours were dead-time for traditional advertising (radio, TV,
etc.), many analyses showed a surprisingly high degree of personal Internet usage
during office hours [21].

The conclusion was that targeted Internet advertising was a whole new oppor-
tunity for the marketing of products and services. All that was required was a
method for monitoring users’ behaviour. Once the adware was monitoring users’
Internet usage and sending user details back to the advertiser, banners more
suited to the users’ preferences and personality were sent to the users in return.
The addition of monitoring functionality turned adware into ad-/spyware, and
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the means to target advertising to interested parties accelerated. In reality, the
data collected by ad-/spyware is often sent back to the marketing company,
resulting in display of specific advertisements, pop-up ads, and installing toolbars
showed when users visit specific web sites.

Spyware is usually designed with the same commercial intent as adware [20].
However, while most adware displays advertisements and commercial offers,
spyware is designed with the intent to collect and transmit information about
users. The general method is to distribute the users’ Internet browsing history
[22]. The idea behind this is that if you know what sites someone visits, you begin
to get an idea of what that person wants, and may be persuaded to buy [21].
Given the fact that more than 350 million users have downloaded KaZaa and
supposedly also installed it on their computers [4], this enables for customised
and personalised marketing campaigns to millions and millions of end users.
Moreover, information-gathering processes have been implicated in the rising
occurrence of unsolicited commercial e-mail messages (so called spam) on the
Internet [6].

Besides the monitoring of Internet usage, there is an even greater danger,
namely when spyware is set to collect additional and more sensitive personal
information such as passwords, account details, private documents, e-mail
addresses, credit card numbers, etc.

3 Experiment Design

3.1 Problem Domain

Programs designed with the purpose of locating and defeating ad-/spyware com-
ponents are available throughout the Internet. Even so, these programs are not
very refined. For instance, there is usually no linking between the identified ad-/
spyware processes inside the computers and the corresponding servers outside,
on the Internet. Also, there is no anti-ad-/spyware program that analyses what
data content is being transmitted to other third parties on the Internet. So, even
when using existing software, it is difficult do keep track of what is going on
inside the computer, and what nodes outside it that obtain user-oriented infor-
mation. As a consequence, Internet browsing records and/or credit card num-
bers could easily be distributed without the user’s consent or knowledge.

In this light, the overall research problem for this paper was to explore the
nature and occurrence of privacy-invasive software included in file-sharing tools
used over P2P networks. On an experiment level, the research problem was
divided into the following subquestions:
• What ad-/spyware programs can be found in file-sharing tools?
• What is the content and format of network data generated as a result of ad-/

spyware programs involved in Internet communication?
• What is the extent of network traffic generated by such programs?
Even though there may be numerous components bundled with the installation
of file-sharing tools, it is primarily the programs engaged in Internet communica-
tion that are of interest to us. There are two reasons for this. First, without this
delimitation, the experiment data would be too comprehensive to grasp. Second,
for ad-/spyware programs to leak personal information, they must be involved in
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communication over the Internet. This is of course particularly interesting from a
privacy perspective.

Throughout this paper, we use the word ad-/spyware as a synonym for both
adware and spyware. In general, both adware and spyware are namely considered
to be privacy-invasive software. Also, since they typically are closely intervened
with each other, and more or less perform similar actions it is problematic to sep-
arate adware from spyware [22].

3.2 Instrumentation and Execution

The experiment sample consists of the five most downloaded file-sharing tools
[4]. The tools are, in order, the standard, freeware versions of KaZaa, iMesh,
Morpheus, LimeWire and BearShare. Also, to be sure that the experiment results
were derived from the installed file-sharing tools, we set up a reference com-
puter, which was identical to the other work stations, i.e., the same configuration,
but with no file-sharing tool installed. The experiment was executed in January
2004 as one consecutive session that lasted three days. This time range was cho-
sen, because we wanted to avoid getting excessive data quantities, but at the same
time be able to capture reliable results.

The experiment was carried out in a lab environment on PC work stations
equally connected to the Internet through a NAT gateway. We used OpenBSD’s
packet filter to deny any inbound network requests, which allowed us to protect
the work stations from external threats. The packet filter also helped in reducing
the network traffic and in doing so, resulting in less data to analyse. By not
downloading or sharing any content in the file-sharing tools we further reduced
the amount of network data generated. All incoming and outgoing network traf-
fic of the local computer’s network interface were dumped into a file using Win-
pcap.

Hardware were equivalent for all work stations, which also contained byte
identical installations of both the operating system Microsoft Windows 2000 and
program applications2. In order to reflect work stations in use, they were all set
to browse the Internet according to a predefined schedule containing the 100
most visited web sites in the world [1]. This was done through an automatic surf
program. Also, ten identical searches (e.g., “lord of the ring”, “star wars”, and
“britney”) were carried out in each of the file-sharing tools, but no files were
downloaded. In the end of the experiment, several anti-ad-/spyware programs3

were used to locate any known ad-/spyware programs previously installed.
Binding network communication to programs is a key feature in the experi-

ment. For allowing continuous monitoring and logging of processes and their
use of sockets, we developed a program in C++, which was based on Openport.
We chose not to use any Win32 firewalls claiming to support outbound filtering
on application level for two reasons. First, they fail in allowing real outbound fil-
tering per application, and there are a number of programs capable of penetrat-
ing these fake protections [14][17]. Second, we have no detailed knowledge in the
internal workings of such firewalls and therefore cannot foresee what to expect

2. These configuration properties were enabled through a self-developed disc clon-
ing system based on standard FreeBSD components.

3. For a detailed list of the programs used, see Appendix of this thesis.
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from them. Finally, it should be emphasised that there exist ways for a malicious
program to send network data undetected by the monitoring application, due to
the architecture of Windows.

3.3 Data Analysis
After having performed the experiment, we compiled the data results and set to
identify all programs that were bundled with each file-sharing tool. This data was
provided by our own process-to-network mapping program in cooperation with
the selected anti-ad-/spyware programs. We then isolated the operating system
related programs found on the reference work station, since they were estab-
lished as harmless. Next, we reduced all benign programs handling file-exchange
tasks. Remaining were a set of programs that were not related to either the oper-
ating system or file-exchange tasks. Further, by using the results from the anti-
ad-/spyware tools, we divided the set of programs into two subsets, namely
known ad-/spyware programs and unknown programs. The nature of these
unknown programs was analysed based on their corresponding network traffic.
Also, in some cases we needed additional information and thus turned to Inter-
net resources. Based on this analysis, the remaining ad-/spyware programs were
located. In the final step, we divided the retrieved set of ad-/spyware programs
into two subsets, namely those involved in Internet communication and those
that were not. This analysis was founded on the data from our process-to-net-
work mapping program. In effect, the results from the program analysis lead to a
classification of programs as either ad-/spyware programs, system programs or
unknown programs. 

All data analysis was done in a Unix environment. The data was analysed and
filtered using standard Unix programs such as sed, awk, sort, uniq and grep.
Much of the analysis was automated using shell scripts and where this could not
be done small programs in C were created. To analyse and filter network data,
the program Ethereal was used.

In addition, we wanted to see if the corresponding servers were known ad-/
spyware servers. Therefore, an effort to map the server names that were involved

Figure 1. Amount of programs in the experiment sample
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in Internet communication with a blacklist specifying known ad-/spyware serv-
ers [10] was also undertaken.

4 Experiment Results and Analysis

4.1 Ad-/Spyware Programs in File-Sharing Tools

According to the results, several programs were located for each file-sharing tool
(see Figure 1). Of these programs, we identified 10 ad-/spyware programs for
iMesh, and eight for KaZaa. Interestingly, these two file-sharing tools were
among the two most popular ones [4]. The rates for the other file-sharing tools
were five for Morpheus, four for LimeWire and two for BearShare. Also, iMesh,
Morpheus and LimeWire contained programs that we were unable to define.
However, these programs were all involved in Internet communication.

We discovered that all of the file-sharing tools contained ad-/spyware pro-
grams that communicated with the Internet. KaZaa and iMesh included a rela-
tively high amount of such programs. Even so, the anti-ad-/spyware tools
defined several other ad-/spyware programs also installed on the computers.
Although this was the case, these programs did not communicate with servers on
the Internet during the experiment session.

Table 1. Identified ad-/spyware programs

Name Host Adware Spyware Download Internet
BroadcastPC M x x x X
KeenValue K x x X X
Morpehus M X x X X
BargainBuddy I, K x x x
TopMoxie L, M x x x
Cydoor I, K x x X
Gator I, K X x X
SaveNow B X X X
BonziBuddy L x x
Web3000 I x x
ShopAtHomeSelect I X X X
WebHancer K x x
BrilliantDigital K x X X
MoneyMaker L, M X X X
Claria I, K x X
iMesh I x X
WeatherCast B x X
CasinoOnNet L x 
MyBar I, K, M x
New.Net I X X
FavoriteMan I x
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In Table 1, a detailed list of the retrieved ad-/spyware components can be
found. As can be seen, the ad-/spyware components were divided into “Adware”
respectively “Spyware” based on their actions. Also, we included a category enti-
tled “Download” because some of the ad-/spyware programs included function-
ality that allowed further software and/or updates to be downloaded and
installed on the computers. In addition, programs involved in Internet communi-
cation are specified in the category called “Internet”. In the column entitled
“Host”, the five file-sharing tools utilised as carriers of ad-/spyware are listed4.
In the cases where the empirical results could confirm the recognised view
shared by anti-ad-/spyware tools and Internet resources, the x-markers in the
table are declared with bolded capital letters.

One reason to why we could not confirm that every ad-/spyware program was
involved in Internet communication was that so called Browser Helper Objects
(BHO) were installed in Internet Explorer. Malicious BHOs infiltrate the web
browser with the intent to access all data generated by Internet Explorer in order
to spy on the user and transmit user behaviour to third parties [20]. Such BHOs
typically gain the same privileges as its host (i.e., Internet Explorer), which
endorse them to penetrate personal firewalls. This means that any possible ad-/
spyware traffic distributed via BHOs is highly problematic to detect since it may
very well be ordinary browser traffic. In Table 1, we also included two programs,
New.Net and FavoriteMan, even though they were not classified as neither
adware nor spyware. However, they allowed for installation of further software,
which may be malicious.

4.2 The Extent of Network Traffic
The results showed that a significant amount of network traffic was generated,
although there was no exchange of files between the file-sharing tools and other
peers on the Internet (see Figure 2). In that light, the amount of network traffic
generated in this experiment can be seen as a minimum rate to be expected when
running file-sharing tools. Notably, installing Morpheus and LimeWire resulted
in a relatively high traffic quote, both when it came to incoming as well as outgo-
ing traffic. On the contrary, iMesh, who also had the largest quantity of bundled
programs, represented the least amount of network traffic.

In Figure 2, we included compilations of network traffic for both the installa-
tion process and the runtime part per file-sharing tool. In the cases of Morpheus,
LimeWire and BearShare, a considerable amount of network activity was gener-
ated after the installation. For KaZaa, a significant quantity of network traffic
was caused during the installation. In comparison, iMesh produced a notably lim-
ited size of network traffic, both during and after installation.

Furthermore, the results suggested a diversity in Internet communication. This
is shown in that programs in the file-sharing tools communicated with several
different servers on the Internet. Although Morpheus did not contain a particu-
larly great number of bundled programs, it generated notably much network traf-
fic. In reflection, Morpheus communicated with the largest amount of Internet
servers, whereas the rates for the other file-sharing tools were in a relatively low
accordance with each other. In addition, the results substantiated that most of

4. In the category entitled “Host”, K is for KaZaa, I for iMesh, M for Morpheus, L 
for LimeWire and B is for BearShare.



74 PAPER 3

the invoked servers had domain names. Overall, each of the file-sharing tools
contained programs that communicated with known ad-/spyware servers from
the specified blacklist [10].

4.3 The Contents of Network Traffic

The outgoing network data was overall problematic to analyse and understand.
In most cases the data was not readable, meaning that it was either encrypted or
in a format not graspable. This is also an explanation to why we could confirm
only two spyware programs (see Table 1). Although most traffic data was not in
clear text, we were able to extract and interpret some of the contents. We discov-
ered that sensitive data such as information about the user (e.g., user name), geo-
graphical details (e.g., zip code, region and country) and Internet browsing
history records were sent from identified ad-/spyware components to several
servers on the Internet. Also, there were other types of information that were
transmitted, for example, machine ID, details about program versions, operating
system, etc.

According to the results, one spyware program (ShopAtHomeSelect) was
found in the iMesh file-sharing tool. In the experiment, that program transmitted
traffic measurement reports and Internet browsing history records to invoked
servers on the Internet. Also, in BearShare, one spyware program (SaveNow)
transmitted data such as Internet history scores and user-specific information.

The experiment results also reveal one of the methods for ad-/spyware pro-
grams to transmit user and/or work station data. In the BearShare tool, the
information that was fed into the file-sharing software by the user was re-distrib-
uted within the tool to one or numerous ad-/spyware programs (SaveNow and
WeatherCast) that transmitted the information to servers called upon. This
method makes it difficult to map various program components to the actual file-
sharing activity. Also, it undermines the ability to control what software objects
are useful and legitimate in relation to the redundant or privacy-invasive pro-
grams that clog down the computers, systems and networks.

Figure 2. Network data traffic
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The analysis of the contents of the incoming network traffic was more prob-
lematic to conduct than in the case of outgoing traffic. Foremost, because the
data quantity was both comprehensive and widespread. Since our focus was on
privacy-invasive software, the outgoing traffic content was the most interesting
so the efforts were mainly put into that. This, in combination, with vast quanti-
ties of incoming network data made it difficult to confirm adware recognised by
the anti-ad-/spyware tools and Internet resources. Also, the same discussion
concerning the occurrence of BHOs would apply for the unconfirmed adware.
However, in the retrieved incoming data, a few interesting results were found.

The retrieved adware programs performed activities such as displaying com-
mercial ads, causing browser banners and pop-ups. In particular, Morpheus and
LimeWire proved to contain adware programs that generated much incoming
data traffic. In LimeWire, results showed that lists of Internet sites and new pro-
grams were retrieved from the Internet by the adware MoneyMaker. In Mor-
pheus, the P2P program itself downloaded and displayed ads and banners.

5 Discussion

With the occurrence of ad-/spyware technology in file-sharing tools, the moni-
toring of Internet usage has become a common feature. Today, most ad-/spy-
ware programs gather and transmit data such as Internet browsing history
records to third parties. That type of information can be correlated to a user and
thus employed for marketing purposes.

The experiment has shown that all of the investigated file-sharing tools con-
tained ad-/spyware programs. The ad-/spyware programs that operated inside
the computers had an open connection to several Internet servers during the
entire experimental session. We know that content-sensitive information was
sent, but we may only guess the full extent of information harvesting, because
most packets were not sent in clear text. Even though we saw no example of
highly sensitive personal information, such as passwords and keystrokes, were
transmitted by the ad/spyware programs in the experiment, we cannot be sure
that these activities were not happening. Spyware may collect and transmit genu-
inely sensitive information about users such as, e.g., account details, private doc-
uments, e-mail addresses, and credit card numbers. The information is secretly
sent back to numerous servers owned by companies that make a profit on these
activities. Although it is problematic to elaborate on the business ethics of these
companies, the occurrence of ad-/spyware programs are reasons enough to
question this behaviour. In addition, ad-/spyware programs are responsible for
all kinds of unwanted actions. Besides invasion of privacy, they can make the sys-
tem unstable, degrade system performance, create scores of copies of itself to
make removal difficult, and act as security holes in the system.

The actions performed by ad-/spyware programs are approaching the opera-
tions of a virus. Since users install them on voluntary basis, the distribution part
is taken care of by the file-sharing tools. This makes ad-/spyware programs func-
tion like a slowly moving virus without the distribution mechanisms usually oth-
erwise included. The general method for a virus is to infect as many nodes as
possible on the network in the shortest amount of time, so it can cause as much
damage as conceivable before it gets caught by the anti-virus companies. Ad-/
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spyware, on the other hand, may operate in the background in such a relatively
low speed that it is difficult to detect. Therefore, the consequences may be just as
dire as with a regular virus. In addition, the purpose of ad-/spyware may not be
to destroy or delete data on the work stations, but to gather and transmit verita-
bly sensitive user information. An additional complicating factor is that anti-virus
software companies do not usually define ad-/spyware as virus, since it is not
designed to cause destruction. Overall, the nature of ad-/spyware substantiates
the notion that malicious actions launched on computers and networks get more
and more available, diversified and intelligent, rendering in that security is exten-
sively problematic to uphold.

Ad-/spyware enables for the spreading of e-mail addresses that may result in
the receiving of spam. Due to the construction of ad-/spyware, it may collect
information that concerns other parties than only the work station user. For
example, information such as telephone numbers and e-mail addresses to busi-
ness contacts and friends stored on the desktop can be gathered and distributed
by ad-/spyware. In the context that ad-/spyware usually is designed with the pur-
pose of conveying commercial information to as many users as possible, not only
the local user may be exposed to negative consequences of ad-/spyware. In other
words, the business contacts and friends may be the subjects of ad-/spyware
effects such as, e.g., receiving unsolicited commercial e-mail messages. This
means that even though my computer may be secure, a breached computer
owned by a network neighbour can cause me harm. So, the security of a neigh-
bour very much becomes my own concern.

Besides security issues, ad-/spyware creates intrusion to privacy. An inconve-
nience commonly argued is that ad-/spyware programs display commercial mes-
sages based on the retrieval of personal information fetched without the explicit
consent of the users. Even though the offers of these advertising campaigns may
be in the interest of some users, there is a fine line between what users in general
regard as useful information and what is an intrusion to personal privacy. One
thought is that the more personalised the offers get, the more likely users are to
regard them as privacy invaders. If so, what happens when users are presented
with advertisements in such an extent that they hardly are able to distinguish the
possibly serious offers from all the offers. If users ignore marketing messages,
there is evidently a great risk for the success of consumer-based e-commerce.

A second privacy concern is the spreading of content that the ad-/spyware
distributor did not intend for. One example of this would be a malicious actor
that gained control of ad-/spyware servers, and broadcasted offensive unsolic-
ited messages (e.g., adult material, political messages and/or smearing campaigns,
etc.) to a great number of users. Although users may consider regular commercial
ads to be harmless, most people react negatively upon frequently receiving repul-
sive pictures and texts. This suffices for that the ad-/spyware providers need to
take their own security with great seriousness. If they lose control of their serv-
ers, the damage may be devastating. This could be even more devastating if the
ad-/spyware program updates on the company servers were replaced with mali-
cious software. In effect, real and destructive malware (e.g., viruses, Trojans, and
worms) could be spread to vast groups of ad-/spyware hosts.
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6 Conclusions

The experiment has shown that all of the investigated file-sharing tools con-
tained ad-/spyware programs. The ad-/spyware programs operating inside the
computers had an open connection where the information was secretly sent back
to numerous servers owned by companies that make a profit on these activities.
Measurements suggested that the carriers of ad-/spyware, file-sharing tools, gen-
erated a significant amount of network traffic, even when not exchanging files.
The presence of ad-/spyware programs and the network traffic that they gener-
ate contribute in over-consumption of system and network capacity. 

Ad-/spyware is acting like a slowly moving virus, installed on a voluntary
basis, with hidden properties problematic to detect and remove. The payload of
ad-/spyware may not be to destroy or delete data on the work stations, but to
gather and transmit veritably sensitive user information. The distribution part is
taken care of by the file-sharing tools with an additional complicating factor;
anti-virus software companies do not usually define ad-/spyware as virus, since it
is not designed to cause destruction.

The nature of ad-/spyware may lead to that not only host users are affected.
Ad-/spyware may gather and distribute the details of business contacts and
friends resulting in negative consequences to other parties than the infected
desktop owner. This means that even though my computer may be secure, a
breached computer owned by a network neighbour can cause me harm. So, the
security of a neighbour very much becomes my own concern.

Furthermore, the occurrence of ad-/spyware can render in that privacy-inva-
sive messages may be distributed and displayed to large amounts of users. Expo-
sure to messages not chosen by the user, or collection and transmission of user
information are two key privacy concerns. In this way, users’ right to control
what, how and when information about themselves is communicated to other
parties is almost non-existing. In conclusion, the nature of ad-/spyware pro-
grams ignore users’ right to be let alone. The increasing presence of hidden and
bundled ad-/spyware programs in combination with the absence of proper anti-
ad/spyware tools are therefore not beneficial for the development of a secure
and stable use of the Internet.
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Abstract. We discuss various types of spyware programs, their behaviour, how
they typically infect computers, and the propagation of new varieties of spyware.
In two experiments, we investigate the occurrence and impact of spyware pro-
grams found in popular Peer-to-Peer applications. Based on the findings from the
empirical investigations, we try to lift the perspective to a more general view on
spyware deriving from the theory of (virtual) network effects. In a model, we cat-
egorise in what ways spyware might decrease the utility of belonging to a large vir-
tual network. Here, the baseline is that spyware programs intrude systems and
networks, but since they profit from user data they also intrude user privacy. In
the model, the intrusions are classified as moderate, severe or disastrous. We
found that spyware has the potential to overthrow the positive aspects of belong-
ing to a large network, and network owners should therefore be very careful about
permitting such programs in applications and on networks.

1 Introduction

During recent years, the world has seen the introduction of peer-to-peer (P2P)
systems. P2P technology provides several beneficial solutions like, e.g., file-shar-
ing, grid computing, web services, groupware and instant messaging (IM) [7].
P2P refers to a technology which enables two peers or more to collaborate in a
network of equals [7][10]. This may be done by using information and communi-
cation systems that are not depending on central coordination. P2P technology
was first widely deployed and popularised by file-sharing applications such as
KaZaa and IM tools like ICQ1. 

Even though there are several benefits associated with belonging to a large vir-
tual network such as a P2P file-sharing network, the rising occurrence of mali-
cious software (malware) may seriously impact the positive utility of using P2P
applications. Usually, only the positive effects that increase utility are emphasised
when discussing participation in large networks [5]. One example is the theory of
virtual network2 effects. Network effects are usually described as when the value
of a product to one user depends on how many other users there are [11]. Often,

1. ICQ is short for “I Seek You”.
2. A virtual network describes a network of users bound together by a certain stan-

dard or technology, and where the exchange of information is the foundation for 
any information transaction. One example is the Internet.
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utility of the system is proportional to the aggregate amount of resources that the
participants are willing to put together. On information technologies, users gen-
erally benefit from utilising a popular format, system or application [11]. Typi-
cally, technologies subject to strong network effects tend to exhibit long lead
times until a critical mass of users is obtained [5]. Then, explosive growth is fol-
lowed. From the perspective of a network owner, a large network may help to
create a strategic advantage useful for competition and growth purposes [1].
From the perspective of a network user, the larger the network is, the more valu-
able it will be to participants and users [1].

There are two kinds of feedback from network effects: positive and negative
[11]. Positive feedback can be explained in that when a person joins a network,
the network gets bigger and better, to everyone’s benefit. However, large net-
works may also be exposed to negative feedback, which bring about significant
risks and severe consequences to all of the network nodes. Therefore, negative
feedback may decrease the utility of belonging to that network. To large net-
works, such as P2P file-sharing networks, there could be numerous examples of
applications (e.g., malware), which contribute in creating negative effects that
impact network utility. In this paper, we focus on one of these applications,
namely spyware.

There are many different kinds of spyware, and hundreds of such programs
exist throughout the Internet today [9]. Spyware programming is a relatively new
computing phenomenon. Although there is no precise definition, the term “spy-
ware” is typically used to refer to a category of software that, from a user’s per-
spective, covertly gathers information about a computer’s use and relays that
information back to a third party. In this paper, we use the term spyware in con-
formity with this common usage. However, in Section 2, we look into and dis-
cuss some of the current views on the concept of spyware.

Even though most people are aware of spyware, it seems that the research
community has spent limited effort on understanding the nature and extent of
the spyware problem. In academia, there have been some initial research
attempts3 of which this paper is an additional effort. On the other hand, most
network practitioners and experts agree that spyware is a real problem with
increasingly negative effects. One example of this view is derived from the
Emerging Internet Threats Survey 2003 [3], which states that one in three com-
panies have detected spyware on their systems, while 60% consider spyware to be
a growing and future threat. Also, 70% of the companies consider that file-shar-
ing over P2P networks is creating an open door into their organisation. Another
example is an investigation made by Earthlink, one of the major American Inter-
net Service Providers (ISP) [13]. Earthlink set to measure the occurrence of spy-
ware on more than 2 million computers connected to their network. A total
number of 12.1 million different spyware types were detected. Out of these, Tro-
jan horses and system monitors approached 700 000 instances, and the remaining
11.4 million instances were classified as adware. Also, experts suggest that spy-
ware infect up to 90% of all Internet-connected computers [13]. 

In summary, spyware is a problem that should be taken seriously, because it
may have the potential to decrease the utility of belonging to a large virtual net-
work. In this paper, we focus on exploring the effects of spyware programs that

3. See, for example, the following references [4][9][17].
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are bundled with several P2P applications. The aim is to investigate the implica-
tions on system capacity, network bandwidth, security and privacy. Besides intro-
ducing results from empirical investigations, we also discuss the network effects
of spyware. 

The paper is organised as follows. First, we give an introduction to spyware, in
which we discuss the various kinds of spyware programs, their behaviour, how
they typically infect computers, and the proliferation of new varieties of spyware.
Next, we investigate the occurrence and impact of spyware programs found in
popular P2P applications. In Section 4, we discuss the findings from the experi-
ments and also try to lift the perspective to a more general view on spyware
deriving from the theory of virtual network effects. Conclusions are presented in
the end of this paper.

2 On Spyware 

2.1 The Background of Spyware

As stated by Sariou et al. [9], spyware exists because information has value. The
idea with spyware is simply to fetch information. If a software developer can get
revenue from advertisers, the software can be made available for free. The devel-
oper is paid, and the user gets free, quality software. Usually, the developer pro-
vides two versions of the software, one for which the user has to pay a fee in
order to receive, and one version that is freeware supported by advertising. In
these cases, free software typically includes programs set to display advertise-
ments and offers to the users (that is; adware). Therefore, the user can choose
between the free software with the slight inconvenience of either pop-up ads or
banners, or to pay for software free of advertising. So, in reality, users do not get
the software for free, instead they pay to use it either with their money or with
their time. 

This method of including rather benign adware when developing and distrib-
uting free software was common until marketers noted three separate trends that
pushed the development of adware into a different direction. The background
was that:
• standard banner ads on the Internet were not delivering as well as expected

(1% click-trough was considered good) [15],
• targeted Internet advertising typically performed much better [14], and
• while office hours were dead-time for traditional advertising (radio, TV, etc.),

many analyses showed a surprisingly high degree of personal Internet usage
during office hours [14]. 

The conclusion was that targeted Internet advertising was a whole new opportu-
nity for the marketing of products and services. All that was required was a
method for monitoring users’ behaviour. So, once the adware was monitoring
users’ Internet usage and sending user details back to the advertiser, banners
more suited to the users’ preferences and personality was sent to the users in
return. The addition of monitoring functionality turned adware into spyware, and
the means to target advertising to interested parties accelerated [15]. In reality,
the data collected by spyware is often sent back to the marketing company,
resulting in display of specific advertisements, pop-up ads, and installing toolbars
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showed when users visit specific web sites. In this sense, spyware programs
became technologies used to fetch valuable customer information. 

2.2 The Operations of Spyware
The usual method for a spyware is to run secretly in the background of the users’
computers [6]. The reason for this concealing of processes is commonly argued
as that it would hardly be acceptable if, e.g., free file-sharing software kept stop-
ping to ask the user if he or she was ready to fetch a new banner or a pop-up win-
dow [15]. Therefore, the client/server routine of spyware is normally executed in
the background. In practice, there would be nothing wrong with spyware run-
ning in the background provided that the users know that it is happening, what
data is being transmitted, and that they have agreed to the process as part of the
conditions for obtaining the freeware. However, most users are unaware of that
they have software on their computers that tracks and reports on their Internet
usage. Typically, a spyware program covertly gathers user information and
spreads it without the user’s knowledge of it. Once installed, the spyware moni-
tors, e.g., user activity on the Internet and transmits that information in the back-
ground to third parties, such as advertising companies. In reality, spyware run
constantly, even when their carrier program, e.g., a file-sharing tool, has been ter-
minated. 

A more or less legal grey area is exploited by the spyware actors, since they in
most program licenses specify that information may be gathered for corporate
purposes. However, the usual model is to collect more information than have
been asked for [15]. Besides this, most license agreements are formulated in such
a way that they are extensively hard for users to understand.

2.3 The Types of Spyware
There are many different kinds of spyware. For instance, one of the leading anti-
spyware tools, PestPatrol, has a record of over 1400 instances of spyware pub-
lished on their web site [8]. In order to make the spyware domain more grasp-
able, we present the following classes of spyware. This classification is in
conformity with a recently published study on measurement and analysis of spy-
ware [9], although when presented here, the order of spyware types ranges from
minimum to maximum user impact:
• Cookies and web bugs: Cookies are small pieces of state stored on individ-

ual clients’ computers on behalf of web servers. Cookies can only be
retrieved by the web site that initially stored them. However, because many
sites use the same advertisement provider, these providers can potentially
track the behaviour of users across many Internet sites. Web bugs are usually
described as invisible images embedded on Internet pages used for locating
a connection between an end user and a specific web site. They are related to
cookies in that advertisement networks often make contracts with web sites
to place such bugs on their pages. Cookies and web bugs are purely passive
forms of spyware, they contain no code of their own. Instead they rely on
existing web browser functions.

• Adware: Adware is a more benign form of spybot (see below). Adware is a
category of software that displays advertisements tuned to the user’s current
activity. Although most “genuine” adware programs only display commer-
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cial content, some hybrids are involved in reporting the aggregate or ano-
nymised user behaviour to a third party, as described in Section 2.1.

• Tracks: A “track” is a generic name for information recorded by an operat-
ing system or application about actions that the user has performed. Exam-
ples of tracks include lists of recently visited web sites, web searches, web
form input, lists of recently opened files, and programs maintained by oper-
ating systems. Although a track is typically not harmful on its own, tracks
can be mined by malicious programs, and in the wrong context it can tell a
great deal about a user.

• Browser hijackers: Hijackers attempt to change a user’s Internet browser
settings to modify their start page, search functionality, or other browser set-
tings. Hijackers, which predominantly affect Windows operating systems,
may use one of several mechanisms to achieve their goal: install a browser
extension (called a “browser helper object”), modify Windows registry
entries, or directly manipulate and/or replace browser preference files.
Browser hijackers are also known to replace content on web sites with such
promoted by the spyware authors [12].

• Spybots: Spybots are the prototypes of spyware. A spybot monitors a user’s
behaviour, collects logs of activity and transmits them to third parties.
Examples of collected information include fields typed in web forms, lists of
e-mail addresses to be harvested as spam targets, and lists of visited URLs. A
spybot may be installed as a browser helper object, it may exist as a DLL on
the host computer, or it may run as a separate program launched whenever
the host operating system boots.

• System monitors: System monitors record various actions on computer
systems. This ability makes them powerful administration tools for compil-
ing system diagnostics. However, if misused system monitors become seri-
ous threats to user privacy. Keyloggers are a group of system monitors
commonly involved in spyware activities. Keyloggers were originally
designed to record all keystrokes of users in order to find passwords, credit
card numbers, and other sensitive information.

• Malware: Malware is a set of instructions that run on a computer and make
the system do something that an attacker wants it to do [12]. Malware refers
to a variety of malicious software that includes viruses, worms, and Trojan
horses. Spyware is one form of malware, but as will be discussed later on,
spyware may also include instructions for downloading and installing, e.g., a
virus.

Spyware succeeds because some of today’s desktop operating systems make spy-
ware simple to build and install [9]. Many instances of spyware have the ability to
self-update, or automatically download new versions of themselves to the local
host. Self-updating allows spyware authors to introduce new functions over time,
but it may also be used to evade anti-spyware tools by avoiding specific signa-
tures contained within the tools’ signature databases using polymorphic tech-
niques.

2.4 On the Implications of Spyware
Spyware may occupy resources of the computer that it infects or it may alter the
functions of existing applications on the affected computer to the benefit of a
third party. In that sense, spyware poses several risks. One commonly argued is
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that spyware compromises a user’s privacy by transmitting information about
that user’s behaviour [4]. Even so, a spyware program can also detract from the
usability and stability of the computing environment of the user [9]. In addition,
a spyware program has the ability to introduce new security vulnerabilities to the
infected host by downloading software updates [6]. Due to that spyware is wide-
spread, such vulnerabilities put numerous amounts of computers at risk. 

To summarise, the occurrence of spyware programs raise a real and growing
threat to Internet usage in many aspects, and to other interested parties than only
to end users. Four categories frequently argued on this topic are [3][6][15]:
• Consumption of system capacity: Spyware is often designed to be

secretly loaded at system startup, and to partly run hidden in the back-
ground. It is not unusual for users to have many different instances of spy-
ware running covertly simultaneously, thus the cumulative effect on the
system’s processing capacity can be dramatic. 

• Consumption of bandwidth: The continual data traffic with gathering of
new pop-ups and banner ads, and delivery of user data can have an impera-
tive and costly effect on both private and corporate bandwidth.

• Security issues: Spyware covertly transmits user information back to the
advertisement server, implying that since this is done in a covert manner,
there is no way to be certain of exactly what data is being transmitted. Even
though spyware, in its purest form, is a threat to privacy rather than security,
some spyware programs have begun to act like Trojan horses. Most security
experts would agree that the existence of spyware is incompatible with the
concept of a secure system.

• Privacy issues: The fact that spyware operates with gathering and transmit-
ting user information secretly in the background, and/or displays ads and
commercial offers that the user did not by him-/herself chose to view,
makes it highly privacy-invasive. Also, spyware enables for the spreading of
e-mail addresses that may result in the receiving of unsolicited commercial e-
mail (so called spam).

3 Experiments

We have developed a method for identifying and analysing spyware components
and their behaviour on their host systems. This method has been used in several
experiments (see, e.g., [4][17]). In this section, we present the method applied in
two experiments. Thereafter, a compilation of the experiment results is given.

3.1 Method
The method is tightly coupled with our security laboratory, mainly because our
experiment method is based on state preservation of computer systems, which
can be provided due to the computer architecture of the security laboratory. By
storing the initial baseline state of a system it is later possible to conclude what
changes occurred with regards to this baseline. In practice, this means that we
store the state of a base system before installing any application carrying spyware
components. Afterwards, it is possible to conclude any changes between the two.
By capturing all network data sent and binding that traffic to the corresponding
program, we can correlate network data to specific programs. It is also possible
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to include measurements of, e.g., CPU and network utilisation during the experi-
ments4. 

By using this method, all systems that are measured consist of identical hard-
ware and network setups. Therefore, operating systems and their applications are
bitwise identical for all subjects in the experiment sample. This suffices for the
generation of reliable results. In order to be sure that the results are derived from
a certain spyware, we included a “clean” reference computer in the experiment.

Since file-sharing tools are notoriously known for bundling spyware, we used
such applications in both of the experiments. In this context, it should be
pointed out that no file-sharing activity took place in terms of sharing or down-
loading any content on the P2P networks. Our examination was limited to soft-
ware versions released between January and May 2004, and as such, our
observations and results might not hold for other versions. Also, we used an
Internet surfing program that automatically simulated a user visiting 100 Internet
sites according to preconfigured schedule. This was an attempt to trigger any
spyware to either leak this information to third parties or to hijack the web ses-
sions. In order to identify and locate the spyware programs, several anti-spyware
tools were used5.

3.1.1 Experiment 1
In the first experiment, we investigated the occurrence and operations of five
popular file-sharing tools6. More specifically, we examined spyware programs
that were bundled with the file-sharing tools, the content and format of network
data caused by spyware involved in Internet communication, and the extent of
network traffic generated by such programs. Even though there may be numer-
ous components bundled with the installation of file-sharing tools, it was prima-
rily the programs engaged in Internet communication that were of interest to us.
There are two reasons for this. First, without this delimitation, the experiment
data would be too comprehensive to grasp. Second, for spyware programs to leak
user data, they must be involved in communication over the Internet. 

3.1.2 Experiment 2
In the second experiment, we set to explore the effects in terms of resource
usage that spyware bring about on a local system. A major problem introduced
when setting up such an investigation involve how to choose the experiment
sample. What we wanted was a program instance that was free of spyware and
another instance (of the same program) that included spyware. Unfortunately it is
almost impossible to remove only the spyware components and still have a work-
ing version of the original program since such components are tightly integrated
with the original program. We came to an acceptable solution by selecting KaZaa
and KaZaa Lite K++ as the two subjects in the experiment sample. KaZaa Lite
K++ is an instance of KaZaa where all spyware components have been removed

4. Throughout the experiments, we used 2.8Ghz Pentium 4 computers with 512MB 
primary memory.

5. For a detailed list of the programs used, see Appendix of this thesis.
6. The file-sharing tools were the standard (free) versions of BearShare, iMesh, 

KaZaa, LimeWire, and Morpheus. See more details in the Appendix.
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by an independent group that reverse-engineered the original KaZaa program,
carefully excluding or disabling all bundled components not solely used for file-
sharing purposes. By using these two KaZaa versions, it was possible to subtract
the resource utilisation of KaZaa Lite K++ from the utilisation of the original
KaZaa and thereby receive a measurement of resources used by the spyware pro-
grams.

3.2 Results and Analysis

3.2.1 Experiment 1
A detailed list of the identified spyware programs is presented in Table 1. After
having analysed the captured data, we concluded that all file-sharing tools con-
tained spyware. 

The two main carriers of spyware were iMesh and KaZaa (they included ten
respectively eight programs each). The rates for the remaining file-sharing tools
were five for Morpheus, four for LimeWire, and two for BearShare. In addition
to these findings, we also discovered that all file-sharing tools contained spyware
that were involved in Internet communication. 

As can be seen in Table 1, the retrieved spyware components were divided
into “Adware” and “Spybot” based on their operations. We also included a cate-
gory called “Download” because some of the components allowed for further
software and/or updates to be downloaded and installed. In this category, exam-
ples such as hijackers and malware potentially could be included by the spyware
distributors. In addition, all programs involved in any form of Internet commu-
nication were specified in a category called “Internet”. Finally, the category enti-
tled “Host” specifies which file-sharing tool that carried what spyware7. In the
cases where our empirical results could confirm the view shared by anti-spyware
tools, the markers in the table are declared with bolded capital letters. 

When analysing the outgoing network communication from the spyware com-
ponents, we discovered that most of this traffic was not sent in clear text. This
means that the transactions between the spyware components and their corre-
sponding servers were either obfuscated or encrypted. This is also an explanation
to why we were able to only identify two genuine spybot components. Since most
traffic was sent in non-clear text, we could not really measure the extent to which
such traffic was broadcasted. However, we did manage to identify some network
traffic sent to spyware servers on the Internet that included, e.g., web sites vis-
ited, zip codes, country, and information about programs and operating system
versions on the local host. In example, one of the spybot programs (in this case,
ShopAtHomeSelect) that was found bundled with the iMesh file-sharing tool
transmitted Internet browsing history records to several invoked servers on the
Internet. The Internet records that were transmitted could be correlated to the
web sites included in our preconfigured web surfing program.

7. B is for BearShare, I for iMesh, K is for KaZaa, L for LimeWire, and M for Mor-
pheus.
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3.2.2 Experiment 2

A compilation of the results from the resource utilisation measurement can be
seen in Table 2. The measurements indicate that if KaZaa was installed, the rates
for consumption of both system capacity (categories 1-4) and network band-
width (categories 5-7) were significantly higher. This can be explained in that the
spyware programs included in KaZaa affected both consumption of system
capacity and network bandwidth. The high amount of network traffic was due to
that the spyware components invoked numerous spyware servers on the Internet
for the gathering of ads, pop-ups and banners. The accumulated local storage of
collected commercial messages can have noticeable consequences on hard drive
size, which also was the case for KaZaa. 

In Table 2, the measurements for the reference subject is subtracted from the
file-sharing tools. The column entitled “Alteration” is represented by the differ-
ence between KaZaa and KaZaa Lite K++, that is; the spyware resource usage.
Interestingly, three computer resources were significantly affected by the installa-
tion of spyware. In the first category of Table 2, the occurrence of spyware had a
measurable effect on CPU usage, KaZaa used 32 times more CPU capacity than
KaZaa Lite K++. In category two, a significant difference was measured where
the installation of KaZaa resulted in a ten times, or 65MB, increase of RAM
usage. Finally, spyware programs had an imperative effect on the amount of net-
work traffic generated by the file-sharing tools. More specifically, there was a 48

Table 1. Identified spyware programs

Name Host Adware Spybot Download Internet
BroadcastPC M x x x X
KeenValue K x x X X
Morpehus M X x X X
BargainBuddy I, K x x x
TopMoxie L, M x x x
Cydoor I, K x x X
Gator I, K X x X
SaveNow B X X X
BonziBuddy L x x
Web3000 I x x
ShopAtHomeSelect I X X X
WebHancer K x x
BrilliantDigital K x X X
MoneyMaker L, M X X X
Claria I, K x X
iMesh I x X
WeatherCast B x X
CasinoOnNet L x 
MyBar I, K, M x
New.Net I X X
FavoriteMan I x
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times augmentation of network traffic due to the spyware programs bundled
with KaZaa. So, in contrast to KaZaa, installing a clean file-sharing tool (i.e.,
KaZaa Lite K++) caused marginal impact to system consumption and network
bandwidth. However, due to the occurrence of spyware in file-sharing tools (see
Table 1), users with several such applications installed will, as a result of aggre-
gate spyware activity, suffer from a continuos system and network degrading. 

4 Discussion

Based on the findings in Section 3, we can conclude that spyware programs exist,
that they engage themselves in Internet communication, that they transmit user
data, and that their existence have a negative impact on system and network
capacity. Since we also can conclude that spyware programs are bundled with
highly popular file-sharing tools8, we can make out that spyware in accumulation
may have a negative impact on networks and systems. In fact, the occurrence of
spyware might decrease the overall utility of belonging to a large network such as
a P2P file-sharing network. Thus, it might be relevant to elaborate on the theory
of negative network effects to see whether spyware programs can threaten a large
network. 

In a model (Table 3), we specify in what ways spyware might decrease the util-
ity of belonging to a large virtual network. The baseline is that spyware programs
intrude systems and networks, but since they profit from user data they also
intrude user privacy. In the model, the intrusions are classified as moderate,
severe and disastrous. 

On user effects, some P2P providers include spyware in order to maximise
profitability. Spyware may collect user data (such as e-mail addresses for spam
distribution, surf records for personalised advertisement exposure, etc.) for com-
mercial purposes. At present, spyware programs as such are rather benign, but

Table 2. Resource utilisation measurements

KaZaa Lite 
K++

KaZaa Alteration

1. CPU usage (in%) 0.015 0.48 0.47
2. RAM usage (in%) 1.4 14 12.6
3. Addition of new files 50 780 730
4. Change in hard disk size (in MB) 8.6 46 37.4
5. Amount of network traffic 
(in MB)

0.6 29 28.4

6. No. of programs involved in Inter-
net communication

1 11 10

7. No. of corresponding servers 60 349 289
8. No. of spyware programs installed 0 8 8

8. As an example, there are more than 350 million downloaded instances of KaZaa 
[2].
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cause problems to user privacy. In general, privacy is the right of individuals to
control the collection and use of information about themselves [16]. This means
that users should be able to decide for themselves, when, how, and to what extent
information about them is communicated to others. Even though the user data
exemplified in this category may not be that sensitive, spyware programs ignore
user rights, and must therefore be considered privacy-invasive. 

A more troublesome concern is the distribution of personal data, such as per-
sonal details (name, gender, hobby, etc.), e-mail conversation, and chat records.
This may be the result of spyware techniques intended not only for commercial
purposes, but also motivated by malicious intentions. Although, such spyware
programs may not be that wide-spread today, a technological platform for these
kinds of operations is available. This mean that although the probability of being
infected by such a spyware is very low, the consequences may be devastating. 

A third view would be if the spyware program updates on the servers were
replaced with, e.g., keyloggers. In effect, harmful software could be distributed to
vast groups of P2P tool users with the purpose of transmitting personally critical
information such as financial data, private encryption keys, digital certificates or
passwords. In reflection, financial threats from spyware programs may signify
disastrous outcomes to vast groups of users.

In the experiments, we established a correlation between the presence of spy-
ware programs and the consumption of computer capacity. Typically, spyware
components utilised significant amounts of system resources, rendering in that
computer resources were exploited in a larger extent than would otherwise be
necessary. In accumulation, spyware operations degrade system capacity.

It is problematic to comment on the quality of the code in the spyware pro-
grams, since the software requirements that have been used during the develop-
ment process are left out in obscurity. The result can be that possibly inferior
code is executed locally, which may have a negative influence on the entire sys-
tem (i.e., not only to security). For example, as an effect of executing insufficient
code, a system may lack performance or crash with loss of important data as a
result. In addition to this, software vulnerabilities may be exploited by malicious
persons when breaking into a system, or when infecting it with destructive soft-
ware (e.g., viruses).

As an utmost consequence, spyware programs deprive control over the system
from the system owner. In effect, the installation of spyware programs may ren-
der in further installations of malware such as viruses and/or Trojans. Local ser-
vices that are based on defect code and executed without the knowledge of the
system owner are vulnerable to exploits, which may allow malicious actors to
gain access over the computer. This is a disastrous situation because a takeover

Table 3. Spyware effects

User Computer Network
Moderate Commercially salable 

data
Consumption of 

capacity
Consumption of 

bandwidth
Severe Personal data Inferior code dis-

semination
Malware distribution

Disastrous Critical data Takeover Breakdown
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of system control affects both the local system and the surrounding network. A
conquered system can be used as a platform for further distribution of malware.

At the network level, spyware operations in accumulation may contribute in
network congestion. On the one hand, the effects are unnecessary costs for net-
work maintenance and expansion. On the other hand, network performance may
be degraded. In either case, it is the network users that in the long run bear the
costs.

The operations performed by spyware programs are approaching the opera-
tions of a virus with both a distribution and a payload part. Since users install,
e.g., file-sharing tools that contain spyware programs on a voluntary basis, the
distribution part is taken care of by the users themselves. This makes spyware
programs function like a slowly moving virus without the typical distribution
mechanisms usually otherwise included. The general method for a virus is to
infect as many nodes as possible on the network in the shortest amount of time,
so it can cause as much damage as conceivable before it gets caught by the anti-
virus companies. Spyware, on the other hand, may operate in such a relatively
low speed that it is difficult to detect. Therefore, the consequences may be just as
dire as with a regular virus. The payload of a spyware is usually not to destroy or
delete data, but to gather and transmit user information, which could be veritably
sensitive. An additional complicating factor is that anti-virus companies do not
generally define spyware as virus, since it does not typically include the ability to
autonomously replicate itself. Overall, the nature of spyware substantiates the
notion that malicious actions launched on computers and networks get more and
more available, diversified and “intelligent”, rendering in that security is exten-
sively problematic to uphold. 

In theory, even a large network such as a P2P network may suffer an ultimate
breakdown if it is continuously flooded with data. Should spyware programs
continue to increase in number and to be more and more technologically refined,
a network breakdown might be a final step. Although, in reality, this is not a plau-
sible outcome. Nonetheless, if security and privacy risks are increasing as a result
of being part of a P2P network, the positive value of using an application and
thus belonging to that network will likely decrease. If users experience that a
threshold value (where the negative effects overthrow the positive aspects of
using the application) is overstepped, then they will restrain from utilising that
network. However, the experiment results indicate that even though spyware
programs operate over P2P file-sharing networks, their effects are thus far rather
modest, at least when it comes to system and network consumption. On the
other hand, spyware programs that invade user privacy must be looked upon seri-
ously. Spyware technologies that are mainly involved in gathering user data have a
true value potential for marketers and advertisers. If these privacy-invasive activi-
ties should continue to evolve, there might be a great risk that spyware will be
engaged in more malicious activities than simply fetching anonymised user/work
station data. If so, that can lead to negative network effects and thereby cause a
network to become less useful.

Hidden spyware components permit distribution of privacy-invasive informa-
tion and security breaches within the network. Due to the construction of spy-
ware, it may collect information that concerns other parties than only the work
station user, e.g., telephone numbers and e-mail addresses to business contacts
and friends stored on the desktop. In the context that spyware usually is designed
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with the purpose of conveying commercial information to as many users as pos-
sible, not only the local user may be exposed to negative feedback of spyware. As
well, the business contacts and friends may be the subjects of network contami-
nation, e.g., receiving vast amounts of spam or other unsolicited content.

With a continuos escalation of spyware programs and the refinement of spy-
ware technologies, network availability may be degraded to such an extent that
ordinary transactions are overthrown by obscure malware traffic. A disastrous
situation may occur where a network is seriously overloaded by malware distrib-
uted by computerised systems that are controlled by malicious actors. In conclu-
sion, spyware activity may persuade users to abandon networks.

5 Conclusions 

Based on the discussions of spyware and on the findings from the two experi-
ments, we can conclude that spyware have a negative effect on computer security
and user privacy. We have also found that a subsequent development of spyware
technologies in combination with a continuos increase in spyware distribution
will affect system and network capacity. A disastrous situation may occur if a net-
work is seriously overloaded by different types of spyware distributed by com-
puterised systems that are controlled by malicious actors. Then, the risk is a
network breakdown. However, a more plausible outcome may be that users will
abandon the network before that happens. In effect, spyware has the potential to
overthrow the positive aspects of belonging to a large network, and network
owners should therefore be very careful about permitting such programs in
applications and on networks. 
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Abstract. On the Internet, digitally active small and medium sized enterprises
(SME) face numerous security risks. When SMEs join networks, business ideas
and malicious activities may interfuse. E-mail marketing, remote control and
information gathering are replaced by spam, virulent programs and spyware. In
this paper, we use the concepts of information ecosystems to describe a security
model where, as a background, humans are presumed to act as Machiavellian
beings, i.e., behaving selfishly. Based on this notion, we analyse behaviours initi-
ated by network contaminants and their effects to an entire ecosystem. The con-
tribution of this paper is the security model, which permits a comprehensive view
on the risk environment in virtual networks (like the digital SME community).

1 Introduction

On the Internet, there are numerous insufficiencies, vulnerabilities and threats
that in accumulation make it a very risky environment to conduct business oper-
ations in [1][14][24]. Even so, the European Union (EU), with support from
organisations representing small and medium sized enterprises (SME), advocates
that SMEs should adopt into digitalisation, i.e., connect their businesses to the
public Internet [9]. But, the rising occurrence of network contamination or mali-
cious software (malware), e.g., virulent programs, spyware and unsolicited com-
mercial e-mail messages (spam), pose a great risk for the success of the intended
SME digitalisation. 

This paper attempts to capture the current risk domain for SMEs by introduc-
ing a new security model inspired through theories of evolutionary biotic ecosys-
tems. The security model, here applied on the digital SME community, illustrates
a comprehensive view of risks, countermeasures and consequences to an entire
system or society. Even though the security model is applied on the European
SME scenario, it may also be applicable to other communities or networks.

This paper is organised as follows. First, we begin with the background pre-
senting the current state of SME operations in Europe. In Section 3, we give
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three examples of common malware problems that occur on the Internet, and
that in combination, add to the increasing network contamination. Then, we dis-
cuss the analogy of the SME community as an evolving information ecosystem.
In Section 5, we present the conceptual view of the security model, and in Sec-
tion 6, we apply it on the SME scenario. Then, we discuss the model, its applica-
tion and possible effects on the SME community. In the end, conclusions are
presented.

2 The SME Community

The SMEs within Europe represent a vast majority of the enterprises and are the
main source for developing new products and services [11]. Within the EU, there
are 20 million SMEs, of which most hold less than ten employees per company
[13]. In comparison, there are 40.000 large enterprises with more than 250
employees in the entire Europe. 

As a new strategic goal, the Lisbon summit1 manifested that, by year 2010, the
EU should be the most competitive and dynamic knowledge-based economy in
the world [10]. In order to reach such a goal, it is clear that it is within the sector
of SMEs that the joint efforts must be put. The key to growth is through digital-
isation of business concepts and processes [13]. In this context, Information
Communication Technology (ICT) innovations are imperative enablers for tech-
nological progress and economic expansion. ICT innovations bring new markets,
re-organised and increased value chains, and the manufacturing of novel services
and products. 

The wanted effects of digitalising SMEs are increased efficiency and produc-
tivity [9]. Then, the abilities to expand value-chains, develop new products, ser-
vices and markets also grow. With the adoption of digitalisation, experts predict
other advantages to the SMEs, such as, e.g., sharing customers, expertise, mar-
kets, and costs [9][13]. Minimising disturbance costs and risks, yet maximising the
value of resources and processes are, in this view, imperatives for any SME.

As it seems, only fragments of the SME sector have adopted or plan to adopt
to the digital economy [26]. The reasons for rejecting digitalisation are both
numerous and diverse (e.g., depending on core business operations, language bar-
riers, IT-resistance and business culture) [20]. However, in reality, most SMEs
lack digital alternatives that consider standardised and cost-efficient digital busi-
ness processes that are usable to the everyday activities [9]. According to the EU,
one important factor in this setting is the enforcement of IT-security [26]. 

IT-security is an area of strategic, operative and systemic importance to any
SME aiming for digitalisation. In principle, all information on the public Internet
can be made publicly available. In turn, this raises questions of business confi-
dentiality, integrity, availability, intelligence and corporate privacy. In this setting,
there is therefore a great need for knowledge as well as useful and cost-efficient
pragmatic solutions [26]. 

Today, most of the SMEs that are digitalised are not primarily distributing dig-
ital products and services, but use the public Internet as means for conducting

1. A two-day economic summit with senior ministers from all EU-member coun-
tries that was held in Lisbon, Portugal, on March 23rd-24th, 2000.
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business activities (e.g., marketing, customer communication, etc.) [12]. Due to
its nature, the public Internet contains numerous threats, weaknesses and insuffi-
ciencies that in accumulation make it a very risky environment for companies to
conduct their businesses in. So, the public Internet is not really the best place to
go when wanting to digitalise businesses. Assuredly, it is really the only setting
with high availability and low adoption costs, yet fit for customer marketing and
communication. The digital SME community wants to be able to participate in
the public Internet, and at the same time they want reliable and secure systems
for business operations [12]. 

3 Network Contamination

Large virtual networks (like the Internet) may be exposed to negative feedback
[2][23], or as we prefer to call it; network contamination2, which bring about signifi-
cant risks and severe consequences to all of the network participants. In example,
hidden malware may employ a network and its range for distribution purposes,
and selfish actors may abuse the network for the spreading of spam. 

In effect, there is a distinction between the two major categories of unwanted,
or unsolicited malware. In the first category there are pure malware programs,
i.e., those that are distributed solely with a malicious and/or destructive purpose.
In this category, we typically find virulent programs, worms and Trojans. Nor-
mally, this category poses threats to security, capacity and stability of systems and
networks. In the second category, we find such malware that is only partly dis-
tributed with a malicious intent, but mainly with a commercially-driven purpose.
Typically, this software category includes, e.g., spam messages, spyware, adware,
and browser helper objects. Even though these sorts of commercially-driven
software usually also impose threats to system and network security, capacity and
stability, their main cost is that they invade the privacy of the users. 

A distinction such as between the malware categories may be helpful when
analysing the risk domain for Internet users (such as digital SMEs) in order to
implement security measures. For an SME, the consequences of being exposed
to purely malicious software may be loss and/or tampering of data and system
resources, unnecessary costs for network and system maintenance. Exposure to
commercially-driven malware may be loss of sensitive corporate information,
breaches in copy-right, unnecessary costs for network and system overload, and
privacy protection. However, as we shall see later on, pure malware can be used
in business strategies, and commercially-driven malware can be used for purely
malicious actions.

Of course, the occurrence of any kind of malware is not beneficial when build-
ing a secure and stable digital SME economy. However, risk is the cost for doing
business, so it is really not possible to eliminate all malware risks. Instead, knowl-
edge and awareness must be gained so that the risks could be managed to an
acceptable SME level. 

2. The word “contamination” is used by anti-virus companies in order to describe 
malware programs causing unwanted and negative effects to networks and com-
puters. We use the concept in conformity with this view, that is to describe when 
certain software pollute or litter information ecosystems.
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In summary, ensuring security for SMEs participating in virtual networks is
critically important if the positive effects of adopting into new technologies are
to arise. But the security domain facing digital SMEs is not easily understandable,
therefore we attempt to capture the security challenges at hand by using the com-
plexity of a wide-ranging information ecosystem as an analogy. 

4 SMEs and Information Ecosystems

One way to model the digital SME community is to regard it as an emerging
information ecosystem similar to a biotic ecosystem. The structure of such an
ecosystem is basically determined by interactions between actors and the envi-
ronment, and by interactions between different actors. An ecosystem is able to
adapt to changing conditions, can easily scale up or down, and has an openness
and universality. The process that shapes the patterns of actors within an ecosys-
tem is called natural selection [28]. The human mind may be examined using a
Darwinian explanation [7][15], which we further on will describe as a Machiavel-
lian intelligence. Successfulness for the single participant rather than loyalty
towards the system will be favoured, i.e., we should expect selfish, vigilant behav-
iours among actors. Cooperation, belonging to a business group and so on, must
hold some expected future advantages for the actor compared to being alone.

Like an information ecosystem, the digital SME environment has an openness
and can quite easily scale either up or down with the adoption of new technolo-
gies. Also, the fact that SMEs act in a commercial setting, where economic cli-
mate shapes the patterns of the actors, makes it resemble the process of natural
selection within an ecosystem. 

The inhabitants in a digital surrounding are the services and products acting
on behalf of the companies and of the humans. In this analogy, digitalised SMEs
take part in a global information ecosystem, the Internet, that consists of suppli-
ers and customers acting as malicious and selfish actors. For the local SME, this
means that, besides conducting ordinary business activities with companies and
customers, it has to take the “misbehaving” of other actors into consideration.
Expressed in terms of natural selection, cooperation must hold some degree of
advantage compared to acting alone for the enterprises, because self-interest is
universally and essentially favoured [4][5][29].

Today, script-kiddies, crackers, criminals and possibly also rival competitors
form the “malicious and selfish society”. On the Internet, the number of suc-
cessful attacks has increased, and the amount of computers and servers breached
by intrusions have augmented [14]. Specifically, this means an accentuation of
risks for SMEs, and for SME services and products. In conclusion, the actors
and inhabitants of the ecosystem are at risk.

As will be further examined in Section 5, trust (which is a necessary compo-
nent in any relationship, physical or digital) is problematic to ensure in a growing
virtual network. Therefore, the security of an SME business partner becomes a
prioritized concern. Because, even though good intentions and trust may be in
place between SMEs, an SME cannot always trust its partners. A virus may use a
partner’s e-mail address list to distribute itself to the contacts on that list, and
thus infect the customers and business partners of that SME. If so, there will be
problems recognising a trusted sender from a distributor of virus or malware.
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The insecure settings of a business partner will therefore cause security problems
to all parties in the environment. The increasing occurrence of new malware
technologies distributed by malicious and selfish actors make the elements of risk
both apparent and urgent. 

5 A Security Model within an Information 
Ecosystem

To describe the dynamics within an information ecosystem, a security model is
outlined in Figure 1. In summary, the model describes how selfish actors take
part in an escalating competition and/or enhanced exploitation over resources
that result in settled conflicts, chaotic ecosystem breakdown or in the implemen-
tation of legislative solutions. In the model, we use and discuss the concepts of
Machiavellian beings, Arms Race, the Tragedy of the Commons, and the Red
Queen effect3.

Instead of further examining the desires and intentions of the actors, we anal-
yse the selfish environment within the ecosystem. Of course, actors may be sepa-
rated into trusty users versus malicious attackers, or malicious behaviours into
business strategies versus intrusion attempts, but the comprehensive dynamics
are more easily seen without this restriction.

5.1 Actors
The basic setting in the security model is constituted by actors equipped with
Machiavellian Intelligence, i.e., bringing out self-interest at the expense of others [8].
We must consider the dynamics caused by such selfish behaviours, and a friendly
digital surrounding should therefore never be expected. SMEs are managed by
humans, and humans are, as a result of the evolution, competitive and selfish
actors. In this sense, the neighbours of a Machiavellian being are also behaving

Consequences
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effect
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Arms Race
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digital
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Figure 1. The Security Model

3. The model is further explained in Section 6.
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selfishly. In contrast to the physical world, it is more convenient to abuse a virtual
network in order to commit crimes and frauds, due to, e.g., anonymity, technical
superstructure and lack of limited physical distance. 

5.2 Behaviours
The consequences of behaviours within a selfish surrounding may either be an
escalating competition or an enhanced exploitation over accessible resources
within the ecosystem. In accordance to biological ecosystems, we introduce
Arms Race or the Tragedy of the Commons for these activities respectively.

The skills of the actors are refined through an evolutionary competition called
an Arms Race [3][21]. An Arms Race between actors, either humans or digital
inhabitants, or between groups of actors signifies that the (antagonistic) activities
made by one group are retorted by countermeasures by another group, which in
turn makes the first group react, and so on. This property may act as a self-
adjusting quality set to improve an information ecosystem over time. On the
Internet, there are numerous examples of Arms Races, which we will come back
to in Section 6. 

If common resources (e.g., bandwidth, e-mail media) are misused by a selfish
actor, a Tragedy of the Commons situation may occur [16]. The Tragedy of the Com-
mons describes an event where the costs caused by the actions of a selfish indi-
vidual are shared by all participants, while the selfish individual gets all benefits
from these actions. In such a competitive surrounding, there is an obvious risk
that the majority of the individuals will get worse off. Thus, a common solution
should in the long run favour everyone, because the alternative is a breakdown. 

5.3 Consequences
The resulting stage of an enhanced resource exploitation may be the Red Queen
effect [21][27]. This expression stems from what the Red Queen said to Alice (in
Wonderland): “here, you see, it takes all the running you can do to keep in the same place”.
In effect, the Red Queen means that each business must evolve as fast as it can
merely in order to survive. The Red Queen effect is represented by three possible
outcomes, namely settled conflicts, chaotic ecosystem breakdown or the imple-
mentation of legislative solutions. In Figure 1, the arrows indicate plausible con-
nections between behaviours and results. A dashed arrow indicates a metalevel
solution to the problem, i.e., a solution derived from parameters outside the
model.

From a biotic ecosystem’s point of view, Arms Race normally means a settled
conflict where each actor or group of actors find a suboptimal solution, i.e.,
Arms Race tends to act in the background. In other words, a refined balance
between antagonists restrain the actors from misusing the system. 

On the Internet, a company or a service that is not evolving with the same
pace as its competitors is being out-manoeuvred by market progress, i.e., the
breakdown of a Tragedy of the Commons or an Arms Race situation occurs. The
same is true if commercially-motivated or purely malicious actors exploit
resources as a consequence of the Tragedy of the Commons situation.

In the security model, distributed solutions like “informed actors” or “free
market forces” would not essentially improve the utility of the ecosystem. Such
solutions are based upon the (contradictory) selfish actors or the activities
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already mentioned above. Instead, legislative solutions, where demands are initi-
ated, are needed. Although, such a solution is strictly speaking outside the model
since it is not regulated as a natural consequence of the activities within the eco-
system. Instead, legislative solutions are regulated by fabricated (as opposed to
natural) authorities. In addition, the success of such a metalevel solution is hard
to foresee without knowing all the details of the legislative alternatives. 

6 The Security Model Applied on SMEs

In this section, we explore three examples of network contamination where mali-
cious activities are realized by selfish actors that abuse a virtual network (such as
the public Internet) for their own good. Two of the examples (spam and spy-
ware) belong to the commercially-driven software category, whereas the third
example (virulent programs) represent purely malicious software. However, even
though purely malicious software usually is not designed with a commercial
intent, we have seen that pure malware also can be used in order to complete a
commercial plan. Albeit a virus generally is designed to create chaos in a system,
that chaos may very well be an important ingredient in a commercial strategy ini-
tiated by a rival competitor. 

So, in this setting, one common property for the three examples is that neither
one of them are solely designed and distributed for malicious purposes only,
instead they are parts of comprehensive business strategies represented by bil-
lion-dollar industries. Here, we use the theory of information ecosystem and the
security model to analyse these phenomenons (see Figure 1).

6.1 Spam and the Distribution of Advertisements
During mid 2004, the total spam rate reached 70 percent of all e-mail messages
that traversed the Internet [14]. Calculations indicate that on the average, each
spam needs 4.4 seconds for handling, i.e., reading and deletion [14]. With the dis-
tribution of 20 billion spam messages per day, an astronomical, accumulated 25
million hours are needed for the handling of spam. According to reports, a single
spammer may hold up to 200 million e-mail addresses, to which transmission is
conducted with a very limited extension of means. So, a vast distribution of spam
may be performed by only a small number of spam-senders. 

Spam distribution, or as some marketers prefer to call it; e-mail marketing, is
an important ingredient in marketing strategies. To SMEs, sound e-mail market-
ing (in contrast to bulk spam distribution) could be a highly cost-efficient
method for conveying offers that could allow an SME to reach a substantially
large amount of potential customers. But today’s mass e-mailing is littering the
Internet and thus contributing in the adding of network contamination. 

6.1.1 Machiavellian Spammers
Currently, spam messages are mainly distributed as parts of comprehensive busi-
ness strategies (i.e., with selfish purposes). A few network participants use the
availability of an entire network for their own good, with no regards to whom
that must carry the consequences. Due to that spammers primarily take them-
selves into consideration, they are behaving as Machiavellian beings.
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6.1.2 Spam and Arms Race
Spam may invade computers as a result of an Arms Race. Spam-filters and lists of
blocked accounts and servers may reduce the amount of spam, but spammers
hiding their intended message and the occurrence of more effective data-harvest-
ing methods may instead increase the rate of spam. Arms races force anti-spam
measures to evolve as a result of spam activities, which in turn make the spam-
mers react, and so on. In this light, as users, SMEs probably accept false posi-
tives, but true negatives are unacceptable, i.e., they do not take the risk of
throwing away an important message even though the vast majority of e-mail
messages are spam. 

6.1.3 The Tragedy of the Commons
As a result of the Red Queen effect, spam messages do not pay their own costs
[18]. This is a Tragedy of the Commons situation where a single spammer may
violate the use of bandwidth, storing capacity or in the end the whole virtual net-
work. As long as the costs for spam activities are shared among the entire net-
work, there are no real incentives for a spammer to stop. 

6.1.4 The Red Queen Effect
There is a risk that computer applications may become inapplicable as a result of
heavy spam messaging activity. According to the Red Queen effect, an applica-
tion under attack must evolve as fast as it can merely to survive. If the proportion
of spam messages exceeds a critical limit, users may find it inconvenient to use e-
mail systems over the Internet. Most spam messages are automatically generated,
but removing them is done manually (if we do not dare to rely on spam filters).
Human capacity is the same today as yesterday, so a hundredfold or a thousand-
fold expansion of spam traffic may render in that the whole e-mail application
collapses, i.e., as chaotic breakdown in the security model. For SMEs, this would
mean that sound e-mail marketing is nothing but an elegant economic theory.
Settled conflicts would also be a potential solution, but if such a scenario is to be
effectuated the very source of spamming must be removed, i.e., the economic
incentives for spamming must be eliminated. As the Internet is constructed, this
is not a plausible outcome. One solution that, to some extent, has been effectu-
ated so far is the implementation of legal impediments [6], but observations indi-
cate that these initiatives are not powerful enough to set aside spamming [18].

6.2 Virulent Programs with Business Intentions
During the summer of 2003, Sobig.f infected 200 million e-mail messages across
the Internet during its first week of activity. Estimates indicate that Sobig.f
impacted 15% of large corporations, and 30% of SME organisations. Sobig.f was
the biggest/virulent virus over the last four years [1]. Due to that Sobig.f also fit
the properties of a worm, it infected the host computer when an enclosed file
was opened by the user. Inside the computer, Sobig.f used addresses from the
local address book for further spreading [1]. As part of the payload, harmful soft-
ware was downloaded and installed on the infected computer, which then per-
mitted further installations of new malware and reconnections of network traffic.
The original idea behind Sobig.f was to install a spam proxy-server on the tar-
geted desktop in order to use the infected computers as distribution nodes over



PAPER 5 101

the Internet [1]. However, this step was not completed because of that too much
attention drawn made it impossible for the virus to operate secretly in the back-
ground. In this context, Sobig.f is an example of how purely malicious malware
may be used as a part of a business strategy. 

In general, a virus has no utility to an SME (in opposite to what might be the
case with spam), and therefore it can only be considered a cost for belonging to
the network. Even so, virulent programs are more common than ever and they,
in accumulation, seriously contribute to network contamination.

6.2.1 The Machiavellian Virus Makers
In the digital environment, there are Machiavellian humans acting not only as tra-
ditional hackers, but also as cunning businessmen. As the Sobig.f example shows,
a virus may consist of, not only the distribution mechanism and the payload pro-
cess, but also of a comprehensive business idea (the installation of spam proxy-
servers). Like spam, virulent programs are typically developed and spread for
selfish purposes.

6.2.2 Virus and Arms Race
The ongoing Arms Race facilitates a reaction within hours from anti-virus soft-
ware companies. So, if, for instance, an SME has invested in qualified security
software, a regularly upgraded anti-virus protection should solve the immediate
and realized threats. However, history has shown that for every successful anti-
virus protection, there is a new successful virus, and so on.

6.2.3 The Tragedy of the Commons
A distributor of virus uses the network for spreading virulent programs with lit-
tle regards to the infected parties. The usual model for a virus is to infect as many
nodes on the network as possible in the least conceivable amount of time. Even
though some attacks may be directed to targeted parties, infections typically
strike others as well. Also, Arms Race indicates that every virus is retorted by
countermeasures taken by the anti-virus organisations. Either way, it is the gull-
ible network participants and the network service providers that carry the costs
of virus (and of anti-virus protections). 

6.2.4 The Red Queen Effect
The behaviour of virtual network neighbours are essential for local security set-
tings, i.e., even an excellent local security policy may fail in a surrounding of inse-
cure settings. In the Sobig.f example, e-mail addresses were distributed from
infected hosts, and a heavy network overload influenced all nodes on the net-
work. For both anti-virus protection and for virus programs, they must continue
to evolve in order to stay on the same place, i.e., as long as there is no great disad-
vantage for the anti-virus protection, the conflicts will be more or less settled.
Although, a serious increase of virus distribution can render in that an entire dig-
ital SME community end up in chaotic breakdown. Also, some examples of the
implementation of legislative solutions exist in the U.S. today, however, due to the
global structure of the Internet such initiatives are inevitably fruitless.
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6.3 Spyware and the Collection of Business Information
A “mistake” made by the creators of Sobig.f was its too successful spreading
mechanism. If the purpose was to install a spam proxy-server on the local com-
puter, a much slower distribution would have been preferable. A spyware without
any attention from the anti-virus community, but with full access to local com-
puters would have been the perfect tool. Reasonably, the main intention for
Sobig.f was not to damage the host, but to use it as a leverage point in order to
reach more extensive parts of the Internet. 

A spyware is a category of software that covertly gathers user information
through the user’s Internet connection without the user’s knowledge of it [19].
Typically, spyware programs are bundled with ad-supported free software [22],
such as file-sharing tools, instant messaging clients, etc. Once installed, the spy-
ware monitors, e.g., user activity on the Internet and transmits that information
in the background to third parties, such as advertising companies [25]. Spyware
usually also includes some adware components, i.e., software set to display adver-
tisements and offers to the user (adware), browser helper objects and cookies.
Also, some spyware programs act as Trojan horses allowing installation of fur-
ther malware. One of the major American Internet Service Providers (ISP) set to
measure the occurrence of spyware on the computers connected to their net-
work [24]. They discovered that the total number of spyware instances was 27.8
per scanned computer. The number of Trojans and system monitors approached
18% respectively, whereas the instances of adware were five for each scanned
computer. Also, experts suggest that spyware infect up to 90% of all Internet-
connected computers.

Potentially, a spyware could have some value in terms of allocating usable cus-
tomer information to an SME. Even so, a spyware program normally creates
problems such as that it normally imposes threats to security and privacy, and
also degrades system and network capacity [22].

6.3.1 The Machiavellian Spyware Intruder
Typically, a legal grey area is exploited by the spyware actors, since they in most
program licenses actually specify that information may be gathered for corporate
purposes. However, the usual model is to collect more information than have
been asked for [17]. Here, the only focus is to maximise the value for the spyware
distributor, rendering in selfish behaviour.

6.3.2 Spyware and Arms Race
Spyware is usually problematic to detect and remove from infected host comput-
ers since users install the carriers of spyware, e.g., file-sharing tools, on a volun-
tary basis (typically, the file-sharing tool cannot run if the spyware is removed).
Then, the message distribution part is taken care of by the spyware servers con-
nected to the file-sharing network. This could mean that spyware programs can
operate like a slowly moving virus without the distribution mechanisms usually
otherwise included, and without the detection mechanisms visible for anti-virus
programs. Today, some anti-spyware tools exist, which generally are useful for
locating spyware, however, the removal of located spyware is difficult (even for
an anti-spyware tool) since it normally is interfused with, e.g., the actual file-shar-
ing program. But, it seems that the anti-virus community has began to react on
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spyware. In combination with anti-spyware tools they may become an effective
measure in the struggle against spyware. However, the history of virus versus
anti-virus has shown that such an effort will be retorted with newer and more
advanced spyware programs, and so on.

6.3.3 The Tragedy of the Commons
Today, it can be hard to distinguish a spyware program from a virus. Even
though a virus typically is designed for destructive purposes, such properties can
also be added to a spyware. Given this, security is more and more difficult to
uphold. Even though some anti-virus tools are designed to react on spyware pro-
grams, most such applications still do not regard a spyware as a virus. In the SME
setting, an unsuccessful spyware is stopped by anti-virus/anti-spyware applica-
tions, whereas successful spyware programs continue to gather and transmit sen-
sitive information to third parties (e.g., competitors) over the Internet. In
example, by letting SMEs and their employees use commercially supported free-
ware, such as file-sharing tools, an SME faces the risk of being monitored by
potential competitors or malicious actors that selfishly use network nodes for
their own good. The consequences, e.g., in terms of bandwidth over-consump-
tion, are left to the network.

6.3.4 The Red Queen Effect
In contrast to a virus, spyware programs may operate in the background in such
a relatively low speed that they are deceptively difficult to detect and remove. In
combination with that spyware may include components set to cause destruction
in a system, the consequences may be just as dire as with a regular virus.
Although, settled conflicts may really be a reasonable solution to the spyware
problem, it may just as well lead to chaotic breakdown. Increased amounts of
spyware programs will lead to over-consumption of system and network capacity
rendering in unnecessary costs for maintenance, etc. In the end, it is the network
nodes that must share the costs. In effect, a chaotic breakdown may be the ulti-
mate result. Since spyware programs are a relatively new phenomenon, there are
no imperative legal restrictions to comment on. Albeit, should such one be
found, it is reasonable that it will face the same kind of problems as spam and
virus software legislation.

7 Discussion 

Business ideas and malicious activities may sometimes interfuse when SMEs join
networks. E-mail marketing, remote control and information gathering are
replaced by spam, virulent programs and spyware. The different examples above
converge to a more general Machiavellian business idea. Spyware enables for the
spreading of e-mail addresses that may result in the receiving of spam or in the
gathering of critical business information. A virus may install a spam proxy-
server on an unprotected computer. All together, an SME should be very careful
about storing confidential data. In many SME cases, information commodities
are more important than production capacity. Examples of this could be that sto-
len information may be used to increase efficiency and productivity in a compet-
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itor’s production processes, or that deletion or tampering with critically
important data may be devastating in terms of loss of internal values for SMEs.

Selfish actors participating in an Arms Race force SMEs to exclude security
issues from business activities. The occurrence of malware means that even
though an SME computer may be secure, a breached computer owned by a net-
work neighbour can cause harm to the SME. So, the security of a neighbour very
much becomes every network user’s concern. No single SME facing the prob-
lems of, e.g., spam messages and/or malware programs is capable of solving the
difficulties single-handed. Instead, security threats are foremost a joint problem
to larger communities, such as the EU. This is also illustrated through the secu-
rity model.

To an SME, the internal security is important, but not sufficient. Selfish actors
solve problems by introducing an Arms Race, and they may also cause a Tragedy
of the Commons situation. The successfulness of an SME network depends pri-
marily on the cooperation between the actors. So, cooperation must hold advan-
tages compared to acting alone. Because of that SMEs take part in a dynamic and
complex ecosystem, security issues should be separated from other business
activities within the digital economy. 

We could easily extend each of the network contamination examples to
include other results from the Red Queen effect. However, just as biotic ecosys-
tems, the future is not predictable because of too many unexpected circum-
stances. The security model includes necessary but insufficient information for
anticipating the future. Humans have the possibility to act on inappropriate
behaviours by restricting the positive outcome of such an activity through legisla-
tive solutions. This is not the same as stopping the selfish behaviours of Machia-
vellian actors. The Arms Race and the Tragedy of the Commons will just take
another less harmful direction. Hopefully, with the development of a digital
economy, the SMEs will benefit from our security model. 

8 Conclusions

There are two principle ideas presented in this paper. First, there is the security
model, which permits an overall perspective on the risk environment that face
large virtual networks. Second, there is the discussion concerning the three forms
of network contaminants (included in the model).

On the Internet, digital SMEs face numerous security risks. When SMEs join
virtual networks, business ideas and malicious activities may interfuse. Spam mes-
sages, virulent programs and spyware are three examples of that. We use the con-
cepts of information ecosystems to describe a security model where, as a
background, humans are presumed to act as Machiavellian beings, i.e., behaving
selfishly. The process of such an act is an ecosystem conducting an Arms Race
where selfish actors perform a Tragedy of the Commons situation that results in
chaotic breakdown, settled conflicts and/or the implementation of legislative
solutions. We use the information ecosystem and the security model to analyse
distribution of advertisements, virulent programs with business intentions and
collection of business information. One conclusion from applying the security
model to the digital SME scenario was that the risks facing SMEs is a joint prob-
lem. It cannot be faced by SMEs one by one. Instead the entire SME community
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and all of its interested parties (e.g., the EU) must join together and form a digital
environment where risks are minimised and utility is maximised. Here, our con-
tribution is a description of risk environment facing digital SMEs.
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APPENDIX Software included in the 
Experiments

1 File-Sharing Tools

BearShare, version 4.3.5.4.
http://www.bearshare.com/, 2004-11-09.

iMesh, version 4.2 Build 140.
http://www.imesh.com/, 2004-11-09.

KaZaa Media Desktop, version 2.6.2. 
http://www.kazaa.com/us/index.htm, 2004-11-09.

LimeWire, version 3.6.15
http://www.limewire.com/english/content/home.shtml, 2004-11-09.

Morpheus, version 4. 
http://www.morpheus.com/, 2004-11-09.

2 Anti-Spyware Applications

AdAware, version 6. 
http://www.lavasoft.de/, 2004-11-09.

Adware Remover Gold, version 7.2.
http://www.surfersuitesoftware.com/, 2004-11-09.

Bazooka, version 1.12.
http://www.kephyr.com/spywarescanner/index.html, 2004-11-09.

Spybot, version 1.3. 
http://spybot.safer-networking.de/, 2004-11-09.

SpyHunter, version 1.5.81. 
http://www.enigmasoftwaregroup.com/jump.shtml, 2004-11-09.

SpyKiller 2004, version 1.0.0.
http://www.swanksoft.com/, 2004-11-09.

SpyRemover, version 1.55.
http://www.itcompany.com/, 2004-11-09.
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Spyware-This, version 7.5. 
http://www.spywarethis.com/, 2004-11-09.

TZ Spyware, version 7.4.0.4.
http://www.trackzapper.com/, 2004-11-09.

Webroot SpySweeper, version 3.2.
http://www.webroot.com/, 2004-11-09.


