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Abstract
Congestion control in Signaling System #7 faces new challenges as mobile

communication systems and Intelligent Networks grow rapidly. New services
change traffic patterns, add to signalling network load, and raise demands on
shorter service completion times. To handle new demands, the congestion control
mechanisms must foresee an overload situation, and respond to it so that the net-
work can maintain high probability for successful service completion. By measur-
ing the time consumption for the initial Message Signalling Units of a service
session it is possible to predict the duration of the service session and to detect an
emerging congestion. If the predicted duration of the service session is too long,
the service session is annihilated. This is the foundation of a congestion control
mechanism that reacts fast and on information supplied by the congested part of
the network. The congestion control mechanism increases the ratio of successfully
completed services during congestion by several hundred percent.

1. Introduction
A signalling system conveys and exchanges control information within a tele-

communication network. This information is vital for the functionality of a net-
work. The first CCITT recommendations on the Common Channel Signalling
System #7 (SS7) protocol were published in 1980 and have later been expanded on
several occasions [1] [2]. The control information is contained in Message Signal
Units (signals), and a signal may be regarded as packet in a packet switched net-
work. An SS7 service in PSTN is a signalling session comprising a handful of sig-
nals between two Signalling Points via an arbitrary number of Signalling
Transfer Points. The SS7 was primarily tailored to meet the signalling demands
of telephony rather than those of data communication. Examples of basic services
in traditional telephony are call set-up and call release [1]. The signalling de-
mands of each service in telephony are well known in terms of traffic patterns,
number of signals to different Signalling Points and maximum allowed time be-
fore completion of the service session. A service’s maximum time to completion is



set by the customers’ patience, or timers in the signalling network, i.e. a few sec-
onds. The traffic pattern generated by a service is mainly determined by customer
behavior in conjunction with the service complexity.

The introduction of mobile communication systems has brought along chang-
es in the demands of a signalling service [3]. For example, the hand over proce-
dure in mobile communications must by definition be extremely fast. A mobile
station, crossing cell boundaries at normal highway speed, has very little time to
exchange essential information with the cellular network and thus perform the
switch of base stations. The duration of the signalling session of the essence, and a
vast amount of information has to be transmitted and processed during the ses-
sion. The number of signals involved in a hand over procedure is about five times
greater than that of the PSTN service call set-up in the fixed network.

The advent of Intelligent Networks (IN) will also bring changes to the de-
mands of a signalling service [4]. IN facilitates a fast creation of new services to be
implemented in the network, encompassing both call associated and non-call asso-
ciated signalling. This implicates fast changes in the signalling patterns and sug-
gests new but unknown signalling service demands. Moreover, as new services are
introduced, the number of simultaneous signalling sessions to be handled by the
signalling network increase, thereby increasing network load.

The operability of the signalling system is of prime importance in securing
telecommunication network performance. Signalling networks are commonly
over-engineered with the objective to maintain an operational state even under
extreme stress. This implies a healthy resistance to congestion caused by exces-
sive signalling traffic. Congestion in a signalling network may well be the visible
symptoms caused by signalling traffic being redirected due to failure of a network
component. In order to protect a signalling network in a state of stress a well be-
haved Congestion Control Mechanism (CCM) must be available.

The present CCM in SS7 is designed to handle congestion in signalling net-
works where telephony is the predominant service [1]. History has, on a few occa-
sions, proven present CCMs not to be flawless. Today telecommunication
encompasses a wide variety of services such as mobile communications, data com-
munications, and IN. All with new, and different demands vis-a-vis the signalling
system. Present CCMs operate in a node or a link perspective, and are thus not al-
ways able to give good response in the signalling networks perspective. All in all,
there is a need for efficient solutions for signalling network congestion control
which uses information from the entire network.

As service sessions comprise a number of signals, a service session can not be
considered as concluded until all signals have successfully reached their destina-
tion within the service’s maximum allowed time to completion. This implicates the
proportion of successfully completed sessions as a reasonably good metric for the
performance of a CCM.

Sessions of a signalling service with high real time demands which are sub-
ject to unacceptable delays may be obsolete or prematurely terminated by the
customer; in either way, they are a burden to the signalling network. It would
ease the load of the network and improve the performance of all sessions in
progress if such delayed sessions could be aborted as quickly as possible. This is



especially important in a congested network. By measuring the network delay of
single signals of a service session, it is possible to perform signalling network con-
gestion control that considers the state of the entire signalling network [5].

The objective of this paper is to investigate the possibility to detect an emerg-
ing congestion, or a congestion by using network induced delays in signalling ses-
sions and further more, to investigate a simple CCM based on predictions of
congestion in the signalling network.

2. Congestion control in signalling networks

2.1 Signalling network functions

A SS7 network is a packet switched network with the sole mission to support
the PSTN and ISDN. The signalling network is a number of Signalling Points
(nodes) and Signalling Transfer Points (transit nodes) connected via Signalling
Links (links) in a mesh structure [1] [2]. The information communicated between
the nodes to conclude a signalling service session is transported in signals guided
by a routing algorithm. In case of link outage or congestion the routing algorithm
must redirect the signals through the network in such a fashion that healthy
parts of the network is not overloaded and thus cause other parts of the network
to become congested, i.e. the robustness of the routing algorithm is not negotiable
[6]. This suggests that the properties of the routing algorithm are inseparable
from flow and congestion control in setting the boundaries for signalling network
performance. A large number of routing algorithms have been thoroughly investi-
gated and their properties are well known, all ranging from fixed routing to very
sophisticated adaptive routing algorithms. [2]

The load of the signalling network is determined by the number and the in-
formation volume of signals in transmission at a given time. This metric is unob-
tainable in a real network and thereby disqualified as a good network
performance parameter. Yet, network load originates from the number of signals
per service and the number of service sessions in progress in each node at each
given time, indicating the network load to be a function of originating node, desti-
nation node, number of signals, and processing complexity of signals of the re-
quired services. However, network induced transmission delays also give an
indication of network load, but with the problem of interpreting several “geo-
graphically” spread measurements into a metric. The average transmission delay
is easier to interpret as a metric with the drawback of having to treat it as a draw
from a statistical experiment.

A group of related services are contained in the User Parts (upper layers)
which occupy layers 4-7 in the OSI reference model [2]. The upper layers cater for
services like telephony, mobile communication, ISDN etc., each requiring a unique
set of signalling services. A node must thus be able to support an arbitrary num-
ber of disparate signalling services. The large number of signalling services crave
an efficient and systematic treatment in analyzing signalling network behavior. A
solution is to classify the signalling services due to their demands. The classes



may be derived from the demands of a signalling service session. Examples of
class properties are real time efficiency, network gain at service session comple-
tion, network loss at service session failure, the signalling network effort to com-
plete a session or the possibility to discontinue a session in progress. The classes
may easily be generalized while analyzing a signalling network.

The Message Transfer Part (lower layers) of a transit node examines a signal
in order to determine its destination, and then distributes it accordingly [2]. The
destination may well be the upper layers of the transit node itself and thus acting
as a peer in a signalling service session. The processing required in the upper lay-
ers differs greatly between signalling services and also between the individual sig-
nals of a service. The upper and the lower layer approach to the OSI model makes
it possible to model basic features of a service with a fast or a slow response from
the upper layers compared to the lower layer response time. The response time
from the upper layers may well be regarded as a class property.

2.2 Demands on congestion control

A signalling network is engineered in such a fashion that normal load repre-
sents about 25-35% of maximum load, suggesting congestion to be very unlikely at
normal working conditions. Congestions are more likely to arise from traffic redi-
rections at network component failure or by an extremely high call intensity to
one specific node [7]. A possible cause of the latter could be the IN service televot-
ing. The traditional role of CCM in SS7 is to resolve an immediate overload situa-
tion in a link or a node without any regards to the impact on the surrounding
network. The congestion is resolved by throttling the traffic with destination to
the congested area, and by rerouting traffic traversing the congested area through
other parts of the network. Traffic from a congested link is transferred to and su-
perimposed on links with normal load in an uncontrolled manner. This introduces
a probability of causing congestion elsewhere in the network, and after a few iter-
ations the entire network may suffer from congestion. A good CCM must be able
to resolve the overload situation in such a manner that the entire network bene-
fits. Further more, it must be able to foresee an emerging congestion, and to take
adequate prophylactic steps in order to normalize the situation [1].

All signalling services may not share the demands on congestion resolution.
A call set-up session can be aborted without to much customer dissatisfaction
while an aborted Short Message Service (SMS) causes great customer dissatisfac-
tion. On the other hand, a parked SMS may be completed after the congestion be-
ing resolved while a parked call set-up only will confuse the customer. The CCM
must provide service dependent behavior at congestion resolution to yield optimal
CCM performance.

To facilitate a benevolent behavior the CCM must have access to adequate
network information. This implies a vast amount of information to be communi-
cated through the network at fairly close intervals, but without adding to much
load to the signalling network. The allocation of the CCM can either be central-
ized or decentralized, with a CCM in each node. Both allocations have well known
benefits and shortcomings. Still, it seems to be a contradiction to create a good
CCM with sustained high performance.



2.3 Network delays as foundation to a CCM

A signalling service session that exceeds its permitted duration displeases
the customer and deteriorates network performance. In an over-engineered net-
work, signals of such a session has with high probability encountered a congested
part of the network. The duration of the session is a metric, revealing the state of
the network traversed by the signals of the session. The duration of recently com-
pleted sessions contain valuable information for the node in congestion detection.
Information about the duration of sessions may be used both as a parameter in a
routing algorithm or in a CCM. If knowledge of the duration of sessions was to be
obtained prior to the completion, it would be possible to annihilate sessions with
too long duration or to prevent them from at all getting started, and thereby re-
duce network load in the congested part of the network. This information is avail-
able in the nodes without the need to communicate it through the network and
thus occupying commutation resources.

With the exact knowledge of the logical content of a signalling session we can
calculate or measure the minimum completion time for a service. By comparing
the measured time consumption of the initial signals of the session with the least
possible time consumption, it may be possible to predict the duration of the ses-
sion and in the process acquire information about the network.

Signalling sessions encountering a congestion fuel the congestion, and con-
sume much time in penetrating the congested part of the network. The annihila-
tion of such a session would serve the dual purpose of reducing the load of the
congested part as well as freeing communication facilities which may be used in
other sessions. This is the foundation of a benign CCM, one that detects a conges-
tion at an early state and acts to reduce the flow to the congested direction.

3. Analysis of a simple CCM

3.1 The signalling network model

The nodes in the network model comprise both Signalling Point and Signal-
ling Transfer Point functions in the sense that all nodes may initiate or terminate
service sessions and they can all transfer incoming signals to the proper destina-
tion. The nodes are divided into two parts: the lower layers and the upper layers,
representing the OSI layers 1-3 and 4-7 respectively. Between the upper and low-
er layers there is a signal discrimination function for routing an incoming signal
to either the upper layers of the node or back to the lower layers for further trans-
port in the network.

Each layer is represented by a queue with a FCFS queueing strategy and
with the service time of the queue server being the sum of a constant time and a
time derived from an exponential distribution. This enables the processing time of
a signal in a node to be modeled as an exponential service time which is longer
than a shortest possible service time. The mean service time of the queue server
for the lower layers is always set to 1.0 time units, and this is also the basic time
unit in the investigation. The mean service time of the queue server for the upper



layers is variable to model the complexity of the processing performed by the up-
per layers.

Figure 3.1.1. Queueing model of node interior Figure 3.1.2. Network mode based
on nodes and signalling links

The network, on which this analysis was performed, is a symmetrical 20
node mesh network with four links per node. Fixed routing has been employed in
such a manner that all signals traversing the network from node A to node B have
used the same route. A signal from node B to A may have used another route. Sig-
nals may pass up to three nodes in order to reach their destination, and thereby
interact with a total of five nodes.

The network has been subject to call intensity from an exponential distribu-
tion, and the originating and destination nodes have been drawn from a uniform
distribution and thereby creating a uniform network load. All analyses have been
performed with the network in a steady state.

We have considered a service to comprise 20 signals, i.e. 10 “round trips” be-
tween the nodes. This service session is longer compared to the service call set-up
in PSTN but shorter compared to the same service in mobile communications.

Service properties have been collected into service classes. A session has
been assigned a class through a draw from a uniform distribution. Real time de-
mands, ranging from very high, to none, have so far constituted the sole class
property. Only two classes where allowed to coexist in our simulations.

3.2 The congestion control mechanism

Assuming that a session comprise a sequence of signals between two nodes,
it may be possible to predict the total duration of the session by measuring the
time consumption for the first two signals, one in each direction, between two
nodes. Most services have a maximum allowed completion time, and if not con-
cluded within the allowed completion time the session will be obsolete and of no
value to the network. The annihilation of sessions for which the first two signals

Lower layers
Routing

Upper layers



consume more time than an allowed fraction of the allowed service completion
time, could be the embryo of a simple signalling network congestion control algo-
rithm.

An investigation reveals high correlation between the time of exchanging the
first two signals and the total duration of the session. Linear regression analysis
gives an r2 in the order of 0.9. This makes it possible to make a good estimation of
the total duration of a session, and to predict how it will meet its real time de-
mands.

A good prediction of the duration of sessions also makes it possible to detect
an actual or an emerging congestion with good accuracy since session duration is
closely related to network induced delays of signals and thereby related to net-
work load.

Figure 3.2.1. Linear regression analysis of the duration of a session and the
duration of the first two signals of that session.

3.3 The metric

We have used the session completion ratio, i.e. the number of sessions com-
pleted within their allowed service completion time divided by the number of all
generated sessions, as a metric. The metric discloses the probability for a session
to fulfill its mission as requested by the customer, and is thereby closely related to
that part of customer satisfaction that is derived from network performance.

3.4 Numerical results

The impact of the algorithm is negligible at normal network load and in-
creases dramatically with network load. In other words, it does not interfere with
the network under normal working conditions, i.e. a normalized network load be-
low 0.5, but steps into action when a congestion arises. The simulations reveal im-
provements of up to 500-600% in the session completion ratio at normalized



network load of 0.95. Varying the mean upper layer response time, the time scales
alters, but the general behavior of the algorithm remains. This suggests the CCM
to be robust in terms of the processing complexity required in the upper layers.
Longer upper layer response time gives comparatively less time of the session du-
ration to be spent in the lower layers and thus yields less to network load. The
node processing is thus more evenly spread between the two layers in the node.
The upper layer response time is 10 times greater in the right diagram below com-
pared to the left diagram. Normalized network load is 0.95 in all figures, and
times are normalized with respect to shortest possible session completion time.

Fig. 3.4.1. Maximum gain in the session completion ratio of the proposed CCM
(upper lines) compared to a network without CCM (lower lines). The central
line in each group represents the mean value and the others represent the
95% confidence intervals.

Congestion control already exists in SS7 and it has some impact on the sig-
nalling network. The proposed CCM challenges the existing SS7 CCM and a com-
parison between the two is inevitable. The SS7 CCM is based on traffic
information sent between nodes in Link Status Signalling Units, which are inter-
nal SS7 administrative signals [2] [7]. The information can originate from the sig-
nalling link layer levels or the User Part levels and concerns the state of the input
buffers to these levels. The receivers of the information have then to take proper
action either to cease or throttle the signalling towards the congested node. Affect-
ed signals and sessions are discarded or terminated as quickly as possible. A mod-
el of the SS7 CCM functions above mentioned was incorporated into the studied
model. After finding the optimal buffer sizes for the SS7 CCM model it was possi-
ble to conduct a comparison between the two CCMs. The result is given in figure
3.4.2 and the session completion ratio for a network without CCM is also shown in
the diagram.
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Fig. 3.4.2. Maximum gain of the proposed CCM (upper line) and existing con-
gestion control in SS7 compared to network behavior without congestion con-
trol (lower line). Upper layer response time is equal to the lower layer
response time. The 95% confidence intervals are within +/- 0.04 of the CCM
curves.

The algorithm favors sessions with low time consumption. In our model, it is
the time spent in the queues of the nodes that causes delay to a session, since
transmission times are neglected. Hence, the delay experienced by a particular
session depends on the number of nodes traversed and on the present congestion
in each of these nodes. All sessions benefit from the proposed CCM, regardless of
the number of nodes traversed to reach the destination node. At medium and long
allowed session completion times the CCM will respond in a fair manner. Never
the less, the CCM favors sessions with few traversed nodes at short upper layer
response, but this effect is less noticeable at long upper layer response time.

Fig. 3.4.3. Gain of proposed CCM as a function of the number of traversed
nodes. The 95% confidence intervals are within +/- 0.2 of bar height. Normal-
ized time in both diagrams is 4.5 t.u.
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The probability for a session to encounter a node with high load and thereby
being delayed, increases when the signals of a session traverse many nodes. At
short allowed service completion times, the gain for sessions that traverse many
nodes is therefore greater than for sessions that traverse few nodes. This effect is
not noticeable at long assigned service completion times.

The two diagrams in fig. 3.4.3. have both identical normalized allowed ser-
vice completion time. This may give an impression of great differences between
the two, but the time scales are not compatible. A better interpretation of the dia-
grams is to consider them as representatives from a short and a medium allowed
service completion time. This is also applicable to fig. 3.4.4.

Fig. 3.4.4. Two classes. Gain of not annihilated class when the other class is
annihilated. The allowed session completion time is 4.5 normalized time units
in both diagrams. The 95% confidence intervals are within +/- 0.05 of the
curves.

The positive effect of the algorithm remains, but is weaker if all service class-
es can not be annihilated. Roughly expressed, a linear relationship is discernible
between the fraction of generated sessions that can be annihilated and the im-
provement expressed as a fraction of the maximum improvement. This is applica-
ble as long as a good proportion of the sessions can be annihilated. If only a small
fraction of the sessions can be annihilated, the algorithm yields very little for
these sessions.

There is a substantial gain for a class that can not be annihilated (class 2)
when other classes can be annihilated. The gain for class 2 is large even though it
constitutes a large fraction of all started sessions. This indicates that the annihi-
lation of a few sessions have great impact on network performance.

Figure 3.4.4. also reveals that the linear relationship in improvements also
applies to class 2. The gain of the session completion ratio for class 2 increases at
a given annihilation time as the fraction of class 2 decreases, thus leaving more
sessions to be annihilated. The gain for class 2 is also proportional to the increase
of the fraction of sessions that can be annihilated.

Upper layer processing times do not seem to affect class behavior.
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4. Conclusion
The work demonstrates the possibility to use information derived from the

traversing time of the signals in an SS7 network to gain knowledge of network
performance, and thereby detect congestion. The information may also be used to
design a signalling network CCM that operates independently of applications, and
independently of nodes.

A simple CCM that predicts the session duration from the initial signals of
the session, and if the duration is found to be too long annihilates the session,
shows great improvement on network performance at congestion. The proposed
CCM steps into action when a congestion is detected and reduces the load in the
proper directions while being fair to all service classes and to services traversing
any number of nodes.

The proposed CCM has proven, in fair competition, to be superior to the ex-
isting CCM in SS7.

5. Future work
The studied CCM is very crude and it can be refined in a number of ways.

One way is to monitor sessions initiated in the same node within a given time
span. With information about the number of sessions, destination and service
class, it would be possible to mould a more complete picture of the congestion
state in the network and thus enhance the performance of the CCM. The monitor-
ing function incorporates a memory into the CCM.

The CCM can not be expected to reveal all possible flaws or benefits unless
studied under more realistic circumstances. The assumptions in this paper of a
symmetrical mesh network in a steady state, and with uniform service call inten-
sity distribution over the nodes, constitute only a small fraction of possible work-
ing conditions for a signalling network. A thorough investigation of the CCM
performance must include an unsymmetrical signalling mesh network exposed to
transient load and non-uniform service call intensities. Focused overload must
also be investigated since most congestions are located to a small part of a node in
the network.

A real service comprise more than two nodes, and the signals traverse the
network in a less straight forward manner than anticipated in this paper. This
makes it more difficult to predict service session durations, and this will also
make CCM performance to diminish.

The service classes may easily be developed in more detail, especially with
respect to real time demands. For instance, a service like the SMS in GSM may
well be parked at congestion, and after congestion resolution still be completed to
customer satisfaction and yield a higher service completion ratio. Class properties
may also include network cost at annihilation, a sort of service priority, and there-
by creating a graceful degradation of signalling network capabilities while opti-
mizing customer satisfaction at congestion.

Finally, in order to create good routing algorithms and CCMs, a good metric
for signalling network performance is a necessity.
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