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A selfish agent is like a “lemon”, 
something distasteful, disappoint-

ing or unpleasant, but....

a selfish agent is also a healthy 
lemon fruit, preventing illness and 

refreshing a meal

put together in a multi agent society 
they form a beautiful lemon tree
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Abstract

The main topic of this thesis concerns the study of how conflicting
interests of software agents within an information ecosystem may cause
cooperative behavior. Since such agents act on the behalf of their
human owners, which often act in their own interest, this will some-
times result in malignant acts. Different types of models, often inspired
by biological theories such as natural selection, will be used to describe
various aspects of such information ecosystems. We begin by adopting a
game theoretic approach where a generous and greedy model is introduced.
Different agent strategies for iterated games are compared and their
ability to cooperate in conflicting games are evaluated in simulation
experiments. The conclusion is that games like the chicken game favor
more complex and generous strategies whereas in games like the pris-
oner’s dilemma, the non-generous strategy tit-for-tat often is the most suc-
cessful. We then use models based on a surplus value concept to explain
antagonistic group formations. The focus is on systems that consist of
exploiter agents and agents being exploited. A dynamic protection
model of access control is proposed, where a chain of attacks and coun-
termeasures concerning the access are measured. This process can be
described as an arms race. It is argued that arms race is a major force in
the interaction between antagonistic agents within information ecosys-
tems. Examples of this are given in several contexts such as peer-to-peer
tools concerning anonymity and non-censorship, using agents for send-
ing or filtering out mass distributed advertisement e-mails, and finally for
describing the fight against viruses or spywares.
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Ten years ago, 1991, I resumed my academic studies at the University of
Karlskrona/Ronneby (HK-R), 15 years after a B. A. within natural sci-
ence. In 1994 I started my Ph. D. studies at Lund University Cognitive
Science department. Because of a previous interest in biology it was
natural for me to choose a combination of computer science and biol-
ogy. In 1998 I finished my studies at Lund University with a Licentiate
thesis entitled Evolutionary Models in Multi-Agent Systems.

Meanwhile I had changed my occupation from being a teacher in
ecology at a residential college for adult education, to education and
doing research studies at Blekinge Institute of Technology, former HK-
R. I decided to continue my academic studies towards a doctoral degree.

The licentiate thesis is an intermediate link to the doctorial thesis. I
have chosen in this thesis not to repeat most of the discussion about
evolutionary biology and cognitive science, but the basic ideas are still
present. Instead I have concentrated on game theory and multi agent
systems. The arguments concerning game theory is refined in paper I
and II and a new topic concerning conflicts among agents in multi
agent systems is presented in paper III, IV, V and VI. 

The all-pervading theme in this thesis is to look at selfish agents
which may form antagonistic groups. By using models from economics,
computer science and especially evolutionary ecology a view of how to
settle the conflicts is suggested. This twofold view considers both a
basic antagonism and a necessary cooperation.

Preface
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Throughout the thesis I use “we” instead of “I” because all the
papers included have gone through a revision process. Although the
basic view presented in paper I to VI belongs to my special interests, a
lot of people have been involved for drawing up new versions. Most
papers have been rewritten many times before the final version of the
papers. This process has continued during the final work of the thesis.
The presented papers are based on but are not identical to the pub-
lished papers. Layout and grammar has been corrected, but also more
distinct formulations of the ideas are included.

So, I am deeply indebted to many persons who have been co-
authors, reviewers, and helped me proof-read the thesis, but also pro-
vided more general help, support, and encouragement throughout my
work with the thesis.

First I want to express my gratitude to my supervisor Paul Davids-
son for his careful directing and for stimulating discussions. Whenever I
hurried too fast with an article or strayed from a computer science per-
spective, Paul was asking those essential questions bringing me back on
track. Paul is co-author of two papers in the thesis.

Many thanks to Rune Gustavsson, my examinator and also co-
author of one paper in the thesis. Rune always gives positive feedback
and introduces new ideas to my work. As a leader of the multi agent
research group he is also responsible for bringing a lot of financial sup-
port to my research studies.

Magnus Boman and Ingemar Jönsson worked as assistant supervi-
sors. I thank both of them for spending a lot of time reading drafts of
my thesis. Magnus performed the function of a very critical reader, try-
ing to find weak points in the thesis. I hope I corrected at least main-
parts of the objections. Ingemar examined the biological parts of the
thesis and is also co-author of one paper.
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the licentiate thesis. I thank Stefan Johansson (and Magnus Boman) for
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tion tool used in all these papers. Stefan is also a discussion partner dur-
ing everyday work. We are both in the position of soon finishing our
doctorial studies.

Martin Hylerstedt and Filippa Sjöberg, spent a lot of time proof
reading the thesis. They improved the grammar and language of the
thesis, which I appreciate a lot.
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1. Modelling information ecosystems 

1.1 Information Ecosystems

Advances in network-centric computing beyond present day Internet
applications point towards a 'network of interacting people, smart ser-
vices and equipment' or information ecosystems (IEs). Systems of such
complexity pose a set of new challenges to the research community, e.g.,
how to model, implement, use and maintain IEs. Models, technologies,
and methodologies based on a multi agent system (MAS) approach
towards complex distributed systems have been successful in many
respects. For instance, a MAS approach allows modelling computational
systems as societies. From this point of view it has been natural to
incorporate models from social and economic sciences as tools for
understanding and designing MAS. A success story based on this line of
thinking has been the adaptation of microeconomic theories into com-
putational markets, e.g., using computational auctions for resource allo-
cation.

Coordination is at the core of network-centric computing and MAS.
However, while most investigations of coordination have so far been
focusing on collaboration, we also have to take into account competi-

Introduction
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tion, selfish agents, and even adversaries when “studying” information
ecosystems (for a recent overview of conflicting agents see Müller and
Dieng 2000). This hostile aspect of ecosystems, as a result of natural
selection, is well studied within biological ecosystems. The main focus of
this thesis is to identify means and ways to model and investigate com-
petition and antagonistic behavior in IEs, especially models where
antagonistic individual behavior can strengthen the robustness of the
ecosystem as such. This is an obvious effect in biological ecosystems
when using an individual-centered view (Maynard Smith 1989, Maynard
Smith and Szathmáry 1999).

The structure of an information ecosystem can be modeled as com-
posed of three different type of entities: the agents, the coordination mecha-
nisms used, and the relevant context. These concepts will be further
discussed in section 2. Contemporary models of MAS focus in general
on one of these concepts, e.g., computational market models suppresses the
context and agent perspectives, while belief, desires and intentions models
focuses solely on the agent perspective. However, in modelling crucial
aspects of conflicts and antagonism in IE we typically have to include
aspects of all three concepts. 

1.2 Research questions and models

The two basic research questions addressed in the thesis are:

1. What kind of models are useful for describing and investigating
conflicts in information ecosystems?

2. How may individual conflicting or antagonistic behaviour turn
into something that is perceived as being positive (or at least man-
ageable) in the global view of the information ecosystem?

We argue that a set of identified models, primarily from biology,
economy, and computer science, can be adapted into models addressing
those two questions. We claim that:

1. Game theory, extended with models of the agents involved and
aspects of the context, provides valuable insights on conflicts in
information ecosystems.

2. Models based on surplus value give valuable insights into the
behaviour of selfish agents in antagonistic groups.
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3. Models of arms race are valuable tools for explaining progress in
information ecosystems, not the least in global issues such as
robustness.

In section 2 we discuss the structure of information ecosystems
modeled as the agents involved, the coordination mechanisms used, and
the relevant context present. Section 3 gives a background to game the-
ory and section 4 to information ecosystems. Section 5 shows the
research methods used in the thesis, and, finally, section 6 gives an over-
view of the main contributions.

2. The structure of information 
ecosystems

2.1 Agents

Agents may be used for autonomous execution and the ability to per-
form domain-oriented reasoning. All the details about how exactly this
should be done is dependent of whether and to which extent different
properties are assigned to the agents. Russell and Norvig (1995) provide
the following definition:

“An agent is anything that can be viewed as perceiving its environment
through sensors and acting upon that environment through effectors.”

This definition depends on what we use as the environment, and on
what we mean by sensing and acting. The agent must have some reason-
ing capacity ranging from an almost negligent reasoning reactive agent to a
so-called intelligent agent. The reactive school (Agre and Chapman 1987)
avoids symbolic representation (Rosenschein and Kaelbling 1986). This
could be compared to the deliberative school which represents mental
states such as belief, desires and intentions of the agent (Rao and Georgeff
1995) or takes models from sociology and psychology (Castelfranchi
and Conte 1996).

Wooldridge and Jennings (1995) describe an agent as a hardware or
(more usually) software-based computer system that possess the follow-
ing properties
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■ autonomy: agents operate without the direct intervention of
humans or others, and have some kind of control over their
actions and internal state; 

■ social ability: agents interact with other agents (and possibly
humans) via some kind of agent-communication language; 

■ reactivity: agents perceive their environment (which may be the
physical world, a user via a graphical user interface, a collection of
other agents, the Internet, or perhaps all of these combined), and
respond in a timely fashion to changes that occur in it; 

■ pro-activeness: agents do not simply act in response to their envi-
ronment, they are able to exhibit goal-directed behaviour by tak-
ing the initiative. 

So, an agent may besides the reactive sensing and acting, be autono-
mous, goal-oriented, communicative and have flexibility.

2.2 Coordination

If the agent definition of Russell and Norvig is more specified, an agent
may be thought of as an autonomous software component which interacts
with its environment in order to achieve its tasks (Ciancarini et al. 2000).
Agents´ interactions may be described in terms of cooperation with
other agents through a predetermined interaction protocol to highly
competitive agents in a complex multi agent surrounding. We regard
most coordination models within the multi agent society to be based
upon cooperating agents constituted by social rules, rather than by con-
flicting agents trying to fulfill some self-interest.

Conflicting agents are often modeled using a game theoretic
approach, where the outcome of the interaction is described as a payoff
matrix. Normally this means a simplification of the problem studied,
i.e., the agents are supposed to have a specific outcome of the interac-
tion. If we instead try to use an enlarged model borrowed from evolu-
tionary biology, some of the dynamics in real biological societies may be
present.

Throughout this work a “conflicting” approach, i.e., an approach
based upon selfish agents, permeate the ideas of modelling an agent
society. Of course another, more cooperating, approach is appropriate
for many domains within a multi agent society, but that is not the sub-
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ject of this thesis. The main interest is about how conflicting interests
may cause cooperative behavior based on theories fetched from evolu-
tionary biology.

2.3 Context

The goals of an agent are usually provided by a human, typically its
owner. Achieving these goals may involve humans acting in a competi-
tive surrounding. We will use the following terms/concepts to describe
these competitive activities:

■ Humans with Machiavellian intelligence (Dunbar 1997), i.e., bringing
out self-interest at the expense of others. This is a manipulative
activity directed against other individuals.

■ An arms race (see Dawkins 1982 for a biological view) between
individuals or between groups of individuals, i.e., the (antagonis-
tic) activities made by one group are retorted by countermeasures
by the other group, which in turn makes the first group react, and
so on.

■ The tragedy of the commons (Hardin 1968), describes a situation
where the costs caused by the action of a selfish individual are
shared by all participants, while the selfish individual gets all ben-
efits of this action. There is a risk that everyone will get worse off
in a competitive surrounding.

■ The “red queen” hypothesis1 (van Valen 1973, Maynard Smith 1982),
i.e., each group must evolve as fast as it can merely to survive. An
advance by any one group is experienced as a deterioration,
depending on a “zero sum” condition, of the surroundings of
one or more other groups.

From a general assumption of humans (and/or agents) being selfish
and acting as Machiavellian beings, an arms race is supposed to evolve.
As a negative consequence all the agents may suffer from the activity of
a single agent (the tragedy of the commons) or a group of agents may
become extinct, due to deteriorated conditions (the red queen hypothe-

1. The Red Queen said to Alice (in Wonderland) “here, you see, it takes all the run-
ning you can do to keep in the same place”. 
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sis). A possible positive consequence is an evolving robustness for the
agent society against unexpected malicious activities.

Assuming the simplified context of a payoff matrix, a cooperative
game theoretic solution may occur as a result of competing agents.
Agents’ cooperation is explained by doing the best (selfish) choice in a
limited domain, i.e., it costs more to play defect. Cooperating games like
iterated prisoner’s dilemma, but also iterated chicken game, show the potential
of being collaboration-inducing.

In an open unlimited domain, like the Internet, an arms race may
explain advantages of cooperating. A group of agents, the exploiters,
gain a resource, the surplus value, against users, another group of agents.
A more robust solution, based on improvements within these dynamic
groups, may settle the conflict.

3. Game theory

It is easy to find situations in everyday life where people (probably
unconsciously) act from having a choice between two possibilities. In
this section we model such choices from a game theoretical point of
view. 

Nowadays, it is popular to buy a big car, like a jeep or a van, a full-
size car. A main reason for doing this is the safety aspect. If two cars
run into each other, the car with most kinetic energy and best result
from collision tests will be the less damaged. We assume a heavily dam-
aged car also means a more injured driver, if no other factors, like more
safety equipment in big cars, are taken into consideration. Two drivers
each choosing between two kinds of cars could be seen as a prisoner’s
dilemma (PD) game (Luce and Raiffa 1957; Rapoport and Chammah
1965). 

3.1 Prisoner´s dilemma and chicken game

Assume we have one small and one full-size car (Figure 1). If a full-size
car crashes into a small car there will only be small damage to the
former, but the small car will get a big damage compared to crashing
with another small car. The medium damage caused by the collision
between two small cars is less than the damage caused by the collision
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between two big cars, but this latter damage is not as severe as the small
car crashing into a full-size car. This scenario is a typical PD game.

Figure 1. Danger of collision between cars - a prisoner’s dilemma example. R 
stands for reward, P for punishment, T for temptation and S for 
sucker.

What should people do if they know these facts? From a medical
service point of view everyone should drive a small car that should
cause less injury. One single full-size car would favor against everyone
else, while a situation with only full-size cars would be bad for everyone.
Despite the increased cost of injury, when the number of full-size cars
increases, the rational solution to a PD like this is to drive a full-size car.
Comparing the full-size car at the bottom row with the small car in the
row above in Figure 1 explains this. A full-size car meeting a small car
will be less damaged than two small cars meeting each other (T < R). A
full-size car meeting another full-size car will also be less damaged than
a small car meeting a full-size car (P < S), i.e., the full-size car row
always gets better off compared to the small car row. If we are assuming
repeated crashes between cars the conclusions above are no longer true.
A strategic choice of driving a small car may be favored. This subject
will be further discussed later in this introduction.

Another kind of game is illustrated by a soccer supporter, who could
either be friendly or a hooligan. Two friendly supporters from different
teams are supposed to celebrate the soccer match, no matter what the
result is. When such a supporter meets a hooligan he has to run away
avoiding to be beaten. The hooligan “wins” his victory against the
enemy (the real value could be called in question, so let us call it a pres-
tige victory larger than the celebrations value). The real fight will hap-
pen when two hooligans meet (see Figure 2).

Unlike the previous example of full-size cars, playing hooligan will
be a very bad outcome for both hooligans, because they can really hurt
each other. Instead of being a PD this is a chicken game (CG). In a CG the
fight always costs more than running away (P<S), and there is no upper

Small car Full-size car 

Small car Medium damage (R) Biggest damage (S)

Full-size car Small damage (T) Big damage (P)
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limit for the costs joining the fight. The hooligans may actually kill each
other. 

Figure 2. Soccer supporters - a chicken game example.

In the PD there was a clear best strategy from the perspective of the
individual, namely drive a full-size car, the total number of cars being
irrelevant. In the chicken game a hooligan should consider the risk of
meeting another hooligan. The proportion of hooligans and friendly
supporters matters when trying to find the best outcome.

3.2 Optimal strategies and Nash equilibria

The two most common kind of games are economic and evolutionary games.
The first PD example could be seen as an economic game if a garage
calculated the repair costs for each of the cases. The second CG exam-
ple could be seen as an evolutionary hawk and dove game (Maynard Smith
1982), where the hooligans represents hawks and the friendly support-
ers doves. In this case the hawks need something to win, something
similar to more food resources or larger reproductive success in nature.

The concept of solution has a different meaning in economic and
evolutionary game theory, but in both disciplines the so-called Nash
equilibrium is important. Economists and most computer scientists want
to find strategies that two “rational” players would adopt. The evolu-
tionary biologists suppose that many games are played between differ-
ent pairs of animals with strategies determined by their genotypes so
that at equilibrium the fittest strategy must predominate.

In the original single play PD, two players each have two options, to
cooperate (small car), or to defect (full-size car). If both cooperate, they
receive a reward, R. The payoff of R is larger than that of the punish-
ment, P, obtained if both defect, but smaller than the temptation, T,
obtained by a defector against a cooperator. If the suckers payoff, S,
where one cooperates and the other defects, is less than P there is a
prisoner’s dilemma defined by T > R > P > S and 2R > T+S (see matrix

Friendly Hooligan

Friendly Celebrate (R) (second) Run (S) (third)

Hooligan Win (T) (best) Fight (P) (worst)
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in Figure 1). The second condition means that the resource, when
shared in cooperation, must be greater than it is when shared by a coop-
erator and a defector. Because it pays more to defect, no matter how the
opponent chooses, an agent is bound to defect, if the agents are not tak-
ing advantage from repeating the game. In CG, defined by T > R > S >
P, there is no single best outcome but a mixture between playing coop-
eratively and defecting in the single play.

The evolutionary model is primarily based on what is known as
“Nash’s Extension of Bargaining Problem” (Luce and Raiffa 1957).
Classical bargaining theory is focuses on the prediction of outcomes,
and on certain assumptions concerning the agents and the outcomes
themselves. A fair solution predicts an agreement among agents that
will maximize the sum of the agents’ utility under the assumption that
the deal will be individually rational and Pareto optimal (Nash 1950,
1953). Pareto optimality, or Pareto efficiency, means that there is no way
to reallocate resources to make any agent better off without making it
worse for some other agent: the current allocation is Pareto efficient. 

3.3 Strategic choices in iterated games

The choice between long-term cooperation and short-term advantages
of being selfish is the subject of PD-like games within game theory.
More generally, there will be an optimal strategy (playing defect) in the
single play PD. This should be contrasted to the repeated or iterated
prisoner’s dilemma (IPD) where the players are supposed to cooperate.
The difference between these kind of games may be described in the
following way: every agent wins by cooperation, but if everybody else
cooperates, the single agent will benefit by being selfish. If no one
cooperates, all will be worse off. If a play is repeated, it is harder to ben-
efit by being selfish because of an increased risk of revenge or an
increased possibility of mutual cooperation.

Axelrod and Hamilton (1981) introduced the concept of reciprocal
altruism into game theory. In two different simulations people were
invited to send in their favorite strategy in a prisoner’s dilemma game
tournament (Axelrod 1980a, 1980b). The tournament was conducted as
a round robin tournament where everyone met each other one on one. The
only known strategy for the participators in the beginning was the strat-
egy random. For both tournaments the tit-for-tat (TfT) strategy was the
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most successful. TfT starts with playing cooperatively and then mimics
every move made by its antagonist. 

In a population tournament, different strategies compete until there is
only one strategy left or until the number of generations exceed a pre-
determined limit. The proportion of the strategies depends on how suc-
cessful each strategy was in the previous generation. At the end of the
tournament there was in most cases only one successful strategy left.
Again, TfT won most of the plays and is thus a robust strategy. 

The conclusions drawn by Axelrod were that nice, forgiving strate-
gies like TfT defeat strategies playing defectively using threats and pun-
ishments. This is a remarkable conclusion because:

(i) in the single play prisoner’s dilemma defect is the winning strategy,
and

(ii) in Axelrod’s tournament, a defecting strategy always wins against
a cooperating strategy.

TfT uses the advantage of being nice and forgiving when it meets
itself. A defecting strategy wins all the struggles, but gets a low score
out of it. If there are a lot of cooperating strategies they will drive out
the defecting strategies. 

Ever since Axelrod’s presentation of his results there has been an
intensive discussion about PD. Binmore (1994) gives a critical review of
TfT, and of Axelrod’s simulation. 

“To set the record straight, it should be noted that TfT is not evolutionary
stable. In fact, no strategy is evolutionary stable in the indefinitely repeated
Prisoner’s Dilemma. Nor is it true that the operation of evolution will neces-
sarily lead to the selection of TfT. .. And it is very definitely false that game
theorists contend that a player should never be the first to defect in the indefi-
nitely repeated Prisoner’s Dilemma.” 

The two most common prisoner’s dilemma-like games are IPD and
iterated chicken game (ICG). Axelrod is generally using the same PD-
matrix for different simulations. The selection of strategies could be
done in different ways. Axelrod let different people make the choice, in
the hope of finding the most clever strategies. Strategies with different
levels of memory (looking zero, one, two, etc. steps back) may be exam-
ined, perhaps combined with generating new strategies (as a combina-
tion process of old strategies). 
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A strategy may be expressed as pure or mixed (the latter probably
more complicated), amount of memory needed, or something equiva-
lent. A complex, pure strategy with lots of memory involved may be
composed of two or more simple parts attaining a mixed strategy. 

3.4 Categorization of strategies

One categorization of strategies is based on how complicated they are,
another is to look at the actual behavior. In Axelrods categorization a
strategy is nice, forgiving, or evil and provocative, depending on the ini-
tial move and the reaction against an opponent’s move. These emotive
words make a repeating strategy like TfT become both nice and forgiv-
ing. If we instead classify strategies as generous and greedy in a certain
environment we get a measure of how often a strategy plays coopera-
tively against defect as well as defect against cooperating. In general TfT
will be even-matched in most surroundings showing its repetitive
nature.

The classification of strategies into generous and greedy is only
dependent on the set of strategies, not on which game is played. If the
set of strategies is changed (i.e., a population tournament taking place),
the classification of a strategy may change. By looking at both Axelrod’s
and the generous/greedy classification we may capture some of the dif-
ferences between IPD and ICG. 

4. Information ecosystems

In nature the robustness of the ecosystem is the result of a dynamic
interaction among individuals. Successful individuals influence the
future ecosystems by transferring characteristics from one generation to
another. The success of an individual is measured through some fitness
function. This neo-Darwinian view is maintained throughout the thesis
when discussing the basis of ecosystems. A closer analysis of natural
selection can be found in Carlsson (1998), whereas in this thesis the
emphasis is on using the biological view within information ecosystems.
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4.1 Open systems

Internet is the ultimate arena for large open agent systems. E-business
reaches a global range with an almost unlimited number of potential
actors. Instead of one unified market, the global network economy ends
up in several parts, e.g., supplier, producer, customer, technology coop-
eration, and standards networks (Castells 1996). Rifkin (2000) describes
a world where market transactions are replaced by complex commercial
networks and where holding property is less important than having
access. 

The global information infrastructure may be regarded as an emerg-
ing information ecosystem of infohabitants, or agents. Information eco-
systems are often modeled as societies of agents, i.e., MAS. A key aspect
of MAS is coordination of tasks and activities. Issues such as articula-
tion work, team formation and contracts as well as societal aspects of
obligations, norms and social order are topics of research (Durfee 1988,
Jennings 1993, Wellman 1994). In a biological ecosystem, skills and
interactions determine the success of the infohabitants. Such a system
does explain the advantage of having cooperating agents within well
performing ecosystems, by its intrinsic dynamics. A robust ecosystem will
eliminate the advantage for infohabitants of being too selfish against
the community.

There are a lot of similarities between information ecosystems and
biological ecosystems if we accept describing humans as having Machia-
vellian intelligence. Four important aspects of ecosystems are: profit,
arms race, actors’ self-interest, and robustness. The purpose is to address the
evolution of vigilant actors in information ecosystems. 

■ Profit within e-commerce is comparable to fitness within biologi-
cal systems. For example, there may be a value involved for being
“famous” that can be achieved by creating a much-used freeware
program or a well-attended web site. This fame may be trans-
formed into profit later on or be regarded as consumer values
(see below) with no real physical value involved. Real values may
be used, if the information ecosystem reflects the manufacturer
system, as an intermediate link for producing values.
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■ Arms race is a major force within information ecosystems. In one
sense this is actually positive because the ecosystem will become
more robust. If we know about complications caused by exploita-
tive agents and prepare to defend against these intruders, this is
favored compared to being unprepared.

■ Actor’s self-interest could be expressed like there is no “free lunch”
within information ecosystems. Instead of general “consumer
friendly” tools or “use-for-free” programs without any costs, we
should expect actors acting in their own self-interest, i.e., making
profit. Rifkin (2000) talks about lifestyle marketing, where big
monopoly companies literarily rule our lives from the cradle to
the grave. There is a profit interest in knowing as much as possi-
ble about every single consumer. This may weaken the con-
sumer’s position, making it easier to manipulate her/him. 

■ Robust systems assume vigilant users. One major difference
between the new information economy and the traditional econ-
omy is that the production tools are already in the hands of the
user. There is no need for owning a factory; a basic personal com-
puter is often sufficient for developing the necessary software or
web pages. Irrespective of whether the tools are viruses, spywares
or shop-bots an arms race should be expected. The dynamics
caused by the arms race may improve the web-tools and the
robustness, but may also cost the user both time and money. 

4.2 Values in information systems

We argue for using “real” values when describing the information eco-
system because of the similarity to evolutionary models of biological
ecosystems, i.e., to a model proven to be successful. In evolutionary
models the objective value natural selection describes both the progress
and the working model of the ecosystem. The idea about producing val-
ues within a global network is called in question by Holbrook (1999)
and others, introducing consumer values instead. Holbrook describes con-
sumer values as having a relationship between consumers and products
that may vary between people or change among situations, i.e., con-
sumer values have no constants for comparing values but a variable
dynamic description. Because of the lack of physical products it is hard
to find the “real” values in an information ecosystem or the “real”
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owner of the service. Infohabitants can interpret the produced informa-
tion and services differently. We will, in accordance to biological ecosys-
tems, argue both for keeping some basic constants (normally money or
profit) reflecting real values, and for examining some of the dynamics
which Holbrook underlines.

A quality of the information economy is that the value concept typi-
cally goes beyond making direct profit. In information ecosystems the
monetary approach is surely not an evolutionary cause for human eco-
nomical activity, but it facilitates a comparison between stable systems
of prices. These prices reflect a fundamental quality of the mankind
struggle for welfare as a biological being. Both ecosystems could be
treated as highly dynamic and interactive, but not without a real value.
For valid domains within information ecosystems this quality will make
it easier to analyze the dynamics compared to a consumer value con-
cept.

A robust information ecosystem may evolve according to the biolog-
ical approach. Instead of a biological long term change, a fast almost
“instant evolution” will occur. Just as a biological ecosystem, an infor-
mation ecosystem will be robust as long as the preconditions hold, but
the time scale will be different. The advantage of participating in an
arms race is not a permanent, but a transient robustness, i.e., there is no
guarantee for future successes. Agents who fail will perish or have to
improve their robustness in relation to mainstream agents. Within an
information ecosystem, those parts under attack may improve, making
future attacks less successful due to arms race. In our investigation,
agents (and their owners) are autonomous and selfish. Instead of focus-
ing on normative agents, our emphasis is on the dynamics of a compet-
itive system. 

5. Research methods

The research methods applied in this thesis includes both empirical
investigations and more formal reasoning. In some sections a system
perspective has been used, whereas in other sections a more applied
view of e.g., consumer/producer is used.

A common method for analyzing a game, which is used in this the-
sis, is to develop a simulation tool where a set of strategies can be com-
pared by playing them against each other. Most of the actual context is
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reduced by using a two-by-two matrix for describing the outcome of the
contest. This abstract setting facilitates but does not solve all the prob-
lems involved, because the number of different games and the number
of possible strategies are unlimited. There is still a need for explaining
why a certain game matrix is used or for motivating a certain choice of
strategies.

When interactions within the Internet are studied, the game theoret-
ical approach may not be the best solution because the value of many
relevant parameters is not known. Instead, “field-studies” of the traffic
flow over the Internet or end-users, peers, behavior may be examined.
We are using the same kind of idea for experimental setup as has been
used by Adar and Huberman (2000), i.e., measurements of peers’
behavior. They investigated, at a local computer, a fully distributed peer-
to-peer system. If traffic flow etc. is better measured by a centrally
placed server, the field-studies become redundant, because a centrally
captured log file by an Internet service provider will give more informa-
tion.

Finally we are proposing models from biology (different aspects of
evolution), economy (surplus values), and computer science (security
models) for describing the dynamics of agents within an information
ecosystem. The all-pervading theme is to better explain this dynamics
within an information ecosystem of competing agents.

6. Main contributions

In papers I and II the main focus will be on what game to play, what
kind of strategy wins, and how to categorize different strategies. Both
papers I and II will use a large number of different matrices to compare
iterated prisoner’s dilemma (IPD) and iterated chicken game (ICG). 

In paper I, we introduce a classification of strategies into generous
and greedy and compare IPD with ICG. A generous strategy plays
cooperation more often than its partners do, while a greedy strategy
plays defection more than its partners do. We propose that the differ-
ence between IPD and ICG can be explained by pure and mixed strat-
egy solutions for simple strategies (looking zero or one step back). ICG
will not have a pure strategy winner at all but a mixture between two or
more strategies, while IPD quickly finds a single winner. For an
extended set of strategies and/or when noise is present the ICG may
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have more robust winners than the IPD by favoring more complex and
generous strategies. 

In paper II, we investigate the behavior of strategies in the area of
conflicting games including the “generous chicken game”, prisoner’s
dilemma (PD) and the chicken game (CG). In the CG, mutual defection
is punished more strongly than in the other games, and yields the lowest
fitness. ICG favored nice, non-revenging strategies able to forgive a
defection from an opponent. In particular the well-known strategy tit-
for-tat performs poorly under noisy conditions. If we give the involved
agents the ability to establish trust, the difference between the two
major kinds of games is easier to understand. In the PD, establishing
credibility between the agents means establishing trust, whereas in CG,
it involves creating fear, i.e., avoiding situations where there is too much
to lose. This makes ICG a strong candidate for being a major cooperate
game together with IPD. 

The surplus value model in paper III is formally specified in terms
of price, profit, and group gaining functions and is applied to some
examples of societies of selfish agents in antagonistic groups. Moreover,
we show how the model builds upon labour theories of value and con-
trast it to consumer value models. This may in the future be used as a
tool for implementing a society of selfish agents in antagonistic groups,
if the domain of the agents is well defined. This could be maximal sur-
plus value for the providers, or maximal robustness for the users. 

In paper IV the focus is on the biological view on information eco-
systems. Particularily, in the analysis of information ecosystems, it is
important to take into consideration that agents may have a Machiavel-
lian intelligence. We conclude that in the interaction between antagonis-
tic agents within information systems, arms race is a major force. A
positive result of this is a better preparedness incorporated in the inno-
cent agents against the vigilant agents. 

In paper V we further analyze the arms race within information sys-
tems. When anticipating future attacks and countermeasures, both users
and exploiters will improve their methods and tools. If all possible
attacks are taken into consideration it is very unlikely that we can design
a fully protected system. Instead we should expect an ecosystem based
on arms race. The arms race is based on profit making activities. These
activities make an improvement of the information ecosystem possible.
A dynamic, evolving and robust ecosystem of autonomous agents is a
preferred and possible outcome of the arms race. 
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Finally, in paper VI, we give an example of arms race within peer-to-
peer tools. The two major concerns about peer-to-peer systems are ano-
nymity and non-censorship of documents. The music industry has high-
lighted these questions by forcing Napster, a file-sharing tool, to filter
out copyright-protected MP3 files and by taking legal actions against
local users by monitoring their stored MP3 files. Our investigation
shows that when copyright-protected files are filtered out, users stop
downloading public music as well. When former Napster users are leav-
ing for other peer-to-peer tools this causes higher bandwidth costs for
these users and in an extension increases the communication needs over
the Internet. The success of a distributed peer-to-peer system is depen-
dent on both cooperating coalitions and an antagonistic arms race.
When analyzing very large groups like the actors on Internet, it may be
possible to find patterns for the behaviors of agents in different antago-
nistic groups. 
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PAPER I

Simulating how to Cooperate in Iterated Chicken 
Game and Iterated Prisoner’s Dilemma

Bengt Carlsson

In eds. Liu, J., Zhong, N., Tang, Y.Y. and Wang, P.S.P., Agent Engineering, Series in Machine 
Perception and Artificial Intelligence vol. 43, World Scientific, Singapore, 2001 (adapted ver-
sion)

1. Introduction

In the field of multi agent systems (MAS) the concept of game theory is
widely in use (Durfee 1999; Lomborg 1994; Rosenschein and Zlotkin
1994). The initial aim of game theorists was to find principles of ratio-
nal behavior. When an agent behaves rationally it 

“will act in order to achieve its goal and will not act in such a way as to pre-
vent its goals from being achieved without good cause” (Jennings and Woold-
ridge 1995). 

In some situations it is rational to cooperate with other agents to
achieve the goal. With the introduction of the trembling hand noise (Selten
1975; Axelrod and Dion 1988) a perfect strategy would take into
account that agents occasionally do not perform the intended action1.
To learn, adapt, and evolve will be of major interest for the agent. It
became a major task for game theorists to describe the dynamically out-
come of model games defined by strategies, payoffs, and adaptive
mechanisms, rather than to prescribe solutions based on a priori reason-
ing. The crucial thing is what happens if the emphasis is on a conflict of

1.  In this metaphor an agent chooses between two buttons. The trembling hand
may, by mistake, cause the agent to press the wrong button.

I
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interest among agents. How should in such situations agents cooperate
with one another, if at all? 

A central assumption of classical game theory is that the agent will
behave rationally and according to some criterion of self-interest. Most
analyses of iterative cooperate games have focused on the payoff envi-
ronment defined as the prisoner’s dilemma (Axelrod and Hamilton 1981;
Boyd 1989) while the similar chicken game to a much less extent has been
analyzed. In this chapter, a large number of different (prisoner’s
dilemma and chicken) games are analyzed for a limited number of sim-
ple strategies.

2. Background

Game theory tools have been primarily applied to human behavior, but
have more recently been used for the design of automated interactions.
Rosenschein and Zlotkin (1994) give an example of two agents, each
controlling a telecommunication network with associated resources
such as communication lines, routing equipment, short and long-term
storage devices. The load that each agent has to handle varies over time,
making it beneficial for each if they could share the resources, but not
obvious for the common good. The interaction for coordinating these
loads could involve prices for renting out resources within varying mes-
sage traffic on each network. An agent may have its own goal trying to
maximize its own profit.

In this chapter games with two agents each having two choices are
considered2. It is presumed that the different outcomes are measurable
in terms of money or a time consuming value or something equivalent.

2.1 Prisoner’s dilemma and chicken game

Prisoner’s dilemma (PD) was originally formulated as a paradox where
the obvious preferable solution for both prisoners, low punishment,
was unattainable. The first prisoner does not know what the second

2.  Games may be generalized to more agents with more choices, an n-person´s
game. In such games the influence from the single agent will be reduced with the size
of the group. In this paper we will simulate repeated two person´s games which
enlarge the group of agents, and at least partly may be treated as an n-person´s game
(but still with two choices).
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prisoner intends to do, so he has to guard himself. The paradox lies in
the fact that both prisoners have to accept a high penalty, in spite of a
better solution for both of them. This paradox presumes that the pris-
oners were unable to talk to each other or seek revenge after the years in
jail. It is a symmetrical game with no background information.

In the original single play PD, two agents each have two options; to
cooperate or to defect (not cooperate). If both cooperate, they receive a
reward, R. The payoff of R is larger than of the punishment, P, obtained
if both defect, but smaller than the temptation, T, obtained by a defec-
tor against a cooperator. If the suckers payoff, S, where one cooperates
and the other defects, is less than P there is a Prisoner’s dilemma
defined by T > R > P > S and 2R > T+S (see Figure 1). 

Figure 1.  Payoff matrices for 2 x 2 games where R = reward, S= sucker, T= 
temptation and P= punishment. In b the four variables R, S, T and 
P are reduced to two variables S´ and T´.

The second condition means that the value of the payoff, when
shared in cooperation, must be greater than it is when shared by a coop-
erator and a defector. Because it pays more to defect, no matter how the
opponent chooses to act, an agent is bound to defect, if the agents are
not deriving advantage from repeating the game. More generally, there
will be an optimal strategy in the single play PD (playing defect). This
should be contrasted to the repeated or iterated prisoner’s dilemma
where the agents are supposed to cooperate instead. We will further dis-
cuss iterated games in the following sections. 

The original chicken game (CG), according to Russell (1959) was
described as a car race: 

“It is played by choosing a long straight road with a white line down the mid-
dle and starting two very fast cars towards each other from opposite ends.
Each car is expected to keep the wheels of one side over the white line. As they
approach each other, mutual destruction becomes more and more imminent. If

a. Cooperate Defect b. Cooperate Defect

Cooperate R S Cooperate 1 S´ =
(S-P)/(R-P)

Defect T P Defect T´=
(T-P)/(R-P)

0
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one of them swerves from the white line before the other, the other, as he
passes, shouts Chicken! and the one who has swerved becomes an object of
contempt…”3

The big difference compared to prisoner’s dilemma is the increased
costs for playing mutually defect. The car drivers should not really risk
crashing into the other car (or falling off the cliff). In a chicken game
the payoff of S is bigger than of P, that is T > R > S > P. Under the
same conditions as in the prisoner’s dilemma defectors will not be opti-
mal winners when playing the chicken game. Instead there will be a
combination between playing defect and playing cooperate, winning the
game.

In Figure 1b, R and P are assumed to be fixed to 1 and 0 respectively.
This can be done through a two step reduction where in the first step all
variables are subtracted by P and in the second step divided by R-P.
This makes it possible to describe the games with only two parameters
S´ and T´. In fact we can capture all possible 2 x 2 games in a two-
dimensional plane4. 

As can be seen in Figure 2, these normalized games are limited
below the line S´= 1 and above the line T´= 1. CG has an open area
restricted by 0 < S´ < 1 and T´ > 1 whereas PD is restricted by T´ + S´
< 2, S´< 0 and T´ > 1. If T´+ S´ > 2 is allowed there will be no upper
limit for the value of the temptation. There is no definite reason for
excluding this possibility (see also Carlsson and Johansson 1998). This
was already pointed out when the restriction was introduced.

“The question of whether the collusion of alternating unilateral defections
would occur and, if so, how frequently is doubtless interesting. For the present,

3.  An even earlier version of the chicken game came from the 1955 movie “Rebel
Without a Cause” with James Dean. Two cars are simultaneously driving towards the
edge of a cliff, with the car driving teenagers jumping out at the last possible moment.
The boy who jumps out first is “chicken” and loses.
4.  Although there is an infinite number of different possible games, we may
reduce this number by regarding the preference ordering of the payoffs. Each agent
has 24 (4!) strict preference ordering of the payoffs between it’s four choices. This
makes 24*24 different pairs of preference ordering, but not all of them represent dis-
tinct games. It is possible to interchange rows, columns and agents to obtain equal
games. If all doublets are put away we still have 78 games left (Rapoport and Guyer
1966). Most of these games are trivial because there is one agent with a dominating
strategy winning.
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however, we wish to avoid the complication of multiple ‘cooperative solu-
tions’.” (Rapoport and Chammah 1965, p. 35). 

In this study no strategy explicitly makes use of unilateral defections,
so the extended area of PD is used.

Figure 2.  The areas covered by prisoner´s dilemma and chicken game in a 
two-dimensional plane.

It is no coincidence that researchers have paid most interest to the
prisoner’s dilemma and chicken game areas of the two-dimensional
space. If we look at the left part (T´ < 1) there will be no temptation,
playing defect. If S´ > 1 there will be no penalty for playing cooperate
against playing defect.5

2.2 Evolutionary and iterated games

In evolutionary game theory (Maynard Smith and Price 1973; Maynard
Smith 1982), the focus has been on evolutionary stable strategies (ESS). The
agent exploits its knowledge about its own payoffs, but no background
information or common knowledge is assumed. An evolutionary game
repeats each move, or sequence of moves, without a memory function
being involved i.e., there is no way to anticipate the future by looking

5.  Of course there are other interesting 2 x 2 plays, but this is outside the scope of
this article. For an overview see Rapoport and Guyer (1966). See also paper II.
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back into the memory. In many MAS however, agents frequently use
knowledge about other agents. There are at least three different ways of
describing ESS from both an evolutionary and a MAS point of view.

Firstly, we define the ESS as a Nash equilibrium of different strategies.
A Nash equilibrium describes a set of strategies where no agent unilat-
erally intends to change its choice. In MAS however, some knowledge
about the other agents may be accessible when simulating the outcome
of strategies. Let us assume that agents can predict the behavior of their
opponents from their past observations of play in “similar games”,
either with their current opponents or with “similar” ones. If agents
observe their opponents’ strategies and receive a large number of obser-
vations, then each agent’s expectations about the play of its opponents
converges to the probability distribution corresponding to the sample
average of play he has observed in the past. The problem is that this is
not the same as finding a successful strategy in an iterated game where
an agent must know something about the other’s choice. Instead of hav-
ing a single prediction we end up with allowing almost any strategy. This
is a consequence of the so-called folk theorem (see, e.g., Fudenberg and
Maskin 1986; Lomborg 1994). 

A game can be modeled as a strategic or an extensive game. A strategic
game is a model of a situation in which each agent chooses its strategy
once and for all, and all agent decisions are made simultaneously while
an extensive game specifies the possible orders of events. An agent
playing a strategic game is not informed of the plan of action chosen by
any other agent while an extensive agent can reconsider its plan of
action whenever a decision has to be made. All the agents in this chap-
ter are playing strategic games. 

According to the second way of describing the ESS, it can be pre-
sented as a collection of successful strategies, given a population of dif-
ferent strategies. An ESS is a strategy (or possibly a set of strategies)
such that, if all the members of a population adopt it, then no mutant
strategy (a strategy not in the current set of strategies) could invade
(become a resident part of successful strategies) the population under
the influence of natural selection. A successful strategy is one that dom-
inates the population; therefore it will tend to meet copies of itself.
Conversely, if it is not successful against copies of itself, it will not dom-
inate the population. The problem is that this is not the same as finding
a successful strategy in an iterated game because in such games the
agents are supposed to know the history of the moves. For non-trivial
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MAS and evolutionary systems, it is impossible to create a complete set
of strategies. Instead of finding the best one, we can try to find a possi-
bly sub-optimal but robust strategy in a specific environment, and this
strategy may be an ESS. If the given collection of strategies is allowed to
compete in a population tournament, we will possibly find a winner, but
not necessarily the same one for every repetition of the game. A popu-
lation tournament allows successful strategies to be more common in
the population of strategies when a new generation is introduced. In the
simulation part of this chapter we show some major differences
between PD and CG in population tournaments.

Thirdly, the ESS can be seen as a collection of genetically evolving
successful strategies, i.e., combining a population tournament with the
ability of introducing new generation strategies. It is possible to simulate
a game through such a process, consisting of two crucial steps: mutation
(i.e., a variation of the ways agents act) and selection (the choice of the
preferred strategies). Different kinds of genetic computations (see, e.g., Hol-
land 1975: Goldberg 1989: Koza 1994) have been applied within the
MAS society, but it is important to remember that the similarities to
natural selection are restricted.6 For PD and CG mutational changes
may occur by allowing strategies to change a single move (cooperate or
defect) and then be subject to population selection. This method is not
further expounded on in this chapter.

2.3 Simulating iterated games

In an iterated game, unlike the repeated evolutionary game, the strategies
are assumed to have a memory function. Most studies today look at the
iterated prisoner’s dilemma (IPD) as a cooperative game where “nice” and
“forgiving” strategies, like the tit-for-tat (TfT), are successful (Axelrod
1984; Axelrod and Hamilton 1981). A nice strategy is one which never
chooses to defect before the other agent defects, and a forgiving strat-
egy does not retaliate a defection by playing defect forever. TfT simply
follows the move of its opponent drawn in the round before. In iterated
chicken game (ICG), mutual cooperation is less clearly the best outcome

6.  Firstly, genetic algorithms use a fitness function instead of using dominating
and recessive genes in the chromosomes. Secondly, there is a crossover between par-
ents instead of the biological meiotic crossover.
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(Lipman 1986) but the situation is complicated. A mixed7 strategy may
favor mutual cooperation. 

Axelrod and Hamilton (1981) introduced the concept of reciprocal
altruism to game theory in their famous article “The evolution of coop-
eration”. People were invited to submit their favorite strategy to an iter-
ated prisoner’s dilemma game tournament (Axelrod 1980a). The
tournament was conducted as a round robin tournament where everyone
met each other two by two. The only known strategy for the participa-
tors in the beginning was the strategy random. For the tournament the
TfT strategy was most successful, on average beating every other strat-
egy. TfT starts with playing cooperatively and then mimics every move
made by its antagonist. Axelrod (1980b) informed the participators
about the result and invited them to a new extended tournament. Once
again TfT was the major winning strategy.

Axelrod also conducted a population tournament where each strat-
egy was allowed to survive into new generations of strategies. The pro-
portion of the strategies depended on how successful each strategy was
in the previous generation. In the end of the simulation there was typi-
cally only one successful strategy left. Again, TfT won most of the plays
proving to be a robust strategy against the other strategies. 

The conclusions drawn by Axelrod were that nice, forgiving strate-
gies like TfT defeat strategies playing defectively using threats and pun-
ishments. This is a remarkable conclusion because of: 

■ In the single play PD, playing defect is the winning strategy. 
■ In both single play and repeated PD, a defecting strategy always

wins against a cooperating strategy.

TfT uses the advantage of being nice and forgiving when it meets
itself. A defecting strategy always wins (or plays even) against a nice
strategy, but gets a low score when meeting other defecting strategies. A
nice strategy will get a high score when meeting other nice strategies.
This will compensate for the deficit in score against a defecting strategy.
If there are a lot of cooperating strategies they will eliminate the defect-
ing strategies of the competition. 

7.  With pure and mixed strategies we here refer to the set of strategies (played by
individuals) winning the population game. A mixed strategy is a combination of two
or more strategies from the given set of strategies i.e., an extended strategy set could
include the former mixed strategy as a pure strategy.
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Another complication that can be introduced to iterated games is the
presence of noise. If there is uncertainty about the outcome, TfT will be
less successful. In Axelrod’s simulation, TfT still won the tournament
when 1 per cent chance of misconception was added (Axelrod 1984). In
other simulations of noisy environments, TfT has instead performed
poorly (Bendor 1993). The uncertainty represented by the noise reduces
the payoff of TfT when it plays itself in the IPD.

Instead, playing defect or playing a modified TfT strategy like contrite-
TfT (cTfT, Boyd 1989), Pavlov (Fudenberg and Maskin 1990) or generous-
TfT (gTfT, Molander 1985) may be more successful. cTfT (also called Fair
(Lindgren 1997)) is a modified version of TfT where the strategy is
allowed to “apologize” or “be angry” instead of just repeating the
opponent’s move. Pavlov or Simpleton (Axelrod 1984) cooperates if and
only if, the two competitors used the same move in the previous round.
gTfT always cooperates if the other agent cooperated in the previous
round, but defects with a probability less than one if the other agent
defected.

Ever since Axelrod presented his results there has been a lively dis-
cussion about the PD. As an example Axelrod is generally using the
same payoff matrix for different simulations. Binmore (1994) gives a criti-
cal review of TfT, and of Axelrod’s simulation. He concludes that TfT is
only one out of a very large number of equilibrium strategies and that
TfT is not evolutionarily stable. On the other hand, evolutionary pres-
sures will tend to select equilibrium for the IPD and ICG in which the
agents cooperate in the long run.

2.4 Generous and greedy strategies

The principle for the categorization of strategies into nice and forgiving
against defecting strategies, which use threats and punishments, is
unclear. Why is TfT not just treated as a strategy repeating the action of
the other strategy instead?

One alternative way of categorizing strategies is to group them
together as being generous, even-matched, or greedy (Carlsson et al
1998). If a strategy more often plays as a sucker, nS, than playing temp-
tation, nT, then it is a generous strategy (nS > nT). An even-matched strategy
has nS ≈ nT and a greedy strategy has nS < nT where nS and nT are the
number of times an agent plays sucker and temptation respectively.
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Boerlijst, et al (1997) use a similar categorization into good or bad
standings. An agent is in good standing if it has cooperated in the previous
round or if it has defected while provoked, i.e., if the agent is in good
standing it should not be greedy unless the other agent was greedy the
round before. In every other case of defection the agent is in bad stand-
ing, i.e., it tries to be greedy. The generous and greedy categorization
uses a stable approach, a once and for all categorization, contrary to a
more dynamic good and bad standing dealing with what happened in
the previous move.

The stable approach of the generous and greedy categorization
makes it easier to analyze this model. The basis of the partition is that it
is a zero-sum game on the meta-level in that the sum of proportions of the
strategies nS must equal the sum of the strategies nT. In other words, if
there is a generous strategy, then there must also be a greedy strategy. 

The classification of a strategy can change depending on the sur-
rounding strategies. Let us assume we have the following four strategies:

Always Cooperate (AllC) has 100 per cent cooperate nR + nS when
meeting another strategy. AllC will never act as a greedy strategy.

Always Defect (AllD) has 100 percent defect nT + nP when meeting
another strategy. AllD will never act as a generous strategy.

Tit-for-tat (TfT) always repeats the move of the other contestant, mak-
ing it a repeating strategy. TfT naturally entails that nS ≈ nT.

Random plays cooperate and defect approximately half of the time
each. The proportions of nS and nT will be determined by the sur-
rounding strategies.

Random will be a greedy strategy in a surrounding of AllC and Ran-
dom, and a generous strategy in a surrounding of AllD and Random.
Both TfT and Random will behave as an even-matched strategy in the
presence of only these two strategies as well as in a surrounding of all
four strategies, with AllC and AllD participating in the same propor-
tions. All strategies are even-matched when there is only a single strat-
egy left.

In the next section we use a simulation tool with 15 different strate-
gies (see Table 1). We interpret the proportions of these strategies in
Figure 3 as a kind of context dependent fingerprint for the strategy in
the given environment, independent of the actual value of the payoff
matrix. 
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AllC definitely belongs to a group of generous strategies and so do
95% Cooperate (95%C), tit-for-two-tats (Tf2T), Grofman, Fair, and Simpleton,
in this specific environment.

Table 1.  Description of the different strategies.

Strategy First 
move

Description

AllC C Cooperates all the time.

95%C C Cooperates 95% of the time.

Tf2T C tit-for-two-tats, cooperates until its opponent defects twice, and then 
defects until its opponent starts to cooperate again.

Grofman C Cooperates if R or P was played, otherwise it cooperates with a 
probability of 2/7.

Fair C A strategy with three possible states; “satisfied” (C), “apologizing” 
(C) and “angry” (D). It starts in the satisfied state and cooperates 
until its opponent defects; then it switches to its angry state, and 
defects until its opponent cooperates, before returning to the satis-
fied state. If Fair accidentally defects, the apologizing state is entered 
and it stays cooperating until its opponent forgives the mistake and 
starts to cooperate again.

Simpleton C Like Grofman, it cooperates whenever the previous moves are the 
same, but it always defects when the moves differed.

TfT C tit-for-tat. Repeats the moves of the opponent.

Feld C Basically a tit-for-tat, but with a linearly increasing (from 0 with 
0.25% per iteration up to iteration 200) probability of playing D 
instead of C.

Davis C Cooperates on the first 10 moves, and then, if there is a defection, it 
defects until the end of the game.

Friedman C Cooperates as long as its opponent does so. Once the opponent 
defects, Friedman defects for the rest of the game.

ATfT D Anti-tit-for-tat. Plays the complementary move of the opponent.

Joss C A TfT-variant that cooperates with a probability of 90%, when 
opponent cooperates and defects when opponent defects.

Tester D Alters D and C until its opponent defects, then it plays a C and TfT.

AllD D Defects all the time.
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Figure 3.  Proportions out of 100% of R, S, T, and P for different strategies 

The even-matched group of strategies includes TfT, Random, and Anti-
tit-for-tat (ATfT).

Within the group of greedy strategies, Feld, Davis, and Friedman belong
to a smaller family of strategies doing more cooperation moves than
Random, i.e., having significantly more than 50 per cent R or S. An anal-
ogous family consists of Joss, Tester, and AllD. These strategies cooperate
less frequently than does Random.

What will happen to a particular strategy depends both on the sur-
rounding strategies and on the characteristics of the strategy. For exam-
ple, AllC will always be generous while 95%C will change to a greedy
strategy when these two are the only strategies left. The described rela-
tion between strategies is independent of what kind of game is played,
but the actual outcome of the game is related to the payoff matrix. 

3. The simulations

As mentioned earlier in this chapter, the iterated prisoner’s dilemmas
are regarded as cooperate games, i.e., games favoring agents playing coop-
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erate. A typical winning strategy, like TfT, ends up in agents playing
cooperate all the time. In chicken games, the advantage of cooperation
should be even stronger because it costs more to defect compared to
the prisoner’s dilemmas. Surprisingly, this is not the case. In the hawk
and dove game (Maynard Smith 1982), consisting of one PD and one CG
part, the outcome for the CG is supposed to be a combination of play-
ing cooperate and playing defect. We think this new “dilemma” can be
explained by a larger robustness in the chicken games. This robustness
may be present if more strategies are allowed and/or noise is intro-
duced. In this chapter, three different simulations comparing IPD and
ICG are presented trying to verify this hypothesis. 

1. Variants of Axelrod’s original matrix - the first simulation used Axel-
rod’s original payoff matrix for 36 different strategies. To investi-
gate the differences we used 11 different matrices gradually
moving from PD to CG (Carlsson and Johansson 1998).

2. Adding noise – 5 different variants of Axelrod’s matrix were used
for 15 different strategies. Different levels of noise were added
(Carlsson et al 1998). 

3. Normalized matrices – In all, 209 different matrices were used for
15 different memory-0 and memory-1 strategies (Carlsson 1999). 

3.1 Variants of Axelrod’s original matrix

Axelrod found his famous tit-for-tat solution for the prisoner’s dilemma
when he arranged and evaluated a tournament. He used the payoff
matrix in Figure 4 a for each move of the prisoner’s dilemma:

Figure 4.  Example payoff matrix prisoner’s dilemma (4 a) and the chicken 
game (4 b).

a b

C2 D2 C2 D2

C1 3, 3 0, 5 C1 3, 3 1, 5

D1 5, 0 1, 1 D1 5, 1 0, 0
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In our experiment we use the same total payoff sum for the matrices
as Axelrod used and a simulation tool involving 36 different strategies
(Mathieu and Delahaye 1996). However, we vary the two lowest payoffs
(0 and 1) continuously so that they change order between PD and the
CG matrix in Figure 4 b. 

It is a round robin tournament between different strategies with a
fixed length of 100 iterations. Each tournament is run five times.
Besides the two matrices above we varied P and S ten steps between 1
and 0 respectively without changing the total payoff sum for the matrix.
As an example, (0.4; 0.6) means that a cooperate agent gets 0.4 meeting
a defect and a defect gets 0.6 meeting another defect. The different
strategies are described in Mathieu and Delahaye (1996). 

We have used three characterizations of the different strategies:
■ Initial move − if the initial move of the strategy is cooperative,

defect or random.
■ Nice − If the strategy does not make the first defect in the game.
■ Static − If the strategy is fully or partly independent of other

strategies or if the strategy is randomized.

3.2 Adding noise to PD and CG

We developed a simulation tool in which 15 different strategies com-
peted. Most of the strategies are described in (Axelrod 1980a; 1980b).
In Table 1 all the strategies are described. All strategies handle the
moves of the other agent and not the payoff value, since the latter does
not affect the strategy. 

In a round robin tournament, each strategy was paired with each dif-
ferent strategy plus its own twin, as well as with the Random strategy.
Each game in the tournament was played on average 100 times (ran-
domly stopped) and repeated 5000 times.
The average payoff Eavg(S) for a strategy S is a function of the payoff
matrix and the distribution of the payoffs among the four outcomes
(Figure 5): 

Eavg(S)=1.5p(C,C)+2p(C,D)+1p(D,C)+(1.5+q)p(D,D) (1)

We ran a simulation with the values for 1.5+q equal to: 1.6; 1.9; 2.1;
2.4; 3.0, and then we introduced noise on four levels: 0.01, 0.1, 1 and 10



The simulations

Conflicts in Information Ecosystems 33

per cent. This means that the strategies changed to the opposite moves
for this given percentage.

Figure 5.  A cost matrix for the resource allocation matrices.

3.3 Normalized matrices

The normalized study includes two different sets of simulations. In the
first set, the strategies compete in a round robin tournament with the
aim of just determining the tendency of different strategies to play
cooperate and defect. In the second set, the competitive abilities of
strategies in iterated population tournaments are studied within the IPD
and the ICG.

In the simulations of the IPD and the ICG, two sets of strategies
were used. We used the strategies in Figure 6 represented by finite
automata (Lindgren 1997). The play between two automata is a stochas-
tic process where all finite memory strategies can be represented by
increasingly complicated finite automata. Memory-0 strategies, like AllC
and AllD, do not involve any memory capacity at all. If the strategy in
use only has to look back at one draw, there is a memory-1 strategy (a
choice between two circles dependent of the other agent’s move). All
the strategies in Figure 6 belong to memory-0 or memory-1 strategies.

Both sets of strategies include AllD, AllC, TfT, ATfT and Random. In
the first set of strategies, the cooperative-set, five AllC variants (100,
99.99, 99.9, 99 and 90% probability of playing C) are added and in the
second set of strategies, the defective-set, the corresponding five AllD
variants are added. Cy and Dy in Figure 6 show a probability factor y
100, 99.99, 99.9, 99, 90% or for the Random strategy 50% for playing C
and D respectively.

C2 D2

C1 1.5 2

D1 1 1.5 + q
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Figure 6.  a) AllD (and variants) b) TfT c) ATfT d) AllC (and variants). On the 
transition edges, the left symbol correspond to an action done by a 
strategy against an opponent performing the right symbol, where 
an X denotes an arbitrary action. Y in Cy and Dy denotes a 
probability factor for playing C and D respectively. 

To obtain a more general treatment of IPD and ICG, we used several
variants of payoff matrices within these games, based on the general
matrix of Figure 7 (corresponding to Figure 2). 

Figure 7.  A payoff matrix for PD and CG. C stands for cooperate, D for 
defect, and s1 and s2 are cost variables. If s1 > 1 it is a PD. If 0 < s1 
< 1 it is a CG.

In the first set of simulations we investigated the successfulness of
the agents using different strategies (one strategy per agent) in a round
robin tournament. Since this is independent of the actual payoff value,

Cooperate (C) Defect (D)

Cooperate (C) 1 1-s1

Defect (D) 1+s2 0
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the same round robin tournament can be used for both IPD and ICG.
Every agent was paired with all the other agents plus a copy of itself.
Every meeting between agents in the tournament was repeated on aver-
age 100 times (randomly stopped) and played for 5000 times. 

The result from the two-by-two meetings between agents using dif-
ferent strategies in the round robin tournament was used in a popula-
tion tournament. The tournament starts with a population of 100
agents for each strategy, making a total population of 900. The simula-
tion halts when there is a winning strategy (all 900 agents use the same
strategy) or when the number of generations exceeds 10.000. Agents are
allowed to change strategy and the population size remains the same
during the whole contest. For the IPD the following parameters were
used: s1 ∈ {1.1, 1.2…2.0} and s2 ∈ {0.1, 0.2…1.0, 2.0}, making a total
of 110 different games8. For the ICG games with parameter settings s1
∈ {0.1, 0.2,…0.9} and s2 ∈ {0.1, 0.2,….1.0, 2.0} a total of 99 different
games were run. Each game is repeated during 100 plays and the aver-
age success is calculated for each strategy. For each kind of game there
is both the cooperative set and the defective set.

4. Results

4.1 Variants of Axelrod’s original matrix

Out of 36 different strategies, Gradual won in a PD game. Gradual coop-
erates on the first move, then defects n times after n defections, and
then calms down its opponent with 2 cooperation moves. In CG, a
strategy Coop_puis_tc won. This strategy cooperates until the other agent
defects and then alternates between defection and cooperation the rest
of the time. TfT was around 5th place for both games. Two other inter-
esting strategies are joss_mou (2nd place) and joss_dur (35th place). Both
start with cooperation and basically play TfT. Joss-mou plays cooperation
strategy one time out of ten instead of defect and joss_dur plays defect

8.  For the strategies used in this simulation, the constraint 2R > T + S does not
affect the results, so these combinations are not excluded.
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one time out of ten instead of cooperate. This causes the large differ-
ences in scores between the strategies.

Figure 8.  Comparing PD and CG. In the figure above, CG is in the 
foreground and PD in the background, the best strategies are to 
the left and the worst to the right.

The top scoring strategies start with cooperation and react towards
others, i.e., they are not static. Both PD and CG have the same top
strategies. A majority of the low score games are either starting with
defect or have a static strategy. 

Always defect has the biggest difference in favor of PD and always
cooperate the biggest difference in favor of CG. The five games with
the largest difference in favor of CG are all cooperative with a static
counter. There is no such connection for the strategies in favor of PD,
instead there is a mixture of cooperate, defect and static strategies. 

Our simulation indicates that the chicken game to a higher extent
rewards cooperative strategies than the prisoner’s dilemma because of
the increased cost of mutual defections. The following parts of the
result confirm these statements:

All the top six strategies are nice and start with cooperation. They
have small or moderate differences in scores between the chicken game
and prisoner’s dilemma. TfT is a successful strategy but not the best. All
the 11 strategies, with a lower score than Random, either starts with
defect or, if they start with cooperation, is not nice. All of these strate-
gies are doing significantly worse in the CG than in the PD. This means

1,00

2,80
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that we have a game that benefits cooperators better than the PD,
namely the CG.

A few of the strategies got, despite of the overall decreasing average
score, a better score in the CG than in the PD. They all seem to have
taken advantage of the increasing score for cooperation against defect.
In order to do that, they must, on the average, play more C than D,
when their opponent plays D. The mimicking strategies, like TfT, cannot be
in this group, since they are not that forgiving. In fact, most strategies
that demand some kind of revenge for an unprovoked defect will be
excluded, leaving only the static strategies9. All static strategies, which
cooperate on the first move, and some of the partially static ones, do
better in the CG than in the PD. We interpret this result to be yet
another indicator of the importance of being forgiving in a CG.

4.2 Adding noise to PD and CG

Instead of looking at all the different games we formed two different
groups: PD, consisting of the Axelrod, 1.6D and 1.9D matrices, and CG
consisting of 2.1D, 2.4D and 3.0D matrices. For each group we exam-
ined the five most successful strategies for different levels of noise. 

Figure 9 and Figure 10 show these strategies for PD and CG when 0,
0.01, 0.1, 1.0, and 10.0 per cent noise is introduced. Among the four
most successful strategies in PD there were three greedy and one even-
matched strategy (Figure 9 see also Figure 3). In all, these strategies
constituted between 85% (1% noise) and 60% (0.1%) of the popula-
tion. TfT was doing well with 0.01% and 0.1% noise; Davis was most
successful with 1% noise, and AllD with 10% noise.

Three out of five of the most successful strategies in CG were gener-
ous. The total line in Figure 10 shows that five strategies constitute
between 50% (no noise) and nearly 100% (0.1% and 1% noise) of the
population. TfT, the only even-matched strategy, was the first strategy to
decline as shown in the diagram. At a noise level of 0.1% or more, TfT
never won a single population competition. Grofman increased its popu-
lation until 0.1% noise, but then rapidly diminished as noise increased.

9.  In fact, extremely nice non-static strategies (e.g., a TfT-based strategy that
defects with a lower probability than it cooperates in response to an opponent’s
defection) would also probably do better in a CG than in a PD, but such strategies
were not part of our simulations.
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Figure 9.  The four most successful strategies in PD games with increasing 
noise. Total represents the percentage of the population these four 
strategies represented.

Figure 10.  The five most successful strategies in CG games with increasing 
noise. Total represents the percentage of the population these five 
strategies represented.
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Simpleton that declined after 1% noise level showed the same pattern.
Only Fair continued to increase when more noise was added, making it
a dominating strategy at 10% noise together with the greedy strategy
AllD.

4.3 Normalized matrices

Playing random

If agents with a number of Random strategies are allowed to compete
with each other, they will find a single winning strategy after a number
of generations. This has to do with genetical drift and small simulation
variations between different Random strategies about how they actually
play their C and D moves. As can be seen in Figure 11, there is an
increasing number of generations finding a winning strategy when the
total population size increases. This almost linear increase (r = 0.99) is
only marginally dependent on what game is played.

The simulation consists of strategies with a population size of 100
individuals each. Randomized strategies with 100 individuals are,
according to Figure 11, supposed to halt after approximately 2800 gen-
erations in a population game. There are two possible kinds of winning
strategies: pure strategies that halt and mixed strategies (two or more pure
strategies) that do not halt. If there is an active choice of a pure strategy
it should halt before 2800 generations, because otherwise, playing Ran-
dom could be treated as a winning pure strategy. Figure 12 shows the
relations between pure and mixed strategies for IPD and ICG. This is
true for all 110 games each run with one cooperative-set and one defec-
tive-set within IPD. For the ICG only one out of 99 different games
halted before 2800 generations. This game (T=1.1, S=0.1) was very
close to an IPD. For the rest of the ICG there was a mixed strategy out-
come. There is no reason to believe we would find a single strategy
solution by extending the simulation beyond 10000 generations. If there
exists a pure solution, this solution should turn up much earlier. 
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Figure 11.  Number of generations for finding a winning strategy among 15 
random strategies with a varying population size

Pure and mixed strategies for cooperative and defective sets.

Figure 12 shows a major difference between pure and mixed strategies
for IPD and ICG. IPD has no successful mixed strategies at all, while
ICG favors mixed strategies for an overwhelming majority of the
games. Some details not shown in Figure 12 are discussed below. 

For the cooperative set there is a single strategy winner after on aver-
age 167 generations. TfT wins 78% of the plays and is dominating in 91
out of 110 games10. AllD is dominating in the rest of the games and
wins 20% of the plays.

For the defective-set there is a single strategy winning in 47 genera-
tions on average. TfT is dominating 84 games, AllD 21 games and
99.99D, playing D 99.99% of the time, 5 games out of 110 games in all.
TfT wins 75% of the plays, AllD 20% and 99.99D 4%.

10.  A game is dominated by a certain strategy if it wins more than 50 out of 100
plays.
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Figure 12.  The difference between pure and mixed strategies in IPD and 
ICG. For details see text.

In the cooperative-set there are two formations of mixed strategies
winning most of the games; one with two strategies and the other with
three strategies involved. This means that when the play was finished
after 10000 generations not a single play could separate these strategies
finding a single winner. The two-strategy set ATfT and AllD wins 61%
of the plays and the three-strategy set ATfT, AllD and AllCtot wins 33%
of the plays. AllCtot means that one and just one of the strategies AllC,
99.99C, 99.9C, 99C or 90C is the winning strategy. For 3% of the games
there was a single TfT winner within relatively few generations (on aver-
age 754 generations).

In the defective-set there is the same two formations winning most
of the games. ATfT + AllDtot wins 69% of the plays and ATfT + AllC
+ AllDtot wins 24% of the plays. AllDtot means that one and just one of
the strategies AllD, 99.99D, 99.9D, 99D or 90D is the winning strategy.
TfT is a single winning strategy in 2% of the plays, which needs on aver-
age 573 generations before winning a play.

Generous and greedy strategies in IPD and ICG

In the C-variant set all AllC variants are generous and TfT is even
matched. AllD, ATfT and Random are all greedy strategies. In the D-
variant set all AllD variants are greedy and TfT is still even-matched.
AllC, ATfT and Random are now representing generous strategies.

In the IPD the even-matched TfT is a dominating strategy in both
the C- and D-variant set with the greedy AllD as the only primary alter-
native. So the IPD will end up being a fully cooperative game (TfT) or a

IPD ICG

Cooperative-
set

Defective-set Cooperative-
set

Defective-set

Pure strategies TfT 78%
AllD 20%

TfT 75%
AllD 20%

TfT 3% TfT 2%

Mixed strate-
gies

none none 2-strat. 61%
3-strat 33%

2-strat 69%
3-strat 24%
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fully defecting game (AllD) after relatively few generations. This is the
case both for the C-variant set and, within even fewer generations, for
the D-variant set.

In ICG there is instead a mixed solution between two or three strat-
egies. In the C-variant ATfT and AllD form a greedy two-strategy set11.
In the three-strategy variant the generous AllCtot joins the other two. In
all, generous strategies only constitute about 10% of the mixed strate-
gies. In the D-variant the generous ATfT forms various strategy sets
with the greedy AllDtot.

5. Discussion

In our first study of variants of Axelrod’s original matrix a CG tends to
favor cooperation more than a PD because of the values of the payoff
matrix. The payoff matrix in this first series of simulations is constant, a
situation that is hardly the case in a real world application, where agents
act in environments where they interact with other agents and human
beings. This changes the context of the agent and may also affect its
preferences. None of the strategies in our simulation actually analyses
its score and acts upon it, which gave us significant linear changes in
score between the games.

We looked at an uncertain environment, free from the assumption of
any existing perfect information between strategies, by introducing
noise. Generous strategies were dominating the CG while greedy strate-
gies were more successful in PD. In PD, TfT was successful within a low
noise environment, and Davis and AllD with a high noise environment.
Fair was increasingly successful in CG when more noise was added. 

We conclude that the generous strategies are more stable in an
uncertain environment in CG. Especially Fair and Simpleton were doing
well, indicating that these strategies are likely to be suitable for a partic-
ularly unreliable and dynamic environment. The same conclusion about
generous strategies in PD, for another set of strategies, has been drawn
by Bendor (Bendor et al 1991: Bendor 1993). In our PD simulations we
found TfT being a successful strategy when a small amount of noise was
added while greedy strategies did increasingly better when the noise

11.  With just ATfT and AllD left ATfT will behave as a generous strategy even
though it starts off as a greedy strategy in the C-variant environment.
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increased. This indicates that generous strategies are more stable in the
CG part of the matrix both with and without noise. 

In the normalized matrices, stochastic memory-0 and memory-1
strategies are used. The main difference between IPD and ICG is best
shown by the two strategies TfT and ATfT. TfT does the same as its
opponent. This is a successful way of behaving if there is a pure strategy
solution because it forces the winning strategy to cooperate or defect,
but not doing both. ATfT is doing very badly in IPD because it tries to
jump between playing cooperate and defect.

In ICG we have a totally different assumption because a mixed strat-
egy solution is favored (at least in the present simulation). ATfT does
the opposite as its opponent but cannot by itself form a mixed strategy
solution. It has to rely on other cooperative or defect strategies. In all
different ICG, ATfT is one of the remaining strategies, while TfT is only
occasionally winning a play.

For a simple strategy setting like the cooperative and defective-set,
ICG will not find a pure strategy winner at all, but a mixture between
two or more strategies, while IPD quickly finds a single winner.

 Unlike the single play PD, which always favors defect, the IPD will
favor playing cooperate. In CG the advantage of cooperation should be
even stronger, because it costs more to defect compared to the PD, but
in our simulation, greedier strategies were favored with memory-0 and
memory-1 strategies. We think this new paradox can be explained by a
greater robustness of the chicken game. This robustness may be present if
more strategies, like the strategies in the two other simulations, are
allowed and/or noise is introduced. Robustness is expressed by two or
more strategies winning the game instead of a single winner, or by a
more sophisticated single winner. Such a winner could be cTfT, Pavlov, or
Fair in the presence of noise, instead of TfT.

In Carlsson and Jönsson (2002), 15 different strategies were run in a
population game within different IPD and ICG and with different lev-
els of noise. TfT and greedy strategies like AllD dominated the IPD
while Pavlov and two variants of cTfT dominated the ICG. For all levels
of noise it took on average fewer generations to find a winner in the
IPD. This winner was greedier than the winner in the ICG. If instead a
lot of non-intuitive strategies were used together with AllD, AllC, TfT
and ATfT, IPD very quickly terminated with TfT and AllD winning the
games, while ICG did not terminate at all for most of the different
noises. 
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We propose that the difference between IPD and ICG can be
explained by pure and mixed strategy solutions for simple memory-0 or
memory-1 strategies. For simple strategies like TfT and ATfT, ICG will
not have a pure strategy winner at all but a mixture between two or
more strategies, while IPD quickly finds a single winner. For an
extended set of strategies and/or when noise is present, the ICG may
have more robust winners than the IPD by favoring more complex and
generous strategies. Instead of TfT, a complex strategy like Fair is
favored.

From an agent engineering perspective the strategies presented in
this chapter are quite simple. The presupposed agents are modeled in a
predestined game theoretical environment without a sophisticated
internal representation. If we give the involved agents the ability to
establish trust, the difference between the two kinds of games are easier
to understand. In the PD, establishing trustworthiness between the
agents means establishing trust, whereas in CG, it involves creating fear,
i.e., avoiding situations where there are too much to lose. This makes
CG a strong candidate for being a major cooperate game together with
PD
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Abstract

The prisoner´s dilemma has evolved into a standard game for analyzing the suc-
cess of cooperative strategies in repeated games. With the aim of investigating
the behavior of strategies in some alternative games we analyzed the outcome
of iterated games for both the prisoner´s dilemma and the chicken game. In the
chicken game, mutual defection is punished more strongly than in the pris-
oner´s dilemma, and yields the lowest fitness. We also ran our analyses under
different levels of noise. The results reveal a striking difference in the outcome
between the games. Iterated chicken game needed more generations to find a
winning strategy. It also favored nice, forgiving strategies able to forgive a
defection from an opponent. In particular, the well-known strategy tit-for-tat
has a poor success rate under noisy conditions. The chicken game conditions
may be relatively common in other sciences, and therefore we suggest that this
game should receive more interest as a cooperative game from researchers
within computer science.

1. Introduction

Iterated games have become a popular tool for analyzing social behav-
ior and cooperation based on reciprocity in multi agent systems (Axel-
rod, 1984; Axelrod and Hamilton, 1981; Axelrod and Dion, 1988; Boyd,
1989). By allowing games to be played several times and against several

II
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other strategies, a “shadow of the future”, i.e., a non-zero probability
for the agents to meet again in the future, is created for the current
game. This increases the opportunity for cooperative behavior to evolve
(e.g., Axelrod and Dion, 1988).

Most iterative analyses on cooperation have focused on the payoff
environment defined as the prisoner’s dilemma (PD) (Axelrod and
Hamilton, 1981; Boyd, 1989; Koeslag, 1997; Nishimura and Stephens,
1997). In terms of payoffs, a PD is defined when T > R > P > S, and
2R > T + S according to Figure 1a. The second condition means that
the value of the payoff, when shared in cooperation, must be greater
than it is when shared by a cooperator and a defector. Because it pays
more to defect, no matter how the opponent chooses to act, an agent is
bound to defect if the agents are not deriving advantage from repeating
the game. If 2R <T+ S is allowed there will be no upper limit for the
value of the temptation. However, there is no definite reason for
excluding this possibility. Carlsson and Johansson (1998) argued that
Rapoport and Chammah (1965) introduced this constraint for practical
more than theoretical reasons. PD belongs to a class of games where
each player has a dominating strategy of playing defect in the single play
PD.

Chicken game (CG) is a similar but much less studied game than PD,
and is defined when T > R > S > P. Mutual defection is thus punished
more in the CG than in the PD. In the single-play form, the CG has no
dominant strategy (although it has two Nash equilibria in pure strate-
gies, and one mixed equilibrium), and thus no expected outcome as in
the PD (Lipman 1986). Together with the generous chicken game (GCG),
often called the battle of sexes (Luce and Raiffa 1957), CG belongs to a
class of games where neither player has a dominating strategy. For a

a. Cooperate Defect b. Cooperate Defect

Cooperate R S Cooperate 1 S´=
(S-P)/(R-P)

Defect T P Defect T´=
(T-P)/(R-P)

0

Figure 1.  Payoff matrices for 2*2 games where R = reward, S = sucker, T = 
temptation and P = punishment. In b the four variables R, S, T and 
P are reduced to two variables S’ and T’. 
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GCG, playing defect increases the payoff for both of them, unless the
other agent also plays defect (T > S > R > P).

In Figure 1b, R and P are assumed to be fixed to 1 and 0 respectively.
This can be obtained through a two step reduction where all variables
are first subtracted by P and then divided by R-P. This makes it possible
to describe the games with only two parameters S´ and T´. In fact, we
can capture all possible 2 x 2 games in a two-dimensional plane. 

Figure 2.  The areas covered by three kinds of conflicting games in a two-
dimensional plane: prisoner’s dilemma, chicken game and generous 
chicken game.

In Figure 2 the parameter space for PD, CG and GCG defined by S’
and T’, is shown. T’ = 1 marks a dividing line between conflict and
cooperation. S’ = 0 marks the line between CG and PD. T’ < 1 means
that playing cooperate (R) is favored over playing defect (T) when the
other agent cooperates. This prevents an agent from being “selfish” in a
surrounding of cooperation. Conflicting games are expected when T’ >
1 because of better outcome playing temptation (T). 

In an evolutionary context, the payoff obtained from a particular
game represents the change in fitness (reproductive success) of a player.
Maynard Smith (1982) describes an evolutionary resource allocation
within a 2 x 2 game as a hawk and dove game. In the matrices of Figure 1 a
hawk constitutes playing defect (D), and a dove constitutes playing
cooperate (C). A hawk gets all the resources playing against a dove. Two
doves share the resource whereas two hawks escalate a fight about the
resource. If the cost of obtaining the resource for the hawks is greater
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than the resource there is a CG, otherwise there is a PD. In a generous
CG (not a hawk and dove game) more resources are obtained for both
agents when one agent defects compared to both playing cooperate or
defect.

Recent analyses have focused on the effects of mistakes in the imple-
mentation of strategies. In particular, such mistakes, usually called noise,
may allow evolutionary stability of pure strategies in iterated games
(Boyd 1989). Two separate cases are generally considered: the trembling
hand noise and misinterpretations. Within the trembling hand noise (Selten
1975; Axelrod and Dion 1988) a perfect strategy would take into
account that agents occasionally do not perform the intended action1.
In the misinterpretations case, an agent may not have chosen the
“wrong” action. Instead it is interpreted as such by at least one of its
opponents, resulting in agents keeping different options about what
happened in the game. This introduction of mistakes represents an
important step, as real biological systems as well as computer systems
will usually involve uncertainty at some level.

Here, we study the behavior of strategies in iterated games within the
prisoner’s dilemma and chicken game payoff structures, under different
levels of noise. We first give a background to our simulations, including
a round robin tournament and a characterization of the strategies that we
use. We then present the outcome of an iterated population tournament,
and discuss the implications of our results for game theoretical studies
on the evolution of cooperation.

2. Games, strategies, and simulation 
procedures

The PDs and CGs that we analyze are repeated games with memory,
usually called iterated games. In iterated games some background infor-
mation is known about what happened in the game up to now. In our
simulation the strategies know the previous moves of their antagonists2.
In all our simulations, interactions among players are pair-wise, i.e., a
player interacts with only one player at a time.

1. In this metaphor an agent chooses between two buttons. The trembling hand
may, by mistake, cause the agent to press the wrong button.
2. One of the strategies, Fair, also remembers its own previous moves.
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The strategies used in our iterated prisoner’s dilemma (IPD) and iterated
chicken game (ICG) are presented in Table 1, paper I. AllC, AllD and Ran-
dom do not need any memory function at all because they always do the
same thing (which for Random means always randomize). TfT and ATfT
need to look back one move because they repeat or reverse the move of
its opponent. Most of the other strategies also need to look back one
move but may respond to defection or show forgiveness.

Axelrod (Axelrod 1980a; 1980b; 1984; Axelrod and Hamilton 1981)
categorized strategies as nice or mean. A nice strategy never plays defec-
tion before the other player defects, whereas a mean strategy never
plays cooperation before the opponent cooperates. Thus the nice and
mean terminology describes an agent's next move.

According to the categorization of Axelrod, TfT is a nice strategy,
but it could as well be regarded as a repeating strategy. Another category of
strategies is a group of forgiving strategies consisting of Simpleton, Grofman,
and Fair. They can, unlike TfT, avoid getting into mutual defection by
playing cooperate. If the opponent does not respond to this forgiving
behavior they start to play defect again. Finally we separate a group of
revenging strategies, which retaliate a defection at some point of the game
with defection for the rest of the game. Friedman and Davis belong to
this group of strategies. 

The set of strategies used in our simulations includes some of Axel-
rod’s original strategies and a few, later reported, successful strategies.
Of course, these strategies represent only a very limited number of all
possible strategies. However, the emphasis in our work is on differences
between IPD and ICG. Whether there exists a single “best of the game”
strategy is outside the scope of this paper. 

Mistakes in the implementation of strategies (noise) were incorpo-
rated by attaching a certain probability p between 0.02 and 20% to play
the alternative action (C or D), and a corresponding probability (1-p) to
play the original action.

Our population tournament involves two sets of analyses. In the first set,
the strategies are allowed to compete within a round robin tournament with
the aim of obtaining a general evaluation of the tendency of different
strategies to play cooperate and defect. In a round robin tournament,
each strategy is paired once with all other strategies plus its twin. The
results from the round robin tournament are used within the popula-
tion tournament but will not be presented here (for the results see
paper I, Figure 3). In the second set, the competitive abilities of strate-
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gies in iterated population tournaments were studies within the IPD
and the ICG.

A game can be modeled as a strategic or an extensive game. A strategic
game is a model of a situation in which each agent chooses it plan of
action once and for all, and all agents’ decisions are made simulta-
neously while an extensive game specifies the possible orders of events.
The strategic agent is not informed of the plan of action chosen by any
other agent while an extensive agent can consider its plan of action
whenever a decision has to be made. All the agents in our analyses are
strategic. All strategies may affect the moves of the other agent, i.e., to
play C or D, but not the payoff value, so the latter does not influence
the strategy. The kind of games that we simulate here have been called
ecological simulations, as distinguished from evolutionary simulations in which
new strategies may arise in the course of the game by mutation (Axelrod
1984). However, ecological simulations include all components neces-
sary for the mimicking of an evolutionary process: variation in types
(strategies), selection of these types resulting from the differential pay-
offs obtained in the contests, and differential propagation of strategies
over generations. Consequently, we find the distinction between ecolog-
ical and evolutionary simulations based on the criteria of mutation
rather misleading.

3. Population tournament with noise

We evaluated the strategies in Table 1 ( see paper I) by allowing them to
compete within a round robin tournament. To obtain a more general
treatment of IPD and ICG, we used several variants of payoff matrices
within these games, based on the general matrix of Figure 3. In this
matrix, C stands for cooperate; D for defect and q is a cost variable.

The payoff for a D agent playing against a C agent is 2, while the
corresponding payoff for a C agent playing against a D agent is 1, etc.
Two C agents share the resource and get 1.5 each. 

The outcome of a contest with two D agents depends on q. For
0<q<0.5, a PD game is defined, and for q>0.5 we have a CG. Simula-
tions were run with the values for (1.5-q) set to 1.4 and 1.1 for PD, and
to 0.9, 0.6, and 0.0 for the CG (these values are chosen with the pur-
pose to span a wide range of the games but are otherwise arbitrarily
chosen). We also included Axelrod’s original matrix Ax (R=3, S=0, T=5
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and P=1) and a compromise dilemma game CD (R=2, S=2, T=3 and P=1).
A CD is located on the borderline between the CG area and the gener-
ous CG area. In the discussion part we also compare the mentioned
strategies with a coordination game CoG (R=2, S=0, T=0 and P=1), the
only game with T´ < 1. CoG is included as a reference game and does
not belong to the conflicting games. 

In Figure 4, all these games are shown within the two-dimensional
plane. The CD is closely related to the chicken game and CoG is a game
with two Nash equilibria, playing (C,C) or playing (D,D). In Johansson
et al. (1998) a further discussion about CD and CoG is found. Each
game in the tournament was played on average 100 times (randomly
stopped)3 and repeated 5000 times. 

In the second part of the simulation, strategies were allowed to com-
pete within a population tournament for the iterated games. These sim-
ulations were based on the same payoff matrices for IPD and ICG as in
the initial round robin tournament. Based on the success in the single
round robin tournaments, strategies were allowed to reproduce copies
into the next round robin tournament, creating a population tourna-
ment, i.e., a quality competition in the round robin tournament (get a
good score) is transformed to an increased number of copies in the
population tournament. Each of the fifteen strategies starts with 100
copies resulting in a total population of 1500. The number of copies for
each strategy changes, but the total of 1500 copies remains constant.
The proportions of the different strategies propagated into a new gen-
eration were based on the payoff scores obtained in the preceding
round robin tournament. A given strategy interacts with the other strat-

C D

C 1.5 1

D 2 1.5 - q

Figure 3.  Payoff values used in our simulation. q is a cost parameter. 0 < q < 
0.5 defines a prisoner’s dilemma game, while q > 0.5 defines a 
chicken game.

3. If an agent knows exactly or with a certain probability when a game will end, it
may use such information to improve its behavior. Because of this, the length of the
games was determined probabilistic, with an equal chance of ending the game with
each given move (see also Axelrod 1980a)
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egies in the proportions that they occur in their global population. The
games were allowed to continue until a single winning strategy was
identified, i.e., the whole population consists of the same strategy, or
until the number of generations reached 10,000. In most of the simula-
tions, a winning strategy was found before reaching this limit.

Figure 4.  The different game matrices represented as dots in a two-
dimensional diagram. CoG is the coordination game, CD the 
compromise dilemma and Ax is the original Axelrod game. The 
unmarked dots represent 0.0, 0.6, 0.9, 1.1 and 1.4 from upper left 
to lower right.

Also, if a pure population of agents with the Random strategy are
allowed to compete with each other in a population game, a single win-
ning strategy will be found after a number of generations. This has to
do with genetic drift and small simulation variations between different
agents in their actual play of C and D moves. As seen in Figure 5, with
increased total population size of agents the number of generations for
finding a winning strategy increases. This almost linear increase (r =
0.99) is only marginally dependent of what game is played.

The simulation consists of 15 Random strategies with a population
size of 100 individuals each, i.e., small differences between strategies
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will favor/be unfair to a certain strategy. The Simulation of randomized
strategies with 100 individuals are, according to Figure 5, supposed to
halt, i.e., all 1500 individuals belonging to the same initial strategy, after
approximately 2800 generations in a population game. Which strategy
that wins will vary between the games. There are two possible kinds of
winning strategies: pure strategies that halt, and mixed strategies (two or
more pure strategies) that do not halt. If there is an active choice of a
pure strategy it should halt before 2800 generations, because otherwise
playing random could be treated as a winning pure strategy. There is no
reason to believe that a single strategy winner should be found by
extending the simulation beyond 10000 generations. If there exists a
pure solution, this solution should turn up much earlier. 

Figure 5.  Number of generations for finding a winning strategy among 15 
random strategies with a varying population size.

The effect of uncertainty (noise) in the choice of actions (C or D) by
the agents within the tournaments was analyzed by repeating the tour-
naments in environments of varying levels of noise. Tournaments were
run at 0, 0.02, 0.2, 2, and 20% noise. The probability of making a mis-
take was neither dependent on the sequence of behaviors up to a certain
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generation, nor on the identity of the player. Noise will affect the imple-
mentation of all strategies except for the strategy Random. We focused
on three different aspects when comparing the IPDs and ICGs, which
will be further analyzed in the discussion part:

1. The number of generations for finding a winning strategy.

2. Differences in robustness for the investigated strategies. 

3. The behavior of the generally regarded cooperative strategy TfT
in IPD and ICG. 

4. Results

In Figure 6 and Figure 7 the success of individual strategies in IPD, ICG
and CD population games at no noise and 0.2% of noise are shown.
The repeating strategy TfT is represented by a solid line, the forgiving
strategies Simpleton, Grofman, and Fair by dashed lines, and the revenging
strategies Friedman and Davis by dotted lines.

In the IPD games TfT, Friedman and Davis are the most successful
with no noise (Figure 6), while TfT, Grofman, Fair and Friedman are the
most successful with 0.2% noise (Figure 7). For the other levels of
noise, (not shown in figures) TfT, and for Axelrod’s matrix also Tf2T, is
dominating with 0.02%. With 2% noise Davis and TfT dominates, and
finally AllD and Friedman are the dominating strategies with 20% noise.

At no noise all three groups of strategies are approximately equally
successful in ICG (Figure 6), with a minor advantage for the forgiving
strategies Simpleton, Grofman, and Fair. This advantage increases with
increasing noise. The revenging strategies Friedman and Davis disappear
at 0.02% noise and TfT at 0.2% noise (Figure 7) leaving the forgiving
strategies alone at 0.2% and 2% noise. At 20% noise AllD supplements
the set of successful strategies.
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Figure 6.  Percentage of runs won by strategies in the population games for 
different chicken games (0.9, 0.6, 0), prisoner’s dilemmas (1.4, Ax, 
1.1) and the compromise dilemma with 0% noise.

Figure 7.  Percentage of runs won by strategies in the population games for 
different chicken games (0.9, 0.6, 0), prisoner’s dilemmas (1.4, Ax, 
1.1) and the compromise dilemma with 0.2% noise
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The revenging strategies Friedman and Davis completely outperform
Simpleton, Grofman, Fair and TfT strategies in CD. With increasing noise,
ATfT (0.2-20% noise) and AllD (20% noise) become more successful
as part of a mixed set of strategies, because CD does not find a single
winner (Figure 8).

Figure 8.  Number of generations for finding a winning strategy in chicken 
games, prisoner’s dilemmas and compromise dilemma at different 
levels of noise.

Finally, in CoG, Tf2T and TfT are dominating with 0% noise. Tf2T
together with AllC and Grofman constitute all the winning strategies
with 0.02%, 0.2% and 2% noise. 95%C is the only winner with 20%
noise.

With increased noise the group of Simpleton, Grofman, and Fair
become more and more successful in ICG up to and including 2%
noise. When noise is introduced, IPDs favor the repeated TfT. With
increased noise the revenging Friedman and Davis disappears for both
ICG and IPD. Finally, with 20% noise AllD is the dominating strategy.
More and more defecting strategies will dominate with increasing noise
in IPD. Finally, in CD, the revenging strategies Friedman and Davis dom-
inates. In contrast to IPD and CD, cooperating and forgiving strategies
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dominate in ICG which makes the ICG the best candidate for finding
robust strategies. 

On average there was 80% accordance (for all levels of noise)
between winning strategies in different ICG, i.e., four out of five strate-
gies being the same. In the IPD there was a discrepancy with only on
average 35% of the winning strategies being the same. The performance
of the 0.4 and Ax matrices are similar within the ICG. This was espe-
cially notable for both matrices without noise (on average 75%) and for
the 0.4 matrices with 2 and 20% noise (on average 55%). 

In Figure 8, the number of generations needed to find a winning
strategy is plotted for different level of noise. The dotted line shows the
expected generations (2800) for competing Random strategies men-
tioned earlier. At 0 or low levels of noise more generations are needed
in the ICG for finding a winner than in IPD. The lowest numbers of
generations are needed with 2% of noise and the highest with 0% and
20% noise. There is no single strategy winner for the CD game with
0.2% noise and above.

In summary; coordination games give mutual cooperation the high-
est results, which favors nice, but to a less extent forgiving, strategies.
Compared to the ICG, IPD is less punishing towards mutual defection,
which allows repeating and revenging strategies to become more suc-
cessful. Finally in the compromise dilemma, where playing the opposite
to the opponent is favored, revenging and/or a mixture of different
strategies are favored. With increased noise (2% or below), forgiving
strategies become more and more successful in ICG while repeating
and revenging strategies are more successful in IPD.

5. Discussion

In our investigation we found ICG to be a strong candidate for being
the major cooperate game. ICG seems to facilitate cooperation as much
as or even more than IPD, especially under noisy conditions. Axelrod
(1980a; 1980b; 1984) regarded TfT to be a leading cooperative strategy,
but in our investigation we found TfT to have poor success under noisy
conditions within ICG. These statements will be further addressed in
the discussion below.

Most studies today consider the IPD as a cooperative game where
nice and forgiving strategies are successful. A typical winning strategy,
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like TfT, ends up as an agent playing cooperate all the time. There are
contradictory arguments about cooperation within chicken games. The
advantage of cooperation may be expected to be stronger, because the
cost of defection is higher than in the prisoner’s dilemma. Lipman
(1986) suggests that in ICG, mutual cooperation is less clearly the best
outcome because there is no dominant strategy. Each agent prefers the
equilibrium in which it defects and the other cooperates, but has no way
of forcing the other agent to cooperate. A mixed strategy or a set of
strategies, unlike a single dominant strategy, may favor mutual coopera-
tion. With pure and mixed strategies we here refer to the set of strate-
gies (played by individuals) winning the population tournament. A
mixed strategy is a combination of two or more strategies from the
given set of strategies i.e., an extended strategy set could include the
former mixed strategy as a pure strategy. 

We think an advantage of cooperation for the chicken games can be
explained by a greater robustness. Within a machine vision context, a
system is robust if it does not malfunction in the presence of distur-
bances. This robustness may be present if more strategies are allowed
and/or noise is introduced. For all investigated ICG without any noise
present, more generations were needed for finding a winner compared
to IPD. With minor exceptions this is also true for noise between 0.02%
and 20%. In Carlsson (2001a) the same conclusion was reached for a
large set (more than 200) of games with variants of AllD, AllC, TfT and
ATfT. 

If it is true that more cooperating strategies are favored in ICG, we
should also expect nice and forgiving strategies to be successful in this
game. In the ICG, both players that play defect are faring the worst,
which should favor forgiving strategies. Both ICG and coordination
game favor nice, non-revenging, strategies, but unlike coordination
game, ICG may forgive a defection from the opponent. This makes
ICG a primary candidate for being the main cooperative game, favoring
both niceness and forgivingness. 

An interesting exception to the higher success of cooperating strate-
gies within ICG is the poor success under noisy conditions of TfT. The
vulnerability of TfT to errors in the implementation of actions within
the IPD is well known and has been discussed extensively (Axelrod
1984; Molander 1985; Axelrod and Dion 1988; Wu and Axelrod 1995;
Bendor, Kramer and Stout 1991; Nowak and Sigmund 1992; 1993). The
even poorer ability of TfT to handle noise within the ICG is, however, a
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novel finding. The classical description by Axelrod (1984) of a success-
ful strategy in a deterministic (non-noisy) environment is that it should
be nice (not be the first to defect), provocable (immediately punish
defection), forgiving (immediately reciprocate cooperation), and simple
(easily recognizable). Obviously, under noisy conditions TfT either
behaves less nice, provocable, forgiving, and simple, or these character-
istics are of less value in the ICG. Axelrod and Dion (1988) suggested
that the difficulty for TfT to handle noise is an inherent consequence of
generosity: vulnerability to exploitation. Errors in the implementation
of strategies give rise to unconditional cooperation, which undercuts
the effectiveness of simple and reciprocating strategies. It also intro-
duces mutual defection among TfT players, reducing their obtained pay-
offs (Nowak and Sigmund 1993). In the long run, the average payoffs of
two interacting TfT players in a noisy environment converge to that of
two interacting Random players (Molander 1985). Thus, the main prob-
lem for TfT in a noisy environment may be to cope with copies of itself.

A solution to the problem of noise for a strategy is to punish defec-
tion in the other player less readily than does TfT. This can be done
either by not immediately responding to an opponent's defection or by
avoidance of responding to the other player's defection after one has
made an unintended defection (Molander 1985; see also Wu and Axel-
rod 1995). Thus, some modified versions of TfT, Contrite tit-for-tat (CTfT)
and generous tit-for-tat (GTfT) have proved to cope much better with noise
than the original TfT (Wu and Axelrod 1995; Boyd 1989). Bendor
(1993) concludes that uncertainty sometimes affects nice strategies neg-
atively but he also proposes that reciprocating but untrustworthy strate-
gies may start to cooperate because of unintended actions.

Several attempts have been made to classify strategies according to
their willingness to play cooperate and defect respectively, the classical
being Axelrod's (1980a) distinction between nice and mean strategies
based on whether a strategy's first draw is cooperate or defect respec-
tively. Under noisy conditions, the static description of a strategy, based
on its behavior under non-noisy, becomes more or less meaningless.
Naturally, a nice strategy then becomes meaner, and a mean strategy
becomes nicer, but the actual behavior is difficult to evaluate. 

In our opinion, the discussion about the evolution of cooperative
behavior has relied too heavily on analyses within the prisoner’s
dilemma context. The differences in the outcome of IPD and ICG
shown in our study suggest that future game theoretical analyses on



Differences Between the Iterated Prisoner's Dilemma and the Chicken Game under Noisy Conditions

60 Conflicts in Information Ecosystems

cooperation should explore alternative payoff environments. The
chicken game was discussed as a special case within the general hawk
and dove context by Maynard Smith (1982), but for some reason subse-
quent game theoretical studies has almost exclusively focused on the
prisoner's dilemma. This is unfortunate, since the chicken game appears
to us to be a very interesting game in explaining the evolution of coop-
erative behavior. If we give the involved agents the ability to establish
trust, the difference between the two kinds of games are easier to
understand. In the PD, establishing credibility between the agents
means establishing trust, whereas in CG, it involves creating fear, i.e.,
avoiding situations where there is too much to lose (Snyder 1971). This
makes ICG a strong candidate for being a major cooperate game
together with IPD. We therefore hope that in future studies, more atten-
tion will be paid to the role of chicken games in the evolution of agents
with cooperative behavior within multi agent systems. 
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Abstract

A model of surplus values within information ecosystems is presented. The
model is based on the classical definition of surplus value. However, as this
definition was developed within a manufacturing industry context, some mod-
ifications are necessary to adapt it to the context of information ecosystems,
e.g., taking into account that products are “virtual” rather than physical. Just as
in agent-based computational economics, we model economics as evolving
systems of autonomous interacting agents in an evolutionary framework. In
this way the resulting model is able to capture more dynamic scenarios. The
model is formally specified in terms of price, profit, and group gaining func-
tions and is applied to some examples of societies of selfish agents in antago-
nistic groups to illustrate its dynamic properties. Moreover, we show how the
model builds upon labour theory of value and contrast it to consumer value models. 

1. Introduction

What are the similarities and differences between the new digital infor-
mation society and the old manufacturing society? What underlying
conflicts must be dealt with, and how can these conflicts be resolved?
The purpose of this article is to investigate the applicability of the sur-
plus value concept within an “information ecosystem” of “infohabi-
tants”.

III
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In the remaining part of this section, the concept of information
ecosystems and the type of antagonistic exploiter-user scenarios that
will be studied in this article is introduced. In section 2, a model of sur-
plus values within information ecosystem is presented, which is applied
in section 3 to a number of e-commerce application scenarios. A discus-
sion and some conclusions summarize the article.

1.1 Information ecosystems

The global information infrastructure is getting more complex each day.
In order to cope with this increased complexity, the trends today are to
turn the infrastructure into a diverse, adaptive, responsive, and open
environment. One way of viewing a populated infrastructure is to
regard it as an emerging “information ecosystem” of “infohabitants”. 

The infohabitants are “intelligent” entities, or agents, typically acting
on the behalf of humans. Besides being populated by distributed and
robust habitants, the ecosystem should be able to adapt to changing
conditions, easily scale up or down, and have an openness and univer-
sality. This view stems from the similarity between an information eco-
system with infohabitants and a biotic ecosystem (Tansley 1935) with
biological habitants. The structure of biological ecosystems are basically
determined by interactions between individuals and the abiotic environ-
ment, and by interactions between different individuals.

The process that shapes the patterns of individuals within an ecosys-
tem is called natural selection. Since natural selection essentially favors the
self-interest of individuals, group formation within or between species
must hold some advantage for the individual compared to being alone
(Wilson 1975, Dawkins 1989, Dennett 1995) 

1.2 Exploiter-user scenarios

Within an information ecosystem some activities are performed by
infohabitants, or agents, which have conflicting interests. We will here
focus on a typical scenario of such an ecosystem where there is one (or
more) exploiter agent(s) and one (or more) user agent(s) being exploited.
Associated to each of these infohabitants there is a human “owner”,
who in some way caused the creation of the infohabitant and specified
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its goals. Thus, the infohabitant (agent) acts on the behalf of its owner
and the owner is responsible for the actions performed by the agent.

The type of situations that will be studied in the article is where a
human exploiter wants to make some kind of profit at the expense of
the human user by using her exploiter agent against the user agent. The
methods for doing this may be, e.g., by selling products or services, or
by performing criminal activities. 

1.3 Related work

We will in what follows extend the traditional surplus value model in
order to capture the essential features of information ecosystems. This
approach is also in accordance with a biological view of describing eco-
systems, where skills and interactions, beside the actual appearance of
the habitat, determine the success of the habitants.

Commerce in information goods is offered in widely varying config-
urations. Kephart et al. (1999) present dynamic market interactions
focusing on competitive strategies between agents. Instead of interact-
ing humans, software economic agents will populate the market. Soft-
ware agents may gain control by incorporating learning behavior when
interacting within the market based agent society (Kephart et al. 2000,
Vidal and Durfee 1998). 

In standard labour market models (e.g., Ehrenberg and Smith 1997), a
system of demand, supply, and equilibrium equations are used to char-
acterize work suppliers and employers. This approach is compliant with
the traditional macro perspective. However, there are also some
approaches adopting a micro perspective, such as agent-based computa-
tional economics (ACE), (Tesfatsion 1998), which concern the computa-
tional study of economies modeled as evolving systems of autonomous
interacting agents in an evolutionary framework.

A labour market framework (Tesfatsion 1999), uses a dynamic process
model based on individual agents and the interactions between agents
instead of a system model like the standard labour market model. In a
job-search interaction, work-suppliers and employers engage in a pris-
oner’s dilemma game where they repeatedly seek worksite partners and
evolve worksite behaviors over time.
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2. Surplus values within information 
ecosystems

2.1 The traditional surplus value concept

Marx introduced the concept of surplus value as a measurement of the
profit and a description of the roles of different actors in the produc-
tion of goods (Marx 1867). This is in contrast to the earlier view of
increases or decreases in production costs as the only effectors of the
rate of profit. Marx was one of the first to describe an economic rela-
tion as a formula: 

p = c + v + s (1)

where p represents the price of the good, c the amount of money spent
on investments and material, v the amount of money spent on labour
and s the surplus value. Here, the unit of money is used as an adequate
converter of a time constant to money. In a model of work suppliers
and employers, c + v represents the use value and c + v + s represents the
exchange value where the work supplier is supposed to add an extra profit,
the surplus value, to the use value. 

The surplus value is essential to the dynamics of the system. The
manufacturer may invest part of the surplus value in better tools or
more effective factories. In an open market where all manufacturers
have the same conditions there are typically no other alternatives than
making such investments, because otherwise other manufacturers will
drive you out of the market. Marx considered the manufacturer and
employers as the essential part of a dynamic system, which developed
the means of production and increased the amount of produced goods.
From a human point of view this is a qualitative increase in the ability to
use natural resources.

One important consequence of the surplus value is the biased advan-
tage for the manufacturer against the employer. Marx described a zero
sum game where the concentration of capital for one group was balanced
by the loss of resources for the other group. An employee used less and
less time for her own needs (because of the more effective production
of goods) and more and more time for producing surplus values. The
result was highly antagonistic groups (classes). 
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2.2 Manufacturing systems versus information 
ecosystems

There are different types of resources involved in an information eco-
system depending on whether we are looking at the human or the agent
side. The resources on the human side are measured as money and may
include transfer of goods or commodities. The resources on the agent
side can be described as processor time. An exploiter agent may appro-
priate some of the user agent's processor capacity for its own purpose.
The goal of the interaction between the user agent and the human user
is often to prevent privacy abuses.

Within an information system a surplus value appears when some
infohabitants profit from other infohabitants. Our approach is to model
the resulting group dynamics in an environment of competitive groups
of exploiters and users within an information ecosystem. Exploiter
agents gain some surplus value benefit at the expense of the user agents.
However, there are some differences between a manufacturer system
and an information system to take notice of. 

■ The qualitative use value factor, expressed as money or time, is
hard to give a precise value in an information system because of
the lack of physical products. Instead of using a supply-demand
description, a recursive iteration of Equation (1) will be used
when incorporating an information value.

■ The accumulation of profit may be different in an information
system, it does not have to be increased over time or be con-
nected to the exploiter agents. In both type of systems, it is only
the exploiters that profit from the surplus value. The internal
resources typically increase over time, i.e., the systems become
more complex, e.g., through the development of more efficient
machinery of production and enhanced agent communication.

■ A manufacturer produces goods, which have the same use value
for all the work suppliers and employers. For infohabitants the
exploiters and users can interpret the “produced” information
differently. In section 3 we will give an example of mass distribu-
tion of e-mail advertisements, interpreted as product information
by the exploiters and as “spam mails” (undesired mass-distributed
e-mails) by most of the users.
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It can be argued that there are two major strengths and one weak-
ness in the classical theory of surplus values. 

The first strength is the use of time (normally expressed as money)
as the entity for measuring surplus values, because time may be trans-
formed to most other units. For example, processor capacity may be
measured by the number of clock cycles during one second. 

The second strength is the intrinsic dynamics of the surplus model
where individuals within coalitions or between antagonistic groups may
try to cooperate or compete. One of the main purposes of this paper is
to explore this. 

The weakness is the static concentration of surplus values to one
group. Instead of presupposing a dynamical balance between the
groups, the distribution of surplus values has to begin all over again if
another group wants to profit by surplus values. Within information
ecosystems it seems like the surplus value could be distributed (at least
partly) between the different groups. This question will be further ana-
lyzed in the discussion and conclusion parts.

2.3 An extended surplus value model for information 
ecosystems

We assume an e-commerce system consisting of exploiter and user
agents acting on behalf of their human owners. From an e-commerce
perspective we may look at an agent as a tool for selling real products or
selling/producing virtual products. If we start with the simplification of
profit generation in Equation (1), the same formula may be used in a
recursive way describing the agent's contribution to the prize of the
product. The agents' part, pA, of the total prize, p, for a product or a
duty may be described as:

(2)

where cA, the constant capital, is investments already made for improv-
ing the information ecosystem, vA is a cost arising from “work” done by
the agent i.e., facilitating e-commerce trading by interacting with other
agents, and sA is the surplus value gained by the exploiter agent. The
total prize may now be expressed as: 

(3)

pA cA vA sA+ +=

pA ci pA+( ) v s+ +=
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where ci + pA constitutes the constant capital, and ci represents
investments done outside the agents' domain.

An exploiter agent E gets its surplus value sE = sA by doing a work
vE plus using the work vU of a user agent U or vA = vE + vU. There are
two possible interpretations of this surplus value.

The first interpretation is that the surplus value is part of a selling
cost for a “real” product. The work of the exploiter and user agents is
included in the total cost of the products just as the surplus value. The
role of the exploiter agent is to maximize the success against other
exploiters´ products and/or increase the total market. If we reduce the
function of the agents to handle the distribution of surplus value,
instead of creating new values, there will be a zero-sum play describing
the total outcome of the e-commerce domain. The purpose for a single
exploiter agent is still to maximize the surplus value on behalf of other
agents. 

The second interpretation is that the surplus value is part of the
prize of a virtual product. Some or all surplus value may come from the
agent activity (of course basically as a result of a human constructor of
the agent). If the function of the agent involves some virtual profit-
gaining product, the surplus value increases within a restricted area of e-
commerce. There will be an increase in the total surplus value if this
new duty does not reduce the value of other duties or products because
of cascading activities. The present progress of the Internet should be
seen as surplus value extending activities, developing virtual products.
This is similar to the development of the manufacturing economy.

The role of the exploiter agent is to facilitate the implementation and
increase the surplus value. This latter property may be obtained by more
successful acting against user agents and other exploiter agents. In
cooperative surroundings this may be done by informing activities,
sharing market sites between different agents or whatever move done at
extending the market for all agents. Another, more important, diverging
role is to compete against other agents. This competition may result in
both gains and losses of surplus values for an exploiter agent both
against other exploiter agents and user agents. 

The role of the surplus value is to be a catalyst for maximizing profit
against other antagonistic participants. This is partly in accordance with
an evolutionary model based on natural selection. Exploiter and user
agents constitute different antagonistic groups within information eco-
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systems, i.e., they have contrary to biotic systems biased the utility func-
tion toward the exploiter group.

A supply-demand description of profit generation does explain a
regulator of different interests. As long as undesired varieties, like
monopolization, are taken care of, the origin of common good will still
be present. The simplified surplus value formulas may be used to focus
on the catalyst quality, but the interpretation of an information ecosys-
tem case has to be done with respect to a specific domain. Most details
of such an interpretation is outside the scope of this work. In paper V
(Carlsson and Gustavsson 2001a), a protection model for a computer secu-
rity domain, based on exposure time, against intruders, further analyz-
ing the concept of surplus values has been proposed. The intruders try
to maximize their surplus values against other intruders or regular users.
In the next section we examine a case of mass distribution of e-mail
advertisements.

3. Application of the extended surplus 
value model

Whenever a user uses the Internet she exposes herself to a potential risk
of privacy abuse. For instance, by downloading files containing music,
the titles may secretly be recorded to create a profile of the musical
taste. There are companies selling personal information, so-called inves-
tigative services and “spywares”. Mail-order firms are tracking the prod-
ucts you buy, creating consumer profiles, and sell lists to third-party
marketers. It is fairly simple to keep a record of every site a user agent
visit and every transaction made. For example, when visiting a Web
page with a certain banner a cookie can be deposited on the user's hard
drive. Then any time a page containing this banner is visited, the cookie
on the hard drive is used to send information about what sites on the
Internet (some or all) that the user has visited. PC World concluded in a
recent cover story about privacy:

“In fact, the biggest threat to your privacy today isn't crackers, stalkers, or
data brokers. It's the legitimate online business - such as advertising net-
works, retailers, and others - that are creating detailed profiles of who you are
and what you do when you are on the Web.”(Tynan 2000)
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In addition, there are a variety of more or less criminal methods
involving, e.g., credit card deception, usage of other users' processor
capacity, or illegal use of copy-righted material. Whether or not a certain
activity should be regarded as exploitative or not has to be decided from
case to case. In the following examples our intention is to show how a
surplus value model can be used to explain the underlying conflict
between the actors within e-commerce. 

3.1 Popularizing trademarks on the net

Today there are millions of web sites reachable by any Internet user. To
be visible, e-business and other companies have to spend a lot of money
on creating brand recognition on the net. This money must sooner or
later generate profit, or surplus values, to the companies. The compa-
nies use an exploiter agent, probably built into a web site. The user
agent spends time visiting this site with direct or indirect instructions
from the user. When buying something, the user will pay the price of
the goods, which also includes a surplus value for the company direct-
ing the buyer to the desired product. 

A successful seller has a web site visited by many potential buyers.
Unlike the traditional surplus value model within manufacturing busi-
ness, building a web site does not require a lot of capital, but keeping it
successful might. This means that the potential number of e-business
companies hardly will be reduced; the risk of getting a monopoly situa-
tion in a free market is negligible. Companies advertising too much or
having too high prizes will not survive. 

The buyers have the opportunity to compare lots of different sites
visited. When buying a product the user agent, a shop-bot, will probably
visit a number of sites and compare prices, whereas the (human) user
may want to investigate the quality of the company. It is in the interest
of the company to offer the users their “user agent”. Such agents may
put the company in a top position when doing a search or offer spin-off
products not yet requested. The users, because of lack of reliability, will
avoid a too “efficient” agent, i.e., an agent maximizing a certain com-
pany's interest. The difference between a user and an exploiter “user
agent” will be hard to recognize for the human buyers. 
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3.2 Mass distribution of e-mail advertisements 

In this scenario there are two types of infohabitants: spam agents on the
exploiter side and filtering agents on the user side. The task of a spam
agent is to send e-mail advertisements for products that its owner sells
to as many persons as possible. The human owners mainly spend time
on reading/writing and addressing e-mails, but some time may also be
spent interacting with their agents. 

The goal of the exploiter is to save money (e.g., lowering advertising
costs) by sending spam mails. It is assumed that a few users react posi-
tively to the exploiter's messages (and consequently do not consider the
message as a spam mail). However, for the users as a whole, the mes-
sages from the exploiters should still be considered as spam mails. The
messages are not directed to a specific group of interested users and on
average, the disadvantage of receiving the messages is larger than the
advantage of getting the product information that may be included in
the message.

Figure 1.  An e-mail information ecosystem consisting of humans, spam 
agents, and filtering agents. 

The conflict between the exploiter and user groups is antagonistic;
what one part gains the other will lose. The main goal for the spam
agents is to increase the number of (spam) messages read by the users,
e.g., by sending as many e-mails as possible that are not filtered out by
the filtering agents. In order to achieve its goal a successful spam agent

 

Spam agent   
E - mail  handler 

Create/change address list
Change text 
Change  header 
F iltering 
D elete 
R eport 

Filtering agent
E-mail handler

Filtering
Delete
Report

Send mess age to spam agent
Change text
Change header

Human exploiter
Read/write e - mail 
Address message 
Interact with  spam agent

Human user  
Read/ write e-mail
Address message

Interact with user agent



Application of the extended surplus value model

Conflicts in Information Ecosystems 71

may have to invest in better address lists, better editing facilities, and
even to defend from filtering agents' counterattacks. The main goal for
the filtering agent is to prevent the spam messages from reaching the
user. It may also inform the user about incoming spam messages and,
together with the user, decide upon actions against future spam agent
attacks. 

Using the Equation (2) the vA part consists of cost for work done by
the exploiter agent vE and the work done by the user agent vU. The sur-
plus value sE wholly belongs to the exploiter agent resulting in 

(4)

The vE cost include all handling costs for sending the spam mail like
create/change address lists, change text and change header (see Figure
1). The cost of vU includes all the activities of the filtering agent like
doing the detection of spam-mails, deleting spam mails and reporting to
the user. The vU cost also includes the handling cost for those mails
passing the filtering function.

Suppose that on average a filtering agent has a success-rate 
detecting and removing the spam-mails. Let us call the exploiter agents
handling cost A, the filtering agents handling cost B, and the handling
cost of successful spam-mails C. A benefit Dn, for the exploiter n, is
supposed for delivering a spam mail. We also suppose a proportion b of
the spam mails reaching the user corresponding to the number of suc-
cessful messages sent by the exploiter agents that are of actual interest
for the user. We are supposing a variable success rate from exploiter to
user agents and a fixed rate of interest among the users (at a rough esti-
mate around 1% for spam mails and 0% for viruses). The average cost
for a group of N exploiter agents each sending xn, (n = 1,..., N) spam-
mails and the corresponding user agents is:

(5)

The average surplus value for the exploiter agents is:

pA cA vE vU sE+ + +=

α
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(6)

If the number of spam mails per user increases, this is a drawback
for the filtering agents and the users. The filtering agents have to work
harder filtering out spam messages and the likelihood for a spam mail
reaching the users increases. An increased number of spam agents does
not affect the surplus value for a single spam agent, but increases the
cost for every filtering agent. 

In our example, the dynamics of the groups will consist of interac-
tion between the groups followed by interaction within each group. A
spam agent should not rely too heavily on other members of the group.
Despite a few advantages of belonging to a group of spam agents, the
disadvantages dominate. Why improve the tools for sending spam mes-
sages together with other agents if the risk of being outdone increases
heavily? 

Cooperation within the filtering agent group will be favored because
everyone has something to gain from working together. Better tools
against spam agents can be developed which identify spam mails easier
(since the task is distributed). Possibly all spam agents will be wiped out,
but the system is not robust. Nothing prevents a new agent from
becoming a spam agent in the future or an agent from leaving the filter-
ing agent group. 

The surplus value means that the user agent has to deliver extra mes-
sages to the user, i.e., add some extra cost for using ordinary informa-
tion. The exploiter agent only has to receive one package of
information from the agent owner, but is able to send the information
to several user agents, i.e., by increasing the internal resources the sur-
plus value multiplies. 

If the user agents increase their internal resources by acting together
against the exploiters, the surplus value will decrease, i.e., the success
rate  decreases. The motive power for making  as small as possible
is an underlying creation of surplus values for some of the users, i.e.,
becoming exploiters and leaving the group of users. A more effective
filtering tool is a surplus value generating virtual product, which some
former users may introduce. This will be further analyzed below. 

sE
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4. Discussion 

In Section 2.2, we argued that the generation of surplus values might be
distributed between different groups. However, looking back at the
spam agent example, this was not the case because a user getting a sur-
plus value will automatically become an exploiter. The main difference
between information ecosystems and manufacturing factory systems is
rather in the distribution of user and exploiter groups than in the defini-
tion of the groups.

The most important difference between the new information econ-
omy and the traditional economy is probably that the production tools
are already in the hands of the users. There is no need for owning a fac-
tory; a standard personal computer is often sufficient for developing the
necessary software or web pages. We are not denying the benefit of a
strong infrastructure, but it is the intellectual capital that is the most
important. Another difference is that in the information economy, the
surplus value concept typically goes beyond making direct profit. For
example, there may be a surplus value involved in being “famous”, that
can be achieved by creating a much-used freeware program or a well-
attended home page. This fame may be transformed into profit later on.

In the example of sending spam mails a surplus value consisting of a
success rate and a rate of interest was introduced. The success rate may
decrease for the exploiter agent if a group-gaining factor like a tool for
collaborative filtering increases the success against the group of exploiter
agents.

Instead of having a decreasing group of exploiters maximizing
increasing surplus values, we may end up with an increasing group of
former users making their own surplus values (on the behalf of the
other users and/or exploiters). These new tools or services broaden the
domain considered and explain the origin of new surplus values. 

The improvements of the exploiter and user groups may result in an
arms race. A virus collecting login names may be spread as a program
among a group of hacker agents. This will cause the users to install pro-
tection software recognizing this type of virus. One improvement by
the hacker agent is retorted by a counter-improvement from the anti-
virus agent, so in the long run the hacker will meet a better-protected
user.
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There are three cases concerning the group dynamics of the
exploiter agents. The average surplus value may increase, remain the
same, or decrease. 

1. If the surplus value increases, the group of exploiter agents
becomes stronger. This in turn makes the internal resources
increase because of the accumulation of surplus values. However,
the opposite is not true. The amount of internal resources for an
exploiter will not automatically increase the surplus value because
the users may also increase its internal resources. An accumula-
tion of internal resources says nothing about the success for a sin-
gle exploiter agent. Due to increased competition between
exploiters there is a possibility for a few agents to dominate the
other exploiters. For this example, an increased competition
within the user agent group may occur or cause non-cooperating
user agents to disappear because of increased pressure from the
successful exploiter agents. There will be an arms race within the
user groups where less successful behaviours will go extinct.

2. If the surplus value is not changing there will be a balance
between exploiter and user agents. Actions from one group are
balanced by counter-actions from the other group. 

3. If the surplus value decreases, the group of exploiters becomes
weaker. With increased competition the number of exploiters
decreases, i.e., the successful exploiters improve their methods,
and the less successful become user agents. 

Generally speaking an exploiter Ex, with , where

, may use these extra resources to gain control of the

information passing while an exploiter Ey, with  will lose some
or all of its exploitation capabilities. The sum of all actions taken by the
different exploiter agents is a zero sum game. The surplus value will
enhance the competition within the group of exploiters, making some
of them stronger while other will vanish. Unlike a manufacturer system
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of accumulated constant capital there does not have to be a concentra-
tion of internal resources in the information ecosystem. 

In the popularization of trademarks, there is a risk of having success-
ful companies getting out of the business instead of having e-trading
companies getting stronger. To be successful for an exploiter agent
means having “control” of user agents. This control function may be
regulated by laws, proprietary formats or, as in the trademark example,
by developing manipulating search engines. 

5. Conclusions

The dynamics of the group of exploiter agents may be characterized by
at least three different aspects:

■ An ambition to increase the surplus value – this will make the 
increase and/or the number of exploiter agents decrease.

■ Forming new exploiters – the exploiters' new agents will prevent
previous exploiters from monopolizing the net and possibly
decrease the surplus value of the previous exploiter agents.

■ Synergetic effects – because of the similarity in means of produc-
tion for the exploiter agents it is easy to enlarge the domain of the
ecosystem resulting in an overall increase of surplus value. 

The dynamics of the human exploiters include traditional manufac-
turing business, monopolizing resources when taking over competitors,
making laws and security instructions. These moves may have a tremen-
dous influence on the exploiter agents, but it is outside the scope of this
work to explicitly point out all the details involved.

The e-commerce examples show that two antagonistic groups of
selfish agents may rely on each other even if one of them is a destruc-
tive group. This has to do with the benefit for a single agent against
another group or in conjunction with its own group. Only robust
groups of agents are able to handle an attack from a malicious agent
well, by evolving countermeasures against the intruder. This evolving
process is facilitated by the possibility for a user to receive a surplus
value without its agent becoming an exploiting agent in the current
domain. As an example a filtering program may make money for its
owner without being an exploiting spam agent. On the other hand, a
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user's search agent may act in the interest of an exploiter, making it an
exploiter agent as the trademark example points out. 

The reported work of surplus values introduced here is part of a
series of studies of different aspects of surplus values and antagonistic
behaviors within information ecosystems. Current examples which may
be further used and developed are: 

■ In paper IV: A tool for analysing very large groups like the actors
on Internet. It may be possible to find patterns for the behaviours
of agents in different antagonistic groups. In particular we may
find robust solutions when information ecosystems are modeled
as biological ecosystems (Carlsson and Davidsson 2001a), 

■ In paper V: An example of interactions based on the dynamics of
security and integrity systems. In Carlsson and Gustavsson
(2001a) a model based on time based security (Schwartau 1999) is
further analysed from a surplus value perspective.

■ In paper VI: A tool for implementing a society of selfish agents in
antagonistic groups. A well defined domain of the agents is pre-
supposed. From the initial assumption of a homogenous group
of agents, it is possible to model how antagonistic groups try to
reach a predefined goal. This could be maximal surplus value for
the manufactures or maximal robustness for the users. An arms
race between antagonistic participants using more and more
refined agents is a plausible outcome (Carlsson 2001b).
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PAPER IV

A Biological View on Information Ecosystems

Bengt Carlsson and Paul Davidsson

In Intelligent Agent Technology: Research and Development, World Scientific, 2001 (adapted version)

Abstract

When comparing information ecosystems to biological ecosystems, it
becomes clear that both types of systems seem to support robust solutions
that are hard to violate for a single agent. In the analysis of information eco-
systems, it is important to take into consideration that agents may have a
Machiavellian intelligence, i.e., that they take the self-interest of other agents into
consideration. We conclude that in the interaction between antagonistic agents
within information systems, arms race is a major force. A positive result of this
is a better readiness for innocent agents against the vigilant agents. Some
examples are given to show how the modelling of information ecosystems in
this way can explain the origin of more robust systems when antagonistic
agents are around. 

1. Introduction

The emerging global information infrastructure may be regarded as a
universal information ecosystem. An information ecosystem is popu-
lated by infohabitants, i.e., (semi-) autonomous software entities typically
acting on the behalf of humans. These infohabitants, or agents, may or
may not have conflicting interests. In this paper, we will compare the
dynamic process resulting from the interaction between agents in infor-
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mation ecosystems that have conflicting interests to the process of natu-
ral selection within biological ecosystems. 

Biological ecosystems are basically determined by an individually
centered mechanism called natural selection (Williams 1966; Wilson
1980). Normally, fitness expresses the rate of success for individuals
within an ecosystem. If antagonistic agents of an information ecosys-
tem that are acting in their own interests are modeled as parts of an
independent biological system, this will represent a worst-case scenario
because no cooperation can be taken for granted. The robustness of an
information ecosystem may instead be explained from a truly distrib-
uted point of view. 

In section 2, we will examine the interaction between agents and
between agents and the humans behind them. Section 3 provides some
Internet-based examples of antagonistic interactions, and is followed by
a discussion of the dynamics of the information ecosystem compared to
a biological system. Finally, in section 4 some conclusions are drawn.

Figure 1.  Part of an antagonistic information ecosystem

2. The dynamics of antagonistic 
information ecosystems

Humans have the possibility to represent knowledge outside the brain
as mind-tools (Dennett 1995; Gärdenfors 2000). Computers, “intelligent”
systems and agent technology within the global network may be
regarded as mind-tools, controlled by independent and selfish humans. 

In his book “The Prince”, Machiavelli wrote about how to conquer
and preserve authority. The impression of being fair and honest may, if
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the preservation of the authority requires it, be followed by tricks, lies
and violence. Humans are presumed to have such a Machiavellian intelli-
gence to bring out self-interest at the expense of others, mainly because
we are part of the biological system. Thus, if the intentions of an agent
involve some kind of conflicting goals, we should expect Machiavellian
intelligence to be present. 

We will here focus on a typical scenario of such an ecosystem where
there is one (or more) exploiter agent(s) and one (or more) user agent(s)
being exploited. In Figure 1 we see an example with one exploiter and
one user. 

The goal for the human exploiter is to profit from the agent interac-
tion. Besides giving the initial instructions to the exploiter agent, the
exploiter most likely has to continually instruct the exploiter agent
because of the limited knowledge of the domain of a software agent
compared to a human being. The human user and its agent, when trying
to avert the exploiter agent will perform the same kind of reasoning.
The situation will end up in an arms race where the second agent retorts
the improvement of the first agent by having its human owner giving it
improved instructions. The long-term outcome of a continuing arms
race is an improved retort against the unfriendly actions already per-
formed by the opponent, and probably a reduction of the number of
obvious new exploiting behaviors.

Unlike the traditional descriptions of agent systems based on mental
states having belief, desires and intentions (Rao and Georgeff 1995), we here
focus on the human masters. A human is capable of using knowledge
outside the actual domain and arrange it consciously. This knowledge is
then transferred to the agents through instructions and it relies on feed-
back. We believe that this interaction is a key component for under-
standing the mechanisms behind antagonistic information ecosystems.

3. Examples of antagonistic information 
ecosystems

We will here give some examples of antagonistic conflicts within infor-
mation ecosystems ranging from an illegal virus attack to legal registra-
tions of users. 
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3.1 Computer viruses

It is easy to imagine an arms race between virus makers (the exploiters)
and users. In the first phase, the exploiters finds out about the weakness
of the user's computer system and then creates a program, an exploiter
agent. To avoid attacks, the user has to use some filtering function, an
anti-crack or an anti-virus program (the user agent). The result may be a
refined arms race where the exploiter agent changes the appearance of
the harmful program automatically and the user agent finds these new
variants.

Despite its harmful purpose, an exploiter agent could be treated as a
catalyst for a more robust information ecosystem. We here refer to the
biological concept of robustness, i.e., the ability of an agent to properly
balance efficiency and efficacy in order to survive in many different
environments. The robustness of an ecosystem is then dependent of the
robustness of its members.

A time based security model (Schwartau 1999) quantifies the exposure
time related to a virus attack as dependent on protection, detection and
response. These variables in turn have a quality factor involved,
expressed as the strength of the mechanism and some active time inter-
val. If the final result of the virus battle is a balance where viruses only
in exceptional cases do harm because of an improved time based secu-
rity, we probably manage better with than without viruses. Just as in nat-
ural ecosystems we should not expect systems to be easy to manipulate.
An information ecosystem with humans using their Machiavellian intelli-
gence to control perceiving agents is a much more likely consequence. 

3.2 Spyware 

Today there are millions of Web sites reachable by any Internet user.
These users spend more and more time customizing and improving
their Web browser experiences through third-party browser extensions.
These extensions may be able to monitor and report the behavior of the
users to anyone needing this information. Cookies are used to register
information and later retrieve or modify this information with other
Web servers. A Web site may store information about the user in a
cookie that the user does not know about; the cookie mechanism could
be considered a form of spyware, abusing the privacy on the Internet.
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In general, spyware (the exploiter agent) is any technology that aids in
gathering information about a person or organization without their
knowledge. In a recent report, Martin et al. (2000) examined business-
to-consumer browser add-on products. The research focused on the
ways that the browser extensions collected user information, how the
data flowed back to the company's database and, how the data capture
techniques matched the privacy policies of each company.

“We downloaded 16 Internet Explorer browser extensions and watched them
work. A number were well behaved. But others seemed to outright exploit our
hospitality, watching and reporting our every move in the browser, some inter-
cepting data sent to competitors and other reporting back to headquarters on
pages we 'securely' downloaded using Secure Socket Layers” (Martin et al
2000)

There is a lack of trust in (third-party) browser extensions and
recently anti-spyware tools (user agents) were offered the Web users. These
programs inform the user about any unwanted cookies present and
how to get rid of them.

For both spyware and anti-spyware there is a profit calculation
involved. The consumer does not exactly know the purpose of the data
collection, but may suspect a third party selling information. Commer-
cial anti-spyware products replace the initial free products. The spyware
evolution is similar to the virus example but may be less destructive
because:

■ The consumer is normally partly informed about the collecting
activity (but not about the further use of the data).

■ The consumer may be offered an additional web service or soft-
ware program. The spyware acts as the commercial part of the
offered service.

■ The data collection may improve the development of e-business.

An arms race within spyware may improve some e-business con-
cepts, i.e., act as a resource generating marketing mechanism. Between
competing business companies such an improvement may cause advan-
tages compared to other companies not using spyware.
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4. Conclusions

Based on the assumption that software agents may mediate the Machia-
vellian intelligence of their human owners, there are a lot of similarities
between information and biological ecosystems. The main conclusion
we draw from these similarities is that arms race is a major force within
information ecosystems, i.e., a mechanism developing and possibly
improving the dynamics. 

Both examples presented in section 3 show a development of the
information ecosystem through an arms race. From a system perspec-
tive, this can be seen as a positive thing because the ecosystem will
become more robust. If a user knows about complications caused by
exploiting agents and prepares to defend against these intruders, the
user will be better off compared to being unprepared. From the user's
perspective, the disadvantage is the resources, e.g., money and time,
spent on procuring anti-virus and anti-spyware programs.

The Machiavellian intelligence has arisen through an arms race of
the capacity to deceive, but this does not mean we lost our (inherited)
capability to cooperate. The choice between long-term cooperation and
getting some short-term advantage of being selfish is called a prisoner’s
dilemma within game theory (Rapoport and Chammah 1965). Prisoner's
dilemma describes the rise of cooperation in both social (Axelrod 1984)
and natural science (Maynard Smith 1982), within a restricted domain.
The results from the analysis of prisoner's dilemma can be described as:
every agent wins by cooperation, but if everybody else cooperate, the
single agent will benefit by being selfish. If no one cooperates every-
body will be worse off. Most efforts today to solve this dilemma are
done by legislating but, as stated previously, we argue that there is a self-
adjusting quality influencing the dynamics of antagonistic information
ecosystems.
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PAPER V

Arms Race Within Information Ecosystems 

Bengt Carlsson and Rune Gustavsson

in eds. M., Klusch, and F., Zambonelli, Cooperative Information Agents V, Lecture Notes in Arti-
ficial Intelligence 2182, pp. 202-207 Springer Verlag, , 2001 (adapted version)

Abstract 

Interacting agents of exploiters and users within an information ecosystem
may be regarded both as biological beings and as part of an economic system
of infohabitants. A protection system can be implemented as a filter governing
the access to assets. Typically we will have a chain of attacks and countermea-
sures concerning this access to the desired assets. We model this process as an
arms race. We base our model on a process model of a protection system based on
exposure time. A user's reaction against an exploiter measure could either be a
direct response to the measure or an attempt to anticipate future attacks by
more general means of defeating the protection of the exploiter agent. When
anticipating future attacks and countermeasures, both users and exploiters will
improve their methods and tools due to an arms race. Our arms race model
refines the competition as modeled in computational markets to model aspects
which typically arise when societies grow beyond what can be controlled in a
centralized manner. A dynamic, evolving and robust ecosystem of autonomous
agents is sometimes a preferred and possible outcome of the arms race as a
hardening process. 

1. Background

Information ecosystems are often modeled as societies of agents, i.e.,
multi agent systems (MAS). A key aspect of MAS is coordination of tasks
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and activities. Distribution of sub tasks and coordination of team activi-
ties has been a focus of MAS and DAI (Distributed AI) research and
design (R&D) since early 1980's (Durfee et al 1989; Sandholm and
Lesser 1997). Since the end of the 1980s, R&D in MAS has also
addressed larger sets - societies - of agents. Issues such as articulation
work, i.e., setting up the prerequisites for teamwork, performing break
down of tasks and similar preparation work, team formation and con-
tracts as well as societal aspects of obligations, norms and social order are
topics of present day research agendas (Durfee 1988; Jennings1993;
Wellman 1994). Of specific concern in resource management are issues
regarding resource allocations. 

With computational markets we can model certain aspects of coordi-
nation in agent societies. The introduction of a common exchangeable
commodity of monetary values and an efficient mechanism for settling
the market value has proved fruitful. However, the market mechanism
does not cover all aspects of societal behavior related to coordination.
In large and open societies, as anticipated in information ecosystems
and witnessed on the web, we have to address other aspects as well. In
order to model explicit non-friendly activities that can be seen on the
web today such as tampering, cyber crime, and parasitic behavior, we
introduce an arms race model of coordination based on a dynamic model
of security and on an evolutionary model (Dawkins 1989; Maynard
Smith 1982; Wilson 1980). 

In computational markets the conflict between supply and demand of a
good or service is resolved by a price setting mechanism. Typically a
model of an auction is implemented. The auction settles a “market value”
of the good. A following step checks that appropriate norms are fol-
lowed. In this idealized market model the norms or laws are supposed
to be respected by all the agents involved, the primary one being that
“the price protects the asset”, i.e., if you cannot pay for the asset you
have no access to it.

However, in real situations there are agents that try to assess and get
valuable assets without paying for it or respecting other norms associ-
ated with the computational market at hand. For instance, copyright
laws protect against losses of the owners due to illegal copying.

In short, we have to complement tools for and models of computa-
tional markets with mechanisms protecting against illegal access to
assets protected by price, copyright, or other means. The protection
mechanisms are typically under attack from agents trying to “break in”
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and get the assets. This leads to efforts to strengthen the protection
mechanisms, that is, protection of assets leads to an arms race.

An important side-effect of the arms race is that if the arms race is
successful the computational market itself may get strengthened against
malicious intruders and possibly will emerge into a robust market with
respect to adherence to its norms and rules. We give a semi-formal
model of an arms race that allow us to state those remarks in a formal
way later in this paper.

Within a market economy there will be an exchange of value
between infohabitants. A conceivable “fair” exchange, a use value U,
based on calculating the proper amount of resources needed for the
exchangeable good may be settled. But nothing prevents infohabitants
from being more selfish than just fair in their actions. As a matter of
fact, this extra incentive is a feasible ingredient in an evolving economic
system. Let us distinguish between groups of infohabitants; the exploiter
and the user agents, both groups controlled by humans.

The reason for an exploiter to manipulate a user is to get a surplus
value, or profit, S. Instead of the ideal use value U there is a higher total
price T, its exchange value, expressed as:

(1)

It is in the exploiters’ interest to make S as big as possible. We claim
that within information ecosystems, the dynamics between exploiters
and users can be modeled as an arms race focusing on the protection
and accessibility of assets. An improvement of the protection by an
exploiter initiates a counter-measure by users or other exploiters.
Because of the increased competition between the antagonistic groups
and because of the autonomous individuals within a group, an accelerat-
ing arms race may also improve the overall robustness of the ecosystem.
Within biology, an arms race is often used to explain the origin of
robust ecosystems. The success of a single infohabitant may be favored
by coalitions and vigilance against new intruders. 

In an information ecosystem the exploiter agents may be a useful
part of a manufacturer production line creating extra profit, or belong
to humans with malicious intentions. These different roles of an
exploiter agent are sometimes hard to separate. Malicious intentions
include agents creating viruses or perpetrating information trespass.
Some users may regard a company having agents that send spam mails
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or spywares as malicious. Responsive agents on the user side act as a
defense against exploiters and their agents. 

Together these different agent societies constitute the participants in
an arms race. Advanced tools for both exploiting and creating respon-
sive actions by the different societies will be developed. In the ecosys-
tem it will be hard to predict which tool will be used by one agent or
another. Exploiters and users evolve in a dynamic fashion within a
refined set of exploiter and defense agents. The success will be deter-
mined by the reaction time after a certain attack by an agent and the
strength of the attack versus the strength of the protection system. We
will in the next section outline a generic model of arms race.

2. A model of arms race

We begin, by defining a generic computational model of arms race
based on micro economics. Based on this model, we outline an arms race
model incorporating the dynamics of a protection system.

Our model is based on balancing supply - demand of an asset (good)
in a market. In microeconomics we can calculate (e.g., by auctions) the
ideal price, use value U above, of a good given the supply and demand.
However, an exploiter can take advantage of different constraints or
policies to ask for and get a higher price (adding extra profit or generat-
ing surplus value S) in accordance with Equation (1) above. Some well-
known surplus enablers are: copyrights and patents, distribution restric-
tions, regulations, and added value. These surplus value mechanisms
can be enforced in a computational ecosystem by implementing filter-
ing mechanisms' protecting assets by controlling access. In this paper
we focus on a suitable dynamic protection model of access control.

An exploiter wants to protect surplus enabling mechanisms to its
advantage, or to weaken those of its competitor. A user wants to get rid
of those extra costs for getting the good. A user can thus legitimately or
illegitimately attack suitable surplus-generating mechanisms. Other
exploiters can also enforce a user's intentions in a hostile take-over
attempt.

The protection of the assets is based on interactions between three
components. These components are: a protection mechanism P, a detection
mechanism D, and a response mechanism R. An implementation of those
components acts as a 'filter', protecting the access to the assets. The fil-
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ter is engineered to meet a class of attacks, a, it has a certain strength s,
which can be improved, and it is dependent on time t. Our model is
based on the time based security model used in network security (Schwartau
1999). An extended model (Gustavsson 2001) gives a process model of
general protection systems. Let  denote the duration of protection
of a system at an attack a starting at time t0 and with protection strength
s. Let  denote the time it takes to detect an attack a in the given cir-
cumstances. Finally, let  denote the time it takes to implement suffi-
cient measures to eliminate the threats of the attack a after the attack
has been detected. Equation (2) captures the relations between those
time intervals and introduces an exposure time , where

. The protection system is protecting the surplus granting mecha-

nisms if and only if  is non-positive. If the exposure time

 is positive, the exploited part will have full control of the
situation during that time interval. In all realistic situations

 for all t larger than a certain value.

 (2)

The Equation (2) may be used for proposing a surplus value formula
based on Equation (1). The behavior of antagonistic agents within
information ecosystems is discussed in paper IV (Carlsson and Davids-
son 2001a). The idea behind linking together a protection formula with
surplus values is the extra cost these exploiter agents cause the users. 

We can now formulate the total profit or surplus value for the
exploiter, given that the protection system will stand against all attacks
during the time interval 0 to T, as Equation (3) below. The function f
returns non-negative and eventually zero value (e.g., when copyrights or
patents expire). 

  (3)

Equation (2) includes all kinds of protections. It could be a security
attack sending viruses or denial of service messages, as well as an eco-
nomically motivated attack sending spam mails or using spyware. All
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activities are supposed to involve some advantage, the surplus value, for
the exploiter behind the protection system. 

The arms race can be modeled as follows. If we have a successful
attack, i.e.,  for , where t1 denotes a point in time and

, then the exploiting agent can estimate a loss L according to
Equation (4). The function h is non-negative and includes not only esti-
mated loss of surplus value but also loss of, e.g., reputation.

 (4)

The exploiter can decide to take countermeasures to bring back the
favorable situation of a non-positive  at some later time than t1. This
decision will be based on Equation (4) and an assessment of potential
future profits based on Equation (3). The positive countermeasure,
from the exploiter’s point of view, is modeled as an increase in strength
(from s to s1,  in the formulas above). Hence, after a new point in

time t2,  we will again have a non-positive  for some time

.
The endurance F of the exploiter during the time interval [0, t2] is

captured by Equation (5). The function gi, is indexed by all agents that
exploit the breakthrough in the protection system. These agents form
the index set I. Other exploiters aiming at building up opportunities for
generating surplus values can facilitate the spread of the knowledge of
the breakthrough (i.e., increase the cardinality of index I).

(5)

The constant denotes the cost of strengthening the system from
s to s1. The endurance, i.e., the value of F(t1,t2) has to be positive for the
exploiter to remain competitive. 

An arms race can in our scenario be modeled as the sequence of
change in sign of Equation (2). This changing in sign induces a
sequence of time points {t0, t1,.. } and a sequence of strengths of the
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protection system {s0, s1, .. }. The Equation (3), Equation (4), and
Equation (5) can be reinterpreted accordingly.

The success of the arms race for the different combatants will
depend on their resources and agility as well as of explicit or implicit
coalitions as indicated in Equation (5). The success of a strengthening
of the protection system will for instance depend on the detection and
reaction times for the user agent. A prevented virus attack is one exam-
ple of a successful protection system. Spam mails and spywares are hard
to fully protect against because there is no pivotal situation like in the
virus situation, i.e., the expected loss L of Equation (4) is not in general
sufficiently high to motivate an upgrade of the protection system.

The user's reaction against an exploiter measure could either be a
direct response to the new measure or an attempt to anticipate future
possibilities, including waiting for others to defeat the defense system
(e.g., by using sniffing tools). 

Definition of robustness (1): We can now state a robustness criterion. A
robustness of the ecosystem, with respect to a protection system of the
ecosystem, will emerge if and only if:

 (6)

where A denotes all types of attacks and t, t’ denotes points in time. 
Definition of arms race (2): If the  change signs we have an arms

race. An arms race thus reflects an important aspect of system dynam-
ics. It can have two outcomes.

1.  is eventually always negative. That is, we have achieved a
robust state of the system according to Definition (1).

2.  is eventually non-negative, i.e., the protection is lost forever
after that point in time.

The arms race as defined above models dynamics related to robust-
ness of a system. The arms race presupposes that there are valuable
assets available in the system. The outcomes of the arms race reflect the
relative success of groups of infohabitants and thus also of the informa-
tion ecosystem as such. If arms races eventually on average leads to
robust systems, then there is a future for computational markets in that
ecosystem. On the other hand, if arms races always lead to lost protec-
tion, than the opposite is predicted.
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3. Discussion and summary

Exploiter agents try, on the behalf of their human owners, to make
some extra profit (surplus values) out of the ecosystem by exploiting
user agents. The mechanisms generating surplus value are protected by
a system implemented as a filter of access to the assets asked for. An
arms race is modeled as a sequence of attacks and counter-measures
strengthening the protection system. We have modeled the dynamics of
the arms race by stating some basic formulas. The arms race might
evolve into equilibrium of a stable robust system with respect to the
protection mechanism under study.

Examples of protection systems include security and integrity sys-
tems in e-business. A typical attack in these systems includes spam
mails. Spam mails direct advertising messages to an unspecified group
of recipients. A spam mail may look harmless compared to a virus. It
does not cost the user any security harm or threats against stored data,
but it costs time. A user agent filtering out spam mails costs processor
time and delivered spam mails costs the user time for reading and clean-
ing up. 

So, from a status quo perspective of the ecosystem, any changes
involving some profit making is described as an attack, irrespective of if
it is deleterious or evolves the information ecosystem.

There are two cases concerning the behavior of a protection system.
A stable system or a dynamic system:

■ A fully secure stable system presupposes a total protection
against every attack. The attacks must be detected and taken care
of while the protection is still up. This ideal situation is rarely at
hand. It could at best be attained as an emergent behavior.

■ A dynamic system might have a strengthening process modeled
as an arms race. An arms race presupposes some negative effects
on the participants, but may not cause any immediate danger to
the functionality of the system. A defence may include anticipat-
ing the intruder besides responding to the attack itself.

If all possible attacks are taken into consideration it is very unlikely
that we can design a fully protected system. Instead we should expect an
ecosystem based on arms race. The arms race is based on profit making
activities. These activities make an improvement of the information
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ecosystem possible. A dynamic, evolving and robust ecosystem of
autonomous agents is a preferred and possible outcome of the arms
race. 

The reported work is preliminary in many respects. We are at present
evaluating our model in arms race scenarios based on Napster and
other peer-to-peer systems emerging on the Internet (see paper VI).
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PAPER VI

The Tragedy of the Commons - Arms Race Within 
Peer-to-Peer Tools

Bengt Carlsson

in eds. Omicini, A., Petta, P., and Tolksdorf, R., Proceedings of the 2nd International Workshop 
Engineering Societies in the Agents' World, Lecture Notes in Artificial Intelligence 2203, Springer-Ver-
lag, 2001 (adapted version)

Abstract 

The two major concerns about peer-to-peer are anonymity and non-censorship
of documents. Music industry has highlighted these questions by forcing Nap-
ster to filter out copyright protected MP3 files and taking legal actions against
local users by monitoring their stored MP3 files. Our investigation shows that
when copyright protected files are filtered out, users stop downloading public
music as well. The success of a distributed peer-to-peer system is dependent
on both cooperating coalitions and an antagonistic arms race. An individual will
benefit from cooperation if it is possible to identify other users and the cost
for managing services is negligible. An arms race between antagonistic partici-
pants using more and more refined agents is a plausible outcome. Instead of
“the tragedy of the common” we are witnessing “the tragedy of arms race
within the common”. Arms race does not need to be a tragedy because these
new tools developed or actions taken against too selfish agents may improve
the peer-to-peer society.

1. Background

The Internet as originally conceived back in the late 1960s was funda-
mentally designed as a peer-to-peer (P2P) system (see (Minar and Hedlund
2001) for a historical overview). The early Internet was more open and
free than today's network. Generally any two machines could send

VI
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packets to each other. Early client/server applications like FTP and Tel-
net had a symmetric usage pattern. Every host on the Internet could
FTP or Telnet to any other host with servers usually acting as clients as
well.

The Domain Name System (DNS), originally from the early 1980s, is
an example of a system that blends P2P networking with a hierarchical
model of information ownership. A DNS queries higher authorities
about unknown names getting answers as well as new queries back.
Name servers operate both as clients and as servers.

The explosion of the Internet in 1994 radically changed the shape of
Internet into a commercial mass cultural phenomenon. People were
connected to the Internet using modems, companies installed firewalls,
and the initial structures broke down. 

Uncooperative people use the Internet in their own interest without
looking at the interests of the common. In the first half of the 1990s
this was a surprising experience on the Internet. The “Green Card
spam” 1994 appeared on the Usenet as an advertisement posted indi-
vidually to every Usenet news group. The advertisers did not pay for the
transmission of the advertisement; the costs were born by the Usenet as
a whole. Today we have to assume that users behave selfishly and/or
have commercial interests. This is a fundamental transition of the Inter-
net and the main topic of this article.

With slow speed modem connections (and large phone bills), user
patterns normally involved downloading data, not publishing or upload-
ing information. Companies on the other hand hid their data behind
firewalls making it hard to upload data from outside the firewall. By
default, any host that can access the Internet can also be accessed on
the Internet. Behind the firewalls this was no longer true making the
need for a permanent IP address unnecessary for the end-user when IP
addresses became in short supply. With dynamic IP addresses the single
user is hard to find outside the local network.

Users were getting better computer performance and more applica-
tions, but with less authorities than in the early days of the computers.
In the late 1990s programs started to bypass DNS in favor of creating
independent directories of protocol-specific addresses. Examples are
ICQ and Napster, the latter a tremendous success with over 80 million
non-DNS addresses in less than two years. 

A suggested litmus test that determines whether a system is P2P or
not is suggested by Shirky (2001). If the answer to both questions below
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is yes, the application is P2P. If the answer to either question is no, it's
not P2P:

■ Does it treat variable connectivity and temporary network
addresses as the norm?

■ Does it give the nodes at the edges of the network significant
autonomy?

P2P systems can be classified (Hong 2001) into three main catego-
ries: hierarchical, centrally coordinated, and decentralized.

1. A hierarchical P2P system organizes peers into hierarchies of
groups where communication is coordinated locally or passed
upwards to a higher-level coordinator for peers communicating
between groups. A DNS fulfils the requirements of the second
question but uses permanent IP-addresses 

2. In a centrally coordinated system, coordination between peers is
controlled and mediated by a central server. SETI@home is a
project trying to detect intelligent life outside earth, which distrib-
utes necessary data to millions of end-user computers during
screen saving periods or as a process. Because of the biased infor-
mation flow there is little autonomy left for the end-users, i.e., the
significant autonomy criterion in the second question is not ful-
filled. Napster stores pointers and resolves addresses of MP3 files
and users centrally, but leaves the contents and sharing of the files
at the users' machines. This is a true P2P system.

3. Completely decentralized P2P systems have no notion of global
coordination at all. Communication is handled entirely by peers
operating at a local level, where messages may be forwarded on
behalf of other peers. Freenet is mainly focusing on preventing
censorship of documents and providing anonymity for users on
the Internet. Another example is Gnutella which has been used
for distributing MP3 music as well as picture and video files
among end users.

We will examine the present development of centrally coordinated
and decentralized P2P distribution of MP3 files within Internet, using
models taken from evolutionary biology. In section 2 the concept of the
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tragedy of the commons is discussed, followed by a description of the
different P2P systems investigated. The research results are described in
section 4. P2P systems are further discussed in section 5, and finally
some concluding remarks are made in section 6.

2. The tragedy of the commons

In the background section we have seen the transformation of the
Internet from a typical cooperative platform to a highly competitive
network. Deeper studies of the concept of human nature is outside the
scope of this article but let us make some comprehensive statements
about humans as biological beings and part of natural ecosystems. 

Garret Hardin (Hardin 1968), using a game theoretic model of
explanation, described the conflict between the individual and the com-
mon in “the tragedy of the commons” as follows: 

“Ruin is the destination toward which all men rush, each pursuing his own
best interest in a society that believes in the freedom of the commons. Freedom
in a commons brings ruin to all.”

Within the P2P field this metaphor is used by several researchers e.g.,
Adar and Huberman (2000 and Oram (2001) for explaining overex-
ploiting of the resources. 

So are we destined for being either definite controlled or vulnerable
to a chaotic Internet? To answer this question we may look at other dis-
tributed, open systems capable of evolving robust behaviors based on
autonomous selfish agents. Robustness is the balance between effi-
ciency and efficacy necessary for survival in many different environ-
ments. A biological ecosystem exactly corresponds to these conditions.
The main principle of a biological ecosystem is natural selection (Williams
1966; Wilson 1980). This selection, the survival of the fittest, happens
among individuals, or agents, with opposed competing skills. A dynamic
process, where the action of one agent is retorted by counter-actions
taken by another agent, is starting an arms race. In the end one group of
agents may form coalitions against another group, based on the needs
of the individuals but dependent upon the success of the coalition (see
also (Carlsson and Davidsson 2001b)). 

Instead of looking for a central coordinator, the ecosystem emerges
through the dynamics of the autonomous agents. This vision is shared
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by the recent FET (Future and Emerging Technologies) initiative “Uni-
versal Information System (UIE)” within the Information Society
Technologies (IST) program of the European Commission and by
Internet Ecologies Area's which focuses on the relation between the
local actions and the global behavior of large distributed systems, both
social and computational.

The global information infrastructure may be regarded as an emerg-
ing information ecosystem of infohabitants, or agents. Within informa-
tion ecosystems, infohabitants who may have opposite interests
perform the activities. This dynamic process may be compared to a bio-
logical view of describing ecosystems, where skills and interactions
determine the success of the infohabitants. A biological ecosystem does
explain the advantage of having cooperating agents within well per-
forming ecosystems, by its intrinsic dynamics. Such a robust ecosystem
will eliminate the advantage for infohabitants of being too disloyal
against the community.

Multi agent system (MAS) has so far paid little attention to the ideas
surrounding P2P computing although agent techniques have been
applied to the design and implementation of interesting decentralized
applications. It is intuitive to think of MAS as P2P systems, since many
agents and/or hosts in MAS have been thought of as networks of equal
peers. Similarly, many existing P2P system can be thought of in terms of
concepts developed by the MAS community, e.g., Napster can be
thought of as a matchmaker

In our investigation, agents (and the users behind) are autonomous
and selfish. Instead of focusing on normative agents, the emphasis is on
the dynamics of a competitive system. The tragedy of the commons
includes autonomous and selfish agents violating norms and starting an
arms race.

3. Four different peer-to-peer systems for 
file sharing

We investigated four different P2P tools that range from centrally coor-
dinated to completely decentralized systems. Napster and MusicCity
represent centrally coordinated system while BearShare represents a
decentralized system. The fourth tool, CatNap, encrypts MP3 files in
order to bypass the filtering function of Napster.
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3.1 Napster

Napster is connecting users using file registers. MP3 files are stored in
the computers of the users, but Napster keeps a track of all the file
names. Originally Napster did not separate free and copyright protected
music, which made the Recording Industry Association of America
(RIAA) take legislative counter-measures. After a court order Napster
must provide for songs to be blocked, by filtering out all copyright pro-
tected songs from their file register. Downloaded music files, both suc-
cessful and interrupted are locally logged together with IP addresses in
this investigation.

Figure 1.  Down loading files using Napster where N is the Napster server 
and U denotes the user.

Using Napster for finding MP3 files is basically a client - server task
finding the requested file and a client task transferring the file. As can
be seen in Figure 1, the protocol for doing this in principle involves
only four steps. The user is doing a login and search request followed by
a search result answer from the Napster server. The file is downloaded
from another user and the result is reported back to the Napster server.
It is possible for the Napster user to stop other users from downloading
the locally stored files, i.e., a user may be selfishly. 

4. Report results

1. Log in, search request 

N N N N N
2. Complete search result 

3. Downloading file from 
another Napster user 

U U
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3.2 BearShare

BearShare, a Gnutella client, is a distributed P2P tool connecting to at
most seven other peers. It has a monitoring tool, which registers the
download as before but also downloading time and original country for
IP addresses. 

A Gnutella P2P-tool uses a huge amount of communication com-
pared to e.g., Napster. After an initial connection to a known Gnutella
server a network of Gnutella servers are established. Unlike Napster
there is no division into clients and servers at any stage of the service. A
representative network includes connecting to four other servers and
seven steps of message duration (time to live, TTL equal to 7). In all, a
server connects to over 4000 other servers.

Figure 2.  Down loading files using Gnutella where G is the Gnutella server. 
Only a small fraction of the actual search space is shown.

In Figure 2 the original Gnutella user is sending a search request to
four other users (only one is shown in Figure 2), who in turn send the
request to four other users. With TTL = 7 the message passes five more
steps. It is possible to broadcast across firewalls or to drop messages
when connected to low-bandwidth networks. Positive search results are
sent back to the requester. The user is allowed to alter the settings of the
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protocol by changing the number of servers connected or changing the
value of TTL. A remote P2P tool distributor may use agents inside the
program to monitor and distribute the activities of a local peer. This so-
called spyware is actually used by BearShare. A selfish user may enlarge
the search area and prevent uploading local files. This subject will be
further analyzed in the discussion section. 

Gnutella may be seen as an information ecosystem of agents. Inter-
actions among agents in both natural and information ecosystems may
be regarded as a network of dynamically connected agents. In a small
world model (Watts and Strogatz 1998) the ecosystem is represented as a
graph with edges connecting different vertices. The amount of interac-
tion within the ecosystem is dependent on the amount of clustering
between agents and the path length for reaching an arbitrary agent. Nei-
ther a graph with few neighbor connections nor a fully connected graph
will do, because of high path length and low clustering respectively. A
small world graph with the combination of high local clustering and
short global path lengths will do better. Recently Albert et al (Albert et
al 1999) have shown that two randomly chosen documents on the web
are on average 19 clicks away from each other

3.3 MusicCity

Like BearShare but unlike Napster, MusicCity does not maintain a cen-
tral content index and is not currently subject to content filtering. A file
may be downloaded using more than one source file. Like Napster but
unlike BearShare, MusicCity is formally a closed system, requiring cen-
tralized user registration and logon.

3.4 CatNap

We also investigated CatNap, a program working within Napster
encrypting MP3 files. CatNap users must convert their files before
entering Napster in an attempt to fool the Napster filter. A user inside
the CatNap mode has no possibility to participate in the ordinary Nap-
ster community, s/he will act as a parasite agent.

Filtering agents and encrypting agents supplement the user-con-
trolled behavior. Figure 3 shows the essential agent interaction. The
goal for the filtering agent is to stop copyright protected MP3 file
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names to enter the file register. If other free MP3 files are also stopped,
the filter has become too efficient. The CatNap files may pass the filter
by encrypting the file names. We shall in the investigation part compare
the filtered Napster society with a similar unfiltered one. 

Figure 3.  The filtering function of Napster affected by a parasite agent.

4. Empirical study

Three identically equipped computers were used during March to May
2001 to investigate Napster, MusicCity and BearShare. During this
period, MusicCity changed locations making it impossible to reach dur-
ing several weeks. Also, there was no measurement available for the
downloading via BearShare in the first half of the investigation period. 

Napster and MusicCity both have centralized distribution of con-
necting different peers. This fact makes traffic analysis somewhat
unnecessary at the end-user level, because much better predictions are
done at central servers. BearShare's distributed propagation makes a
local investigation necessary because only directly connected peers are
involved in the file sharing. We concentrate our efforts on measuring
the substantial contents instead of measuring the actual traffic. With
Napster the network consists of 5.000 - 10.000 users (out of a popula-
tion exceeding 1.000.000) and with MusicCity, 15.000 - 35.000 users
constitute the total number of logged in users.

The investigation of CatNap was done during a ten-day period, at
the end of March 2001. Later on, Napster banned CatNap and other
encryption programs by identifying encrypted files and blocking these
users from Napster.
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4.1 Average number of files

When Napster started to use filtering tools, the average number of files
made available per user not surprisingly went down. In Figure 4, bars
represent this where the initial, non-filtered files amounted to about 200
per user. At the end of the investigation less than 50 files are left. 

.

Figure 4.  Mean number of user files and filtering efficiency within Napster.

The measuring lasted for a month and a half, so every single day is
not represented in the diagram. During the first month the efficiency of
the filter varied due to a leaking filter. This is shown by the varying
number of files in the middle section of the diagram. 

During a ten-day period when the Napster filter was still leaking the
number of files per user was compared for Napster, MusicCity and Cat-
Nap as can be seen in Figure 5. Roughly, MusicCity users are twice the
number of Napster users and CatNap users are twice the number of
MusicCity users. CatNap files were measured by manually counting the
number of files per user (totally 125 users). The MusicCity number of
files per user is about the same Napster had before the discussion of fil-
tering files started.
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Figure 5.  Files per user for Napster, MusicCity and CatNap

A possible alternative explanation of the decreasing number of files
would be that users with a lot of MP3 files were leaving Napster
because of difficulties finding new songs for downloading. To measure
this a fixed number (n=61) of both public and copyright protected
songs were monitored on a local site. The number of songs passing the
filter was measured and an estimated number of songs supposed not to
be filtered out are indicated as a filtering efficiency scale in Figure 4. A
filtering efficiency close to 1 indicates a well functioning filter neither
failing to filter out songs nor overreacting. As can be seen in Figure 4,
the filtering capacity pretty well follows the variation of the number of
files. There is no indication of changing file-sharing behavior because of
the filter.

4.2 Filtering efficiency

In Figure 6, we investigated the proportion of files not filtered out by
Napster (15 out of 61 files) compared to the filtered files. These filtered
or public files are represented as the white parts of the bars for Napster,
MusicCity and BearShare. 

The investigation was done during on average 77 hours each period.
After a peak in the beginning of April Napster almost disappeared. This
decline expresses both the loss of filtered files and a decreased interest
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for remaining public files (a decrease to 1/8 of the public files peak
value). MusicCity users had a 31% and BearShare a 28% increase of
their downloading rate between the measurements, but no increase at all
for Napster´s public files. Users are downloading proportionally more
copyright protected files from BearShare and MusicCity.

Figure 6.  Average number of down loads per hour for Napster, MusicCity 
and BearShare. White part of the bar represents files not filtered 
out by Napster.

4.3 Error rate

Next we compared the rate of errors when trying to download files.
The measurements were done during a ten-day period lasting for on
average 125 hours for each tool.

Figure 7 shows that Napster has the lowest rate of errors. This is
probably because Napster only allows one-to-one connections when
uploading a file. MusicCity allows multiple sources and BearShare dis-
tributes a user´s uploads based on the capacity of the remote connec-
tion. Because of BearShare´s increased use of communication between
peers the download rates are probably near the capacity limit for this
connection.
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On average it took 20 minutes and 32 seconds (average for 450 files)
for downloading a file using BearShare, with variations from several
hours to a few seconds. For each file there was a mean transfer speed of
48 kbit/s. Napster and most of MusicCity downloading time for files
were directly reflecting the speed of the remote connection.

Figure 7.  Down load and error rate for Napster, BearShare and MusicCity.

5. User reaction

Users do react against Napster´s filtering function by misspelling artist
names and songs. This is possible to do because it is the users naming
both songs and artists for a certain MP3 file. Figure 8 below shows an
example of that. Searching for artist name or full title returned no
results, but searching for “Oops” did. Besides finding misspellings of
the actual file, all other files withholding “Oops” will be found.
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Figure 8.  An example of misspelling Britney Spears´ Oops I did it again. 
Screen dump from Napster 05.10. 2001.

6. Discussion

Recently there has been a dispute about what the standards of a P2P file
sharing MP3 music may look like. During the last year, Napster has
become the main tool for downloading MP3 music files, making it a
candidate for being the standard within the P2P file sharing community.
Its weakness is a lot of unsolved conflicts both towards the record
industry and towards other P2P tools. The record industry wants to cre-
ate a pay-for tool for downloading MP3 files. Napster uses centralized
servers for connecting users. 

6.1 File sharing

The basic P2P assumption was about cooperating, equal users sharing
network resources. According to a recent report (Adar and Huberman
2000) almost 70% of Gnutella users share no files, and nearly 50% of all
responses are returned by the top 1% of sharing hosts showing that free
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riding is frequent. This may lead to degradation of the system perfor-
mance. There is a risk for P2P systems being dependent on a few
enthusiasts. The increased number of files for CatNap users probably
shows this tendency. Such a system may be vulnerable because of lost
interest or threats coming from the outside against these main contribu-
tors.

6.2 Copyright protection

Napster will probably meet the demands from RIAA but at the cost of
losing the vast majority of the users. As have been shown in Figure 4
and 5, users leave Napster because there are very few sharing files left.
More importantly, those public files left are to a less degree downloaded
by users. The difficulties to calibrate the filter made it too efficient. A
considerable large proportion of public files did not pass the filter. If
the selection of files is reduced, the public or promotional files will be
rejected as well. Our guess is that users will use other unfiltered tools
rather than a pay-for tool partly because of financial issues and partly
because of desires for unlimited search choices.

6.3 Agent interaction

In the presented work, the focus is on investigating the behavior of
users downloading MP3-files and to discuss present and future agent
interactions. For both the filtering and parasite agents there is a risk of
overreacting when trying to optimize MP3 file handling. This is partly
due to insufficient calibration and partly to built-in constraints. 

Facing the alternatives of joining a pay-for site or participate in col-
laborative behavior with other Napster users, they may behave more
actively in keeping current possibilities for downloading files. Unfortu-
nately this was not possible to prove within Napster because of a too
efficient and too unpredictable filter. The Napster filter was tested by
changing all filtered file names by misspelling them within the test set of
MP3 files. All file names passed the filter but within two days they were
found and filtered out again. 

So, CatNap did not succeed very well in our investigation because
the Napster filtering agent detected its strategy early. More fundamen-
tally, there is a twofold risk for CatNap of being too small or too big.
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Why should a user keep her/his CatNap files if no one else does, or
why should Napster keep its server if all users join the CatNap? To
avoid disclosure, CatNap should hide from the filtering agent, but that
means hiding from everybody else. 

The Napster filtering agent aims at satisfying both the record com-
panies and the users sharing MP3 files. At most the filtering agent
should strictly filter out all copyrighted files but nothing else. This was
not the case in our investigation. It was possible to find a lot of copy-
right protected music at the same time as all files (both copyright pro-
tected and public) at a single file sharer site were filtered out. The
filtering agent has a mission impossible, making it a target for both the
record companies' pay-for music sites, and for other P2P freeloading
sites. 

6.4 Bandwidth sharing

When users are shifting from Napster to MusicCity or BearShare, band-
width sharing will be the next subject of free riding. Both systems
exploit faster connections for directing more traffic through these
peers. The basic structure of BearShare also causes enlarged overhead
because a lot more communication is necessary in a fully distributed
system. Both MusicCity and especially BearShare, as shown in Figure 6,
abort more transfers than Napster. A user may waste more and more
bandwidth and processor capacity without getting anything back when
joining these Napster alternatives. For the Internet as a whole it may
end up even worse. Ritter (2001) made an arithmetical problem of the
Gnutella example presented in Figure 2. He supposed a user sending an
18 bytes search string, ending up with a total data transmission of over 3
Mb. If a user were allowed to send a request covering a society as big as
Napster (we suppose 1 million users) the total data transmission gener-
ated would exceed 800 Mb.

6.5 Global access

File sharing needs global access because a single user does not normally
choose who to connect to. The legal actions taken against Napster and
in the future probably MusicCity may cause them to close down. There
are also possible reactions against BearShare. It is possible to trace IP
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numbers to a specific BearShare user, since Internet service providers
store the information. Legal notices have already been sent to operators
and users are informed they may be threatened legally by the RIAA.

Global access to the core Internet backbone is controlled by Internet
backbone providers (IBP). These IBP consist of a few firms mostly
located in the US that secure access to the core routing structure, and
access to all Internet addresses in the world (Foros and Kind 2001).
Smaller regional Internet service providers are already charged for
access to their global infrastructure and core routing services. The
problem is also that, as more bandwidth is needed, the strategic impor-
tance of those countries that provide it also increases.

6.6 Future

In “the tragedy of the commons” an individual is always supposed to
behave selfishly. But individuals within a natural ecosystem have rela-
tives (kin selection within biology) and a possibility to pay and retort a
favor from an unrelated neighbor. The success of the ecosystem is
dependent on cooperating coalitions. An individual being part of a file
sharing ecosystem will benefit from cooperation if it is possible to iden-
tify (real names or pseudonymous) users and/or the cost for managing
services is negligible. We found a few such behaviors with users chang-
ing file names and joining encrypting programs. In the future, agents
may be designed to find other cooperating users or to avoid controlling
IBP's, resulting in more or less locally connected groups with their own
norms. 

A possible future scenario includes but is not restricted to the fol-
lowing proposals:

■ Pay-for music sites are visited by a restricted number of users
because people are used to getting down loadable material for
free on the Internet. 

■ The P2P tools providers increasingly get their profit from adver-
tising banners and spywares.

■ Users have to invest more in bandwidth and technical upgrading.
■ New file protection systems like watermarking makes it harder to

copy music files but may also reduce the audio quality.
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None of the issues above will result in a better-organized file sharing
system. RIAA will still have problems getting money out of freeloading
users. The new P2P tools will include features not desired by the users.
Users have to invest more in technical resources without getting a better
audio quality.

7. Conclusions

The two major concerns about P2P are: anonymity and non-censorship of
documents. The music industry has highlighted these questions by:

■ Forcing Napster to filter out copyright protected MP3 files
■ Taking legal actions against local users by monitoring their stored

MP3 files

Our investigation shows that when copyright protected files are fil-
tered out, users stop downloading public music as well. When Music-
City and BearShare are replacing Napster, there is an increase in
downloading copyright protected files compared to downloading public
files. This alteration is contrary to the purpose of introducing a filtering
function.

When former Napster users are leaving for other P2P tools, this
causes higher bandwidth usage for these users and thus increases the
communication needs over the Internet. The Napster alternatives Mus-
icCity and especially BearShare consume more resources both by
default and, as shown in our investigation, by having a higher rate of
aborted file transfers.

Basically a P2P system consists of a society of equal peers. With cen-
tral content index, centralized user registration, logon and introduced
spywares, this is no longer true. There is one group of peers supplying
the tools and one group using the tools. Within and between the groups
conflicting interests should be expected. The view introduced in this
paper treat peers as similar to an (information or biological) ecosystem
of agents controlled by Machiavellian beings behind. 

The success of a distributed peer-to-peer system is dependent on
both cooperating coalitions and an antagonistic arms race. Users may
cooperate, i.e., allowing uploading from other users and/or bypass
Napster´s filtering function by misspelling or encrypting files. Adar and
Huberman (2000) have shown the unwillingness of a majority of users
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to share files and our investigation shows no major tendencies for sys-
tematically bypassing Napster´s filtering function. More in general; an
individual within the user group will benefit from cooperation if it is
possible to identify other users and the cost for managing services
towards other users are negligible. In practice it is sufficient to have a
fraction of the users cooperating to maintain a well performing system.
In Napster there is still some incentive for being cooperative because
such a user is not anonymous. In BearShare and MusicCity other users
are more anonymous because one MP3 file may be downloaded from
multiple sources.

An arms race between antagonistic participants using more and
more refined agents is a plausible outcome. Napster´s filtering agent
and Catnap, a parasitic agent, are examples of such agents. They fulfill
some temporary needs and may probably be replaced by other agents. A
possible future agent may be a “bandwidth stealing” agent or a “band-
width protecting” agent. Users getting used to downloading everything
for free has to decide about joining a pay-for service or accepting more
power consuming P2P tools with an increased personal effort. Despite
legal actions, performance deficits and the strength of commercial
forces, an uncensored P2P community will probably survive because
there are too many new tools developed with innovative new solutions.
Instead of “the tragedy of the commons” we are witnessing “the arms
race within the commons”. Arms race does not need to be a tragedy
because these new tools developed or actions taken against too selfish
agents may improve the P2P society.
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