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Abstract 

 

The research presented is motivated by the demand for process 

improvement for companies active within software development. High 

demands on software quality are a reality. At the same time, short 

development time and low effort consumption are required. This 

stresses the necessity for process improvement. Empirical research 

methods and close cooperation with the industry partner addressed the 

research challenge.  

 

The research presented in this thesis shows how the analysis of faults 

through fault classification can be used to determine suitable and 

required process improvements. Two alternatives are investigated. 

First, a lightweight approach, and second a fault classification approach 

targeting all faults. The suitability of the fault classification is stressed 

as well as the importance of assigning the correct fault class. The latter 

is determined by classifier agreement calculations. Additionally, the 

research proposes that the appropriate occasion for a correct fault 

classification is alleged to be when the fault is corrected.  

 

The research also introduces an approach to tailor the verification and 

validation process. The tailoring process suggested considers the 

functionality characteristics and the software entity complexity in terms 

of couplings. This is used to select the appropriate and efficient process 

for verification and validation.  
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is determined by classifier agreement calculations. Additionally, the 
research proposes that the appropriate occasion for a correct fault 
classification is alleged to be when the fault is corrected.  
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Introduction 

1. Introduction 
The increasing dependency on software from society and the severe and 
crucial consequences that a failure can cause requires high and increasing 
levels of quality. To stay on the front edge instead of struggling to keep 
pace with the increasing quality requirements, process improvement is 
required for the majority of companies [1, 2].  

It is evident that there is a need for high software quality. The software 
system’s operational status is an essential part of many countries 
government, economical and health systems. Additionally, software’s 
operation is of vital importance for a number of safety critical systems as 
well, typically nuclear power plants, military surveillance, and so on. 
Software and its quality and correct operation is also an important factor 
for a number of companies, either directly (providing software) or 
indirectly (using software). Not only the society’s critical functions or 
business operations are relying on functioning software. The everyday life 
is depending on software as well, typically cars, telephones, mobile 
phones, television, radio, and much more. The importance of these types 
of systems as well as the dependency of their function, stress the high 
quality demands on software.  

Based on the dependency on software the consequence of a software 
failure is major, and in some cases disastrous. To prevent faults from 
causing problems quality assurance and improvement actions are 
necessary. Improvement actions stretch from initial planning to final 
delivery and operation of the final software. There is a relation between 
the quality of processes applied for software development and the quality 
of the software produced [3-6]. This brings the focus towards software 
process improvement. 

Not only the users of the software suffer from low quality, low quality 
products can be devastating for the company and developing organization. 
To be competitive on the market requires qualities making the product 
attractive. An attractive product is a prerequisite to assure profit, improved 
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reputation and increased market share. These qualities involve timeliness 
as well as innovative functionality and traditional functional attributes.  

The domain for this thesis is Software Engineering. However, the domain 
of Software Engineering is broad and divided in numerous sub-areas. 
Software Engineering, according to the definition stated by IEEE Std 
610.12-1990 [7] address “the application of a systematic, disciplined, 
quantifiable approach to the development, operation and maintenance of 
software; that is, the application of engineering to software.” By this 
definition it is possible to distinguish that processes is an essential part of 
software engineering, typically fulfilling the systematic approach.  

In terms of quality, three perspectives are argued as important. One is 
maintaining the reached quality, not letting quality drop. Two is the 
prediction of quality, meaning that you are able to correctly estimate or 
determine the level of quality in advance. Third is the issue of quality 
improvement, where the quality of the artifact is improving in comparison 
to prior versions.  

It is also acknowledged that software quality is to some extent subjective; 
quality for one person may not be quality for another person. This does 
not align well with the definition of software quality as the quantifiable 
approach. However, this is addressed through discussing quality through 
definitions. From the standpoint taken in this thesis the definitions of 
quality is often known as quality attributes, quality factors, or non-
functional requirements [7-10]. In this thesis, the term quality attribute is 
used for describing these terms.  

The overall aim of this thesis is to determine how to develop software 
with higher levels of quality for the preferred and targeted quality 
attributes, and to do so in less time.  

This raises two important questions: where to focus to shorten project 
lead-time and where to focus to increase quality. The answer argued to 
this question is to focus on fault and fault prevention. Through focusing 
on fault and fault prevention, the fault analysis drives the process 
improvement. 

The dominating research question for this thesis is: How to process the 
information contained by the faults, i.e. how to learn from faults in the 
software engineering process? This question is further addressed in the 
later chapters included in this thesis.  
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1.1. Outline  
The remainder of the introduction is structured as follows. Section 2 
provides some background. Section 1.1 discusses software quality and 
software quality attributes. Section 1.2 deals with the relationship between 
faults and quality and the impact faults have on software quality. Section 
1.3 describes software process improvement in general terms and 
approaches for software process improvement. In Section 1.4, the fault 
classification area is discussed. Further, Section 1.5 discusses the relation 
between verification and validation and process improvement.  

The introduction continues with Section 2, which deals with research 
context. Section 3.1 handles the research domain, and the research method 
and cooperation is described in Section 2.2.  

Section 3 gives an overview of the research, by providing a short 
introduction in Section 3.1, and continues with describing the research 
concerning quality attributes and their relations in Section 3.2. Section 3.3 
describes the research addressing the fault analysis approach to process 
improvement and increased software quality. Section 3.4 presents the first 
fault classification study aiming at learning how to handle fault 
classifications. Section 3.5 describes the research following-up the fault 
classification approach in industry with an informative fault classification 
addressing the important questions for process improvement for the 
associated company. Section 3.6 relates the fault based approach to the 
verification and validation process, and how to improve the quality 
through the verification and validation process.  

Section 4 contains a discussion, followed by Section 5 handling the 
conclusions and further work. Section 6 contains the publications and the 
introduction ends with references in Section 7.  

2. Background 

2.1. Software Quality and Software Quality Attributes 
There is a resemblance between beauty and quality; it is in the eye of the 
beholder. Quality for one person may not be quality for another person. 
However, a set of common characteristics is judged as important for a 
number of occasions within software engineering. These characteristics 
are called quality attributes. Quality attributes are detailing the generic 
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term software quality by detailing and defining parts of the generic term 
software quality, illustrated in Figure 1  

 

Figure 1: Relation between Software Quality and Quality attributes 

For example, a user initially presented with a software application is 
requesting quality. The requested quality is described as instructions, help, 
and structure aiding an intuitively handling of the application. This aspect 
of quality is known as usability [8]. Another occasion is when a developer 
is taking over the corrective responsibility of existing software and request 
higher quality. The quality in this case is perceived as better structure, 
number of comments and supporting documentation presenting the 
existing solution. This quality is known as maintainability [8]. 

The generic term quality is insufficient for describing the quality 
characteristics that different roles, users, and stakeholders desire from a 
software system. Quality attributes details the common term, and 
represents different quality characteristics.  

Though quality attributes are defining the aspects of quality, there exists 
more than one set of quality attributes definitions. Moreover, quality 
attributes have evolved through time, new attributes are required and also 
updates towards the existing quality attributes [8, 9]. Quality attributes are 
further discussed in Section 3.2, and Chapter 2.  

2.1.1. Quality Attribute Types 

Quality attributes are typically focusing on different areas within software 
engineering. Two types are identified and stressed in this thesis, these are 
presented in Table 1, namely process related quality attributes, and 
product related quality attributes.  
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McCall [8] identifies three types of product related attributes within his 
definition, i.e. quality attributes describing product operation, product 
revision, and product transition.  

In [9] Chung and colleagues present 160 different quality attributes. Some 
of these are used for exemplification of the two types of quality attributes: 
product- and process quality attributes.   

Table 1: Process and product related quality attributes. 
Process related quality attributes  Product related quality attributes  
Cost Efficiency 
Development time Reliability 
Project lead-time Usability 
Timeliness Maintainability 

 

2.1.2. Relations between Quality Attributes 

In a number of studies relations between quality attributes are detected, 
argued, and described, [8-12]. As illustrated by Chung et al. [9] and 
Häggander et al. [11] the relation is typically not between the quality 
attributes per se, but rather between the commonly used implementation 
for achieving the goals for that quality attribute. This, however, does not 
undermine the necessity to discuss the potential relations and conflicts 
between quality attributes in the early phases of development. On the 
contrary, it stresses the need to understand the relations between quality 
attributes better.  

As shown in Chapter 2, not all relations between quality attributes lead to 
conflicts. There are three alternative relations between quality attributes:  

• The non-relation, meaning that the alteration of one quality 
attribute does not influence the other.  

• The positive relation, meaning a positive correlation, i.e. a high 
value on one quality attribute means a high value on the other 
quality attribute.  

• The negative relation, meaning a negative correlation, i.e. a high 
value on one quality attribute means a low value on the other 
quality attribute.   

The relations between quality attributes are not set in stone, the relations 
may be stronger or weaker. Moreover, the relations can also differ 
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between being positive or negative depending on the organization, 
domain, implementation, and surrounding circumstances.  

However, the relations may cause conflicts and by that forcing 
prioritizations. If determined that two desired quality attributes are in 
conflict, prioritization is required to solve the problem. It is typically so 
that relations can make it impossible to satisfy fully the desired level of 
quality for all relevant attributes.  

In order for a company to be successful, it is necessary to find the balance 
between quality attributes, and especially between product and process, 
quality attributes. For example, it is not a sure success to deliver a product 
to the market with superior quality too late when the market-window has 
passed. Timeliness and development cost are important factors along with 
the sufficient and required quality for successful business.  

2.2. Faults and Quality 
The focus of process improvement, in this thesis, is faults detected during 
testing, operation, or review and stored in some fault management system. 
Faults that elude detection are not analyzed. Faults in the software might 
trigger a failure thus the fault needs to be corrected, at least as a general 
rule. A failure may have negative influence on one or more of the required 
quality attributes. Faults can typically hinder software reliability, 
usability, availability [7], or some other prioritized quality attribute. In 
general, faults in the software indicate an absence of quality, i.e. low 
quality or lower than desired. It is also true that depending on the 
character of the fault it diminishes different quality attributes. It is not so 
that all faults impacts software reliability, but it is typically so that the 
overall quality opinion suffers from faults in the software. By this 
reasoning, it is clear that faults negatively affect the product related 
quality attributes.  

Fault correction involves a number of activities. Fault correction by itself 
takes time, but is also preceded by fault analysis and tracking to where the 
fault is located. Further, the fault correction implies a change to the source 
code and other related artifacts, e.g. documentation, test cases, design, and 
other documents. These changes require configuration management 
activities. Besides correcting the fault, the change to the artifacts requires 
re-validation to assure that the correction solves the problem and does not 
cause any problems in other parts of the software. If the change is major, 
it might also require re-validation assuring that the solution is correct. 
This altogether takes both effort and lead-time. In summary, faults 
influence both product attributes and process attributes negatively.  
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As mentioned in Section 1, process improvement is necessary, to avoid 
the negative impacts of faults. This thesis focuses on process 
improvement based on faults and the information and knowledge gained 
from correcting faults. The relation between high quality in the software 
processes and the high quality in the software product is facilitated by a 
number of process improvement models striving towards higher software 
quality, among others CMM and CMMI [3-5]. By possessing the 
knowledge concerning the faults, organizations are equipped to change the 
used process in such a way that the occurrence of the targeted type of 
faults decreases.  

Targeting faults and improving the process not to repeat the faults, 
alternatively finding them earlier is positive in terms of project lead-time, 
effort, improving timeliness and other process related quality attributes 
[13]. Avoiding faults in the software is also positive for the product 
related quality attributes. By avoiding faults in the software, the risk for 
failures is reduced, and quality is improved. 

2.3. Software Process Improvement 
When it comes to software process improvement, or process improvement 
for short, there are a number of approaches. Software Engineering 
Institute (SEI) have developed the Capability Maturity Model (CMM) [4]. 
It is a model for determining the process maturity of an organization. The 
maturity ranking provides the evaluated organization with both the 
ranking on the maturity scale and suggestions on how to improve to reach 
higher maturity, thus improve their processes. Additionally variants and 
improvements have been made to the original process, i.e. CMMI [3]. 

Additional quality improvement models are also available. The standard 
association ISO, International Organization for Standardization, provides 
standardization for quality management system (ISO 9001:2000). An 
interpretation and framework for the operationalization, thus 
implementation, of the ISO 9001:2000 is provided by the TickIT guide 
[5]. The TickIT guide focuses on the construction, certification, and 
continuous improvement of the quality management system.  

A frequently mentioned structure for continuous process improvement is 
the Plan-Do-Check-Act (PDCA) cycle, which presents an iterative 
approach for continued process improvement [14-17]. The PDCA consists 
of four major steps:  

• Planning, including identifying the processes for improvements, 
defining the problems, analyze the defined problems, determining 
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the cause or causes for the problems, after the causes are 
identified solutions are prepared.  

• Doing, typically implementing the proposed solution.  

• Checking, whether the implementation had the desired effect. 
Reviewing measures taken prior to implementation and after 
implementation for determining the impact.  

• Acting, including the follow-up determining if the proposed and 
implemented solution(s) is sufficient and working.  

The PDCA process is an iterative process, and it will restart with planning 
if there is an improvement potential or need.  

In addition, the Quality Improvement Paradigm (QIP) [8] is also strongly 
related to the approach taken in this thesis and of interest for process 
improvement. QIP structures the process improvement by initiating 
understanding about the process by characterization. From this 
characterization and thus baseline, the goals for the improvement are set. 
The next step is to select appropriate processes and methods for process 
improvement. This is done with respect to the characterization and goals. 
When appropriate improvements have been selected. They are used in the 
execution phase. The outcome is fed back into the project organization. 

The two remaining steps of QIP are analysis and packaging, where the 
results are determined, the conclusions drawn, and experiences stored for 
easy communication.  

Other process improvement initiatives are the Personal Software Process 
(PSP) or the Team Software Process (TSP) focusing on the personal 
improvements and also the team related improvements [18]. The PSP 
approach is based on planning and follow-up with metrics and data to 
improve performance, for example the number of faults or productivity.  

Process improvement through experience is also an important part, 
typically by performing Root Cause Analysis (RCA) and Post Mortem 
Analysis (PMA) [19-22]. These approaches determine appropriate process 
improvements based on the perceived problems from the past project or 
projects.  

Further, there are process improvements taking its origin in fault 
classification, typically ODC, described in [23-25]. 
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This thesis focuses on fault based process improvement where the fault 
information, typically stored in fault reports, is used for process 
improvement.    

By using RCA on a portion of the faults, the complete picture is not 
gained. However, a representative sample is considered as sufficient. By 
monitoring a partial sample of the faults, the opportunity to follow-up the 
improvements implemented by determining the decrement in number of 
faults found is depending on the sampling technique, and not on the total 
fault set. Further, PMA and RCA focus on individual issues, and 
individual faults. Due to the large number of faults detected during 
testing, it is impossible to handle each fault individually. There is a need 
for grouping faults using classifications that makes it possible to conclude 
based on a group of faults. 

The conclusions based on the fault classification depend on the 
classification activity, i.e. is the right classification assigned? For that 
reason, fault classification is discussed further in the next section.  

2.4. Fault Classification  
In order to learn from faults, it is necessary to identify the information that 
is of interest concerning faults. The classification perspective determines 
the information extracted from the fault classification. The classification 
perspective governs the classification scheme(s) used for classifying 
faults. This means, that if you classify faults according to fault type, the 
information gained concerns the type of fault, which in turn can be related 
to the process activity where an improvement could be beneficial. This 
approach is used by for example ODC [24].  

The IEEE Classification of Software Anomalies [26] deals with a number 
of perspectives. This clearly illustrates the different information possible 
to extract from faults through classification.  

By having multiple perspectives within the fault classification, it is 
possible to learn more from the faults classified. Perspectives may cover 
the origin of the fault, the impact of the fault, the type of the fault and so 
on. The classification is constructed so that the perspectives of interest are 
classified and the information sought for is retrieved. Based on the 
perspective, a number of classifications are available or created. In the 
ODC example, the perspective is fault type, and the classifications are for 
example, algorithmic, functional and so on.  

 



Introduction 

 

 
  10 

2.4.1. Classification agreement 

The intent of the fault classification is to identify correctly the class to 
which the fault belongs according to the perspective of interest, e.g. fault 
origin. The key issue is to improve the process based on fault information. 
A suitable process improvement is determined from the evaluation of the 
classification containing a number of faults, as illustrated in Figure 2.  

 

Figure 2: Faults through classification and identified process 
improvement.  

To assure correctness in the classification, it is necessary to monitor the 
agreement among a number of classifiers. It is not possible in every 
situation to determine the true reason for the fault is without considerable 
effort.  

The approach to solve this issue is to have several classifiers classifying 
the same fault [27], also discussed in Chapter 3 and Chapter 4. If the same 
classification is assigned for the fault, i.e. the classifiers agree, it is 
assumed that it is the right classification. If the classifiers disagree, the 
assumption is that one or more classifiers assigned the wrong fault 
classification, since the classification should be deterministic i.e. two 
different classifications could not be equally right [28]. There are a 
number of methods available to determine agreement between classifiers. 
A frequently used method occurring in literature is Kappa statistics, [28, 
29], but other calculations are possible as well, typically Percentage 
agreement  and Latent Class Modeling [29, 30]. 

2.5. Verification and Validation Relation to Fault 
Classification and Process Improvement 
The process improvement approach influences how the software is 
developed, but also how the fault is detected, and hence what issues may 
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be raised during testing. To address the complete picture of faults, it is not 
sufficient to limit the investigations to where the fault is inserted, but to 
also investigate the processes detecting faults, typically verification and 
validation activities.  

Verification and Validation (V&V) is discussed as the methodology for 
determining and evaluating the correctness and quality of the software 
engineering product. Quality is determined as the absence of faults in this 
description [8]. Further, the IEEE std. 1012-1998, the definition of 
verification is: “Confirmation by examination and provisions of objective 
evidence that specified requirements have been fulfilled.” For Validation 
the definition is: “Confirmation by examination and provision of objective 
evidence that the particular requirements for a specific intended use are 
fulfilled.” [31]. A simplified definition is: Verification means doing things 
right and validation means doing the right thing.  

Verification and validation is used throughout the whole software 
engineering process. There are a number of techniques associated with 
V&V, from handling the V&V activities during early phases of software 
development, typically inspection and review, to the testing of the system 
applying testing techniques [32, 33]. 

Verification and validation determines faults in the software for example 
flaws or missing requirements not making it possible to use the software 
as intended [8]. For process improvement sake, it is important to 
determine what type of faults that are found and when these faults are 
inserted, in addition to when the faults are found. The importance and 
cost-benefits of immediate detection of a fault after insertion i.e., short 
fault latency, is often discussed, and described [13].  

By examining the impact a change would have to a system, there is a 
resemblance between faults and changes. A change would consume both 
effort and lead-time, as well as risk ripple effects causing problems 
somewhere else in the system in addition to requiring configuration 
management activities.  

Changes are caused by a discrepancy between expectations and what is 
produced, usually between user and provider. The discrepancy may not 
lead to an operational failure, as a fault would, however the discrepancy 
could lead to dissatisfaction with the delivered software, for example by 
not being able to use the software as intended. This in turn could lead to a 
market failure, unrelated to the operation of the system. A change affects 
not only the software, but also project lead-time and effort. Validation 
addresses the conformance of the intended use, i.e. should prevent 
changes. A fault, that needs correction, also affects the software as well as 
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consumes effort and lead-time. Verification addresses the fulfillment of 
requirements, i.e. preventing faults. The process related improvement 
would target the necessity of finding faults and changes early according to 
the increased cost of finding them late [13].   

3. Research Context 

3.1. Research Domain 
The research presented in this thesis is carried out with a substantial 
industry and empirical influence. The company mainly studied in this 
research is active within telecommunications and on the hand-held mobile 
client side. Other companies are involved, though in a lesser extent.  

The challenge is summarized as the rapid development within the 
telecommunications market, forcing short development lead-time as well 
as the request to lower development cost, and at the same time improving 
software quality.  

The main industrial research partner, UIQ Technology, also referred to as 
the company; supply their software to a common market. Their customers 
are mobile phone manufacturers that are installing UIQ Technology 
software on their smart phones. The users of UIQ Technology software 
are the public purchasing such a smart phone. Further, UIQ Technology 
delivers products and is not typically delivering software on demand, 
though customization is possible. This requires that their products fulfill 
requirements from both the customers as well as the end users of their 
products. Thus, the requirements domain is complex and with high 
demands on quality and short delivery cycles.   

The parallel development of both software and hardware is increasing the 
complexity for the projects at UIQ Technology. To be able to deliver in 
time, it is necessary to initiate the development process prior to the 
request from the customer. The development can be described as a 
combination of general product development and bespoke projects. UIQ 
Technology is developing general products, but influenced by their 
customers’ requests and requirements. The complexity is composed of the 
necessity to adhere to the general product requirements and in the same 
time adhere to the customers’ specific demands and timetables.  
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3.2. Research Method and Cooperation  
Empirical research methods are used including experimental approaches, 
interviews, and questionnaires. For further information, the applied 
research method for each study is presented in each chapter, respectively. 
In Sections 2.2.1 to 2.2.4, these used research methods are briefly 
described.  

When applying empirical research the concern of validity and threats is 
important and needs special attention. For the studies included in this 
thesis, the threats are mainly handled through sampling and by carefully 
designing the studies prior to realization of the study. Sampling is 
discussed in Section 2.2.5.  

The research is conducted in an empirical manner, with a focus on 
learning from the practical application. To perform empirical studies, the 
closeness to the study object, the company in this case, is important.  

UIQ Technology is the main research contact, and has contributed greatly 
to the research performed and results achieved. An important condition 
for the cooperation is the high availability to the industry environment for 
the researcher in this case. The industry partner provides office space as a 
natural part of the interaction between researcher and industry.  

The research conducted is influenced by, or makes use of, the following 
described research methods. However, a more detailed description on how 
these methods are used is presented in each chapter.  

3.2.1. Experimentation 

In this thesis, experimentation is not used in its full implementation. 
However, experimentation within software engineering [34, 35] has been 
influencing the setup and operation of research performed within the 
scope of this thesis.  

Experimentation is performed in a controlled setting created to simulate 
the real environment as far as possible, but still allowing the control of the 
interesting variables for the experiment. The experimentation setup 
depends on random selection for valid results, including sampling and 
treatment assignment and so on.  

Experimentation can address both qualitative and quantitative research 
questions, but the typical experiment is quantitative in nature, thus here 
quantification of qualitative information is used.  



Introduction 

 

 
  14 

3.2.2. Interview 

Interviews are used for reaching more qualitative information from the 
participants in the study. The interviews are booked in advance and 
typically recorded in order to keep track of what has been said, and to 
avoid focusing on taking notes.  

The structure of an interview can vary. The approach taken in this thesis is 
semi-structured interviews. Questions are prepared and distributed to the 
interviewee in advance, but there are also room for discussion, 
clarification, and follow up questions. [35, 36] 

3.2.3. Questionnaire 

Questionnaires are used to target qualitative information concerning 
apprehensions and thoughts as well as evaluations. Questionnaires 
facilitate some quantification of qualitative information.  

Questionnaires allow for open-ended questions, ranking and check-box 
questions. [35] 

3.2.4. Literature Survey 

A literature survey targets the mapping of existing publications by the aid 
of keywords and prior knowledge, and is ongoing in parallel to the thesis 
work. The main literature sources are research databases with connected 
search engines.  

A literature survey focuses on peer-reviewed material for sustaining 
relevance and quality on the input to further processing of the information 
[35] [37]. 

3.2.5. Sampling 

Sampling is important for validity and generalizability. The sampling 
done within this thesis is in majority random sampling with blocking. The 
randomness is needed to gain generalizable results for the intended 
population. However, on occasions convenience sampling is employed 
[35]. 

 



A Fault Classification Approach to Software Process Improvement 

 

 
15 

4. Research Overview 
The research in this thesis is presented in five chapters, which focus on 
better understanding of the software quality and especially how to 
improve the process. This is achieved by understanding the quality 
attribute relations and studying fault classification and changes in the 
traditional verification and validation process depending on software 
characteristics and needs. This section provides an overview of the 
research and shortly presents the contribution and content of the five 
chapters, starting with an introduction. 

4.1. Introduction 
The focus and interest for the research described in this thesis are the 
challenges of shorten project lead-time in combination with at least 
maintaining the same product quality. As stated in Section 1, there are 
high quality demands on the software industry, due to the society’s 
dependency on software. The companies are required to reduce costs, 
shortening project lead-times in order to be competitive, and in the same 
time fulfilling the quality requirements.  

It is a firm opinion that if a company is neither managing delivering 
software with short lead-time, low cost, nor with sufficient and desired 
quality, there is little prospect for that company to be successful on the 
market. In addition, the technical content and innovative ambition is also 
of great importance for successful operation in the marketplace and 
attracting and retaining customers and users.  

As mentioned in Section 2.1, the main research domain is within the 
mobile communications area, partly on the server side, but mainly on the 
client side. The reality of the mobile communications market is that the 
development is rapid, and the rate in which new mobile phones, network 
services, and functionality is released is still increasing. Simultaneously, 
users are accustomed to the devices and services, thus expecting high 
quality software.  

4.2. Understanding Quality Attribute Relations 
To increase and reach high levels of quality, the understanding of quality 
attributes is important. Within the mobile communications domain the 
applications have a number of stakeholders, ranging from operators, 
developers, customers, end users, to standard organizations. The different 
stakeholders place more or less divergent requirements on the quality of 
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the software being developed. To have sufficient quality on the product 
satisfying the stakeholders, it is necessary with a good understanding of 
the quality attributes as well as relations existing between the quality 
attributes.  

From a number of references [8-12], and Chapter 2, the relationship 
between quality attributes is frequently discussed. For the development 
organization, it is important to understand the potential conflicts between 
quality attributes. Eventually the developing organization needs to take 
the final decision on what qualities to promote, and prioritize in a trade-
off situation. The trade-off might be called for due to conflicting quality 
attributes or lead-time and cost restrictions.  

However, it is important to monitor conflicts or potential conflicts 
between quality attributes; Chapter 2 argues that it is important not to 
neglect the positive relations between quality attributes. Thus, 
understanding and facilitating the positive relations can help in preventing 
problems as well as supplying added value for stakeholders.  

Conclusions drawn in Chapter 2 are based on a literature survey and 
interviews conducted with industry representatives from a number of 
companies. Chapter 2 concludes that there are a number of commonly 
experienced relations that are held for true. The relations are found in 
Chapter 2, Table 3. In addition, Chapter 2 concludes that the positive 
relations are ill explored. The focus is normally directed on the conflicting 
relations, and the reason for this is probably the problems they are 
causing. For further information and detailed description, refer to Chapter 
2.  

Though an understanding of the quality attributes and their relations 
exists, process improvements are still required for increasing the quality 
level. The next section deals with the handling of a fault based process 
improvement initiative conducted at the company acting as the main 
research partner.  

4.3. Fault Based Process Improvement 
When concluding a software engineering project, there are a number of 
impressions and experiences, both on a personal and organizational level.  

As discussed in Section 1.2, faults affect process and product quality 
attributes negatively. Thus, effort for preventing faults, through process 
improvement, is natural, a decrease in faults would benefit both process, 
and product quality attributes. The approach in this thesis is to learn how 
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to prevent faults by analyzing faults from the ongoing or prior projects. 
Total avoidance of faults is at least in theory possible, but not feasible for 
the majority of projects.  

To investigate the possibility to learn from faults stored in the company’s 
fault management system, a Lightweight Process Improvement Approach 
(LPIA) is used. The LPIA is described further in Chapter 3. LPIA is 
designed to learn from the closing project and to do so in time for the 
starting project. By the lightweight approach it is possible incorporate the 
experiences directly in the coming project.  

4.3.1. LPIA Basics 

The LPIA approaches the process improvement by determining the reason 
of the fault. This information provides the organization with sufficient 
information to take accurate preventive measures.  

The basics steps of LPIA is to sample the set of faults, and on team basis 
separately analyze these faults through classification, and through 
consensus discussions draw conclusions on how to prevent these fault 
classes in the future. By sampling and classification, the LPIA determines 
the number of faults within each classification, representative for the total 
faults set analyzed. The classification with the most number of faults is a 
candidate for process improvement. However, it is not only the number of 
faults that is critical. Severity or correction cost can also be a decisive 
factor.    

It is impossible to investigate each individual fault and draw conclusions 
concerning that individual fault for many reasons, one being the time 
consumption. To address this situation a thought through sampling 
method was used. The objective was to cover faults from different 
components, different activities within the project, and faults with 
different severity. The sampling strategy assures that the results are un-
influenced by component, activity, or severity. It is true that severe faults 
are prioritized to avoid, however, these faults, due to being less in number, 
may not have the largest impact on project lead-time.  

To handle the faults, it was necessary to use a suitable fault classification. 
At the time for the LPIA execution, no suitable fault classification was 
present at the company, i.e. the existing fault classification did not address 
the fault reason. This was solved by that the teams performing LPIA 
developed their own fault classification, addressing the fault reason. It 
should be kept in mind that the motivation was not to classify the faults, 
but rather to find process improvements opportunities. Though the 
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classifications were developed separately, they were similar enough to 
draw conclusions from based on merging the classifications from, in this 
case, the two teams.  

When the teams classified the faults, and conclusions were drawn, a broad 
acceptance of the findings was sought. The acceptance was reached 
through a consensus meeting where the findings and conclusions were 
discussed and cross-checked with prior experiences within the company. 
Based on the consensus meeting, a number of process improvement 
suggestions were stated, and further processed by people within the 
company.  

To be able to conclude what improvements to implement in the process, it 
is necessary to use an appropriate fault classification that describes the 
reason and the emergence of the fault.  

4.4. Fault Classification 
Based on the number of faults present in a typical fault management 
system, even for a smaller project, it is impossible to handle the faults on 
an individual basis. This situation calls for some sort of grouping, 
typically classification.  

In the classification activities, as described in Chapter 4 and Chapter 5, 
there are three main components influencing the classification, these are:   

• Knowledge surrounding the fault. E.g. domain and system 
experience, documented information such as fault description and 
testing information.  

• Fault classification scheme applicability. E.g. how well the fault 
classification suits the typical faults.  

• Classifier education. E.g. the knowledge and experience 
possessed by the classifier (person classifying the fault) 
concerning the fault, and as well as interpreting the fault 
classification scheme.  

These three components are investigated further in Chapter 4. The next 
section addresses shortly the fault classification activity.  
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4.4.1. Fault Classification Activity 

Classifying faults according to a specified classification scheme means a 
generalization of the fault. It is typically so that the fault classification is 
not an exact match for all faults, there will be borderline cases as well. A 
classifier performs the placing of a fault into a certain classification 
category. This means that there is room for interpretation, thus to some 
extent making the assignment of fault to a classification subjective, i.e. the 
classification is depending on the classifier rather than the process used 
for classifying the fault.  

The subjective nature of the fault classification can hinder successful 
process improvement. Each classification will lead to a specific set or 
possible improvements. If the classification activity is not consequent and 
the classifier is not assigning the fault to the correct classification, this 
jeopardizes the process improvement based on the classified faults.  

The solution is to handle the subjective nature of fault classification. To 
address this some basic knowledge about what affects the fault 
classification is needed. In Chapter 4, the understanding is that the ability 
to classify faults correctly is aided by four attributes As follows:  

• Understanding of the software, typically how it is implemented 
and the domain within which the software is operating.  

• The available information about the fault, typically fault 
description, source code listings, and test reports.  

• The fault classification applied, if it is suitable.  

• The classifiers knowledge and education concerning the fault 
classification.  

Fault classification is as mentioned subjective and it is not always clear 
what the right classification for the fault is. The commonly used approach 
to determine the right assignment of a classification of a fault is to 
monitor the agreement among a number of classifiers. Thus, it is assumed 
that if the classifiers agree, the correct classification is assigned.  

4.4.1.1. Classifier Agreement 

Classifier agreement is discussed in [27, 28] and describes usages of 
agreement calculations in different situations related to software 
engineering.  
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Classifier agreement, also known as inter-rater agreement, is used for 
example within medicine, acquiring a second opinion for diagnoses. The 
method used for determining agreement is typically Kappa statistics [29], 
on the other hand, additional agreement calculation techniques exist as 
well. One alternative method is Latent Class Modeling [30], another is 
Percentage Agreement, [29].  

In Chapter 4 and Chapter 5, the agreement is monitored by using Kappa 
statistics. The agreement calculation is prepared by having the same fault 
classified by a number of classifiers given the same conditions and 
information. The agreement by this definition constitutes of the classifiers 
understanding and interpretation of the fault classification and the 
information surrounding the fault. Further, the agreement is also 
influenced by the classifiers own opinion and possible bias; however this 
is not further monitored.  

In Chapter 4, Section 3.3, and Chapter 5, Section 3.4 classifier agreement 
is further discussed. 

Sufficient agreement is a necessity for supporting the decisions of what 
process improvements are likely to succeed, and is further discussed in 
Chapter 4 and Chapter 5. Though the agreement is highly important, it is 
also crucial to use a fault classification that is answering the right 
questions, i.e. what information and knowledge is important to extract 
from the fault through using a fault classification.   

4.5. Fault Classification for Process Improvement 
From initial cooperation and investigation at the company, it is clear that 
the process improvement initiative should focus on reducing the number 
of faults.  

These four perspectives of fault classification are determined:  

• When was the fault inserted into the system?  

• When the fault is detected in the system? 

• Why was the fault inserted into the system?  

• What type of fault is it? 

Based on the knowledge gained from a study within the company, 
described in Chapter 3, it was clear that the existing fault classification 
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was not sufficient for answering these questions. A more informative fault 
classification is required.  

From the study presented in Chapter 3 a plan for introducing a more 
informative fault classification was developed. 

The improved fault classification covers the four questions presented 
above: introduction, detection, reason, and type of fault. However, only 
three, introduction, reason, and type, were classified during the study.  

4.5.1. Fault Introduction 

Faults inserted into the software need to be removed, or handled, prior to 
usage, at least as a basic rule. Fault removal is connected with the 
consumption of both effort and lead-time. Both for removing the fault and 
for re-testing and other necessary activities connected to a change in the 
software.  

The time lapsed between fault introduction into the software, i.e. when the 
error is made, and the time to detection is known as fault latency [7]. It is 
desired to keep the fault latency as short as possible. Decreased fault 
latency positively impacts the effort and lead-time consumption for the 
system development [13].  

Handling fault latency involves determining when the fault is inserted, 
and not when the symptom of the failure caused by the fault is detected.  

The fault classification developed for handling this perspective is formed 
from the software development phases used within the company.  

4.5.2. Fault Detection 

This classification is set in relation to when the fault is detected. The fault 
detection classification is also relating to the software development phases 
within the company. However, this classification was present within the 
company prior to the investigations discussed in this thesis, thus only 
smaller adjustments were made. 

4.5.3. Fault Reason  

To correctly address process improvement activities to prevent similar 
faults to occur in the future, it is necessary to know the reason for why the 
fault is inserted.  
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The fault classification covering the perspective fault reason is based on 
the findings and knowledge gained from performing the LPIA process, 
described in Chapter 3 and Section 3.3. The fault classification provides 
sufficient information, if used correctly, to direct and suggest process 
improvements based on the assigned classification.  

The fault reason classification covers the specific circumstances that the 
company is faced with, considering their typical working process.  

4.5.4. Fault Type  

By classifying the type, information is gained concerning the structure of 
the fault and what parts of the software that is affected by the fault. The 
fault type classification used in this study is greatly influenced by ODC 
[24]. The fault type classification is further described in Chapter 3.   

4.5.5. Fault Classification Evaluation 

Fault classification is performed within the company prior to the studies 
as well. However, the classification used at the company initially was 
judged as inadequate, thus not providing enough information concerning 
the faults as required to base process improvement on.  

Any change to a process consumes resources. For example, in the case of 
changing the fault classification it typically involves training of personnel 
in the new fault classification and adapting the tool used for fault 
management.  

Prior to these changes, verification of that the updated fault classification 
is working is required. This section describes the basic structure of the 
fault classification evaluation. Detailed information is found in Chapter 5.  

Two issues are covered by the fault classification evaluation, first the 
agreement is addressed, and secondly the applicability of the fault 
classification is monitored.  

The setup used for monitoring fault classification agreement is the 
agreement calculations by either Kappa Statistics or some other suitable 
method, as described in Section 1.4.  

In addition, the experience gained by the classifiers through applying the 
classification and facing the problem of assigning the classification is 
collected through a questionnaire.   
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4.6. Verification and Validation Process Adaptation 
When dealing with process improvement, and especially process 
improvement that are based on fault and fault classification, it is not 
sufficient to only discuss the processes involved in development. Also the 
verification and validation (V&V) processes are in need of improvement.  

One potential way to improve the verification and validation process is to 
tailor it according to the characteristics of the software developed.  

The motivation is to focus the attention, in terms of available effort and 
lead-time for verification and validation, for parts of the software in need 
of the extra attention. Additionally the intention is to avoid over 
consumption of resources where they are not efficiently used. The 
evaluation takes into account both the characteristic of the developed 
functionality and the potential consequences of a fault or change in that 
specific part of the software.  

The tailoring of the V&V process takes into consideration the order of 
verification and validation as well as the scope of the V&V activities. The 
tailoring of the V&V process is depending on a flexible V&V process 
within the company. Chapter 6 discusses this research further.  

5. Discussion 
It is perceived as true that the quality demands are increasing for the 
software being developed, and that the availability and dependency on 
software is increasing. With increasing demands on quality and the 
increased knowledge of what to require, the risks for conflicts between 
quality attributes are growing. There is sufficient information available 
about conflicts and the awareness within industry exists, though the 
positive influences are not frequently investigated within industry. The 
requests for shorter project lead-times, lower effort, and higher quality put 
demands on the software development processes. These demands lead to 
the need for process improvements.  

The introduction of faults into software products is damaging to both 
quality and to the consumption of resources, i.e. project lead-time and 
effort. The faults that are left unattended constitute a risk for future 
failure, thus they are required to be removed upon detection. If it was 
possible to detect all introduced faults, the only damage caused by the 
faults would be on lead-time and effort, the introduction of faults would 
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not affect software quality. However, this is not the situation. Faults 
introduced during development, which escape detection during 
verification and validation, constitute a risk for failure. Process 
improvements are needed to prevent faults from being inserted during 
development.  

Since the intention is to prevent faults in the software, it is suitable to 
learn from faults through penetrating the reason for why the faults exist 
within the software. It is important to know the reason for why a fault is in 
the software in order to prevent faults from being introduced in the same 
way in the future.  

In addition, to keep the cost low, primarily in terms of effort, the faults 
need to be found cost effectively, usually as early as possible after 
introduction. This motivated the monitoring of when the fault is 
introduced in time as well as when the fault is detected. It is rather easy to 
determine when the fault is detected, but the challenge is to determine 
when the fault was introduced. The challenge is addressed by classifying 
the most likely time for introduction. There is a trade-off between how 
close to the truth you are able to get without spending too much effort.  

There are a number of ways to learn from faults. In this thesis, two 
approaches are illustrated. One is the LPIA method, described in Chapter 
3, which facilitates classification on a subset of the faults. The other 
approach is the fault classification approach with a suitable fault 
classification. The benefit of the latter approach is that all faults are 
classified, and thus all faults are included in the analysis process. By 
having a fault classification, integrated in the fault correction process and 
thus classifying all faults, it is possible to determine the impact of a 
realized process improvement, as described further in Chapters 4 and 5. 
The improvement is engineered to address one or a number of fault 
categories and after implementation of the improvement, the number of 
faults in the addressed classifications should decrease.  

Both of these fault analysis approaches have shown positive effects and 
reception by the company involved in the research. However, the fault 
classification activity is highly depending on the correct classification, and 
hence the classifier agreement. The classifier agreement is determined in 
two ways. One possibility is to calculate the percentage agreement [29] 
without compensation for chance agreement. This is likely to give a too 
positive, due to that no correction for chance is done. On the other hand, 
the percentage agreement is insensitive to distribution of faults over 
classes in the sample, i.e. the sample is not required to be distributed 
evenly over the number of classes monitored.  
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The kappa statistic [29] is compensating for agreement by chance which 
can give a more correct value on the agreement. However, based on the 
compensation for chance agreement, an unevenly distributed sample 
would also suffer from the correction. Based on that a portion of the 
agreement would be anticipated to be agreement by chance and thus 
compensated for.  

Other solutions are possible as well, one such is Latent Class Modeling 
[30]. However, this is not investigated further in this thesis.  

Though software quality is highly important, it is not all that is required 
for being successful and satisfying the market demands. There is a 
concrete need of satisfying the lead-time requirements as well. The lead-
time requirements are typically connected to the release of new software 
products. This is true for the company associated with the research. The 
approach taken by process improvement addresses the lead-time demands 
by decreasing the number of faults. Thus, less project lead-time and effort 
is required for the necessary corrections prior to delivery.  

However, this is not sufficient. There is a need to have a further look at 
how the faults are detected and what can be improved in both finding the 
faults earlier and investing the resources in a sound way. The approach 
suggested in this thesis emphasizes a tailorable verification and validation 
process. This is done by determining the most suitable approach for 
verification and validation based on classification of the functionality, the 
risk assessment of how severe the consequences would be for a fault or a 
change in the specified software part. The tailoring of the V&V process 
aims at creating a suitable V&V process, where the necessary activities 
are done, and the resources are efficiently used in order to complete the 
objectives for the project.  

6. Conclusions  
There are several conclusions supported by the research presented. 
However, this section emphasizes some overall conclusions aiming at 
handling software quality and improving the software process.  

To produce high quality, it is necessary for the developing organization to 
be informed about threatening conflicts among prioritized quality 
attributes as well as being equipped to facilitate and make the best use of 
aiding relations. This is further discussed in Chapter 2.  
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Faults in general are negative for quality. Depending on the characteristic 
of the fault, the fault affects one specific or a number of quality attributes. 
The quality attributes may be either product or process related, but 
probably both, meaning that both the operational quality as well as the 
project related goals suffer from faults. The best way to prevent faults is to 
learn from them.  

To handle the amount of faults, a fault classification approach has shown 
to be successful. By classifying faults, it is possible to group them in a 
suitable way so that it is possible to learn from the faults.  

The information extracted from faults depends on the classification 
selected. The classification perspective governs the information extracted. 
In Chapter 5, three perspectives on fault classification are investigated. 
The first is the reason to why the fault is made. The second is when in the 
process the fault is inserted, and the third is the type of the fault. The 
conclusion is that it is possible to learn from faults in this manner, and that 
the classification used is informative and working, though the agreement 
between classifiers is lower than anticipated.  

By using a questionnaire, additional information regarding fault 
classification and the fault classification process as such is gained. 
Classifier agreement, and thus an indication to the applicability of the 
classification, is possible to extract from the fault classification. More in-
depth information and experiences from the classifiers is not possible to 
gain through the classification alone, additional methods are required. The 
questionnaire is promising and delivers useful information. This is further 
discussed in Chapters 4 and 5.  

The study, Chapter 6, discussing the tailoring of the verification and 
validation process also raised a number of interesting questions. However, 
though more research is needed, the study shows an accessible approach 
to tailor verification and validation processes.  

6.1. Future Work 
Though the research contributes in a number of areas, there are still 
questions to be addressed in the future.  

How to educate in fault classification? This topic is still not explored 
enough. The reliability of the classification depends on the agreement 
among classifiers. To reach agreement, education is necessary. However, 
the answer to how much education is needed and what type of education 
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is most efficient is not addressed. Further, this question is also of interest 
if the perspective of when to stop educating.  

What is the reasonable agreement to expect? The issue of having an 
expected improvement in agreement connected with a specific education 
approach is also interesting, and is likely to require substantial 
experimentation.  

There is an assumption that the process improvement would prevent the 
insertion of a number of faults, thus improving the process and product 
related quality attributes. However, the impact of the improvements is not 
fully investigated in this thesis. The continuation and implementation of 
the fault classification approach and interpretation of the result and further 
processing to process improvements is of interest for future research. 
Cost-benefit analysis is also an important part of this. This relates to the 
need of avoiding a sufficient number of faults to motivate the 
improvements (or the costs for improvement). This would study the 
effects of the prevented faults on the project lead-time, effort as well as 
the overall quality of delivered software.   

A future research topic is also related to tailoring of processes, then 
especially the verification and validation process. Tailoring is to handle 
different characteristics of the product being developed within the same 
standard process in a structured way. The one solution or silver bullet is 
typically not working. Adaptation of the standard process is necessary. 
The adaptation suggested in this thesis is a process supporting the 
tailoring during operation.  

In connection to the tailoring of the verification and validation process, 
the question of what attribute to consider in the tailoring is of interest. The 
suggestion is to target on the most influential attributes, and that is the 
approach taken in this thesis. However, further investigation and perhaps a 
ranking between the attributes would help in understanding and operation 
of tailoring.  

Further, the cost-benefit analysis of process tailoring is interesting. The 
business reality is naturally something to consider, and if the overall result 
is negative depending on the tailoring of processes, then this contradicts 
using process tailoring.  
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7. Publications 
This section lists the publications included in this thesis, as well as two 
publications that are not.  

7.1. Included in Thesis  
K. Henningsson, C. Wohlin, “Understanding the Relations between 
Software Quality Attributes – A Survey Approach”, presented at the 12th 
International Conference on Software Quality, Ottawa, Canada, 2002 

K. Henningsson, T. Birath, P. Molin, “A Fault-Driven Lightweight 
Process Improvement Approach”, presented at 29th Euromicro 
Conference, Belek, Turkey, 2003. 

K. Henningsson, C. Wohlin, “Assuring Fault Classification Agreement – 
An Empirical Evaluation”, presented at 3rd International Symposium on 
Empirical Software Engineering, Redondo Beach, California, USA, 2004. 

K. Henningsson, C. Wohlin, “Monitoring Fault Classification Agreement 
in an Industrial Context”, accepted for publication at 9th Conference on 
Empirical Assessment in Software Engineering, Keele, Great Britain, 
2005.  

K. Henningsson, C. Wohlin, “Risk-based Trade-off between Verification 
and Validation – An Industry-motivated Study”, accepted for publication 
at 6th International Conference on Product Focused Software Process 
Improvement, Oulu, Finland, 2005. 

7.2. Other Publications 
C. Wohlin, M. Höst, K. Henningsson, “Empirical Research Methods in 
Software Engineering”, in  R. Conradi, A. Wang (Eds.), Empirical 
Methods and Studies in Software Engineering: Experiences from 
ESERNET,  pp 7-23, Springer, Berlin, 2003.  

K. Henningsson, M. Svahnberg, “Consolidating Different Views of 
Quality Attribute Relationships”, Ready for publication.  
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Understanding the Relations between 
Software Quality Attributes – A Survey 
Approach 

Paper published: Understanding the Relations Between Software Quality 
Attributes – A Survey Approach, by Kennet Henningsson and Claes Wohlin, 
presented at 12th International Conference Software Quality, Ottawa, Canada, 
2002. 

Abstract 
Software quality is a complex concept containing a large number 
of quality attributes. These attributes often have different meaning 
for different people and different attributes are not of equal 
importance. Moreover, the actual relations between the attributes 
are mostly poorly understood. Companies have to cope with these 
relations in their daily software development. On the one hand, 
companies take management decisions based on experience. On 
the other hand, researchers address software quality too. 
However, the two views are not necessarily the same.  
To increase the understanding of software quality attributes and 
their relations, two surveys have been conducted. The first survey 
focuses on the research literature and the second is an interview 
survey with people from industry. From these surveys, it is 
concluded that there is an agreement, in qualitative terms, that 
quality attributes are dependent. However, different opinions 
exist about the actual relations. No quantitative relations have 
been found. The main conclusion is that there is a gap between 
research literature that poses mostly generic relations between 
quality attributes and the tacit knowledge in industry. The tacit 
knowledge within industry is largely focused on system specific 
relations between quality attributes. The result from these surveys 
provides a compilation of relations between quality attributes that 
illustrates the gap between the views in industry and academia 
respectively. The understanding of the gap is the first step 
towards bringing the two views closer to each other.   
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1. Introduction 
Requirements on software products cover different aspects of the software 
including both functional and non-functional requirements. It is by no 
means an easy task to fulfill all requirements simultaneously. The 
requirements come from several directions and stakeholders of the final 
product. As a developing organization, project manager, or department 
manger it is difficult to manage the potential conflicting requirements and 
to handle the trade-offs between different requirements. This is 
particularly obvious when addressing the requirements related to different 
quality attributes. It means that it is necessary to prioritize between the 
quality attributes and even between different stakeholders’ interests.  

From a research context, different quality attributes have been addressed 
in numerous research papers, but very few papers address more than one 
or a couple of attributes. Exceptions do exist, and to mention a few. One 
example is the structure discussed in [1], where different quality attributes 
and their relations are addressed. In the context of the Win-Win method 
the prioritization of different quality, attributes are presented in [2]. Chung 
et al. take the most rigorous approach in [3], where a framework is 
described. The framework is complete with both a methodology and a 
notation for handling relations between quality attributes. 

It is well known in industry that relations exist between software quality 
attributes. However, the knowledge is primarily tacit, meaning that the 
relationships are rarely explicitly stated, at least among the companies 
participating in our study. Moreover, the relations are not stated clearly 
within academia either. This alone poses a problem. In other words, it is 
not clear which knowledge is needed for making informed decisions and a 
correct prioritization to achieve the right software quality.  

The objective here is present two surveys with respect to quality 
attributes, the potential conflicts between them and the trade-offs. The 
first survey is a literature survey to capture the understanding of the 
quality attributes in the research community. The second survey is an 
interview survey to capture the industrial practice and understanding of 
the quality attributes in an industrial context. The result is a listening of 
the existing relations among quality attributes, both from literature and 
from an industry perspective. These relations are intended to increase the 
awareness of potential problems due to relations between quality 
attributes.  

The paper is structured as follows. Hypotheses and the research method 
are discussed in the next section, followed by the results from both the 
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literature and industrial surveys are presented. The following section 
addresses the analysis of the result and some conclusions from the 
analysis. In the Influences on Quality section the impact on overall quality 
is addressed. The next two sections contain a discussion and some future 
work, which is followed by the conclusions. 

2. Hypotheses and Research Method 
As a starting point for the surveys, several hypotheses were stated. They 
are formulated to obtain a better understanding for the potential conflicts 
and the trade-offs needed between software quality attributes. 

1. The following hypotheses are addressed using the surveys: 

2. Relations between quality attributes exist. 

3. There are conflicting relations between quality attributes.  

4. There are supporting relations between quality attributes.  

5. There is a lack of knowledge regarding different attributes’ effect 
on each other. 

Informed trade-offs are necessary in an industrial context.  

The hypotheses are primarily formulated from an industrial perspective. 
The literature review of the state-of-the-art is used as a support to confirm 
or refute the hypotheses. 

The survey method is used in the study [4]. The study includes a survey of 
both industry and research findings. The latter was carried out through a 
literature survey covering published material, including conference 
papers, journals, and books. The sample was mainly research databases.  

When gathering information from industry, a structured interview 
approach was chosen. This method is chosen to facilitate clarification of 
the posed questions, as well as providing the interviewee with a wider set 
of answers, and not limiting the answers to a predefined set of answers 
[5]. 

The interviews were recorded and the answers were transcribed, though 
not with the exact wording. Eight interviews were carried out, but only 
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seven of the interviewees were able to answer the questions in the way 
that was intended, i.e. one interview was not included in the answer set.  

The sample for the industrial survey consists of five companies located in 
Blekinge, Sweden. The companies are all heavily involved in software 
development. Further, the companies are either competing on the 
international market or delivering their services to companies that are 
competing on the international market. At some of the larger companies, 
more than one individual was interviewed. The companies are labeled 
from A to E in the rest of the paper. 

The participating individuals represent the local offices, and the number 
of employees within these local offices’ varies between 15 and 150 
people. The companies surveyed include both product developing 
companies as well as consulting companies, both internal consultants and 
external consultants. 

Throughout the industry survey the same definitions were used, the 
definitions are stated by [1] and are given in Table 1, below. These 
definitions were made available for the interviewees during the interview. 

Table 1:  Quality attribute definitions stated by McCall in [1]. 
Name  Description 
Correctness Extent to which a program satisfies its specifications and 

fulfills the user’s mission objectives. 
Reliability Extent to which a program can be expected to perform its 

intended function with required precision. 
Efficiency The amount of computing resources required by a 

program to perform a function. 
Usability Effort required to learn, operate, pre-pare input, and 

interpret output of a program. 
Integrity Extent to which access to software or data by 

unauthorized persons can be controlled. 
Maintainability Effort required locating and correcting an error in an 

operational program. 
Flexibility Effort required modifying an operational program. 
Testability Effort required to test a program to en-sure it performs its 

intended function. 
Portability Effort required transferring a program from one hardware 

configuration and/or software system environment to 
another. 

Reusability Extent to which a program can be used in other 
applications-related to the packaging and scope of the 
functions that programs perform. 

Interoperability Effort required coupling one system with another. 
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3. Result 
This section includes first a general discussion of the results before 
addressing the results from the literature survey and the industrial survey 
separately. 

The first hypothesis was quickly confirmed. There is a general agreement 
that different quality attributes are heavily dependent on each other, and 
hence that it is not possible to optimize all of them simultaneously. This 
became obvious from both the literature survey and the interviews with 
industry.  

However, there were also varying opinions within industry, as well as in 
literature on what caused the relations. The opinions vary from that the 
relations are generic, i.e. the relations are present and the same 
independently of, for example, application domain, system type or the 
actual implementation. Other opinions raised claimed that the relations are 
system and implementation dependent. Thus, the relations are not 
depending on the quality attributes directly, but rather on the actual 
implementation. Some interviewees suggested that the relations between 
quality attributes are primarily governed through the implementation and 
in particular the code size of the software system. In the literature, McCall 
quality factor section in [1] and Chung et al. [3] provide suggestions of 
how the implementation affects the relations between different quality 
attributes. While others, for example [6], are mainly focused on the 
architecture and how the architecture affects different quality attributes.  

A reason for this difference may be the varying abstractions for which the 
differences are described. Some research material covers a fairly generic 
view on the relations, which means that the specific type of system or the 
application domain is not taken into account. Basically, this means that a 
more abstract and general view of the relations is assumed. On the other 
hand, one case study shows that some of the relations stated in other parts 
of the research community are not applicable in that specific case study, 
and that the general belief that performance and maintainability has a 
negative relation caused problems [7].  

This illustrates the need to enhance the understanding of the relations 
between software quality attributes, and also the need to being able to 
handle the trade-offs and conflicts between the attributes to obtain a 
suitable blend of qualities for the final software product. 

The objective here is to provide a starting point to increase the 
understanding of software quality attributes. As a starting point, it was 
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decided to survey both the research literature and the industrial view on 
the subject. Next, the findings from the literature are presented which then 
is followed by the industrial survey. 

3.1. Literature Survey 
This section describes the relations identified in the research literature. It 
is necessary to establish a common terminology and understand the 
problems with the accuracy of the relations stated in the research 
literature. This involves three issues, the first is definitions, the second is 
explicit knowledge, and the third is the abstraction level.   

The first issue, definitions, is the fact that different definitions are used for 
the same name of the quality attribute. It is common that authors mention 
quality attributes by their name and not state the definition for the quality 
attributes. The definitions used in this report are the definitions found in 
McCall quality factor section in [1].  

The second issue, explicit knowledge, is based on the non-explicit 
information stated in research material. The alleged relations are not 
always clearly stated within literature. This causes problems of 
understanding relations as well as having confidence in the stated 
relations.  

The third issue is the level of abstraction for the relations. It is rarely 
stated within literature on which abstraction level the relations are present. 
Examples are given where the stated relations are viewed as generic and 
applicable to all systems, e.g. [1]. On the other end of the scale are studies 
of specific systems that are concerned with monitoring the relations 
between quality attributes. The latter provides local information, but very 
little is known in between local information and generic statements. 

When describing the relations found in the research literature there are 
three categories used for labeling the relations: positive, negative, and no 
influence.  

A positive relation means that the relating quality attributes are helping 
each other. This means that by increasing one quality attribute this will 
support the increase of other positively related quality attributes. A 
negative relation means that the relating quality attributes are conflicting. 
This means that while increasing one quality attribute, other negatively 
related quality attributes will be limited, or at least not as easily achieved. 
It is also stated in [1] that there are quality attributes that do not have any 
influence on each other.  
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A table containing the relations between quality attributes stated in 
literature can be found in [8]. The table is a summary of relationships 
published in [1, 2, 6, 9]. It should be noted that the definitions are neither 
always clearly stated nor on which abstraction level the relations are 
present.  

When examining relations in literature it is noted that the relation between 
assurance and usability are labeled as both positive and negative [2]. This 
depends on the actual realization used for achieving the quality attribute, 
assurance. This shows that the relations are stated with respect to 
methodologies for implementation and solutions within the final system. 
This is however not the case in other publications. 

3.2. Relations within Industry 
The relations found in the industrial survey are presented here. In order to 
avoid the problems with divergent definitions, the interviewees were 
presented with the definitions stated by McCall in quality factor section in 
[1]. If the definitions given did not fit the interviewee’s opinion of the 
quality to be described, the interviewee was allowed to make a new 
definition. This option was however never used.  

The results from the industrial survey are shown in Interviewee number 6 
was unwilling to state the actual relations. This is the reason that no 
information is provided in the right most column for the sixth interviewee. 
It is interesting to note that most relations noted are regarded as being 
negative. A further analysis of the relations is provided in the following 
section. The interviewees were not forced to address any specific 
attributes. They were allowed to determine themselves, which attributes to 
put on the list. This was done to also get a picture of which attributes the 
interviewees found particularly important. 

The companies are given a code from A to E, to being able to separate the 
answers from one company to another. 
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Table 2: Relations found within the industrial sample. 
Company Interviewee QA vs. QA Relation/ 

Influence 
A 1 Flexibility  Efficiency Negative 
  Testability  Correctness Positive 
  Usability  Reliability Positive 
A 2 Time to Market  Correctness Negative 
  Time to Market  General Quality Negative 
B 3 Usability  Reliability Positive 
  Reliability  Maintainability Negative 
  Reliability  Correctness Negative 
  Usability  Efficiency Negative 
C 5 Time to Market  Maintainability Negative 
  Reliability  Maintainability Negative 
  Reliability  Efficiency Negative 
C 6 Correctness  Efficiency  
  Efficiency  Maintainability  
  Maintainability  Testability  
  Portability  Maintainability  
  Interoperability  Efficiency  
D 7 Correctness  Efficiency Negative 
  Usability  Efficiency Negative 
  Time to Market  Correctness Negative 
  Usability  Correctness Negative 
  Usability  Time to Market Negative 
E 8 Portability  Maintainability Negative 
  Availability  Maintainability Negative 
  Portability  Correctness Negative 
  Availability  Correctness Negative 
  Portability  Efficiency Negative 
  Maintainability  Correctness Positive 
  Availability  Efficiency Negative 

4. Analyses and Conclusions 
Some commonalities in terms of viewpoints can be found from Table 2. 
The criterion for judging what is a commonality is simply that more than 
one interviewee has stated the relation. The common relations and the 
agreeing companies are listed in Table 3.  
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Table 3: Common relations found within industry 
Quality 
attribute 

vs. Quality attribute Relation/ 
Influence 

Companies 

Usability  Reliability Positive A and C 
Time To 
Market 

 Correctness Negative A and D 

Reliability  Maintainability Negative B and C 
Usability  Efficiency Negative B and D 
Correctness  Efficiency Negative C and D 
Portability  Maintainability Negative C and E 

 

The relations listed show that there are some common opinions in 
industry. To be a common relation, more than one person has stated the 
relation. This indicates with some certainty that these relations are present 
within industry. A reflection is that the majority of the found relations are 
negative relations, only in one case industry agreed upon a positive 
influence between quality attributes. Out of the six relations listed in 
Table 3, only two are found in the literature. The two are: Usability vs. 
Efficiency and Portability vs. Maintainability. For the first case, literature 
and industry agree that the relation is negative. In the second case, there is 
a disagreement. In the literature, it is stated that the relation is positive, but 
the industrial survey shows that they have the opposite opinion. 

It is also clear, from looking at the relations stated in literature and 
industry, that there are more positive relations stated in the literature. A 
possible conclusion is that it is more important for industry to identify 
negative relations. This is probably dependent on more than one reason, 
but one contribution is believed to be that the industrial experience is 
mainly based on conflicts and consequences that originate from 
conflicting quality attributes. Further, there is in industry a tendency to not 
investigate why there are not any problems, if it works the question 
“Why?” is rarely asked, this can be a reason for why industry fails to state 
and find positive relations. 

5. Influences on Quality 
As stated above there are potential conflicts between quality attributes, 
and a conflict that is not handled in a proper way will, with high 
probability, cause problems. In this section, the influences that the 
relations might have on qualities of the software are discussed. Worth 
noticing is that no concrete solutions to the potential problems can be 
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given. However, we are certain that the illustrations of these issues are 
helpful as such.  

There are some basic understandings that need to be in place. First, quality 
is about perception. This means that, depending on your needs and how 
well the final system or construction can fulfill these needs, the grading of 
a particular quality attribute is influenced, where grading refers to the 
perceived importance of that attribute. 

Second, different stakeholders have varying interest and hence prioritize 
quality attributes differently. The stakeholders also influence the 
requirements stated on the system, which will affect the first point. The 
success of the project is affected by the stakeholder acceptance or 
satisfaction [9]. 

The relations between quality attributes influence the overall quality of the 
final product. It has also been established that there are conflicts between 
quality attributes. The conflicts will make it, if not, impossible at least 
hard and expensive to achieve the required level for the involved quality 
attributes. In particular, it becomes obvious that it is not possible to 
optimize all of them simultaneously. This will lead to that some 
stakeholders may become disappointed, and thus are not willing to accept 
the product, which may lead to project failure.  

There is also a risk for when prioritizing the quality attributes in the 
requirement process or later in the prioritization process that, the most 
current quality attributes will be prioritized. This can lead to prioritizing 
quality attributes that are conflicting with quality attributes that are 
equally important, but are visible later in the process, such as 
maintainability. For example, take the relation stated by McCall, quality 
factor section in [1] regarding maintainability vs. efficiency (negative), 
and maintainability vs. reliability (negative) that is found in the industrial 
survey. If both efficiency and reliability are prioritized early in the 
process, it is reasonable to believe that the maintainability for the product 
will suffer, and also that these limitations will only be detected later in the 
lifecycle of the system.  

Another example of conflicting quality attributes and their consequences 
are the relation between Time To Market (TTM) and correctness, which is 
negative. As can be seen from Table 3, this was a relation stated by more 
than one industrial representative. The basic consequence is that when 
Time To Market for the project is shortened, and pressure is applied, the 
number of faults introduced is increased in combination with less testing 
effort.  
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There is also a risk for chain reactions. An example is constructed based 
on the relations in Table 3. Assume that a system is constructed with high 
demands on portability and correctness. According to the relations in 
Table 3, this will lead to low levels of maintainability and efficiency. In 
later stages of the lifecycle, higher efficiency is needed due to increased 
use of the system. It would be easier to adapt the system to this need if the 
system was easily maintained, which given the relations are not likely to 
be the case. This would probably lead to an expensive and problematic 
maintenance phase. Figures up to 60-80% of the total lifecycle cost may 
be spent on maintenance. An assumption is that if these relations and 
consequences are known and showed, it would influence prioritization, 
and it would be possible take an informed decision also reduce effort and 
cost and improve quality within industry. 

6. Discussion 
Trade-offs and conflicts between software quality attributes are difficult. 
There is no single solution taking care of all the issues involved. Two 
ways of solving the problem have been proposed in literature. One way is 
to work around the issue of conflicting quality attributes, this is the 
approach taken in [7]. The solution was to create an alternative 
implementation for the system that eliminated the relations between the 
quality attributes. This solution worked for the examined quality 
attributes, maintainability and performance, but the effect the alternative 
implementation had on other quality attributes is not mentioned. 
Moreover, it is not stated if the alternative implementation was actually 
used or not. This way of attacking the problem, also shows a conscious 
choice of which quality attributes that are of importance. A two-quality 
attributes approach may work as long as other quality attributes have 
much lower priorities than the two selected attributes. This is based on the 
assumption that the quality attributes that are not monitored were not 
prioritized.  

Another approach is showed in [3] where the authors provide a framework 
for supporting the decision-making process, both for finding the quality 
goals and identifying and choosing the operationalizations (possible 
design alternatives) for meeting the quality goals for the target system. 
The NFR (Non-Functional Requirement) framework also visualizes the 
interdependencies between the quality goals and how the 
operationalizations support or limit one or more quality goals. This is a 
helpful way to actually get more information and knowledge about the 
relations between quality attributes.  
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In order to address the problem with conflicting quality attributes it is 
necessary to know their relations, if there is no understanding or 
knowledge about the relations, it is unlikely that a solution to the conflicts 
will be possible. The relations identified in this study provides some 
insights into what to look for within an organization, what are the alleged 
relations, and which are present in the current developing organization.  

As the analysis of the result above indicates, a majority of the industrial 
representatives focuses on the negative relations. The reasons for this may 
vary, but some hypotheses are: industry is focusing on the negative 
relations based on the experience of conflicts among quality attributes, 
and industry has a product focus and is not able to see the effects the 
positive relations have on other quality attributes.  

A first step in solving the problem is to acknowledge the problem, and 
raising the issue of relating quality attributes as well as start monitoring 
the quality in terms of quality attributes to be able to see the effects certain 
decisions will have. When an organization knows what relations that are 
present for their operation and which relations that are likely to have the 
most serious impact on overall quality, a great deal is won. A good way to 
start is to see which of the generic relations described in literature are 
present, and this will also provide guidance on finding the positive 
relations. 

Finally, it is important to note that research is needed in the gap between 
generic relations and the relations found for a particular system. There is a 
need of knowing more for certain types of systems, certain applications 
and so forth. An increased understanding with respect to this gap is 
needed to further enhance our opportunities of developing software 
systems with predictable quality and a suitable trade-off between software 
quality attributes. 

7. Future Work 
All parties concerned with software engineering are responsible for the 
overall quality of the software. This concern and responsibility becomes 
even larger and more serious along with the increasing dependencies 
people have on computers and computer-based systems.  

It is necessary to move from the tacit knowledge within industry and the 
non-explicit information in the research literature. If this is not done, 
relations between quality attributes and consequences thereof will still be 
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hidden in a mist, and will only become apparent when they cause 
problems and negatively affect the overall quality of software systems. 

A challenge for doing so is the lack of measurements or metrics connected 
with the quality attributes within industry. Measurements are the place to 
start to be able to monitor the effects of relationships between quality 
attributes. The responsibility for doing so is not only the responsibility of 
industry. Academia and the research community must provide industry 
with working tools and support in order to make the collection of metrics 
monitoring the relations between quality attributes possible.  

The survey of industry gave the result that most of the measures were 
quantitative, but only a subset of the quality attributes were measured, and 
this subset consisted of course of the most prioritized quality attributes. 
This is also an obstacle in the quest of finding and establishing both 
positive and negative relations. 

One way of doing so is to further investigate what is actually happening 
with the qualities of the software depending on which solution is chosen 
[3]. This is referred to as the operationalizations and their effect on the 
quality goals. The industrial representatives expressed a need for this type 
of approach during the interviews. One opinion was that the relations 
between the software quality attributes are basically decided by the code 
size and the actual implementation. Thus, there is a need for 
understanding different solutions’ influence on the quality attributes and 
their actual relations rather than just resorting to generic statements about 
the relations. Some research in this direction is being conducted [10] 
although much more is needed. 

8. Conclusion 
The hypotheses stated in the second section are supported by the literature 
and industrial surveys. From the study, the following can be concluded 
with respect to the hypotheses: 

1. It is clear from both the literature and the industrial surveys that 
relations do exist between many of the software quality attributes. 
There are however several unanswered questions with respect to 
how attributes are related and what drives a relation. 

2. Conflicts between software quality attributes are common. There 
is however no clear understanding exactly to which extent, in 
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quantitative terms, attributes are conflicting. Moreover, there is 
also a lack of support for handling conflicts. 

3. Positive relations are primarily identified in the research 
literature. Industry has a clear focus on the negative influences. 
This is maybe not so surprising since the negative conflicts have 
to be addressed. However, the potential benefit of positive 
relations could maybe be further exploited by industry. 

4. As stated in item 2, there is basically no clear picture of how 
much different attributes affect each other. There is a need to 
further address this even if it may not be possible to say an exact 
figure. In particular, it should be beneficial to know the 
approximate size of the effect. Are we talking about a factor 2 or 
10? 

5. Trade-offs between different attributes were obvious to the people 
participating in the industrial survey. It is an intrinsic part of 
software development and a constant balance to try to optimize 
management aspects (e.g. cost and timeliness in delivery), 
customer aspects (e.g. performance and reliability) and 
development aspects (e.g. maintainability and correctness). 

In summary, the interviewees were almost in complete agreement that 
additional knowledge would be helpful, and that this knowledge is useful 
in order to make better decisions both at project level and at higher 
management level. However, the interviewees do not really find the 
support in the literature since the statements are too general. Thus, it can 
be concluded that there is a need to fill the gap between generic 
knowledge and the tacit knowledge in industry that is very system 
specific. This gap is certainly a major challenge for researchers in 
software quality and in particular for those addressing the trade-offs and 
conflicts between different software quality attributes. 
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Abstract 
Process improvement is of high importance and with crucial 
impact on business and prosperity for software developing 
companies. The requirements on software are that it needs to be 
produced faster, cheaper and with higher quality. A recent trend 
in software development is the use of agile methods. The general 
idea of more lightweight approaches can also be applied to 
process improvement.  
In this paper the authors describe a fault–driven lightweight 
process improvement approach to be used between projects. The 
objective is to decrease the number of faults and hence shorten 
the project lead-time. The fault-driven process improvement 
approach sets focus on business requirements and relevance for 
the company associated with this study. This paper discusses the 
need for a lightweight approach and introduces a lightweight 
process improvement method. It also reports on some findings 
from an industrial study and presents some conclusions.  

1. Introduction 
In order to be competitive practically all software developing companies 
needs to improve the quality of their produced software, i.e. their 
products. To be able to do this it is necessary to have suitable and 
sufficient process support. It is argued that the quality and suitability of 
the process reflects onto the produced artifact, often the software [1, 2]. 
The context of system and software development is constantly changing, 
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and hence it forces the processes used to be updated and continuously 
improved. Thus process improvement is a necessity. 

1.1. Conventional Process Improvement Activities 
Numerous books and articles discuss process improvement, ranging from 
organizational processes to personal processes. Some of the known 
approaches are Bootstrap [3], CMM [4], CMMI [5]. In addition there are 
also more generic approaches described, such as Zahran’s Software 
Process Improvement book [6]. 

A reoccurring part of the process improvements mentioned is evaluation 
of process maturity. This approach is typically taken by CMM, CMMI 
and Bootstrap. The knowledge that the evaluation or maturity ranking is 
built upon is a great deal of knowledge from a large number of persons, 
projects, and experience. The generic approach described by Zahran is 
based on identifying problems and improvement opportunities within the 
used processes and from that perspective improve the process.  

The suggestion is that the process improvement projects act 
simultaneously with the ongoing software development projects, in a cross 
project manner. This model is described by Zahran [6]. This limits fast 
process improvements in the sense that this cross project solution needs 
substantial lead-time and effort to reach results.  

An experience-based technique for process improvement is the 
Experience Factory. An Experience Factory implements information 
collection and packaging. The information includes development and 
environment characteristics as well as process, defects and other useful 
information. The Experience Factory approach provides quantitative 
information for process improvement activities, as well as a baseline for 
verifying the effects of the implemented process improvements [7]. This 
approach does also need sufficient lead-time for both information 
collection and interpretation.  

Other techniques for providing information for process improvements are 
Root Cause Analysis (RCA) [8] and Post-Mortem Analysis (PMA) [9, 
10]. These techniques are frequently used in the methods above as well. It 
is noticed that these approaches are not trivial to perform and they need 
time to perform and sufficient skill to master. 

Root Cause Analysis and Post-Mortem Analysis are powerful tools for 
finding reasons for system and software failures, thus identifying process 
issues that allow for faults propagating through to the final product or later 
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stages in software development. However, there is a problem to do a full 
scale RCA or PMA; you need to review a great number of problems (e.g. 
faults) to gain a complete view. 

On the other end of the scale, when moving from the organizational 
process improvement models, we find the personal software process, 
which focuses on improving the individuals’ handling of software 
development. This approach aims at the improvement of the individuals’ 
performance through measurements, individual based processes, and 
techniques [11]. Though the Personal Software Process is focusing on the 
individual, it is still a rigorous approach in need of substantial effort and 
lead-time. In addition, it is not trivial to perform.  

Fault classification techniques are used and working for improving quality 
and decreasing the number of faults in the produced software. Such an 
approach is the Orthogonal Defect Classification (ODC) [12, 13], which 
classify faults and provide links to process steps. ODC extracts 
information from defects within the project scope and provide fast 
feedback to developers that use this information to modify their way of 
working within the same ongoing project. In this way ODC facilitates 
process improvement, through providing the necessary information. 
However, since ODC focuses on the characteristics of the fault, and only 
indirectly relates to earlier process steps, one could argue that ODC is 
improving the implementation parts of the process primarily and not the 
totality of the process.  

To receive full benefit from a fault classification approach, not just ODC, 
you need to establish a working fault classification and integrate it into the 
development organization. This implies education and training as well as 
tool support for the whole development organization. This is not a simple 
task and the fault classification scheme and approach needs to be 
institutionalized over a number of projects. In addition, the issue of 
reliability for the fault classification needs to be assured, i.e. achieving the 
same result, independently of the individual classifying the fault. This 
issue is discussed by El Emam [14]. 

1.2. Mismatch 
When examining the conventional process improvement approaches, and 
comparing the needs for the associated company the mismatch is 
apparent. The conventional approaches do neither provide the quick 
feedback nor the clear business focus required. To enhance the business 
focus and base the process improvements on events instead of on 
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standards and broad generic frameworks, the appropriate data source to 
use is faults, which are clear events that have occurred during the project.  

The authors claim that this calls for a lightweight approach, a more agile 
approach towards process improvement. If not, there is a risk that process 
improvement will lack performance and flexibility in the future. It is not 
only the software that needs to be implemented faster, cheaper and with a 
higher quality, but also the process improvements. There is an obvious 
need for fast and accurate process improvement approaches. The 
conclusion is that there is a mismatch between the existing process 
improvement initiatives and the more lightweight and agile approaches to 
software development.  

The desire is to find a lightweight process improvement approach. 

1.3. Approaching a Solution 
The desire is not to have a large process improvement initiative stretching 
over a number of projects. Such an approach would not provide the results 
in due time for the next project. The desire is to have a fast and accurate 
process improvement approach that is able to extract information from 
one project and in a short period of time use the information in the coming 
project. These requirements originate from the associated company 
fulfilling the necessity for the organization needs to be competitive in 
their market, namely a worldwide market where their products are directly 
affecting their customers and end users. These circumstances make it 
suitable to focus process improvements on issues that have high impact on 
customers and users of their system.  

This paper describes a lightweight fault-driven process improvement 
approach that is completed between two, partly overlapping, projects. The 
basic structure is divided into two parts. The first part is concerned with 
extracting and preserving information, gained through fault information, 
from the prior project. In the second part, the information is used to insert 
the knowledge through process improvement activities into the next 
project. This approach is partially fulfilling the requirement described by 
Richardson in [15], which  states that process improvements should, for 
example, be business oriented, focus on the most important software 
processes, be flexible and easy to use. Further, the approach for process 
improvement is aligned with the Principles of Agile Software (available 
at: http://agilemanifesto.org/). This is complied through focusing on the 
faults, and improving the process steps that generate the faults. 
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A similar approach to process improvement is described by Leszak, Perry 
and Stoll [2]. Though there are similarities, there are important differences 
as well. Initially the domain is different Leszak et al. looked at a company 
producing both hardware and software, further their approach to select 
issues to investigate through Root Cause Analysis is based on the project 
impact, and not the customer and end user impact.  

The reminder of this paper presents a lightweight process improvement 
approach, its usage within a company and the results achieved. The 
approach is fault-driven and makes use of the fault information stored in 
the company’s defect tracking system. 

The structure of this paper is as follows. The context and sample for this 
study is described in Section 1, next the method is described in Section 2. 
The produced results are presented in Section 3. Continued work within 
the company is described in Section 4. The conclusions are given in 
Section 5. 

2. Context and Sample 

2.1. Context 
The context for this lightweight process improvement approach is a short 
time, intense project within a Small and Medium Sized Enterprise. Within 
the studied company the projects are more or less overlapping in time. It is 
possible to initiate development on the next project before fully completed 
the prior.  

The project context for the process improvement approach is simplified to 
two projects, Project 1, (P1) and Project 2, (P2). P1 is the project from 
which the fault information is retrieved; P2 is the project that wishes to 
apply the process improvement suggestions gained from the experiences 
and fault information from P1. The fact that these projects are overlapping 
in time, strengthen the requirement of a fast as well as accurate process 
improvement approach. The company saw the opportunity to shorten the 
lead-time for P2, by using experience and knowledge gained from P1. 
This is done by focusing on decreasing the number of faults found during 
system test, thus facilitating shortening project lead-time and improving 
the time to market. The result from the lightweight approach should be 
applied and handled within P2, and also transferred into forthcoming 
projects.  
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The products developed typically consist of a number of components and 
applications. The development projects develop and modify the 
components to fulfill the required functionality. Each project is 
developing and modifying a number of components.  

The product developed by P1 is a large product for this company, the size 
of the product, in terms of lines of code, was a couple of hundred 
thousand LOC.  

Next, Section 1.2 describes the sample extracted from the available logged 
faults associated with P1. 

2.2. Sample 
The sample was faults reported from system test as well as tests 
performed at a customer location. The faults originated from components 
developed and modified during P1. The faults were initially logged with 
different information, for example severity classification. Four severity 
classes were used: Critical, High, Medium, and Low. Each fault detected 
was logged into a fault tracking system. The fault tracking system 
contains more information than used. Examples of the information used 
by the approach described are:  fault description, correction information 
(how the fault was corrected), severity classification, component 
origination, and time for detection.  

The aim when selecting the faults for further analysis was to build a 
representative sample. Faults were selected from different components, 
avoiding that faults from one component get to great influence. Moreover, 
faults originating from different activities in project P1 were selected, i.e. 
to avoid that one activity influences the results too much. Faults from all 
severity classes were selected to avoid focusing on just severe faults. 
Severe faults are prioritized to avoid, but may still not have the largest 
effect on project lead-time. 

3. Method 
An overall requirement and goal for the improvement method is: Produce 
accurate results in a short period of time with a low effort. The approach 
taken to fulfill the goal is the Lightweight Process Improvement 
Approach, LPIA. An extended presentation of the LPIA and decisions 
taken are stated in Section 2.1, and a summary is presented in Section 2.2.  
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An overview picture showing the time frame for LPIA, along with context 
and sample is presented in Figure 1.  

 

 

Figure 1: LPIA overview with context and sample 
 
3.1. Description of LPIA 

For providing the up-coming project, P2 with sufficient information in 
due time some basic decisions were taken. 

3.1.1. LPIA Strategy Decisions  

3.1.1.1. Usage of Fault Information 

The decision to use fault information is based on the desire to prevent 
faults rather than focusing on detection. The desire to shorten project lead-
time is also motivating minimizing the number of faults found during 
testing. Decreasing the number of faults, would also shorten the project 
lead-time, at least this is assumed. Another benefit is that the fault 
information is easily accessed and stored in a preformatted way, and 
hence it is easy to use and equal for all components.  

Preventing faults has a clear business focus, and in comparison to general 
process improvements, you focus on events (faults) that happened within 
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the project, and not on any predetermined areas not prioritized at the 
moment. 

3.1.1.2. Clear Focus 

To be able to achieve quick results it is necessary to have a clear focus, if 
not you are likely to pursue sidetracks that are not striving towards the 
goal.   

The focus is to decrease the number of faults, and hence shorten project 
lead-time.  

The provision of a clear focus relates to the desired characteristics stated 
by Richardson [15], which relate to business goals, focus on important 
processes, propose improvements with high effect in short time, and 
flexible and easy to use. 

3.1.1.3. Two Teams 

Replication and confirmation are supporting validity of the findings. Two 
teams were formed, one with three persons and one single person team. 
The term team in this case can be misleading; however, the purpose with 
the process is to provide two teams, but this was not feasible in this 
setting. The larger team investigated roughly three times as many faults. 
The two teams were kept apart, which ensured minimal communication of 
used fault classifications and initial findings. The objective of team 
separation was to assure the validity of the findings.  

When using two small teams that are working tightly together within the 
teams, problems such as different opinions about classification of faults is 
avoidable. When using fault classification information, it is necessary that 
faults are classified in the same way, independently of who is doing the 
classification. This issue is described by El Emam in [14]. However, by 
having each team working closely together, the classifications and other 
issues are discussed and handled. 

3.1.1.4. One-off Approach 

To keep the overall and upfront investments of time and effort low, this 
would be a one-off investigation. The LPIA was not planned to be 
incorporated into the overall project process. If this would be the case, 
more time and process description work would be necessary, and take 
time. However, this does not rule out the repetition of the process, when 
needed. This resulted in low investments and the process used was 
communicated orally within the small investigation teams. 
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3.1.1.5. Analyzing Faults from Multiple Components 

The aim is to achieve accurate results that are applicable for the whole 
system and organization, not just a specific part or component. By 
analyzing faults from multiple components the results gain more validity 
by reflecting on a broader perspective of the system. The limiting factor 
for not analyzing more components was the number of teams and the time 
and effort available. The goal should be to cover a complete sample of the 
system, but this was not possible during this investigation. However, the 
number of analyzed fault and components were satisfactory. 

3.1.1.6. Analyzing Fault from Different Time Periods in the Testing Process 

With similar motivation as for analyzing multiple components of the 
system, the investigation teams were not looking at faults originating from 
the same time frame, from a testing process perspective. The investigation 
analyzed faults originating from both early and late in the testing process. 
This assures that the analyzed faults are a representative sample. 

3.1.2. LPIA Outline 

When the necessary decisions are taken; the method for the LPIA is 
formed. During the process of analyzing fault information, several steps 
are taken; these steps can be iterated if needed. Each of these steps is 
performed by both teams, except the consensus meeting and writing the 
process improvement report, which is done jointly. 

3.1.2.1. Developing a Suitable Fault Classification Scheme 

Initially there was no suitable fault classification scheme present within 
the company that pinpoints the underlying reason for the fault. Each team 
starts with composing a suitable fault classification scheme, based on 
prior knowledge and experience. 

3.1.2.2. Classifying the Faults 

The faults within the sample assigned to each team are classified with 
respect to the reason for existing in the system. Based on the faults 
classified, additional fault classes are inserted to handle all the faults in 
the assigned sample. 

3.1.2.3. Analyzing the Reason Through the Fault Classification 

This step compiles the knowledge gained by the teams through classifying 
the faults. This step is preparation for the consensus meeting, where all the 
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faults cannot be presented individually. Instead a compilation and 
analyses are presented for the meeting participants. 

3.1.2.4. Additional Information 

To remove all faults is the aim for any software developing organization. 
However, at some time or another you are forced to prioritize what faults 
to remove. To eliminate the critical and high consequence faults is a good 
start, from a product perspective. To further find crucial faults from a 
project perspective, you need to use additional information to sort out 
faults that are costly and time consuming. This is only done partly in the 
investigation described in this paper. The essential information for 
prioritizing what faults to prevent came from the experienced personnel 
participating in the consensus meeting. 

3.1.2.5. Arranging a Consensus Meeting 

The meeting is planned with key persons, typically people with the roles: 
project manager, test manager, product manager, user interface expert, 
and development organization manager. 

3.1.2.6. Consensus Meeting 

During the meeting the two teams present their analyses along with 
interpretations of the data. The consensus meeting first assessed that the 
findings of the two teams were similar, i.e. supporting the hypothesis that 
they are representative of the whole data set, secondly that the sample 
used is representative for the company. If this had not been the case, no 
focused improvements would be found and a more thorough analysis 
would have been required. This would have meant iterating the prior steps 
and broaden the scope of the sample and analyses. The goal of this 
meeting is to gather the competence and experience from participants, and 
reach a consensus concerning the reasons for the presented faults. Then 
the improvements to avoid these faults in the future are subject for 
discussion and consensus agreement. 

3.1.2.7. Documenting and Distributing Improvement Suggestions 

After the consensus meeting, a summary report is written. The report 
reflects the consensus reached during the meeting. It includes the 
suggestions given along with the input to the meeting. The completed and 
reviewed report is distributed to the next project, in this case P2 to refine 
and implement the process improvement suggestions according to that 
project’s precondition. Section 2.2 summarizes LPIA. 
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3.2. Summarizing the LPIA Method 
The strength of LIPA is that it provides useful information with a low 
investment in both effort and lead-time, in total 50 hours of effort and 
roughly one to two weeks of lead-time, depending on schedule availability 
for the participants and meeting attendants. However, this is highly 
dependent on the number of team members, number of faults analyzed 
and other issues and should not be used as a guideline.   

This approach is also focused on the project level, and it does neither fit 
into the organizational structure, nor on the personal level. The project 
retrieves the information and then the analyzed information is fed back 
into the project structure. Representatives from the project studied 
participate in the analysis through the consensus meeting. This handling 
of information assures rapid feedback to the project and thus motivates 
and increases the commitment for performing the process improvement 
activities to come. The authors believe that the fast turnaround time from 
experiences and suggestions during project, to process improvement is 
motivating for continuous project and process improvement work.  

In addition, since the time and effort is rather low, it is possible for higher 
management, as well as project teams to invest the time needed. 

The study’s purpose is to find improvements that prevent insertions of 
faults that affect the customer and end user of the company’s products. By 
using fault information from different stages in the development process 
and from various components the findings are generalizable for the 
company at hand, at minimum. The improvements suggested will thus 
have an effect on the business perspective.  

Faults found during system test, or at customer site testing, contain 
valuable information. The classification used in this approach focus on the 
reason for why the fault exists. Fault classification is subjective [14], but 
still usable. By working closely together the team reduced the individual’s 
influence over the assigned fault classification. This seems to be a 
working solution and through the fault classification valuable information 
was extracted. Another benefit is that fault information usually is easily 
accessed and available and is, in most companies, already stored for other 
purposes, typically fault tracking. 
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4. Result 
The result achieved by using LPIA in the specific company is divided into 
two parts, one produced by the two teams and one produced by the 
consensus meeting. 

4.1. Team Result 
When analyzing the existing fault classification within the company, it 
was early agreed that this does not fully support the needs for identifying 
the reason for the faults’ presence in the system. This called for the teams 
to develop their own fault classification schemes. 

As described the two teams worked separately, and by not forcing a 
predetermined fault classification scheme, the fault classification scheme 
evolved within each team. By having the fault classification evolving and 
not using predetermined fault classifications, the classification scheme 
becomes more tailored and suitable.  

This led to two separate fault classification schemes, though similar. One 
could argue that two different classifications would render comparison 
impossible. This concern is valid. However, based on the faults and the 
joint experience within the teams, the two classification schemes turned 
out comparable. To further enhance the agreement on the similarity of the 
fault classification schemes, it was discussed as an issue during the 
consensus meeting, and the similarity was agreed upon. 

Figure 2 presents the percentage distribution between the fault 
classifications for each team and in total. The histogram shows that there 
are most faults in the Incorrect Functionality category, indicating that 
most faults come from requirements issues. This is however not a novel 
finding, but it is of importance that the company receives confirmation 
from their own data. 
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Figure 2: Chart showing fault distribution. 
 

The second most commonly detected faults reside in the category of 
Implementation Error, meaning that something has gone wrong during 
implementation of the system. 

By having, roughly, 2 out of 5 faults originating from requirements issues, 
such as; not specified requirements, not clear or understood, not 
applicable, and conflicting with standards. The requirements issues are 
prioritized for improvement. Further, 1 out of 5 faults is associated with 
implementation errors. It is suitable to add the implementation issues to 
the prioritized areas for process improvements.  

Based on this information the two teams also developed their own 
interpretations, reasons, and improvement suggestions to be presented at 
the consensus meeting. 

Additional information concerning the effort needed and hence the 
economical impact of these faults was collected from the time reporting 
system. However, this analysis was only of a supplementary character, not 
preplanned, and detailed, thus only used as an indication. Though the 
indication is that these faults also consume a substantial proportion of the 
fault correction time for the project. So from this economical aspect, the 
project would benefit substantially from process improvements decreasing 
the number of faults in these categories. 
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4.2. Consensus Meeting 
The input to the consensus meeting is the raw data produced by the two 
teams, as well as the teams’ interpretations and improvement suggestions. 

The agenda for the consensus meeting is summarized as, team 
presentations of the data, interpretations, and presenting the teams’ 
suggestions. This presentation is input and starting point for discussion 
aiming for consensus agreement. 

• During the consensus meeting five issues of dignity were handled, 
namely:  

• Establishing similarity of fault classifications. By agreeing on the 
similarity, we are assuring the usability of the findings and the 
produced information.  

• Verification of findings, by presenting the findings and data from 
the two teams for the participants, the gathered competence can 
oppose if something seems to be incorrect. If so this issue is 
examined further. However this was not the case, the data were in 
some sense confirming the participants’ hunches and guesses.  

• Assuring that the sample is representative for the whole dataset, 
i.e. logged faults, giving confidence for the results within the 
organization.  

• Presenting possible reasons for the faults’ presence based on the 
basic information and knowledge of processes used. The aim by 
presenting this is the same as for verifying the findings, to allow 
for others to oppose if some conclusions done by the teams seem 
unreasonable.  

• Produce agreed upon solutions preventing the reasons for 
inserting faults, thus improving the process. By having mixed 
competences in the meeting and having a fairly open discussion 
forum a number of aspects are investigated.  

The decisions taken during the consensus meeting have directly a broad 
support within the organization. Depending on two things. First, they are 
formed from the organizations own data. Second, they are developed by 
personnel on different levels within the company, thus anchored with both 
management and staff during development. Together this makes it easier 
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for the company to embrace the result and provide the effort needed to 
carry out the suggested improvements.  

A concrete result from the consensus meeting was the report containing 
the improvement suggestions. Since one of the major issues found relates 
to the requirements handling, one of the primary authors of this paper sat 
in on a couple of requirements meetings to grasp the approach, and also 
achieve a better understanding prior to writing the process improvements.  

The improvement suggestions given are composed of the input from the 
consensus meeting, experience from within the teams and also 
conventional knowledge from research within the associated field. Below 
some highlights from the improvement suggestions report are presented. 

• Improved handling of possible out of memory situations.  

• Erroneous input and corrupt information, how shall these 
situations be handled, what are acceptable results and actions 
from the system.  

• Extend the number of use cases, not only handling the normal 
cases, but also handling use cases that would end up in a fault 
state. This also covers unexpected events and usage of the system.  

• Correct handling of concurrent events and interrupts to the 
ongoing activity.  

• Standard compliance, check that the system complies to used 
standards, if applicable.  

• Clarification of the requirements through requirements review. 

This summarizes the results achieved by the LPIA approach to process 
improvements. In the next section, the continued work within the 
company is described, the ambition of the company goes further than what 
the suggested approach can provide. 

5. Continued Work Within the Company 
After completing the report with the process improvement suggestions the 
company’s project organization took over the responsibility for 
implementing the process improvements. Mainly the project, above 
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described as P2, handled the improvement suggestions. The improvements 
were handled in two steps, one checklist for requirement reviews, and two 
evolving the checklist into a formal specification guideline for handling 
non-functional requirements. The guidelines are used as detailed 
requirements for how to handle some of the non-functional requirements 
for the software developed, though they are not as such present in the 
requirement specification. This also affects and improves design, 
implementation and testing, by either not inserting the faults or by finding 
the faults earlier. 

These checklists as well as guidelines are inserted into the project in steps, 
as they are completed. However the first usage of the suggestions is done 
within P2. However, the ambition is to refine the results and use them in 
future projects as well. Though the consensus and support of the 
suggested improvements are broad within the company, the checklists and 
guidelines are subject for improvements and refinements as they are used 
and more knowledge about how they work is gained. 

5.1. Next Step 
The LIPA provided the company with valuable information about their 
current processes and also with improvements possible and desirable. 
Additionally, the company would like to further explore the approach with 
fault classification as a basis for process improvements. Also using the 
detected and classified faults as an internal control function, 
benchmarking between projects, thus facilitating answering the question 
are we improving the software quality, in the aspect of lesser faults.  

In the time of writing this paper, there is joint work going on between the 
researcher and company aiming at developing a tailored fault 
classification scheme to be used in their projects in the future. The 
objective is to cover multiple aspects of the fault, such as process 
origination, fault characteristic, end-user impact, and project impact in 
terms of effort and lead-time. 

6. Conclusions and Discussion 
The Lightweight Process Improvement Approach (LPIA) as described and 
discussed in this paper focuses on providing fast and accurate information 
on how to improve the projects operation in developing software. The 
leading requirement on the process was that it should provide just that, 
fast improvement suggestions. Placing the time frame for the process 
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improvement between projects is a way of tackle this. Focusing the 
improvements on the project level is a conscious choice. This moves the 
process improvement effort closer to the organization developing the 
software, namely the project organization. The project organization 
possesses the experience and competence needed to provide the 
improvement process with needed information, besides the fault 
information, and it is also the project organization that makes use of the 
improvement suggestions.  

The short turn around time and the close cooperation with the project 
organization enhances the commitment and confidence for the result and 
suggestions. Additionally, the consensus meeting also brings the process 
improvement teams into close cooperation with the developers within the 
projects. 

Based on the feedback from the consensus meeting as well as how the 
continued process improvement work have been handled within the 
company, the LPIA is judged as a working approach. This concludes us to 
contend that LPIA is a working approach for a lightweight fault-driven 
process improvement approach.  

Further, it is argued that the business focus is well covered in LPIA. This 
is based on the clear focus on removing faults. It is rare that faults within 
the software are good for business, at least in the long run. By focusing on 
removing these faults that is costing both lead-time and effort for the 
company and also strikingly decreases the quality of their produced 
software is beneficial. Another business related benefit it the usage of 
fault or defect information. Since this information is already collected for 
other purposes, no additional metrics process needs to be initiated.  

There are components in the LPIA that have common denominators with 
already existing theories and process improvement activities. It is already 
discussed that fault classification is a working approach to process 
improvements in the context of ODC, and there is similarities with 
techniques such as RCA and PMA. However, the framing and usage of 
these techniques are applied in a new way as well as combined and 
evolved for suiting the purposes. The LPIA provides an alternative to 
common rigorous process improvement approaches. The proposed 
approach requires low effort and is rather quick in delivering results, and 
in the mean time anchoring the results and findings within the 
organization. There are naturally benefits with having the process 
improvement projects running parallel in time with regular projects, in a 
cross project manner. However, for a small organization this is perhaps 
not the best solution when results are needed rapidly to a low investment.  
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The LPIA could just as well work as a starting point for the organization 
to monitor their processes, and evaluate their current way of working as 
being the stable process for monitoring and performing process 
improvements. As the LPIA was a result of modifying exiting techniques 
and thoughts, LPIA can undertake changes to suit future demands. A 
specific area for change if LPIA is to be used over time is to agree on a 
fault classification scheme. To dynamically develop a new fault 
classification scheme is not feasible each time, and also you will not as 
easily be able to compare results between project evaluations. 
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Assuring Fault Classification Agreement – 
An Empirical Evaluation 

Paper published: Assuring Fault Classification Agreement – An Empirical 
Evaluation, Kennet Henningsson, Claes Wohlin, presented at 3rd International 
Symposium on Empirical Engineering, Redondo Beach, USA, 2004.  

Abstract 
Inter-rater agreement is a well-known challenge and is a key 
issue when discussing fault classification. Fault classification is, 
by nature, a subjective task since it highly depends on the people 
performing the classification. Measures are required to hinder 
the subjective nature of fault classification to propagate through 
the fault classification process and onto subsequent activities 
using the classified faults, for example process improvement. One 
approach to prevent the subjective nature of fault classification is 
to use multiple raters and measure inter-rater agreement.  
In this paper, we evaluate the possibility to have an independent 
group of people classifying faults. The objective is to evaluate 
whether such a group could be used in a process improvement 
initiative. An empirical study is conducted with eight persons 
classifying 30 faults independently. The study concludes that the 
provided material were unsatisfactory to obtain inter-rater 
agreement.  

1. Introduction 
The fault classification process is important, since actions such as fault 
correction and process improvement depends on the classification 
outcome. A well-documented fault classification is the Orthogonal Defect 
Classification (ODC) scheme [1], which then may form the basis for 
process improvement. 
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If the fault classification is done subjectively from only one person’s 
perspective, it is not possible to assure that the fault classification is 
correct; however this is the normal scenario. An incorrect classification is 
likely to affect the subsequent process improvement activity negatively 
and there is a risk that erroneous decisions are taken based on the 
information. 

Moreover, each fault is often classified from several different 
perspectives. It may include the type of fault and the severity of a fault. 
Whatever classification is used correctness is an important issue.  

By this reasoning, the need of having multiple individuals classifying the 
faults and assuring agreement of the classification is evident. 

The question addressed in this paper is whether it is possible for a separate 
group of software engineers, i.e. separate from the developers, to correctly 
classify a number of faults based on only fault descriptions.  

The question is empirically evaluated through a study, including 
determining the Kappa statistic [2] to evaluate the agreement between 
different subjects. The empirical study is discussed in detail in Section 3.  

The next subsection discusses the context of the study, and how the study 
presented in this paper fits into a larger context. 

This will be the normal chapter text from here on; the basic writing will be 
done in this type of text.  

But when a new section is created some space needs to be inserted so that 
the illusion is that the text mass is not that compact, however the problem 
might still be that the text is rather compact.  

1.1. Context 
This study is the first in a series with the intention to build empirical 
knowledge concerning fault classification and assure the correct 
classification of faults for an industry partner. The series consists of four 
steps, as shown in Figure 1. 



A Fault Classification Approach to Software Process Improvement 

 

 
71 

 

Figure 1: Study series assuring a correct fault classification. 
 

The first step answers the following research question: “Is it possible for a 
separate group to correctly classify a set of faults given the fault 
description, where correctly means that each individual classify faults in 
the same way?” 

All previous steps influence the consecutive steps in Figure 1. The long-
term objective is to have a fault classification on which a fault-driven 
process improvement approach can be applied. The second study, to be 
performed in an industry setting, intends to incorporate the findings from 
the first study. Study number three intends to take the form of a pilot 
project assuring conformance in a real project. The final step means 
implementation in the organization and broad usage. This approach is 
similar to the approach described by Linkman and Rombach [3]. 

1.2. Research Focus 
 

This paper address the research question, stated in the previous section, 
empirically by evaluating if a set of classifiers are assigning the right 
classification and thus agreeing. The evaluation is a formative evaluation 
with the overall intention to form the process of correctly classifying 
faults [4].  

In the same time as addressing the research question additional empirical 
knowledge is gathered through a questionnaire aiming at two areas:  

• After completing the classification, the classifiers are asked to 
answer questions related to the classification. The questions are 
concerned with: type of information needed to increase the 
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likelihood of correctly classifying faults, issues related to the 
environment and classification of faults in retrospect, and 
appreciation and other issues related to ODC.  

• What are the recommended improvements of the study design and 
preparation prior to the industry evaluation? 

The remainder of this paper is organized as follows. Section 2 presents 
related work and Section 3 presents the method used in the study. In 
Section 4, the outcome of the study is presented, and in Section 5, the 
analysis of the results is discussed. Section 6 presents the conclusions, and 
Section 7 describes further work. 

2. Related Work 
The work described in this paper relates to a number of areas, typically 
fault classification, inter-rater agreement and in extension also process 
improvement based on fault data. It should be noted that this paper uses 
the terms inter-rater agreement and classifier agreement inter-changeably.  

The area of fault classifications and in particular ODC is described in [1, 
5]. Some of the work covering fault classification and ODC makes use of 
the process related aspects of fault classification, i.e. the trigger concept 
within ODC. Leszak et al. [6] and Chillarege and Prasad [7] describe this 
further.  

The approach taken in this paper to determine the inter-rater agreement 
employs Kappa statistic, in addition to classifiers’ confidence and 
coherency in the classifications. Leszak et al. [6] present a study using the 
Kappa statistic in conjunction with fault classification. Leszak et al. also 
perform the fault classification in retrospect in a mixed hardware and 
software environment, with the purpose of Root Cause Analysis and cost 
reduction. However, the agreement between raters was not investigated as 
described in this paper. Since retrospective classification is present within 
industry, it is important to evaluate the possibility to correctly classify the 
faults in retrospective based on the information provided by the fault 
description. This is particularly important if the fault data is further used 
as basis for process improvement. 

El Emam and Wieczorek, [8] present a study where the Kappa statistic is 
used, but the classification is done when the fault is detected. In their 
study, the classifiers are fewer in number and are locating the faults 
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themselves, which rules out the necessity of good fault descriptions. This 
procedure simulates the classification when the fault is detected, i.e. the 
classification is not dependent on the fault description. However, the 
usage of the Kappa statistic is similar as well as the focus on the classifier 
agreement as a necessary condition for gaining correct information for 
subsequent process improvement activities. The next section presents the 
evaluation method. 

3. Method 
This section presents three main aspects of the research method: design, 
operation, and analysis. 

3.1. Design 
The study design consists of four components, 1) Persons participating in 
the classification, i.e. classifiers (also denoted subjects) 2) Software faults 
and their characteristics, including fault description, 3) Fault classification 
scheme, and 4) Questionnaire with the purpose to extract information 
from the persons classifying the faults.  

These four components are input to the classification study. The outcome 
is a classification from each classifier for all faults and completed 
questionnaires, illustrated in Figure 2 below.  

The components of the evaluation are further described in the subsequent 
sections.  

The study is run in an academic setting, with participants not currently 
working in industry.  

The study is executed in four steps. Steps 1 through 3 are carried out in 
sequence when all participants were gathered, except one. The main 
author then completed the fourth step: 

1. Introduction, the researcher presents the process of the study.  

2. The subjects are presented with the material: fault descriptions, 
classification scheme, and logging forms. Then the classification 
is initiated. The subjects perform the classification individually.  
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3. When the completed classification log is handed in, the subject 
receives the questionnaire, which is completed in direct 
conjunction to the classification activity.  

4. The fourth step analyses the result from both the classification of 
faults and the questionnaire. 

 

Figure 2: Design overview and output.  
 

The four components of the study design are next described in further 
detail. 

3.1.1. Fault/Faults Description 

The faults selected originate from a graduate course teaching the Personal 
Software Process (PSP) [9], i.e. fourth year students. A positive aspect is 
that the programs within the course are rather general and hence the fault 
descriptions are, most likely, understandable to the participants in the 
study.  

The total number of faults in the database from the course is several 
hundreds. A first sample of faults was randomly selected consisting of 131 
faults. From this sample the distribution of fault types was determined. 
However, 131 faults are impossible to handle within the evaluation and 
hence a final sample of 30 faults was randomly selected. The distribution 
of fault types was kept using blocking, i.e. faults were selected randomly 
from the different fault types keeping the proportions of fault types from 
the original sample of 131 faults. 

Each fault is presented using a unique identifier, (consecutive numbers) 
and a verbal fault description. The developer, participating in the PSP 
course originally, wrote the fault description, i.e. the original descriptions 
are kept to mimic that different persons write the fault descriptions, as is 
the case in industry. It should be noted that the fault descriptions are 
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written in the spirit of the PSP, i.e. they are primarily written to log your 
own performance. This may be a limitation in the sense that the fault 
descriptions are written for personal use. However, it is assumed that this 
situation is not that different from the situation in industry, where 
descriptions most often are written to handle fault corrections and not for 
subsequent fault classification as a basis for process improvement. 

3.1.2. Fault Classification Scheme 

Given that the fault classification at the company is likely to be influenced 
by the Orthogonal Defect Classification (ODC), it is natural to use ODC 
in the evaluation. ODC is selected by both due to availability in literature 
[1, 5, 7] and by usage within PSP [9].  

Table 1: ODC description distributed to classifiers. 
ID Defect 

Classification 
Description 

FU Function A function defect is one that affects significant 
capability, end-user features, product application 
programming interface (API), interface with 
hardware architecture, or global structure(s). It 
would require a formal design change. 

AS Assignment Conversely, an assignment defect indicates a few 
lines of code, such as the initialization of control 
blocks or data structure. 

IN Interface Corresponds to defects in interacting with other 
components, modules, device drivers via macros, 
call statements, control blocks, or parameter lists. 

CH Checking Addresses program logic that has failed to properly 
validate data and values before they are used, loop 
conditions, etc. 

TS Timing/ 
Serialization 

Timing/serialization defects are those that are 
corrected by improved management of shared and 
real-time resources. 

BPM Build/Package/
Merge 

These terms describe defects that occur due to 
mistakes in library system, management of 
changes, or version control. 

DO Documentation Defects can affect both publications and 
maintenance reports 

AL Algorithm Defects include efficiency or correctness problems 
that affect the task and can be fixed by (re)-
implementing an algorithm or local data structure 
without the need for requesting a design change. 
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Moreover, ODC has shown to work well when evaluated for inter-rater 
agreement [8]. Other fault classifications would have been possible to use, 
for example the IEEE Standard Classification for Software Anomalies, 
IEEE Std. 1044-1993[10]. However, the choice fell on ODC. 

ODC is described for the classifiers as in Table 1, showing a short id, the 
fault class name, and its description. 

3.1.3. Classifiers and Education 

The participants in this study, acting as classifier, are sampled from the 
department of the authors. In total eight participants conducted the study. 
Eight participants provide the possibility to build groups of sizes between 
two and eight.   

Participation in the study was on voluntary basis. The collegiality might 
be a liability and threat against internal validity of the findings. However, 
in this situation this is judged as omissible, based on that the participants 
have no stake in the result. It should also be noted that the subjects are 
unable to aim for a good result, since we are primarily interested in the 
agreement between subjects. Moreover, the participants all have at least a 
Master’s degree in a relevant subject such as computer science or software 
engineering. In addition, a majority of the subjects has industrial 
experience. 

In addition, information and the perception of the participants’ experience 
after completing the fault classification were collected by having them 
completing a questionnaire, as described in the following section. 

3.1.4. Questionnaire 

The questionnaire gathers qualitative information from the classifiers in 
three major areas: Information and roles, Setting and involvement, and 
Experiences and apprehension of ODC. These three areas and questions 
related to them are described as follows. 
 

• Information and roles: Based on the classification, what 
information do you need to do an accurate fault classification? 
Additionally, what typical role within a project would be suited to 
perform an accurate fault classification? 

• Setting and involvement: In what setting could the most accurate 
fault classification be performed, meaning what information and 
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persons need to be present for facilitating accurate fault 
classification? Also if it is judged possible to classify faults found 
and logged by other persons, and if so what would be needed to 
do that? 

• Experiences and apprehension of ODC: The third area was related 
to prior experiences of fault classification in general and ODC in 
particular. In addition, the ease of using ODC and the provided 
information were touched upon. 

The questions were answered binary (yes/no), or ranked, and also 
complemented with additional comments and own suggestions. The data 
is primarily on an ordinal scale, and hence it limits the opportunities for 
statistical analyses. 

3.2. Operation 

3.2.1. Preparation 

The preparation for the participants was minimal, i.e. only limited to 
allocating time for the joint meeting when classifying the faults. 

The preparation for the researchers included printing material, allocating, 
and booking time with participants, arranging facilities, and other 
practical issues. Since the classifiers have different nationalities, and some 
are unable to read the descriptions in Swedish, the material was translated 
into English. The English version was not given to all participants, with 
the motivation to keep the original fault descriptions as far as possible. 
Only one subject used the English version.  

In addition, the researcher prepared a short presentation setting the focus 
and frame for the classification meeting and explaining the procedure for 
the participants as well as answering any questions.  

3.2.2. Instrumentation 

The fault classification activity consists of two parts, first classifying the 
faults, and secondly completing the questionnaire. Initially, the researcher 
shortly introduced the process. The classification took place for all of the 
participants, except one, in the same room at the same time. This ensures 
that the participants are uninterrupted and focused on the task, this might 
not always be the case if the classification were done in their own working 
environment. The study objective was to see if different people can agree 
on a classification. Thus, we have tried to avoid confounding factors such 
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as interruptions during the classification. Interruptions would very well 
happen in a real situation. However, in this study the research question 
was concerned with if agreement on classification is possible or not. 

During the fault classification, the researcher is present, and available for 
questions, however, this option was not used. During the first part of 
classification of faults, two mandatory and one optional type of 
information were collected. The mandatory information is fault class 
(stated with the IDs given in Table 1) and the confidence of the classifier 
with respect to the classification. The confidence was assigned a value 
between 1 and 5, where a value of 1 means least confident and 5 most 
confident. The optional information was gathered as comments. The 
classifiers had the opportunity to comment on the classification of each 
fault. This information was filled in manually on paper and the result is 
not anonymous. The name of the classifiers should be stated on the defect 
classification log, making it possible to return to the classifier, if needed, 
for clarifying the answer.  

After completing the fault classification, the second part took place, i.e. 
the questionnaire was handed out for completion. The questionnaire was 
completed in the same room and directly after the fault classification. 
There was still the possibility to ask the researcher questions.  

The data gathered are qualitative in nature. However, it is quantified 
through the questionnaire, using ordinal scales. This eases the analysis of 
the data. The data analysis used is briefly introduced in the following 
section. 

3.3. Analysis Method 
The fault classifications of the individuals are analyzed using the Kappa 
statistic [2]. This type of statistics is a standard method to evaluate inter-
rater reliability. In a software engineering context, it has been used in, for 
example, process assessment [11] and for evaluating ODC [8]. It has also 
been used to evaluate the goodness of a model in comparison with the 
actual outcome as discussed in for example[12]. 

The agreement in terms of classification can be measured by an agreement 
index, often referred to as Kappa statistic [2]. Briefly, the Kappa statistic 
can be explained as follows for the simple case with two raters (or 
classifiers) and two fault classifications (A or B). Table 2 illustrates this. 
The cells state the proportions of the faults with a given rating according 
to faults of Type A and Type B. For example, p11 = 0.20 means that 20% 
of the faults are considered to be of Type A by both classifiers. The 
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columns and rows are summarized (last column and last row respectively 
in Table 2), which is indicated with p01, p02 p10 and p20. 

Table 2: A diffusion matrix for fault classification.  
 Rater A  

 Type A Type B Sum 
Rater B Type A p11 p12 p10 
 Type B p21 p22 p20 
 Sum p01 p02  

 

The entries in Table 2 are used to derive an agreement index. Let PA be 
the proportion in which there is agreement. Then, PA becomes 

This agreement includes cases in which the agreement is obtained by 
chance. To remove the effect of chance behavior, the extent of agreement 
that is expected by chance is defined as 

The agreement index is then defined as 

To be able to understand the degree of agreement, the Kappa statistic is 
usually mapped into a rank order scale describing the strength of 
agreement. Several such scales exist, although they are by and large minor 
variations of each other. Three scales are presented in [11]. Here the scale 
suggested by Altman [2] is used. It is shown in Table 3. 

Table 3: The Altman Kappa scale.  
Kappa statistic Strength of agreement 

<0.20 Poor 
0.21-0.40 Fair 
0.41-0.60 Moderate 
0.61-0.80 Good 
0.81-1.00 Very good 
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All unique pairs of participants (classifiers) were analyzed. The reason is 
that it is important to see whether some individuals agreed while others 
did not. Thus, in total 28 pairs may be generated from the eight 
participants, i.e. n*(n-1)/2 pairs where n is the number of participants. An 
eight by eight matrix is created for each pair as shown in Table 4.  

The rows and columns represent the fault classification stated by each 
classifier. When the classifiers agree, i.e. they have assigned the same 
fault class to a fault, then the value of the diagonal increases with one. An 
example is provided in Table 4 for classifiers 4 and 7.  

The Kappa statistic provides information about inter-rater agreement 
between two classifiers. However, the Kappa statistic does not provide 
information about the most frequent or commonly selected fault 
classification. 

Table 4: An example of an eight by eight matrix presenting the 
classifications of two classifiers.  

Classifier 7 
 FU A

S 

IN
 

C
H

 

TS 

B
PM

 

D
O

 

A
L 

Tot 

FU         0 
AS 1 8  1   1  11 
IN   4      4 
CH  3  3     6 
TS         0 
BPM         0 
DO         0 
AL  3  1   1 4 9 

C
lassifier 4 

Tot 1 14 4 5 0 0 2 4 19 
 

Thus, the Kappa analysis is complemented with frequency analysis of 
different fault types to see whether the classifiers use some fault types in 
particular. The classifications by the subjects are also compared with the 
initial classification given by the person describing and classifying the 
fault originally. 

In addition, the confidence values given by the classifiers are analyzed 
using descriptive statistics such as median, minimum, and maximum 
values. Further, to identify if some specific faults were easier to agree 
upon, i.e. one fault type is dominant for a specific fault, histograms are 
used to visually display the relations. 
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4. Result 

4.1. Kappa Statistic 
The Kappa value for each pair of classifiers is presented in Table 5. The 
Kappa analysis indicates low and inadequate agreements in general 
according to the interpretation in Table 3. However, no negative values 
are achieved; there is only one pair that agrees moderately and none with 
good or very good agreement, i.e. achieves Kappa values above or equal 
to 0.41. The average Kappa value is 0.16, which is considered as a very 
low overall agreement, poor according to Table 3. By having eight 
participants, group sizes between two and eight are possible to create. 
However, since the smallest group, two, does not agree, according to 
Kappa calculations, larger groups were not further investigated. 

Table 5: Kappa values for the 28 pairs of classifiers, the highest value 
is marked in bold.  

Pair K Pair K Pair K Pair K 
1-2 0.10 2-3 0.07 3-5 0.21 4-8 0.14 
1-3 0.22 2-4 0.15 3-6 0.11 5-6 0.21 
1-4 0.31 2-5 0.01 3-7 0.17 5-7 0.25 
1-5 0.05 2-6 0.07 3-8 0.08 5-8 0.04 
1-6 0.11 2-7 0.03 4-5 0.25 6-7 0.04 
1-7 0.31 2-8 0.30 4-6 0.12 6-8 0.16 
1-8 0.11 3-4 0.21 4-7 0.50 7-8 0.15 

 

4.2. Confidence Degree 
As a measure of the confidence in the fault classification, the classifiers 
were asked to grade their confidence on a scale from 1 to 5. The 
confidence degree reflects how strongly the classifier believes in the fault 
class assigned to the fault. High values indicate strong confidence and 
vice versa. The median confidence value is 4 (average 3.51). This 
indicates reasonable confidence by the classifiers. This is rather surprising 
given the low agreement represented by the Kappa statistic. 

By analyzing the relations between confidence value and the coherency of 
classes’ three interesting classes were found. Coherency refers to how 
many classifiers agreed regarding the fault classification, the coherency is 
further discussed in Section 4.3. However, three sets of faults are of 
interest in this discussion, namely:  
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• Faults with high confidence and high coherency, HH. 

• Faults with high confidence and low coherency, HL. 

• Faults with low confidence and high coherency, LH.  

The fourth possible set, containing faults with low confidence and low 
coherency is not of interest, since it represents faults that the classifiers do 
not agree upon and do not feel confident in classifying. The three sets are 
presented in Section 4.3 after illustrating the coherency.  

The set of faults with the highest confidence, confidence values on or 
above the median, is: CON = {1, 4, 5, 6, 7, 10, 11, 12, 14, 16, 18, 19, 21, 
23, 24, 25, 26}. 

4.3. Histogram 
A histogram is used to visualize the coherency and point out the faults 
where there is most and least agreement.  

In Figure 3 the histogram is shown, the X-axis represent the faults 
numbered, on the Y-axis the number of different fault classifications is 
assigned. For example, if looking at fault number 4, six of the classifiers 
agree that the fault class should be CH (Checking), on the other hand, if 
looking at fault number 3, there are four different opinions of fault 
classification, and only three of the classifiers agree. The limit for creating 
the set of faults with coherent classification is set to six agreeing 
classifiers, representing 75% of the classifiers. This creates the following 
set: COH = {4, 5, 6, 7, 8, 10, 14, 16}.  

Now returning to the three sets, HH (High confidence and High 
coherency), HL (High confidence and Low coherency), and LH, (Low 
confidence and High coherency), the following is obtained: 

• HH is the intersection between CON and COH, which results in: 
HH = {4, 5, 6, 7, 10, 14, 16} 

• HL is the intersection between CON and the complement of 
COH, which results in: HL = {1, 11, 12, 18, 19, 21, 23, 24, 25, 
26}.  

• LH is the intersection between the complement of CON and 
COH, which results in: LH = {8}.  
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The results in Section 4 can be summarized as that the agreement in the 
classification was much lower than expected when comparing with, for 
example, the study by El Emam and Wieczorek [8].  

When comparing the confidence with the coherency, the figures are not 
that high, only every fourth fault has both high confidence and high 
coherency. To compare the classifications in the study with the original 
classification by the developer, the seven faults in HH were used. Here, 
the classifiers agree the most and they are also most confident. However, 
when comparing the majority classification from the study with the 
classification of the fault originator it shows that only one out of seven 
faults has the same classification. This means that even if the classifiers in 
this study agree, they still disagree with the original classifier, i.e. the 
developer.  

The diagram and the findings here indicate that the agreement between 
classifiers is less than hoped for. To increase the understanding of the 
differences, some more in-depth analysis is presented in the following 
section. 
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Figure 3: Visualization of fault classifications. 
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5. Analysis 

5.1. Introduction 
The empirical study is focused on two variables: the assigned fault 
classification and the confidence degree. These are further analyzed in this 
section. 

By analyzing the gathered data, it is obvious that the agreement between 
classifiers is low; only one pair achieves a moderate Kappa value. 
However, the classifiers are still confident in their decisions with a median 
confidence value of 4 and an average of 3.51, where a score of 5 
represents the highest confidence and 1 represents the lowest confidence. 
Further, the histogram in Figure 3 shows that for a number of faults, 1 out 
of 3, a majority of classifiers agrees, meaning that at least five classifiers 
assign the same fault classification.  

As described in Figure 2, there are three parts in the fault classification: 
Fault/Fault Description, Classification Scheme, and Classifiers and 
Education. In this case, the inadequate agreement probably depends on the 
Fault/Fault Description and/or Classifiers and Education. The fault 
classification scheme, ODC, is not indicated as the reason for the low 
agreement, mainly due to previous successful studies and research 
indicating the applicability and repeatability of ODC as described in [1, 
8]. 

5.2. Analysis of Low Agreement 
During the analysis, it became apparent that the agreement between 
classifiers was very low. The reason for the low agreement is further 
dissected in the following subsections. 

5.2.1. Fault/Faults Description 

This analysis investigates the characteristics of the fault descriptions with 
the objective to identify the reason for higher agreement for some 
particular faults. The set of faults with the highest agreement among 
classifiers was shown in Section 4.3.  

The basis for the analysis is the two characteristics that are available and 
concrete: fault class assigned and the length of the fault description. The 
fault class with the highest accuracy is AL, i.e. it is most frequently 
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assigned in this comparison. However, no conclusions can be drawn since 
it only differs with one from the CH fault category.   

The length of the fault description is classified into two classes: minimum 
and others. Minimum implies that the fault description is just containing 
one or two lines of text with no expanding information. It is minimal in 
the sense that the description is written only for correction purposes 
(primarily for correction by the developer herself/himself). The other 
category includes all fault descriptions with more than a couple of lines of 
descriptions. These typically provide a little more information about the 
faults and they ought to be better suited for fault classifications in 
retrospect.  

However, this division does not give any clarification, there is a weak 
indication that the more extensive fault descriptions provide higher 
confidence, but it does not result in higher coherency between classifiers. 
Thus, it is concluded that it is not sufficient to measure the length of the 
fault description to understand why certain faults are easier to classify or 
at least agree upon the classification. 

Finally, the average time for fault classification is worth highlighting. The 
average time was 1.5 minutes per fault. 

5.2.2. Classification Education 

The next issue influencing the agreement of fault classification is the fault 
classification education.  

As earlier described, the fault classification education in this case was 
minimal. Naturally, this affects the result.  

The belief is that missing education and experience would, for example, 
lead to interchanging one or more fault classes. There are patterns 
reoccurring in the eight by eight tables that indicate frequent interchange 
of fault classifications that additional education may prevent.  

When analyzing the interchanges between fault classifications in the eight 
by eight tables, it stands clear that the most common interchange is 
between fault classes AL and AS. A calculation is performed by summing 
up the cells in all 28 tables for the unique pairs of fault classes also 
summing up to 28 pairs, since the number of fault classes is eight. The 
AL-AS pair equals AS-AL in this perspective.  

The five interchanges with the highest sums, according to the calculations 
are presented in Table 6. 
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Table 6: Confusions between fault classifications.  
Confused fault classes Occasions 
AS – AL (Assignment and Algorithm) 184 
IN – AL (Interface and Algorithm) 77 
CH – AL (Checking and Algorithm) 68 
AS – IN (Assignment and Interface) 59 
AS – CH (Assignment and Checking) 49 

 

The other common interchanges between fault classes have less 
frequency, typically from rare occasions to up to 30. The most frequent 
mix-up is the interchange between AS and AL, in total, 22 of the 28 pairs 
mixed these two classes up a number of times.  

To avoid the interchange between different fault classes, two things can be 
improved, i.e. more education in the used fault classification scheme, and 
improved fault descriptions. It is judged hard to estimate the effect of 
improved fault descriptions based on the information available from this 
study. However, it is possible to study the potential educational effect by 
combining the AS and AL columns and rows, and hence creating seven by 
seven tables instead. Next the Kappa values are recalculated for these 
seven by seven tables. However, this only resulted in one more Kappa 
value above 0.41, i.e. 0.53, and increased the average Kappa value from 
0.16 to 0.24, which was not a drastic change. According to the scale by 
Altman [2] presented in Table 3 the average agreement changed from 
Poor to Fair. This indicates that in this particular setting, education alone 
is not the explanation to the low Kappa values. 

By combining AL and AS, all interchanges between these classes are 
removed, which would not be achieved by education alone. To find the 
solution of how to improve the agreement it is necessary to analyze the 
result of the questionnaire, and analyze the answers from the participants 
about what they believe is required in terms of information and setting for 
assuring an accurate fault classification. In the next section, the responses 
to the questionnaire are examined. 

5.3. Questionnaire 
As mentioned in Section 3.1.4 the questionnaire is divided into three main 
parts: Information and Roles, Setting and Involvement and finally 
Experience and Apprehension. This section distills the answers from the 
respondents (previously denoted subjects or classifiers – based on their 
role at the time) and presents the information in the structure of the three 
parts.  
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All except one respondent thought that the information was insufficient 
for making correct fault classifications. The next question to the 
respondents was what information would be helpful. The respondents 
were asked to rank the suggested additional information, and if needed 
add their own suggestions. The ranking values possible are between 1 and 
9, where 1 is the highest rank. In Table 7, the alternatives and their 
median ranking is shown. The question was: “If you were missing any 
information, which information of the following would help you the 
most?” 

As Table 7 shows, the most desired information, for making a correct fault 
classification, is source code, change information, and conversation with 
the developer.  

Further questioning sought for comments on what role would be suitable 
for doing fault classification. No coherent view was given, but, according 
to the respondents, the classifier is desired to have fair knowledge about 
the system on both a general level and a specific level.  

Questions were also directed towards in what situations the subjects 
would like to assign the fault classifications. Four alternatives were given: 
1) when found during execution, 2) during a meeting where the fault is 
textually described, 3) when the fault is corrected in the system, and 4) 
when the correction is verified. 

Table 7: Alternatives, median ranking and times selected.  
Alternative  Median Selected
Source Code 3 5 
Test Cases 4 5 
Requirement Specification 4  4 
Operational System 7.5 4 
Software Design 4.5 4 
Change Information, changes 
solving the problem. 

3 5 

Talk to the developer.  3 7 
Optional 1: Better fault descriptions. 
(Suggested by two respondents) 

- 2 

Optional 2: Better system knowledge 
(Suggested by one respondent) 

- 1 

Optional 3: More information about 
how to use the fault classifications. 
(Suggested by one respondent) 

- 1 
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The two most selected options are when the fault is detected during 
execution, and when the fault is corrected. One additional comment 
recommended a meeting with the developer. Still, the respondents think 
that it is possible to correctly classify faults that are detected, reported, 
and/or corrected by another party.  

However, though the respondents’ experience and knowledge concerning 
fault classification and ODC were stated as low, five out of eight thought 
that ODC were easy to use and understandable. The latter was based on 
the brief description supplied. To aid understanding of the fault 
classification and ODC the respondents ranked the four suggestions in the 
following order, with the highest priority first: 1) Example faults, 2) 
Exhaustive description of the fault classifications, 3) Consensus 
discussions in training purposes, and 4) Feedback of performance along 
with a correct answer. 

6. Conclusion 
Based on the achieved level of agreement provided by the Kappa 
calculations, it is safe to say that the hypothesis is rejected. For the case 
described in this study, it is not possible for a group of separate classifiers 
to assign the correct fault classification and by that agreeing.  

The reason for this is related to four issues, namely:  

• Fault description 

• Education of classifiers in the classification scheme.  

• Classification scheme as such.  

• Classifiers initiation to the domain and system being classified.  

In summary, the fault description is the likely cause for the low Kappa 
values achieved in this study. This is supported by the analysis of fault 
classification and questionnaire data. The education part was partly 
simulated by recalculating the Kappa values for the two most 
interchanged fault classifications. However, this treatment did not result in 
a drastic improvement of the average Kappa value, and hence indicating 
that classifier education is not the single reason for the low agreement.  
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The classification scheme is also ruled out as a minor source for the low 
Kappa values, based on prior successful attempts such as [7, 8].  

The classifiers initiation is not discussed earlier in the paper, but the 
analysis of the questionnaire resulted in that the initiation into the domain 
and deeper knowledge of the system is an important factor. This 
conclusion is supported by the fact that desired information to the fault 
classification is source code, change information (what was done to solve 
the fault), and talking to the developer, i.e. more insight into the details of 
the faults and system. A further conclusion is that the developer or 
maintainer correcting the fault is best suited to correctly classify the fault, 
alternatively inserting more of the knowledge possessed by the developer 
or maintainer into the fault’s description. By having a single developer, 
classifying the faults, raises the issue of being able to test the 
classification for correctness through Kappa statistic, which is still needed 
to assure a non-subjective correct fault classification. 

7. Future Work 
As described in Section 1.1 the next step is to plan and perform a similar 
empirical evaluation within an industry setting. The conclusions and 
lessons learned from this study are incorporated into the design for the 
upcoming study, including:  

• Using better fault descriptions, containing more of the 
information as indicated in this study, e.g. source code, change 
information, or equivalent.  

• Supplying additional information as requested.  

• Assuring that the subjects have higher understanding of the 
domain, system, and hence the faults that might reside within the 
system, indicating application in an industry environment.  

Sampling the subjects from the industry partner and using logged faults 
from within their systems address the third issue. 
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Monitoring Fault Classification Agreement 
in an Industrial Context 

Paper published: Monitoring Fault Classification Agreement in an Industrial 
Context, Kennet Henningsson, Claes Wohlin, accepted for publication at 
EASE, Empirical Assessment in Software Engineering conference, 2005.  

Abstract 
Based on prior investigations and the request from a 
collaborative research partner, UIQ Technology, an investigation 
to develop an improved and more informative fault classification 
scheme was launched. The study investigates the level of 
agreement, a prerequisite for using a fault classification, between 
classifiers in an industrial setting 
The method used is an experimental approach performed in an 
industrial setting for determining the agreement among classifiers 
facilitating for example Kappa statistics for determining the 
agreement.  
From the study, it is concluded that the agreement within the 
industrial setting is higher than obtained in a previous study 
within an academic setting, but it is still in need of improvement.  
This leads to the conclusion that the experience within industry as 
well as the improved information structure in relation to the 
previous study aids agreement, but to reach a higher level of 
agreement, additional education is believed to be needed at the 
company.  

1. Introduction 
It is common for software engineering companies and projects to collect 
fault information, typically for fault tracking and for retrospective 
analyses. The typical information collected and stored for a fault contains 
a classification of the fault and the classification can represent several 
perspectives. The perspectives may represent user impact, frequency of 
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fault occurrence, and fault type, for example functional or algorithmic 
fault [1].  

In our experience, the main purpose of fault management systems is to 
track faults from detection through analysis and correction, and then 
ending with verification. But, the fault classification has no imminent 
impact or benefit to the fault tracking and correction process.  

However, the fault classification contains vital information for process 
improvement, if used wisely. The connection between the existence of 
faults in the system and lapses in the process is evident, since no process , 
with the exception of fault seeding methods [2, 3], intentionally supports 
insertion of faults into the developed software.  

The usage of fault information, including fault classification, for process 
improvement is not novel as such. However, inter-rater agreement or 
classifier agreement and the appropriateness of the fault classification is 
not that frequently discussed.  

The viewpoint in this paper represents two important features of a fault 
classification. 1) What does the classification represent, typically, what 
question is answered by the classification? 2) Are the classifiers agreeing, 
meaning that the classification assigned to a fault is trustworthy and that it 
is not depending on the person classifying the fault?  

If adhering to the importance of fault information and fault classification 
for process improvement, then the importance of these two questions is 
evident. If the fault classification does not focus on the right question, the 
process improvements based on the classification will not deliver as hoped 
for. Additionally, although the fault classification is aligned with the 
question posed, the subjective nature of the fault classification threatens 
the result by supplying skewed information as a basis for process 
improvements. This may lead to that the process improvement misses its 
intention.  

This paper addresses the two features mentioned above by presenting a 
tailored fault classification for UIQ Technology (subsidiary of Symbian), 
hereafter referred to as the company, and also presenting an initial 
evaluation of the developed fault classification in experimental style in an 
industrial context. In summary, the objective of the paper is to present a 
fault classification tailored for the company, and in particular to evaluate 
the classification empirically. 

The paper is structured as follows. Section 2 describes the background, 
and Section 3 discusses the research methods applied. In Section 4, the 
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study result is presented followed by an analysis in Section 5. Section 6 
addresses the conclusions and Section 7 states suggestions for future 
research. 

2. Background 
The main reason for developing a tailored fault classification came from a 
previous improvement study, Chapter 3. The improvement effort showed 
that a number of faults have similar origin and reason for existence, and 
that this is not captured by the existing fault classification.  

The improvement process worked and delivered result, but is typically not 
run on regular basis and does not cover all types of faults. It is desirable to 
have a continuous tracking of faults within the company’s projects to 
identify common reasons for faults. The fault classification introduced 
contains information about type and time, both for insertion and detection. 
By the continuous classification of all faults, the base for process 
improvement would be broad and complete both in terms of monitored 
faults and in time. Continuous fault classification also makes it possible to 
determine the impact of a process improvement effort as well. The faults 
targeted by the process improvement should decrease for the coming 
projects, if the improvement effort is successful.  

After a study, in an academic setting, investigating the approach to assure 
fault classification agreement, described in Chapter 4, it became clear 
what roles and responsibilities within the company should perform the 
fault classification. Further, the study also indicated when in the process a 
suitable fault classification is possible.  

The objective of the fault classification evaluated here is three folded, i.e. 
it is designed to answer three important questions:  

1. When is the fault inserted? 

2. What is the plausible reason for fault insertion? 

3. What type of fault is it? 

This means that each fault is classified according to these three questions.  
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The focus of the fault classification is to aid in process improvements 
targeting project lead-time and the overall quality of the product, which is 
expressed as the number of faults detected. 

2.1. Related Research 
The work described in this paper relates to a number of areas; typically 
fault classification, inter-rater or classifier agreement and also process 
improvement based on fault data. It should be noted that this paper uses 
the terms inter-rater agreement and classifier agreement interchangeably.  

The area of fault classifications and in particular ODC is described in [1, 
4]. The connections between fault classification and process 
improvements are stated previously by, for example, Leszak et al. [5], also 
ODC has a clear goal of supporting process improvement, both during and 
after project completion. The trigger concept discussed by Leszak et al. 
[5] and also by Chillarege and Prasad [6] connects to the process aspect of 
fault classification. 

The approach taken in this paper to determine the inter-rater agreement 
employs two methods for classifier agreement calculation. The Kappa 
statistic and percentage agreement are further described by Altman among 
others [7] and in Section 3.4. Besides the classifier agreement the 
classifiers’ confidence and consistency in the classifications is also 
monitored. Leszak et al. [5] present a study using the Kappa statistic in 
conjunction with fault classification. They also perform the fault 
classification in retrospect in a mixed hardware and software environment, 
with the purpose of Root Cause Analysis and cost reduction. The 
agreement between raters in the paper by Leszak et al. was not 
investigated as described in this paper. Retrospective classification is 
useful within industry as a means for process improvement. Thus, it is 
important to evaluate the possibility to correctly classify the faults 
retrospectively based on the information provided by the fault description. 
The classification is hence not assumed to be performed by the person 
detecting the fault.  

El Emam and Wieczorek, [8] present a study where the Kappa statistic is 
used and the classification are done when the fault is detected. In their 
study, the classifiers are fewer in number and are locating the faults 
themselves, which rules out the necessity of good fault descriptions. This 
procedure simulates the classification when the fault is detected, i.e. the 
classification is not dependent on the fault description. This brings it 
closer to the operational solution suggested in this paper, though there is a 
difference between identifying and correcting the faults. However, the 
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usage of the Kappa statistic is similar as well as the focus on the classifier 
agreement as a necessary condition for gaining correct information for 
subsequent process improvement activities. The next section presents the 
method applied in this study. 

3. Method 

3.1. Design 
The study consists of one group of people determining the fault 
classification for a number of joint faults. The sample of persons comes 
from within the company and is selected based on four criteria: their 
current role, the experience within the company, their current working 
area, and project participation.  

The study imitates the operational setting as much as possible. To fulfill 
this demand, all material, excluding the fault classification, is pre-existing 
within the company. By performing the study within the industrial setting, 
the study imitates the actual process and environment for conducting the 
fault classification as closely as possible. This means that participants, 
also known as classifiers, use familiar tools, documentation, software 
domain and fault documentation style.  

Based on a prior study, described in Chapter 4, experience and domain 
knowledge are important for achieving a correct fault classification, which 
motivates the usage of industry personnel and running the study within an 
industrial setting.  

For collecting information and knowledge gained by the participants a 
questionnaire is used. The questionnaire addresses issues concerning the 
fault classification scheme used and the process for determining the 
correct classification. 

3.1.1. Threats 

If this study is viewed upon as an experiment, the main concern is that no 
control group or any pre- or post-tests are used. However, this study 
should not be compared with a typical experiment; the study presented in 
this paper aims at gathering a snapshot view of the agreement given the 
fault classification at the current time within the company. The pre-study 
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to this evaluation took place within an academic setting and not using the 
same faults or system domain, Chapter 4.  

In the reminder of this subsection, the identified threats are discussed [9]. 
Further, the approach used to address them is also described.  

Subject bias – does not impact this study, the participants have not a 
specific interest in the result. However, participants will potentially 
(depending on the outcome) be affected by the result, as it may influence 
how they are expected to work, but the impact is motivated for the 
participants, and is an improvement. It is also so that the decision of 
implementing the result of the study is not up to the participants of the 
study, but rather a decision for management within the company.  

Observer error – this threat is judged as omissible, the classification is 
rather straightforward to monitor and is also collected in digital format. 
The classification analysis is designed to monitor the agreement between 
classifiers.  

Construct validity – through straightforward and quantitative collection of 
information and accepted calculations for determining the classifier 
agreement, this threat is addressed. Construct validity for the fault 
classification is addressed in two ways. First, results and experiences from 
a previous study were used, Chapter 3. Secondly, the fault classification 
was developed jointly between the researchers and company 
representatives.  

Instrumentation – by supplying digital preformatted submission forms and 
instructing the participants how to use these forms during the introduction 
meeting, this threat is evaluated as handled.  

Regression – through leaving the sample to management within the 
company, the influence over this threat is out of the researchers’ control, 
thus not being able to influence the selection and sampling process of 
participants. Management has been instructed that the participants must be 
a representative sample from the company. 

Setting – by adjusting the evaluation to mimic the working environment 
as closely as possible, it avoids the problem of letting the setting influence 
the result negatively.  

When discussing generalizability, the results are per se not generalizable 
outside the organization, depending on that this represents the agreement 
for the company and for the sampled faults, the used fault classification, 
and for the sampled participants. However, the sampling approach used, 
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further described in Section 3.2.1, strengthens the generalizability within 
the organization. Moreover, the approach taken here can be used in other 
companies to evaluate a new fault classification before introduction. The 
next section presents the planning of this study. 

3.2. Planning 

3.2.1. Sampling 

Two parts are subject for sampling: participants and faults selected for 
classification. The sampling aims for a representative sample concerning 
the faults and developers within the company.  

The participants in this study are employees of the company with 
sufficient experience in software development and fault correction on the 
company’s products. The lower experience limit is set to one year of 
employment within the company as a developer. In addition, it was 
requested that the participants should have participated in the project from 
which the faults used in the study originated. The intention being that the 
participants should have a good understanding of the project and the 
faults.  

For the participants, the total sample size is eight persons. The sampling 
of the actual persons was placed upon four project managers that have the 
time planning responsibility and knowledge concerning the experience of 
their personnel. The project managers decided which persons that should 
participate, but the selection process was partly on a voluntary basis, i.e. 
no one was forced to participate. Each project manager represents a 
subproject, meaning that the participants are not all involved with the 
same subproject, and hence the participants represent a number of 
different areas within the project. The industry setting, in which this study 
is performed, is considered as an asset but also requires special 
considerations to availability and parallel activities. 

The sampling of faults was done in a stepwise manner.  

1. Extract the total number of faults from the relevant project.  

2. Determine the distribution of the faults over a number of 
categories, e.g. component adherence.  

3. Randomly select a large sample, maintaining the distribution. 
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4. Clean the large sample from non-correct faults. Typically rejected 
faults, and faults that are not being corrected.  

5. Setting the sample size, in this case 30 faults.  

6. Sampling 30 faults from the larger sample, maintaining the 
distribution.  

These steps results in a sample with the same distribution as for the 
totality of faults, that does not contain any incorrect faults, and that 
originates from the selected project. 

3.2.2. Instrumentation 

The use of digital information and forms assures easy distribution of 
information as well as simple and accurate data collection. The 
instrumentation consists of thee parts: the information used by the 
classifiers for classifying the faults, the fault log collecting the 
classifications, and the questionnaire gathering experience from the 
classifiers.  

For information distribution, two alternatives were used. First, digital 
copies of the documentation are distributed. The digital documents are 
extractions from the common document base connected to the monitored 
project. For decreasing the amount of documentation presented to the 
classifier, only the documents relating to the components monitored were 
presented. The second way for distributing the information is direct access 
to the document base, there was no restrictions posed for accessing the 
document base directly.  

Further, the information contained in the fault logging system, typically 
the fault reports and fault tracking information, were available on line.  

The fault classification log is distributed digitally, completed, and 
collected digitally. The classifiers are presented with a spreadsheet where 
each fault is linked to the fault management system, to simplify the 
lookup of the fault and to avoid mistakes. In the fault classification log, 
the correct labeling of the fault classifications is defined for easy selection 
when logging the classification. The classification log is designed for 
simple completion and guidance to avoid mistakes as well as assuring 
correct interpretation during analysis.  

The data analysis is initiated by manually inserting the eight classifiers 
responses to a common spreadsheet document for further calculation 
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according to the analysis methods described in Section 3.4. In addition, a 
sanity check was performed by manual treatment of the information. 

3.3. Operation 
Prior to the operation of the study, planning in terms of arranging facilities 
and scheduling took place. Since the study is carried out in the industrial 
setting, and during normal working hours, considerations and concern are 
taken to the operation at the company.  

The fault classification evaluation takes place in three steps: introduction, 
fault classification, and questionnaire completion.  

The introduction addresses the procedure for the evaluation, presenting 
the material and instruments used for classifying the faults. A presentation 
of the fault classifications is included in the introduction as well as a 
demonstration of the instruments to be used by the participants. The 
introduction was scheduled to be held for all the participants to establish a 
common view of the task and what is expected of the participants, and 
remove unnecessary questions and mistakes. Additionally the rules that 
apply for the participants in this study are expressed, typically that the 
classification should be done individually and completed during the time 
frame given. During the introduction, the participants did not express 
uncertainty concerning the task. The introduction meeting consumed one 
hour.  

Though the introduction was booked in advance, one participant missed 
the start of the introduction and arrived when the meeting ended. 
However, by arranging an additional session, the same information was 
provided to this participant as well.  

The complete information and instrumentation to be used for 
classification was distributed via e-mail to the participants, just prior to 
the introduction meeting.  

The classification activity takes place at the participants’ work place, 
providing a familiar environment and tools, i.e. imitating the normal 
handling of a fault as much as possible, though classifying the fault on 
available information, and not on actually correcting the fault.  

The third part of the evaluation is the completion of a questionnaire. The 
questionnaire was distributed to the classifiers upon submission of a 
completed fault log.  
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During the execution of study, the researcher was present at the company, 
and available by phone, e-mail, and face-to-face contact. Though a few 
contacts occurred, no major issues were raised during the evaluation. 
However, when the analyses started, the suspicion arose that two of the 
participants misunderstood how to apply the classification concerning 
when the fault was inserted. A dialogue with these two participants 
confirmed the suspicion. The misunderstanding was the reason for the 
deviating results. The dialogue was carried out trying not to bias the 
participants with the suspicion. It was agreed that it was a 
misunderstanding. The misunderstanding resulted in a too frequent usage 
of one fault classification relating to when the fault is inserted into the 
system. 

3.4. Analysis Methods 

3.4.1. Percentage Agreement 

Measuring the percentage agreement is the basic approach without any 
correction for agreement by chance. However, there is no additional 
overcompensation if the data does not have an even spread over the 
classification categories [7]. The calculation for percentage agreement 
requires the insertion of the classifications into an n by n table, n 
representing the number of available classifications. Table 1 shows an 
example table. 

Table 1: Example table for five classifications from two classifiers, 
totally classified defects are 31. 

 Classifier n 
Classification Alfa Beta Gamma Delta Epsilon Total

Alfa 2   2  4 
Beta  2    2 
Gamma   3 1  4 8 
Delta    7   7 
Epsilon    4 6 10 

C
la

ss
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Total:  2 5 8 6 10 11 
 

Table 1 shows an illustration of fault classifications in italic, denoted with 
Alfa, Beta and so forth. The numbers represent the number of occasions 
the classifiers marked down the specific combination. For example on two 
occasions, classifier m and n agreed upon the classification Alfa for a 
fault. It is also possible to see that in four cases, classifier n classified 
faults as being of type Delta while classifier m regarded the faults as being 
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of type Epsilon. Though the classifications in the study are not denoted 
Alfa, Beta, and so on, they are still on the nominal scale. 

The percentage calculation takes the number of occurrences of agreement, 
the diagonal in Table 1, divided with the total number on classifications, 
the total number in the table. 

3.4.2. Kappa Statistics 

The fault classifications of the individuals are analyzed using the Kappa 
statistic [7]. This type of statistics is a standard method to evaluate inter-
rater reliability. In a software engineering context, it has been used in, for 
example, process assessment [10] and for evaluating ODC [8].  

The Kappa statistics results in an agreement index, the interpretation of 
this agreement index is provided by Altman [7], and stated in Table 2.  

For a more detailed description of Kappa statistic see the above 
references, Chapter 4 or [7]. 

Table 2: The Altman Kappa scale.  
Kappa statistic Strength of agreement 

<0.20 Poor 
0.21-0.40 Fair 
0.41-0.60 Moderate 
0.61-0.80 Good 
0.81-1.00 Very good 

 

All unique pairs of participants (classifiers) were analyzed. The reason is 
that it is important to see whether some individuals agreed while others 
did not. Thus, in total 28 pairs may be generated from the eight 
participants, i.e. n*(n-1)/2 pairs where n is the number of participants.  

For using the Kappa statistics, the classifiers’ results need to be structured 
in the way illustrated in Table 1.  

The rows and columns represent the fault classification stated by each 
classifier. 

3.4.3. Confidence 

In addition to collecting the classification for each fault, the classification 
log also collects the confidence for each classification. The confidence 
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ranking represents the classifiers’ confidence at the time of classification, 
for that the assigned classification of the specific fault is correct. The 
confidence ranking is a five point ordinal scale with one representing the 
highest level of confidence and five representing the lowest level of 
confidence.  

It is of interest to monitor the confidence of the classifiers. A low 
confidence would indicate a problem with either the fault classification or 
the fault descriptions. It is also interesting to track the confidence in 
relation to the agreement between classifiers. A low agreement and high 
confidence is a good reason for further investigations. 

3.4.4. Fault Distribution Over Classifications 

Total agreement would imply that each individual fault is only allocated 
to one classification by all the classifiers. On the opposite, total 
disagreement would imply that each fault is distributed to a different class 
by each classifier. The number of classifiers and fault classes influences 
the later argument. In other words, a perceived agreement may be 
obtained due to having more classifiers than fault classes. 

However, the monitoring of how each fault is distributed over the 
available fault classes by the classifiers provides input to how well the 
classification works. For example, if there is a majority of agreement or 
not. A distribution only involving one or a few classifications per fault 
classified is desired. 

4. Result 
The result illustrates the agreement based on the two methods for analysis. 
The analysis is done for all three perspectives of fault classification: time 
for insertion, reason for insertion, and type of fault. 

4.1. Percentage Agreement 
Table 3 presents the three perspectives of the fault classification, along 
with the result from the percentage agreement calculation. In Table 3, 
corrections, according to the misunderstanding described in Section 3.3, 
are written in italic. The correction is only needed for the time for 
insertion classification. The table presents minimum, maximum, mean, 
and median values in percent along with required corrections for the three 
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classification perspectives. For example, the mean value for Time 
Insertion classification is 35% agreement. This means that the classifiers 
agree in 35% of the cases. For the mean value, it is noteworthy that the 
agreement in average is between 32-36% for all three classifications. 

Table 3: Percentage agreement for classifiers for each classification 
perspective, values given in percent.  

Percentage agreement 
Perspectives Time InsertionReason for InsertionFault Type 
Minimum 0 7 10 
Corrected Min 40   
Maximum 87 53 57 
Corrected Max 80   
Mean 35 32 36 
Corrected Mean  56   
Median 43 35 37 
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Corrected Median 57   
 

4.2. Kappa Statistics 
Table 4 presents the result achieved in terms of agreement using the 
Kappa statistics by the classifiers. The result is reported for the three 
perspectives of the fault classification. The misunderstanding described in 
Section 3.3 is also accounted for in Table 4. The same values are reported 
in Table 4 as in the previous table, although the Kappa statistics is shown 
here. From the table, it can for example be seen that the mean agreement 
using the Kappa statistics varies between 0.186 and 0.258 for the three 
classifications. These values can be compared with the interpretations 
suggested in Table 2. 

Table 4: Kappa value agreement for the classifiers for each 
classification perspective.  

Kappa statistics agreement 
Kappa 
agreement 

Time 
Insertion 

Reason for 
Insertion 

Fault 
Type 

Minimum -0.017 -0.001 0.077 
Corrected Min 0.126   
Maximum 0.660 0.471 0.470 
Corrected Max 0.660   
Mean 0.187 0.220 0.258 
Corrected Mean 0.308   
Median 0.186 0.241 0.254 
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Corrected Median 0.301   
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4.3. Confidence 
Also for the confidence calculations, the results are presented for each of 
the fault classification perspectives individually.  

For the time when a fault is introduced the confidence calculations 
resulted in a mean of 1.5, with the median being 1. For the reason for fault 
introduction the confidence calculation resulted in a mean of 1.8, and 
median became 2, additionally for the fault type classification the mean is 
1.7, and the median is 2. In general, the classifiers are rather confident 
regarding their classifications. 

4.4. Fault Distribution over Classifications 
The distribution analysis is presented in Figure 1. The numbered squares 
represent individual faults, and the bars on the x-axis represent the number 
of classifications the fault is placed in. For example, D30 is attributed to 
four different reasons for fault introduction by the classifiers. 

Figure 1 describes the distribution of the Reason Introduced classification. 
In Figure 1, it is evident that the distribution is not as desired, it is clear 
that the majority of faults is distributed over three and four classes. The 
situation is similar for the type of fault and time for introduction though 
not as severe and not illustrated. 

4.5. Questionnaire Result 
In this study, the questionnaire provided additional information 
concerning the classification and the opinions of the classifiers.  

The focus of the questionnaire is threefold, 1) the information usage and 
familiarity, 2) what is the key information needed to provide a correct 
fault classification, and 3) opinions about the fault classification scheme 
as such.  
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Figure 1: Distribution for reason introduced classification.  
 

The result indicates that most of the classifiers were satisfied with the 
provided material, also that they were familiar with the material used. The 
most valuable material for determining the correct fault classification is 
the fault descriptions (ranking 1), accompanied with the source code 
listings and specifications. The familiarity ranking shows, that the 
classifiers are familiar with the material. They are about equally familiar 
with the fault descriptions, source code listings, and specifications. In an 
operational situation when the faults are classified, the fault descriptions 
are not completed to begin with, since the recommendation is to have the 
person correcting the fault classifying the fault. However, the information 
and knowledge existing in the fault descriptions are what the developer 
classifying the fault gains by correcting the fault.  

The classifiers were asked to state in which situations they were most 
likely to correctly classify a set of faults, with several scenarios as 
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possible replies. The highest ranked answers are when they were taking 
part in the correction activity of the fault. This was strengthened by the 
claim that most of the classifiers do not think it is possible to correctly 
classify faults purely based on the textual descriptions, additional 
information is needed. Moreover, experience and detailed knowledge 
gained through correcting the fault is also valued high.  

When discussing how to improve the understanding of the classifications, 
two issues are highlighted. First, the issue of example faults is mentioned, 
and secondly a consensus discussion among classifiers would be 
beneficial. The example faults should help in both education and 
operation of the classification. The consensus discussion typically focuses 
on educational activities, when a number of classifiers are gathered.  

The classifiers were also asked about three attributes regarding the fault 
classification scheme. The three attributes, and their definitions, are:  

• Usability – Meaning the usefulness of the fault classification in 
relation to the faults being classified.  

• Comprehension – Meaning how understandable the fault 
classification scheme is.  

• Applicability – Meaning how easy the classification is to apply 
during every day work.  

These attributes were assigned ranks on a five point ordinal scale, where 1 
represents Good and 5 represents Bad. On average, all ranked a 2, 
implying satisfaction among the classifiers when it comes to using and 
handling the fault classification scheme. 

5. Analysis 

5.1. Percentage Agreement 
The percentage agreement and Kappa statistics are not directly 
comparable. Thus, the comparison is based on a value-based assessment 
using Kappa’s strength of agreement levels stated by Altman [7]. The 
percentage intervals takes the same values as for the Kappa statistics as 
presented in Table 2, though adjusted to percentage values.   
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The percentage agreement indicates that two of the perspectives reached 
the level of Fair agreement, namely Reason for insertion, and Fault type, 
and Time insertion reached Moderate agreement. This is better that the 
results when using the Kappa statistics, which is discussed in the next 
subsection. However, this can be ascribed to the simplicity of the method 
and that there is no correction for chance agreement. The percentage 
agreement is likely to render in a too positive result. 

5.2. Kappa statistics 
For determining the strength of the agreement based on the kappa value, 
the levels stated by Altman is used for determining the level of agreement 
[7]. Table 2 presents the interpretation of agreement for the Kappa value.  

For the Kappa calculation, presented in Table 4, all perspectives reached 
Fair agreement. Though percentage agreement delivers higher agreement, 
it is evident that the three perspectives vary in the same way. The 
strongest agreement is reached for the Time insertion classification.  

It can be concluded by this evaluation that there is too low agreement to 
trust the classification, higher agreement is required to continue with 
subsequent activities, e.g. process improvement based on common faults. 
However, Kappa statistics corrects the chance agreement; so it might 
punish the overall agreement if the sample is not evenly distributed among 
the available fault classifications. The assumption is that in general a 
skewed distribution exists. In other words, that some classes are more 
common than others, which might influence the result of the Kappa 
statistics agreement negatively. 

5.3. Questionnaire Analysis 
When analyzing the questionnaire, it shows that the most appreciated 
system, when classifying the faults, is the defect management system. 
This is however not surprising since the defect management system 
gathers the fault descriptions and information from testers and other 
checkpoints regarding the fault. Additionally, on occasions the corrected 
source code is copied into the fault description, which provides the 
classifiers with the full picture. The information available in the fault 
descriptions is partly produced by the developer during fault correction. 
Thus, in an operating situation the information in the fault description is 
produced by the developer, who is also classifying the fault. 
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5.4. Reflections 
Based on the sampling of the classifiers, and through discussions with the 
classifiers in a debriefing meeting, it is possible to determine for which 
components that the classifiers possess the most experience.   

To investigate impact of experience two steps are taken. First, identify the 
pairs based on the experience of the same component. Secondly, identify 
those faults that originate from the specific component.  

The group of classifiers does not have experience in all of the components 
from which the faults originate. For that reason, the analysis focused on 
those components and classifiers where experience is determined.  

The calculations did not indicate any increased agreement based on the 
experience of the classifiers, as was initially assumed, the reason for this 
is a subject for further studies. 

5.5. Analysis Summary 
The prior study is aligned with this study, i.e. Chapter 4; both studies 
indicate the importance of domain knowledge, familiarity with the product 
and, sufficient fault descriptions. However, the study presented here 
addresses these three issues, and achieves higher agreement, but still it is 
not sufficient.  

The questionnaire indicates the need for education, typically examples of 
classifications and consensus discussions. Additionally, the questionnaire 
confirmed the thought that the best situation for correctly classifying a 
fault is when the fault is corrected; during correction, the information 
needed for a correct classification is gathered. 

6. Conclusions 
The conclusions from this study are that though the classifiers have 
experience within the domain, and that the fault descriptions and 
surrounding information is available and sufficient, the agreement among 
the classifiers is low. The low agreement and the responses to the 
questionnaire lead to the conclusion that other issues influence the 
agreement. Indications strongly suggest that a more in-depth education is 
requested for providing a sufficient agreement among classifiers. Further, 
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requested parts of this education are consensus discussions and example 
of correctly classified faults.  

The study supports the conclusions that the most suitable phase for correct 
fault classification is when the fault is corrected, and that the classification 
should be assigned by the person correcting the fault. During correction of 
the fault, the developer classifying the fault gains the information needed 
for correctly classify the fault.  

An initial assumption would be that detailed experience of a common 
component would strengthen agreement between two classifiers. 
However, the analysis from this study does not support that statement. A 
complicating factor is that there were only a small number of faults 
included in the analysis.  

Based on the feedback through the questionnaire, it is shown that the fault 
classification scheme as such is not the major problem for reaching 
agreement. The rather high ranking on usability, applicability, and 
comprehension supports the conclusion; in addition, the classification 
scheme was discussed at a debriefing meeting, supporting this conclusion.  

During the work with this study, it became evident that it is hard to find a 
recommendation of what agreement level is feasible to expect, when 
monitoring fault classification agreement. It is probably not possible to 
reach full agreement or the level very good, according to Altman scale [7], 
presented in Table 2. However, the question is what level is to be 
expected? It is impossible to tell if more education or other efforts would 
have been sufficient to obtain higher agreement among classifiers. 

7. Future Research 
The result from this study is intended to be used as the pre-study for 
further studies. The continuation intends to monitor the education effect, 
and then the result from this evaluation is used as a pre-test. 

Additional updates to the fault classification scheme are also likely to 
occur based on the feedback and opinions from the classifiers 
participating in this study, though the changes would be minor.  

The intention is to continue with monitoring classifier agreement after 
adding requested and feasible education to the group of classifiers. A 
continuation contains adding education and then re-evaluating the 
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agreement in the same setting as within the study presented in this paper 
and thus monitoring the education impact.  

A natural continuation, if the agreement after education is judged as 
sufficient, is to supervise the education and implementation of the fault 
classification process in an operating environment as a case study. 
Depending on the outcome of the case study, broad training and 
implementation would take place and it is also of interest to monitor the 
effect more long term on the impact of a tailored fault classification for 
providing the organization with background information for process 
improvements. 
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Focused Software Process Improvement, 2005 

Abstract 
Within industry, the demand for short lead-time and reduced 
effort consumption is in focus. For an associated industry partner 
the lead-time and effort focus has meant turning the interest 
towards the Verification and Validation (V&V) process. The 
industry cooperation motivating this study aims at providing a 
tailored and applicable V&V process, where the order of 
verification and validation may be changed as well as the amount 
of V&V activities conducted. Through the industry cooperation as 
well as industrial and academic experience, a method has been 
formulated that address how to select a suitable V&V process 
depending on the functionality being developed. The method 
describes how a suitable process is created and selected, where 
the appropriate process is identified based on functionality and 
coupling between the system entities being developed. It is 
concluded that the method provides support, structure, and 
clarification to address the possibilities to a trade-off between 
verification and validation. 

1. Introduction 
Software process models have evolved over the years starting with the 
waterfall model [1] into agile processes [2] In-between several process 
models have been proposed and used, including the spiral model [3], 
incremental and evolutionary development [4, 5] among others. The 
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introduction of new models is a response to the constant need of 
improvement in software development. Companies are constantly making 
trade-offs between cost, delivery time, quality, and delivered 
functionality. The software community also recognizes that not all types 
of software need the same treatment. Different processes, methods, 
techniques, and tools are used depending on the type of software [6] [7, 
8]. Safety-critical software has different requirements than computer 
games, and hence the development process has to be adapted accordingly. 
This shows that the software process has to be adapted according to the 
software developed.  

It is clear that different types of software need different processes. If 
taking this one-step further, different functionality needs different 
processes. However, this requires processes that are possible to tailor [9, 
10]. In other words, the software process needs to be flexible. Process 
tailoring is discussed in the context of the Capability Maturity Model 
(CMM) in [9]. In a joint project with an industrial partner, in this case 
UIQ Technology (a subsidiary of Symbian), it was decided that an attempt 
should be made to tailor their verification and validation (V&V) activities 
[11] based on the types of functionality being developed. Verification is 
concerned with whether the software is developed correctly and validation 
is focused on whether the correct software is developed. The company 
works in an environment where some functionality is fairly standard or 
similar to other functionality that has been developed previously and other 
functionality is leading edge services that have not been developed before. 
The company wants to work with flexible processes to ensure as short 
lead times as possible for their software. 

These different types of functionality require different approaches to 
V&V, or at least open up for an opportunity to run the V&V activities 
differently. For example, standard functionality is straightforward to 
develop from a user point of view; the company is confident of what 
functionality the user desires. On the other hand, the user has high 
expectations when it comes to the quality of service for this type of 
functionality. Thus, in this case a possible scenario is that there is rather 
little need for validation, but a high need for verification. At the other end 
of the spectrum, there are completely new functions that are not currently 
available on the market. To ensure that these services meet the need on the 
market, it is important to validate their usefulness with users or 
representatives for the markets in some sense. Normally, the expectations 
on correctness are less for new functionality and hence it may be 
discussed how much verification is needed. In this case, the validation is 
probably more critical than the verification, the situation can occur when 
it is necessary to negotiate quality, or functionality, of the delivered 
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product [6]. This reasoning implies that different ways of handling V&V 
can be applied for different types of functionality within the same project. 

The functionality characteristic indicates the uncertainty whether the 
correct functionality is implemented or not, i.e. likelihood for changes 
and, to some extent, faults. However, this does not provide the true picture 
of the risk (risk meaning exceeded budgets, too low quality, and increased 
project lead-time). There is a need for determining the risk impact as well. 
A system entity’s coupling, i.e. connections to other system entities 
indicate the magnitude of the risk. The magnitude shows the number of 
dependencies each entity has, and how large the ripple effect would be by 
a late change or fault. It is likely that for a system entity with a high 
number of connections, the impact would be larger than for a low-coupled 
entity. By determining the functionality characteristic for the system entity 
as well as the coupling, sufficient information is available for risk 
assessment.  

Bottom-line is that the company wanted a risk-based approach to their 
V&V activities, providing the possibility to determine which risks to take 
in terms of how much verification, and how much validation that should 
be performed for different types of functionality. The approach should 
also assess the risk for high cost changes and faults depending on the 
entities’ coupling. Moreover, the company is open to adjusting their 
standard process concerning verification and validation influencing both 
order and scope. For example, it is not much use in performing a lot of 
verification if the functionality is not compliant to needs of the users or 
markets. Thus, the company wants to optimize their chances of reaching 
the market as soon as possible to meet market demands and perform the 
right amount of V&V activities for their delivered functionality. 

This paper presents a method for selecting a suitable V&V process based 
on being flexible regarding both the amount (in relative terms) of V&V 
needed and the order of the activities. The method is motivated by 
industry needs, and it is developed from an industrial case using an 
exploratory approach. The method is presented in a number of steps that 
can be adapted to different situations depending on the functionality being 
developed. This method is partly illustrated using input from the industrial 
partner where the need for this type of approach was identified. 

The contribution of this paper is the formulation of a method for tailoring 
the V&V process, involving changing order and extent of the V&V 
process. Moreover, the method is illustrated using input from an industrial 
interview study. The suggested method is presented in Section 2, where 
the method is presented in generic terms. Section 3 presents a partial 
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application of the method in the company context. In Section 4, the paper 
is concluded. 

2. Verification and Validation Process 
Tailoring Method 
The method presented supports the verification and validation (V&V) 
trade-off by addressing the traditional order and scope (or amount) of 
V&V activities. Adaptation of the V&V process adheres to a system 
entity’s functional characteristics. The term system entity is used as the 
part of the product that provides specified functionality to the overall 
product or user of the product. The system entity relates to a coherent 
collection of requirements, defining the functionality. The V&V trade-off 
within the proposed method is implemented by process selection among a 
set of pre-developed and described process alternatives. A prerequisite for 
this method is a flexible and adjustable process for V&V being present in 
the company applying this method. The method does not suggest or 
exclude any specific V&V activities. The objective is to provide decision 
support for choosing how to apply the existing V&V activities.  

Figure 1 presents the addition to the standard process typically present for 
handling verification and validation.  

 
Figure 1: The replacement of the traditional V&V process with a 
selection of alternatives corresponding to the varying functionality 
demands and risk impact assessment.  

 
The core of the method is the adaptation of the V&V processes. The 
adaptation is guided by the product needs, the essential attributes, and risk 
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reduction. Risk is assessed by determining the coupling for a system 
entity. The list below outlines the steps of the method.  

1. Functionality classification – Classifying the functionality 
according to the validation complexity and scope required to 
assure a valid product.  

2. Coupling classification – A subjective evaluation in early stages 
regarding the level of coupling for the system entity at hand.  

3. Process alternatives – Developing a set of process alternatives 
defining order and scope for the V&V processes.  

4. Attributes affected by the process alternatives – Identifying the 
core attributes involved in determining the success of the project.  

5. Process recommendation – Based on the system entity at hand, 
i.e. the type of functionality and coupling of the entity and the 
alternative processes, recommendations of a suitable process or 
processes are provided.  

6. Establish impact on the attributes per process alternative – Based 
on the alternative processes, what is the likely impact on the 
monitored core attributes. 

7. Analyzing attribute impact – From the process recommendation it 
is possible to see whether that process fulfils the project goals 
with sufficient probability. It may be decided whether to take a 
specific alternative process or not, depending on the risk 
associated with the choice. 

8. Feedback and re-evaluation of the process selection – Improving 
the process selection and monitoring the process impact on a 
continuous basis improves the method and builds trust, and hence 
it is an important part of the method.  

 

Sections 2.1 through 2.8 present the steps of the method in more detail, 
and Section 2.9 discusses possible future extensions of the method.   

2.1. Functionality Classification 
For adapting the processes according to the system entity, it is required to 
examine each system entity. Each system entity has a set of properties; 
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one property is the functionality. A system entity’s characteristics, i.e. 
functionality, govern, along with the coupling classification (Section 2.2), 
the recommendation of what process alternative or alternatives to use. 
Given that the functionality drives the choice of V&V activities, it is 
suitable for classification. The apparent alternative is to classify 
requirements, but the vast amount of requirements would make it 
impossible to base the recommendation on single requirements. 
Functionality classification focuses on a group of requirements associated 
with a specific system entity.  

The functionality classification scheme depends on the company’s domain 
and prior history. The classification scheme shown in Table 1 is an 
illustration and exemplification. The number of classification alternatives 
also needs to be decided in each specific application of the method. The 
functionality classification accounts for if the validation is internal 
(performed within the company) or external (performed or involving 
external parties). Further, the classification considers if the verification 
and validation is particularly challenging for any reason. Each 
classification is assigned a classification on a nominal scale. The 
classification represents the difficulty and potential risk of changes and 
faults connected to each entity.  

It is important to differentiate between internal and external validation. 
Internal validation takes place within the organization and is associated 
with less lead-time consumption, based on easier transition between 
development and testing and that the developing organization still has the 
control over the V&V activities.   

External validation involves external resources, being customer, users, 
user reference groups, legislators, assessors, or other. This process 
consumes additional lead-time and is not under the developing 
organization’s control. However, the accuracy of the V&V might improve 
in comparison to internal V&V.  

The classification needs to reflect the nuances of the functionality 
affecting the V&V process. Concerns are directed towards that a too 
detailed classification might render it impossible to separate 
classifications without extensive education effort. The recommendation is 
to use common sense when creating the classifications. The classification 
is essential for the process recommendations later in the method, and for 
that reason, needs special attention. The functionality classification needs 
to represent the functionality categories present in the product and related 
to the verification and validation in full, at the same time, it must be 
feasible to separate the classes clearly.  
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The next section discusses the coupling classification, illustrating 
dependencies and connections for a system entity. 

Table 1: Suggested generic functionality classification 
Value Classification 

Name 
Validation 
opportunities 

Exemplification 

1 Well-known 
functionality  

Internal – based on 
experience 

Functionality typically 
developed by the organization 
prior to this specific project, 
historically the organization is 
experienced and capable with 
the domain and the required 
functionality.  

2 Standard 
functionality  

Internal – with aid 
of standards 
External – if 
standard 
interpretation is 
required 

Functionality related to 
complying with a standard, for 
example communication 
protocol, language 
specification, storage facility, 
encryption, or other standard.  

3 Familiar 
functionality  

External, possible 
internal – based on 
the level of 
experience 

Functionality not previously 
developed by the organization, 
but partial experience within 
the general functionality and 
domain exists.  

4 New 
experience 
functionality 

External – based 
on the knowledge 
possessed 
concerning the 
requirements  

Functionality where the 
organization lacks previous 
experience and domain 
knowledge. This is typically 
related to breaking new 
ground for the organization in 
question, but experience is 
present in the community.  

5 Exploratory 
functionality 

None – not 
possible to 
determine what is 
the correct 
functionality 

Functionality that is typically 
breaking new ground also 
within the community, 
implying that the domain 
knowledge and experience 
does not exist.  

 

2.2. Coupling Classification 
By classifying the functionality, it is possible to assess the probability for 
a change occurring in the system entity dealt with. However, it is also 
necessary to discuss the impact of the potential change for providing a 
complete risk assessment.  
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The impact of interest in this paper is to handle the time-consuming 
changes and faults to stay in control of, and try to minimize, lead-time and 
effort. The lead-time and effort consumption of a change or fault is 
influenced by the number of dependencies an entity has. It seems 
reasonable to believe that an alteration made to a central, highly coupled 
entity consumes more lead-time and effort, than a similar alteration to an 
entity with low coupling.  

The coupling is subjectively assessed on an ordinal scale from 1-5, 1 
lowest, and 5 highest coupling. The experience of the person assigning the 
coupling determines the value. Though this method is blunt, subjective, 
and not always repeatable, it is possible to perform early, and provides 
sufficient support for further evaluation of the risk.  

The next section, Section 2.3, addresses the creation of, and describes the 
process alternatives. 

2.3. Process Alternatives 
The recommendation is to create the processes alternatives in advance, for 
two reasons: 1) Not limiting the process alternatives to the problems faced 
and 2) The upcoming project can facilitate the process alternatives 
directly, i.e. the process alternatives are in place from the start.  

When handling verification and validation, there are two tailoring 
alternatives. One is the order, and the other is the scope of the V&V 
activity. Order and scope are labeled modification variables in this paper. 
When creating the process alternative all combinations of the modification 
variables is documented and investigated.  

Dealing with the order of V&V, there are two natural alternatives, 
verification first or validation first. The characteristics of the system 
entity’s functionality are typically more or less suitable for one or the 
other of these alternatives. Section 2.5 describes this further.  

In addition to rearrange the order of V&V, the scope (or amount) is also 
subject for modification. In our model the scope of V&V activities are 
separated into two groups, high and low, shown in Table 3. The 
implication of high and low is not determined by the method, and it is up 
to the organization applying the method to make that definition. The 
characteristics of the system entity’s functionality as well as change 
impact (moderated by coupling) motivate the variance in scope. An 
example is that well-known functionality might not require extensive 
external validation; instead could be directly submitted for verification to 
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more rapidly reach a final state for the system entity. The process 
alternatives and the scope generate eight possible alternatives; these 
alternatives are listed along with the affected attributes in Table 3. Section 
2.4 discusses the affected attributes further.  

2.4. Attributes Affected by the Process Alternatives 
Depending on the requirements on the V&V process, a generic set of 
important attributes is presented, namely number of changes, number of 
defects, project effort, and project lead-time. These attributes are often 
mentioned or indicated in literature, for example in [12, 13], and are 
judged as important for many companies. Though these attributes are 
generic, an adaptation is possible to suit the needs of an organization for 
selecting an appropriate process.  

Conflicts between attributes are probable, meaning that maximization of 
two attributes may be contradictory, and in the example, there is, for 
example, a contradiction between low numbers of faults and minimum 
project effort [1, 14, 15]. The rationale being that in many cases a low 
number of faults typically requires extensive testing, which consumes 
effort. Table 3 lists the attributes along with the process alternatives. 
Section 2.5 continues by describing the process recommendation task. 

2.5. Process Recommendation 
The goal of decreasing effort and shorten project lead-time is vital. 
However, to shorten project lead-time it is necessary to reduce the scope 
of for example verification and validation. But simply decreasing the 
scope of these activities increases the risk for overrun of both time and 
budget, due to a high number of changes and faults. To handle this risk 
and focus the resources on the crucial parts of the system, the 
functionality and coupling classification is used to recommend a suitable 
process. 

The process recommendation combines the classification of functionality 
and coupling by building a process selection key for each system entity. 
The characteristics of the functionality and coupling reflect in this two-
parted key. The structure of the key is: [funct.class.value : coupl.rank]. 
The functional value is obtained from Table 1 (nominal scale) and the 
coupling is a rank (1-5) on an ordinal scale. By producing a key for each 
component, it is possible to use the key to recommend a process.  

The mapping between a system entity’s characteristics and process 
alternatives is the basis for process recommendation. The suitability of the 
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recommendations is essential, and it is a task for the organization to 
establish. One or more processes, as described in Table 2, are matching 
the keys produced by the classification process. 

At this stage, the focus is on recommending an appropriate process based 
on the key generated by the classifications, without reflecting on the 
impact on the attributes.  

The founding idea behind the recommended processes is that if the 
functional characteristic of an entity represents uncertainty, it is wise to 
start the validation process early, to avoid a high number of changes due 
to un-validated requirements late in the process. On the other hand, if the 
functional characteristic represents familiarity and stability, it is possible 
to decrease the effort of validation in favor of early and thorough 
verification. This is based on the assumption of few changes in the 
requirements and minimal uncertainty and misunderstanding. Late 
changes are unwanted for many reasons, promoting sufficient validation 
activities preventing the risk for additional and unnecessary changes, 
possibly avoided by the selection of an appropriate process.  

Additionally, the process selection reflects the potential impact of late 
changes and faults, from the aspect of system entity coupling. A change to 
high coupling component is likely to consume more effort and project 
lead-time, and hence posing a greater risk if not properly handled.  

The processes alternatives are assigned an identification number, as in 
Table 3. The identification number is used to connect suitable processes to 
each key or key range. The keys produce links to one or more process 
alternatives. Table 2 states the generated keys, and recommended 
processes, as well as a motivation for the process recommendations. In 
Table 2 a key range is used, comprising a range of classification also some 
values occur more than once, i.e. there is an overlap. The main motivation 
being that there are borderline cases in the classification of functionality 
due to the subjective judgment of the classification.  

The next section analyzes the impact on the attributes based on the 
selected processes. 
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Table 2: Functionality classification and process recommendation 
Key range Processes Motivation 
[1-2 : 1-3] P4, P3, P2, 

P8 
Key representing easy internal validation, with low 
coupling, possibility to go for low V&V, or 
focusing on finalizing the product through high 
verification.  

[1-2 : 3-5] P1, P2 Key representing easy internal validation, with 
high coupling, high verification is recommended.  

[3-4 : 1-2] P6, P3 Key representing challenging validation, with low 
coupling, high validation early is recommended, 
possible lower verification 

[3-4 : 2-4] P6, P3, P5 Key representing challenging validation, with 
intermediate coupling, early and high validation 
recommended, but also high verification.  

[4-5 : 4-5] P5 Key indicating tough validation and high coupling, 
early and high validation is recommended. 

 

2.6. Establish Impact on the Attributes per Process 
Alternative 
The selection of appropriate process alternatives requires that the likely 
impact on the attributes presented in Table 3 is established.  

Based on the keys created, a set of alternative and suitable processes are 
determined. For each of the keys and the suitable processes the predicted 
impact on the attributes is established. The impacts presented in Table 4 
are used as an illustration. Actual impacts have to be determined in each 
specific case. The effects of the impact on the attributes are limited to two, 
i.e. increase, or decrease. A horizontal arrow indicates no impact. In Table 
3, arrows indicate the expected impact. It is important to stress that the 
impacts need to be established within each organization and representing 
the best knowledge of the organization. Section 3.1 discusses the company 
cooperation. However, the recommendation is to use surveys to capture 
the knowledge within the organization. This includes using existing 
documentation from past projects, available literature, and the tacit 
experience of the personnel. 

The assumption is that the selection is done in a sensible way. In other 
words, the selection is done so that the best possible outcome is expected. 
For example, a process with extensive validation is not chosen for well-
known functionality.  
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As described, the order of verification and validation change when 
creating the process alternatives. By starting with verification and ending 
with validation, it is assumed that the number of faults found late in the 
process decreases, but postpones the validation. This means that there is a 
risk that the number of changes late in the process increases. This 
alternative is used when a small number of changes are expected.  

Starting with validation is expected to decrease the number or change 
requests, but might increase the number of faults at late stages in the 
process. The reason is that early validation will prevent misunderstandings 
and varying interpretations, but may delay the fault identification. This 
alternative is used when a high number of changes are expected if no 
proper action is taken.  

When discussing the amount of V&V, two alternative levels are used, i.e. 
high and low. The actual meaning of these levels is not defined here, and 
is up to each company applying the method. High verification is likely to 
decrease the number of faults, but will consume more effort and also 
increase project lead-time. Low verification is likely to increase the 
number of faults. However, a beneficial influence on effort and probably 
also project lead-time, with certain reservations for that high number of 
faults is likely to prolong the project. This alternative should be used 
when a low number of changes are expected, thus fully using the 
verification effort. It is also important to acknowledge the system entity’s 
coupling, and the impact of potential changes and defects. Changes to 
highly coupled entities might cause ripple effects, generating faults or 
changes in other entities, or require extensive re-verification.  

High validation decreases the number of change requests, but is likely to 
increase project effort and lead-time. Low validation is likely to increase 
the number of change requests, and possible the number of faults, but 
project effort and lead-time is likely to decrease, given that the cost for 
correcting the changes and faults surpasses the gain of decreased 
validation. This alternative should be used when a high number of 
changes are expected and not continuing with major verification efforts 
based on invalid functionality specifications.  

When the impact on all attributes is established for each key and process 
alternative, the table is completed. A suggestion is presented as in Table 3. 
Table 3 is an exemplification based on the authors’ experience though 
company cooperation.  

The next section, Section 2.7, addresses the analysis of the attribute 
impact. 
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Table 3: Table presenting process alternatives, attributes and expected 
impact. 
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P8 
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2.7. Analyzing Attribute Impact 
This step compares the recommended processes and the expected outcome 
for the monitored variables to the prioritized attributes for the project at 
hand. The goal is to find the most appropriate process based on the 
functionalities’ characteristics for the specific system entity, providing the 
desired impact on the monitored attributes.   

The recommended process(es) presents an expected impact on the 
attributes, as presented in Table 3. This needs to be compared to the 
outcome of the project. If the project goal is to decrease project lead-time, 
process alternatives with the likely impact of decreased project lead-time 
is a suitable choice. However, based on the functionality characteristics, 
the recommended processes might not provide the desired impact on the 
important attributes from an overall project perspective.  

The analysis is influenced by risk assessment, asking if the recommended 
process is likely to cause overrun of the limited resources, typically effort 
and project lead-time. Further, the quality is also an important factor to 
evaluate, if an increase in faults and changes is likely, then the risk for 
lower quality can be too high.  

The main usage of Table 3 is to see how the attributes are affected based 
on the selected process. However, it is possible to exclude or include 
processes alternatives based on the attribute viewpoint as well. If there are 
specific demands for a system entity, for example, the number of fault 
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must be low, when addressing the number of faults column in Table 3, it 
is possible to exclude process alternatives that is likely to increase the 
number of faults.  

The exclusion or inclusion of processes from the column viewpoint is also 
a desirable alternative when dealing with prioritized or fixed attributes.  

Besides excluding processes, the alternative is to modify the input, i.e. the 
functionality characteristics or coupling for the system entity developed. 
In this case, an adaptation would alter the product to suit the desired 
process. For example, this can be done to meet highly prioritized lead-
time demands.  

A final alternative is to accept the potential mismatch between the 
recommended process and the predicted outcome, and be informed of the 
potential risks, and address these risks as they appear. This is still an 
improvement over being surprised when the risks turn into problems. The 
final handling is still up to the organization implementing this method for 
verification and validation trade-off. 

2.8. Feedback and Re-evaluation of the Process 
Selection 
Despite testing and evaluation, no process is without openings for 
improvement. The approach suggested in this paper is by itself a process 
improvement approach targeting lead-time and effort optimization. 
However, the method described, including this section, does not stand 
above improvements.  

To assure that the best possible method is used for tailoring the company’s 
process, evaluation and improvement are required. Within this method, 
there are three central areas for improving the accuracy and correctness of 
the method: 1) Functionality and coupling classification, 2) Process 
recommendation, and 3) Variable outcome.  

The feedback and re-evaluation of the process selection aims at assuring 
the correctness of these three areas. If they are not performing according 
to expectations, i.e. supplying correct recommendations, the outcome of 
the process selection is likely to fail.  

To address the evaluation of the three central areas, a three-phased 
approach is suggested. The approach is described briefly, and should be 
implemented according to suitability within the organization 
implementing this tailoring process.  
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The reason for presenting a three alternative approach is to cover the 
majority of situations, from when little historical data is available to when 
the historical database is sufficient for deducting statistics. The three 
alternatives are: 1) Value-based evaluation, 2) General statistic evaluation, 
and 3) Specific statistic evaluation.  

Value-based evaluation: This is carried out by surveying project 
personnel, typically project managers and stakeholders interested in the 
core attributes. The focus is on the compliance and correctness related to 
the functionality classification and interconnections. In addition, the 
prediction reliability of the core attributes is subject for evaluation, it 
should be determined if the right processes were recommended.  

General statistic evaluation: This is done by comparing the outcome of the 
project by any previously completed project regarding the level on the 
core attributes. This would indicate if the process tailoring was beneficial 
or not.  

Specific statistic evaluation: This is done by comparing the outcome with 
a prior project representing the same categories in terms of classification.   

2.9. Method Extension  
There are possible extensions of the process described in Sections 2.1 
through 2.7. The described process is though sufficient for supplying 
value for the organization adopting the approach to verification and 
validation trade-off. Four possible extensions are identified: 

• Additional events of V&V.  

• Finer grained scope for V&V, i.e. not only low and high.  

• Increased set of attributes, i.e. more than four attributes.  

• Magnitude of impact on the variables, i.e. more different levels.  

Additional events of V&V are to add a third or fourth, and so on, activity 
of V&V, creating a process of verification then validation, followed by 
another event of verification activities.  

Increasing the granularity of the scope of V&V is also a possible 
extension. The scope could be divided into more levels for example, high, 
medium, low or any other division.  
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The proposed method handles a set of basic attributes these attributes are 
not final. Thus, it is possible to extend the model with more attributes.  

The magnitude of impact on the attributes is also a possible extension. In 
the current proposal, the impact is indicated as an increase, a decrease or 
not affected. It would be desirable to have a magnitude on these increases 
or decreases as well. This would, for example, make it possible to 
prioritize a small increase in project lead-time in favor of a large decrease 
in the number of changes. 

3. Investigation at the Company 
The method presented in Section 2 is a result of a close cooperation 
between researchers at the university and UIQ Technology. The focus is 
on improving their V&V processes by tailoring the process based on 
characteristics of the different system entities in the software products. 
This section provides some first reactions and experiences when 
introducing the concept of adaptable V&V processes.  

3.1. Company Cooperation 
The cooperation between the company and the researcher is a long-term 
activity. The researcher has been present in the company’s facilities and 
also through related studies, introduced and familiarized with challenges 
and goals of the company, becoming familiar with the company, its 
personnel and the products.  

The development of method for V&V trade-off originates from the 
environment and knowledge of challenges and desires from the company.  

Through close interaction and frequent discussion with a company 
representative having long experience and a good understanding of the 
goals of the company the method has emerged. The main contribution by 
the researcher is to formulate and structure the model based on industry 
input. In addition, the objective has been to make the method generally 
applicable and focusing on the few but prominent and important issues. 
The key contact person and main point for cooperation is operating as a 
line manager with extensive experience and insight within the company. 
The line manager is head of the development department, being 
responsible for several parallel projects. Additional responsibilities 
include providing sufficient support and knowledge in the form of process 
support to the developers. The line manager is also in involved in 
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customer negotiations addressing contracting issues such as delivery dates 
and product content and quality.  

Thus, the line manager is interested in process improvements that could 
help the company to deliver higher quality products in a shorter time with 
less effort. 

3.2. Company Challenge 
The main challenge for the company is to deliver high quality in as short 
time as possible. The demands typically force the company to deliver their 
products with increased functionality, extended features, higher quality 
and in less time. This challenge requires a new perspective on the 
commonly used processes within the company. An adapted way of 
handling the processes has been seen as one way of meeting the 
challenges ahead. The alternative process (including selection of a suitable 
V&V process) requires handling the system or system parts differently 
based on the characteristics of them. To gain effort and lead-time, 
adaptable processes are considered, but changing processes imply risk. To 
handle the risk it is necessary to trade-off verification and validation in 
such a way that the overall project lead-time and effort does not suffer, 
typically by finding a large number of faults or changes late in the 
process. On the other hand, too much lead-time may be consumed if both 
verification and validation is operated to a full extent, when not called for.  

The proposed method addresses the verification and validation trade-off 
by dealing with the order and scope of these two activities. Both 
verification and validation is quality-assuring activities, focusing typically 
on providing answers to whether the right functionality is being developed 
and if it is operating as intended.    

3.3. Company Result 
The company study, at this stage, is performed through discussions. In 
addition, a structured interview took place, which discussed the handling 
of the creation of alternative processes and the process selection at the 
company.  

The interview focused on three parts: important project success attributes 
for the company, the feasibility and applicability of the suggested method, 
and finally the creation and difference between the alternative processes.  

This section describes the result from the interview. The most important 
attributes for the company is the ones described in Section 2.4: lead-time, 
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effort, number of defects, and number of changes. The success of the 
project relates to the timeliness of the delivery as well as the quality of the 
product. During the interview, the applicability of the method was 
discussed. The method is apprehended as applicable and suitable in the 
requirements management, and project planning phase of a typical project 
within the company. 

The issues of creating the process alternatives and determining the likely 
outcome resulted in that four classes of functionality were found suitable 
and hence to be used. However, this adaptation is natural since the method 
has been formulated from a balance between a generally applicable 
method and the wishes from UIQ Technology. As the method suggests 
that, each key is accompanied with a set of suggested processes and likely 
impacts. Thus, the suitable processes were decided upon for each key and 
the outcome variables were determined.  

The result shows that it is clear that different keys generate different 
selections of processes. However, it is also clear that some process 
alternatives are most desired and highly prioritized, and some process 
alternatives are not selected at all. It is clear that the preferred processes 
are initiated with validation, which to some extent contradicts the typical 
process starting with verification and ending with validation. 

4. Conclusions 
The main contribution of this paper is how to deal with adaptability and in 
particular how classification and the creation of tangible keys can be used 
to select a suitable process alternative. The proposed method deals with 
the creation of keys focused on tangible characteristics for the 
functionality and component under development, providing guidance on 
selecting a suitable process alternative.  

The verification and validation trade-off, discussed in this paper, deals 
with the necessity of finding the right balance between these two 
important activities without extending the resource consumption or lower 
quality in any case. In the case of the studied company, there are two 
challenges. The first is to avoid a too safe route, and hence not fulfilling 
the timeliness of the product. The second is to avoid a too risky route, and 
risking a vast amount of faults and changes in the later stages of 
development, and as a result pushing the delivery date and increasing the 
cost.  
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There is also a clear connection between the success in reaching the 
timeliness and fulfilling market demand, and the success of the company. 
This strengthens the necessity of tailored processes that delivers as good 
results as possible. To tailor processes, it is required to monitor the 
circumstances under which the process shall operate, motivating the 
attribute and characteristics monitoring described in this paper. However, 
it is easy to understand that these characteristics and attributes are not the 
only ones of importance. Further work could be directed towards 
investigating other characteristics and attributes and their influence on the 
verification and validation process, and hence the process selection. 
However, it is impossible to cover all possible characteristics, and hence 
simplifications are required. It is argued in this paper that the method 
described in Section 2 is a sufficient and working starting point for the 
discussion of an adaptable approach to verification and validation trade-
off, based on functional and coupling characteristics.  

In summary, it is concluded that this approach should be feasible to obtain 
processes that are better tailored for the needs of different types of 
functionality. 
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