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Abstract.  Wireless network equipment offers great flexibility for mobile as 
well as stationary computers. Clients are no longer bound by the length of a 
network cable. Instead wireless connectivity increases the clients’ mobility. 
This paper describes an implementation for wireless clients to access a wired 
computer network through an efficient authentication mechanism. The imple-
mentation is called SuxNet, and is a contribution to IP-login [8] and Institute of 
Electrical and Electronics Engineers (IEEE) 802.1x [3]. The paper also explains 
and evaluates different security concepts such as Wired Equivalent Privacy 
(WEP) and IEEE 802.1x. 

1 Introduction  

During the recent years, the market for wireless communication has enjoyed a tre-
mendous growth. Wireless technology is now capable of reaching virtually every 
location on the face of the earth. 

The major motivation and benefits from wireless networks are increased mobility.   
There are however, a number of issues that anyone deploying a wireless network 
needs to be aware of. One such issue is security. The radio waves used in wireless 
networking typically penetrate outside the building, creating a genuine risk that the 
network can be hacked from the parking lot or street.  Another aspect is to make the 
connectivity to the network as transparent as possible to the user. The connection and 
authentication phase should be a painless procedure, both for user and for administra-
tor, without sacrificing security. The users should be able to connect to the wireless 
network and work as efficiently as they would at a wired workstation.    

The purpose of the paper is to develop a secure method of connecting wireless cli-
ents to a wired network. For this purpose a secure gateway was developed. 

Attack indication, trend analysis and performance analysis have also been consid-
ered in this context. 



2 Network Security 

We define Network Security as: 
 “The protection of networks and their services from unauthorized modifica-

tion, destruction or disclosure.” 
Network security provides assurance that the network performs its critical functions 

correctly and there are no harmful side-effects. 

2.1 Security Concepts 

Wireless and Wired network security consists of primarily two aspects, encryption 
and authentication/authorization. 

•  

Encryption is the process of scrambling a message so that only the intended 
recipients can understand it.  

•  

Authentication/authorization is the process of ensuring that a user and his 
device have authorized access to the network. 

2.1.1 Encryption techniques 
 
During the past years, wireless communication has become very popular. The in-

herent broadcast natures of wireless transmission means that new security methods 
must be introduced to counter the relative ease of eavesdrop on wireless data. Many 
companies have become increasingly concerned about the vulnerabilities of the Wired 
Equivalent Privacy (WEP); therefore more secure and reliable protocols such as Ex-
tensible Authentication Protocol (EAP) [1] have been developed. 

 

2.1.1.1 WEP and its vulnerabilities  
 

A short time after the WEP was developed, its cryptographic weaknesses were re-
vealed [7]. A sequence of independent studies from various places found out that even 
when WEP was enabled, it was still easy to breach Wireless Local Area Network 
(WLAN) security. A person that has access to the right equipment and tools can col-
lect and analyze enough data to pick up the encryption key [9]. Although such security 
breaches may take much longer on a home or small business WLAN, where traffic is 
low, it can be done in a few hours on a busy business network. 

Despite its imperfection, WEP can provide some small margin of security com-
pared with no protection at all and remains valuable for the ordinary home user for the 
purpose of deflecting eavesdroppers. For huge enterprise users, the WEP security can 
be improved when deploying it in conjunction with other security technologies such as 
Virtual Private Networks (VPN) [2] or 802.1x [3] authentication with the use of dy-
namic WEP keys.  

 



2.1.1.2 The Extensible Authentication Protocol - EAP 
 
When the IEEE Task Group I learned about the flaws of WEP, they had to come up 

with a new solution and that would come to be based on 802.1x and EAP. A standard 
for Port Based Access Control for both wired and wireless networking, however 
802.1x will not in itself make wireless networking secure. If one combines 802.1x 
with the EAP standard, then the problem with WEP re-keying is solved. 

EAP is a general protocol for authentication which has support for multiple authen-
tication mechanisms. EAP is used on dedicated links, switched circuits, wired and 
wireless links. 

The advantage of the EAP protocol is that it offers great flexibility. It is used to 
choose a particular authentication method; normally this is done after the authenticator 
(i.e. a client to an authentication server) has requested more information so that he can 
determine the specific authentication mechanism that should be used. EAP allows the 
use of a backend server to implement just a few or all authentications methods. The 
authenticator will act as a pass-through mechanism for some or all methods and users. 

When the client wants to make a connection to the access point, it is in unauthor-
ized state and does not have an IP address. This way it is impossible for it to get ac-
cess to the network. The client will only be able to send 802.1x messages.  

Between the client and the Access Point (AP), user credentials are transmitted with 
EAP, the AP will now forward this information to the RADIUS server for approval. If 
the client fulfills the qualifications, then the client will ask for identification informa-
tion from the authenticator with 802.1x and EAP. When this is done, the authentica-
tion server will hand out a temporary WEP key and the AP will allow the WEP ses-
sion to be established for the client. Because this key is only temporary, it will have to 
be renewed and the procedure will have to start over again. 

After this process, the keys can be managed and delivered in a secure way. The 
keys will be unique for every user and sessions. Because an intruder needs to collect a 
certain amount of data to break the WEP, fast re-keying is needed to prevent the in-
truder to collect enough data. 

Advantages 
The EAP protocol can support multiple authentication mechanism without having 

pre-negotiated a particular one. 
Devices such as a Network Access Server (NAS), switch or access point do not 

have to understand each authentication method, they will instead act as a pass-through 
manager for a backend authentication server.   

Disadvantages 
Older devices in the field do not include support for EAP. To be able to use EAP 

fully, it is necessary for every device to support 802.1x. The replacement and recon-
figuration of networks could be costly.    



 
2.1.2 Authentication Servers 

 
An Authentication server allows users to be validated for the use of network re-

sources. 

 
2.1.2.1 Radius 
 

RADIUS [4] is a distributed client/server system and stands for Remote Authenti-
cation Dial-in User Service (RADIUS). It acts as a security mechanism so that only 
authorized clients may access the network. Figure 1 shows a stylistic view of client 
authentication using RADIUS. 

   A server that has support for the RADIUS protocol is usually called a RADIUS 
Server. The NAS, in this case, acts like a client to the RADIUS server. It will send 
information about the user to the RADIUS server and it will act on the answer it gets 
back from the RADIUS server. The request that the NAS does, is called an “authenti-
cation request”. 

 

 
 

Figure 1: Authentication using RADIUS 
 
If the user is authenticated, the server will send back information to the NAS so that 

it may provide the proper service for the user. 
   Information gathering is part of the RADIUS protocol, and it will be sent back to 

the NAS so that it can be used for accounting and providing a picture of the network 
activity. The RADIUS client also sends information to the RADIUS server when the 
user logs on and logs off. A procedure called accounting-request takes place when the 
client makes requests to the server that it should record logon/logoff and other user 
information. 

   Another function that the RADIUS server can perform is authorization on such 
items as the user’s telephone number. 

 



2.1.2.2 Internet Authentication Service and Active Directory 
 
Active Directory (AD) [6] provides a single point of management for Windows-

based user accounts, clients, servers, and applications. 
  AD also helps organizations integrate non Windows systems with Windows-based 

applications, and Windows-compatible devices. The AD server does not have the 
mechanics to communicate using the RADIUS protocol, but the Internet Authentica-
tion Service (IAS) acts as a bridge, processing authentication requests and verifying 
the users against the AD server. 

3 Contribution - SuxNet  

In 1997 the IEEE 802.11 wireless standard specified both an authentication service 
and encryption protocol. This standard has proven [7] to be flawed, leaving wireless 
communication insecure and vulnerable to attack. 

   The new IEEE 802.1x was supposed to remedy these flaws, but even this stan-
dard has shown to be susceptive to both active and passive attacks. SuxNet, in its 
current state, does not provide encryption, just an efficient authentication and account-
ing service. 

 

3.1 The 802.1x standard 

The IEEE 802.1x standard is a port based authentication protocol. It provides an 
authentication framework for wireless LANs, allowing a user to be authenticated by a 
central authority. The actual algorithm that is used to determine whether a user is 
authentic is left open and multiple algorithms are possible. Figure 2 describes the 
components of the 802.1x mechanism. 

 
IEEE 802.1x comprises of three entities: 

1. Supplicant/Port Access Entity – Client  
2. Authenticator - Access Point 
3. Authentication Server – Access Database 

 



 
Figure 2:  Description of 802.1x 

Initial 802.1X communications begins with an unauthenticated supplicant attempt-
ing to connect with an authenticator. The AP responds by enabling a port forwarding 
only EAP packets from the client to an authentication server located on the wired side 
of the access point. The access point blocks all other traffic, such as Hyper Text 
Transfer Protocol (HTTP), Dynamic Host Configuration Protocol (DHCP), and Post 
Office Protocol 3 (POP3) packets, until the access point can verify the client's identity 
using an authentication server. Once authenticated, the access point opens the client's 
port for other types of traffic. 

3.2 SuxNet 

SuxNet is based on the Swedish “Nomad” [8] project developed at Statens Lant-
bruksuniversitet (SLU).  

How does 802.1x apply to SuxNet? SuxNet also utilizes the same three entities, 
and the added Accounting service. This keeps track of failed login attempts, creating a 
buffer against brute-force or Denial of Service (DoS) type attacks against the authenti-
cation server. Before sending a request to the Authentication server, the Accounting 
service verifies that the user has not failed to log-on too many times. If so, the authen-
tication service will be denied to that specific user.  Figure 3 shows the components of 
the SuxNet mechanism. 

The authenticator uses RADIUS EAP in communicating with the Authentication 
server. This results in the user-name being sent in clear-text while the password is 
encrypted.    

    
SuxNet implementation of the 802.1x’s three entities: 

1. Supplicant– Client  
2. Authenticator/Accounting Server - Access Point 
3. Authentication Server – RADIUS(IAS) / AD 

 
 



 
Figure 3: 802.1x and SuxNet 

SuxNet communications begins with an unauthenticated supplicant attempting con-
nection to an authenticator. The access point responds by verifying that the user is not 
locked out, and then resumes normal 802.1x authentication mode.  

3.2.1 A SuxNet transaction  
 
The following section describes the traffic flow of a sucessful SuxNet transaction.  
See Figure 4.  
 

1. A mobile client connects to the wireless LAN and starts a web browser. The 
client has already negotiated an IP address with the DHCP server on the 
gateway. The IPTABLES rules on the gateway redirects any web request to 
an SSL enabled login page on the gateway. This makes remembering the ad-
dress of the login page obsolete and eliminates the need to inform the wire-
less clients of address changes.  

 
2. The login page prompts the client for the user name and password to use with 

this session. Meanwhile, the MAC and IP address of the client is collected, 
using the ARP table, for later use in the process. 

 
3. When the IP-login-cgi script receives the reply, it then verifies that the re-

quest came in the right form, a web POST, and contained all the variables 
needed to complete the transaction.   

 
4. The script then contacts the Account server to validate that the user specified 

is not locked-out of the authentication service. The user can be locked-out in 
two ways; either by submitting the wrong username/password combination 
three times, or by the lock-out command issued by the administrator. The 
first lock-out is reset after one minute, but the second can only be revoked by 
the administrator. 



5. If the user is not locked-out, the user is validated to use the authentication 
service. 

 
6. The script then contacts the authentication server with the user-

name/password combination. 
 

7. The authentication server checks the submitted username/password combina-
tion against the systems user database. If the combination correlates to a post 
in the database, the server returns a message verifying that the user is indeed 
who he claims to be and that he is allowed to use the SuxNet service.  

 
8. The script then contacts the Account server again asking it to record a login 

for the specified user. 
 

9. The Account server records the username, MAC address and time/date of the 
login and returns a confirmation that the record has been made. 

 
10. The script then starts the IP-login daemon for the specified IP address, and 

the daemon monitors it with ARP requests. 
The firewall is then instructed to MASQUERADE the specified IP address 

through the gateway. The client is now able, under the restrictions of the 
firewall, to communicate with the wired network. 

 
11. When the client disconnects from the network, the IP-login daemon detects 

this when the ARP request does generate a correct response. 
 

12. The Account server is contacted, and asked to record a logout for that speci-
fied user.   

 
13. The Account server records the time/date of the logout and returns a confir-

mation that the record has been made. 
  

14. The firewall rules are reset for the specified IP address. It will also stop the 
ARP monitor for that IP address. 

 
 

 



 
 

Figur 4: A complete SuxNet transaction 

3.3 Proposed network  

The same level of service and access as the wired network cannot be expected of 
the wireless. It is under greater threat of exposure to the outside world and must 
thereby be kept under stricter surveillance.          

The users will be masqueraded through the wireless-to-wired gateway, meaning 
that they can not host any activity that requires users outside the wireless network to 
connect to them, i.e. running different servers such as FTP. All access will be regu-
lated by IPTABLES rules on the gateway, making it easy for the administrator to 
manage access for all or for individual users. 



Suggested ports and services for outgoing traffic from the wireless network are as 
follows: 

 
21  FTP 
22  SSH 
25  SMTP 
53  DNS 
80  HTTP 
110  POP3 
137-139 SAMBA 
143  IMAP 
443  HTTPS 
993  IMAPS 
 
Connecting to services considered “unproductive” or non-standard are usually done 

on higher value ports, above 1024. Among these are ICQ on port 4000, multimedia 
services, non-standard HTTP sometimes on port 8000/8080, and FTP servers running 
on any given port. Special consideration can be made to accommodate users needing 
to access these services. 

Figure 5 shows the proposed network. With an internal network for wireless clients, 
that connects to the external, wired, network through a Network Access Server (NAS). 

The external network connects to the Internet via a gateway. 
 

 
Figur 5: Proposed network layout 

3.4 Implemented network 

Compact Linux distributions are well suited with regard to both security and per-
formance. The CRUX [5] distribution was chosen for the implementation of the secure 
gateway. CRUX is an optimized Linux distribution. It contains a small collection of 
trimmed packages. A secure high performance server should not contain any unneces-
sary packages.  



3.4.1 The Secure gateway 
 
The following services are used on the gateway to provide a SuxNet transaction: 

•  

DHCP server  
•  

Secure Socket Layer (SSL) enabled Apache Web server  
•  MySql database server 
•  RADIUS  
•  Accounting 
•  

IPTABLES 
 

3.4.2 Accounting server 
 

A simple accounting program is required to keep track of failed authentication at-
tempts and the timestamps of logins/logouts. The program works in conjunction with 
the authentication system to relieve the authentication server of multiple failed re-
quests from a certain user. It tells the authentication system whether or not a user is 
locked out of the authentication process. It also uses own lock-out principle based on 
the username. However, this does not block a machine from trying multiple user-
names. 

4 Conclusion and future work 

In this paper an efficient authentication mechanism for WLAN is presented. SuxNet 
delivers a secure way of connecting wireless clients to a wired network through a user 
based authentication process. 

While reviewing SuxNet, a couple of potential concerns that will be addressed in 
future work, were discovered. The main thing to consider is the possibility of session 
high jacking as a result of the session handling scheme of SuxNet. After the authenti-
cation process, a host might be disassociated from the network and another host spoof-
ing the other hosts identity without SuxNet realizing it. As long as the new host stays 
on the network it will be able to use the resources allocated to the authenticated user.   

A method for mutual authentication is also needed to ensure confidence that data 
such as user credentials and requests are not intercepted or manipulated by a foreign 
host.  It is possible that a man-in-the-middle attack might compromise the entire au-
thentication system by impersonating the authentication server. 

A framework for attack indication, trend and performance analysis will be devel-
oped as part of future work. This will provide an important tool and information for 
WLAN deployers.  
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