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ABSTRACT 
 

Network based services are expanding scale at an unprecedented speed currently. 

With the continuously strengthen of user’s dependence on these, performance issues are 

becoming more and more important. Service Level Agreement (SLA) is a negotiated 

contract between service provider and customer in the way of service quality, priority, 

responsibility, etc. 

In this thesis, we designed and implemented a prototype for a SLA driven 

transmission service, which can deliver a file from one host to another, using a 

combination of different transport protocols. The proposed service measures the 

network conditions, and based on these and user’s requirement, it dynamically evaluates 

if it can meet the user SLA. Once a transmission has been accepted, it uses this 

information to adjust the usage of different transfer layer protocols, in order to meet the 

agreed SLA.  

The thesis work is based on the investigating of network theory and experimental 

results. We research how the SLA driven transmission service is affected by various 

factors, they include user’s requirements, network conditions, and service performance, 

etc. We design and implement an evaluation model for the network performance. It 

reveals how network performance is influenced by different network metrics, such as 

Round-Trip-Time (RTT), Throughput, and Packet Loss Rate (PLR), etc. We implement 

a transmission service on real test-bed, which is a controllable environment. We can 

alter the network metrics and measuring frequency of our evaluation model. Then, we 

evaluate these changes with our evaluation model and improve the performance of the 

transmission service. After that, we propose a calculating method for the service cost. 

At last, we can summarize the feasibility of this SLA driven transmission service. 

In the experiments, we obtain the variable delivery time and packet loss of the 

transmission service, which are changed with RTT and PLR of network. We analyze the 

different performance of transmission service, which uses TCP, UDP, and SCTP 

separately. Also a suitable measuring frequency and the cost for the usage of 

transmission service on this frequency are pointed out. 

Statistical analysis on the experiment results show that such SLA driven 

transmission service is feasible. It brings improved performance for user’s requirements. 

In addition, we come up with some useful suggestions and future work for the 

transmission service. 

 

Keywords: network measurement, performance analysis, 

Service Level Agreement, transmission service 
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1 INTRODUCTION 

The rapid development of Internet technology and network service have brought 

about a dramatic increasing of network communication. It brings difficulties to network 

planning, management, and network analysis. In this case, the new applications require 

the network can transmit certain data within specified time and quality. But current 

network services make less promise for user’s requirements. Service Level Agreement 

(SLA) is a negotiated agreement between service provider and consumer in the way of 

service quality, priority, responsibility, etc. SLA [1] can be thought of as a service 

solution based on Quality of Service (QoS) parameters. 

The main purpose of this thesis work is to research the feasibility of an SLA driven 

transmission service. This service can deliver a file from one host to another, using a 

combination of different transport protocols, within required network conditions. We 

study the factors which affect the feasibility of this transmission service. They include 

user’s requirements, network conditions, and service performance, etc. Once a request 

has been accepted, the service uses these information to adjust the usage of different 

transfer layer protocols. 

To achieve this, we research the network performance and measurement method of 

network conditions. Because the network performance is changed dynamically, so we 

need to design an evaluation model for it. We inject an application layer protocol, which 

works on top of transport layer protocol, to summarize the network performance with 

statistic method. After that, the relationships between network metrics and service 

performance are revealed by empirical experiments. 

Through monitoring the network performance, the quality of transmission service 

can be improved. This service not only offers a new method of monitoring network 

performance for service provider and customer, but also provides powerful evidence for 

SLA negotiating between them. 

1.1 Motivation 

Network based services are expanding scale at an unprecedented speed currently. 

With the continuously strengthen of user’s dependence on these, performance issues are 

becoming more and more important. The traditional network management is aimed at 

network equipment and network elements, rather than the quality of network service. 

Therefore, current network service make less promise for user’s requirement. So, 

proposing this SLA driven transmission service is worthwhile. Based on this prototype 

study, service providers can provide many similar communication services, and the 

customer can eventually select different service providers according to their requirement. 

1.2 Aim and Objectives 

In this thesis, we analyze the measured network metrics and user’s requirement. 

After that, we compare the service performance of hybrid transport protocols with only 

one transport protocol by conducting experiments. At last, we evaluate the cost for the 

usage of this SLA driven transmission service. 

The main aim of this thesis is to research the feasibility of an SLA driven 

transmission service with experiment method. To achieve these, we list the following 

objectives. 

1. Research the network performance and measurement method of network 

conditions. 
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2. Design and implement a transmission service on Linux system on a real test-

bed. 

3. Conduct experiments to reveal the relationships between network metrics and 

the performance of transmission service. 

4. Test the varying performance of this transmission service with different 

transport layer protocols. 

5. Find out a suitable frequency for measuring network conditions. 

6. Calculate the cost for the usage of this transmission service. 

7. Suggest improvement and future work for this SLA driven transmission service. 

1.3 Research Questions 

Question 1: What factors affect the feasibility of this SLA driven transmission 

service? 

Question 2: Evaluation of service performance between service end-points. 

a) How transmission service performance is influenced by different network 

metrics? 

b) How frequent do we need to evaluate the network performance? 

Question 3: What is the cost for the usage of the service in terms of performance? 

1.4 Research Methodology 

Our work is based on the researching of network theory and experiment results. To 

answer the previously proposed Research Questions (RQs), we conduct the following 

Research Methodology (RM) and break down the work as follows. 

Review previously related literatures 

These literatures involve the SLA, the implementation of transport layer protocols, 

and the evaluation of network conditions. First, we summarize what SLA elements are 

needed in this transmission service. Then, we try to draw a flow chart to describe the 

service. We might consider how complicated is the interface of transmission service. 

Then, we design and implement the SLA driven transmission service on a real test-bed. 

Through measuring its total delivery time and packet loss, we suggest the SLA contract 

and make it a feasible service. So we can answer RQ 1. 

Evaluate the network performance 

Because the network performance is changed dynamically, so we need to design and 

implement an evaluation model for the transmission service. To create the evaluation 

algorithm and model, we study the dynamic features in the network, such as Round-

Trip-Time (RTT), available bandwidth, and typical Packet Loss Rate (PLR) on the 

Internet, etc. We may try to pre-observe them with the suitable network measurement 

software, e.g. Wireshark or Iperf. Then we monitor these dynamic network metrics with 

our probe protocol, which works on top of transfer layer protocols, and summarize the 

network conditions with statistic method. Details about the probe protocol and network 

conditions can be found in Chapter 4. With this evaluation model, we could estimate the 

network performance. In addition, we research the frequency of the network evaluating. 

We may use different measuring frequency and estimate their performance. After that, 

RQ 2 can be answered. 

Evaluate the service performance 

The service performance is influenced by network conditions. So based on the 

previous study, we design an experiment to measure the transmission efficiency. We can 

compare this service performance of hybrid transport protocols with only single protocol. 

After that, we analyze and calculate the cost of the transmission service with specific 
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conditions. The cost maybe contain the time spent on the SLA part, the increased 

network traffic which is caused by probe protocol. At last, we evaluate the feasibility of 

the SLA driven transmission service. So the RQ 3 can be answered. 

1.5 Thesis Outline 

Chapter 1 gives an overview of this thesis at the beginning. In this chapter, the 

motivation, aims & objectives, RQs, and RM have been presented. The rest of chapters 

are proposed as follows. 

Chapter 2 shows background of this research area. It explains the SLA concept, 

introduces related transport layer protocols and shows some knowledge about network 

conditions measurement. 

Chapter 3 introduces some related work in this research area. It presents some 

previous studies on SLA, transport layer protocols and network measurement. 

Chapter 4 describes the approaches and methods of our experiment. They include 

how the SLA driven transmission service is developed, how the real test bed is built, 

and how to conduct the experiments. 

Chapter 5 presents the experiment results of this service performance with different 

transport protocols and different network evaluation frequency. The cost for the usage 

of the service is also presented in this chapter. 

Chapter 6 explains the analysis of experiment results and answers RQs. Some 

suggestions are pointed out in this chapter. It further provides a thorough interpretation 

of this feasibility study. 

Chapter 7 draws conclusion of this thesis. Besides, the improvement and future work 

for this research are presented in the end. 
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2 BACKGROUND 

In this chapter, we introduce the SLA concept, transport layer protocols, and 

network measurement which are involved with our research. These background 

knowledge make readers easier to understand our thesis. 

2.1 SLA 

With the rapid development of computer technology, network scale and service type, 

the user’s awareness of QoS are constantly enhanced. Generally, users do not care about 

what the service structure is and how to implement the service. They only consider the 

QoS which is provided by service provider. In a monopoly market which is operated by 

single service provider, the users have to only passive accept the service, hard to select 

the QoS. But the competition of telecom market promotes the service provider make 

promise for user’s requirements. It leads to the appearance and development of SLA [2]. 

 

 
Figure 1 Common SLA Structure 

 

According to the different characteristics of service, we introduce a common SLA 

structure. It includes the following three parts: Edge Devices (EDs), Policy Server (PS), 

and Performance Monitor (PM) [3]. 

EDs can be considered as the terminal equipment in network connections. The 

performance of link between two EDs can influence SLAs. To achieve the using of 

different SLA terms, we need ensure the packets delivery, between two EDs, can meet 

the expected performance index. 

PS is used to store all the configuration information for EDs. In order to achieve the 

goal of user’s requirements, service provider must configure EDs by PS properly. 

PM is responsible for monitoring link performance between two EDs. By collecting 

the statistic information of EDs, it can judge whether the expected SLA is achieved. If 

needed, the service can optimize the policy. 

This common SLA structure is displayed in Figure 1. The EDs, PS, and PM are 

function modules to realize SLA. They are classified by the functional division. It means 

they can appear in any position of network, instead of a specific physical unit of network. 

For this thesis, the service sender and receiver are EDs. Also the sender plays a role of 

PS and receiver plays a role of PM. 
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After the implementation of SLA management, service providers can optimize the 

network resources and improve the market competitiveness. At the same time, the users 

can select different level of service according to their requirements of QoS. 

2.2 Transport Layer Protocol 

Transport layer [4] is an important layer in the Open Systems Interconnection (OSI) 

model and TCP/IP model. It provides process-to-process communication services for 

host applications and it is the only responsible layer for data transmission and data 

control. This layer provides reliable transmission service for application layer and 

reliable destination information for network layer. 

2.2.1 Transmission Control Protocol (TCP) 

TCP [5] is a reliable stream-oriented transport layer protocol. It provides flow 

control, error control, and congestion control between applications over IP network. 

TCP uses retransmission, persistence, keep-alive, and time-wait in the operation. 

The TCP connection contains three phases: connection establishment (also called 

three-way handshake), data transfer, and connection termination. Compare with other 

reliable-UDP, TCP spends more time on connection establishment and termination. 

TCP has become the main protocol of transport layer. Compared with UDP or other 

transport layer protocols, it is responsible for the most of data flow. TCP and IP protocols 

make up the basic structure of the current Internet. 

2.2.2 User Datagram Protocol (UDP) 

UDP [6] is a connectionless transport protocol. It just provides unreliable process-

to-process communication for the network layer which is responsible for host-to-host 

delivery. However, UDP provides simple error control through its checksum. It drops 

those error packets which is detected by receiver. UDP can be used to send a small 

message with minimum header and cost for the process who does not care about 

reliability. 

2.2.3 Stream Control Transmission Protocol (SCTP) 

SCTP [7] is a message-oriented transport layer protocol, and it combines the best 

features of TCP and UDP. SCTP is a reliable transport layer protocol with congestion 

control, error control, and flow control mechanisms like TCP. Multiple Streams and 

Multihoming are two important features which are provided by only SCTP. It bundle 

several stream connections into a single SCTP association. If one of the stream 

connection is blocked, the others can still deliver their data. In the SCTP connection 

phase, sender and receiver can define multiple IP address (IPv4, IPv6, or hostname). 

When current path fails, it can change other path for data delivery without re-connection. 

Table 1 shows a comparison of TCP, UDP and SCTP. 

 

Table 1 Comparison of SCTP, TCP, and UDP [8] 

Services/Features TCP UDP SCTP 

Connection-oriented Yes No Yes 

Message-based transfer No Yes Yes 

Reliable data transfer Yes No Yes 

Ordered data delivery Yes No Yes 

Congestion and flow control Yes No Yes 

Multi-streaming No No Yes 

Multi-homing No No Yes 

Dynamic address reconfiguration No No Yes 

Protection from spoofed SYN attacks No NA Yes 
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2.3 Network Measurement 

2.3.1 Network Metrics 

Network performance metrics reflect the basic performance of network environment 

where our transmission service runs. Throughput, Packet Loss, Delay, and Jitter are four 

main metrics in IP network. 

Throughput 

Throughput is the rate of data over an interface, channel, or network. It is usually 

measured in bit/s. Throughput can influence the transmission delay of our transmission 

service. In the experiment of this thesis, we measure it to reflect the service performance 

with different measuring frequency. 

Packet Loss Rate 

IP packets can be discarded in the transmission process since transmission fault or 

router congestion. PLR is defined as the fraction of the total transmitted packets that do 

not arrive at the destination node. 

Delay (or Latency) 

Delay is expressed as the transmission time of data from one end of network to 

another end. It can be divided into four parts: transmission delay, propagation delay, 

processing delay, and queuing delay. 

Transmission delay is the required time from sending the first bit to sending the last 

bit in a node. It is given by the following formula: 

TD = L/C   (2.1) 

Where TD is the transmission delay, L is data amount in bit, C is Capacity of bandwidth 

in bit/seconds. Propagation delay is the time it takes to transfer a bit over medium. It is 

irrelevant to the size of transferred data. Propagation delay is given by the following 

formula: 

PD = d/s   (2.2) 

Where d is the distance and s is the speed (about 2×105km/s in optical fiber). Processing 

delay is the time routers take to process the packet header. Queuing delay is the time 

that packet sends in routing queues. 

In the experiments of this thesis, we use Traffic Control/Network Emulator 

(TC/NetEm) to emulate the delay (includes propagation delay, processing delay and, 

queuing delay) between sender and receiver. 

Jitter 

Jitter (packet delay variation) is an important network metric which can influence 

the service quality of Voice over IP (VoIP) [9]. It is a mean of the deviation from the 

network average delay. Its range can be got through statistical calculation: 

Jitter𝑚𝑎𝑥 = Delay𝑚𝑎𝑥 − Delay𝑎𝑣𝑔  (2.3) 

Jitter𝑚𝑖𝑛 = Delay𝑚𝑖𝑛 − Delay𝑎𝑣𝑔  (2.4) 

In the experiments of this thesis, Jitter can lead the out of order for transferred packets 

in some way. 

2.3.2 Network Testing Methods 

In order to estimate the end-to-end QoS in SLA, service provider needs to measure 

the various statistic data from various data source. They include network facilities, 

application service, etc. After that, they process these data through a specific algorithm, 

mapping to a comparable SLA value. 
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Active Testing 

Active testing is refer to that testing tools which can actively generate testing traffic. 

It evaluates network performance according to the injected traffic in network. Its 

advantages are high efficient and targeted. It can do a targeted testing for a specific 

metric. At the same time, the added traffic may interfere with the normal operation of 

the network. So the active testing is generally used in the testing of network equipment, 

network development, and trial operation stage. Ping and Traceroute are two simple 

tools for active testing. 

Passive Testing 

Passive testing is expressed as the testing tools which do not generate traffic. To 

reflect network performance, it just detects the original network traffic in monitored path 

or router. The advantage of passive testing is that it does not need to change the topology 

of network, it does not need additional network traffic. So it does not interfere with the 

normal operation of network. But the detected packet may cause security problem 

especially for the unencrypted information. For an on-going mature network, we usually 

adopt passive testing method. 

2.3.3 Mapping between QoS and NPMs 

The SLA contract between service provider and customer can be fulfilled by QoS 

parameters, but the network conditions are evaluated by Network Performance Metrics 

(NPMs) [10]. In this thesis, there are two main index of user’s requirements: the delivery 

time and packet loss. About NPMs, they include RTT, PLR, and Jitter, etc. The aim of 

mapping between QoS and NPMs is combining distributed network into an end-to-end 

performance, supporting effective SLA assessment. 

 

 
Figure 2 Generic Mapping Model [11] 

 

We explain a generic mapping model between QoS parameters and NPMs [11] in 

Figure 2. 

This model defines three sets: Q, N, and E. They represent a set of QoS parameters, 

a set of NPMs, and a set of evaluation function respectively. Set 2N is the power set of 

N. The reason for using 2N is that mapping between set Q and set N may be not one-to-

one mapping. For example, the response time of ping command is influenced by RTT, 

PLR, etc. This m(x) is measurement mapping which reflects the relationship between 

set Q and set 2N. In addition, measurement method, measurement point, measurement 

period, and agent type should be considered in m(x). The evaluation mapping, n(x), 

reflects the relationship between set 2N and set E. 

After determining the NPMs which related to QoS parameters, the value of NPMs 

can be gained through some network monitoring method. Then, putting the measured 
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value into the evaluation function, we can obtain the correlative value and assess the 

QoS parameters of SLA. For our experiments, the delivery time and packet loss belong 

the QoS parameters, but they are influenced by RTT and PLR of network (NPMs). 
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3 RELATED WORK 

There are two main research topics in this thesis, the selection of transport layer 

protocols and the measurement of network conditions. Different transport protocols 

have different performance. So this transmission service should not only adopt the 

existing and mature transport protocols, but also be compatible with the other new 

protocols. Previous work research the performance of different protocols in variable 

network environment. 

The authors, Yue et al. in [12] design and implement experiments of end-to-end 

transport model on the test-bed. They evaluate four kinds of typical UDP-based transport 

protocols with the following metrics: file size, loss rate, and RTT. Their results show 

that Performance Adaptive UDP (PA-UDP) [13] has the best performance over 

dedicated links. It autonomously and dynamically maximizes performance by 

mathematical model. Also, UDP-based Data Transfer Protocol (UDT) [14] is the most 

convenient protocol. 

Paper [15] presents several TCP-based and UDP-based protocols and measures the 

performance of each protocol. By adjusting RTT and increasing congestion, the 

correlated throughput can be measured. It shows that UDP-based protocols are better 

than TCP-based protocols in terms of reliability and efficiency. 

Gu et al. in [14] summarize that UDT [14] was an efficient data transfer protocol 

which is built on top of UDP [6] with reliability control and congestion control. It 

indicates that UDT [14] can efficient utilize the bandwidth resource. 

The paper [16] introduces that SCTP [7] adopts multi-homing at transport layer and 

provides higher reliability than TCP [5]. It proposes a concept of concurrent multipath 

transfer, which distributes data on transport layer. That gives us an inspiration about 

parallel transmission with multi-protocols. 

Overall, the delay-prone TCP [5] and SCTP [7] present the reliable transport 

protocol, but the loss-prone UDP [6] provides the best efficiency. We select UDP [6], 

TCP [5], and SCTP [7] as the transport layer protocols in our experiment. Because these 

basic protocols have already been adopted by the Internet widely. 

For our designed transmission service, there are four important network metrics: 

RTT, Jitter, PLR, and Throughput, which can reflect network performance. Koitani et 

al., present in [17], divide the network path by several network sections. With the 

incoming and outgoing rates of probe packets in each section, the available bandwidth 

of network can be measured. 

Author, Xiaodan, in paper [18] discusses the different influencing factors of 

available bandwidth. They include static factors and dynamic factors. As a result, she 

presents their effect degree through relevant graphs. 

Unlike previous passive measurement, Paper [19] explains an active measurement 

technique, packet-pair, for network measurement. It presents a new available bandwidth 

estimation and traffic characterization techniques. It inspires us to inject the probe 

header into network packets, so our transmission service can evaluate network 

performance with active method. 

Papers [20, 21] introduce the active RTT measurement and passive RTT estimation 

approach respectively. The passive approach works on the close stage of TCP 

connection. On the other hand, the active approach adopts machine learning technique. 

Both of them perform better than the normal TCP-RTT measurement. 

The authors, Hasib et al., in paper [22] develop an analytical expression to predict 

the number of probes which can be used to measure packet-loss-probability. They select 

VoIP as a typical traffic model to conduct experiments. It reveals that the probing 
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efficiency is also important for our service because it influences the measurement 

accuracy. 

With these existing research results, we can be supervised to measure the 

performance of network and implement the SLA driven transmission service in real test-

bed. 
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4 METHOD 

In this chapter, we explain the methods which we use to achieve our research 

objectives. We also describe how to build the test-bed and how we developed the 

prototype of SLA driven transmission service, because these are core objectives in this 

thesis. After that, we describe experimental process in detail. 

4.1 Design 

There are two models here, a measurement model and a transmission model. In the 

measurement model, the sender sends a testing data (about 1MB) to receiver, using TCP, 

UDP, and SCTP simultaneously, and every socket sends one third of the testing data. 

After receiving these data, the receiver evaluates the delivery time and packet loss of 

this transmission process. Then it sends a feedback to sender. So the sender can estimate 

the network conditions once by measurement model. After a rest for a few seconds, the 

measurement model runs again to get the periodic measurement feedback. We call it 

heart-beat measurement. 

When a user wants to transfer a file to receiver, the sender first interrupts the heart-

beat measurement. Then, it compares user’s requirements with network conditions. If 

they meet the SLA contract, the sender distributes the delivery file into the transport 

sockets and sends them out. After receiving the last packet, the receiver re-assembles 

the delivery file and sends a feedback of this transmission process. Otherwise, the sender 

rejects the user’s request and waits for the next user, if the service cannot meet user’s 

requirements. Figure 3 shows the design of this SLA driven transmission service. 

 

 
Figure 3 SLA Driven Transmission Service Design 

4.2 Experimental Environment 

In order to satisfy the experimental requirements, we design a simple real test-bed. 

The SLA driven transmission service can be implemented on this test-bed. There are 

two laptops and one computer being used to conduct our experiments. Figure 4 reveals 

the structure diagram of each components. 
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Figure 4 Experiment Environment 

 

There is a sender and receiver, related to SLA transmission service, at two sides. 

Between them, there is a network emulator to simulate real Internet environment. Next, 

we describe their configuration in detail. 

The service sender, service receiver and network emulator are installed Ubuntu 

14.04.2 LTS operating system. The reason for choosing this system is that it provides 

usability and stability for user. This free Linux system has already been widely used by 

developer. After that, we update software for every system. 

On the network emulator, we set up two network cards to connect sender and 

receiver respectively. At the same time, we open the IP-forward function on it. Through 

configuring its interfaces and route table, the network emulator plays a role of router. 

Moreover, the TC commands shall work on these two network cards at the same time, 

so the round trip path can be controlled. The detailed configuration commends about IP 

address, IP forward and route table are described in appendix A. 

 

Table 2 Hardware Specification 

Sender Network Emulator Receiver 

CPU: Intel Atom N455 

1.66GH*2 

RAM: 1GB 

Network Card: Qualcomm 

Atheros AR8152 Fast 

Ethernet 

OS: Ubuntu 14.04.2 LTS 

32bit 

 

CPU: Intel Core I5-2300 

2.80GH*4 

RAM: 8GB 

Network Card: Intel 82579V 

Gigabit Network 

Connection 

Realtek 

RTL8111/8168/8411 PCIe 

Gigabit Ethernet Controller 

OS: Ubuntu 14.04.2 LTS 

64bit 

CPU: Intel Core I3-3250M 

2.30GH*4 

RAM: 4GB 

Network Card: Realtek 

RTL8111/8168/8411 PCIe 

Gigabit Ethernet Controller 

OS: Ubuntu 14.04.2 LTS 

32bit 

 

Traffic Control is a Linux tool which can be used to manage the working mode of 

NetEm. It implements the flow control at the output port through establishing a flow 

queue. We can use them to set up network delay, packet loss, packet duplication, etc. 

The reason for choosing TC/NetEm is that it provides high accuracy to emulate network 

response with statistical options [23]. 

Table 2 introduces the hardware specification of service sender, service receiver, 

and network emulator. 

The network connection is set up with Cat5E cables, 1000 Base-T full-duplex 

connection. With this kind of cable, Ethernet card can get the best performance. Because 

of the bottleneck of sender’s network card, the test-bed can provide theoretical 100Mbps 

maximum bandwidth. 
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4.3 Service Development 

In this section, we deeply describe the design solution of the transmission service. 

These configuration commands are presented in detail in appendix A. 

4.3.1 Basic Transmission Model 

In this section, we introduce the designing of the basic transmission model. This 

transmission model is implemented on two sides: service sender and service receiver. 

On the one hand, the service sender can read the transmission file and divide it into many 

data blocks. Then, it encapsulates SLA header, which is introduced in chapter 4.3.2, into 

each data blocks. After that, transmission service delivers the encapsulated Protocol 

Data Unit (PDU) to several transport protocols simultaneously. In our design, we select 

TCP, UDP, and SCTP as experimental protocols because they are the most widely used 

transport protocols currently. Also our service is compatible with other transport 

protocols easily. So the data blocks are encapsulated by different transport protocols in 

this layer. After that, the transmission file can be sent out through the Internet with 

different network sockets. On the other hand, the service receiver receives all the 

transmission packets which come from different sockets. Then, the service receiver 

reads every layer headers. Once the ending packet of a socket is read, the receiver 

immediately closes this socket. Also, it is able to restructure the transmission file by 

SLA header. At last, a feedback is sent from service receiver to sender. It contains the 

service performance about this transmission process, such as delivery time, PLR of 

service, the sequence number of lost packets, etc. In order to show the transport process 

of this delivery file, we use Figure 5 to describe the structure of the transmission model. 

 

 
Figure 5 File Transport Process 

 

In regard to the coding, we use the Internet sockets [24] to implement TCP, UDP 

and SCTP programming. The detailed explanations of programming functions, such as 

socket(), bind(), and listen(), are showed in appendix B. Through these basic functions, 

we can establish TCP, UDP, and SCTP socket connections. 

To achieve the transmission service, the sender and receiver define the socket to be 

used with socket() function firstly. Second, the receiver binds, listens, and accepts the 

socket. Then, the receiving programming is blocked until there is a connection from 

sender. After that, the sender uses connect() function to establish connection. At last, the 

sender and receiver can transfer data by send() and recv() functions respectively. Unlike 

SCTP and TCP [25, 26], UDP [27] does not need connect() and accept() function, 

because it is a connectionless protocol. 
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To implement the parallel transmission experiments, we use POSIX Threads 

(Pthreads) in sender side which threads applies POSIX standard. So that several sockets 

can be used to deliver data blocks at the same time. In receiver side, the select() function 

[24] is used to check the status of one or more sets of interface for each socket 

simultaneously. It can check socket’s readability, write-ability and error status 

information. So our transmission service can receive multiple sockets in parallel. The 

logic diagram of select() function is shown in appendix B. 

4.3.2 SLA Header 

SLA header is used by our transmission service in this thesis. It works on application 

layer and plays an important role in network measurement. Figure 6 shows the structure 

of our proposed SLA header. 

 

 
Figure 6 SLA Header 

 

The SLA header consists of 7 header fields. Its total length is 16 bytes. In the 

following, we discuss the detailed structure of this SLA header. 

Type. We use 2-bit field to store the type of transport protocol. In our experiments, 

the UDP, TCP, and SCTP are expressed as 0, 1, and 2 respectively. Hence, every types 

of data are sent by the corresponding socket. 

End. This flag indicates the ending of SLA packet. In our experiment, if the 

transmission packet of a socket is the last one, the end flag is 1. In contrast, the end flag 

is 0. It can be used to close UDP connection in ideal network environment. 

Data length. This 13-bit field defines the length of data block which followed this 

header. Based on this, the receiver knows how much data need to receive until the arrival 

of the next header. The valid length is between 0 and 8191 bytes. In our experiment, this 

data length is used by fwrite() function for re-assembling the delivery file. 

Socket sequence number. This 16-bit field records the sequence number assigned 

to this header for a specific socket. It can be used to evaluate the performance of each 

socket. The valid number is between 0 and 65535. In our experiment, we use it to 

calculate the number of packets which receiver actually receives, and the number of 

packets which sender actually sends for every socket. So the packet loss of UDP can be 

calculated. 

Common sequence number. This 32-bit field records the common number 

assigned to the whole transmission file. The purpose of using it is re-assembling the 

transmission file in service receiver side. 

Timestamp (second). This 32-bit field contains the time since the Epoch (00:00:00 

UTC, January 1, 1970) in seconds. This time is the sending time of this header in sender 

side. We use Timestamp to calculate the delivery time for measurement model and 

transmission model. 
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Timestamp (microsecond). This 32-bit field is used to improve the accuracy of 

sending time. In our experiments, we can get time of microsecond level (1e-6 s) with 

gettimeofday() function and store it in these two fields. 

In regard to the encapsulation, the transmission service divides the transmission file 

into many data blocks. Then, every data block is encapsulated within a corresponding 

SLA header. After that, these application layer data are encapsulated in TCP, SCTP 

segments, or UDP datagrams. 

4.3.3 SLA driven transmission service 

Figure 7 shows the flow chart of the SLA driven transmission service. 

 

 
 

Figure 7 SLA Driven Transmission Service 
 

When we start the SLA driven transmission service. The service receiver and sender 

run the thread 0 and thread 3 respectively. Their functions are testing the network 

conditions constantly. On the sending side, thread 4-6 are UDP, TCP, and SCTP socket 

respectively. The service sender can get the measurement feedbacks through thread 3. 

When a delivery request is got by sender, the sender first interrupts the measurement 

process. Then, it estimates the network conditions and user’s requirements. If they meet 

the SLA contract, the sender starts to deliver the file. Thread 0-2 are UDP, TCP, and 

SCTP socket respectively. Otherwise, sender rejects the user’s request. After completing 

delivery file, the service receiver sends a feedback about this transmission process. If 

the user needs to re-transfer the lost packets, thread 7 could be used to deliver those data 

by TCP. Then, the service finish the delivery task. 

About feedback, we select TCP as a transport protocol to deliver its content. It 

contains 4 parts: 32-bit field of packet loss rate, 32-bit field of delivery time (second), 
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32-bit field of delivery time (microsecond), and an Options about the common sequence 

number of re-transferred data. 

4.3.4 Wireshark and Graph Tools 

We use several softwares to process and visualize our experiment results, such as 

Wireshark, Matlab, Gnuplot, etc. In this section, we brief introduce them. 

Wireshark [28] is a free and open-source network analysis software. Its function is 

to capture the network packets and show the detailed information of network packets as 

much as possible. Wireshark uses libpcap as interface and exchanges data with network 

card directly. It can work on Linux, Windows, OS X, and other operating systems. In 

the process of the transmission service development and experimental debugging, we 

can use Wireshark to monitor the flow of network packets and debug the service. 

Matlab is a senior technical computing language for algorithm development, data 

analysis, data visualization, and numeric computation. It has higher efficiency than 

traditional programming languages. For two-dimensional or three-dimensional data 

visualization, Matlab has extensive facilities. In this thesis, Matlab is used to plot three-

dimensional graphs. 

Gnuplot is a command-line drawing tool. It can be run on many major operating 

systems. Users can gradually setup or modify the drawing environment through the input 

commands. We use it as a lightweight tool for sample data visualization. 

EDraw Max is a friendly drawing tool which based on vector graphic. It contains a 

large amount of instance and template. We can easily draw a variety of professional 

flowcharts, organizational charts, network topological graphs, etc. 

4.4 Implementation 

In this section, we introduce our experiments about transmission service. There are 

three major experiments to answer RQ1, RQ2, and RQ3. Every experiment should be in 

compliance with single-variable and multiple-repetition principle. For some basic 

experiment, we get the average value by repeated conducting 40 times or 10 times. 

4.4.1 Experiment 1: Service Performance in Typical Network 

Conditions 

There are three typical scenarios in this experiment. We simulate three different 

delays [29] in each scenario, their average RTT are 30ms (Intra-Europe), 90ms (Trans-

Atlantic), and 250ms (EMEA to Asia Pacific) respectively. The reason for choosing 

them is that they can represent the typical RTT of the Internet. Also we simulate delay 

variation from 0ms to 4ms for each RTT [30]. 

PLR is another important metric in our experiment. The higher PLR means the 

worse network environment. In every scenario, we select a minimum PLR of 0% as an 

ideal Internet condition. We select PLR of 3% as a realistic Internet condition [31]. We 

select a maximum PLR of 6% as a limiting condition since it affects the service quality 

significantly [32]. Through measuring the service performance with different network 

conditions, we can suggest the SLA for service provider and service customers. 

Before implementing the experiments, we need to synchronize the system clocks on 

every computer and laptops. The ntpdate command and NCAR (National Center for 

Atmospheric Research) server are used in this step. We show the detail command in 

appendix A. 

Regarding to the measurement data and delivery file, we select a 1 MB file whose 

type is txt. When testing the network conditions, each transport protocol occupies one-

third of usage. Also this equal usage can be considered to be the initial state of our 

transmission service. We define the file delivery time as follows: from the first delivery 

packet leaving sender to the last delivery packet arriving receiver. At the same time, we 

count the number of lost UDP packets, so we can calculate the actual PLR of our 
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transmission service. We show the collected results in tables. It contains the average 

delivery time, the number of lost packets, the average PLR and the Standard Deviation 

(SD) of delivery time. All the data are processed by the Excel. 

4.4.1.1 Experiment 1.1 Changed Service Performance with the change of RTT 

Based on the researching with typical network conditions, we do further research 

about different RTT. The more subtle changes of RTT need to be implemented in this 

experiment 1.1. First, we set a fixed PLR value of 3% and RTT is changed between 2ms 

and 300ms. Then, we execute the measurement model with 10 times of iterations. After 

that, we sort the results of delivery time and use Matlab to draw three-dimensional figure 

to reflect these changes. Its X-axis are independent variable: RTT. Y-axis represents 10 

times of iterations, and Z-axis is dependent variable: delivery time. So through X-axis 

and Z-axis, we present the changed delivery time with the change of network RTT. 

Through Y-axis and Z-axis, we present the changed delivery time with the iterations. 

When Y-axis are 1 and 10, it shows the minimum and maximum delivery time for a 

specified RTT respectively. At last, we use Gnuplot to draw the line chart to reflect the 

changed average packet loss with the change of network RTT. 

4.4.1.2 Experiment 1.2 Changed Service Performance with the change of PLR 

Based on the researching with typical network conditions, we do further research 

about different PLR in this experiment 1.2. First, we set a fixed RTT value of 30ms and 

PRL is changed between 0% and 10%. Then, we execute the measurement model with 

10 times of iterations. After that, we sort the results of delivery time and use Matlab to 

draw three-dimensional figure to reflect these changes. Its X-axis are independent 

variable: PLR. Y-axis represents 10 times of iterations, and Z-axis is dependent variable: 

delivery time. So through X-axis and Z-axis, we present the changed delivery time with 

the change of network PLR. Through Y-axis and Z-axis, we present the changed 

delivery time with the iterations. When Y-axis are 1 and 10, it shows the minimum and 

maximum delivery time for a specified PLR respectively. At last, we use Gnuplot to 

draw the line chart to reflect the changed average packet loss rate with the change of 

network PLR. 

The ultimate aim of the experiment 1 is to research how the service performance is 

influenced by different network conditions. Based on these, we propose a general 

evaluating algorithm for the continuous change of network conditions. So we can answer 

RQ2a after this experiment and its analysis. 

4.4.2 Experiment 2: Changed Service Performance with the Different 

Protocol 

Based on the results of experiment 1, we design this experiment to research the 

variable service performance which are influenced by different usage of transport 

protocols. We repeat the steps of experiment 1 in the same testing environment, 

including the same network RTT, network PLR, measurement data and delivery file, etc. 

But the transmission service uses single transport layer protocol. We adjust the 

transmission service with single UDP, TCP, or SCTP respectively. The experiment 

results are delivery time and actual PLR of transmission service as before. These results 

are compared with experiment 1, which uses hybrid protocols. Through experiment 2, 

we can evaluate and summarize the feature of the service with a single transport protocol. 

These features can support our feasibility study of this SLA transmission service. With 

Matlab, we draw bar charts to reflect the different delivery time within different 

transport protocols. Also we present the corresponding actual PLR in a table. At last, a 

progress chart is presented. Its X-axis is the progress of delivery, Y-axis is the delivery 

time of receiving a certain amount of data. This chart shows the different service 

performance with different transport protocols. 
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The main aim of this experiment is to show the different transport protocol leads the 

different service performance. So we can use this feature to instruct the SLA contract. 

Then, we can answer RQ1 after this experiment. 

4.4.3 Experiment 3: Tentative Study of the Service Cost 

In this experiment, we research the network measurement frequency of our 

transmission service. In the future, the continuous feedback in once heart-beat 

measurement or file delivery process should be research, because it can provide the more 

alternative solutions than single feedback. Based on these, the transmission service can 

dynamical distribute the usage of each socket. Hence, the main aim of this experiment 

is to present a calculating method for the service cost. Its ultimate aim is improve the 

service performance in the future. 

As we know, the higher measurement frequency means the transmission service can 

be more timely response the network conditions, since the higher measurement accuracy. 

But it needs to spend more costs because the more probe headers are used. And vice 

versa. So in this experiment, we try to research an appropriate measurement frequency 

for our transmission service. Based on this, we can estimate the cost of the usage of this 

service. This calculating method can be used to optimize the performance of our 

transmission service. After that, we can answer RQ2b and RQ3. 

We select Intra-Europe RTT of 30ms, delay variation of 4ms, and realistic PLR of 

3% as this experiment environment because it is our most commonly used network 

conditions. We use 1 second as the largest interval time because this interval is used 

widely. To compare the different performance with various frequency, the measurement 

interval is decreasing by a half times continuously, until it closes the minimum interval 

which depends on UDP interval. Because to optimize UDP efficiency and calculate UDP 

PLR, every datagram should contain one SLA header. So the minimum interval is the 

interval of two adjacent datagrams. In service receiver, we calculate the data rate of 

every interval for the whole delivery process. The data rate is defined by the following 

formula: 

R =
ΔL

Δt
=

∑ data blocks

t2−t1
  (4.1) 

Where R is the data rate, ΔL is the sum of data blocks which are received in this interval, 

t2 is the time after receiving the last data block in this interval, t1 is the time before 

receiving the first data block in this interval. 

The results are graphically displayed on bar charts. Then, we compare the graphs 

which use different measurement interval, selecting a suitable measurement interval as 

the interval of feedback. At last, we can calculate the service cost with this feedback 

interval. 
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5 RESULTS 

In this chapter, we show the experiment results which based on chapter 4. These 

results are presented by surface chart, line chart and tables for simplicity. 

5.1 Experiment 1 

In this experiment, we research how the service performance is influenced by 

different network conditions. Table 3 shows the delivery time for delivering 1MB file 

in different scenarios with 40 iterations. When comparing the different scenarios, we 

find that longer RTT leads longer average delivery time. But their corresponding SDs 

are decreasing with the longer RTT when PLR are 3% and 6%. When comparing the 

different PLR for a specified scenario, we find that larger PLR leads longer average 

delivery time. And their corresponding SDs are increasing with the larger PLR. These 

data indicate that RTT and PLR are important reasons for the increased delivery time. 

Also PLR brings instability of our transmission service. 

 

Table 3 Delivery Time with Different Network Metrics (unit: second) 

RTT 

PLR 

30ms 

0% 

30ms 

3% 

30ms 

6% 

90ms 

0% 

90ms 

3% 

90ms 

6% 

250ms 

0% 

250ms 

3% 

250ms 

6% 

1 1.611  3.946  3.036  4.029  5.781  9.512  11.091  11.959  16.948  

2 1.536  2.785  5.786  4.306  7.591  13.006  11.422  12.164  17.154  

3 1.515  5.960  3.020  4.578  6.329  7.074  10.896  12.370  17.566  

4 1.522  1.659  2.970  4.383  7.775  10.150  9.342  11.692  17.433  

5 1.510  3.015  3.120  4.590  4.864  10.432  10.942  12.463  16.421  

6 1.555  1.803  7.049  4.404  4.851  6.382  11.208  12.430  15.646  

7 1.480  1.773  4.058  4.486  7.400  8.788  10.925  11.946  13.893  

8 1.625  2.646  4.043  4.493  4.679  7.973  11.162  14.972  20.998  

9 1.575  2.001  3.009  4.674  4.783  7.145  11.458  11.718  18.179  

10 1.621  2.981  7.564  4.387  4.772  6.248  10.144  12.422  21.011  

11 1.401  4.524  1.624  4.187  5.742  5.850  11.440  15.744  18.716  

12 1.464  1.505  3.837  4.280  5.460  7.426  10.915  16.476  17.745  

13 1.495  2.548  1.660  4.285  4.481  9.114  11.442  15.655  14.748  

14 1.339  1.592  2.049  4.187  5.834  11.207  11.181  11.713  20.227  

15 1.520  2.691  6.902  4.282  4.750  6.674  10.601  14.726  16.282  

16 1.372  1.619  4.000  4.191  4.395  9.301  11.186  11.453  16.739  

17 1.366  1.985  3.783  4.194  4.839  10.688  10.175  18.724  15.298  

18 1.454  1.530  3.772  4.370  4.585  9.488  9.940  11.220  25.512  

19 1.443  1.635  2.733  4.170  4.672  8.750  10.999  12.988  15.984  

20 1.431  1.579  6.917  4.464  4.280  6.212  10.401  12.715  16.448  

21 1.441  2.498  2.599  4.177  4.391  5.345  9.963  11.971  16.182  

22 1.327  2.611  2.808  4.094  4.648  6.492  10.900  12.220  21.458  

23 1.334  2.020  5.759  4.194  4.559  9.127  10.689  11.460  15.462  

24 1.415  3.792  4.133  4.192  5.842  14.963  9.976  15.222  13.006  

25 1.357  1.586  3.833  4.370  4.561  6.130  10.186  14.256  14.240  

26 1.328  1.537  5.175  3.555  4.481  7.934  10.206  12.411  22.611  

27 1.364  2.689  3.844  4.371  5.841  7.666  10.480  15.687  18.071  

28 1.324  1.884  3.799  3.816  4.575  5.752  10.741  11.753  25.729  

29 1.391  1.844  2.938  4.009  4.587  6.667  10.727  11.706  14.493  
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30 1.456  1.559  1.701  4.188  5.469  9.981  10.189  15.715  18.298  

31 1.389  1.988  2.805  4.291  5.830  11.154  11.239  12.003  16.727  

32 1.390  1.642  2.689  3.918  5.497  9.025  11.002  14.498  16.288  

33 1.493  1.534  2.738  4.192  5.841  8.762  10.448  12.236  17.460  

34 1.426  1.450  3.056  4.290  4.402  7.136  11.485  11.910  14.241  

35 1.375  1.568  5.958  4.282  4.400  6.130  9.184  12.465  15.009  

36 1.504  2.634  2.865  4.194  4.217  11.969  10.721  12.008  19.282  

37 1.342  1.490  4.048  4.090  4.571  7.685  11.202  14.270  15.291  

38 1.413  2.664  2.867  4.186  5.654  5.945  10.441  13.970  14.033  

39 1.481  4.893  2.754  4.092  6.848  16.979  10.934  14.239  20.671  

40 1.423  2.099  3.036  4.100  4.594  5.861  9.696  12.216  14.562  

Mean 1.445  2.344  3.758  4.239  5.217  8.553  10.682  13.194  17.402  

StDev 0.085  1.031  1.520  0.209  0.936  2.588  0.585  1.750  2.986  

 

Table 4 shows the number of lost packets when delivering 1MB file (totals 707 

packets). In the last row, we calculate the PLR of our transmission service. From these 

data, we conclude that the PLR of network is the main reason for varying packet loss of 

transmission service. 

 

Table 4 PLR of Service with Different Network Metrics 

RTT 

PLR 

30ms 

0% 

30ms 

3% 

30ms 

6% 

90ms 

0% 

90ms 

3% 

90ms 

6% 

250ms 

0% 

250ms 

3% 

250ms 

6% 

1 11 29 23 15 17 30 13 21 27 

2 12 25 27 12 18 25 17 19 31 

3 12 19 24 10 18 32 19 21 28 

4 15 22 33 13 15 27 20 13 23 

5 19 18 23 19 17 26 12 20 35 

6 14 25 28 15 15 24 17 17 25 

7 12 21 24 16 16 23 15 17 29 

8 14 21 20 16 24 36 16 17 24 

9 11 20 30 10 22 28 12 20 23 

10 16 25 30 15 19 27 15 22 24 

11 17 20 34 14 18 27 13 19 24 

12 12 26 36 14 19 30 13 22 26 

13 13 23 24 15 18 32 15 27 36 

14 15 25 27 16 23 25 13 26 27 

15 13 27 33 15 22 33 16 20 28 

16 14 21 24 10 19 26 12 24 26 

17 15 19 27 15 21 33 11 22 28 

18 15 20 33 9 16 31 19 21 31 

19 17 20 27 14 18 23 13 20 24 

20 13 19 25 15 25 32 13 31 28 

21 15 19 28 12 23 26 11 23 27 

22 15 19 29 15 19 18 15 23 24 

23 11 20 31 15 25 28 17 16 29 

24 13 24 31 15 21 31 13 22 18 

25 15 28 24 16 25 29 10 24 26 

26 15 22 33 19 24 28 14 20 29 

27 13 17 23 10 20 26 12 22 28 

28 15 22 28 14 27 22 17 20 28 

29 9 18 25 15 19 19 12 18 22 

30 14 24 31 12 27 25 12 22 30 

31 20 25 20 15 15 36 19 20 24 
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32 12 18 29 16 21 26 13 20 30 

33 13 17 24 14 25 28 15 23 27 

34 9 20 23 19 26 31 14 25 29 

35 15 21 18 18 19 31 18 15 28 

36 16 22 25 16 24 23 16 23 20 

37 21 29 30 14 18 31 19 24 26 

38 17 18 28 14 26 29 17 20 27 

39 17 15 30 12 22 26 14 21 34 

40 12 27 34 16 20 29 15 22 23 

Mean 14.2 21.8 27.4 14.4 20.7 27.8 14.7 21.1 26.9 
PLR of 

service 
2.00% 3.08% 3.88% 2.03% 2.92% 3.93% 2.08% 2.98% 3.80% 

5.1.1 Experiment 1.1 

Figure 8 shows that delivery time is changed between 0.243s and 17.884s. Also the 

RTT between service sender and receiver is changed between 2ms and 300ms with delay 

variation of 4ms. From the point of X-axis, delivery time increases linearly with RTT. 

From the point of Y-axis, we can find the degree of deviation is small when repeating 

measurement model 10 times. By the sorted data, we can find the maximum and 

minimum delivery time in 10 iterations easily. The detailed data is shown in appendix 

C.  

 

 
Figure 8 Delivery Time with Different RTT 

 

Figure 10(a) shows that PLR of our service remains relatively stable when RTT 

changes from 2ms to 300ms. So we conclude that RTT between sender and receiver is 

not the main reason which causes packet loss of transmission service. 

5.1.2 Experiment 1.2 

Figure 9 shows that delivery time is changed between 1.393s and 16.705s. Also the 

PLR of network is changed between 0% and 10%. From the point of X-axis, delivery 

time increases with the growing PLR of network. From the point of Y-axis, we conclude 

the degree of deviation keeps stable when network PLR is small. But the degree of 

deviation keeps unstable with the larger network PLR. The detailed data is shown in 

appendix C. 
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Figure 9 Delivery Time with Different PLR 

 

Figure 10(b) indicates that packet loss on network is one reason which causes packet 

loss of our service. Unreliable transport protocol, UDP, causes these changes by lost 

packets. On the other hand, there still has about 2% PLR of service when PLR of 

network is 0%. This case also appears in Table 4. We predict that it is also caused by 

UDP. Since the delay variation leads UDP datagrams out of order in some way. So the 

service receiver closes the connection after receiving the ending datagram, but some 

datagrams have not arrived receiver. This leads packet loss in out prototype. We find 

that this 2% PLR of service disappears after we set a delay for closing UDP connection. 

 

 
Figure 10 Service PLR with Different Network Metrics 

5.2 Experiment 2  

In this experiment, we research the variable service performance which are 

influenced by different usage of transport protocols. 

At the beginning, we use the NetCat as a reference tool to deliver the same file. The 

delivery time of transmission service is measured when the service assigns the data to 

single TCP socket. The transmission time [33] of NetCat traffic is measured by 

Wireshark on emulator. We show these data on Table 5. Its aim is verifying the 

rationality of the service’s delivery time. 
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Table 5 Comparison between This Transmission Service and NetCat (unit: second) 

RTT 

PLR 

30ms 

0% 

30ms 

3% 

30ms 

6% 

90ms 

0% 

90ms 

3% 

90ms 

6% 

250ms 

0% 

250ms 

3% 

250ms 

6% 

Transmission 

Service 
0.786 4.311 7.228 1.905 10.664 15.471 3.423 23.296 42.945 

NetCat 0.702 0.895 2.302 0.915 5.508 16.853 6.778 18.609 35.830 

 

Figure 11(a) visualizes the average delivery time with hybrid protocols in 

experiment 1. We can find the varying delivery time from 1.56s to 17.53s. Figure 11(b-

d) show the average delivery time with single UDP, TCP, and SCTP respectively. We 

can find the varying delivery time from 0.12s to 0.83s, from 0.79s to 42.95s, from 4.00s 

to 49.14s respectively. We conclude that UDP provides the highest transmission rate 

than TCP and SCTP. 

When analyzing Figure 11(b), we find the delivery time is about 0.8s when network 

RTT is 250ms. We think it is caused by connection-oriented protocols. Because our 

service executes parallel transmission sockets. So the connection and termination time 

of TCP or SCTP is longer than the transmission time of UDP. We use the following 

formula to show their time: 

Time𝑈𝐷𝑃 = TD + PD  (5.1) 

Where TD is the transmission delay, PD is the one way propagation delay. 

Time𝑇𝐶𝑃 = RTT × 2.5  (5.2) 

Where RTT is the round trip time, the 2.5 is derived from appendix D. 

Because both TCP and SCTP are reliable transport protocols, so they do not cause 

any packet lost for the transmission service. When comparing Figure 11(c) and Figure 

11(d), we conclude that TCP provides higher transmission rate than SCTP since it needs 

less time to deliver a 1MB file in every network conditions. In particular for low PLR 

of network, the delivery time of TCP is especially less than SCTP. 

 

 
Figure 11 Delivery Time with Different Transport Protocols 

 

So with the suitable distribution of sockets, our transmission service can still deliver 

1MB file within 1 second when the RTT between sender and receiver is 250ms and PLR 

of network is 6%. But the usage of UDP also leads to packets lost. We point out those 

average PLR of this service when using single UDP in table 6. 
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Table 6 PLR of Service (UDP) 

RTT 30ms 90ms 250ms 

0%PLR of network 2.14 % 2.22 % 2.04 % 

3%PLR of network 4.83 % 5.20 % 4.63 % 

6%PLR of network 7.35 % 7.88 % 7.95 % 

 

Figure 12 indicates the progress of delivery when RTT is 30ms and PLR is 3%. Its 

X-axis is the progress towards completion of the delivery. Y-axis is spending time. We 

conclude that SCTP needs more time to establish connection than TCP. UDP leads the 

packet loss for our transmission service. 

 

 
Figure 12 The Progress of Delivery 

5.3 Experiment 3 

In this experiment, we try to research the suitable measurement frequency for 1MB 

file delivery in commonly network condition: 30ms RTT and 3% PLR. Figure 13 and 

Figure 14 show how the measured transmission rate is influenced by different 

measurement intervals. Because the total delivery time is about 1.6s, so we just select 

the measurement interval from 1/4s to 1/512s. The X-axis is the delivery time since the 

first packet leaving service sender. The Y-axis is the transmission rate in the selected 

intervals. 

All the figures indicate that the highest transmission rate appears in the beginning 

of delivery. We think it is caused by UDP, because UDP can take up a lot of network 

bandwidth. Except figure 13(a-c), the others can point out the propagation delay of the 

first packet on network. Because if the measurement interval is smaller than propagation 

delay on network, the measurement rate is 0 in this interval. Figure 14(a-d) show the 

transmission rate fluctuate wildly since the short measurement interval. We think these 

intervals is not suitable for our service because the unstable transmission rate cannot 

instruct the policy of our SLA service. 
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Figure 13 Measurement Interval (a) 

 

 
Figure 14 Measurement Interval (b) 
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6 ANALYSIS 

From the results of all the experiments. We can draw conclusions for RQ1-3. In this 

chapter, we present the analysis of conclusions and point out some suggestions for the 

SLA contract of transmission service. 

Analysis of Experiment 1: 

Based on the statistical results of experiment 1, we present a simple evaluation 

method for network conditions. We set the delivery time of heart-beat measurement is 

T, which belongs normal distribution: 

T~N(μ, σ2)    (6.1) 

Where expectation E(T)=μ, deviation D(T)=σ2. We suppose delivery time t1 is a 

threshold value. For every T >t1, the probability is less than 0.05. So, the probability is: 

P{T > t1} = 1 − P(T ≤ t1) = 1 − P{T−μ

𝜎
≤ t1−μ

𝜎
} = 1 − Φ(t1−μ

𝜎
) = 0.05 (6.2) 

So we can get the value of t1 through normal distribution chart [34]. 

 

Table 7 Critical Delivery time 

RTT 

PLR 

30ms 

0% 

30ms 

3% 

30ms 

6% 

90ms 

0% 

90ms 

3% 

90ms 

6% 

250ms 

0% 

250ms 

3% 

250ms 

6% 

t1 1.93  4.02  5.79  4.99  6.81  11.21  11.94  15.38  20.25  

 

Based on the data of Table 3, we calculate the critical delivery time for 95% 

confidence in Table 7.  Through this sample evaluation method, we can set SLA contract 

to accept this user’s request, or reject. 

Analysis of Experiment 2: 

The RTT and PLR of network can influence the performance of this transmission 

service. When UDP is used by this service, the packet loss of this service is influenced 

by the PLR of network and UDP out of order. But UDP socket provides the highest 

transmission rate. When reliable transport protocols are used, the total delivery time of 

this service is influenced by the RTT and PLR of network. The longer RTT or higher 

PLR of network also lead the longer delivery time. 

Based on the results of our experiment 1 & 2, we come up with the following 

suggestions: 

1) If user allows the existing of a certain PLR for the delivery file, the service can 

use some proportion of UDP to improve its transmission rate. Otherwise, the 

service has to use reliable transport protocols, such as TCP, SCTP, reliable-

UDP, or re-transfer the lost packets through retransmission thread. 

2) For reliable delivery, if the PLR of network is lower than 3%, the service can 

use more TCP than SCTP. Because the performance of TCP is especial better 

than SCTP with lower network PLR. 

3) When the congestion occurs which is caused by a certain stream, the service 

can increase the usage of SCTP. Because SCTP is designed with the features 

of multi-streaming and multi-homing. 

Analysis of Experiment 3: 

When the RTT is 30ms and PLR is 3% between service sender and receiver, we find 

that the low-frequency of measurement cannot reflect the instantaneous measured data 

rate. The high-frequency of measurement leads the unstable measured data rate. So we 
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recommend the suitable measurement interval of 1/32s to measure the service 

performance. It means we have a maximum of 32 monitoring points in one second. 

Compare with the brief transmission by TCP, UDP, or SCTP, the cost of this 

transmission service are the usage of our SLA header, the usage of delivery feedback, 

and the usage of heart-beat measurement. They lead to additional transmission content 

on network. In this section, we estimate the maximum number of SLA header and 

feedback. The network condition is same with previous paragraph. 

When the service using UDP, the SLA headers need to be injected in every datagram. 

The reason is the service needs to calculate its PLR by analyzing every datagram. When 

the service using reliable transport protocols without UDP, it needs maximum 32 

headers in one second. So the total number of SLA headers is: 

N = 𝑁𝑢 + 𝑁𝑟 = 𝑁𝑢 + 𝑇𝑟 × 32 = 284        (6.3) 

Where Nu is the number of UDP, 236, without losing. Nr is the number of SLA header 

which is injected in TCP or SCTP. Tr is the delivery time without UDP which can be 

got from Figure 12. It is about 1.494s. 

After that, we can calculate the cost for experiment 3 with 1/32 measurement 

interval: 

Cost =
𝑆𝑖𝑧𝑒𝑆𝐿𝐴×𝑁

𝑆𝑖𝑧𝑒𝑓𝑖𝑙𝑒
× 100% = 0.44%  (6.4) 

Where SizeSLA is 16 bytes. Sizefile is 1026629 bytes. 

So the SLA driven transmission service needs additional 0.44% content of 

transmission file to transfer 1MB delivery file. 

On the other hand, the cost of using feedback is: 

 Cost = 𝑆𝑖𝑧𝑒𝑓𝑒𝑒𝑑𝑏𝑎𝑐𝑘 × 𝑁 = 12 × 32 × 1.576 ≈ 600 bytes (6.5) 

It indicates that we need 600 bytes content of feedback on TCP socket to transfer 1MB 

delivery file. 

Answer RQ1: 

This SLA driven transmission service can be affected by three main factors. The 

first factor is user’s requirement. Users can raise a claim for delivery time, packet loss 

rate and the size of delivery file, etc. The second factor is network conditions. It 

contains network delay, packet loss on network, network connectivity, etc. The third 

factor is the service performance. For this service, the usage of transport protocols and 

measurement frequency can actively affect its performance. 

Answer RQ2a: 

The larger network PLR leads longer delivery time, especially for TCP and SCTP 

socket. Also, it brings varying packet loss and instability for this transmission service. 

The longer RTT leads longer delivery time and they have linear relationship. 

Answer RQ2b: 

Thirty-two times a second is a suitable measuring frequency when network RTT 

is 30ms and network PLR is 3%. 

Answer RQ3: 

The cost of using SLA header is additional 0.44% delivery data for this 

transmission service. Also the service needs about 600 bytes feedback to transfer 1MB 

delivery file. 
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7 CONCLUSION AND FUTURE WORK 

7.1 Conclusion 

In this master thesis, we have analyzed the feasibility of an SLA driven transmission 

service. We have researched the interactive factors of SLA service. Also we analyzed 

the transport protocols, network measurement method, and network metrics. 

We developed a transmission service on Linux system and implemented it on a real 

test-bed. We have conducted experiment 1 to answer how service performance is 

influenced by different network metrics. The results show that the packet loss on 

network and the distance between service sender and receiver affected the delivery time 

and packet loss of this service. Through conducting experiment 2, we researched how 

the performance of transmission service is influenced by different transport protocols. 

By analyzing the results of experiment 2, three suggestions were pointed out for the 

service. Also we tentative studied the service cost in terms of performance with common 

network condition in experiment 3. The results indicate that transmission service needs 

to measure its performance 32 times in a second. But the cost of the service is increasing 

the delivery content of 0.44%. Also 600 bytes content of feedback need to be used in 

this delivery process. So we present a calculating method for the service cost. 

7.2 Future Work 

Above all, the researching provides a potential feasibility of the SLA driven 

transmission service. Since the limited time, we cannot conduct further studies. So some 

future work are pointed out as follows: 

1) To assign the usage of transport protocols, a decision algorithm needs to be 

developed. The Fuzzy Cognitive Map or Markov Decision Processes could be 

applied to solve this problem. In the future, we need to research the decision 

algorithm and optimize the service performance. 

2) We think the suitable packet loss is very useful for video-streaming or voice-

streaming. Their key-frames can be delivered by reliable transport protocols, 

but the other unimportant frames can be delivered by UDP to improve the 

quality of video/voice. So delivering video/voice content by our SLA driven 

transmission service is a useful research direction. 

3) Except TCP, UDP, and SCTP, there are many transport protocols can be used 

by our transmission service, especially the UDP-based reliable protocols. They 

have better performance than TCP. We can use them, such as UDT [14], to 

fulfill the user’s requirements about reliable-delivery. So these protocols should 

be studied in our future work. 

4) The size of transmission file is fixed in our experiments. In the future, the 

variable size of file should be researched. After that, we need to summarize the 

variable measurement interval. Because, in this thesis, we only get one 

feedback in once measurement process or delivery process. But the continuous 

feedback can optimize the service performance. So the continuous feedback in 

once delivery process is another future research question. 
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APPENDIX 

A. Important Configuration Command 

Sender configuration: 

nano /etc/network/interfaces 

auto eth0 

iface eth0 inet static 

address 192.168.10.2 

gateway 192.168.10.3 

netmask 255.255.255.0 

network 192.168.10.0 

broadcast 192.168.10.255 

 

route add default gw 192.168.10.3 

Receiver configuration: 

nano /etc/network/interfaces 

auto eth0 

iface eth0 inet static 

address 192.168.20.2 

gateway 192.168.20.3 

netmask 255.255.255.0 

network 192.168.20.0 

broadcast 192.168.20.255 

 

route add default gw 192.168.20.3 

Emulator configuration: 

nano /etc/network/interfaces 

auto eth0 

iface eth0 inet static 

address 192.168.10.3 

gateway 192.168.10.2 

netmask 255.255.255.0 

network 192.168.10.0 

broadcast 192.168.10.255 

auto eth1 

iface eth1 inet static 

address 192.168.20.3 

gateway 192.168.20.2 

netmask 255.255.255.0 

network 192.168.20.0 

broadcast 192.168.20.255 

 

route add -net 192.168.10.0/24 dev eth0 

route add -net 192.168.20.0/24 dev eth1 

route add -net 192.168.10.0/24 gw 192.168.10.2 

route add -net 192.168.20.0/24 gw 192.168.20.2 
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IP forward: 

more /proc/sys/net/ipv4/ip_forward 

nano /etc/sysctl.conf 

net.ipv4.ip_forward = 1 

SCTP configuration: 

apt-get install libsctp-dev 

Synchronizing time: 

ntpdate time.nist.gov 

 

B. Socket functions and Logic Diagram of Select() 

Table 8 Description of Socket Functions 

Function Description 

socket() Assign a socket descriptor according to the specified socket type and protocol. 

setsockopt() Set a socket option for any type and status. 

connect() Establish connection with specified socket. 

bind() Bind socket with local address. 

listen() Create a socket and listen for connection. 

accept() Accept a connection in the specific socket. 

send() Send TCP data for a connected socket. 

sendto() Send UDP data for a connected socket. 

sctp_sendmsg() Send SCTP data for a connected socket. 

recv() Receive TCP data from connected socket. 

recvfrom() Receive UDP data from connected socket. 

sctp_recvmsg() Receive SCTP data from connected socket. 

 

 
Figure 15 Logic Diagram of select() 
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C. Data of Experiment 1 

Table 9 Delivery Time with Different RTT (unit: second) 

RTT of 

Network 
2ms 30ms 60ms 90ms 120ms 150ms 180ms 210ms 250ms 300ms 

Min.time 0.24 1.66 3.02 4.68 5.60 7.10 8.51 9.45 11.69 13.48 

 0.25 1.77 3.04 4.77 5.69 7.41 8.84 9.88 11.72 13.50 

 0.27 1.80 3.04 4.78 5.82 7.55 8.86 10.10 11.95 14.29 

 1.24 2.00 3.15 4.85 6.06 7.57 9.04 10.31 11.96 14.31 

 1.24 2.65 3.19 4.86 6.18 7.69 10.22 10.32 12.16 14.36 

 1.26 2.79 3.22 5.78 6.42 7.69 10.60 11.53 12.37 14.39 

 1.26 2.98 4.24 6.33 6.82 7.70 11.13 11.93 12.42 15.19 

 1.27 3.02 4.40 7.40 7.17 7.85 11.76 12.97 12.43 16.00 

 1.27 3.95 4.52 7.59 7.31 9.11 11.86 13.20 12.46 17.00 

Max. time 1.28 5.96 4.58 7.77 8.44 11.86 14.16 13.30 14.97 17.88 

 

Table 10 Delivery Time with Different PLR (%) 

PLR of 

Network 
0% 1% 2% 3% 4% 5% 6% 7% 8% 9% 10% 

Min.time 1.48 1.40 1.39 1.66 1.51 1.55 2.97 2.77 3.02 3.58 2.48 

 1.51 1.41 1.46 1.77 1.55 2.72 3.01 2.78 4.10 4.15 5.18 

 1.52 1.41 1.48 1.80 1.61 2.84 3.02 2.86 4.24 5.35 5.82 

 1.52 1.42 1.49 2.00 2.69 2.85 3.04 2.96 5.04 5.44 7.24 

 1.54 1.45 1.50 2.65 2.76 2.97 3.12 3.93 5.12 5.80 8.41 

 1.56 1.47 1.52 2.79 2.79 3.73 4.04 4.87 5.29 7.14 10.62 

 1.57 1.48 1.52 2.98 2.90 3.78 4.06 5.76 6.54 7.23 11.65 

 1.61 1.48 1.53 3.02 2.94 3.79 5.79 5.78 6.84 9.96 15.60 

 1.62 1.48 1.54 3.95 3.74 3.84 7.05 5.99 8.02 11.73 16.22 

Max. time 1.62 1.49 1.55 5.96 3.75 5.83 7.56 7.30 8.06 16.14 16.71 
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D. TCP Communication Process 

 
Figure 16 TCP Communication Process 


