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ABSTRACT 
 

 

Context. With the pervasive nature of mobile phones, many mobile health (mHealth) apps are 

released in market. It is of supreme importance to consolidate compliance right in the development of 

app. There are many policies and regulations formed in various countries that fundamentally protect 

patient information. Further, there are stringent actions taken for not complying with the regulations. 

This being the case, how do app developers from start-up to small scale companies find solutions to 

the problem? It is necessary to study the situation from developer’s perspective to create innovation 

and sustain.  

Objectives. In this study, we identify tools, techniques, methods or process used by developers to 

create a compliant app. This study also throws light on challenges being faced by the developers. 

Finally, a guideline is devised for the app developers to facilitate in development of a compliant app.  

Methods. A case study is performed with two data collection methods namely interviews and survey 

questionnaire to strengthen the findings. With not much of literature support, interview study helped 

in gaining perspective of developers instrumental in creation of survey instrument. 

Results. Different tools, techniques, methods, processes used by developers were identified. 

Alongside, challenges were also listed based on the importance level. Further, a guideline was drafted 

that serves as recommendation for the app developers in development of complaint mobile health app. 

The guideline devised is at a higher level that can help developers focus on key aspects with regards to 

development of a complaint mHealth app.   

Conclusions. Author concludes that app developers mainly use project management tools available. 

There is a need for specific tools, techniques to be developed for the developers such that it becomes 

easy for app developers to develop compliant mHealth app. In fact, there must be effective guidelines 

drafted in the clearest possible way that can be used by developers without any ambiguity. This 

research acts as an exploratory study aimed at identifying the current practice of developers. More 

research is needed in this field to solve the developers’ problem.  

 

Keywords: compliance, mobile health, app 

development 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

Acknowledgement  
 

I would like to extend my heartfelt thanks to my professor Samuel Fricker for providing 

guidance throughout my thesis period. If it were not for the number of discussions that were 

carried out on the same topic, this thesis would have not been possible. I would also, like to 

thank him for the timely review and suggestions that helped greatly in my thesis. His 

penchant for quality is something that always pushed me to perform well. I have had 

tremendous learning experience under his expert guidance.  

 

Finally, no words can express my gratitude towards my parents and brother for being there 

whenever needed. They constantly motivated and supported me in my endeavor. I owe a big 

thanks to my friend Sneha for providing emotional support throughout the thesis period.  

 



 

  3 

Contents 

ABSTRACT ...........................................................................................................................................I 

ACKNOWLEDGEMENT .................................................................................................................. II 

CONTENTS .......................................................................................................................................... 3 

LIST OF FIGURES .............................................................................................................................. 5 

LIST OF TABLES ................................................................................................................................ 6 

ACRONYM ........................................................................................................................................... 7 

1 INTRODUCTION ....................................................................................................................... 8 

1.1 EXPECTED OUTCOMES OF STUDY ........................................................................................... 9 
1.2 STRUCTURE OF THESIS ......................................................................................................... 10 

2 RELATED WORK .................................................................................................................... 11 

2.1 MHEALTH APPS AND GOVERNING POLICIES .......................................................................... 12 
2.2 METHODS/TOOLS/TECHNIQUES FOR MHEALTH APP .............................................................. 12 
2.3 PROCESS MODEL FOR DEVELOPING IN MHEALTH ................................................................. 12 
2.4 CHALLENGES IN ADOPTING MHEALTH ................................................................................. 13 
2.5 EHEALTH: TRENDS, WILL FOLLOWING THE SAME PATH HELP? ............................................. 14 

3 METHODOLOGY .................................................................................................................... 15 

3.1 RESEARCH GOAL ................................................................................................................. 15 
3.2 RESEARCH QUESTIONS ........................................................................................................ 15 
3.3 RESEARCH METHODOLOGY OVERVIEW ............................................................................... 16 
3.4 RATIONALE FOR RESEARCH METHODOLOGY ....................................................................... 17 
3.5 CASE STUDY DESIGN ........................................................................................................... 18 

3.5.1 Case and its unit of analysis ........................................................................................... 18 
3.5.2 Case study protocol ........................................................................................................ 18 

3.6 SURVEY OVERVIEW ............................................................................................................. 20 
3.6.1 Survey Design and Execution Process ............................................................................ 21 
3.6.2 Data Collection ............................................................................................................... 27 
3.6.3 Data Analysis .................................................................................................................. 27 

4 RESULTS AND ANALYSIS..................................................................................................... 28 

4.1 INTERVIEW RESULTS ........................................................................................................... 28 
4.1.1 Study subjects and Interviewee demographics ................................................................ 28 
4.1.2 Analysis of Interview Results – A glimpse ...................................................................... 29 
4.1.3 RQ1 - existing processes, techniques, tools, methods ..................................................... 31 
4.1.4 RQ2 - challenges in adopting compliance ...................................................................... 39 
4.1.5 Guidelines for creating a compliant app ........................................................................ 44 

4.2 SURVEY RESULTS ................................................................................................................ 45 
4.2.1 Study Subjects and respondents demographics............................................................... 45 
4.2.2 RQ1 - existing processes, techniques, tools, methods ..................................................... 47 
4.2.3 RQ2 - challenges in adopting compliance ...................................................................... 49 
4.2.4 Guidelines ....................................................................................................................... 52 
4.2.5 Recommendations ........................................................................................................... 53 

5 DISCUSSION ............................................................................................................................. 54 

5.1 DISCUSSION ON TOOLS, TECHNIQUES, METHODS AND PROCESS ............................................ 54 
5.2 DISCUSSION ON CHALLENGES .............................................................................................. 55 
5.3 THREATS TO VALIDITY ......................................................................................................... 55 

5.3.1 Construct validity ............................................................................................................ 55 
5.3.2 Internal validity .............................................................................................................. 56 
5.3.3 External Validity ............................................................................................................. 56 
5.3.4 Reliability ........................................................................................................................ 56 
5.3.5 Theory Validity ............................................................................................................... 56 
5.3.6 Other limitations ............................................................................................................. 57 



 

  4 

6 CONCLUSION AND FUTURE WORK ................................................................................. 58 

6.1 CONCLUSION ....................................................................................................................... 58 
6.2 IMPLICATIONS FOR PRACTITIONERS ..................................................................................... 58 
6.3 CONTRIBUTION TO ACADEMIC RESEARCH ............................................................................ 58 
6.4 FUTURE WORK ..................................................................................................................... 59 

REFERENCES ................................................................................................................................... 60 

APPENDIX A ...................................................................................................................................... 62 

 



 

  5 

List of Figures  
Figure 2-1 Concepts and their relationships ........................................................................... 11 
Figure 3-1 Research methodology overview .......................................................................... 16 
Figure 3-2 Selection of Interviewees ...................................................................................... 19 
Figure 3-3 Survey- Overview ................................................................................................. 21 
Figure 3-4 Part1 of questionnaire ........................................................................................... 22 
Figure 3-5 Part2 of questionnaire ........................................................................................... 23 
Figure 3-6 Part3 of questionnaire ........................................................................................... 23 
Figure 3-7 Part4 of questionnaire ........................................................................................... 24 
Figure 3-8 Part5 of questionnaire ........................................................................................... 25 
Figure 3-9 Part6 of questionnaire ........................................................................................... 25 
Figure 3-10 Validation of survey questionnaire ..................................................................... 26 
Figure 4-1 Developing latent themes ...................................................................................... 29 
Figure 4-2 Identifying codes in NVivo ................................................................................... 30 
Figure 4-3Developing themes for the code............................................................................. 30 
Figure 4-4 Location of respondents ........................................................................................ 45 
Figure 4-5 Size of company .................................................................................................... 46 
Figure 4-6Location of respondents (Refined results) ............................................................. 46 
Figure 4-7Inclusion & exclusion criteria of responses ........................................................... 47 
Figure 4-8 Years of experience ............................................................................................... 47 
Figure 4-9 Venn diagram presenting data security measures ................................................. 48 
Figure 4-10 Process models .................................................................................................... 49 
Figure 4-11Acceptance of framed guidelines ......................................................................... 53 
  



 

  6 

List of Tables  
 

Table 3-1 Matching values to Goal definition template ......................................................... 15 
Table 3-2Timeline of Interview .............................................................................................. 19 
Table 3-3 Data collection........................................................................................................ 20 
Table 3-4 Iterations of questionnaire ...................................................................................... 26 
Table 4-1Study Subjects and interviewee demographics ....................................................... 29 
Table 4-2Themes, Codes and Inclusion criteria ..................................................................... 31 
Table 4-3 Tools, techniques, methods, process ...................................................................... 33 
Table 4-4 challenges ............................................................................................................... 40 
Table 4-5 Size and type of company ...................................................................................... 46 
Table 4-6Tools, techniques, methods heat map ...................................................................... 48 
Table 4-7Values of each set in Venn diagram ........................................................................ 49 
Table 4-8 Legal regulations: Heat map .................................................................................. 50 
Table 4-9 Human factors: Heat map ....................................................................................... 51 
Table 4-10Technical/technology: Heat map ........................................................................... 51 
Table 4-11 Design: Heat map ................................................................................................. 52 
Table 4-12 Challenges and themes ......................................................................................... 52 
 

 



 

  7 

Acronym  
 

mHealth: Mobile Health  

WBS: Work break down structure  

HIPAA: Health Insurance Portability and Accountability Act  

FDA: Food and Drug Administration  

NHS: National Health Service 



 

  8 

1  INTRODUCTION 
 

mHealth or mobile health has received significant attention over the decade. 

Advancements in the field of technology has revolutionized healthcare segment like never 

before [1]. mHealth or mobile health is a rapidly advancing field that makes use of mobile 

technologies such as mobile phones, software applications, and device to support health 

objectives [1].  Further, mHealth Definition defined by WHO Global observatory of mHealth 

is given below[1][2]: 

 

“Medical and public health practice supported by mobile devices, such as mobile phones, 

patient monitoring devices, personal digital assistants (PDAs), and other wireless devices. 

mHealth involves the use and capitalization on a mobile phone’s core utility of voice and 

short messaging service (SMS) as well as more complex functionalities”  

 

Contextually, the word mHealth was introduced by Robert Istepanian in the year 2006 

and is defined as ‘emerging mobile technologies and network technologies for healthcare 

systems’ [3]. Compliance has different meanings and is used in different contexts. In health 

care domain, compliance refers to following the doctor specified treatment. In management, 

target rules represent the policies to be obeyed while undertaking normal course of actions to 

meet goals [4][5].  However, in Merriam’s -Webster dictionary, compliance is defined as the 

conformity in fulfilling official requirements [6]. It can be defined in laymen terms as 

adherence of source rules against target rules [5]. Typically target rules represent an 

established or agreed set of guidelines, norms, laws, regulations, recommendations or 

qualities if which obeyed, will deliver certain effect or value to those to whom they can 

apply, or to those with whom they can interact [4]. In this study, compliance refers to 

adhering to rules specified in policies such that the app developed is fit to use.  

A large number of people across the world have aged. According to UN report, the aging 

trend of humans can be observed recognizably in developed nations such as UK and Japan 

[7]. Scandinavian countries such as Sweden, Norway and Denmark are facing similar trends. 

According to OECD reports, for every 100,000 there are only 350 available physicians in 

Sweden [7]. Under the given circumstances, mHealth technology attempts to bridge the gap 

of demand of physicians.  

Adoption of wireless and mobile technology has transformed lives of people both in 

developed and developing nations.  mHealth is applied in health education and awareness, 

remote data collection, remote monitoring, communication and training for healthcare 

workers, disease and epidemic outbreak tracking, diagnostic and treatment support in 

developing nations [8]. Incidents of Japanese Encephalitis were tracked real-time in Andhra 

Pradesh, India via a combination of mobile phones and web based technologies [8]. There 

are many such success stories that support adoption of mHealth. This has led to increased 

funding and research activities in this domain. 

Though m-Health has improved quick consultation and prompt responses from health 

specialists, there are few pitfalls. With the pervasiveness of mobile phones, security of data 

is very crucial in mHealth apps [1][2]. Commercially, apps that are presently available range 

from general facility apps, patient portal apps, reminder apps to more sophisticated apps like 

clinical assistance apps and monitoring apps. There is a very high chance that a part of 

patient health information (PHI) is either stored on mobile or the cloud. Patient health 

information must be lawfully protected and safeguarded. There are national standards 

established for protecting patient health information that discusses the technical, non-

technical and administrative safeguards that covered entities must put in place.  

Secondly, there is stark contrast in the rules and regulations in developed and developing 

nations. In various market segments, varied regulations must be adopted. Specifically in 

developed countries for instance, Europe is regulated by ISO13485 and CE marking, the US 

is regulated by FDA. Penetration of mobile phones into developing nations has opened 
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market for mHealth. The laws are more stringent in developed nations and failure to adhere 

to the regulations has serious consequences. However, it is not the same case with 

developing nations. There is no specific standard regulations compliance for mHealth 

available in Africa or China. Nevertheless, developing countries are slowly catching up to 

frame regulations as they have acknowledged the need.  

There are many start-ups being launched every single day in m-Health domain with a 

hope of creating sustainable business. The number of negative failures in mhealth app start-

ups is high and the negative failure can be accounted to acknowledging compliance. Since, 

any other nature of app is not heavily regulated as that of a mHealth app. For instance, it is 

relatively lot easier to release apps related to games in the market since it is not heavily 

regulated. The major reasons why the start-ups fail are due to not understanding the 

healthcare landscape, failing to build regulatory specifications and not providing patient 

health information safety and security. The above mentioned problem can be solved by 

designing a framework observing the pattern and approach followed by successful start-ups. 

There is paucity of literatures that has dealt with the problem and provided appropriate 

solutions. This study will add to the need of research in the areas.  

The difficulty of adopting compliance in m-Health domain arises with the complexity of 

the field involved.  mHealth field in general is an inter-disciplinary comprising IT specialists, 

healthcare specialists/professionals, bio-medical engineering, legal experts.  There is a 

growing need for high quality mobile health research both in United States and 

internationally to carefully study and address the information gaps and barriers for 

adoption[1][9].  

An analogy can be drawn between e-Health and m-Health since m-Health evolves from e-

Health and is primarily a part of e-Health. Analogy holds good for issues related to 

compliance. However, there is major difference and the differentiators of e-Health from m-

health are the accessibility, mobile nature, a larger number of audiences connecting to the 

service, complex technology and so on. The scope of the study is limited to studying the 

current practice adopted by the developers in creating a compliant mHealth app.    

Further, compliance is important from software engineering perspective since compliance 

can be identified as an essential software quality from the ISO/IEC- 9126-1:2001[10]. A 

compliant app gains the trust of customers. For a mHealth app to be released in market, the 

app has to be compliant. As indicated above, there is very few research articles focused on 

compliance issues in mHealth domain. There exists a scope to perform an exploratory study 

to understand the current practice in the industry and to study the problems being faced by 

app developers.  

A finding from the WHO report says that awareness is second highest rated problem of 

the adoption of mHealth technology [2].  While the barriers to mHealth implementation are 

funding, knowledge, policy, cost effectiveness, legal, operating costs, demand, technical 

expertise, infrastructure and other [2].   

But, the real question arises about how compliance is perceived in the industry. How do 

developers deal with the given situation of developing a mHealth app? It is essential to know 

if there are different kinds of processes, tools, techniques, methods used by app developers in 

facilitating development of a complaint app. Also, the challenges faced by the developers in 

creating a compliant mHealth app from the perspective of app developers’ are discussed in 

the study. Answers to all the above questions will be obtained in this study. The main focus 

of the study is to acknowledge current practices of app developers and also, understand the 

prime challenges faced by them. Answers to the above discussed questions are obtained by 

conducting interviews and web based survey.  

1.1 Expected outcomes of study 
 

This research study provides the following outcomes: 

1. Different tools, techniques, methods, processed used by developers were identified. 

2. Alongside, challenges were also identified based on the importance level.  
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3. Further, a guideline was drafted that serves as a strategy document for the app 

developers.  

1.2 Structure of thesis 
 

The remaining of the chapter is structured in different chapters. The related work is 

discussed in the second chapter (Chapter 2). In chapter three, Research methodology, the 

research goal and research questions are described in detail with the design and execution of 

both the data collection methods (interview, survey) discussed in length (Chapter 3). The 

initial results obtained are analyzed in chapter four (Chapter 4).  Discussion of the obtained 

results is covered in chapter five (Chapter 5). Conclusion and future work is discussed in 

chapter six (Chapter 6).  
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2     RELATED WORK 
 

In this chapter, the literature pertaining is described to provide an understanding of 

research work done previously in this field.   

As mentioned previously, the word mHealth was introduced by Robert Istepanian in the 

year 2006, it is defined as ‘emerging mobile technologies and network technologies for 

healthcare systems’ [3]. The author introduces m-Health systems which represents a new 

framework of research blending innovative mobile communications, network technologies, 

and medical sensors, and ubiquitous computing devices with medical and biological sciences 

for enhanced delivery mechanisms and services [3]. 

There was only one article that studied the experience of developing healthcare related 

app. M. Frohner et al, describes about the experience of developing an app that followed 

Continua Health Alliance Design Guideline that describes a set of internationally established 

standards and frameworks [11].  The developers were able to develop the entire application 

in one month and also test it. The guidelines proved to be very effective. The author 

concludes the study by regulatory issues needed to be addressed whenever health data is to 

be processed and transmitted that added to additional obstacles for implementers [11]. A 

guideline developed to help the app developers in finding a way to handle the policies and 

regulations can help app developers greatly. However, the study fails to gather the practical 

information on developers’ creating the app.   

  

 
Figure 2-1 Concepts and their relationships 

The widely used databases GoogleScholar, Scopus, Inspec helped as tools in finding the 

relevant articles. Yet the above mentioned databases did not help sufficiently in identifying 

articles in the related area. The diversity of topic called for searching for literature in various 

journals that dealt with bioinformatics, biotechnology and so on. The final approach taken 

was to apply snowballing to the first few articles found in the related area.   

mHealth as a field is wide spread covering various diverse fields. There are many gaps to 

focus and research on.  There is currently no available research article that discusses similar 

concern of the topic of study.  Available literatures provide a more fragmented theory. They 

are spread over various topics than the matter of concern. The basic inference is that a solid 

body of knowledge didn’t exist for the study.       

Figure 2-1 shows the concepts of compliant mHealth app development and its 

relationship with other concepts. Methods/tools/techniques facilitate in either extraction of 

right rules from the regulations and policies or helps in mHealth app development. On the 

more similar lines, processes models help undertake the development of app over various 

phases of lifecycles. These regulations and policies serves as guidelines for mHealth app 
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development. By following the guidelines, the app that is developed can be regarded as 

compliant mHealth app which can be released in the market. The app developer interacts 

with the entire system in the process of creating a complaint mHealth app. In the reminder of 

this chapter, related work performed in each of the concepts is discussed.  

2.1 mHealth apps and governing policies                                 
 

There are different governing policies when it comes to patient data protection. Vos and 

Parker state that Medical devices by the very nature have potential to present hazard, to be 

the source of harm in normal use and more so , if misused [12]. 

Regulations are necessary instruments to safeguard users from unnecessary due to 

information asymmetry and are based on the principle of mitigating, to an acceptable level 

and the potential of device to cause harm[12]. FDA ensures that the medical devices are 

regulated. HIPAA is another regulation predominantly followed in US for data security. To 

store healthcare information the application should be fully HIPAA complaint [13]. 

Similarly, in UK guidance is sought from NHS for sensitive data to be stored and protected. 

There are various regulations corresponding to development of mobile health apps in varied 

markets[2].  

2.2 Methods/tools/techniques for mHealth app  
 

This section deals with describing relevant work in the context of methods/tools/techniques 

that could enable development of mHealth app a lot easier. Significant research has been 

performed in the field of extraction of rules from regulations and policies. However, 

methods/tools/techniques do not include only techniques for extraction of rules from policies 

and regulations but also, include all other means that can be used to create a complaint 

mHealth app. The tools and techniques mentioned below is culmination from the fields of 

machine learning, requirements engineering, and natural language processing.           

In the article [14], the author develops a tool to extract rights and obligations from the 

tool. As a part of validating the tool, a section from HIPAA was given to novice users and 

people not from the background of legal expertise to annotate. It was observed from the 

results that participants expressed satisfaction with the tool and the number of entities 

identified was about 10% more than when starting from the original document [14].  J 

Cleland Huang et al, suggested an algorithm for detecting and classifying non-functional 

requirements [14][15]. Along similar lines ‘EA-Miner’ tool supports separation of aspectual 

and non-aspectual concerns and their relationships by natural processing language 

techniques to requirements document [16] [17]. The strategy of identification of legal rules 

was built on related words. However, there is one more tool named ‘GaiusT’ that can also 

identify paragraph structure of regulatory text unlike above mentioned tools [17]. It extracts 

a conceptual model from regulatory texts. The tool is evaluated on HIPAA privacy rule and 

Italian accessibility law where the results are found to be encouraging [17].    

Antoniu et al, introduced regulations analysis method based on defeasible logics to 

facilitate reasoning with regulations [18][14]. In [18], a method for extracting and 

prioritizing rights and obligations from regulations and show how sematic models can be 

used to clarify ambiguities through focused elicitation and  to balance rights with 

obligations.  

2.3 Process model for developing in mHealth  
 

Though process models like agile, waterfall model and iterative models can be used in 

development of healthcare applications, an extensive search was carried out for a literature 

that defines a process model specific to creation of a software health application. SEMTHA 

is one such process model that is tailored for developing healthcare applications.  
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    Software Engineering Methodology for Healthcare Applications (SEMTHA) was 

proposed by Samir El-Masri et al [19]. The author argues for a process model with utmost on 

design and implementation phases in a process model. Since, healthcare systems require 

more reliable, secure, performance oriented systems.  

There are four phases in SEMTHA model namely, planning and analysis, design and 

build, implementation, validation and delivery. All the phases are described in detail as 

mentioned by Dahmash and Masri [19]:    

 

1. Planning and analysis phase: The purpose of the planning phase is to build plan all 

project processes and activities. In addition, build channels for the healthcare 

specialists and software development team to improve communication. 

Requirements document should be drafted by using clear and lucid terminology, 

understandable by healthcare specialists and business users. The requirement 

document does not need to specify the architectural or implementation details but 

specifies information at higher level of description. A project plan should also be 

developed in this phase. Involvement of users and healthcare specialists ensures 

development of high reliable system and perfect operational system based on the 

essential demand of system.  

2. Design and build phase: Architecture of design systems is developed in this phase. 

The phase starts with requirements document and project plan artifacts handed over 

to this phase. The deliverable at the end of the phase is a design document. It details 

a technical plan to implement requirements. This model suggests the significant 

participation of healthcare specialists. 

3. Implementation phase: In the implementation phase the development team builds 

components identified in design phase. Developers must carefully implement the 

product with the requirements and design document handed over from respective 

phases. The implementation phase in SEMTHA deals with quality, performance, 

libraries and debugging.    

4. Validation and delivery phase: In many software engineering methodologies, 

validation is a separate phase which is performed by a different team after the 

completion of implementation. Delegating validation and testing to other team 

results in many errors and bugs undiscovered. The authors believe in ‘No one knows 

the system better than the development team’. The joint team members are 

healthcare specialists, end users, development team, testers which will lead to 

development of secure and available healthcare system. In case of any problem in 

the product, more clarifications and feedbacks should go back to analysis phase. 

5. Project management activities: In SEMTHA, there must be heavy involvement of 

healthcare specialists. Furthermore, an important factor that will lead this 

development to a success is to apply all project management concepts and practices 

to software engineering methodology. 

2.4 Challenges in adopting mHealth 
 

Shields, Chetley and Davis state in their paper that there is insufficient impact data about 

how mobile technologies are influencing health outcomes, creating challenges to identify 

and replicate best practice [20]. As mentioned previously, barriers to mHealth 

implementation are funding, knowledge, policy, cost effectiveness, legal, operating costs, 

demand, technical expertise, infrastructure and other [2]. In the article, mHealth taxonomy, 

the author clearly described, the abundance of mHealth applications has created unique 

challenges in mHealth adoption [1]. Author also argues that the concerns such as privacy, 

regulations, security, reliability, device management, support, persuasiveness, and 

interoperability must be purposefully addressed and evaluated and planned for as an 

organization crafts a mHealth strategy [1]. Rapidly emerging mHealth technologies has 

resulted in unorganized amount of information. It is increasingly becoming difficult to track 
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the work that is performed. Thus there is extensive need of research in this area to form 

organized patterns of information to facilitate the researchers and practitioners.   

2.5 eHealth: Trends, will following the same path help?  
 

It is crucial to know if mirroring the steps taken in creating complaint eHealth applications 

help for mHealth too. 

The first Action plan developed on eHealth in EU was in 2004. However, a 14 page 

document was released in 2012, Brussels, addressing the barriers and specifying operational 

objectives [21]. To attain interoperability, 2011/24/EU directive was formulated [21]. There 

are strict guidelines in development of eHealth applications. Having said that, the eHealth 

Action Plan 2012-2020 indicated that the rise of mHealth is blurring the distinction between 

the traditional provision of clinical care and self-administration of care and wellbeing; and 

that different actors were seeking clarity on their roles and responsibilities in the value chain 

of mobile health [21]. Though guidelines are given for eHealth applications, the same cannot 

be applied for mHealth apps since the architecture, mobile nature acts as the differentiating 

factor. With the complexity greatly increased by using mobile applications, the use of data 

collected by using the mHealth apps and how it should interact/integrate with healthcare 

systems is yet to be specified by EU policies.  

However, there is again no study performed in creation of complaint health application 

from the developer’s perspective. Thus, this study adds to the body of knowledge. It also, 

encourages to perform further research.  
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3 METHODOLOGY 
 

In this chapter the research goal, research questions are stated and described in detail in 

section 3.1 and section 3.2, respectively. A complete overview of research methodology 

followed in the study is discussed in length in section 3.3. Motivation for choice of case 

study as a research methodology is supported in section 3.4. Further, the design of case study 

is described in section 3.5. The survey data collection method is discussed in section 3.6.  

3.1  Research Goal  
 

The purpose of a research goal template is to ensure that the important aspects of any 

research methodology are defined such that the foundation is properly laid [22].  The aim of 

the study is to understand compliance approaches and how compliance is handled by app 

developers in the mHealth app development. By following the goal definition template 

mentioned by C. Wohlin [22], the values for each element of goal template identified for the 

study is given below in Table 3-1:  

  

Elements of Goal 

template 

Values w.r.t research study 

Object of Study  Compliance approaches 

Purpose Understand development of compliant mHealth app 

Focus  Processes, techniques, tools, methods and challenges 

Perspective  App developers  

Context Mobile health/ mHealth 
Table 3-1 Matching values to Goal definition template 

From the values mentioned in Table 3-1, the research goal is re-structured and described 

below:  

 

“Analyze compliance strategies for the purpose of understanding development of complaint 

mHealth app with respect to processes, techniques, tools, methods and challenges from the 

point of view of app developers in the context of mobile health.”  

 

In order to achieve the research goal stated above, the sub-goals are identified and defined 

below:  

1. Understand the approaches adopted by app developers in development of compliant 

mHealth.  

2. To identify the challenges in adopting compliance.    

3.2 Research Questions  
 

Owing to author’s best knowledge, very little amount of research is performed in this area. In 

literature too, this concern has been discussed [1][9]. However, it cannot be dismissed that 

many mHealth apps find its way in the market. There are many innovative mHealth apps 

released in market every single year. All the mHealth apps have to comply with policies and 

regulatory requirements. Interestingly, established companies have think tank and a wing of 

legal experts guiding at every step. The same cannot be claimed for start-ups that constitute 

five-six developers. There by, innovation is greatly threatened if solution is not arrived at. As 

a result, the following research questions are framed and described below: 

 

RQ1: What are the existing processes, techniques, tools, methods used in the mHealth app 

development that help the practitioners build a compliant product?  
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Description: The question investigates the techniques, tools, methods and processes used in 

mHealth app development. Techniques, tools, methods, processes could be anything as 

simple as a compliance management tool or as complex as software techniques used to 

extract relevant rules from policies or aid in achieving development of a compliant mobile 

health app. This question is instrumental in finding out the current practices followed by app 

developers. This question will gather evidences and help researchers to improvise 

techniques, tools, methods that can help the app developers in real-time. Further, 

‘techniques, tools, methods and processes’ are words used to identify the current practices. 

The aim of the study is not to segregate the obtained results into techniques, tools, methods 

and processes.   

 

RQ2: What are the challenges in adopting compliance in mHealth applications?  

Description: Challenges of implementing compliance is widely discussed and reported in 

literature. In [1], author claims that major challenges are awareness, interoperability, return 

of investment. However, the real practical problems from the perspective of app developers 

are not discussed in literature. This questions aims at identifying the challenges faced by app 

developers. By identifying the challenges, mitigation strategies can be formed which can be 

developed as an extension to this thesis.  

 

The above mentioned research questions serves as guidelines to the results and analysis 

section of the thesis. The research questions are identified as unique identifiers of RQ1, RQ2 

throughout the document. Lastly, the findings are summarized in conclusion section of the 

thesis document.                          

3.3 Research Methodology Overview 
  

   

 
Figure 3-1 Research methodology overview 

                                                     

In this subsection, an overview of research methodology is provided as depicted in Figure3-

1. After, the initial framing and refining of research questions, appropriate research 

methodology suitable to context is used to obtain results. The rationale for the research 

methodology is discussed in subsection 3.4. Two data collection methods are used to gather 

results. Prime reason for using two different collection methods is to validate the results. 

Data triangulation is performed to strengthen the results found. Triangulation minimizes the 

inadequacies of single source research [23]. Two sources complement and verify one 

another, which reduces the impact of bias [23]. Another motivating factor to conduct an 

interview is to identify jargons and terminology that developers, best associate with. 

Interviews helped in studying and replicating how to introduce questions in a way that is 
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easy to understand and relate for the developers in questionnaire. This helped greatly in 

constructing survey instrument.  

In the Figure 3-1, overview of research methodology is depicted. Two data collection 

methods for the research methodology are used. Interview followed by survey questionnaire. 

Thematic analysis is chosen as the method of analysis for the interview results. Chi-square 

analysis is performed for the survey results. Analysis of results generates theory. The theory 

answers both research questions RQ1 and RQ2.   

3.4 Rationale for Research Methodology  
 

Before deciding a methodology for the study, the main problem was with scope. The entire 

scope had to be re-iterated again. The objective to formulate the aforementioned research 

question comes from the prior inquisitive and investigative idea of defining a process to 

develop a compliant app for the developers. Before designing a process, it was necessary to 

ascertain the current practices in the industry and this led to the formulation of research 

question.   

The main challenge was to find a suitable research methodology that would give relevant 

and good results in an area that is less explored within stipulated time and available 

resources. The research methodologies that are refuted are given below and the reasons are 

also provided alongside, 

1. Survey, as a research method would gather the data from a larger audience and 

provide insights into different approaches and methods used by app developers. 

Survey research can aid as explanatory research by identifying concepts to be 

measured and used in developing descriptive concepts for explanatory survey [24] 

[25]. Though it forms a better research method to study the research questions, it 

requires a larger number of participants.  

 

2. Experiment: A experiment is an investigation of a testable hypothesis where one or 

more independent variables are manipulated to measure their effect on one or more 

dependent variables [26]. Since, there are no hypotheses framed to accept or refute, 

experiment as a research method is dropped for the study.  

 

3. Action Research: In action research, the researchers attempt to solve a real-world 

problem while simultaneously studying the experience of solving the problem [27]. 

The entire study revolves around how app developers create a complaint app which 

can be treated as a problem. Although action research would have suited the study, a 

pre-condition to action research is to have a problem owner. He/She must be willing 

to collaborate to both identify a problem, and engage in an effort to solve it. Due to 

taxing resources and very short time available to finish Master thesis, the idea to 

conduct action research is not pursued.  

Case-Study: Yin defines, “an empirical inquiry that investigates a contemporary 

phenomenon within its real-life context, especially when the boundaries between 

phenomenon and context are not clearly evident” [28][29]. It studies the cause-effect 

relationships of why a phenomenon can reveal the mechanism by which cause-effect 

relationships occur. In this study, the focus is about finding out different kinds of strategies 

used in creating a complaint app. Case study complements in identifying the strategies by 

studying them in-depth. Thus, case study methodology forms an appropriate research method 

to conduct on this domain. The study is conducted in two parts:  
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1. Semi- structured interview [30]: Author did not find sufficient literature that 

constitutes solid body of knowledge which led to the need for in-depth interview. By 

this, the perspective and jargons used by app developers is known. Another 

advantage of conducting semi-structured interview is the results help in creating a 

reliable survey instrument. It was more feasible to conduct a semi-structured 

interview since it helped in evolving questions as the interview progressed thereby 

providing more information on the topic. However, a set of few questions were 

already drafted that helped the author to focus on the topic if the author found the 

interview drifted from the topic of interest.  

  

2. Web based Survey [30]: The survey questionnaire acts as an instrument in gathering 

results for the study. Of the available kinds of surveys such as telephone, mail, group 

administered surveys; a web-based survey is more appropriate. Respondents are 

more likely to provide more thoughtful and honest opinions via web-based survey 

which motivated the author to conduct a web-based survey. Further, a web based 

survey is more economical.   

3.5 Case Study Design  

The research design adopted is explained in detail in the remainder of the section.  

3.5.1 Case and its unit of analysis 
 

It is necessary to identify the case and unit of analysis. Yin describes case as “contemporary 

phenomenon in real-life context” [28][29]. The contemporary phenomenon i.e., case is 

mobile health apps and the unit of analysis is the strategies used by the app developers which 

is majorly the techniques, methods, processes and tools used by the developers that will be 

focused upon in the study.  

3.5.2 Case study protocol 
 

The case study design involves a design protocol. The case study design was carried out by 

the guidelines of [31]. The design protocol majorly includes data collection protocol and 

analysis protocol. Both the data collection and analysis protocol are summarized below: 

3.5.2.1 Data collection protocol 

The first task in designing interview was to identify the sample of the population to be 

interviewed. Along with purposeful sampling and convenience sampling is the chosen 

strategy to sample the interviewees in the study. Convenience sampling is a strategy that 

serves as an open period of recruitment that continues until a set of number of subjects are 

enrolled [32]. This step was quite time consuming in itself. The following steps depicted in 

the Figure 3-2 were followed to obtain the sample. The first task involved market research of 

companies and finding out companies from the known contacts. The candidate companies 

were selected on the basis of following checklist:  

 Is based on mHealth domain  

 Experience in creating mobile apps  

 Have dealt with compliance approaches  

All the companies were contacted through mail. If the companies replied within 5 

working days, then a mail was placed to HR to arrange an interview with app developers, 

else, a call was placed to company executive for the same. In the process four interviewees 

were identified. The response rate from the companies was seen as 10%. 
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Figure 3-2 Selection of Interviewees 

  

Before proceeding to final execution of interview, mock-interview sessions were 

conducted with classmates who volunteered. This practice was to prepare well in advance to 

get comfortable with the interview environment. Another advantage of conducting mock-

interviews was to identify flaws in the interview time plan and improve the plan accordingly. 

Initial time plan of 50 mins was brought down to 30mins of effective interview after 

conducting mock-interviews.  Execution of interview based on time line is given below in 

the Table 3-2:  

 

Phase Subject Time Allotted 

P1 Introduction, Context, Terms of Confidentiality  3 mins 

P2 Interview Questions 25 mins 

P3 Concluding comments and Contact Information  2 mins 

Table 3-2Timeline of Interview 

 

The above three phases were executed in more or less 30-40 mins. Two interviews, 

extended five or ten mins more. Open-ended questions were used throughout interview. That 

helped in gathering information about the topic in great detail [33]. The questions were re-

framed until the questions were found appropriate to extract answers for research questions. 

The questions were reviewed by supervisor. Probing questions were used to get effective 

answers from the interviewees. However, a problem faced with semi-structured interview 

was drifting away from the topic of interest. To resolve the problem, topic cards were used 

that helped keep focus on the topic whenever the topic got drifted during conversation. The 

questions asked in the interview are described in the Appendix A. A set of follow-up 

questionnaire was sent to support the answers asked in interview when the author wanted 

further information. Also, another follow-up questionnaire was sent to evaluate the quality of 

questions and interview session based on:  

1. Readability 

2. Usability  

3. Complexity  

4. Understandability  

5. Suitability of questions.  

The response of the interviewees was satisfactory. All the interviewees accepted to a good 

quality of questions and interview session conducted on the basis of above parameters.  

In this section, the details about data collection are presented. The list of software tools used 

to collect data is given below in the Table 3-3:  

 

Interviewee Data Collection Tool Time of Interview Recorded  
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ID  

Interviewee1 Mobile VoIP  35 mins Notes  

Interviewee2 FaceTime Audio 40 mins Recorded 

Interviewee3 Skype 35 mins Recorded 

Interviewee4 Skype 43 mins Recorded 
Table 3-3 Data collection 

 

Of the four interviewees that were performed, three of the interviews were recorded. 

While only one interview could not be recorded due to technical problem. Most of the 

interviews fell between the times of 35 mins – 45 mins. Data of the interview was collected 

in various tools. A standard data collection method was not established. A database was 

created to store the results.  

3.5.2.2 Analysis Protocol 

 

Thematic analysis is a widely used qualitative analysis method in software engineering as it 

provides deeper understanding about the data content. It forms the right analysis method 

since, it is imperative to obtain results from a large audience and gain multiple perspectives 

for the study. Thematic analysis helps gather multiple perspectives. There are various ways 

to conduct thematic analysis. Baun and Clarke describe thematic analysis as a method for 

identifying, analyzing and reporting themes within data [34]. The author describes six phases 

of analysis [34]:  

1. Familiarizing with data 

2. Generating initial codes 

3. Searching for themes  

4. Reviewing themes 

5. Defining and naming themes 

6. Producing report  

Both semantic and latent themes are used in the process of identifying themes from the 

data. With a semantic approach, the themes are identified within the explicit or surface 

meanings of the data and the analyst is not looking for anything beyond what a participant 

has said or what has been written [34]. In contrast, a thematic analysis at the latent level goes 

beyond the semantic content of the data, and starts to identify or examine the underlying 

ideas, assumptions, and conceptualisations – and ideologies - that are theorised as shaping or 

informing the semantic content of the data [34]. Ideally thematic analysis should involve 

several researchers with themes being developed by using discussions with interview 

subjects or other researchers to capture the multiple. Since, the research is carried out only 

by one author, this proves as a limitation. However, the author’s analysis is reviewed by 

supervisor. Further information on the process of carrying out thematic analysis is mentioned 

in section 4.1.2.  

3.6 Survey Overview  
 

Survey of the app developers in the field of mHealth domain was conducted. Collection of 

data is necessary to understand the strategy and practices approached by a larger audience. 
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       Figure 3-3 Survey- Overview 

 

The overview of the survey research methodology is described in the Figure 3-4. In section 

3.6.1, survey design process is explained. The method of data collection is discussed in 

section 3.6.2 and the analysis method used for the survey is discussed in section 3.6.3.   

3.6.1 Survey Design and Execution Process 
 

The survey design and execution process is described in the following sub sections. In 

section 3.6.1.1, population sampling is described. Distribution of survey is described in 

section 3.6.1.2. Scheduling of survey and survey instrumentation is described in section 

3.6.1.3 and 3.6.1.4. Finally, validation of survey instrument is described in section 3.6.1.5.  

3.6.1.1 Population Sampling: Identifying focus groups  

 

For the survey to represent the population, it is necessary to select the appropriate sample. 

Survey questionnaire is to be circulated to the sample. Selecting the right sample is essential 

for any research study. As specified by Kitchenham and Pfleeger [35], a valid sample is a 

representative subset of the targeted population. Since the research deals with creating 

complaint mHealth app by app developers, valid sample for the study would be app 

developers with prior experience of developing health related apps on mobile platform. The 

sampling methods are categorized into two types: probabilistic and non-probabilistic [35]. A 

probabilistic sample is the type of sampling where the members of the targeted population 

are known and have non-zero probability in being involved in the sample set. A non-

probabilistic sample is the type of sample where respondents are chosen because they are 

easily accessible or the researchers have some justification for believing that they are 

representative of the population [35]. This type of sampling includes the methods of 

convenience sampling, snowball sampling, quota sampling and focus groups. The type of 

sample used in this research is a non-probabilistic sample, as the target population for this 

research is specific. The author has used convenience-sampling method, which involves 

obtaining responses from those people who are available and willing to take part [35].  

3.6.1.2 Distribution of survey questionnaire 

The respondents of the survey should most specifically have had experience in development 

of mHealth app. Resources for survey is identified from the given below list of social 

network: 

1. Linkedin  

2. Facebook groups 

3. Google groups  



 

  22 

There was another major problem finding groups specific to mHealth development. 

Conceptually, mHealth app development is subset of app development. Hence, groups that 

deal with mHealth development were chosen. However, clear specification about the pre-

requisite to answering the questionnaire of having experience in development of mHealth 

app was mentioned. The groups targeted in the social networking sites mentioned above are:  

1. Mobile app developer  

2. Mobile app developers for ios, android, widows 

3. Innovative app users and developers 

      Apart from the above mentioned social networking sites, individual mailing list was 

compiled to send questionnaires to companies that dealt with mHealth app development.  

The prime reason for posting the questionnaire in the above mentioned groups is because of 

ease of access to respondents. Research groups were not approached for a basic reason that 

the study focusses on app developers’ perspective. It was ensured that the survey 

questionnaire was posted in all groups and forwarded to companies within the same 

timeframe to avoid any sort of time lag between the responses obtained.  

3.6.1.3 Scheduling of Survey   

 

Pilot survey for improvisations in the questionnaire followed for two weeks.  Survey 

questionnaire was scheduled for a period of three weeks based on the results obtained and 

also, because of the time constraint to complete thesis. The survey tool was switched off 

from accepting responses after three weeks.  

3.6.1.4 Survey Instrumentation 

 

In designing the questionnaire, two types of questions were used namely, open-ended and 

close-ended questions [33]. However, most of the questions framed are closed-ended in 

nature. At first, open-ended questionnaire was framed to gather different kinds of techniques, 

processes, methods and techniques used by developers. However, the author failed to obtain 

minimum responses for the open-ended questions and thus, decided to frame closed-ended 

questions by considering interview results. The closed ended questions were majorly 

developed with the results from interview. This guided in developing questionnaire for 

survey. Furthermore, before starting with questionnaire, each and every terminology 

provided in the table were supplemented with definitions in another section.  

 

 
Figure 3-4 Part1 of questionnaire 

     

 

The first part (Figure 3-5) deals with gathering the demographic of respondent gathering 

information about the number of years of experience and the country he/she belongs to. Not 

many questions were asked in the introductory session regarding the type of project working 

on such that the respondent could directly streamline his/her focus in answering the crucial 

questions.  

 



 

  23 

 
Figure 3-5 Part2 of questionnaire 

 

The second part (Figure 3-6) of the questionnaire answers the RQ1, identifying tools, 

techniques and methods that the developers perceive as useful. A five point scale of 

usefulness is given against the list of tools, techniques, methods to classify them into very 

useful, somewhat useful, of little use, useless and don’t know.  

 

 
Figure 3-6 Part3 of questionnaire 

  

Third part of questionnaire (Figure 3-7) deals with questions on process models, data 

security measures. Question on process model was posed to know if agile was still preferred 

over waterfall model for the secure development or if a completely unknown model is being 

used in practice that complements development of mHealth app. Generally, safety critical 

systems are built using waterfall model. This question was to identify the process models 

being used by developers.  

Fourth part (Figure 3-8) deals with questions regarding challenges specific to each theme 

identified from the interview results namely, legal regulations, human factors, 

technical/technology and design.  
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Figure 3-7 Part4 of questionnaire 

 

 

In the fifth part (Figure 3-9), the respondent’s acceptance of the devised guideline is asked. 

Further, if they choose to dis-agree then they are asked to specify additional suggestions.   
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Figure 3-8 Part5 of questionnaire 

 

In the final part (Figure3-10) of the questionnaire, respondents’ recommendations are to 

be listed. The respondents comfortable with leaving their personal mail ID and contact 

number are encouraged to provide their details. 

 

 
Figure 3-9 Part6 of questionnaire 

 

3.6.1.5 Validation of Survey Instrument  

 

After developing survey instrument, the questionnaire must be validated. As mentioned by 

Kitchenham and Pfleeger [35], the questionnaire has to be pre tested so as to check the 

understandability of the questions, assessing the response rate, evaluating the reliability and 

validity and ensuring the data analysis techniques match the expected responses. Validation 

of survey questionnaire was performed by following the steps in sequential manner in the 

flowchart depicted in Figure3-11. 

The first step involves identifying respondents for study. The second step includes 

framing questions. The questions are framed by using literature and interview. Number of 

iterations followed in framing a right survey instrument. Third step involves performing pilot 

testing. The pilot testing was conducted amongst author’s fellow companions to calculate 

time. The questionnaire was sent to the interviewees and their feedback was taken to 

construct the questionnaire. The next step that followed is, evaluate reliability of the 

questions framed and the time taken to complete the questionnaire. If the author is satisfied 

then the survey is conducted. Final step involves reporting results. If the author does not 

reach satisfaction then the questions are framed again. The iterations are shown in Table 3-4.  
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Figure 3-10 Validation of survey questionnaire 

 

 

Criteria  Iteration 1  Iteration 2 Iteration 3 Iteration 
4 

Understand
ability of 
questions 

Questions are 
not 
understandable 
by the users. 
Open-ended 
questions did 
not consist of 
any cues.  

Questions 
are simple, 
lucid and 
framed to 
the point. 
Changed to 
closed-ended 
questions.  

Many questions 
were 
eliminated to 
bring down the 
number. The 
questions are 
simple, lucid.     

Respond
ents 
found 
the 
question
s 
understa
ndable.  

Time to 
complete 

45 mins 45 mins 20 mins 15 mins 

Number of 
Questions 

22 22 15 13 

Table 3-4 Iterations of questionnaire 

 

Initially, 22 questions were framed for the questionnaire. Most of the questions are open-

ended questions. It included questions to motivate the need for compliance in healthcare 

domain. Questions regarding what how they perceived compliance and lot more were asked. 

Respondents could not understand the point of view of questions. Moreover, the questions 

framed were too lengthy and complicated. In the next iteration measures were taken to 

construct simple, easy to understand questions. Answering questions prioritized over time 

taken to complete the survey. Attempt at creating meaningful questions that could be easily 

comprehended by respondents not from the field was quite successful. From the suggestions 

of researchers, the number of questions was reduced to 15.  These questions took 20 mins of 

time to answer. This involved grouping of questions related to same theme. Iteration was 

performed to reduce the number from 15 questions to 13 questions. This iteration was 
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satisfactory in terms of the quality of questions framed and time taken to complete the 

questionnaire. 

3.6.1.6 Pilot Survey  

 

Pilot survey creates a window to eliminate the possible errors that are overlooked. The 

objective of the pilot survey is to take a decision if conducting survey at the sample worth 

the effort. Since pilot survey, primarily deals with conducting survey for a small size of 

sample to witness if the attempt turns successful at gathering results. In the pilot survey that 

was carried out, the questionnaire was modified several times.  

3.6.2 Data Collection  
 

Survey results were collected in excels sheets. Google forms have a provision for accepting 

the responses. The same tool was used to gather the responses from the respondents. With 

the data collected, inclusion and exclusion criteria were performed over the data to ensure 

quality of data. The data thus, collected was analyzed and the analysis of the data is 

discussed in section 4.2.  

3.6.3  Data Analysis 
 
The results obtained from survey are predominantly quantitative in nature. These results 

were to be analyzed by means of chi-square tests. The chi-square test of significance is 

essentially concerned with the differences between the frequencies that are obtained from the 

sample survey and those that could be expected to be obtained if there were no differences 

among the categories of the variables [36]. Additionally, chi-square was performed to 

statistically validate the observed variance between categorical data set. The data obtained 

from excel sheet was refined and the relevant data was extracted. Heat maps were created for 

the data set that contained categorical data. This gave a clear distinction of the variation of 

count value. Wherever necessary, pie charts and histograms were presented to display 

numerical data.  

Cross tabular analysis is not performed majorly because the general information gathered is:  

1. Location of respondents: This does not signify any relationship with techniques, 

tools, methods and processes or challenges.  

2. Size of company: Size of company is used to filter the responses since the research 

aims at studying small scale companies.  

3. Years of experience: Years of experience can also not be considered upon the 

assumption that the field is relatively new and the number of developers with 

combined knowledge on compliance and development is very minimal in small scale 

companies. There is a possibility to identify a respondent with more than five years 

of experience. But, that experience solely contributes to development field and 

doesn’t guarantee on the experience of the developer in handling compliance 

approaches since the field is relatively new.  

There is no need for ranking of results. Thus, descriptive statistics is eliminated. Further, it 

descriptive analysis provides information on mean, median and standard deviation which 

does not provide any interesting additions to the result obtained. Hence, descriptive analysis 

is also rejected.  
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4 RESULTS AND ANALYSIS  
 

This section presents a comprehensive account of analysis of interview and survey results. 

The remainder of the chapter is divided into two sections. Section 4.1 discusses the interview 

results and section 4.2 discusses the survey results. Both the sections aim at answering the 

research questions RQ1 and RQ2.  

4.1 Interview Results  
 

In this section, answers to research RQ1 and RQ2 are presented in the table in the section 

4.1.3 and section 4.1.4 respectively. Section 4.1.1 provides an introduction to study subjects 

and interviewee demographics. Section 4.1.2 provides a glimpse of the steps involved in 

analysis of the open ended questions of interviews. It discusses in detail about the extraction 

of codes, generation of themes and higher-order themes performed in relation to study. 

Furthermore, a guideline (See section 4.1.5) is devised from the obtained responses collected 

in the interview that can help developers focus on key aspects with regards to development 

of a health care mobile application (m-health app).  

 

4.1.1 Study subjects and Interviewee demographics  
 

    This section describes about the study subjects and interviewee demographics in detail. In 

the study conducted, the number of interviews is limited to four because of the unavailability 

of resources in the available time and time constraint to complete thesis within timeframe. 

Figure 3-3 in the section 3.5.1 explains the process of arriving at the select interviewees 

which consumed more time and effort. The possible explanation (See the checklist of section 

4.5.1) can be the need to find participants adept in development of mobile health app added 

with first-hand experience of having exposed to compliance approaches. Initially, six 

interviews were conducted of which, two interviews were totally excluded from the study 

because of poor quality of results. The response rate of companies/participants accepting for 

interview was as low as 10% (6 out of 60). This justifies for the limited number of interviews 

conducted for the study.  

     In the interview that was conducted, most of the interviewees didn’t provide examples 

directly from the product (mobile health app) developed by them because of confidentiality 

reasons. They however, substituted the answers with scenarios, situations and their past 

failures that indirectly redirects to the required answers. 

In the interview that was conducted following observations are made: Majority of the 

interviewees is from the USA. All the participants majorly belonged to similar size of 

organizations. The number of years of experience of the subjects range between 2-5 years. 

Given below is the table of study subjects and interviewee demographics in Table 4-1.   

 

Inter

view

ee 

ID  

Role Size of 

organizati

on 

Geograp

hical 

Location  

Number of 

years of 

experience 

(In 

development

) 

Time 

spent (In 

minutes) 

Type of 

applicati

on 

Inter

view

ee1 

Executive 

Director, 

Development 

Team Head 

Small-scale USA 3  35 Clinical 

assistance 

Inter Developer  Small-scale USA 5 40 Diagnosis  
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view

ee2 

Inter

view

ee3 

Developer  Start-up USA 4 30 Reminder 

app: 

Medicine 

to be 

taken.  

Inter

view

ee4 

Developer  Start-up India 2 25 Store 

health 

reports 
Table 4-1Study Subjects and interviewee demographics 

                                                     

4.1.2 Analysis of Interview Results – A glimpse  
 

In this sub-section, details on step by step analysis of interview results are presented. 

Analysis of interview results is performed by following the instructions given for thematic 

analysis by Baun&Clarke [34]. In this interview study, author participated in all the steps 

that are described below [34]:  

4.1.2.1 Familiarizing with data  

 

In this step essentially, researchers are expected to get acquainted with data. Transcription of 

verbal data is performed as a fundamental step. After which, re-reading of the texts is 

performed. As Baun and Clarke suggest, it is vital that you immerse yourself in the data to 

the extent that you are familiar with the depth and breadth of the content [34].  Re-reading is 

primarily done to get involved with the data.  Hence, extensive notes to recording files were 

taken while elucidating interviewee’s response (Figure 4-1). Extensive notes in turn, gave 

ideas to develop latent themes.  

 

 
Figure 4-1 Developing latent themes 

4.1.2.2 Generating initial codes  

 

NVivo tool was used to generate codes for the transcribed data. It took a while for the author 

to get used to NVivo tool. NVIVO is a computer program for qualitative data analysis that 

allows one to import and code textual data, edit the text; retrieve, review and recode coded 

data; search for combinations of words in the text or patterns in the coding; and import from 

or export data to other platforms [37]. Codes were generated for the text. Re-reading of 

coded texts was performed to observe if the codes obtained could be matched to previously 

obtained codes (Figure 4-2). This involved much iteration until a satisfaction of saturation 

was arrived.  
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Figure 4-2 Identifying codes in NVivo 

4.1.2.3 Searching for themes  

 

Searching for themes involves categorizing codes into themes. From the themes that emerge, 

higher-order themes are generated (Figure4-3). Firstly, initial codes that were identified were 

classified into two categories based on the research questions. Each main category was 

further divided to present sub-themes. Both bottoms-up and top-down approach were used to 

ensure consistency of the themes and codes derived. The codes related to sub-themes were 

grouped together. The codes that did not fall into either of the category were grouped into a 

new category. This step ensured that any prospective data is not disregarded from the study.   

 

 
           Figure 4-3Developing themes for the code 

 

4.1.2.4 Reviewing themes  

 

In this step, themes were re-read and analysed according to the context. It is very important 

that the themes reflect the actual data. The objective of this step is to ensure relevance of 

themes. In the process of refining the themes, new codes were identified, old ones were 

eliminated. If the new codes could be related to the already developed categories, they were 

grouped along with them else a new category was constructed. The purpose is to obtain near 

to accurate representation of data set [34].   

4.1.2.5 Defining and naming themes  

 

In this step, consistency of theme and scope were checked. This step is a continuation of the 

above step where the scope and coherence is examined. This step is decisive in answering 

the research questions. Generated themes need to be more meaningful and in turn, present a 

story as stated by Braun and Clarke [34]. The codes that are categorized must explain the 

same theme. Author had performed several iterations in this step too. Re-naming of few 

themes was performed to co-relate with the code. The themes for the study are mentioned in 

Table 4-2.  
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Categories 

(Higher-

order 

theme) 

Themes Codes Inclusion Criteria 

Research Question RQ1 

 

 

 

 

Tools, 

techniques, 

methods 

and 

processes 

Extraction of rules 

from policies 

Document analysis, 

Trial and error, 

Network diagram, 

WBS, Graphical map, 

information resource 

manager.  

Relevance, Count of 

occurrence 

Platform API Relevance, Count of 

occurrence 

Data Security Physical, 

Administrative, 

Technological  

Relevance, Count of 

occurrence 

Research Question RQ2 

Challenges  Legal regulations Awareness, Evolving 

rules & regulations, 

Uncertain rules, Market 

forces, No thorough 

guideline,  No semantic 

standard worldwide 

Relevance, Count of 

occurrence 

Human factors  Ease of use,  Accepting 

new technology  

Relevance, Count of 

occurrence 

Technical/Technology  Expertise in creating 

clinical device, 

Uncertainties in internet 

strategies,  Separation 

of content from 

transaction 

Relevance, Count of 

occurrence 

Design  Usability, Architecture, 

Interoperability 

Relevance, Count of 

occurrence 

Table 4-2Themes, Codes and Inclusion criteria 

 

4.1.3 RQ1 - existing processes, techniques, tools, methods 
 

This section answers the research question RQ1 related to the current practices of app 

developers in creating a compliant app. Tools, techniques, method and processes facilitating 

in complaint app development are discussed. One major problem faced by author was in the 

naming convention of theme for the processes, techniques, tools and methods. Since, the 

answers obtained from the interviewees were mostly descriptive in nature author had to 

study the answer and decide an appropriate name for the theme. This step involved much 

iteration. So, in the reminder of the section, the most suitable name for the theme is assigned 

by the author. The themes and sub-themes identified are presented in the Table 4-3.  

4.1.3.1 Extraction of rules from policies  

 

     The results of research found that extraction of rules from policies is a crucial 

fundamental step in creating a mobile health app that is compliant. Policies are framed by 

government organizations. These policies act as the governing laws.  From the ocean of 

policies, it is crucial to identify the set of rules that are relevant for the type and kind of app 

to be developed. Only when the right set of rules is extracted from the policies, the developer 
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can develop a compliant app. Methods and techniques used to achieve extraction of rules 

from policies are discussed below:  

4.1.3.1.1 Document analysis   

 

Document analysis is identified as a method of gathering varied perspectives on the policies 

there by arriving at the right set of rules from policies. The first step involves familiarizing 

oneself about the current rules and regulations in the market. The next step involves 

extensive discussions coupled with presentations. The document analysis carried out along 

with team members provided an environment of varied interpretations. Gathering different 

interpretations is the major objective of the document analysis. The term ‘document’ in 

‘document analysis’ refers to all the artefacts that aid in achieving compliance.  

 

“To describe in detail what we do in document analysis; the first task involves immersing 

into the ocean of information. This can be done right from the start by using tools like 

google, opening FDA website and reading more about HIPAA from various other sources. 

There on, shifting focus on areas that is relatively important from the point of view of 

compliance. Basically speaking, studying tiny details. We try to gather as much information 

possible. I would call this step information overloading. After which we start to pour out 

interpretations, understanding and findings.  Finally, we start to prioritize the rules from 

policies according to the nature of the app.” –Interviewee1 
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High-order 

themes 

Themes (X) Explanation of how the X helps to become 

compliant 

Extraction of 

rules 

Document 

analysis 

The method of gathering varied perspectives on the 

policies there by arriving at the right set of rules 

from policies.   

Trial & Error The technique of re-iterating the entire process of 

development until the success of product is 

achieved.  

Network 

diagram 

Essentially, to map higher-order regulatory 

requirements with primitive requirements. Each 

node indicates the node from policies.  

WBS A structured process for identifying the relevant 

policies. It served like an instruction manual for the 

developers to arrive at set of rules from policies.  

Graphical map A collection of artefacts associated with compliance 

structured in the form of a map to derive rules from 

policies. 

Information 

management 

software 

Essentially collection of past data that can help trace 

the data from the decisions models for future use 

automating the entire process.  

Platform  API  Serves as a platform to easily deliver the app that 

can help handle compliance issues to some extent.   

Data 

Security  

Physical 

safeguards 

Facility access control, workstation and device 

security. 

 Administrative 

safeguards 

Information access management, workforce training 

and management, evaluation. 

 Technological    

safeguards 

Access control, audit control, integrity control, 

transmission security. 

Table 4-3 Tools, techniques, methods, process 

 

Interviewee argues that the policies are difficult to comprehend and replicate. He further 

adds and supports the use of document analysis to interpret the meaning of rules. To make 

this method effective, all the team members are asked to join the discussion thereby giving 

different interpretations to the policy. He specifically states that HIPAA as a regulation is 

prescriptive in nature and can be interpreted in many ways unlike a well devised guideline.   

 

“Document analysis yes did help. What we would do is sit as group. Start discussing what 

each rules in polices are meant for. Gather maximum information. Everyone’s views are 

taken that way we make sure we get different interpretations. For you know HIPAA is 

completely prescriptive and left to imagination of a person.” – Interviewee 4 

 

Developers are unsure of the rules that are documented. Also, document analysis cannot be 

completely regarded as an effective method in finding relevant rules from the policies.  

 

“When it comes to extracting right set of rules from policies we are not completely sure if 

what we put there by document analysis is right. I won’t say document analysis is one of the 

best ways to do the job. Unless we test the waters we can’t be really sure of a thing. Being a 

start-up with relatively 5-10 people it is necessary that we cut down the costs. We would 

definitely prefer in-house compliance techniques.” – Interviewee 2 
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Interviewees claim that the uncertainty of the documented rules from policies can be 

accounted to the evolving policies and the requirements of health industry. This is further 

discussed in challenges sub-section 5.2.2. 

4.1.3.1.2 Trail &Error 

 

Trial and error method is identified as method that facilitates in finding rules and regulations. 

Only one interviewee is found to practice the method of trial and error. Trial and error can be 

defined as multiple attempts made to achieve success. From the findings, it is observed that a 

combination of two methods was used to help in extracting rules from policies. Two methods 

namely, document analysis and trial & error method is used by the interviewee.  

 

“We followed a trial and error approach for identifying the rules from policies. Combination 

of document analysis and trial & error approach helped in our case. It was rather a difficult 

process. We would sit down every single day. Analyze. Finally, create a framework that is 

useful for the development team. We go high-speed into development in order to not spend 

more time. We prototype and arrange a meeting with stakeholder for their approval. This is 

the testing phase. If we pass, we win! If we fail, we have to re-do. But, this time we get more 

information from stakeholder and their requirement.” – Interviewee 2 

 

When following trial and error approach, efforts must be put in to ensure that the error does 

not propagate into other phases of lifecycle. If the regulatory requirements extracted are 

faulty in nature, extending the development of app will result in rejection of app in the 

market.  

  

“Trial and error by far is the easiest approach. We write down our comprehension over the 

subject. We even prioritize the list of rules that are to be used in an increasing order. The 

whole point being, not to extend the error into other phases of lifecycle. Study the past apps 

that are launched in market. Study their strategies. Compare. If we are the only ones with a 

novel idea then we really have to battle it out until the last phase.” 

 

Another interviewee claims that trial and error method utilizes more resources and time. This 

can be considered as a drawback to the technique mentioned.  

 

“Trial and error method uses more resources and time. It is a hard way to learn the 

appropriate rules that must find a place. Actually, having a clear set of guidelines helps save 

lot of time in the project.” – Interviewee 3 

 

There appears to be general consensus among the app developers regarding the usage of trial 

and error method. However, the perceived benefit overshadows the dis-advantage associated 

with it. Trial and error method requires more resources and time. Yet, trial and error method 

is the easiest available approach.   

 

 

4.1.3.1.3 Network diagram  

 

Network diagram had been claimed to be in use by one of the interviewees. Only one 

interviewee stated that network diagrams assisted in creating compliant mHealth app.  

Network diagrams gave a pictorial representation of the scenario. The nodes in the network 

diagram could be mapped to other nodes and associated with design aspects of app too. Each 

node fundamentally indicated rules from policies.  
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“Well, I can’t think of a specific method in general. But, network diagrams did assist in 

chalking out regulatory requirements. It gave a bigger picture of what we were working on. 

How, the requirements are mapped to the app. For instance, a parent node would involve 

higher-order regulations that can be broken down further.” – Interviewee 3 

 

From the above statements it is clear that network diagrams can also be used to map higher-

order regulatory requirement to other primitive regulatory requirements there by creating a 

chain of rules to follow. Network diagrams assist in identifying the relevant regulatory 

requirements.  

4.1.3.1.4 Work break down structure (WBS)  

 

Work break down structure also serves the purpose of extracting rules form policies. It is 

observed that a management tool like WBS can also aid in finding relevant rules from 

policies. The WBS is customized accordingly to arrive at finding relevant rules from 

regulations.  Each level of the hierarchy has its own significance from what the interviewee 

had to state. WBS on the whole served like an instruction manual for developers to arrive at 

identifying rules from policies.  

 

“Work break down structure was also used to break down the problems. It indirectly helped 

in tracing down the rules.  For instance, problem of identifying rules stood at hierarchy level 

one of WBS. Then the other levels were automatically filled by answers to questions like why, 

how and what to arrive at. The next level was to categorize all the regulations. For app that 

is not a clinical device, hipaa was a foremost priority. Similarly the entire WBS had to be 

worked. This served as an instruction manual for us. ” – Interviewee 4 

 

Interviewee 3 also supported the use of WBS in identifying relevant rules from policies. The 

interviewee further adds that the original concept of work break down structure can be 

applied in extraction of rules from policies.  

 

“Breakdown of the components just as it is done in work break down structure which is 

technically a, management tool comes handy to solve such kind of problems. (Identifying 

rules from polices)” – Interviewee 3  

 

Overall WBS is a management tool that served as easy-to-understand instruction manual 

which helped in identifying the relevant regulatory requirements from the policies. Each 

layer of decomposition was served with questions to arrive at checklists to extract rules from 

policies.  

4.1.3.1.5 Graphical map  

 

Interviewee 2 claims that graphical map can also be used for the purpose of identifying 

relevant rules from policies. Interviewee 2 explains a graphical map as a combination of 

artefacts associated with compliance, structured in a way to gather relevant details. This 

method is instrumental in gaining a bigger picture.   

 

“We use more of graphs, the whiteboard filled with pictures, sheets, carefully looking 

through the audit systems and trying to find what is termed as pass for audit. We did a 

reverse engineering to do the same. And it works!” – Interviewee 2 

4.1.3.1.6 Information management software 

 

Few interviewees state about the need for information management software. They state that 

having information management software can help trace the data and decisions taken so far. 
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From the past data that they obtain they could also create decision models that can help them 

automate the entire system.   

  

“We use tools like information management tools. That is where the entire set of regulations 

and policies are stored. There are compliance management tools offered by IBM but we will 

have to shell out a lot. So, to save costs we rely on information resource management tools. 

These tools can enable us to save data and the strategies used thereby enabling us to make 

decision models in future.” – Interviewee 4 

 

While Interviewee 4 states that there are compliance management tools serves more or less 

with the same purpose as that of open-source information management software. To add, 

interviewee 1 explains that the rules are bound to change and having a track of data and 

decisions can help in future. There might arise need to update the app based on new 

regulations framed. In such cases, information management software can help.  

 

“We use database where we can store data pertaining to regulations. In a way it helps in 

getting back to the data. Any sort of consensus that the group comes to is updated in the 

database. That way we can keep track. Rules are always evolving. New rules can find a 

place. Healthcare segment specifically does not have a saturated body of laws. The field 

being so complex, rules are bound to change. We had to ensure that PHI is protected and we 

wanted hipaa complaint covered entities to work along. ” – Interviewee 1 

 

On the whole information resource management serves as a tool to save information on 

rules, regulations. This software can later be used to develop decision models.   

4.1.3.2 Platform 

 

This section describes the API’s used for developing the app. API is crucial to associate with 

other applications. It provides an interface for other applications to interact. Interviewees 

spoke about the need for API’s that can be easily integrated with a system that can work a 

with common data schema. There are varying data formats that are available. This data 

schema can be used by healthcare researchers to work on more standard data sets.  

 

“We used the service provided by catalyze. It has helped in delivering patient data to health 

care systems. Or in-house API development is totally time consuming and a complex 

process. It makes the task simpler for us. Like I have said, all the parties involved in the app 

development must be hipaa compliant too.”  - Interviewee 1  

 

“Requirements are very different for different stakeholders. Selling the app for regular users 

is quite different. We have available platforms for that to build like Apple research kit 

recently launched. But, when we sell the app to let’s say a pharmacy company or hospitals, 

diagnostic centers there is a real headache of checking if the compliance regulatory are 

met.” –Interviewee 2 

 

From the interview, it is known that few interviewees prefer commercial API to develop 

their app. Commercial API’s makes the job a lot easier for the developers. Commercial API 

comes with an added advantage of service being provided by the API developer. 

4.1.3.3 Data Security  

 

Ensuring data security is very crucial in the context of mobile health app development. This 

theme is equally important in developing an app that is compliant. If the patient health is not 

safe and secure then the app is violating the fundamental regulation of providing data 

security which forms important corner stones of compliant app. 
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4.1.3.3.1 Physical safeguards 

 

The physical safeguards focus on physical access of data. Interviewees explain that they 

mostly used the method of storing data into cloud that is hipaa compliant to eliminate issues 

concerning data handling.  

 

“We prefer mostly data to be collected over cloud that is hipaa compliant. This eliminates 

the overhead of taking care of data.” – Interviewee 1 

 

“Saving the data over cloud that is hipaa compliant is the physical measure taken in our 

case.”– Interviewee 3 

 

“Goes without saying, the best thing to do is to prefer a hipaa complaint cloud support to 

our storage of data.”– Interviewee 2 

 

The safeguards used by the interviewees totally depended on the kind of app developed. 

Interviewee 4 was associated in development of app that required processing of the patient 

health information. Further, one of the interviewee claims that authorized users were allowed 

to access patient health information. The physical safeguards implemented differ on the kind 

of app developed.  

 

“Only authorized users can access the data electronic patient health information. Device 

controls are also provided” – Interviewee 4 

 

It can be concluded that measures like secure storage of information on cloud and only 

authorized users alone accessing personal information were few of the physical safeguards 

adopted by the interviewees.   

4.1.3.3.2 Administrative Safeguards 

 

Administrative safeguards generally refer to actions taken by the administration to protect 

the health information. Interviewees state that safeguards like training employees, reviewing 

policies and procedures were performed.  

 

“The administrative safeguards in place are: Completing risk assessment. Also, includes 

providing employee training annually. We carry out timely review of policies and procedures 

specific to the company.” – Interviewee 1 

 

“Security awareness and training is provided to all the members of our company. This way 

all the members are aware of the regulations. Awareness is key to ensure none of us 

indirectly violating any laws specific to patient health information.” – Interviewee 2 

These are few of the administrative safeguards implemented by the developers. On the 

whole, interviewees state that administrative safeguards like risk management and awareness 

and training were carried out to ensure data security.  

4.1.3.3.3 Technological safeguards 

 

Interviewees claim to have implemented password mechanism to authenticate user 

identification and also to access patient health information.  

 

“We used measure like unique user identification by implementing a pin mechanism to 

identify the user. Automatic locking of screen was provided to ensure that the data is safe.” – 

Interviewee 1 

 



 

  38 

“We implemented passwords for user identification and password to access electronic health 

information.” – Interviewee 2 

 

“Security measures such as encryption were introduced so that the patient data is secure and 

safe.” – Interviewee 3 

 

To conclude, authentication techniques and encryption techniques were few techniques used 

by the interviewees as a measure of technological safeguards. 

4.1.3.4 Process models – Other observations  

 

In this section, process models used by developers to facilitate in development of app are 

discussed. These are the other observations observed from the data obtained through 

interview. From the findings it is known that developers use different process model. Few of 

them have customized it in a way that could help them in the process of development.  

4.1.3.4.1 Agile  

 

One of the interviewee states agile as a process model enabled them with developing a 

complaint mHealth app. Agile as a methodology is most widely used process model. 

Developers made few changes to the existing process model and used it according to the 

need and compliance was given more priority because of past experiences of failure.  

 

“Relatively, widely used agile process model is only used, with few changes. After the project 

related decisions are taken. We directly plunge into compliance part since that is priority 

one. Our past experiences have led to prioritizing compliance at the top. We came up with a 

business idea previously, we try to sell the product to a hospital but they would not be 

convinced of the product since it was lacking in being hipaa compliant.” – Interviewee 1 

4.1.3.4.2 Ad-Hoc 

 

Interviewee claims that there are no real process models in the world of start-ups. He claims 

that prioritizing of tasks helped them finish all the tasks at hand. They would breakdown all 

the phases and view them more like tasks to be done based on the priority level. All the 

phases of a lifecycle can be identified but in very dis-organized fashion.  

 

“Start-ups do not really have a process model being followed. Well, that’s the case with our 

product at least. We didn’t follow any process. It just goes with what is more important then. 

Prioritizing the tasks helps. Just like we did use WBS to break down the problem and 

prioritize the tasks to be done. It’s almost the same case. Now prioritize requirements. Then, 

design. If any changes, add them. Re-iterate. So, we heavily didn’t preach any process 

model. But, all the phases of a lifecycle can be spotted to use somewhere.” – Interviewee 2 

4.1.3.4.3 Prototyping  

 

One of the interviewee claims to use prototype as a process model. By using prototype as a 

process model, the interviewee claims that the advantage is that they could study the 

requirements of stakeholders. There by, regulatory requirements are also cross-checked in 

the process.  

 

“We wanted to design a customized model. Reading stakeholders mind is very difficult. With 

the complexity of the product, it becomes all the more difficult to understand the 

requirements. In such scenarios, prototyping helps a lot. We develop a prototype and book a 
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meet with stakeholders. If they agree, we go on with development else we chuck the entire 

prototype and start afresh.” – Interviewee 3 

 

4.1.4 RQ2 - challenges in adopting compliance 
 

This section answers research question RQ2 of identifying challenges in adopting 

compliance. This question is related to second research question of study. The results of 

from thematic analysis to answer research question is described throughout this section. 

Themes identified are shown in Table 4-4.  

4.1.4.1 Legal regulation  

 

It was identified from the study that legal regulations are major challenges in creating a 

compliant mHealth app. The codes identified for each of the legal regulation are described 

below:  

4.1.4.1.1 Awareness 

 

Awareness is identified as major problem for the study. The interviewees state that 

awareness of right regulations to follow and implement will eliminate lot of ambiguity 

surrounding the development of mobile health apps.  

 

“I would claim awareness as the number one problem. If awareness of proper guidelines are 

made then it would be a lot easier for the developers to create the app. Since the awareness 

of rules is so low. Awareness of what policies to consider is essential. What really happens 

is, when we create an app. We do not clearly understand the statements. It is more like 

Greek and Latin. Lawyers try to take away the opportunity to cash some money out of the 

situation.” – Interviewee 1 

4.1.4.1.2 Evolving rules and regulations 

 

Interviewees also claim that the evolving rules and regulations contribute as a major 

challenge. The interviewee claims that the rules keep changing. There is no way one has 

control over them. Adhering to newer regulatory requirements is again a concern.  

 

“There is no full stop to rules and regulations. They keep evolving. Someday some X realizes 

the need for Y, there again a new law is passed. It becomes a pain to really match to the ever 

evolving laws. All the more there is no end to it. So, a robust mechanism in place to ever 

evolving rules and regulations must be in place.” – Interviewee 1 
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High-order themes Themes (X) Explanation of how the X affects to become 

compliant 

Legal regulations  Awareness awareness of right regulations to follow and 

implement will eliminate lot of ambiguity 

surrounding the development of mobile health 

apps 

Evolving rules and 

regulations 

 

The complications in rules and regulations 

affects the attainment of compliance in future.  

Uncertain rules  Unreliable rules which can change in course of 

action affects achieving compliance.  

No thorough 

guidelines 

Issues with not a complete guideline with all 

the information churned out in easy to 

understand manner.  

No semantic 

standards 

worldwide  

There no acceptable standards that collaborate 

at a higher level.  

 Market forces  Based on the demand, the regulations are 

different.  

Human Factors Ease of use   Developers argue ease of use as an important 

criteria in mHealth app that cannot be 

eliminated from compliance point of view.   

 Accepting new 

technology  

Especially contributing to trust factor of 

patients/users.  

Technical/Technology Expertise  There is a requirement for experts in the field 

who integrate compliance in an application.  

 Uncertainties in 

internet strategies  

The internet technologies are changing. This 

may seemingly have an affect 

t on application.  

 Separation of 

content from 

transaction.  

For billing, mechanisms by which content can 

be separated from transactions must be made.   

Design  Usability The incorporation of compliance should not 

modify the usability of app. 

 Architecture  Architectures that do not support compliance 

demonstrate a challenge. 

 Interoperability  Interoperability acts as a challenge to the app.  

 Safety  Safety affects compliance.  

 Security  Implementing security features that serves as a 

compliant app.  

Table 4-4 challenges 

 

“There is total uncertainty prevailing in the market when it comes to policies. They keep 

changing.” – Interviewee 2 

 

“It is very difficult to keep track of the rules and regulations that keep changing. We never 

know, we work on a product. Try to build an app and by the time we release in the market a 

new policy is out. There is nothing that can be done about it. The only way to deal with the 
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situation is by staying vigilant about the policies and to have an eye over areas of concern.” 

– Interviewee 3 

 

“The major problem is that the rules and regulations keep changing. Specifically, rules do 

not remain constant. There is a whole controversy now going on about hipaa compliant e-

mails. So, you never know what might happen a little later.” – Interviewee 4  

 

Majority of interviewees share the same opinion on the evolving rules and regulations 

contributing to a major challenge to the development of mobile health app.   

4.1.4.1.3 Market forces  

 

Developers believe that demand and supply also affect the development of a mobile health 

app.  The greater the demand in the market more stringent and regulated is the field. Hence, 

the chance of more rules and policies framed to protect the interests. The same is applied in 

the market.  

 

“Market forces like demand and supply also affect the market. It is hard to quantify the 

market forces. The demand is wavering. There are many reports that state that there is a 

huge scope for market. On the contrary, there are reports that state that people taking time 

to accept the concept and use.” – Interviewee 1 

4.1.4.1.4 No thorough guidelines 

 

Interviewees believe that there are issues with guidelines. There are no lucid statements that 

can be easily comprehended by developers. The directives, regulations are not easily broken 

down into implementable steps. They are often difficult to comprehend for the developers 

with heavy jargons used.  

 

“Few follow HIPAA, HITRUST and few follow other standards. The problem being there is 

no one specific template to just follow. Specifically when it comes to Big companies surely 

do have their own wing of legal compliance advisors on board. That is not the case with us 

In fact, it would be suggested for a report to be published exquisitely for the sake of 

developers.” – Interviewee 1 

4.1.4.1.5 No semantic standards worldwide 

 

Developers also argue of the fact that there are no standard acceptable regulations 

worldwide. Different countries have their own regulations. There by, complicating the 

application of laws further.  

 

“There are different regulations in different countries. So, if I am releasing app here (US), 

there is a possibility that the customer in US downloads the app and moves to another 

continent. Then the customer is subject to laws respect to the local country.” – Interviewee 4 

 

4.1.4.2 Human factors 

 

Human factors are identified as an observed theme. This does not contribute in affecting 

creation of compliant app. This an observed theme from the data collected through interview.  

4.1.4.2.1 Ease of use  
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Developers argue that the application so developed must be easy to use for the users. Since, 

the app is finally being served for the interest of users. It becomes a challenge when the 

developers have to complement ease of use with data security. Ease of use indirectly affect 

the design of the app.  

  

“The application that is developed should be easy to use for the users. Let’s, consider a basic 

feature like updating user’s details like health reports. If the application restricts only few 

data formats then the ease of use is hindered.” – Interviewee 2 

 

“Users must be comfortable using the app. At the end of the day, the app is being created for 

users to use. So, users must be comfortable with the app. Simple details like login and 

password for the app must be provided.” – Interviewee 3 

 

“Usability of app is very important. No matter what kind of application it is. Too much of 

research is also going on in developing UX/UI. Developers must ensure that the app 

conceptual design is also including safety and privacy right from the start.” – Interviewee 4  

4.1.4.2.2 Accepting new technology   

 

Acceptance poses a serious challenge to development of a complaint mobile health 

application. Trust factor affects the acceptance of using a mobile application wherein patient 

information is accessed. The only way the trust can be provided to users is by developing the 

application fully complaint.  

 

“Users find it hard to accept any new technology. Hyperbola is the curve pattern by which 

users learn any new technology. It takes a while to learn the new technology. So, acceptance 

is a big criterion. If usability is taken care of right from the start then acceptance is going to 

be relatively easy.” – Interviewee 4 

 

“See, the healthcare services being provided on mobile is new when compared to the other 

services. Acceptance of technology might seem a problem at first stage. A market is being 

created in mobile devices for healthcare.” – Interviewee 2 

4.1.4.3 Technology/Technical 

 

The technology/technical theme is also identified to be challenge in developing a complaint 

application.  

4.1.4.3.1 Expertise  

 

There is also the need for high level of expertise when it comes to creating a compliant 

mobile health app with the multi-disciplinary field it can be associated to. This has added to 

a major challenge for the developers.  

 

“Finding the relevant expertise in technology is a major problem too especially when it 

comes to creation of clinical device. Development of a clinical device requires expertise.” – 

Interviewee 1 

 

“There is requirement of competence when it comes to development. Basic information 

listing app doesn’t require high level skill. But, when it comes to development of a complex 

app, there is requirement of good skill. That is definitely lacking in the market. ” – 

Interviewee 2 
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“Requirement of skill is proportional to complexity of apps. Knowledge and command over 

the subject is crucial for development of complex apps. We don’t see that much.” – 

Interviewee 3 

4.1.4.3.2 Uncertainties in internet strategies 

 

Interviewees claim that the uncertainties in internet strategies are also to be equally affecting 

the development of a mobile health app. With the net neutrality being widely discussed in 

few countries, developers are unsure how it is going to affect the business of app 

development.   

 

“There are uncertainties in internet strategies. There are new rules being framed. With net 

neutrality, we are unsure how the dimension changes.” – Interviewee 1 

4.1.4.3.3 Separation of content from transaction  

 

It is necessary that the patient information that is disclosed is de-identifiable. Billing makes it 

next to impossible to keep the patient information anonymous. Developers want to find a 

way to separate the billing from other functions of app.  

 

“Separation of content from transaction can help in building an app. It is very important that 

the app specifically deals with individually un-identifiable information.” – Interviewee 2 

 

“When it comes to billing and transactions, there is a whole deal of billing problems like 

covered insurance, re-imbursement of medical fees from organization. There has to be a way 

out from this problem! ” – Interviewee 3 

4.1.4.4 Design  

 

Another important challenge is design. Design forms an integral part of any application.  

4.1.4.4.1 Usability  

 

Usability of app is very important. Design must incorporate usability norms from the very 

beginning. The apps are to be designed in a way that is easy for the users which is a 

challenge in itself.  

  

“Usability as a quality must be included right from the start. To understand and observe 

users usage patterns is great deal. Now-a-days, there are usability testing platforms 

available. Yet, making a very user friendly app in mobiles is quite challenging.” – 

Interviewee 1 

 

“Usability is a major concern. Ultimately, it the users we are targeting so it is necessary that 

the app is easy to use for the apps.” – Interviewee 2 

 

“For a product to sustain in market, usability is a key factor. Ensuring usability for an app is 

major problem. There are lots of areas to look into. Design has to be appropriate.” – 

Interviewee 3   

4.1.4.4.2 Architecture  

 

Developing architecture of mobile health app is also found to be a major challenge that 

supports data security , usability and other aspects.   
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“Developing architecture for mobile app is again another challenging problem. Depending 

upon the complications involved, the architecture of app can get more complex.” – 

Interviewee 2   

 

“There are problems when it comes to architecture. It’s majorly because of the complexity 

involved.” – Interviewee 3  

 

“Architecture can also be a factor that is challenging in creating app.” – Interviewee 4  

4.1.4.4.3 Interoperability  

 

Interoperability is yet again a factor to be considered. The application must be performing on 

different platforms. It is one of the contributing challenges.    

 

“Interoperability too is a very important factor to be considered when it comes to app 

development.” – Interviewee 4   

 

“Making sure the interfaces are well connected so that the information can be exchanged 

between various other interfaces. Thus, interoperability can be claimed as a big challenge to 

development.” – Interviewee 1  

 

“The mHealth app that is developed must be in a position to work with other applications 

seamlessly. Interoperability is severely tested. We faced issues with regards to development 

in maintaining interoperability. ” – Interviewee 3   

4.1.4.4.4 Safety  

 

Interviewees state that safety must be incorporated right from the start. Mobile health 

applications have safety at a priority level one.  

 

“Safety and privacy are to be incorporated right from the start, i.e, from the beginning of 

conceptual design. Safety standards are to be met. Ensuring safety of the applications is also 

quite challenging.” – Interviewee 3  

4.1.4.4.5 Privacy  

 

Privacy of patient health information is an obligation according to laws. So, effort must to be 

taken to protect the patient health information. However, the patient health that is not 

identifiable individually can be disclosed.  

 

“Privacy of patient health information is necessary. Maintaining privacy of health 

information gets complicated with the abundant amount of data. Privacy of health data gets 

challenging.” – Interviewee 4  

 

4.1.5 Guidelines for creating a compliant app 
 

From the responses gathered in interview, a guideline is devised such that the app developers 

can follow and create an app. This guideline has been validated in the survey too. The 

guidelines are given below:  

 

1. Assess the market with regulations.  

2. Derive relevant rules from regulations.  

3. Develop privacy and security of data from conceptual design. 

4. Establish usability of mHealth app for physicians and users.  
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5. Confirm inter-operability of mHealth app.  

6. Devise a strategy for mHealth apps to be compatible with online retailers for 

transactions. 

7. Get the app audited.  

4.2 Survey Results  
 

This section discusses the survey results for research questions RQ1 and RQ2. Section 4.2.1 

presents the answers of general questions of survey describing study subjects and 

respondents demographics. The inclusion and exclusion criteria to maintain quality of data of 

the responses received are also discussed in this sub-section. Chi-square analysis is 

performed wherever needed to statistically validate the data. Answers to research question 

RQ1and RQ2 are discussed in length in section 4.2.2 and section 4.2.3 respectively.  Section 

4.2.4 discusses the results and suggestions for the proposed guideline.  Finally, section 4.2.5 

discusses the recommendations provided by the developers in a general context.  

4.2.1 Study Subjects and respondents demographics  
 

This sub-section describes about the survey respondents in detail. The general information 

gathered regarding the respondents are presented here. From the data, the following 

observations are made:  

 

 
                                                         Figure 4-4 Location of respondents 

 

On the whole number of completely filled in responses received for survey questionnaire 

was 67. The impartially filled responses were not considered for study which accounted to 

12. The demographics of the respondents are shown below in the form of pie chart. The data 

in Figure 5-1 shows that majority of respondents are from USA, followed by India, UK and 

Sweden with 55%, 28%, 8%, 6%of participation respectively. Size of the company is 

important for the study too since, the focus is aimed at studying the phenomenon in start-ups 

and small-scale companies alone. Given below is a bar graph that presents the data of the 

size of the software companies in Figure 4-5:  
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Figure 4-5 Size of company 

 

From the Figure 4-5, the following details are observed: 26 respondents belong to medium 

and large scale companies, 15 respondents belong to small scale companies and 26 

respondents belong to start-up companies. The size of the companies is divided under the 

following assumption as shown in Table 4-5:  

 

 Size Type of company Reference 

1-20  Start-ups [38] 
1-40 Small scale  [39] 
>40 Medium or Large scale   

Table 4-5 Size and type of company 

 

 
         Figure 4-6Location of respondents (Refined results) 

 

Since, the study is specifically focused on studying about start-ups and small-scale 

companies the responses received from 26 respondents are ignored. Thus, the number of 

responses collected in total for study is 41. The exclusion of select responses is explained in 

the Figure 4-7 in the form of a flowchart. This step was needed to maintain quality of data.  

The geographical distribution of 41 respondents is shown in Figure 4-6. Majority of 

respondents are from USA with a staggering 63% of participants. Participation from India, 

UK, Sweden and Canada are 27%, 5%, 3%, 2% respectively.   
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                                                     Figure 4-7Inclusion & exclusion criteria of responses 

 

 The years of experience of the respondents in tabulated in the form of a bar graph as shown 

in Figure 4-8 with the Y-axis depicting the years and the X-axis depicting the number of 

responses. From the graph, the following observations are made; there are 16 respondents 

with 2-5 years of experience. While maximum number of respondents lie in the group of 0-2 

years of experience. There are only 4 respondents with more than 5 years of experience.  

 

 
                                                                               Figure 4-8 Years of experience                                                               

 

4.2.2 RQ1 - existing processes, techniques, tools, methods 
 

In this section answers to RQ1 that answers the existing tools, techniques, methods used 

by app developers are described. The identified tools, techniques, methods are analyzed on 

the parameter of usefulness. Also, the consensus of the developers for the process models is 

also, discussed in this section.  

The data obtained for tools, techniques, methods are depicted in the form of a heat map in 

Table 4-6. The tools, techniques, methods listed in the table are essentially obtained after 

analysis of interview results. In the table below, columns describe different 

tool/technique/method while the rows measure the usefulness of the tool/technique/method.   

 

Tools, Techniques, 

Methods 

Very 

useful  

Somewhat 

useful  

Of 

little 

use 

Useless 
Don’t 

know 

Document analysis 22 18 0 0 1 

Trail & error 28 10 2 0 1 

Network diagram  15 13 8 5 0 

WBS 24 14 3 0 0 

Graphical map  14 12 6 4 5 
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Information resource 

manager 
10 13 3 8 7 

Table 4-6Tools, techniques, methods heat map 

                                                        

       For the above mentioned data, an expected R X C (rows by column) contingency table is 

generated using an online tool. The hypothesis and alternate hypothesis for the problem 

context is given below:  

 

Test statistic = Number of people who state the tools, techniques, methods are important – 

Number of people who say it is not important.  

 

Null hypothesis => Test statistics = 0 

Alternate hypothesis => Test statistics > 0 

 

For the data above, the obtained values for chi-square = 64.6, degrees of freedom = 20 

and p lies less than 0.0001. As, the p value is <0.05 at 95% confidence interval, the null 

hypothesis is rejected in the favor of alternate hypothesis. Complete data set for calculating 

the chi-square values are discussed in Appendix. Thus, it is statistically verified that there is 

observed variance is significant among the columns in the distribution of data.  

 From the above table, the following observations are made, majority of repondents find 

document analysis, trail & error, WBS as useful technique. 22 respondents find document 

analysis as the very useful techniqe. Number of respondents who find trail & error, WBS as 

useful technique on the whole are 68% and 56%, respectively. While usefulness of network 

diagram, graphical map and information manager is still arguable.  

Data security measures are divided into physical, administrative and technological based 

on the interview results (see Figure 4-9). Number of selections made for each set are given 

below in the Table 4-7 where the following notions are followed:  

1. P - Physical  

2. A – Administrative 

3. T – Technological  

4. P∩A – No. of selections for both physical and Administrative    

5. P∩T – No. of selections for both Physical and Technological   

6. A∩T – No. of selections for Administrative and Technological  

7. P∩A∩T – No. of selections for all (Physical and Administrative and Technological)  

8.     (P∩A∩T) – No. of selections for none.  

 

 
                                             Figure 4-9 Venn diagram presenting data security measures 
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Table 4-7Values of each set in Venn diagram 

 

78% of developers have answered positive about the usage of all types of data security 

measure namely physical, administrative, technological with 32 number of responses. Only 

one respondent accepted to have used physical measures. 7 respondents agree to have 

implemented physical and technological measures. Finally, one respondent agree to have 

used combination of both administrative and technological measures. From the data, the 

following observation can be made; majority of respondent have used all the measures to 

provide security to data. It is to be observed that, in general, all the regulations expect 

physical, administrative and technological measures to be adopted to provide data security 

and incorporate compliance to the app.  

   Developers were questioned about the process models used for the app development. 

The results are shown in Figure 4-10. The findings from the survey are as follows; 15 

respondents have agreed to have used ad-hoc process models where all the actions were 

performed on-the-fly. 13 out of 41 respondents agreed to have used agile process model. 12 

respondents have agreed to use a customized model. While one of the respondents 

mentioned other and didn’t respond for the follow-up questionnaire. It can be concluded that 

the agile and customized process model can be stated as very effective process model in 

achieving compliance of the mobile health app.  

 

 
Figure 4-10 Process models 

4.2.2.1 Summary  

 

Different tools, techniques, methods and processes used for creating a compliant app are 

provided in this section. The usefulness of the tools, techniques and methods are discussed. 

From the data obtained, very useful techniques are document analysis and trial & error 

methods. Secondly, majority of developers have agreed on using all the three data security 

measures namely; physical, administrative and technological. Finally, relatively equal 

number of developers is found to use agile, ad-hoc and customized process models.  

4.2.3 RQ2 - challenges in adopting compliance 
 

In this sub-section, answer to research question RQ2 that discusses the challenges of 

adopting compliance is presented. The challenges discussed here are a checklist that was 

gathered from the analysis of interview results. Each of the challenges is grouped together on 

the basis of themes. The grouped challenges are: legal regulations, human factors, 

technical/technology and design. These challenges are measured against ordinal scale 

depicting the importance level. Further, this section validates the data obtained from 

interviews.  

       In the Table 4-8 given below, the challenges of legal regulations theme are listed. Each 

of the challenge is measured against the ordinal scale of very important, important, 

somewhat important, not important and don’t know. From the data obtained, the following 

observations are made: majority of respondents believe that awareness, evolving rules and 

regulations, uncertain rules, no thorough guidelines and no semantic standards act as the 
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biggest challenges in adopting compliance. While market forces are not found to be 

important according the responses received from the developers.  

         For the data obtained, statistical analysis is performed to view if there is any observed 

variance among the categorical data. The test statistic for the data is given below:  

 

Test statistic = Number of people who find the challenges important – Number of people 

who say it is not important.  

Null hypothesis=> Test statistic = 0 

Alternate hypothesis=> Test statistics > 0 

 

The obtained values after performing chi-square test are:  chi-square= 137, degrees of 

freedom = 20 and the p-value lies less than 0.001 for degrees of freedom 20. With the 95% 

confidence interval it is observed that the p<0.05. Hence, the null hypothesis is rejected. This 

implies that significant variance is observed between each category (very important, 

important, somewhat important, not important, don’t know). The data obtained is statistically 

valid.  

 

Legal Regulations 

Very 

Important  

Important  Somewhat 

Important  

Not 

Important  

Don’t 

Know 

Awareness 25 14 2 0 0 

Evolving rules & 

regulations 

12 16 12 1 0 

Uncertain rules  13 15 5 6 2 

Market forces 2 5 13 20 1 

No thorough 

guidelines 

27 13 1 0 0 

No semantic 

standards 

worldwide 

26 13 2 0 0 

Table 4-8 Legal regulations: Heat map 

 

The challenges identified under the theme of human factors are ease of use and acceptance of 

new technology. Table 4-9 shows a heat map that stores the count of responses. Five point 

ordinal scale is plotted for the challenges identified.  Majority of developers agree on the 

note that ‘acceptance of new technology’ is very important. On a relative scale, the challenge 

‘ease of use’ can be ranked lower than ‘acceptance of new technology’.  

For the data obtained, statistical analysis is performed to view if there is any observed 

variance among the categorical data. The test statistic for the data is given below:  

 

Test statistic = Number of people who find the challenges important – Number of people 

who say it is not important.  

Null hypothesis=> Test statistic = 0 

Alternate hypothesis=> Test statistics > 0 

 

The obtained values after performing chi-square test are:  chi-square= 29.4, degrees of 

freedom = 4 and the p-value lies less than 0.001 for degrees of freedom 20. With the 95% 

confidence interval it is observed that the p<0.05. Hence, the null hypothesis is rejected. This 

implies that significant variance is observed between each category (very important, 

important, somewhat important, not important, don’t know). The data obtained is statistically 

valid.  
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Human Factors 
Very 

Important  
Important  

Somewhat 

Important  

Not 

Important  

Don’t 

Know 

Ease of use  0 21 15 5 0 

Acceptance of 

new technology  
20 15 5 1 0 

Table 4-9 Human factors: Heat map 

 

The challenges identified under technical/technology theme are ‘expertise’, ‘uncertainties’ 

and ‘billing’. A heat map is generated that depicts the number of responses received for each 

level of ordinal scale as shown in Table 4-10. From the data, the following observations are 

made:  majority of developers find the expertise and billing as a threatening challenge. 

‘Uncertainties’ falls on a low level of importance as a challenge on a relative comparison.  

For the data obtained, statistical analysis is performed to view if there is any observed 

variance among the categorical data. The test statistic for the data is given below:  

 

Test statistic = Number of people who find the challenges important – Number of people 

who say it is not important.  

Null hypothesis=> Test statistic = 0 

Alternate hypothesis=> Test statistics > 0 

 

The obtained values after performing chi-square test are:  chi-square= 84.7, degrees of 

freedom = 8 and the p-value lies less than 0.001 for degrees of freedom 8. With the 95% 

confidence interval it is observed that the p<0.05. Hence, the null hypothesis is rejected. This 

implies that significant variance is observed between each category (very important, 

important, somewhat important, not important, don’t know). The data obtained is statistically 

valid.  

 

Technical/

Technolog

y 

Very 

Important  
Important  

Somewhat 

Important  

Not 

Important  

Don’t 

Know 

Expertise  25 10 5 1 0 

Uncertaint

ies 
2 3 4 30 2 

Billing  23 14 3 0 1 

Table 4-10Technical/technology: Heat map 

                                              

The challenges identified under the theme of design are ‘usability’, ‘architecture’, 

‘interoperability’, ‘safety’ and ‘security’. Table 4-11 presents a heat map showing the data 

obtained from responses of developers. From the data, it can be stated that all the challenges 

listed under the theme of design are found important.  

For the data obtained, statistical analysis is performed to view if there is any observed 

variance among the categorical data. The test statistic for the data is given below:  

 

Test statistic = Number of people who find the challenges important – Number of people 

who say it is not important.  

Null hypothesis=> Test statistic = 0 

Alternate hypothesis=> Test statistics > 0 

 

The obtained values after performing chi-square test are:  chi-square= 45.7, degrees of 

freedom = 16 and the p-value lies less than 0.001 for degrees of freedom 16. With the 95% 

confidence interval it is observed that the p<0.05. Hence, the null hypothesis is rejected. This 

implies that significant variance is observed between each category (very important, 
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important, somewhat important, not important, don’t know). The data obtained is statistically 

valid.  

 

Design  
Very 

Important  
Important  

Somewhat 

Important  

Not 

Important  

Don’t 

Know 

Usability 17 22 2 0 0 

Architecture 13 20 7 0 1 

Interoperability  21 20 0 0 0 

Safety  32 8 1 0 0 

Security  33 7 1 0 0 

Table 4-11 Design: Heat map 

4.2.3.1 Summary  

Several challenges in adopting compliance are presented in this section. Each challenge is 

measured against 5-point scale of importance. From the data it is known that few challenges 

more important over others. The challenges that are more important for each theme are listed 

below in Table 4-12.   

 

 

Challenge Theme 

Awareness Legal regulations 

Evolving rules and 

regulations 

Legal regulations 

Uncertain rules  Legal regulations 

No thorough guidelines Legal regulations 

No semantic standards 

worldwide  

Legal regulations 

Acceptance of new 

technology  

Human factors 

Expertise Technical/technology 

Billing  Technical/technology 

Usability Design  

Architecture Design  

Interoperability  Design  

Safety  Design  

Security  Design  
Table 4-12 Challenges and themes 

                                 

4.2.4 Guidelines  
 

With the data obtained from interview, a guideline is devised that can facilitate in creation of 

a complaint mobile health app. The guidelines are as follows:  

 

1. Assess the market with regulations.  

2. Derive relevant rules from regulations.  

3. Develop privacy and security of data from conceptual design. 

4. Establish usability of mHealth app for physicians and users.  

5. Confirm inter-operability of mHealth app.  

6. Devise a strategy for mHealth apps to be compatible with online retailers for 

transactions. 

7. Perform audit control.  
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The above mentioned guidelines were listed in survey questionnaire asking the developers if 

they agreed with the proposed guidelines. The data obtained from survey shows that 79% of 

developers agree with the proposed guidelines while 29% dis-agree with few additional 

changes to integrate with guidelines. The pie-chart given below depicts the above discussed 

statistics.  

 

 
                                              Figure 4-11Acceptance of framed guidelines 

 

The suggestions received from developers are following:  

1. Standardise data structures.  

2. Maintain identity details.  

3. Introduce checkpoint at every possible access point where there is a scope of transfer 

of patient health information.  

4. Ensure that other participants offering service for the product development are 

compliant too.  

 

4.2.5 Recommendations 
 

In the additional question that was asked in the survey, the developers were asked 

to fill in additional recommendations. The following recommendations were given by 

developers:  

 

1. There must be a way to have data format that is universally accepted as a 

standard.  

2. The regulations and policies must be discussed at a global level and a 

consensus must be framed on the same.  

3. Novel approaches to associate compliance to the app must be introduced with 

extensive research.  

4. Tools, techniques, methods discussed in the survey do not completely solve 

the problem. There is a need for better measures to solve the problem.  

5. The available process model does not take the issue of compliance seriously. 

There is a need for process model that focusses on health apps.  

71% 

29% 

Acceptance of Framed Guidelines 

Yes

No
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5 DISCUSSION 
 

In this section, discussions of the obtained results are presented. In section 5.1, discussion on 

tools, techniques, methods and process is provided. Discussion on challenges is presented in 

section 5.2. This section concludes with threats to validity discussed at the end.  

5.1 Discussion on tools, techniques, methods and process  
 

This section provides a discussion on tools, techniques, methods and processes. Literature 

does not support the evidence of many tools, techniques, methods that can help the 

developers to achieve compliance in mobile health app. There are however, sophisticated 

tools used in artificial intelligence that extract legal requirements from regulations. However, 

here is a study that is entirely based on the domain of mobile health. Further, studies must be 

carried by experimenting with artificial intelligence tools, to see if they facilitate in 

achieving compliance.  

Most of the techniques uncovered from the research study are generic in nature. Most of 

the tools are identified to be project management tools such as WBS, graphical map and so 

on. It is interesting to observe that the project management tools are helping the developers 

solve the issue of compliance. Since, the study is limited to only four interviews; there is a 

possibility of missing out other practices used by developers. What this study aims to do is to 

investigate and unearth if not all, few of the practices used by the developers. This can prove 

to be an evidence and basic building block from which other studies in this area can be 

carried out. There is a need for replicating the study and extending the study to find out other 

possible techniques, tools, methods that are missed out in this study.  

When it comes to process models, the identified process models are majorly agile. Since, 

agile is a process model that delivers the product within short business time many prefer this 

model. From the response of interviewees, it can be inferred that not many process models 

do exist that involve compliance as a step in the lifecycle of development. There is a need for 

a process model that takes into account compliance too. Since, the nature of applications 

asks for priority to be given to compliance. Security and safety of the applications is very 

important for a mobile health app. In the literature, though there exists a process model 

named SEMTHA, it does not highlight compliance[19]. In the SEMTHA process model 

there exists a validation and delivery phase, that does not provide significance to compliance 

either.  

Based on the inputs received from the developers in the interview that was conducted, a 

guideline is drafted that could facilitate in development of compliant mobile health apps. The 

guideline can help the developer have an overview of what is more important and prioritize 

accordingly. In the interview conducted, one of the interviewee narrated the reasons behind 

failure of start-up that identifies achieving compliance a major problem. After having 

developed the product, the interviewee approached the stakeholder to sell the product. 

Stakeholder had refused since few regulatory requirements were not adhered by the product. 

The other argument that can arise is of the fact that the requirements were misunderstood by 

the developers. However, the requirements to match compliance are not decided by the 

stakeholders but by a different entity. The guidelines framed by them can be interpreted in 

different ways. Furthermore, the guidelines framed by entity are not saturated, they are 

constantly evolving. When the interpretations of the guidelines are different then it’s better 

to have human interactions to support in selecting relevant rules and regulations. It is hard to 

expect machines or artificial techniques to help take a decision with regards to regulations 

that can have a multiple interpretations.  
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5.2 Discussion on challenges 
 

This section discusses about challenges faced by app developers in creating a compliant app. 

This section discusses the results of interview and survey. The results show that majority of 

developers agree to the challenges that are listed. There are literature that discusses the 

challenges but on a general context. This research study aimed at studying challenges from 

the perspective of app developers.  

It is interesting to note that the answers form the developers are on the same lines of what 

was discussed in the literature. Major challenges as presented in the previous chapter are 

awareness, evolving rules and regulations, billing, safety, security and so on. To define the 

term ‘challenges’, it most importantly refers to all the possible challenges that affect the 

development of creating a compliant mobile health app. From the interview, the themes that 

appeared to be close to the topic were also grouped together and presented. These challenges 

may not contribute in affecting the development of compliant mobile health app directly but, 

they are the other observed themes. On studying the challenges listed in the results section, it 

can be stated that severe challenges are related to legal regulations and design.    

5.3 Threats to validity 
 

In this sub-section, threats to validity of the research study are presented. The construct 

validity, internal validity, external validity, reliability and theory of validity are discussed in 

sections 5.3.1, 5.3.2, 5.3.3, 5.3.4, 5.3.5, respectively.  The threats to validity for both the data 

collection methods interview and survey are mentioned in this section.  

5.3.1 Construct validity  
 

This section discusses the construct validity pertaining to the research study that was carried 

out. Construct validity can be defined as how far the research methodology captures 

concepts and theory generated according to the research questions [31]. Pilot interview was 

to prepare the author to get accustomed to the environment. The interview protocol that was 

deigned was tested in the pilot interview. Author did not influence the interviewees in any 

way. The terms and terminology to be used by the author were previously intimated to the 

interviewees via E-mail such that they could prepare beforehand. Compliance is often 

misunderstood with the definition provided in medical field which is defined as adherence to 

drug dosage prescribed by the doctor for the patient. To eliminate the ambiguity pertaining to 

definition of compliance, the definition of compliance appropriate to the context is 

discussed. To gather subject’s opinions and to understand the perspectives of the 

interviewees, complete anonymity was guaranteed. Further, to minimize the risk of 

interviewees having varied interpretations of the purpose, an interview guideline was 

forwarded that discussed about the context, the confidentiality clause and questions to be 

discussed. To minimize the risk of biased analysis by the author, the results of the interview 

were also discussed with them to identify if the author has misinterpreted or projected their 

answers in a way not put by them.  

A major limitation of the study is the number of interviews conducted was four.  

However, the interviews were performed until a saturation point was reached and this 

ensured that four interviews were sufficient. Yet it cannot be claimed that by performing 

further interviews many more approaches can be explored. From the results, it can be noticed 

that the approaches are not sufficient in solving the problem. There is further need for 

researchers to propose new methods, techniques, processes and tools that can benefit the 

developers in creating a compliant mHealth app.  

Triangulation is important and it can constitute a solid evidence when two or more data 

collection methods are used together to gather results. In this research study, two data 

collection methods were used namely, interviews and survey method. This helped greatly in 

eliminating any sort of bias the author could.  
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Further, the survey that was conducted had a pilot study that helped in recreating an 

environment of conducting survey to analyze the procedures being used. This helped in 

conducting the survey by eliminating any possible loop-holes. The survey instrument was 

thoroughly analyzed to ensure that right set of questions were provided to the respondents 

that are easy to understand and answer.  

5.3.2 Internal validity  
 

Internal validity can be explained as the validity of inferences observed between the 

presumed treatment (Factor A) and the presumed outcome (Factor B) [40].  That is when 

studying about the factors affecting A by B; there is a possibility of factor C indirectly 

affecting the outcome. In this study, in identifying the challenges affecting the creation of a 

compliant mobile health app, the additional factors that can create an impediment in 

developing a compliant app are also studied in the research. 

The process of identifying the themes, re-naming the themes took lot of time. With the 

time, there is potential risk for not understanding the context for which the interviewee made 

the statement. To eliminate the risk, follow-up questions are also asked to clarify the context. 

The similar approach was obtained for the survey results. Whenever the results were found 

to be deviating from normal response, follow-up questionnaires were sent to the respondents 

to find the reasons behind their choice. Further, the interview and survey were carried out 

right after one other to eliminate any additional new information arising in the study.   

For the survey questionnaire, there is a possibility that the respondent may not want to 

answer the question, thus, the ‘Don’t know’ option is also provided.  There is also the threat 

that the respondents did not understand the questionnaire. To overcome this, the 

questionnaire is evaluated on the basis of easy to understand and majority of respondents 

answered in positive. Further follow-up questionnaire were sent to the respondents of survey 

wherever the answers were found to be deviating from normal.  

5.3.3 External Validity 
 

External validity can be explained as to what extent the results can be generalized outside the 

study [22]. This study is based on a specific nature of company. The company size was taken 

into account in determining the phenomenon. So, the study can be majorly extended to only 

start-up or small case companies. But, the investigation about the challenges can be extended 

to other cases as well. It is very difficult in general to generalize the studies of a qualitative 

study. Replicating a qualitative research is generally difficult since identical situations 

cannot be reproduced [41]. To minimize the risk of external validity, a survey is carried out 

that provides a general perception of the same phenomenon. Yet again, by considering the 

size of the company, the generalizability of results is narrowed. The same can be accounted 

for the survey results. However, this study is majorly exploratory in nature that attempts to 

gather evidence on the current practices by the developers.  

5.3.4 Reliability  
 

Threats to reliability refer to the extent to which the results obtained are dependent on the 

author’s effort in carrying out research. This study had been performed by a single 

researcher. However, the study that was carried out was peer reviewed by other researchers 

and supervisor. Further, as suggested in [42], no pre-determined codes were made in the 

process of analyzing the interview results.  

5.3.5 Theory Validity  
 

The theory generated via interviews poses a limitation. There is a possibility to have missed 

out other key tools, techniques, methods and process or challenges by considering only four 

interviews. However, this study is termed as an exploratory study that identifies an important 

research gap. Other researchers can replicate the study other techniques, tools, methods and 
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process or challenges that are missed out. However, thematic analysis and chi-square tests 

were performed to analyze the results and mitigate the potential theory validity.  

 

5.3.6 Other limitations  
 

Other limitations for the study are discussed below:  

1. The themes and sub-themes named can be re-named in a better manner. The themes 

have been named according to what is found to be appropriate for the author. It 

requires repetition of the thesis.  

2. This majorly a study in small scale companies. The study is yet to be replicated in a 

large scale company and study its effects.  

3. Better sampling strategy could have been used to perform the study with careful pre-

planning of resources.  
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6 CONCLUSION AND FUTURE WORK 
 

This section presents the conclusion of the research study in section 6.1. Implications for 

practitioners are discussed in section 6.2. The study contribution to academic research is 

discussed in section 6.3. Finally, section 6.4 discusses the future work.  

6.1 Conclusion  
 

This research study attempts to explore the current practices used by app developers to create 

a complaint app. This research identified tools, techniques, methods and processes that are 

used by app developers that facilitate in creating a compliant mobile health app. This study 

also gathered challenges faced by app developers in creating a compliant app. The answers 

to the research questions were obtained by first conducting interviews and surveys. Using 

two distinct data collection methods helped in creating a solid body of knowledge. 

From the findings for RQ1, the most notable tools, techniques, methods are: 1) Document 

analysis – It was a method of discussing different interpretations of the same.  2) WBS 3) 

Trial and error. The most widely used process models were agile, customized models. The 

other notable topics retrieved from the analysis are data security measures. The findings 

show that majority of developers implement physical, administrative and technical measures 

to protect data. 

Regarding answers to RQ2, the prominent challenges are: Awareness, evolving rules and 

regulations, uncertain rules, no thorough guidelines, no semantic standards worldwide, 

acceptance of new technology, expertise, billing, usability, architecture, interoperability, 

safety, security.  

In conclusion, there is a need for industry-wide standards to be introduced so that the 

developers can create complaint app. There are limited tools, techniques and methods that 

help the developers create a complaint app. There are many challenges faced by developers 

in creating a compliant app. There is a need for extensive research in this area. Further, it can 

be concluded that compliance is a very important aspect of the development of mobile health 

app. 

6.2 Implications for practitioners  
 

A guideline is framed that can direct the developers the crucial steps to be taken to develop 

mobile health app. This guideline discusses the key steps that the app developers must focus 

on for their innovative endeavors. It provides essential fundamental information that 

developers can leverage on for the launch of their innovative idea. This study provides 

insights into the tools, techniques, methods and processes currently used to solve the 

problem of compliance. The app developers can use any of the listed tools, techniques, 

methods and processes to achieve their goal of creating a compliant app. 

6.3 Contribution to academic research  
 

This study contributes to the existing body of knowledge. There was a lack of literature that 

studied the current practices of app developers to handle the problem of compliance with 

regards to mobile health app. This study identifies a potential research gap that needs to be 

addressed. There are many challenges that are faced by app developers that are identified in 

the study. With many start-ups rising in the field of mobile health and the involvement of 

sensitive nature of information, there is a need for extensive research to answer the problems 

of app developers.   
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6.4 Future work  
 

This study discusses the current practices of the app developers. The research study that was 

carried out could be extended by introducing new techniques and methods to solve the 

problem of compliance. Further, a process model can be developed that provides priority to 

compliance. Since, most general process models do not have mechanisms to handle 

compliance. This study was aimed at identifying the problems with current practices. With 

the results clearly indicating more research in this area, a case study can be conducted to 

study the same aspects in detail. From the challenges that are identified, it would be 

interesting to find the measures to avoid them. Finally, examining results, it would be 

interesting to carry out further research in the area of current practices adopted by 

developers. 
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Appendix A  

Interview Questions                                          Time: 30 mins 

Introduction  I want to thank you for taking your time and attending this telephonic 

interview session today. My name is Lavanya and I am a student pursuing 

my Masters in Software Engineering working on a research topic of 

‘Survey on mHealth app developers in creating a complaint product’. 

 

Context  This interview is conducted to understand compliance, and see how 

compliance is handled from the perspective of application developers.   

 

Terms of 

Confidentiality  

All the responses given by you will be kept confidential. Responses will 

be shared only with the research team. Also, you will not be identified as 

respondent in the report. You may end the interview when you wish to and 

you also have the right to refrain from revealing any details.  

 

 Are there any questions about what I explained?  

 

Questions   

1.  As an app developer, how is compliance treated in software app 

companies? Please, explain. 

2.  Why is there a strong need for compliance? Kindly, provide justification 

for your response.   

{Healthcare and non-healthcare} 

3.  How does the compliance work in non-healthcare segment? Please, 

elaborate.  

4.  How critical is the need for compliance in health-care segment? Please, 

elaborate.  

5.  What are the different tool, techniques, procedures, methods or 

methodologies adopted in creating a complaint product? Please list.   

6.  What are the different tool, techniques, procedures, methods or 

methodologies adopted in creating a complaint product? Please list.  

7.  What different tools, techniques, procedures, methods or methodologies 

would you recommend be sustained or scaled up?  Which techniques to 

dis-continue? 

8.  What are the challenges in adopting compliance? Please, list. (Lack of 

awareness, Stringent laws, Software tools, More open process) 

9.  Is there a need for a process? Please, explain. Or What recommendations 

do you propose? 

  

Concluding 

Comments  

Is there anything that you would like to add? Any doubts to be clarified?  

Contact 

Information 

Lavanya Pampana Vinod  

Tel Number: +46707802505 

Email ID: lavanya.pampana@yahoo.com 

3mins

mi 

25min

ssmi 

2mins

mi 




