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Abstract
The cognitive radio network (CRN) concept has been proposed as
a solution to the growing demand and underutilization of the radio
spectrum. To improve the radio spectrum utilization, CRN technology
allows the coexistence of licensed and unlicensed systems over the same
spectrum. In an underlay spectrum sharing system, secondary users
(SUs) transmit simultaneously with the primary users (PUs) in the
same frequency band given that the interference caused by the SU to
the PU remains below a tolerable interference limit. Besides the transmission power limitation, a secondary network is subject to distinct
channel impairments such as fading and interference from the primary
transmissions. Also, CRNs face new security threats and challenges
due to their unique cognitive characteristics. This thesis analyzes the
performance of underlay CRNs and underlay cognitive relay networks
under spectrum sharing constraints and security constraints. Distinct
SU transmit power policies are obtained considering various interference constraints such as PU outage constraint or PU peak interference
power constraint.
The thesis is divided into an introduction and two research parts
based on peer-reviewed publications. The introduction provides an
overview of radio spectrum management, basic concepts of CRNs, and
physical layer security. In the ﬁrst research part, we study the performance of underlay CRNs with emphasis on a multiuser environment. In
Part I-A, we consider a secondary network with delay-tolerant applications and analyze the ergodic capacity. Part I-B analyzes the secondary
outage capacity which characterises the maximum data rate that can be
achieved over a channel for a given outage probability. In Part I-C, we
consider a secondary network with delay constrained applications, and
derive expressions of the outage probability and delay-limited throughput. Part I-D presents a queueing model that provides an analytical
tool to evaluate the secondary packet-level performance with multiple
classes of traﬃc considering general interarrival and service time distributions. Analytical expressions of the SU average packet transmission time, waiting time in the queue, and time spent in the system
are provided. In the second research part, we analyze the physical layer
security for underlay CRNs and underlay cognitive relay networks. Analytical expressions of the probability of non-zero secrecy capacity and
secrecy outage probability are derived. Part II-A considers a single hop
underlay CRN in the presence of multiple eavesdroppers (EAVs) and
multiple SU-Rxs. In Part II-B, an underlay cognitive relay network in
the presence of multiple secondary relays and multiple EAVs is studied.
Numerical examples illustrate that it is possible to exploit the physical
layer characteristics to achieve both security and quality of service in
CRNs while satisfying spectrum sharing constraints.
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Preface
This thesis summarizes my work within the ﬁeld of cognitive radio networks.
The work has been carried out at the Faculty of Computing, Blekinge Institute
of Technology. The thesis consists of an introduction section followed by two
research parts, which are:

Part I
A Ergodic Capacity of Multiuser Scheduling in Cognitive Radio Networks:
Analysis and Comparison
B On the Outage Capacity of an Underlay Cognitive Radio Network
C Performance Analysis of Opportunistic Scheduling with HARQ for Cognitive Radio Networks
D

A Framework for Packet Delay Analysis of Point-to-Multipoint Underlay Cognitive Radio Networks

Part II
A On Physical Layer Security for Cognitive Radio Networks with Primary
User Interference
B On Physical Layer Security for Reactive DF Cognitive Relay Networks
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Introduction

1

Motivation

In the last couple of decades, the world has experienced a considerable growth
of the mobile industry, together with an increasing number of users and increasing requirements for higher data rates and ﬂexible access to diverse services. In addition to voice communications, people are using smartphones to
access the Internet, send and receive email, watch video, play on-line games,
and use mobile apps. Other examples of current wireless services include
video conferencing, ﬁnancial transactions, social interactions, education, and
emergency. These wireless applications create an increasing demand for radio
spectrum. However, the radio spectrum that can be used for many forms of
wireless communications is a limited resource. In this regard, most critical
concerns for researchers, regulators, operators, and manufacturers are how to
manage and allocate the spectrum, and how to improve spectrum utilization.
The wireless spectrum in use today has been allocated on a dedicated
basis. That is, each wireless system is granted an exclusive license to operate
in a certain frequency band. This spectrum allocation policy provides the advantage for systems to operate at a suﬃcient transmit power without causing
interference within the geographical and frequency boundaries of each authorized system. As a result, wide area coverage can be achieved with a good
quality of service (QoS). Nonetheless, because of the demand for spectrum
from a wide range of wireless services, it is becoming diﬃcult to accommodate new systems in their own dedicated spectrum bands or to enhance existing
ones. In addition, the utilization of the radio spectrum changes signiﬁcantly
over time, space, and frequency domain. In this context, diﬀerent studies
have found that the assigned spectrum bands are underutilized. For example,
the reports in [1–5] indicate that the spectrum utilization is less than 25%
in many cities. To meet future demands in terms of spectrum eﬃciency and
system performance, the cognitive radio network (CRN) concept has been
widely considered as an eﬀective technology to improve the radio spectrum
utilization [6–13].
To increase the spectrum utilization, CRNs allow the available radio spec1
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trum to be shared among primary users (PUs) known as licensed users and
secondary users (SUs) also referred to as unlicensed users or cognitive users.
This spectrum sharing can provide a number of beneﬁts. For instance, the
same frequency band can be accessed by more than one wireless system. Further, spectrum sharing can also allow operators to more easily access spectrum
and deploy their own wireless infrastructure where it is needed. From a regulator’s viewpoint, CRNs can minimize the diﬃculty of spectrum management
and at the same time maximize spectrum utilization [14]. However, this spectrum sharing mechanism requires that the performance of PUs should not be
aﬀected by the SUs transmissions. That is, dynamic spectrum access (DSA)
must assure that the required QoS of the PU is not violated.
In CRNs, SUs may access the radio spectrum in diﬀerent ways depending
on the type of available network information and regulatory constraints. In
the CRN literature [7, 9, 12], three spectrum access paradigms, namely, interweave, overlay, and underlay schemes have been considered. The diﬀerence
between these paradigms is based on the level of cognition about the surrounding environment and diﬀerent mode of operation. In the interweave or
interference avoidance paradigm, the SUs intelligently detect spectrum holes
by sensing, and then exploit the unoccupied primary frequency bands for their
own transmissions. This scheme is also referred to as opportunistic spectrum
access (OSA) where no concurrent transmission of the PUs and SUs is allowed. On the other hand, the overlay or interference mitigating approach
allows the SUs and PUs to transmit concurrently over the same spectrum.
In this approach, the SU transmitter (SU-Tx) requires information about the
primary network and its operation, e.g., PU’s codebooks. The SU-Tx uses
the PU messages either to enhance the performance of the primary transmission through relaying the accumulated messages to the PU receiver (PU-Rx)
or to eliminate the interference generated by the PU transmitter (PU-Tx)
at the SU receiver (SU-Rx). To achieve this, the overlay paradigm employs
sophisticated signal processing and coding techniques like dirty paper coding [9]. Finally, in the underlay or interference controlling paradigm, the SU
transmits simultaneously with the PU in the same frequency band as long
as the interference inﬂicted to the PU-Rx remains below a tolerable interference limit [9, 15]. By doing so, an acceptable level of performance for both
primary and secondary networks can be guaranteed, which in turn results in
a more eﬃcient overall spectrum utilization. The information exchange about
the spectrum sharing constraints in an underlay CRN can be coordinated
through a band manager [16] or under a regulator’s supervision [17].
This thesis focuses on the underlay approach under spectrum sharing constraints, i.e., the PU shares its spectrum with an SU as long as the primary
requirements are satisﬁed. An advantage of the underlay approach over the
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interweave paradigm is its capability to operate in dense areas where the
amount of available spectrum holes could be small. In fact, the interweave
approach requires robust spectrum sensing algorithms to detect the PU activities. However, it is hard in practice to ensure perfect sensing, and in case
of missed-detection, the primary network may experience severe interference
caused by the SU transmissions. Moreover, the underlay paradigm requires
less implementation complexity compared to the overlay approach. The implementation of the overlay paradigm is challenging because of the required
knowledge of the primary messages at the SU-Tx and the need of decoding
them, as well as the encoding and decoding complexity associated with SU
transmissions in the system. Further, sharing of PU private information with
the SUs raises security concerns for the primary system.
Since the interference constraints are restrictive in the underlay CRN, not
only the coverage area of the secondary network is limited, but also the SU
transmission rate is limited. Besides the transmit power limitation, the CRN
is also subject to distinct channel impairments such as fading and interference
from the primary network to the secondary network. In particular, achieving
good QoS through a wireless channel is challenging due to the detrimental
eﬀect of fading. When a signal is transmitted through a wireless channel,
multiple copies of the signal are received at the destination due to reﬂection
and scattering. The received signal ﬂuctuates due to multipath delay spread
and Doppler spread because of the movement of the user. Hence, guaranteeing satisfactory QoS for the secondary network and simultaneously utilizing
resources eﬃciently is one of the most important concerns in CRNs for both
theoretical and practical considerations.
To enhance the performance of underlay CRNs, diversity techniques such
as multiuser diversity [18, 19] and cooperative communications [20–23] have
been used. Diversity techniques are known as an eﬀective mechanism to
combat fading in wireless channels. Here, the receiver obtains multiple independent replicas of the transmitted signal. Particulary, if one replica undergoes deep fading, the receiver can still detect the received signal using
the other replicas. For instance, multiple antennas can be used to achieve
diversity gain [24, 25] in point-to-point communication. In a multiuser communication systems, multiuser diversity can be exploited to increase spectral
eﬃciency where the user with better channel quality is selected for transmission/reception [26, 27]. On the other hand, cooperative communication
techniques have shown beneﬁts for extending the radio coverage and allowing
reliable communications [28]. In cooperative communications, one or multiple
relays are used to process and forward the source signal to the destination. To
achieve cooperative diversity, diﬀerent relaying protocols and coding designs
have been studied, e.g., in [28–30].
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Moreover, security of wireless information transfer is a critical issue due
to the broadcast nature of wireless signals, and is considered as a new QoS
constraint in wireless network design [31]. Traditionally, secure communication is achieved by using cryptographic techniques such as encryption, which
mainly depend on secrecy keys above the physical layer. The data encryption
algorithms assume that an error-free physical layer link has been established,
and consider that the eavesdropping node has insuﬃcient computational capabilities to decrypt the legitime message due to the complexity in the plain
message encryption algorithms. However, the encrypted message or ciphertext
can still be decrypted by an unauthorized user with exhaustive key search.
In contrast to cryptographic techniques, physical layer methods that take
into account wireless channel characteristics can be helpful for secure communication. In particular, information theoretic security has recently received
considerable attention [32–36] where physical layer techniques such as cooperative relaying, multiple antennas, and selection diversity have been used to
improve security in wireless communications. For instance, the use of artiﬁcial noise to confuse the malicious node has been applied in [37, 38] where
the transmitter was assumed to have multiple antennas or there are cooperative nodes (helpers) who can generate noisy versions of the signal sent by the
transmitter. As a wireless technology, CRNs face new security threats and
challenges due to their unique cognitive characteristics. We refer to [39–42]
for more details on several existing physical layer security attacks, challenges
and solutions in CRNs.
The above-mentioned issues together with the beneﬁts of both underlay
CRN and cooperative relaying motivate us to analyze the performance of underlay CRNs and underlay cognitive relay networks. In general, this thesis has
two main parts. In the ﬁrst part, we study the performance of underlay CRNs
with emphasis on a multiuser environment, i.e., exploit multiuser diversity in
order to improve the performance of the secondary network. The analysis is
performed with or without SU QoS requirements and by assessing the impact of the primary network on the secondary network. Distinct SU transmit
power policies are obtained considering various interference constraints such
as PU outage constraint or PU peak interference power (PIP) constraint imposed by the PU to the SU. The performance analysis is expressed in terms of
a number of metrics such as ergodic capacity, outage capacity, symbol error
probability, outage probability, delay-limited throughput, and packet delay.
In the second part, we are interested in information theoretic security and
analyze the physical layer security for an underlay CRN and underlay cognitive relay networks under spectrum sharing constraints. In particular, when
security is of interest, we show that interference can be beneﬁcial to enhance
physical layer security in terms of the probability of non-zero secrecy capacity
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and secrecy outage probability.
The rest of this introduction is organized as follows. Section 2 provides
an overview of radio spectrum management. The basic concepts and main
functions of CRNs are introduced in Section 3. In Section 4, the underlay
CRN approach and cognitive relay networks are presented. Section 5 discusses
the physical layer security in wireless networks. In Section 6, we present an
overview of radio propagation models. Some key performance metrics are
highlighted in Section 7. The thesis overview is presented in Section 8. Finally,
Section 9 outlines interesting topics for future research.

2

Radio Spectrum Management: An Overview

Radio spectrum is a subset of the electromagnetic radiation spectrum that
carries radio waves. The visible light, infrared, ultraviolet, x-rays and gammarays are also portions of the electromagnetic spectrum. In particular, radio
spectrum refers to frequencies ranging from 3 kHz to 300 GHz (Table 1). As
shown in Table 2, these frequencies support a wide range of radio communication systems including narrow and broadband mobile telecommunications,
broadcasting, aeronautical and marine communications, remote control and
monitoring, as well as communications for public bodies such as defense and
emergency services.
Table 1: Radio frequency spectrum [43]
Band Name
Frequency
Wavelength
Very Low Frequency (VLF)
3 − 30 kHz
33 − 10 km
Low Frequency (LF)
30 − 300 kHz
10 − 1 km
Medium Frequency (MF)
300 − 3000 kHz
1000 − 100 m
High Frequency (HF)
3 − 30 MHz
100 − 10 m
Very High Frequency (VHF)
30 − 300 MHz
10 − 1 m
Ultra High Frequency (UHF)
300 − 3000 MHz 1000 − 100 mm
Super High Frequency (SHF)
3 − 30 GHz
100 − 10 mm
Extremely High Frequency (EHF) 30 − 300 GHz
10 − 1 mm
The propagation features and the amount of information carried by signals
are the key characteristics of the radio spectrum. In general, signals transmitted using higher frequencies reach shorter distances, but have a higher
bandwidth [44]. These physical characteristics of the radio spectrum limit
the range of applications for which a particular band is suitable. Some spectrum such as the UHF band is known to be convenient for a wide variety of
services and is therefore in great demand as shown in Table 2. In addition,
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Table 2: Radio spectrum and some of its applications
Bands
VLF and LF
MF
HF
VHF
UHF

SHF
EHF

Communication Systems
Naval broadcast/Emergency
AM radio, Aeronautic
Short wave broadcasting, Amateur radio, Maritime,
Remote control
Analog TV, Remote control, Aeronautic,
FM radio, Digital audio broadcasting
GSM, WCDMA, LTE, WiMAX, UWB, WiFi,
Bluetooth, Wireless sensors, Analog TV,
Digital TV, Meteorological satellite, DCP, Aeronautic,
Satellite digital radio, Remote control
UWB, WiFi, WiMAX, DCP, Radar satellite broadcast
WiMAX, Radar satellite broadcast

AM: Amplitude modulation, TV: Television, FM: Frequency modulation,
GSM: Global system for mobile communications, WCDMA: Wideband code
division multiple access, LTE: Long term evolution, WiMAX: Worldwide interoperability for microwave access, UWB: Ultra wideband, WiFi: Wireless
fidelity, DCP: Digital cordless phones.

every frequency band of the radio spectrum can be used for diﬀerent licensed
and unlicensed services. In order to ensure that competing applications for
radio spectrum do not interfere with each other, it is essential to coordinate
the use of radio spectrum both nationally and internationally.

2.1

Radio Spectrum Regulation

Spectrum management is the process of regulating radio frequencies (RFs) to
ensure eﬃcient and eﬀective use of radio spectrum. Conventionally, the radio spectrum is managed through national, regional, and international bodies
that are usually referred to as regulators. As examples, in the USA, the radio
spectrum is regulated by the National Telecommunications and Information
Adminstration (NTIA) for federal government users (e.g. military use) and
the Federal Communications Commission (FCC) for commercial use. The
Oﬃce of Communication (OFCOM) in the UK is responsible for managing
the civilian use of the radio spectrum. At the regional level, for instance in
Europe, the European Conference of Post and Telecommunications (CEPT)
provides detailed guidance on radio frequency allocation, licensing and technical criteria to national regulatory authorities within the European Union.
The radio spectrum regulation across countries and regions is driven by the
International Telecommunications Union through the World Radiocommu-
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nication Conferences (WRC). WRC provides a framework and guidance for
global spectral use for wireless applications that span multiple countries.
A radio regulatory agency is responsible for managing the radio spectrum
by deﬁning a framework for spectrum use, allocating and assigning spectrum
to the diﬀerent users via licenses or via licence-free arrangements, and enforcing license conditions. The technical objective of spectrum management is to
ensure the maximum utilisation of the spectrum resource, and to avoid both
interference and unnecessarily large gaps or guard bands between adjacent
bands [43]. In general, the process of spectrum administration involves three
diﬀerent processes: harmonisation, assignment, and standardisation. Harmonisation is the allocation of a frequency band for a speciﬁc service or set of
services at a global or regional level. The purpose of frequency harmonisation
is to minimize interference, limit cross-border conﬂicts, and facilitate roaming. Assignment is the process where a national regulatory agency provides
authorisation through an exclusive license to a speciﬁc organisation or operator to use a radio frequency band on its territory. Standardisation is the
designation of technologies and the set of appropriate technical parameters to
control power and interference.
This static spectrum allocation has some beneﬁts. For example, once licensed spectrum agreements have been done, there is no ambiguity about who
can use the spectrum and enforcing policy is relatively easy. Further, using
an exclusive licensed frequency band encourages investments in infrastructure, and simpliﬁes equipments and deployment in the form of new services
with better QoS. However, with the current growth in mobile communication
systems, it is becoming harder to ﬁnd vacant bands to either implement new
services or enhance existing ones. In addition, the static spectrum allocation
may lead to ineﬃcient spectrum utilization, since the license prohibits the
usage of the licensed spectrum if it is underutilized or even unused.
Spectrum can also be set aside in particular frequency bands that are free
to use without a license (i.e., unlicensed spectrum), with some management in
terms of power restrictions [43]. The purpose of these unlicensed bands is to
encourage innovation and to support low-cost implementation. For instance,
the main unlicensed bands are designed for industrial, scientiﬁc and medical (ISM) applications, which operate in the 902 − 928 MHz, 2.4 − 2.5 GHz,
5.725 − 5.875 GHz, and 24 − 24.25 GHz bands. Other wireless technologies deployed for unlicensed frequencies are wireless local area networks (WLANs),
Bluetooth, and cordless phones. In particular, the development and use of
WiFi in the 2.4 GHz and 5 GHz bands demonstrates the advantage of unlicensed spectrum. Another example of license-exempt implementation is the
863 − 870 MHz band in Europe, used by wireless microphones, remote control
devices, sensors, alarms, etc. [45]. However, within these unlicensed bands,
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anyone can transmit at any time. Hence, many unlicensed devices in the same
band may generate interference to each other, and users have no regulatory
protection.

2.2

Demands for More Radio Spectrum

The radio spectrum is a key and a limited resource for wireless communications, but the demand for radio spectrum is unbounded. In most parts of the
world, wireless data traﬃc is increasing year by year. This is because of the
boost in the number and smartness of wireless devices (e.g., smartphone and
tablets), together with new applications such as streaming video, Internet of
things (IoT), machine to machine communication and wireless surveillance.
According to Cisco, global mobile data traﬃc in 2019 will be 57 percent higher
than in 2014 [46]. Also, Ericsson predicted that mobile data traﬃc will increase by 45 percent from 2014 to 2020 [47]. These traﬃc projections indicate
an increasing demand for radio spectrum.
To cope with this growing traﬃc demand, in particular, mobile networks
have been greatly developed including third generation (3G), fourth generation (4G) or LTE, WiMAX, and advanced WLANs. It is recognized that
these wireless systems can achieve high data rates and can support a wide
range of wireless applications beyond voice, such as interactive multimedia,
voice over Internet protocol (VoIP), video conferencing, and mobile games.
Further, service operators have employed additional strategies to meet bandwidth requirements. Examples of these include the unlicensed WiFi hotspots
and deployment of in-building femtocells for indoor coverage and capacity improvement. Another strategy is to build more cell sites close together, but this
is expensive. However, these innovative wireless technologies do not address
the current radio spectrum issues. In fact, it may be diﬃcult to cope with
the rising demands for today’s wireless applications with bandwidth-hungry
services for video content such as video transmissions, mobile entertainment,
mobile healthcare, and mobile remote education. In [47], it is predicted that in
2020, 60 percent of all mobile data traﬃc will be online video traﬃc. Therefore, changing the way the radio spectrum is managed is essential to meet
the future need for high-speed wireless broadband and enabling new wireless
applications.

2.3

Spectrum Usage

To evaluate the eﬀectiveness of the exclusive and static spectrum allocation,
distinct spectrum measurement studies have been conducted [1–5]. In this
respect, it has been revealed that the radio spectrum is signiﬁcantly underutilized during some time periods in a certain geographic area. Speciﬁcally,
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the spectrum measurement reports in [1–5] have shown that there is an inefﬁciency in spectrum utilization, i.e., the average spectrum occupancy (ratio
of the number of channels in use to the total number of channels in a whole
frequency band) was estimated to be less than 25% in many cities. For example, the spectrum utilization measurements conducted in Chicago, Illinois,
USA, for 30 frequency bands from 30 MHz to 2.9 GHz indicated that the
overall average spectrum occupancy was less or equal to 17.4% [2]. Further,
the spectrum occupancy in Dublin, Ireland, in the range of 30 MHz to 3 GHz,
showed an average spectrum utilization of 13.6% [3]. The spectrum usage
survey in Singapore across a frequency range of 80 MHz to 5.85 GHz found
that the average spectrum occupancy for the whole range of frequencies was
4.54%. This underutilization of radio spectrum has created a need for greater
ﬂexibility in spectrum management and increase of spectrum utilization.
The unused spectrum bands in both the temporal and spatial domains
are called spectrum holes or white spaces [7–9]. These idle or underutilized
RF bands oﬀer a great opportunity for wireless communications. By allowing unused or not fully used parts of spectrum owned by the licensed users
to become available to unlicensed users can alleviate the spectrum scarcity
problem as well as increase spectrum utilization. In this context, spectrum
sharing through the CRN technology has been considered as a promising way
of providing better spectrum management and utilization [6–13].

3

Basics of Cognitive Radio Networks

The basic principle of the CRN concept is to allow SUs to dynamically access
the licensed spectrum under spectrum sharing constraints, i.e., under the
condition that the interference caused by the SU to the PU is minimal.

3.1

Cognitive Radio Definition

The cognitive radio (CR) technology has been introduced by J. Mitola in
1999 [6]. It was a novel approach to describe intelligent radios that can automatically make decisions using gathered information about the RF environment through model-based reasoning, and can also learn and plan according
to their past experience. Since its introduction, diﬀerent deﬁnitions of the CR
have been provided by academia and regulatory bodies.
Along the same lines, Mitola deﬁnes further the CR in [48] as:
“A really smart radio that would be self-, RF- and user-aware, and that would
include language technology and machine vision along with a lot of high-ﬁdelity
knowledge of the radio environment.”
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In 2005, S. Haykin deﬁned CR as [7]:
“Cognitive radio is an intelligent wireless communication system that is aware
of its surrounding environment (i.e., outside world), and uses the methodology of understanding-by-building to learn from the environment and adapt its
internal states to statistical variations in the incoming RF stimuli by making
corresponding changes in certain operating parameters (e.g., transmit-power,
carrier-frequency, and modulation strategy) in real-time, with two primary objectives in mind: (i) highly reliable communications whenever and wherever
needed; (ii) eﬃcient utilization of the radio spectrum.”
In view of information theory, CR is deﬁned as [9]:
“A cognitive radio is a wireless communication system that intelligently utilizes any available side information about the a) activity, b) channel conditions,
c) codebooks, or d) messages of other nodes with which it shares the spectrum.”
Moreover, the FCC has deﬁned CR as [49]:
“A radio or system that senses, and is aware of its operational environment
and can dynamically and autonomously adjust its radio operating parameters
accordingly.”
The following deﬁnition of the CR is provided by OFCOM [14]:
“A cognitive radio uses intelligent signal processing (ISP) at the physical layer
of a wireless system and is achieved by combining ISP with software deﬁned
radio (SDR).”

In general, CRs can sense their operating environment and adapt their
implementation to achieve the best performance. In this thesis, we assume
that a CRN allows the coexistence of primary and secondary networks in the
same frequency band while satisfying spectrum sharing constraints.

3.2

Cognitive Radio Features and Functions

Fig. 1 represents the diﬀerent actions taken by a CR and its interaction
with the radio environment. Also, Fig. 1 is referred to as a cognition cycle
[7, 50] in which a CR observes spectrum opportunities, creates plans to adapt
itself, decides, and acts to access spectrum. In general, a cognition cycle
of a CR involves measuring the physical radio environment, analysing these
measurements, estimating, predicting and learning from current and previous
measurements, and adapting transmission to the spectrum characteristics and
user requirements [14].
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Sensing (Real-time
RF monitoring)

Reconfigurability/
Adapt (transmit power,
data rate)

Radio Environment

Analysis (identify
opportunities,
prediction of user
requirements)

Reasoning/Decide
(determine best
response strategy)

Figure 1: Basic cognitive radio cycle (Adapted from [7, 14, 50]).

3.2.1

Cognitive Radio Features

In view of Fig. 1 and the above deﬁnitions, a CR is distinguished from a
traditional radio by two main features: cognition capability and reconﬁgurability [50].
The cognition capability of a CR is interpreted as the ability to identify
the available spectrum at a speciﬁc time or location by sensing the surrounding radio environment, analyze the captured information, and accordingly
take decision of which spectrum band to access and appropriate transmission
strategy. The reconﬁgurability of a CR is its ability to dynamically adapt its
transceiver parameters to the radio environment. For example, a CR must
be able to conﬁgure the transmission bandwidth to adapt to spectral opportunities of diﬀerent sizes. In addition, a CR can determine the appropriate
communication protocol to be used over diﬀerent spectrum bands based on
its recognition of the radio environment.
A number of CR features such as frequency agility, dynamic frequency
selection, adaptive modulation, and transmit power control enable an eﬃcient
and ﬂexible usage of the spectrum [49]. Frequency agility is the ability of a
CR to adapt its operating frequency to the radio environment. Dynamic
frequency selection is regarded as a mechanism to dynamically detect the
signals from other radio systems and to avoid interference with them. With
adaptive modulation and transmit power control, a CR is able to adapt its
transmit parameters in order to exploit spectrum opportunity eﬃciently, and
to adjust its transmit power to the allowable level of interferences [9]. The
reconﬁgurability of a CR can also reﬂect the spectrum mobility in which a
CR terminal changes its frequency of operation, i.e., to dynamically switch to
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a best available frequency band, while maintaining seamless communication
requirements.
3.2.2

Cognitive Radio Functions

The cycle operation of a CR described in Fig. 1 can be summarized into two
main functions: spectrum awareness techniques and spectrum exploitation
techniques.
Spectrum Awareness
Spectrum awareness refers to the ability of a CR to identify available spectrum by monitoring the surrounding radio environment. In this context, three
methods, namely, geolocation databases, beacons, and sensing have been suggested for identifying the available spectrum [13,51–53]. Using the geolocation
database, an SU determines available frequency bands by querying the database that contains information about the PUs. Some parameters such as
frequency of operation, transmitted power, and type of antenna are required
at the geolocation database [13, 52, 53]. These parameters are assumed to be
reported by PUs to a centralized database. However, the PUs may not update
the spectrum database when they stop transmitting data temporally. Hence,
the geolocation database approach cannot fully utilize vacant frequency bands
because the bands in which a PU temporally ceases transmitting data cannot
be exploited. On the other hand, the beacon signals method is based on the
broadcasting of the beacon signals by the PUs. The SUs can detect these
signals in order to obtain information about the spectrum availability. This
method requires interactions between primary and secondary networks, and
an infrastructure entity (e.g., base station) is established to facilitate signals
broadcasting. This might be costly in terms of infrastructure [13, 45]. Finally, spectrum sensing is a method of detecting the unused spectrum and
the existence of PUs in a geographic area. Spectrum sensing may also involve determining what types of signals are occupying the spectrum including
the modulation, waveform, bandwidth, and carrier frequency. Thus, spectrum
sensing requires more sophisticated signal analysis techniques. However, spectrum sensing does not rely on any existing local infrastructure compared to
geolocation and beacon methods. Diﬀerent spectrum sensing techniques are
discussed in Section 3.3.
Spectrum Exploitation
The spectrum exploitation consists of enabling the SUs to access frequency
bands for their own transmissions while guaranteeing a certain desired QoS
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of the licensed user [11, 51]. This can be done by either exploiting spectrum
holes or by coexistence of licensed and unlicensed users in the same frequency
band. The approach of allowing the unlicensed users to dynamically access
the licensed spectrum is referred to as DSA [7,9]. In the CR literature [7,9,54],
DSA strategies can be broadly categorised into three access models, namely,
exclusive use model, open sharing model, and hierarchical access model. These
spectrum access approaches are discussed in Section 3.4.

3.3

Spectrum Sensing Techniques

Spectrum sensing is the ability of the SUs to sense and be aware of the parameters related to the spectrum availability, access policies, and radio channel characteristics like transmit power, interference and noise. A number of
sensing methods have been proposed to identify the presence/absence of the
PU [12, 50, 51, 54, 55]. These spectrum sensing methods can be broadly classiﬁed into three main types, namely, primary transmitter detection, interference
based detection, and cooperative sensing detection.
3.3.1

Primary Transmitter Detection

In this method of spectrum sensing, the detection of PUs is performed based
on the received signal at the SU-Tx from the PU-Tx. This technique of
detecting surrounding PU-Txs is also known as indirect spectrum sensing
[12]. In the following, we only present the well-known indirect spectrum
sensing techniques, which are the energy detector, matched ﬁlter detector,
and cyclostationary-feature detector. For more details about other types of
primary transmitter detection techniques like covariance-based detection and
eigenvalue-based detection, interested readers are referred to [8, 11, 12, 50, 51,
54–56].
Energy Detection
The energy detector based approach is the most common way of spectrum
sensing because of its low computational and implementation complexities,
and it does not need prior knowledge of the PU signal [51]. The signal is
simply detected by comparing the energy received with a predeﬁned threshold
in order to determine the presence or absence of a PU signal [51, 55].
The received signal at the SU-Tx has the following form:
y(n) = x(n) + w(n)

(1)

where x(n) denotes the signal to be detected, w(n) is the additive white
Gaussian noise (AWGN), and n is the sample index. The signal detection is
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viewed as a binary hypothesis-testing problem as follows:
{
w(n),
H0
y(n) =
x(n) + w(n), H1

(2)

where H0 and H1 represent the hypothesis of the absence and presence, respectively, of the PU-Tx signal in the frequency band of interest. The decision
metric for the energy detector is written as [51]
Y =

K
∑

| y(n) |2

(3)

n=0

where K is the size of the observation vector. Further, the decision on the
frequency band occupancy is obtained by comparing the decision metric Y
against a ﬁxed threshold γ0 .
The detection performance of spectrum sensing can be characterized by
two key metrics, which are the probability of detection and probability of false
alarm. The probability of detection denoted by Pd represents the probability
of an SU declaring that a PU is present when the PU truly is present. The
probability of false alarm Pf means the probability that the test incorrectly
decides that the PU is present when the PU actually is not. Mathematically,
Pd and Pf are deﬁned as
Pd = Pr{decision = H1 | H1 } = Pr{Y > γ0 | H1 }
Pf = Pr{decision = H1 | H0 } = Pr{Y > γ0 | H0 }

(4)
(5)

Ideally, a large detection probability is desired to not miss the presence of
the PU and to avoid or limit harmful interference to the PU. While, the false
alarm probability should be kept as small as possible in order for the SU to
not miss transmission opportunities. Moreover, based on the probability of
detection and false alarm probability, the probability of missed-detection and
no alarm probability can be obtained as Pm = 1 − Pd and Pa = 1 − Pf ,
respectively.
Although the energy detection technique has low implementation complexity, it is subject to diﬀerent drawbacks in practice. The energy detector
cannot distinguish the radio signal from noise and interference signals, which
may lead to a high false alarm probability [12, 51]. In addition, the energy
detector is susceptible to the uncertainty of noise power. That is, when the
noise power level is unknown to the cognitive user, it is challenging to determine the detection threshold. Also, the energy detector cannot be used to
detect spread spectrum signals. Furthermore, the sensing time taken to meet
the detection requirement may be high [50].
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Cyclostationary Feature Detection
In wireless communications, the transmitted signal is associated with some
features such as modulation type, carrier frequency and symbol duration
which possess cyclostationary characteristics [57, 58]. The unique set of features of a particular radio signal can be identiﬁed based on cyclostationary
analysis at the cognitive user. Further, these cyclostationary characteristics can be recognized by analyzing the cyclic autocorrelation function of the
received signals as [12]
Ryδ (τ ) = E[y(n)y ∗ (n − τ ) exp(−j2πδn)]

(6)

where E[·] denotes expectation and δ is the cyclic frequency. Further, τ is the
lag value associated with the autocorrelation function and ∗ represents the
complex conjugate. Moreover, by using Fourrier transform, the cyclic autocorrelation function, Ryδ (τ ), can be expressed in form of the cyclic spectrum
density function of the received signal given in (1) as [12, 51]
S(f, y) =

∞
∑

Ryδ (τ ) exp(−j2πf τ )

(7)

τ =−∞

If the cyclic frequency δ is equal to the frequency of the primary signal with
consideration of hypothesis H1 , the cyclic spectrum density function outputs
peak values. Accordingly, the feature detection of the SU is able to decide on
the frequency band occupancy.
The cyclostationary feature based detection algorithm performs better
than energy detection for low signal-to-noise ratios (SNRs). In addition, it
can diﬀerentiate the primary signals from the noise or other interfering signals
with diﬀerent cyclic frequency. It is noted that the feature detection technique
requires a-priori knowledge of the PU signal characteristics. Also, it has high
computational complexity and demands long sensing time.
Matched Filter Detection
In the matched ﬁltering detector, the operation is exactly the same as the
traditional matched ﬁlter detection technique employed in digital receivers.
Here, the operation is equivalent to correlation in which the unknown signal
is convolved with the ﬁlter whose impulse response is the mirror and time
shifted version of the reference signal or known signal. A matched ﬁlter is
a linear ﬁlter designed to maximize the output SNR for a given input signal
in the presence of additive noise. For the matched ﬁlter based detection,
PU-Tx signal features such as operating frequency, bandwidth, modulation
type, and packet format are required at the SU-Tx. If the SU-Tx has a-priori
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knowledge of the PU-Tx signal information, matched ﬁlter detection is known
as the optimal detection technique [51, 55]. Also, the sensing time for the
matched ﬁlter detection to achieve a certain detection performance such as a
low missed-detection probability or false alarm probability is short. However,
in reality, it is hard for the SU to obtain complete signal information of the
PU-Tx. Another drawback of matched ﬁltering is large power consumption
for the detection process.
3.3.2

Interference Based Detection

Primary transmitter detection techniques may experience the hidden node
problem [12, 51]. In this case, the transmission range of PU-Tx reaches PURx, but not SU-Tx. Thus, the SU-Tx can interfere with the PU’s transmission,
i.e., SU-Tx can cause interference to the PU-Rx as the signal of the PU-Tx
cannot be detected. Since the main objective of spectrum sensing is to avoid
interfering with PU-Rxs, a more eﬀective way of spectrum sensing is to directly detect the PU-Rx. There are two sensing methods of interference based
detection, namely, primary receiver detection and interference temperature
model [49, 59–61].
Primary receiver detection
The process of detecting a nearby PU-Rx to directly identify a spectrum hole
is also called direct spectrum sensing [12]. The local oscillator detection [59,60]
and proactive detection [61] techniques have been used for the primary receiver
detection.
• Local oscillator detection
The local oscillator leakage power emitted by the RF front-end of the
PU-Rx can be exploited by the SU for detecting the PU-Rx. This leads
to the possibility of locating the PU-Rx in order to guarantee that an SU
will not interfere with PUs. In most wireless communication systems,
the receiver converts the signal from carrier frequency to intermediate
frequency (IF) for further processing [59]. In order to down-convert
the RF band to IF band, a local oscillator is used. Speciﬁcally, the
local oscillator is tuned to a frequency such that when mixed with the
incoming RF signal, the desired IF signal is generated. During this
conversion, some of the local oscillator power couples back through the
input port and radiates out of the antenna. Thus, the SU can sense
these leakage signals to detect the presence of the PU-Rx. For example,
in [59], such leakage signals have been used in spectrum sensing for TV
receiver detection. Due to the fact that the leakage signals are extremely
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weak, the local oscillator detection technique may be subject to a short
detection range and a long time for detection.
• Proactive detection
In wireless communication systems, closed-loop control schemes like
power control, adaptive modulation/coding, and automatic repeat request protocols have been widely utilized with feedback channels to
maintain the quality of received signals. The PU-Rx can report the
quality of the received signal back to the PU-Tx, and then, the PU-Tx
can adjust its transmission parameters to maintain the quality of signal
reception at the PU-Rx. Such closed-loop controls can be used by the
SU for PU-Rx detection [61]. In proactive sensing, the SU-Tx ﬁrst sends
some sounding signals to trigger the closed-loop power control (CLPC).
If there is an active PU-Rx nearby, the interference power will temporally increase, which decreases the signal-to-interference-plus-noise ratio
(SINR) at the PU-Rx. To compensate for the SINR loss, the CLPC
will adjust the power of the transmit signals [61]. Thus, by detecting
whether the CLPC is triggered by the sounding signal, the SU can sense
the nearby PU-Rx. However, due to the sounding signals sent by the
SU-Tx, the PU-Rx may temporally suﬀer interference from the SU-Tx.
Hence, the sounding signal needs to be designed carefully to meet interference constraints. In addition to power control, other closed-loop
control schemes such as acknowledgement (ACK) and negative acknowledgement (NACK) messages have been used for proactive spectrum
sensing [62].
Interference Temperature Model
Interference management in CRNs is important since the SU is allowed to
access the spectrum as long as the SU-Tx interference does not degrade the
PU QoS below a tolerable limit. Higher interference aﬀects the PU SINR
yielding a lower primary achievable capacity in a particular signal bandwidth.
The interference temperature model is managed by setting up a maximum
interference level that the PU-Rx can tolerate for a given frequency band in
a speciﬁc geographic location [11, 63]. Using this interference model, cognitive users are allowed to transmit in the same frequency band of the PU by
regulating their transmit powers.
The interference temperature approach is similar to that of noise temperature [63]. It is deﬁned as the temperature (measured in Kelvin) equivalent
to the RF power available at a receiving antenna per unit bandwidth, i.e.,
T (fc , B) =

P (fc , B)
kB

(8)
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where P (fc , B) is the average interference power in Watts (W) at the carrier
frequency fc , B denotes the bandwidth in Hertz, and k = 1.38 × 10−23 Joules
per Kelvin is the Boltzmann constant.
In the context of interference management, the FCC introduced a model of
quantifying and measuring the interference known as interference temperature
limit [49]. This is deﬁned as the maximum amount of tolerable interference at
the licensed user. If an interference temperature limit TL is set by a regulatory
body for a particular frequency band with bandwidth B, then the SU-Tx
has to maintain the average interference below kBTL . In other words, a
cognitive user utilizing this band must guarantee that the interference inﬂicted
to the licensed user does not exceed the interference temperature limit. This
approach is used in underlay CRNs where the SU and PU can simultaneously
access the frequency band under spectrum sharing constraints.
3.3.3

Cooperative Spectrum Sensing

The fundamental characteristics of wireless channels such as noise uncertainty,
multipath fading, and shadowing, limit the performance of individual spectrum sensing. If the PU signal is in a deep fade or is blocked by obstacles, it
becomes hard for the SU to detect the presence of a PU. To address this problem, cooperative spectrum sensing (CSS) has been proposed where multiple
SUs collaborate and combine their sensing information to improve the sensing
performance [50,55,64,65]. A CSS scheme can signiﬁcantly decrease the probabilities of missed-detection and false alarm by taking advantage of multiuser
diversity and independent fading channels. In addition, the collaboration of
multiple SUs for spectrum sensing can solve the hidden PU problem and the
sensing time can be decreased [51, 64]. In general, collaborative sensing involves three main steps, namely, local sensing, reporting, and data fusion [50].
Further, based on how cooperating SUs share the sensing information in the
network, CSS can be categorized into three types, i.e., centralized, distributed,
and cooperative relay.
In a centralized CSS, each SU performs its own spectrum sensing and
makes a local sensing decision regarding the presence of a PU. Then, all
cognitive users forward their decision to a common receiver, also known as
fusion center [50]. The fusion center controls the process of cooperative sensing
and may act as an access point in WLANs or a secondary base station (BS) in a
cellular network. In the centralized CSS process, the fusion center ﬁrst selects
a frequency band of interest for sensing and informs all SUs to individually
perform local sensing. Next, all SUs send back their sensing information to
the secondary BS through a common control channel. Finally, based on the
received local sensing information, the secondary BS makes a decision about
the presence or absence of the PU and diﬀuses back the decision to the SUs.
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In case the fusion center is absent like in ad hoc CRNs, any SU can act
as a central unit to coordinate cooperative sensing and combine the sensing
information from the cooperating neighbors.
In a distributed CSS, SUs share the local sensing information with other
cognitive users within their transmission range, but they make their own decisions on the spectrum they can use. The advantage of distributed CSS over
centralized CSS is that it has reduced cost as there is no need for a backbone
infrastructure. However, the distributed algorithm for CSS may involve several iterations to converge to a uniﬁed cooperative decision on the presence
or absence of PUs.
Since both sensing channel and report channel may be not perfect, relayassisted cooperative sensing can be used to improve the performance of CSS.
For instance, an SU observing a weak sensing channel and a strong report
channel can be assisted with another SU with a strong sensing channel and
a weak report channel. The relay-assisted CSS can be implemented in a distributed scheme resulting in multiple hops to reach the intended SU receiving
node.
Challenges of cooperative sensing include developing eﬃcient information
sharing algorithms, sensing time, reporting delay, and synchronisation issues.
Furthermore, CSS approaches are subject to resource constrained networks
due to the overhead traﬃc required for cooperation. More details on cooperative sensing research challenges and solutions can be found in [50,64,65] and
the references therein.

3.4

Spectrum Access Approaches

As mentioned in Section 2.1, the static or command-and-control spectrum
management has some limitations. For example, the licensed spectrum is
location-invariant. As a result, if the radio spectrum is underutilized in
some locations, it cannot be exploited or allocated to other service providers. Moreover, the type of wireless service in the spectrum license cannot
be changed. However, some services like analog TV services are largely unused, and the current static licensing scheme does not allow a service provider
to use the TV bands for other services. To overcome these limitations, the
DSA concept allows the cognitive users to access the primary spectrum either
without causing any interference to the PUs or the interference caused by the
SU to the PU is kept below an acceptable interference limit [54]. Depending on the spectrum access policy and applications, DSA approaches can be
broadly categorised into three access models [7, 9, 54], namely, exclusive use
model, open sharing model, and hierarchical access model as shown in Fig. 2.
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Figure 2: Dynamic spectrum access models.
3.4.1

Dynamic Exclusive Use Model

This model maintains the current spectrum regulation policy, but introduces
ﬂexibility to improve spectrum eﬃciency. Generally, the licensed spectrum is
not fully utilized all the time. Thus, the licensees can lease those underutilized
spectrum to a third party under an agreement. The dynamic exclusive use
model can be implemented by utilizing two approaches, i.e., spectrum property rights and dynamic spectrum allocation [54]. The spectrum property
rights approach allows licensees to sell and trade spectrum, which can drive
the most proﬁtable economy and market of the limited radio resources. Although licensees have the right to share the spectrum for proﬁt, this spectrum
sharing approach is not mandated by the regulatory policies. The dynamic
spectrum allocation aims to improve spectrum utilization using dynamic spectrum assignment by exploiting the spatial and temporal traﬃc statistics of
diﬀerent services. That is, in a given region and at a given time, spectrum
is allocated to services for exclusive use. Nonetheless, dynamic spectrum allocation varies at a much faster scale than the current spectrum regulation
policy. As such, the dynamic exclusive use model cannot get rid of spectrum
holes in wireless communications.
3.4.2

Open Sharing Model

This model is also known as spectrum commons where anyone can access any
range of spectrum without any permission under consideration of a minimum
set of rules from technical standards that are required for sharing spectrum.
This open spectrum model has been successfully applied for wireless services
operating in the unlicensed ISM radio band or WLANs. However, the usage
of the open sharing model can introduce uncontrollable interference among
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users.
3.4.3

Hierarchical Access Model

The purpose of the hierarchical access model is to open licensed spectrum
to SUs while limiting harmful interference to the PUs. In this spectrum
sharing model, there is an access priority between the primary and secondary
networks. Compared to the exclusive use model and open sharing model, the
hierarchical model may be the most promising solution to increase spectrum
utilisation. In this context, three spectrum sharing approaches have been
considered, i.e., interweave, overlay, and underlay techniques [9].
Interweave Approach
In the interweave or OSA paradigm, the SUs access the spectrum during idle
periods of the PUs. When the PU is active, the SU must stop its transmission
to avoid causing interference to the PU. The OSA relies on spectrum sensing
techniques where SUs need to sense the licensed frequency band and detect
the spectrum holes. Once a spectrum hole is identiﬁed, the SU can transmit
with maximum power. However, in the highly time-variant radio environment,
sensing imperfections may occur because of channel uncertainty, noise uncertainty, sensing interference and limited observation time. In this case, a false
alarm may result in lost opportunities, and thus lower spectrum utilization.
In addition, the SU-Tx may cause harmful interference to the PU-Rx in case
of missed-detection, which may result to primary network performance degradation. Moreover, the interweave approach does not allow cognitive users
to coexist with the licensed users in the underutilized spectrum. Yet, in dense
areas, this paradigm is not eﬃcient due to the lack of spectrum holes.
Overlay Approach
In this model, the PUs share knowledge of their signal codebooks and messages
with the SU. Further, the SUs may use these messages either to improve the
performance of the primary transmission through relaying the primary message to the PU-Rx or to eliminate the interference generated by the primary
transmission at the SU-Rx. The SU can obtain the primary information by
using advanced signal processing and coding techniques like dirty paper coding [9]. The overlay system can improve the performance of both primary and
secondary networks. However, in practice, a technical challenge of the overlay
paradigm is the required knowledge of the primary messages at the SU-Tx
and the need of decoding them, as well as the encoding and decoding complexity associated with SUs transmissions in the system. Moreover, sharing of
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PU private information with the SUs raises security concern for the primary
system.
Underlay Approach
The underlay paradigm is based on interference management where an interference constraint is imposed on the transmit power of the SU. That is, the
coexistence of simultaneous primary and secondary transmissions is allowed
in the same frequency band and geographic area as long as the interference
generated by SUs to the PU-Rxs is maintained below a given threshold [9,11].
This thesis focuses on the underlay approach since it is the most ﬂexible
provided that the interference constraint is met. In practice, the underlay
spectrum sharing technique may be implemented through a band manager
coordination [16] or under a regulator’s supervision [17]. Nonetheless, due to
the constraints on transmission power, the secondary communication range is
limited.
Hybrid Approach
To overcome the disadvantages of each type of hierarchical access model, hybrid schemes that combine their advantages have been studied in [66–69] and
references therein. For example, a mixed access strategy has been considered
in [66] to increase the secondary achievable capacity by exploiting the advantages of overlay and underlay systems. In [69], a hybrid interweave-underlay
spectrum access is studied in order to improve the performance of a cognitive
cooperative radio network.

3.5

Applications and Standards of CRNs

Spectrum sharing aims at maximizing spectrum utilization by allowing an
unlicensed user to use underutilised radio spectrum resources held by government and commercial users. Frequency bands allocated to PUs could be
shared with SUs under certain negotiable conditions without having the licensed users release their own license. Spectrum sharing is already being used
in some cases like WiFi networks and Bluetooth. But there is a growing advocacy for such opportunities to cover other speciﬁc frequency bands that are
now used for other services.
3.5.1

Applications of CRNs

CR techniques can be applied to a variety of communication systems [11, 13].
In the following, we brieﬂy discuss some examples of CRN applications.
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Cellular Networks
The introduction of smartphones, social networks, and growing media web
sites has increased the traﬃc load of current wireless networks. This presents
both an opportunity (increased revenue per user due to added services) and a
challenge (in certain geographical areas, networks are overloaded because of
limited spectrum resources) for cellular service operators. By allowing cellular
networks like WCDMA and LTE to dynamically access the TV bands, can
facilitate cellular networks to meet traﬃc demand. This can be implemented,
for instance, by using cognitive femtocells [70] and licensed shared access
(LSA) [17, 45].
Mesh Networks
Wireless mesh networks are emerging as a cost-eﬀective solution for providing
broadband connectivity, i.e., for last-mile Internet access. The challenge for
traditional wireless mesh networks is the higher bandwidth required to meet
the applications as the network density increases. Since the CR technology
alleviates the bandwidth scarcity, cognitive mesh networks can be used to
provide broadband access in dense urban areas. For example, the coverage
area of wireless mesh networks can be improved by establishing backbone
networks based on cognitive access points and ﬁxed cognitive relay nodes.
Public Safety and Emergency Networks
A natural disaster (e.g., hurricanes, earthquakes, etc.) may temporally disable or destroy existing communication infrastructure. For instance, some
BSs of cellular networks can fall, existing WLANs can be damaged, and the
connectivity between sensor nodes and the sink node in wireless sensor networks can be lost, etc. Thus, an emergency network needs to be established.
In addition, emergency communication requires a signiﬁcant amount of radio spectrum for carrying a volume of traﬃc including voice, video and data.
Since a CR can recognize spectrum availability and reconﬁgure itself, CRNs
can be used for such emergency networks [11]. Further, CRNs can facilitate
interoperability between diﬀerent communication systems through adapting
the requirements and conditions of another network.
Wireless Medical Networks
A wireless medical body area network provides a wide range of health-care
services. Implementing ubiquitous monitoring of patients in hospitals for vital
signs such as temperature, pressure, blood oxygen, and electrocardiogram is
of interest. The deployments of wireless platforms in medical environments
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brings new challenges related to interference with neighboring medical devices
as well as QoS requirements [13]. The application of CR in wireless medical
networks can be a solution to these challenges because of its capability to
observe, learn and take action from the operating environment.
Military Networks
Achieving reliable and secure communications in military communication networks is a challenging task. Also, the capacity of military networks is limited
because of requirements of signiﬁcant amount of bandwidth for communications between soldiers, armed vehicles, and other units in the battleﬁeld
amongst themselves as well as with the headquarters. The CRN is a key
enabling technology for realizing such densely deployed networks to achieve
the bandwidth and reliability needs. In this respect, the defense advanced
research project agency (DARPA) initiated the wireless network after Next
(WNaN) program with the main goal to create a ﬂexible architecture for next
generation military communications [71, 72]. The concept behind the WNaN
program is to develop a low-cost CR device that is capable of selecting its own
frequency and to support a wide variety of military communication needs. In
particular, the WNaN system has demonstrated CR functionality in real-word
military experiments for up to 100 nodes [71, 72].
Leased Networks
Dynamic spectrum leasing presumes that there is a monetary reward for PUs
for accepting spectrum sharing with the SUs [73]. Here, a primary network
can beneﬁt from leasing a fraction of its licensed spectrum to secondary networks. As a CR is a radio device capable of learning and adapting to its RF
environment, it makes an ideal platform for leased networks.
3.5.2

Regulatory and Standardization Aspects of CR systems

Regulatory bodies and standards groups are interested in studying the possibilities of allowing dynamic access of cognitive users in the licensed spectrum.
For the purpose of improving spectrum utilization in TV bands, the FCC has
allowed unlicensed users to dynamically access and operate within vacant TV
channels [74]. FCC introduced two types of unlicensed devices in TV white
spaces, including ﬁxed devices with up to 4 W of transmit power and personal/portable devices with up to 50 mW of power. In [52], the Electronic
Communication Committee (ECC) within CEPT has reported technical and
operational requirements for CR systems in the white spaces of the frequency
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band 470 − 790 MHz in order to ensure the protection of the incumbent radio services. Moreover, in the context of the Europe radio spectrum policy
programme, two approaches for spectrum sharing, i.e., collective use of spectrum (CUS) and authorised shared access/LSA (ASA/LSA) [45] have been
set out to meet the growing demand for wireless connectivity and to enhance
spectrum eﬃciency. The CUS model allows all users to access a particular
band without license, which reduces administrative burdens for both user and
regulator. For the ASA/LSA approach, existing licensed users or incumbents
can share spectrum with one or several new users in accordance with a set of
conditions predeﬁned by regulators. LSA facilitates the introduction of new
users requiring certain QoS in a frequency band, while ensuring continued use
of spectrum for incumbent users [45].
The IEEE 802.22 standard for cognitive wireless regional area networks
(WRAN) [75,76] has been deﬁned to facilitate the wireless access in TV white
spaces spectrum. The cognitive users can operate in the TV broadcast bands
between 54 MHz and 862 MHz while avoiding interference to the broadcasts
incumbents in these bands. A typical application of the IEEE 802.22 WRAN
can be the coverage of the rural area around a village, for instance, an infrastructured cellular network where the BS covers a radius of 10 km to 30 km.
Further, the IEEE 802.11af standard is responsible for deﬁning WLAN-type
white space devices, i.e., Wi-Fi services in TV white spaces [12]. Moreover,
the IEEE dynamic spectrum access networks (DYSPAN) standards committee is seeking to develop standards and techniques for DSA radio systems and
networks with the focus to improve spectrum utilization.
In addition to the regulatory and standardization aspects of CR systems,
some trial platforms and testbeds for implementation of future commercial
CRNs have been conducted [10, 11, 13, 77, 78]. In particular, a comprehensive
survey of CR applications, implementations, platforms, and challenges can be
found in [13, 77]. As for the recent results on cognitive radio experimentation
and trials, a ﬁrst live authorized spectrum sharing demonstration has been
reported in [78].

4

Underlay CRNs

A typical CRN architecture consists of a primary network and a secondary
network that coexist within the same geographical area. A primary network
is an existing licensed network operating in a certain spectrum band. Primary
networks can either be a centralized infrastructure or distributed ad-hoc in
nature. The PUs have priority with respect to spectrum access. On the other
hand, the SUs opportunistically access the primary spectrum while adhering
to the constraints imposed by the licensed users. Also, the secondary network
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may be composed of a set of SUs with/without a secondary BS. Both SUs
and secondary BS are equipped with CR functions.

4.1

Spectrum Sharing Constraints

In an underlay CRN, the spectrum utilization is improved by allowing the SU
and PU to transmit concurrently in the same frequency band provided that the
interference from the SU-Tx to the PU-Rx is maintained below a predeﬁned
acceptable interference limit [9]. In this interference tolerant approach, the
SU transmit power allocation is the most important concern in order to satisfy
the imposed spectrum sharing constraints. In general, the SU power control
requires knowledge of the channel state information (CSI) between the SU
and PU links. In the context of the interference temperature concept and
depending on the availability of the PU CSI at the SU-Tx, two main categories
of interference constraints have been studied in the underlay CRN literature,
namely, PU interference power constraint [79–82] and PU outage constraint
[21, 83].
4.1.1

Interference Power Constraint

Consider an underlay CRN model as shown in Fig. 3 in which the SU shares
with the PU the same frequency band. In this model, g denotes the channel
power gain of the communication link SU-Tx→SU-Rx. Further, α is the
channel power gain of the interference link between the SU-Tx and PU-Rx.
In Fig. 3, the PU-Tx is assumed to be located far away from the SU-Rx as
in [79, 81], and hence the PU-Tx does not cause interference to the SU-Rx.
In order to utilize the primary band, the SU transmit power must not
exceed the interference threshold at the PU-Rx. This threshold is often expressed in terms of the peak (short-term) or average (long-term) power that
can be tolerated by the PU-Rx [81]. In case of the short-term interference
constraint, we have
Ps (α, g)α ≤ Ip

(9)

where Ps (α, g) is the instantaneous transmit power of the SU-Tx for the channel gain pair (α, g) and Ip denotes tolerable PIP at the PU-Rx. For the

PU-Rx

α

SU-Tx

g

SU-Rx

Figure 3: A basic model of an underlay CRN, (Solid line: Communication
link; Dashed line: Interference link).
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long-term constraint, we have
E[Ps (α, g)α] ≤ Iav

(10)

where Iav is the average interference power (AIP) at the PU-Rx. In practice,
the AIP constraint can be used to guarantee a long-term QoS for the PU if the
primary network provides delay-insensitive applications. On the other hand,
the PIP may be more appropriate if the service provided by the PU has an
instantaneous QoS requirement.
Using the PIP and/or AIP constraints and assuming that the SU-Tx has
perfect knowledge of CSI of PU, the performance analysis of the secondary
network in terms achievable capacity has been investigated in [79,81,82]. The
information about CSI of the PU (e.g., availability of α at the SU-Tx) can be
obtained through a band manager [16], or can be directly fed back from the
PU-Rx to the SU. In practice, obtaining full PU CSI at the SU is diﬃcult since
the collaboration between primary and secondary networks may be limited.
Therefore, the results presented in [79, 81, 82] serve as upper bounds for the
secondary performance. In [15], it is assumed that the SU-Tx has partial CSI
knowledge of the SU to PU link, and the eﬀect of imperfect CSI of PU on the
SU capacity has been analyzed. It is shown that the SU power control under
imperfect PU CSI is achieved at the cost of the SU capacity.
4.1.2

Outage Constraint

In Fig. 4, the PU and SU share the same frequency band. The primary network consists of a PU-Tx and a PU-Rx, while the secondary network consists
of an SU-Tx and an SU-Rx. In this model, g and h represent, respectively,
the channel power gains of the communication links SU-Tx→SU-Rx and PUTx→PU-Rx. The channel power gains of interference links between PU-Tx
and SU-Rx, and SU-Tx and PU-Rx are, respectively, denoted by β and α.
h

PU-Tx

α
SU-Tx

PU-Rx

β
g

SU-Rx

Figure 4: An underlay CRN model in the presence of the PU-Tx, (Solid lines:
Communication links; Dashed lines: Interference links).
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The PIP or AIP constraints may be useful when the primary channel power
gains are perfectly known at the SU-Tx. However, when signal variations for
the PU-Tx to the PU-Rx are random, outage probability becomes a better
measure. In particular, primary outage probability occurs when the SINR at
the PU-Rx falls below a certain threshold (diﬀerent to the PIP or AIP constraints). As such, the spectrum sharing constraint is based on the acceptable
outage threshold at the PU-Rx [83, 84].
The PU outage probability in the presence of the SU transmission is expressed as [83]
{
}
Pp h
PP
=
Pr
<
θ
(11)
th
out
Ps α + N0
where Pr{·} denotes probability, and Pp and Ps are, respectively, the PU-Tx
and SU-Tx transmit powers. Further, N0 stands for the noise power and θth
is the desired SINR at the PU-Rx. To protect the PU, the outage probability
must not be greater than its tolerable target denoted by ϵ. Thus, the secondary
achievable capacity subject to the PU outage constraint is given by
]
[
(
Ps g )
C = E log2 1 +
(12a)
Pp β + N0
subject to

PP
out ≤ ϵ

(12b)

The outage constraint may be more practical for the PU protection since
obtaining perfect knowledge of primary CSI is diﬃcult.
The works in [15, 79, 81–84] assumed a single secondary link (i.e., a single
SU-Tx communicating with a single SU-Rx). However, the presence of multiple cognitive users brings more challenges related to medium access control
and primary network protection.

4.2

Multiuser Communications

In a multiuser communication environment, all users must follow a set of
rules to access the wireless channel in order to share the common resources eﬃciently. Many conventional wireless systems are based on the cellular concept,
where the covered area is divided into geographical cells. Mobile stations in
each cell communicate with the corresponding BS or access point. The communication channel is refereed to as downlink when the BS is transmitting
messages to the mobile stations. In contrast, when mobile stations are transmitting to the BS, the channel is refereed to as uplink. Besides the downlink
or uplink systems which constitute a centralized or infrastructured network
topology, ad hoc networks form a distributed network topology. In distributed networks, any node can communicate with any node. Applications of ad
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gN
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SU-TxN

Figure 5: An underlay CRN model where N SU-Txs transmit to a single SURx (uplink) in the presence of a single PU-Rx, (Solid lines: Communication
links; Dashed lines: Interference links).
hoc networks include emergency and military networks, metropolitan mesh
networks for broadband Internet access, and sensor networks.
In the context of underlay CRNs, various secondary network models may
coexist with primary point-to-point communication or primary uplink system
or primary downlink system. Hence, cognitive multiuser systems result in
various new CRN models and associated problems for satisfying the spectrum
sharing constraints.
Consider an underlay CRN model as shown in Fig. 5 where multiple SUTxs transmit to the SU-Rx or secondary BS by sharing the same frequency
band with a PU-Rx. The channel power gain from the ith SU-Tx to the PU-Rx
is denoted by αi , i = 1, 2, . . . , N , while that of the links from the ith SU-Tx
to the SU-Rx is denoted by gi , i = 1, 2, . . . , N . Contrary to point-to-point
communication as described in Sections 4.1 (i.e., Figs. 3 and 4), in Fig. 5, the
SU-Txs must jointly satisfy the imposed PU interference power constraint.
For example, in case of PU PIP constraint, the generalized interference power
constraint can be expressed as [80]
∑
(13)
Ps,i αi ≤ Ip
i∈S

where S = {1, 2, . . . , N } is the set of active SU-Txs. In case of a spectrum
sharing environment with multiple PU-Rxs, each SU-Tx has L interference
channels. The channel power gain from the ith SU-Tx to the PU-Rxj , j =
1, 2, . . . , L, is denoted by αij . As such, the interference power constraint is
formulated as [85, 86]
∑
∀j :
Ps,i αij ≤ Ip,j
(14)
i∈S

where Ip,j is the PIP that the PU-Rxj can tolerate.
Fig. 6 illustrates a cognitive downlink model where an SU-Tx transmits
to N SU-Rxs in the presence of a single PU-Rx. In this scenario, the SU-Tx
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Figure 6: An underlay CRN model with a secondary downlink in the presence
of a single PU-Rx, (Solid lines: Communication links; Dashed lines: Interference links).
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Figure 7: An ad hoc underlay CRN model, (Solid lines: Communication links;
Dashed lines: Interference links).

adapts its transmit power according to (9). An ad hoc CRN model is shown
in Fig. 7 where N distributed SU-Txs transmit their separate information to
N diﬀerent SU-Rxs.
In these underlay CRN models (uplink, downlink, and ad hoc), the coverage, capacity and QoS of the secondary network are functions of the primary
interference power constraints and secondary transmission strategies. In particular, the imposed PU interference constraints not only shorten the secondary communication range, but also limit the transmission rate of the SU. In
addition to the spectrum sharing constraints, the secondary transmission is
subject to channel impairments such as fading and interference caused by the
primary transmissions. To improve the performance of the secondary network,
diﬀerent radio transmission techniques including multiple antennas [19, 85],
multiuser diversity [18,86,87], and cooperative communication [20–23,88] have
been used. Here, diversity techniques can be exploited to combat fading by
using multiple independent propagation paths between the transmitter and
receiver.
The usage of multiple transmit and receive antennas, known as multipleinput multiple-output (MIMO) oﬀers key advantages over single-input single-
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output systems in wireless communications [85, 89, 90]. For instance, multiple
antennas can be utilized to increase the capacity without bandwidth expansion
(i.e., multiplexing gain to achieve higher bit rates), to enhance the transmission reliability (i.e., space-time coding or diversity reception to achieve small
error rates), and to improve the received SNR using beamforming techniques.
Transmit diversity (i.e., transmit antenna selection) can be employed at the
BS. However, because of size, power, and hardware limitations, it may not be
practical for the handsets or nodes in a wireless sensor network to support
multiple antennas.
In a multiuser system where one BS communicates with multiple receivers
(i.e., downlink), the mobile stations experience independent wireless channels.
Thus, the channel that is in a deep fade for one mobile station may be good for
another mobile station. In this scenario, the system capacity is maximized by
allocating at any time the channel resource to the user with the best channel
condition. This technique is known as multiuser diversity (MUD) [26, 27, 91].
Another approach to achieve diversity is cooperative communications [28,29].
Cooperative relay technology enables mobile nodes with a single antenna to
collaborate with each other and form a virtual multiple antenna array to
achieve diversity.

4.3

Multiuser Diversity in Underlay CRNs

In a multiuser environment, when channels are independent, it is more likely to
ﬁnd a strong channel as the number of users becomes large. Hence, MUD can
be exploited by scheduling users to transmit/receive when they have favorable
channel conditions. As a result, the system throughput increases with the
increase of the number of users [26, 27, 91]. In the context of MUD, the
secondary achievable capacity in the presence of a single PU-Rx or multiple
PU-Rxs has been investigated in [18, 19, 86, 87] for cognitive uplink, in [19, 86,
87] for downlink, and in [87] for an ad hoc CRN. In contrast to non-spectrum
sharing systems, it is shown that the interference constraints imposed by the
PU to the SU has a considerable impact on the characteristics of MUD in
underlay CRNs.
For example, by considering the CRN model as in Fig. 5, the received
instantaneous SNR at the SU-Rx or SBS is given by
γi =

Ps,i gi
,
N0

i = 1, 2, . . . , N

(15)

where Ps,i is the transmit power of the ith SU-Tx. By applying MUD, the
SNR at the SU-Rx can be maximized by selecting an SU-Tx with the best
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channel quality among N SU-Txs as
b = arg max{γi },
i∈N

N = {1, 2, . . . , N }

(16)

Accordingly, the secondary instantaneous capacity is given by
)
(
C = log2 1 + γb

(17)

where γb = max{γi }.
i∈N

The scheduling policy in (16) is also known as opportunistic scheduling [92]
or absolute-SNR based scheduling [26,27]. Note that the increase of the system
throughput using MUD scheduling is obtained at the price of unfair resource
allocation among the users. For example, mobile stations that are close to
the BS have a higher chance to access the channel. To address the tradeoﬀ
between wireless resource eﬃciency and level of fairness among diﬀerent users,
normalized-SNR base scheduling [26,27] that guarantees some fairness among
users can be applied as
{ }
γi
b = arg max
(18)
i∈N
γi
where γ i denotes the short-term average SNR at the SU-Rx. For a homogenous network in which all users have the same average SNR, the scheduling
strategy in (18) converts to (16).
To exploit MUD, the BS needs to have access to channel quality measurements and the ability to schedule transmission among the users based on the
channel quality [91]. Such mechanisms of predicting channel quality are deployed in current wireless technologies such as CDMA/high data rate (HDR),
mobile WiMAX, and LTE systems [91,93]. Typically, each mobile station can
estimate its CSI and then send it to the BS through a dedicated error-free
channel with negligible delay. The error-free feedback channel assumption
can be justiﬁed by a feedback link with a low rate. Further, the assumption
of low delay applies in many cases where the propagation delay and the processing time for the error detection code is very small in comparison with the
transmission time.

4.4

Underlay Cognitive Relay Networks

Cooperative relaying has been identiﬁed as a solution for eﬀectively combating the shadowing eﬀects to enhance the radio coverage and to signiﬁcantly
improve transmission reliability simultaneously [28, 29].
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Cooperative Communications

The cooperative transmission concept enables the source and destination
nodes to reach one another through one relay or a set of relays. Relays
are devices that receive the signal from the source and forward it to the
destination. Various relaying protocols have been presented in [28,29] for eﬃcient relaying. The basic relaying protocols are amplify-and-forward (AF) and
decode-and-forward (DF). For the AF protocol, the relay node transmits an
ampliﬁed version of the received signal, i.e., ampliﬁes the received signal from
the source node and forwards it to the destination node. In the DF protocol,
the relay node detects, encodes, and forwards the signal to the destination
node. The AF protocol can be viewed as an analog scheme, while the DF
based relaying protocol can be considered as a digital scheme. In addition
to the DF and AF protocols, other relaying protocols such as compress-andforward and coded cooperation have been considered in [28].
Depending on the network topology and the channel condition of the link
between the source and relay, one protocol may provide better performance
than the other. For instance, DF based relaying schemes are more favorable
for systems with good channel condition, while AF is more advantageous for
systems with relative poor channel condition [29]. Further, the AF protocol
has a simpler operation than the DF protocol, but it may increase the noise
level in the system [29].

4.4.2

Underlay Cognitive Relay Networks

As has been discussed, the performance of underlay CRNs is limited by the
imposed PU interference power constraint and fading eﬀects. When the available resources are not enough to guarantee secondary reliable transmission,
the secondary network can implement cooperative communication to meet its
performance requirements. In this respect, the concept of cooperative relaying
has been applied in CRNs [20–23, 69, 88]. Here, secondary relays (SRs) assist
the SU-Tx to forward the message to the SU-Rx using the licensed frequency
band of the PU.
An example of a basic underlay cognitive relay network is shown in Fig.
8. The secondary network consists of an SU-Tx (source node), an SR (relay
node) and an SU-Rx (destination node). For the secondary network, the
transmission is divided into two phases. During the ﬁrst phase, the SU-Tx
transmits the signal to the SR. In the second phase, the DF SR processes
and then forwards the received signal to the SU-Rx. Both the SU-Tx and SR
must control their transmit powers below an acceptable interference power
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Figure 8: An underlay cognitive relay network where an SR assists the SUTx to forward the message to the SU-Rx, (Solid lines: Communication links;
Dashed lines: Interference links).
constraint at the PU-Rx. In such scenarios, we have
Ip
α
Ip
Pr (β, h) ≤
β
Ps (α, g) ≤

(19)
(20)

where Ps (α, g) and Pr (β, h) denote the transmit powers of the SU-Tx and SR,
respectively. For the DF protocol, the instantaneous capacity of the secondary
network is expressed as [94]
{
(
)
(
)}
1
Csrd = min log2 1 + γsr , log2 1 + γrd
(21)
2
where the factor 1/2 accounts for the fact that the overall transmission is
divided into two phases (half-duplex). Further, γsr = (Ps g)/N0 and γrd =
(Pr h)/N0 represent, respectively, the received SNR at SR and SU-Rx. From
(21), the performance of a single relay cooperative communication system
using DF protocol is limited by the weakest link between the source to relay
and relay to destination. By allowing the system to have multiple SRs, the
secondary network can utilize diversity to improve the performance.
Consider Fig. 9 where multiple SRs help the SU-Tx to forward the information to the SU-Rx. Activating more SRs for cooperative communications can
attain better performance of the secondary network. However, the advantages
of utilizing more SRs is coupled with the consumption of additional system
resources and power. In addition, some SRs can successfully decode the information from the source, while others can be in outage due to the eﬀect
of fading. As a result, various relay selection schemes have been considered
in [20–23,94,95] to maximize the capacity or minimize the outage probability.
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Figure 9: An underlay cognitive relay network where N SRs assist the SUTx to forward the message to the SU-Rx, (Solid lines: Communication links;
Dashed lines: Interference links).
For example, the well known max-min scheme can be used to maximize the
minimum of the SNR of the source-relay link and relay-destination link. As
such, the end-to-end SNR is given by [22, 94]
γend =

max

i∈{1,2,...,N }

{min {γsri , γri d }}

(22)

where γsri = (Ps gi )/N0 and γri d = (Pri hi )/N0 . Accordingly, the secondary
instantaneous capacity is given by
Csrd =

5

(
)
1
log2 1 + γend
2

(23)

Wireless Physical Layer Security

Wireless networks are widely used in civilian and military applications. Transmission of important/private information has to be kept secret from nonlegitimate receivers. Security of information transfer via wireless networks
remains a challenging issue because of the broadcast nature of the wireless
channel. Adversaries may attempt to gain unauthorized access to and modify
the information, or even disrupt the information ﬂows. Thus, the issue of privacy and security is considered as a new QoS constraint in wireless network
design [31, 34].
Current security methods rely on cryptographic techniques like data encryption protocols, which are viewed as independent features addressed above
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the physical layer. Encryption is a technique for encoding the data, e.g., data
encryption standard using private key shared by two users, such that it is not
decodable by an unauthorized user [96]. Cryptographic methods assume high
computational complexity that prevent the adversary to decode the message,
and consider that an error-free physical layer link has been established. In
addition, the transmission of an encrypted message (ciphertext) is not perfectly secure, because the ciphertext can still be decrypted by a malicious
user with exhaustive key search [97]. To this end, there has been a considerable attention on studying the fundamental ability of the physical layer to
secure wireless communications [31, 34, 98]. This emerging security technique
is known as physical layer security, and covers varies secure methods using
physical layer properties as discussed in Section 5.3.

5.1

Security Attacks in Wireless Networks

The security attacks in wireless networks can be classiﬁed into two categories:
passive and active [34, 96]. In a passive attack, the attacker tries to listen,
learn, and extract information from the ongoing communication without performing any interactions with legitimate users. The passive attackers monitor
network traﬃc and wireless communication channels, and are in nature in the
form of eavesdropping intrusion and traﬃc analysis. Eavesdropping attack
refers to the scenario where an unintended receiver, known as an eavesdropper (EAV), intercepts a message. Traﬃc analysis is the ability of the unauthorized user to determine the location and identity of communicating users
by intercepting and examining the transmitted messages, i.e, can observe the
frequency and length of message being exchanged.
On the other hand, in an active attack, an attacker attempts to modify
the data information and performs active interactions with the legitimate
system by sending some false data information. Examples of active attackers
include denial of service (DoS) attacks, masquerade attacks, replay attacks,
and information disclosure and message modiﬁcation attacks.
A DoS attacker inhibits the usage of communication facilities. For example, an entity may suppress or suspend all messages directed to a particular destination. Also, a DoS attacker may disrupt the entire network, either
by disabling the network or by overloading it with messages so as to degrade
performance of the legitime communication. Jamming is an example of a DoS
attack at the physical layer. An adversary can used RF jamming signals to
disrupt the communications. In a masquerade attack, an intruder pretends to
be a legitime user to gain access to network applications or services illegally.
A masquerade attacker tries to convince the sender that he/she is the authorized recipient of the message, and/or convince the receiver that he/she is the
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legitimate transmitter. The replay attack is a form of network attack in which
a valid data transmission is maliciously repeated or delayed, i.e, an attacker
injects malicious packets into the network to disrupt it. The message modiﬁcation attack occurs when some portion of a legitimate message is altered
or reordered to produce an unauthorized eﬀect. An attacker alters packets
by inserting changes into them, deleting information from them, reordering
them, or delaying them.

5.2

Security Attacks in CRNs

As a wireless network, a CRN is also subject to security issues. Because
of CR characteristics, CRNs face additional security challenges compared to
traditional wireless networks. In this respect, diﬀerent security threats and
detection techniques in CRNs have been discussed in [34, 39, 41, 42], and references therein. Here, we only present major attacks on the physical layer
of CRNs, which include the primary user emulation (PUE) attack, spectrum
sensing data falsiﬁcation (SSDF) attack, jamming attack, and eavesdropping
attack.
In the PUE attack, malicious users may masquerade as PUs by transmitting signals in the licensed band (not used by the PUs), so as to enforce SUs
to vacate this band or to prevent other cognitive users to access that band.
The purpose of PUE attacks can be of two types: greedy and malicious [40].
The greedy nodes, i.e., selﬁsh PUE attacks, transmit fake incumbent signals
to force SUs to vacate a speciﬁc band (spectrum hole) in order to occupy
it. While, for a malicious PUE attack, the malicious attacker prevent the
transmission of the SUs without using the spectrum band.
The SSDF attack is related to cooperative spectrum sensing. A malicious
user can initiate or report a false local sensing result on a speciﬁc band to
its neighbors or to the fusion center. The purpose of an SSDF attack is to
confuse the SUs or the fusion center for decision about the presence/absence of
PUs. This may lead the SUs to vacate the spectrum band or to cause harmful
interference to the PUs. Also, the goal of these attackers is to monopolize a
speciﬁc band by forcing all other nodes to not use it.
In the jamming attack, an attacker degrades the SNR below the required
threshold by transmitting noise over the received channel. Jamming attacks
can be classiﬁed as a single-channel jamming attack or multi-channel jamming attack [40, 99]. In a single-channel jamming attack, the malicious user
continuously transmits high power signals on one channel. In a multi-channel
jamming attack, the attacker can jam multiple channels simultaneously by
interfering signals on all channels at the same time or by switching from one
channel to another according to the PUs activities.
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In the eavesdropping attack, a malicious node listens to the transmission
of the legitimate users and gets access to the content of exchanged data. This
thesis focuses on the eavesdropping attacks since they are very diﬃcult to
detect, because they do not involve any alteration of the data.

5.3

Physical Layer Security

Fig. 10 illustrates the general concept of physical layer security in a wireless
network where the communication between legitimate transmitter (S) and
legitimate receiver (D) is being eavesdropped by an unauthorized user known
as an EAV. The communication channel between S and D is called the main
channel, whereas the communication channel between S and EAV is referred
to as the eavesdropper channel.

EAV’s channel

S

EAV

Main channel
D

Figure 10: Example of an eavesdropping scenario in a wireless network.
In general, the signals received by D and EAV are diﬀerent since nodes
D and EAV may be located at diﬀerent positions. The two channels through
which signals pass have diﬀerent fading and noise eﬀects. Thus, the fundamental principle of physical layer security is to exploit the inherent randomness of noise and communication channels to limit the amount of information
that can be extracted by an unauthorized user. With careful planning and
execution, the integration of cryptographic and physical layer security techniques can provide a security solution that eﬃciently safeguards sensitive and
conﬁdential data for the wireless communication [98, 100].
5.3.1

Wiretap Channel

The notion of wiretap channel was introduced by Wyner [101] under the assumption that the EAV channel or wiretap channel is a degraded version of
the main channel. Wyner demonstrated that a positive information rate can
be achieved with perfect secrecy if the EAV channel is noisier than the main
channel. The idea in [101] was to exploit the noise of the communication
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Figure 11: Wiretap channel model.
channel along with proper physical layer coding to ensure secure communication.
A basic wiretap channel model is depicted in Fig. 11 where Alice sends
a conﬁdential message to Bob through a discrete memoryless channel, while
Eve eavesdrops this message through another degraded version of discrete
memoryless channel. Alice encodes a message MA into a codeword X of
length m, which is transmitted. The legitimate user receives the signal Y
over the main channel, decodes it, and the message at Bob is MB . The signal
received by Eve through the wiretap channel is denoted by Z. The goal is
to design a coding scheme, i.e., encoding algorithm and decoding algorithm,
that makes it possible to communicate both reliably and securely. In this
structure, the performance of the coding scheme can be measured in terms of
average error probability and equivocation rate [32, 102]. The average error
probability indicates the level of reliable communication between Alice and
Bob. The equivocation rate at Eve measures the secrecy level of conﬁdential
message.
The average decoding error probability denoted by Per at Bob is given by
Per = Pr{MB ̸= MA }

(24)

The uncertainty about the secret message at Eve is measured by the equivocation rate Req , which is deﬁned as
Req =

1
H(MA |Z)
m

(25)

where H(MA |Z) is the remaining entropy of MA given the output information
Z at Eve. The higher the equivocation rate, the less information that Eve
obtains about the conﬁdential message MA .
Throughout this thesis, we only focus on the information theoretic perfect
secrecy which requires the equivocation rate to be equal to the rate of the
message as in [32, 35, 102, 103]. Perfect secret transmission at rate Rs is said
to be achievable at Bob if for any arbitrary small ε > 0, there exists a sequence
of (2mRs , m) codes of code length 2mRs and message length m such that for
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a suﬃcient large m (i.e., m → ∞), the following hold [35, 102]
Per ≤ ε

(26)

Req ≥ Rs − ε

(27)

In this respect, the secrecy capacity is deﬁned as the maximum achievable
perfect secrecy rate that satisﬁes both (26) and (27). That is, the secrecy
capacity is the supremum of all achievable rates [102], i.e.,
Csec , sup Rs

(28)

Per ≤ε

Later, the wiretap channel has been extended to the broadcast channel
with conﬁdential messages [104] and Gaussian wiretap channel [105]. It is
shown in [104] that non-zero secrecy capacity can be achieved even if the
EAV channel is not degraded. In [105], the secrecy capacity of the Gaussian
wiretap channel is shown to be the diﬀerence between the main and EAV
channel capacities. That is,
Csec = [Cmain − CEAV ]

+

(29)

where [·]+ = max(·, 0), and Cmain is the capacity of the main channel and
CEAV is the capacity of the wiretap channel.
The works in [101, 104, 105] showed that a positive secrecy capacity can
be achieved when the EAV channel is of lower quality than that of the main
channel. However, various extensions of the wiretap channel to fading channels indicate that information theoretic security is achievable even when the
EAV has a better average SNR than the legitimate receiver [32, 102]. To further improve the physical layer security against eavesdropping attacks, distinct techniques such as thermal noise [37, 38], interference [106, 107], multiple antennas [31, 97, 99, 108, 109], cooperative relays [33, 36], and selection
diversity [35, 109] have been used.
5.3.2

Physical Layer Security Techniques

In the following, we brieﬂy discuss some examples of physical layer security
approaches used to establish secure channel communication.
Coding and Signal Processing Techniques
Channel codes are typically designed to make reliable secure communication
by adding redundancy into transmitted data for allowing the receiver for error detection and correction, and adding randomness for keeping the EAV
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ignorant [34, 99]. Some coding methods such as polar codes and low-density
parity check (LDPC) codes can be used. However, coding techniques assume
perfect random coding arguments. In addition, it is very diﬃcult to design
near-to-optimal codes for the wireless wiretap channel.
Secret Key Generation
The randomness of the wireless channel can be exploited for generating encryption keys [32, 99]. Because of the rapid ﬂuctuations of fading coeﬃcients,
the duration of every key can be short enough, so that the EAV can hardly detect it before a new one is generated and used. The key generation approach
is based on the source and channel coding techniques to generate common
secret keys between legitimate nodes.
Artificial Noise and Beamforming Techniques
A transmitter can artiﬁcially generate noisy versions of the signal to confuse the adversary user [37, 38]. Artiﬁcial noise is generated by the usage of
multiple antennas or the coordination of helping nodes. Moreover, the usage of transmit beamforming can improve wireless secure capacity and avoid
physical jamming attempts [37]. However, artiﬁcial noise and beamforming
approaches consume additional power resources for generating artiﬁcial noise
and increase the computational complexity in performing beamformer design.
Multiuser Diversity
In order to eﬀectively defend against the eavesdropping attack, multiuser
scheduling should be employed to minimize the EAV channel capacity at the
same time maximizing the main channel capacity [35, 97]. This requires the
knowledge of CSI of both the main and wiretap links. If only main channel
CSI is available at the transmitter, conventional MUD is applied where the
wiretap channel information is not taken into account.
Cooperative Diversity
User cooperation has also great potential to enhance wireless security against
eavesdropping attacks [33,36]. For example, a cooperative jamming technique
is used in [33] where trusted relay nodes transmit a weighted jamming signal
(independent of the source message) to the EAV with the purpose of degrading
the EAV channel.
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Interference
Diﬀerent to existing wireless networks where interference is undesired, interference can be beneﬁcial to improve the secure transmission when used to
degrade the performance of the EAV channel [106,107]. For instance, a deviceto-device (D2D) communication has been introduced in [106] to improve the
security in cellular network where D2D generates interference to the EAV to
reduce the achievable data rate of the EAV link.

In this thesis, we analyze the physical layer security of CRNs under spectrum sharing constraints by exploiting MUD, cooperative relaying, and interference approaches.

6

An Overview of Radio Propagation Models

In this section, we introduce main characteristics of wireless channels and
discuss some examples of radio propagation models.

6.1

Characteristics of wireless channels

In a typical wireless communication system, the channel conditions vary with
time. The characteristics of a wireless signal depends upon the distance
between the transmitter and the receiver, the frequency, the path taken by
the signal, and the environment (buildings and other objects) around the
path [43, 110]. In general, the time delay spread of a multipath channel and
the Doppler spread due to the movement of the user result in distortion of
the received signal. The variation in received signal power is characterized
by three factors, namely, path loss, shadowing, and multipath. Path loss
measures the power attenuated of the transmitted signal with respect to the
propagation distance. Shadowing is caused by obstacles between the transmitter and receiver that ﬂuctuate the signal power. Multipath propagation
occurs when the transmitted signals reach the receiver through more than
one path due to reﬂection, diﬀraction, and scattering from objects located
between the transmitter and receiver.
The variation of the signal resulting from path loss and shadowing is referred to as large-scale propagation eﬀects [43,110]. This is because variations
due to path loss and shadowing occur over relatively large distances. In particular, signal variations caused by path loss occur over long distances, while
signal variations due to shadowing occur over distances proportional to the
length of the obstructing objects [43, 110]. On the other hand, variations of
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the signal due to multipath occur over very short distances on the order of
the signal wavelength. As such, variations caused by multipath are referred
to as small-scale propagation eﬀects [43, 110].

6.2

Large-scale Propagation Models

Large-scale propagation models predict the mean signal strength for an arbitrary distance between the transmitter and receiver. They are useful in
estimating the radio coverage of a transmitter. To predict path loss in typical wireless environments, diﬀerent analytical and empirical path loss models
have been developed [43, 110, 111]. For example, the simplest path loss model
is the free space propagation for which the received signal power falls oﬀ in
inverse proportion to the square of the distance d between the transmit and
receive antenna. However, in practice, free space conditions rarely exist in a
radio channel. The empirical path loss models such as Okumura model and
Hata model are based on a given distance in a given frequency range for a
particular propagation environment. Nevertheless, empirical path loss models
may be less accurate in a more general environment.
For general trade-oﬀ analysis of various wireless systems, the following
simpliﬁed path loss model is commonly used [43]
[
Pr = Pt ζ

d0
d

]η
(30)

where Pr and Pt denote the transmit and receive powers, respectively. Further, ζ is a unitless constant that depends on the antenna characteristics and
the average channel attenuation, d0 is a reference distance for the antenna
far ﬁeld, and η is the path loss exponent. For an omnidirectional antenna,
2
ζ = [λc /(4πd0 )] where λc is the signal wavelength. The reference distance d0
is in the range of 1−10 meters in indoors and 10−100 meters in outdoors [111].
Furthermore, typical values of η are shown in Table 3.
Path loss models ignore random variation of the received power due the
blockage from objects in the signal path. Since the location, size, and dielectric
properties of the blocking objects are generally unknown, statistical models
are used to characterize this attenuation. A combined path loss and shadowing
model that characterizes power decay versus distance along with the random
attenuation about this path loss from shadowing is given by [43]
[ ]
Pr
d0
dB = 10 log10 ζ − 10η log10
− χdB
(31)
Pt
d
where χdB in decibel (dB) is a Gaussian distributed RV with variance σχ2 .
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Table 3: Path loss exponents for diﬀerent radio environments [43]
Environment
η
Free space
2
Urban microcells
2.7 to 3.5
Urban macrocells
3.7 to 6.5
Oﬃce building (same ﬂoor)
1.6 to 3.5
Oﬃce building (multiple ﬂoor) 2 to 6
Store
1.8 to 2.2
Factory
1.6 to 3.3
Home
3

6.3

Small-scale Propagation Models

Small-scale propagation or fading models characterize the rapid variations of
the signal over short period of time or short travel distance. Small-scale fading
is due to constructive and destructive combination of multiple attenuated
versions of the transmitted signal arriving at the receiver [43, 110, 111]. The
rapid ﬂuctuation of the amplitude and phase of the received signal, the random
frequency modulation caused by Doppler shifts, and the time dispersion due
to multipath propagation delays are the most important eﬀects of small-scale
fading.
Recall that large-scale propagation models predict the mean signal strength,
while the small-scale propagation models predict the rapid ﬂuctuations. Ideally,
modeling a channel is calculating all the physical processing aﬀecting a signal
from the transmitter to the receiver. However, it is diﬃcult to construct a
precise deterministic channel model to characterize the eﬀects of multipath
propagation on the received signal. Alternatively, statistical models are used
to describe the observed statistical nature of a practical mobile channel. Examples of such statistical models are Rayleigh, Rician, Nakagami−m, and
α − µ distributions [43, 110–114]. The application of each statistical model
depends on the speciﬁc type of radio propagation environment. In this thesis,
we consider Rayleigh fading model, which is the most commonly used model
to describe the statistical behavior of the multipath fading envelope. We
would like to note that the presented results in this thesis can be extended
to other well-known distributions, such as Ricean, Nakagami−m, and α − µ
distributions.
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Rayleigh Fading Channel
Rayleigh fading characterizes a propagation environment with no line-of-sight
path between the transmitter and the receiver. In addition, Rayleigh fading
agrees very well with experimental data when there exist many propagation
paths through reﬂections, diﬀraction, and scattering [43, 110].
Let X = |h| be the magnitude of the channel coeﬃcient h. When X follows
a Rayleigh distribution, the probability density function (PDF) of X is given
by [112]
fX (x) =

( x2 )
2x
exp −
,
Ω
Ω

x≥0

(32)

where Ω = E[|h|2 ] is the channel mean power. If the channel power gain Z =
|h|2 follows an exponential distribution with mean Ω, the PDF and cumulative
distribution function (CDF) of Z are, respectively, given by
( z)
1
exp −
, z≥0
Ω
( Ωz )
FZ (z) = 1 − exp −
, z≥0
Ω
fZ (z) =

6.4

(33)
(34)

Noise and Interference

In addition to large-scale and small-scale propagation eﬀects, a wireless signal
is also subject to noise and interference from other transmitters.
Noise is regarded as any type of undesired signal that coexists in the passband of the desired channel. There are diﬀerent types of noise. For instance,
the thermal noise is caused by the thermal agitation of the electrons inside
an electrical conductor. A very common used model for thermal noise is the
AWGN. Man-made noise results from emissions on a frequency outside of the
necessary bandwidth and the level of which may be reduced without aﬀecting the corresponding transmission of information, called spurious emissions.
Receiver noise is due to ampliﬁers and mixers [112].
Interference occurs when additional signals from other transmitters are
added to the desired signal. Examples of interference include interference
between PUs and SUs in CRNs; intercell interference in cellular networks; interference between neighboring access points in WLANs; ad hoc networks; interuser interference between neighboring devices in machine-to-machine communications; and interference between medical sensors in wireless body area
networks. In a wireless channel, noise and interference can be measured in
terms of signal-to-interference ratio (SIR), SNR or SINR.
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Performance Metrics

The performance assessment of wireless communication systems over fading
channels may be expressed in terms of a number of metrics. In this section,
we give a brief introduction of some performance metrics used in this thesis to
evaluate the underlay CRNs under spectrum sharing constraints and secrecy
constraints.

7.1

Channel Capacity

Channel capacity is a basic information theoretic performance measure of
a wireless communication channel. The instantaneous channel capacity or
Shannon capacity in bits/s is expressed as [43, 110]
C = B log2 (1 + γ)

(35)

where B is the system bandwidth and γ is the received SNR.
For the analysis of channel capacity, there are two types of capacity of
interest, namely, ergodic capacity and outage capacity. The ergodic and outage capacities can be viewed as the throughput limits of a fading channel
under no and stringent transmission QoS requirements, respectively. The ergodic capacity is a signiﬁcant performance metric for the study of the wireless
communication system assuming an asymptotically zero error probability or
delay-tolerant applications. For wireless applications with given error or delay
constraints, a better performance measure is the outage capacity.
7.1.1

Ergodic Capacity

Ergodic capacity provides the maximum information at which data can be
transmitted with negligible probability of error [43]. It is also referred to as
the average of the instantaneous capacity of the channel over the distribution
of the received SNR γ. In mathematical terms, the ergodic capacity is given
by
∫∞
Cerg = E[C] =

B log2 (1 + y)fγ (y)dy

(36)

0

where fγ (y) is the PDF of γ.
7.1.2

Outage Capacity

The outage capacity is deﬁned as the maximum rate that can be maintained
over fading channels with a certain predeﬁned outage probability threshold.
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For a given outage threshold ξ, the outage capacity is given by [110, 115]
[
]
Cξ = B log2 1 + Fγ−1 (1 − ξ)

(37)

where Fγ−1 (·) denotes the inverse function of the complementary CDF of γ.
It is generally challenging to derive the inverse function of the complementary
CDF of γ. In view of [90, 116], the outage capacity is alternatively expressed
as
(
√
ξ )
Cξ = E[C] + 2V[C]erfc−1 2 −
(38)
50
where ξ in (38) is expressed in percent and erfc−1 (·) is the inverse of the
complementary error function. Further, V[C] = E[C 2 ]−(E[C])2 is the variance
of capacity with E[C] and E[C 2 ] being the ﬁrst and second moments of the
channel capacity, respectively.

7.2

Outage Probability

Because of noise and fading, the received instantaneous SNR γ is regarded
as an RV. If γ is less than a given threshold, then the receiver may not
successfully recover the transmitted signal. In this case, outage probability
is used to assess the system performance in slow fading where the coherence
time of the channel is quite large relative to the symbol interval. The outage
probability Pout is deﬁned as probability that the received SNR, γ, falls below
a certain speciﬁed SNR threshold, γth . Mathematically, the outage probability
is expressed as [43]

Pout

∫γth
=
fγ (γ)dγ = Fγ (γth )

(39)

0

where Fγ (γth ) is the CDF of γ evaluated at γ = γth .

7.3

Symbol Error Probability

The symbol error probability (SEP) is deﬁned as the probability that a transmitted data symbol is detected in error at the receiver. The evaluation of the
average SEP for wireless transmissions over fading channels is often performed
into two steps. First, an exact expression or approximation of the conditional
error probability (CEP) is calculated. This CEP denoted by Pe (γ) is a function of the received SNR and the choice of modulation/detection scheme.
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Second, the CEP is averaged over the PDF of γ for a speciﬁc fading environment [117], yielding
∫∞
Psep =

Pe (γ)fγ (γ)dγ

(40)

0

For many modulation schemes, such as binary phase-shift keying (BPSK),
coherent binary frequency-shift keying (BFSK) and M -ary pulse amplitude
modulation (M-PAM) [117], we have
Pe (γ) = d0 Q

(√
)
d1 γ

(41)

√
∫∞
where Q(x) = (1/ 2π) z exp(−t2 /2)dt is the Gaussian Q-function, and d0
and d1 are constants depending on the speciﬁc modulation scheme. For example, (d0 , d1 ) = (1, 2) for BPSK, (d0 , d1 ) = (1, 1) for coherent BFSK, and
d0 = 2(M − 1)/M and d1 = 6 log2 M/(M 2 − 1) for M-PAM. In case of noncoherent BFSK (NCBFSK) and diﬀerential BPSK (DBPSK), we have
Pe (γ) = d0 exp(−d1 γ)

(42)

where (d0 , d1 ) = (0.5, 1) for DBPSK and (d0 , d1 ) = (0.5, 0.5) for NCBFSK.
The average SEP can be alternatively computed from the CDF of γ as [118]

Psep

√ ∫∞
d0 d1
exp(−d1 γ)
= √
Fγ (γ)dγ
√
γ
2 π

(43)

0

For example, d0 = 2 and d1 = sin2 (π/M ) for M-ary PSK.

7.4

Average Packet Delay

In communication systems, the end-to-end delay is an important parameter
for QoS guarantees. Queueing theory is one of the basic analytical approaches
used for the delay performance assessment [119]. In a queueing model, basic
characteristics such as arrival pattern of packets, service pattern of schedulers,
and queue discipline provide an adequate description of a queueing system in
communication networks. The key factors in analyzing the packet delay is the
waiting time at the buﬀer and the link transmission time. The transmission
time is inﬂuenced by physical transmission characteristics such as fading and
interference.
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Let us consider a single server with inﬁnite size where the arrivals follow
a Poisson distribution and with general service distribution, i.e., an M/G/1
queueing model. The average packet waiting time in the queue is given by [119]
E[W ] =

λE[T 2 ]
2(1 − λE[T ])

(44)

where W is the waiting time in the queue, T is the packet transmission time
and λ is the packet arrival rate. Further, E[T ] and E[T 2 ] represent the ﬁrst
and second moments of T , respectively. Then, the average time a packet
spends in the system is expressed as
E[D] = E[W ] + E[T ]

(45)

where D is the time a packet spends in the system.

7.5

Secrecy Capacity

The study of physical layer security in wireless environments considers the
secrecy capacity as the diﬀerence between the capacity of the main channel
and the capacity of the EAV channel [32, 102]. The instantaneous secrecy
capacity in terms of the SNR of both the main channel, γm , and the wiretap
channel γe is expressed as [32]
{
log2 (1 + γm ) − log2 (1 + γe ),
γ m > γe
Csec =
(46)
0,
γm ≤ γe
In case where the legitimate transmitter has no CSI of the EAV, secrecy capacity can be characterized in terms of secrecy outage probability [32]. Moreover,
from (46) it follows that the secrecy capacity is positive when γm > γe . Thus,
it is important to compute the probability of existence of positive secrecy
capacity.
7.5.1

Secrecy Outage Probability

The secrecy outage probability is deﬁned as the probability that the instantaneous secrecy capacity falls below a target secrecy rate Rs,th > 0 [32], i.e.,
Pout,sec = Pr {Csec < Rs,th }
7.5.2

(47)

Existence of Positive Secrecy Capacity

By assuming independence between the main channel and the EAV’s channel,
the probability of existence of non-zero secrecy capacity can be written as [32]
Psec = Pr {Csec > 0} = Pr {γm > γe }

(48)
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Thesis Overview

The aim of this thesis is to analytically evaluate the performance of underlay
CRNs and underlay cognitive relay networks under spectrum sharing constraints and security constraints. Distinct SU transmit power policies are
presented considering various interference constraints such as PU outage constraint or PU PIP constraint imposed by the PU to the SU. The channel gains
between transmitters and receivers follow the Rayleigh distribution. The analysis is performed with or without SU QoS requirements and by assessing the
impact of the primary network on the secondary network. Numerical analysis
and simulations are also carried out to evaluate the performance of the considered system models. Numerical examples illustrate that it is possible to
exploit the physical layer characteristics to achieve both security and QoS in
CRNs while satisfying spectrum sharing constraints. In particular, the theoretical analytical tools presented in this thesis oﬀer an accurate means for
performance evaluation and guidance to the spectrum sharing system design.
This thesis consists of two main parts based on peer-reviewed conference papers and journal articles.
In Part I, we study the performance of underlay CRNs with emphasis on
a multiuser environment. Part I-A considers a secondary network with delaytolerant applications and analyzes the ergodic capacity. In Part I-B, the secondary outage capacity is analyzed. In Part I-C, analytical expressions of the
SU SEP and outage probability are derived. Also, an expression of secondary
delay-limited throughput is obtained. Part I-D presents a queueing model
that provides an analytical tool to evaluate the secondary packet-level performance with multiple classes of traﬃc considering general interarrival and
service time distributions. Analytical expressions of the SU average packet
transmission time, waiting time in the queue, and time spent in the system
are provided.
In Part II, we analyze the physical layer security for underlay CRNs and
underlay cognitive relay networks. Analytical expressions of the probability
of non-zero secrecy capacity and secrecy outage probability are derived. Part
II-A considers a single hop underlay CRN in the presence of multiple EAVs
and multiple SU-Rxs. In Part II-B, an underlay cognitive relay network in
the presence of multiple SRs and multiple EAVs is studied.

PART I-A: Ergodic Capacity of Multiuser Scheduling in
Cognitive Radio Networks: Analysis and Comparison
This part analyzes the ergodic capacity of secondary point-to-multipoint communications under the outage constraint of multiple PU-Rxs and the SU max-
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imum transmit power limit. An SU-Tx communicates with multiple SU-Rxs
in the presence of a PU-Tx serving multiple PU-Rxs. We ﬁrst analyse the
ergodic capacity for three scheduling schemes, i.e., round robin (RR), MaxSINR and Min-SINR, and compare their performance. Then, the average
capacity with limited feedback is derived. Numerical examples are presented to illustrate the impact of the number of SU-Rxs, number of PU-Rxs,
PU outage constraint, SU maximum transmit power limit, and channel mean
powers of interference links on the secondary network performance. The main
contributions and the key results can be summarized as follows:
• Based on the availability of CSI of the SU-Rx at the SU-Tx, three scenarios are considered:
◦ Scenario 1: No CSI. The RR scheduling is applied.
◦ Scenario 2: Perfect CSI. We investigate and compare the performance for Min-SINR and Max-SINR schemes.
◦ Scenario 3: Limited feedback. A threshold based on the channel
quality in terms of SINR is considered where the Max-SINR scheme
is applied to the set of SU-Rxs satisfying the threshold, while RR
scheduling is used for the SU-Rxs with channel quality below the
threshold.
• The CDF and PDF of the SINR at the scheduled SU-Rx are derived for
each scenario.
• For all scenarios, analytical expressions of the secondary ergodic capacity are derived.
• Numerical examples show that in the presence of a single PU-Rx and
in the high SINR regime, the Min-SINR strategy outperforms the MaxSINR scheme as the number of SU-Rxs increases. On the other hand,
when the number of PU-Rxs increases, the Max-SINR scheme becomes
an advantage compared to Min-SINR scheduling. Further, the MaxSINR performs better than the Min-SINR scheme for low number of
SU-Rxs and in the low SINR regime. In addition, numerical results
illustrate that the achievable capacity with limited feedback is approximately the same as for the case of Max-SINR with full feedback when
the SU channel quality threshold for feedback condition is set to low
and medium values.
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PART I-B: On the Outage Capacity of an Underlay Cognitive Radio Network
In this part, we consider a point-to-multipoint underlay CRN under the joint
constraint of the PU PIP and maximum transmit power limit of the SU. The
secondary network consists of an SU-Tx communicating with multiple SURxs in the presence of a primary network that consists of a PU-Tx serving
multiple PU-Rxs. We analyze the secondary outage capacity, which provides
the maximum rate for a speciﬁed outage probability. In the following, we
provide important contributions of this part.
• Expressions of the CDF and PDF of the SINR at the scheduled SU-Rx
are derived.
• Analytical expressions of the secondary outage capacity are derived
based on:
◦ Exact moments of the channel capacity
◦ Approximate moments of the channel capacity
• Numerical examples are provided to evaluate the impact of the number
of PU-Rxs and number of SU-Rxs on the secondary network performance. In addition, the eﬀect of other system parameters such as channel
mean powers among users, SU outage threshold and PU tolerable error
on the secondary outage capacity is investigated. Numerical results indicate that the secondary network performance is improved by exploiting
MUD scheduling for the considered scenario.

Part I-C: Performance Analysis of Opportunistic Scheduling with HARQ for Cognitive Radio Networks
This part analyzes the secondary network performance under the joint constraint of the PU PIP and maximum transmit power limit of the SU. In
particular, multiple SU-Txs communicate with an SU-Rx in the presence
of a PU-Tx serving multiple PU-Rxs. Moreover, we exploit opportunistic
scheduling where the SU-Tx with the best channel condition is scheduled for
transmission. The contributions of this part are summarized as follows:
• Two cases are considered for the SU power control:
◦ Perfect CSI-based power control: Perfect CSI of the SU-Tx→PURx link is available at the SU-Tx
◦ Statistical-based power control: SU-Tx has knowledge of statistical
CSI of the SU-Tx→PU-Rx link
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• The CDF of the received SINR at the SU-Rx is derived for each power
control scheme.
• Analytical expressions of the secondary outage provability and SEP are
derived for both power control schemes.
• Expressions of the SU delay-limited throughout for two hybrid automatic repeat request protocols, namely, repetition time diversity and
incremental redundancy are obtained.
• Numerical results are provided to assess the eﬀect of the number of
SU-Txs, SU target rate, and number of packet retransmissions on the
secondary network performance. In addition, the impact of the primary
network parameters (multiple PU-Rxs and interference from PU-Tx to
SU-Rx) on the secondary network is investigated. Numerical examples
show that the eﬀective data rate is improved as the number of retransmissions increases.

Part I-D: A Framework for Packet Delay Analysis of Pointto-Multipoint Underlay Cognitive Radio Networks
In this part, we present a queueing analytical framework for the performance evaluation of SU packet transmission with service diﬀerentiation under
spectrum sharing constraints. The analysis considers a queueing model for
secondary multiple classes of traﬃc with diﬀerent types of arrival and service
processes under a non-preemptive priority service discipline. The SU quality of service is characterized by a packet timeout threshold and target bit
error rate (BER). We examine the impact of diverse traﬃc arrival models
such as exponential, generalized Erlang, and hyperexponential distributions,
which cover a wide range of bursty and nonbursty traﬃc. Also, we assess
the impact of diﬀerent factors such as packet arrival process variability, QoS
requirements, priority policy, channel conditions, and scheduling schemes on
the SU packet delay. The performance of the secondary network is studied
in terms of average packet transmission time, waiting time in the queue, and
time spent in the system. Such an analytical framework captures the relationship between the packet-level QoS performance measures at the higher
layers and physical layer parameters, which can enable cognitive radio system
modeling and design. The main points of this part are summarized as follows:
• An SU-Tx transmit power policy satisfying both the outage constraint of
multiple PU-Rxs and the SU maximum transmit power limit is derived.
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• We propose a hybrid transmission scheduling scheme where high priority
packets are transmitted using the opportunistic scheduling (OS) scheme
while multicast scheduling (MS) is used for low priority packets.
• Given the SU QoS requirements characterized by a packet timeout
threshold and target BER, the CDF and PDF of the packet transmission
time for the OS and MS schemes are derived.
• Accordingly, analytical expressions of the packet timeout probability
and average transmission time for the OS and MS schemes are obtained.
Then, their performance comparison with respect to the increase of the
number of SU-Rxs is presented.
• Expressions of the average packet waiting time in the queue and total
time in the system for each class of traﬃc are obtained by employing
a GI/G/1 queueing model under QoS-based non-preemptive priority
scheduling.
• Numerical examples indicate that OS reduces the transmission time per
user while the packet delay is increased for MS from the viewpoint of the
order statistics. Moreover, it is shown that the selection of the arrival
process has a signiﬁcant impact on the packet waiting time in the queue.

Part II-A: On Physical Layer Security for Cognitive Radio
Networks with Primary User Interference
In this part, we investigate the secondary network physical layer security
under the outage constraint of the PU and interference from the PU-Tx to
the secondary network. In particular, an SU-Tx sends conﬁdential messages
to trusted multiple SU-Rxs in the presence of multiple EAVs. Moreover, the
SU transmit power is subject to the PU-Rx outage constraint and the SU
maximum transmit power limit. Further, we exploit MUD where the SURx with best channel condition is scheduled for transmission. Expressions of
the probability of existence of non-zero secrecy capacity and secrecy outage
probability are derived. Analytical and simulation results are provided to
evaluate the eﬀect of the number of SU-Rxs, number of EAVs, and channel
mean powers on the secondary network security. The main points of this part
are provided as follows:
• The CDF and PDF of the SINR at the scheduled SU-Rx and EAV are,
respectively, derived.
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• The impact of the interference from the PU-Tx to the SU-Rx and EAV
on the secondary network security is evaluated. Also, the eﬀect of multiuser diversity on the secondary network performance is analyzed.
• The analytical expressions of the probability of non-zero secrecy capacity and secrecy outage probability reveal important design insights
(such as number of users and role of interference) into the impact of
MUD and the channel condition of the PU-Tx to the EAV link on the
secondary network security. For example, it is shown that a non-zero
secrecy capacity can be achieved as long as the number of EAVs is less
or equal to the number of legitimate users. Also, the numerical results
show that the interference from the primary network to the EAVs is an
important parameter to improve the secondary network security.

Part II-B: On Physical Layer Security for Reactive DF
Cognitive Relay Networks
This part analyzes the performance of underlay cognitive relay networks under
the peak interference power constraint of the primary user receiver. In particular, an SU-Tx communicates with an SU-Rx through the help of multiple
SRs using a DF protocol. There exist multiple EAVs who illegally listen to the
secondary network communication. Both the SU-Tx and SR transmit powers
are subject to the PU PIP constraint and SU maximum transmit power limit
constraint. Important contributions of this part are summarized as follows:
• In the analysis, two DF protocols are considered:
◦ Reactive DF scheme: only the SRs that satisfy the decoding
threshold participate in the relay selection
◦ Proactive DF scheme: Max-min relay selection strategy
• The CDF and PDF of the end-to-end SINR are derived for both DF
schemes.
• Analytical expressions of the probability of existence of non-zero secrecy
capacity and secrecy outage probability are obtained.
• We investigate the impact of the number of SRs, number of EAVs and
interference from the PU-Tx to SU-Rx and EAV on the secondary network security. We also assess the eﬀect of the interference from the
primary network to the secondary network performance.
• Numerical examples indicate that the secondary system security is improved by exploiting relay selection diversity. Also, the results show
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that secondary network security is enhanced by increasing the channel
mean power of the PU-Tx→EAV link.

9

Future works

The work presented in this thesis can be extended into multiple directions. In
the following, we discuss important topics of interest for future work.
In the thesis, we assumed that the primary interference power is the same
for all PU-Rxs. In a non-homogenous primary network, each PU may have its
own QoS requirements. In such a scenario, it is of interest to derive the SU
transmit power policy and evaluate the performance of the secondary network.
Also, the presence of multiple PU-Txs has a signiﬁcant impact on the
secondary performance. For the interference characterization, stochastic geometry which is a mathematical and statistical tool for the modeling and analysis of wireless networks with random topology can be applied. Here, the
SINR at each SU-Rx can be modeled depending on its location and the positions of the interference sources, i.e., network geometry.
In practice, transmitting nodes do not possess perfect CSI due to the time
varying nature of the wireless channel and feedback delay. Thus, analyzing the
eﬀect of channel estimation errors and feedback delay for the secondary multiuser scheduling techniques is of interest. Moreover, multiuser scheduling with
diverse QoS requirements is a challenging task in today’s wireless networks
including CRNs. The design of a packet scheduling scheme that involves a
number of requirements, such as spectral eﬃciency, fairness, delay and error
tolerance is of importance. Based on information theoretic approaches at the
physical layer and existing packet scheduling algorithms at the medium access control layer, a uniﬁed framework that takes into account channel-aware,
buﬀer-aware and QoS-aware scheduling strategies can be developed for the
performance assessment of CRNs.
In addition, the performance of physical layer security in large-scale wireless networks where the legitimate nodes and the EAV are randomly distributed, can be studied in terms of secrecy transmission capacity. The secrecy
transmission capacity is the achievable rate of successful transmission of conﬁdential messages, subject to constraints on both the QoS and the level of
security. For example, the QoS constraint can be given by the outage probability of the transmission between a legitimate transmitter-receiver pair, i.e.,
connection outage probability constraint. While security constraint is given
by the probability of a transmission failing to achieve perfect secrecy, i.e.,
secrecy outage probability constraint.
Furthermore, the RF energy harvesting concept is a promising solution to
power energy-constrained wireless networks. This technique allows the wire-
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less devices to harvest energy from RF signals for their information processing
and transmission. In particular, with RF energy harvesting, interference can
be turned into useful source of energy through a proper scheduling policy. In
this context, interference in an underlay CRN can be exploited to facilitate
energy harvesting.
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Abstract
This paper analyzes the ergodic capacity of secondary point-tomultipoint communications under the outage constraint of multiple
primary user receivers (PU-Rxs) and the secondary user (SU) maximum transmit power limit. We first derive analytical expressions of
the ergodic capacity for three scheduling schemes, i.e., round robin,
Max-signal-to-interference-plus-noise-ratio (SINR) and Min-SINR, and
compare their performance. Numerical examples show that when the
number of SU receivers (SU-Rxs) increases in the presence of a single
PU-Rx and at high SINR, the Min-SINR outperforms the Max-SINR
scheme. As the number of PU-Rxs increases, the Max-SINR performs
better than the Min-SINR scheduling. When the number of SU-Rxs
becomes large, the system capacity is enhanced, but so is the feedback
load. To exploit the Max-SINR transmission while reducing the feedback load, we assume a threshold based on the channel quality where the
SU-Rxs with the instantaneous SINR above the threshold participate
in the Max-SINR scheduling, otherwise an SU-Rx is selected randomly.
Then, an analytical expression of the average capacity is derived. Numerical results illustrate that the capacity with limited feedback is approximately the same as for the case of Max-SINR with full feedback
when the SU threshold for feedback condition is set to low and medium
values.
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Introduction

The cognitive radio network (CRN) concept is considered as a promising technology to increase the radio spectrum utilization [1–4]. In a CRN, secondary
users (SUs) access the licensed frequency bands allocated to the primary users
(PUs) given that the PU transmission quality is not violated. Two main spectrum access techniques, namely, opportunistic spectrum access (OSA) and
underlay spectrum sharing have been studied in CRN literature [3–6]. The
OSA technique requires robust spectrum sensing techniques to detect the PU
activities, while the SU is allowed to transmit only when the PU is inactive.
In practice, guaranteing ideal spectrum sensing is challenging, and in case
of missed-detection, the SU can cause severe interference to the PU. In the
underlay approach, the SU transmits concurrently with the PU as long as
the received interference at the PU receiver (PU-Rx) from the SU transmitter
(SU-Tx) is kept below a given tolerable interference threshold.
This work focuses on the underlay approach where the PU shares its spectrum with an SU as long as the primary requirements are satisﬁed. Several
works are available on various aspects of underlay CRNs, including informationtheoretic capacity limits and performance analysis [7–11]. In particular, the
secondary achievable capacity has been analyzed under various interference
constraints, e.g., PU peak interference power (PIP) constraint [7–9], PU
outage constraint [10], and PU signal-to-interference-plus-noise-ratio (SINR)
threshold [11]. Besides the SU transmit power limitation due to the interference constraints imposed by the PU, the secondary capacity may also be
reduced because of the interference received at the SU receiver (SU-Rx) from
the PU transmitter (PU-Tx). However, this degradation of the secondary
network performance can be compensated by exploiting multiple SU settings
and scheduling techniques. It is worth to note that the works in [7–11] considered only a secondary point-to-point communication. In this paper, we
consider a point-to-multipoint underlay CRN. We investigate the secondary
achievable capacity for diﬀerent scheduling techniques including, round robin
(RR), Max-SINR, and Min-SINR depending on the availability of the SU-Rx’s
channel state information (CSI) at the SU-Tx.

1.1

Related Works

There exist a number of works on multiuser scheduling in underlay CRNs [12–
23] where the capacity and other performance metrics such as multiuser diversity gain and outage probability of the secondary network have been analyzed.
Two scheduling schemes, speciﬁcally, opportunistic scheduling (OS) [12–23]
and multicast scheduling (MS) [23] have been studied. The OS scheme exploits multiuser diversity where in each time slot, data is received/transmitted
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by the SU with best channel condition. For the MS scheme, multiple SUs can
receive the same information due to the broadcast nature of wireless communication, and data is transmitted adaptively according to the user with the
weakest channel link. The goal of multiuser scheduling is to eﬃciently maximize the system capacity and fairly allocate resources among users. When
the number of users increases, OS provides high spectral eﬃciency, but with
a signiﬁcant unfairness among users. On the other hand, MS achieves a high
degree of fairness among the users and the system capacity can be enhanced
with the increase of the number of receivers.
While the secondary capacity using OS has been extensively investigated
in [12–22], the advantage of MS has received little research attention. Only the
work in [23] investigated the secondary asymptotic capacity for the MS and
OS schemes in the presence of a single PU-Rx. In addition, the interference
from the PU-Tx to the SU-Rx has been ignored in [23]. For a realistic scenario,
it is important to evaluate the impact of primary transmission and existence
of multiple PU-Rxs on the secondary achievable capacity for the MS scheme.
Moreover, the secondary capacity in [23] has been analyzed asymptotically
for large number of SUs (i.e., number of SUs goes to inﬁnity) and for the high
signal-to-noise ratio (SNR) regime. It is also important to note that the secondary network operates in the low SNR regime due to the spectrum sharing
constraints imposed by the PU. Further, from the secondary network point of
view of practical implementation, small cells are preferable due to their lowpower consumption and cost-eﬃciency. Examples of such small cells include
femtocells for indoor communication technology [24, 25] where the number of
users are often limited. Thus, there is a need to provide an analytical expression of the secondary network capacity for the MS scheme valid for low to
large number of SU-Rxs and the low SNR regime.
Furthermore, the analysis in [12–23] assumed full knowledge of the CSI
of each SU at the secondary scheduler. When the number of SUs increases,
the secondary system capacity for both OS and MS schemes is enhanced,
but so is the feedback load. For instance, the feedback load becomes an
important issue in terms of bandwidth requirement as the number of users
becomes large. Hence, the main problem that arises is how to eﬃciently
utilize the available spectrum resources while reducing the feedback load in a
multiuser environment. In this context, we are interested in investigating the
performance of the secondary multiuser scheduling with limited feedback.
Additionally, perfect knowledge of the CSI about the primary link at the
SU-Tx is assumed in [12–14,16–21,23]. However, having perfect CSI of the PU
at the SU-Tx can be considered as an idealistic assumption. This is because of
the limited collaboration and lack of feedback between primary and secondary
networks, and hence perfect CSI of the PU may not be available to the SU-
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Tx at all times. Therefore, it is reasonable to employ a PU probabilistic
interference constraint which has to be maintained with a given probability.
Note that the PU outage constraint has been applied in [10, 11, 15, 22] but in
the presence of only a single PU-Rx.

1.2

Contributions

In this paper, we derive expressions of the secondary ergodic capacity taking
into account the SU transmit power constraints, interference from the PU-Tx
to the SU-Rx, and diﬀerent scheduling schemes. In particular, the SU-Tx
transmit power is subject to the outage constraint of multiple PU-Rxs and
the SU maximum transmit power limit. The derived analytical expressions of
the secondary capacity can provide important insights into spectrum sharing
system design, performance analysis, and optimization for various scenarios.
Since the interference from the PU-Tx to the SU-Rx is considered, we refer to
the OS scheme as Max-SINR scheduling, while the MS scheme is equivalent
to the Min-SINR scheduling. The main contributions and the key results can
be summarized as follows:
• Based on the availability of CSI of the SU-Rx at the SU-Tx, three scenarios are considered:
Scenario 1: No CSI. The RR scheduling is applied.
Scenario 2: Perfect CSI. We investigate and compare the performance
for Min-SINR and Max-SINR schemes.
Scenario 3: Limited feedback. A threshold based on the channel quality
in terms of SINR is considered where the Max-SINR scheme is applied
to the set of SU-Rxs satisfying the threshold, while RR scheduling is
used for the SU-Rxs with channel quality below the threshold.
• The cumulative distribution function (CDF) and probability density
function (PDF) of the SINR at the scheduled SU-Rx are derived for
each scenario.
• For the Scenarios 1 and 2, analytical expressions of the secondary ergodic
capacity are derived. An analytical expression of the secondary average
capacity for Scenario 3 is also derived.
• Numerical examples show that in the presence of a single PU-Rx and
in the high SINR regime, the Min-SINR strategy outperforms the MaxSINR scheme as the number of SU-Rxs increases. On the other hand,
when the number of PU-Rxs increases, the Max-SINR scheme becomes
an advantage compared to Min-SINR scheduling. Further, the MaxSINR performs better than the Min-SINR scheme for low number of
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SU-Rxs and in the low SINR regime. In addition, numerical results
illustrate that the achievable capacity with limited feedback is approximately the same as for the case of Max-SINR with full feedback when
the SU channel quality threshold for feedback condition is set to low
and medium values.
The rest of the paper is organized as follows. Section 2 presents the system
model and scheduling schemes. In Section 3, we derive the secondary average capacity for diﬀerent scheduling techniques without feedback condition.
Section 4 analyses the secondary achievable capacity with limited feedback.
Numerical results and discussions are provided in Section 5. Finally, Section
6 presents conclusions.
Notations: Throughout the paper, we use Pr{·} to denote probability of a
random event. The PDF and CDF of a random variable (RV) X are, respectively, represented by fX (·) and FX (·). Further, E[·] stands for the expectation operator and Ei(·) is the exponential integral function. Moreover, Γ(·)
represents the gamma function and Γ(·, ·) is the incomplete gamma function.

2

System Model and Scheduling Schemes

In this section, we introduce the system and channel model. Further, the SU
transmit power policy and scheduling schemes are presented.

2.1

System and Channel Model

As shown in Fig. 1, we consider a secondary point-to-multipoint communication where an SU-Tx sends a common information to N SU-Rxs in the
presence of a primary network that consists of a PU-Tx serving L PU-Rxs.
The transmitting and receiving nodes for each network are equipped with a
single antenna, and the shared system bandwidth is normalized to unity.
The channel power gains of the communication links PU-Tx→PU-Rxl ,
l = 1, 2, . . . , L and SU-Tx→SU-Rxi , i = 1, 2, . . . , N are denoted by hl and
gi , respectively. Also, αl and βi are, respectively, the channel power gains
of the interference links SU-Tx→PU-Rxl and PU-Tx→SU-Rxi . All channels are assumed to be subject to Rayleigh fading and the channel power
gains are exponentially distributed RVs with channel mean powers deﬁned as
Ωhl , Ωgi , Ωαl , and Ωβi . Moreover, all channels are assumed to be independent
and identically distributed (i.i.d.). This assumption applies to users that are
in an essentially stationary environment such as ad-hoc networks in an oﬃce
or slowly moving users, [12, 26, 27]. Note that we do not require the channel mean powers of diﬀerent networks to be necessary the same and thereby
representing a realistic scenario.
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Figure 1: Topology of the considered underlay CRN (Solid lines: Communication links. Dashed lines: Interference links).
As the secondary and primary networks are subject to mutual interference,
the instantaneous SINR at the lth PU-Rxs and ith SU-Rx can be expressed
as
Pp hl
Ps α l + N0
Ps g i
γi =
Pp βi + N0
γl =

(1)
(2)

where Pp is the PU-Tx transmit power, Ps is the SU-Tx instantaneous transmit power, and N0 is the noise power. In the considered system model, the
SU-Tx must regulate its transmit power under a predeﬁned PU interference
power constraint to not cause harmful interference to the PU-Rx.

2.2

SU-Tx Transmit Power Policy

In an underlay CRN, the SU power control is mainly managed by the knowledge of the CSI of the primary links at the SU-Tx. In this paper, we assume
that instantaneous CSI of the primary links is not available at the SU-Tx, and
an interference outage constraint is employed as in [10, 11]. Besides the PU
outage constraint, an SU maximum transmit power limit constraint denoted
by Pmax is also considered. As such, the spectrum sharing constraints are
formulated as
{
}
PU
≤ εth,l
(3a)
Pout = Pr γl < γth,l
Ps ≤ Pmax

(3b)
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PU
where γth,l
= 2Rth,l − 1 is the PU desired SINR with Rth,l being the PU target
rate, and εth,l is the PU outage constraint. From (3a), the SU-Tx is allowed
to transmit as long as the PU outage probability is kept below εth,l . Here, we
PU
PU
assume a homogeneous primary network, and hence εth,l = εth , γth,l
= γth
,
∀l ∈ L with L = {1, 2, . . . , L}. To satisfy the outage constraint at any of the
L PU-Rxs, we apply the Min-SINR selection as

γ PU = min {γl }
l∈L

(4)

An expression of the SU-Tx transmit power policy is provided in the following
Lemma 1.
Lemma 1. Let γs = Ps /N0 and γmax = Pmax /N0 denote, respectively, the
SU-Tx transmit SNR and maximum transmit SNR limit. We also define
γp = Pp /N0 as the PU-Tx transmit SNR. The SU-Tx transmit power policy
subject to the outage constraint of multiple PU-Rxs and SU maximum transmit
power limit is given by
γ̃s = min{γs+ , γmax }



PU )
(
γth
 γ Ω

exp
−
γ p Ωh
p h 
√
γs+ = max 0, PU
− 1
L
 γth Ωα

1 − εth

(5)
(6)

Proof: See Appendix A.
It is easy to see from (6) that the number L of PU-Rxs has a signiﬁcant
impact on the SU-Tx transmit power in contrast to [10, 11, 15, 22] where only
a single PU-Rx has been considered.

2.3

SU Scheduling Schemes

Based on the SU-Tx transmit power obtained in (5), the instantaneous SINR
at the SU-Rxi in (2) is rewritten as
γi =

γ̃s gi
γp β i + 1

and the instantaneous channel capacity is expressed as
(
)
Ci = log2 1 + γi

(7)

(8)

In the following, we describe diﬀerent secondary scheduling techniques according to the availability of the CSI of the SU-Rx at the SU-Tx. Hereafter,
we use the term secondary system capacity to refer to the ergodic capacity or
average capacity in the unit of bits per second per Hertz (bps/Hz).
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Round Robin Scheduling

This corresponds to the case where the SU-Tx has no CSI of the SU-Rx.
In this scenario, the secondary network adopts a random selection, which
schedules all SU-Rxs with the same probability. For the RR scheduling with
N SU-Rxs, the secondary ergodic capacity is given by
CRR =

N
1 ∑
E[Ci ]
N i=1

(9)

where E[Ci ] is the individual SU-Rx average capacity. The RR scheme guarantees fairness among users, but the resulting overall system capacity is low
because RR does not take into account the channel states of the users.
When the SU-Tx has knowledge of the CSI of each SU-Rx, the SU-Tx
may schedule transmission among SU-Rxs by using either OS or MS schemes.
These are channel-aware schedulers and are now being implemented in modern
wireless networks such as long term evolution (LTE) [28] and mobile-WiMAX
[29]. In a downlink, CSI can be determined by transmitting a common pilot
signal that all users use for estimating the SINR which are then reported via
an uplink feedback channel to the scheduler or base station [27–30].
2.3.2

Max-SINR Scheduling

When the Max-SINR scheme is applied, the secondary system capacity can be
maximized by serving the SU-Rx with the best channel on each transmission,
i.e., by exploiting multiuser diversity [26, 27, 31]. In this respect, the SINR at
the scheduled ith SU-Rx is deﬁned as
γos = max {γi } ,
i∈N

N = {1, 2, . . . , N }

(10)

Accordingly, the secondary average capacity with Max-SINR scheduling is
given by
CMax-SINR = E[log2 (1 + γos )]

(11)

That is, the secondary capacity gain can be achieved by providing the system
with multiuser diversity. Note that the scheduling technique in (10) is fair in
the long run [26, 27] since each SU-Rx has equal probability to be selected.
2.3.3

Min-SINR Scheduling

Due to the broadcast nature of radio communication, multiple SU-Rxs can
receive the same information from the SU-Tx through a single radio transmission, i.e., multicast transmission [23,30]. Therefore, the MS can be used as an
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eﬃciency technique for group-based services such as audio-video conference,
disaster recovery and military operations. The MS ensures fairness among
users, and the achievable capacity my be increased as the number of users
becomes large.
We assume that N SU-Rxs are in the same multicast group, and hence
they receive the same information from the SU-Tx. At each transmission, the
data rate is adjusted to the SINR of the weakest channel, and the ith SU-Rx
can be selected as [23, 30]
γms = min {γi }
i∈N

(12)

For the Min-SINR scheme, one packet is sent to all N SU-Rxs at each transmission. Accordingly, the secondary average capacity is given by
CMin-SINR = N E[log2 (1 + γms )]
2.3.4

(13)

Limited Feedback

The scheduling strategies in (10) and (12) require full knowledge of the CSI of
the SU-Rxs at the SU-Tx. On one hand, the secondary capacity for both MaxSINR and Min-SINR schemes may be improved with respect to the increase
of the number of SU-Rxs. On the other hand, the feedback load becomes a
concern as the number of users growths. For example, the feedback bandwidth requirement and the power consumed for signalling may be wasted. To
achieve a comparable performance as in case of full feedback while reducing
the feedback load, we introduce a threshold based on the channel quality in
terms of SINR and exploit Max-SINR scheduling in order to maximize the
secondary capacity. It is important to note that similar scheduling with limited feedback has been studied in [32–34] for conventional wireless systems.
However, scheduling characteristics in CRNs diﬀer from non-spectrum sharing environments, because of the spectrum access constraints and the eﬀect
of the primary transmissions to the secondary network performance.
In particular, we assume that the SU-Tx sets an SINR threshold for all
SU-Rxs. Each SU-Rx tracks its own instantaneous SINR and compares it to
the threshold. The eligible SU-Rxs whose channel conditions are above the
threshold, are allowed to feed back their channel status to the SU-Tx. Then,
an SU-Rx with best channel from the set of SU-Rxs satisfying the threshold
is scheduled for data transmission. For the SU-Rxs with channel condition
below the threshold, the SU-Tx selects randomly an SU-Rx to be served.
Hence, the scheduling process is deﬁned as follows:
• If γi ≥ γth , data is transmitted using the Max-SINR scheme and the
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SU-Rx is selected as
b = arg max {γi | γi ≥ γth }

(14)

i∈N

where γth is the feedback threshold condition.
• If γi < γth , an SU-Rx is selected randomly for data transmission.
This scheduling combines channel-aware and channel-unaware scheduling. It
provides a trade-oﬀ between maximizing spectral eﬃciency and reducing feedback load. The analysis of the achievable capacity with limited feedback is
conducted by considering two diﬀerent SINR regions, e.g., when no SU-Rx
reports its CSI and when at least one SU-Rx feeds back its CSI. Hence, the
secondary average capacity is obtained as
Ctotal = E[log2 (1 + γabove )] + E[log2 (1 + γbelow )]

(15)

where γabove is the SINR using the Max-SINR scheme when γi ≥ γth and
γbelow is the SINR for the case of γi < γth .

3

Ergodic Capacity Without Feedback Condition

In this section, we derive analytical expressions for the secondary average
capacity for the RR, Min-SINR, and Max-SINR scheduling.

3.1

RR Scheduling

Using (48) from Appendix A and (7), the CDF of γi is given by
(
)
x
exp − γ̃s Ω
gi
Fγi (x) = 1 −
γ Ω
1 + γ̃ps Ωβg i x

(16)

i

By diﬀerentiating (16) with respect to x, the PDF of γi is obtained as
)
(
)
(
x
x
exp − γ̃s Ω
γp Ωβi exp − γ̃s Ω
gi
gi
+
fγi (x) =
γ Ω
γ Ω
γ̃s Ωgi (1 + γ̃ps Ωβg i x)
γ̃s Ωgi (1 + γ̃ps Ωβg i x)2
i

(17)

i

The secondary network capacity with RR scheduler given in (9) is obtained
using the following Theorem 1.
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Theorem 1. An analytical expression of the secondary ergodic capacity for
RR scheduling with N SU-Rxs is given by
( 1 )
[
]
N
(
∑
log2 (e) exp γ̃s Ωgi
1 )
γp Ωβi
CRR =
Ei −
+1 ,
=1
N
γ̃
Ω
γ̃
Ω
γ̃s Ωgi
s gi
s gi
i=1

( 1 )
( 1 )
N
∑
log2 (e)  exp γ̃s Ωgi (
1 ) exp γp Ωβi
CRR =
Γ 0,
+ γ p Ωβ
γ Ω
i
N
γ̃s Ωgi
1 − γ̃ps Ωβg i
i=1
γ̃s Ωgi − 1
i
]
(
1 )
γp Ωβi
× Γ 0,
,
̸= 1
γp Ω βi
γ̃s Ωgi

(18)

(19)

∫∞
where Ei(x) = − −x (exp(−t)/t)dt is the exponential integral function [35].
Further, Γ(0, x) denotes the incomplete gamma function and is related to the
exponential integral function as Γ(0, x) = −Ei(−x) for x > 0.
Proof: See Appendix B.

3.2

Min-SINR Scheduling

To obtain the ergodic capacity in (13), the CDF of γms is needed. This can
be obtained from (12) and using (48) as

Fγms (x) = 1 −

exp(− γ̃sNΩg x)
(1 +

γ p Ωβ
N
γ̃s Ωg x)

(20)

The secondary average capacity for the MS is given in the following Theorem
2.
Theorem 2. An analytical expression of the secondary ergodic capacity with
Min-SINR scheduling is given by
[

(−1)N +1
(µ)N exp(µ)Ei(−µ)
N!
]
N
−1
∑
(−1)k (µ)k
γp Ω β
+
,
=1
N (N − 1) · · · (N − k)
γ̃s Ωg

CMin-SINR = N log2 (e)

k=0

(21)
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[
( N ) (
log2 (e) 
N )
1
CMin-SINR = N ( γ Ω )N ( γ̃ Ω
exp
Ei
−
− exp(µ)
p β
 s g − 1)N
γp Ω β
γp Ωβ
γ̃s Ωg
γp Ωβ

∑m−1 (k−1)!
N
log2 (e)  ∑
(−µ)m−k−1
k=1 (m−1)!
× Ei(−µ)]} − N ( γ Ω )N
( γ̃s Ωg )k
(
)
N
−(m−1)
γ̃
Ω
p β
s g

m=2 γp Ωβ − 1
γ̃s Ωg
γp Ωβ
(
) (
)
N
N
N (−µ)m−1 exp

∑
γp Ωβ Ei − γp Ωβ
γp Ωβ
,
̸= 1
(22)
−
( γ̃s Ωg
)N −(m−1)

(m
−
1)!
γ̃s Ωg
−1
m=2
γ p Ωβ

where µ = N/(γ̃s Ωg ).
Proof: See Appendix C.
Recall that the secondary capacity for the MS in [23] is obtained asymptotically for large number N of SU-Rxs, the high SNR regime, and ignoring
the impact of the PU-Tx interference on the secondary network performance.
Our analytical expressions in (21) and (22) are valid for low to large values of
N and cover a wide range of SINRs.

3.3

Max-SINR Transmission

The average channel capacity between the SU-Tx and the selected SU-Rx can
be expressed in terms of the CDF of γos as
∫ ∞
1
E[Cos ] = log2 (e)
[1 − Fγos (x)] dx
(23)
1
+
x
0
Further, Fγos (x) can be derived from (10) as

Fγos (x) = Pr {γos < x} = 1 −
=1−

N ( )
∑
N
n=1

n

(
exp −

(−1)n−1

x
γ̃s Ωg
γ p Ωβ
γ̃s Ωg x

) N

1+
(
exp −
(1 +


)

n
γ̃s Ωg x
γp Ωβ
n
γ̃s Ωg x)

(24)

where the third equality is obtained by applying binomial expansion. Moreover, by substituting (24) into (23), an analytical expression of the secondary
ergodic capacity for Max-SINR scheduling is obtained as
CMax-SINR

N ( )
∑
N
=
(−1)n−1 log2 (e)I2
n
n=1

(25)
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where I2 is given by
∫

(
exp −

∞

I2 =
0

(1 + x)(1

)

n
γ̃s Ωg x
dx
γ Ω
+ γ̃ps Ωβg x)n

(26)

To solve (26), we use the same approach as in Appendix C, leading to
∑
(−1)n+1
(−1)k (λ)k
I2 =
(λ)n exp(λ)Ei(−λ) +
,
n!
n(n − 1) · · · (n − k)
n−1

k=0

γp Ωβ
=1
γ̃s Ωg

(27)
[
( n ) (
1
n )
1
I2 = ( γp Ωβ )n ( γ̃s Ωg
Ei −
− exp(λ)
)n exp

γp Ω β
γp Ωβ
γp Ωβ − 1
γ̃s Ωg

∑m−1 (k−1)!
n
∑
1
(−λ)m−k−1
k=1 (m−1)!
× Ei(−λ)]} − ( γp Ωβ )n
(
)
γ̃ Ω
n−(m−1)
γ̃s Ωg

( γps Ωβg )k
m=2 γp Ωβ − 1
γ̃s Ωg
(
)

n
(
exp γpnΩβ
∑
γp Ωβ
(−λ)m−1
n )
−
( γ̃s Ωg
)n−(m−1) (m − 1)! Ei − γ Ω  , γ̃ Ω ̸= 1 (28)
p β
s g
−1
m=2



γp Ωβ

where λ = n/(γ̃s Ωg ).

4

Ergodic Capacity With Limited Feedback

4.1

CDF and PDF of the SINR With Threshold Condition

Let γ denote the SINR of the scheduled SU-Rx with threshold condition.
Based on the scheduling policy in (14) and according to [32], the CDF of γ is
expressed as
Fγabove (x) =

N ( )
∑
N
n=0

N −n

[Fγi (γth )]

n

N −1

Fγbelow (x) = [Fγi (γth )]

Fγi (x),

n

[Fγi (x) − Fγi (γth )] ,

γi ≥ γth

(29)

γi < γth

(30)

where Fγi (γth ) is obtained by replacing x by γth in (16). Further, by diﬀerentiating (29) with respect to x, and performing binomial expansion, the PDF
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of γ when γi ≥ γth is given by
−n+j n−1−j
N n−1
∑
∑ N∑
∑ (N )(n − 1)(N − n + j )(n − 1 − j )
fγabove (x) =
n
j
q
t
n=1 j=0 q=0
t=0
[
]

)
(
1
th
exp − (t+1)
x
exp − γ̃qγ
γ̃
Ω
s
g
Ω
γ̃s Ωg
s
g
q+j+t

× n(−1)
(
)q (
)t
γ Ω
γ Ω
γ Ω
1 + γ̃ps Ωβg γth
1 + γ̃ps Ωβg x
1 + γ̃ps Ωβg x


+

(1

γp Ωβ
γ̃s Ωg

γ Ω
+ γ̃ps Ωβg x)2

(31)

Similarly, when γi < γth and from (30), we obtain

fγbelow (x) =

k=0


×

4.2

(
)
)
(
exp − γ̃skΩg γth
x )
N −1
k
exp
−
(−1) (
)
k
γ Ω
k
γ̃s Ωg
1 + γ̃ps Ωβg γth


N
−1 (
∑

1

1
γ̃s Ωg
γ Ω
+ γ̃ps Ωβg x

+(

1

γ p Ωβ
γ̃s Ωg
)2 
γ Ω
+ γ̃ps Ωβg x

(32)

Ergodic Capacity with Limited Feedback

The secondary network capacity with limited feedback in (15) can be expressed as
[∫

∫

∞

Ctotal = log2 (e)

ln(1 + x)fγabove (x)dx +
γth

]

γth

ln(1 + x)fγbelow (x)dx
0

(33)
Substituting (31) and (32) into (33), it is diﬃcult to obtain a closed-form
expression of Ctotal . However, using mathematical software packages such as
Mathematica and Maple, it is very easy and straightforward to evaluate (33)
numerically.
Yet, we calculate an approximate expression of Ctotal as given in the following Theorem 3.
Theorem 3. An approximate expression of the secondary network capacity
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with limited feedback is obtained as
[

(
)
(
) E[x2 ] − E2 [x]
Ctotal ≈ log2 (e) ln 1 + E[x] − (
)2 + ln 1 + E[y]
2 1 + E[x]
]
E[y 2 ] − E2 [y]
− (
)2
2 1 + E[y]

(34)

where x and y, respectively, represent the SINR when γi ≥ γth and γi < γth .
Further, E[·] and E2 [·] are their first two moments.
The first and second moments of γabove are given by
−n+j n−1−j
N n−1
∑
∑ N∑
∑ (N )(n − 1)(N − n + l)(n − 1 − j )
E[x] =
n
l
q
t
n=1 l=0 q=0
t=0
( t+1 ) [
( qγth )
]
exp − γ̃s Ωg exp γp Ωβ
1
q+l+t
I31 + I32
(35)
× n(−1)
(
)q ( γp Ωβ )t+1
γ Ω
γ̃s Ωg
1 + γ̃ps Ωβg γth
γ̃s Ωg
−n+j n−1−j
N n−1
∑
∑ N∑
∑ (N )(n − 1)(N − n + l)(n − 1 − j )
2
E[x ] =
n
l
q
t
n=1 l=0 q=0
t=0
( t+1 ) [
( qγth )
]
exp − γ̃s Ωg exp γp Ωβ
1
I41 + I42
(36)
× n(−1)q+l+t (
)q ( γp Ωβ )t+1
γ p Ωβ
γ̃s Ωg
1+
γth
γ̃s Ωg

where A1 = γ̃t+1
, B1 = γth +
s Ωg

γ̃s Ωg
γp Ωβ ,

γ̃s Ωg

and

[
γ̃s Ωg
(A1 )t
(−1)t+1
Ei(−A1 B1 )
γp Ωβ
t!
]
t−1
exp(−A1 B1 ) ∑ (−1)u (A1 B1 )u
+
(B1 )t
t(t − 1) · · · (t − u)
u=0

I31 = (A1 )t−1 Γ (1 − t, A1 B1 ) −

I32 = (−1)t+1
×

(37)

(A1 )t
1
Ei(−A1 B1 ) +
exp(−A1 B1 )
t!
(B1 )t

t−1
∑
γ̃s Ωg
(−1)u (A1 )u (B1 )u
−
(A1 )t+1 Γ [−(t + 1), A1 B1 ]
t(t
−
1)
·
·
·
(t
−
u)
γ
Ω
p
β
u=0

(38)
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γ̃s Ωg
I41 = (A1 )t−2 Γ [−(t − 2), A1 B1 ] − 2
(A1 )t−1 Γ [−(t − 1), A1 B1 ]
γp Ωβ
( γ̃ Ω )2 [
(A1 )t
exp(−A1 B1 )
s g
(−1)t+1
Ei(−A1 B1 ) +
+
γp Ωβ
t!
(B1 )t
]
t−1
∑
(−1)u (A1 )u (B1 )u
×
(39)
t(t − 1) · · · (t − u)
u=0
( γ̃ Ω )2
s g
I42 = (A1 )t−1 Γ [−(t − 1), A1 B1 ] +
(A1 )t+1 Γ [−(t + 1), A1 B1 ] − 2
γp Ωβ
[
γ̃s Ωg
(A1 )t
1
×
(−1)t+1
Ei(−A1 B1 ) −
exp(−A1 B1 )
γp Ωβ
t!
(B1 )t
]
t−1
∑
(−1)u (A1 )u (B1 )u
×
(40)
t(t − 1) · · · (t − u)
u=0

Similarly, the first and second moment of γbelow are obtained as

E[y] =

k=0

E[y 2 ] =

(
)
(
)
)
]
exp − γ̃skΩg γth exp γp1Ωβ [ J1
N −1
k
(−1)
+
J
(41)
2
γ Ω
γp Ωβ
k
γ̃s Ωg
(1 + p β γth )k

N
−1 (
∑

γ̃s Ωg

N
−1 (
∑
k=0

γ̃s Ωg

)
]
exp(− γ̃skΩg γth ) exp( γp1Ωβ ) [ J3
N −1
(−1)k
+
J
4
γ Ω
γ p Ωβ
k
γ̃s Ωg
(1 + p β γth )k
γ̃s Ωg

(42)

γ̃s Ωg

where
]
[ (
(
B1 )
γ̃s Ωg
B1 )
1 )
− exp −
−
Ei −
J1 = γ̃s Ωg exp −
γp Ω β
γ̃s Ωg
γp Ω β
γ̃s Ωg
]
(
)
1
−Ei −
(43)
γp Ω β
[
]
(
(
(
(
B1 )
1 )
1
1 )
1 )
J2 = Ei −
− Ei −
+
Ei −
− Ei −
γ̃s Ωg
γp Ω β
γp Ω β
γ̃s Ωg
γp Ωβ
(
)
(
)
γ̃s Ωg
1
B1
1
+
exp −
− exp −
(44)
γp Ωβ γth + γ̃s Ωg
γ̃s Ωg
γp Ω β
[

(

γp Ωβ
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[
]
(
(
1 )(
1 )
B1 )(
B1 )
J3 = (γ̃s Ωg ) exp −
1+
− exp −
1+
γp Ω β
γp Ω β
γ̃s Ωg
γ̃s Ωg
[
]
(
)
(
)
(
)
2
(γ̃s Ωg )
1
B1
γ̃s Ωg 2
−2
exp −
− exp −
+
γp Ω β
γp Ωβ
γ̃s Ωg
γp Ωβ
[ (
]
(
B1 )
1 )
× Ei −
− Ei −
(45)
γ̃s Ωg
γp Ω β
[
]
[
(
(
(
1 )
B1 )
γ̃s Ωg
1 )
J4 = γ̃s Ωg exp −
− exp −
−2
Ei −
γp Ω β
γ̃s Ωg
γp Ω β
γp Ω β
]
[ (
]
(
(
B1 )
1 )
B1 )
γ̃s Ωg
−Ei −
+ γ̃s Ωg Ei −
− Ei −
+
γ̃s Ωg
γp Ωβ
γ̃s Ωg
γp Ωβ
(
(
1 )
1
B1 )
× exp −
−
(46)
exp −
γ̃ Ω
γp Ω β
γ̃s Ωg
γth + s g
2

γp Ωβ

Proof: See Appendix D.

5

Numerical Results and Discussions

In this section, numerical results are provided to evaluate the impact of different parameter settings such as the number N of SU-Rxs, number L of
PU-Rxs, PU outage constraint εth , SU maximum transmit SNR γmax , and
channel mean powers of the interference links on the secondary network performance. We also evaluate the eﬀect of the SU threshold γth on the secondary ergodic capacity with limited feedback. The PU target rate is set to
Rth = 0.03 bps/Hz. This corresponds to the key performance target for the
current LTE network where the cell edge user throughput must be greater
than 0.02 bps/Hz/cell/user [36–38]. The numerical examples are based on
Monte-Carlo simulations together with analytical results. In all examples, we
can see that there is a good agreement between simulations and analytical
results.

5.1
5.1.1

Average Capacity Without Feedback Condition
Single PU-Rx

Figs. 2 and 3 show the secondary ergodic capacity for diﬀerent scheduling
techniques and diﬀerent number of SU-Rxs. In general, the secondary network capacity increases with the increase of the PU-Tx transmit SNR γp . This
is expected since the increase of γp allows an increase of the SU-Tx transmit
SNR until it reaches γmax , i.e., in accordance with (5). Thus, the secondary
average capacity should decrease at some γp onwards as shown later in Fig.
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Figure 2: Secondary ergodic capacity for RR, Max-SINR and Min-SINR
schemes versus PU-Tx transmit SNR γp where L = 1 and εth = 0.01. Further, γmax = 20 dB, Ωα = 1, Ωβ = 0.5, Ωh = 3, and Ωg = 2.
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Figure 3: Ergodic capacity for RR, Max-SINR and Min-SINR schemes versus
number N of SU-Rxs where L = 1, εth = 0.01, and γmax = 20 dB. Further,
Ωα = 1, Ωβ = 0.5, Ωh = 3, and Ωg = 2.
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7. Further, we can see in Figs. 2 and 3 that the RR scheduling provides low
capacity compared to the Max-SINR and Min-SINR schemes. This is because
the RR strategy is a channel-unaware scheduler, i.e., it does not take into
account CSI of the SU-Rx.
Moreover, Fig. 2 illustrates that the Min-SINR and Max-SINR schemes
provide diﬀerent performance at diﬀerent PU-Tx transmit SNR regions, and
as the number N of SU-Rxs increases. For example, at low SNR (e.g., γp ≤ 7
dB), the Max-SINR outperforms the Min-SINR scheduling, while for high
SNR the achievable capacity for the Min-SINR scheme is higher compared
to that of the Max-SINR strategy. Also, it is observed in Fig. 3 that with
the increase of N , the Min-SINR scheme performs better than the Max-SINR
scheduling.
5.1.2

Multiple PU-Rxs

The eﬀect of the number L of PU-Rxs on the secondary ergodic capacity is
shown in Figs. 4 and 5. We can see that the secondary average capacity is
signiﬁcantly reduced when L increases, e.g., by increasing L = 1, 3, 5 in Fig.
4, and for all cases in Fig. 5. This is due to the fact that when L increases,
the SU-Tx transmit SNR is reduced in order to minimize interference at the
PU-Rxs. However, we can see that the Max-SINR scheme provides better performance than the Min-SINR transmission as the number of PU-Rx increases.
Furthermore, RR scheduling slightly outperforms the Min-SINR transmission
when L increases further, e.g., L ≥ 7 in Fig. 5.
The results in Figs. 2, 3, 4, and 5 show that for large number of SU-Rxs,
single PU-Rx, and in the high SNR regime, the Min-SINR scheme provides
better performance than Max-SINR. On the other hand, Max-SINR becomes
an advantage at low SNR and in the presence of multiple PU-Rxs.
Fig. 6 shows the impact of the PU outage threshold on the secondary
ergodic capacity. It is observed that the secondary average capacity increases
as the PU outage constraint becomes more relaxed, i.e., for εth > 0.01. In this
case, the SU-Tx transmit SNR increases and hence, the secondary capacity is
improved. Furthermore, the secondary average capacity is degraded when the
channel mean power Ωα of the interference link from the SU-Tx to the PURx increases. For instance, by increasing Ωα = 1 to Ωα = 1.5 (SU-Tx moves
closer to the PU-Rx), the SU-Tx transmit SNR is reduced to limit harmful
interference to the PU-Rx, and thus, the secondary capacity is reduced. Again,
we can see in Fig. 6 that the Min-SINR performs better than the Max-SINR
when the PU can tolerate higher outage (for the scenario where Ωα = 1 and
εth > 0.03). However, when the primary network outage constraint is low, the
Max-SINR scheduling is of beneﬁt for the secondary achievable capacity.
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Figure 4: Secondary ergodic capacity for Max-SINR and Min-SINR schemes
versus PU-Tx transmit SNR γp where N = 10, εth = 0.01, and γmax = 20 dB.
In addition, Ωα = 1, Ωβ = 0.5, Ωh = 3, and Ωg = 2.
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Figure 5: Secondary ergodic capacity for RR, Max-SINR and Min-SINR
schemes versus number L of PU-Rxs with γp = 8 dB, γmax = 20 dB, and
εth = 0.01. Moreover, Ωα = 1, Ωβ = 0.5, Ωh = 3, and Ωg = 2.
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The eﬀect of the channel mean power Ωβ of the PU-Tx→SU-Rx interference link and SU maximum transmit SNR γmax on the secondary system
performance is shown in Fig. 7. In particular, when the channel mean power
of the PU-Tx→SU-Rx link increases, e.g., from Ωβ = 0.5 to Ωβ = 1.5, the SU
achievable capacity is reduced due to the strong interference source from the
PU-Tx to the SU-Rx. It is also observed that secondary average capacity
decreases at γp > 11 dB when the SU-Tx maximum transmit SNR is γmax = 8
dB. This is because the SU-Tx transmit SNR cannot increase further with the
increase of γp as it is limited by γmax , which leads to secondary performance
degradation.

5.2

Average Capacity With Limited Feedback

In this section, we compare the secondary ergodic capacity without and with
feedback condition. It is important to note that we set up the SU threshold
referring to 3GPP technical speciﬁcations [39] and to [34].
Fig. 8 shows the secondary capacity with feedback condition. It is observed that the approximation in (34) tightly agrees with the numerical and
simulation results. Fig. 9 illustrates the secondary average capacity without and with feedback condition versus PU-Tx transmit SNR γp for diﬀerent
values of γth . We can observe that for low values of the SU threshold (e.g.,
γth = −5 dB), the ergodic capacity with limited feedback is approximately the
same as for the case of full feedback. Also, the same performance is observed
for the high SNR regime (e.g., γp > 6 dB) and when the SU threshold is set
to medium values (e.g., γth = 0 dB). The impact of the SU threshold on the
secondary average capacity is signiﬁcant when γth ≥ 5 dB. In this setting, the
achievable capacity with full feedback is higher compared to the scheduling
scheme with limited feedback. However, the gap between the full feedback
and limited feedback closes approximately at high values of γp .
Furthermore, Fig. 10 shows the secondary average capacity without and
with feedback condition versus SU threshold for diﬀerent number N of SURxs. We can see that for low to medium values of γth ≤ 5 dB, the transmission strategy with limited feedback provides the same performance as for
Max-SINR without feedback condition. In addition, a comparison of the four
considered scheduling schemes (RR, Min-SINR, Max-SINR, and limited feedback) versus number N of SU-Rxs is shown in Fig. 11. Again, it is observed
that when the SU threshold is set to high values (e.g., γth = 10 dB), the
achievable capacity with limited feedback is low compared to the Max-SINR
scheme.
The results from Figs. 9, 10 and 11 show that for low to medium values
of the SU threshold (e.g., γth ≤ 5 dB), the transmission scheme with limited
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Figure 8: Secondary average capacity with feedback condition versus PU-Tx
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feedback can achieve approximately the same performance as for the case of
Max-SNIR. However, when the SU threshold becomes high (i.e., at high values
of γth > 5 dB), the achievable capacity with limited feedback is signiﬁcantly
reduced. This is due to the fact that when the SU threshold is set to a high
value, the number of eligible users that satisfy the feedback condition is low.

6

Conclusion

In this paper, we have analyzed the secondary ergodic capacity in a spectrum sharing CRN under the outage constraint of multiple PU-Rxs and SU
maximum transmit power. By considering the interference from the primary
network to the secondary network, we have investigated and derived analytical expressions of the secondary average capacity for four scheduling schemes,
namely, RR, Max-SINR, Min-SINR, and limited feedback. The derived analytical expressions and illustrative numerical examples provide important
insights into the impact of several parameters on the spectrum sharing systems. Also, the analysis presented in this work can enable cognitive radio
system design, performance evaluation, and optimization for various scenarios. Future work may address multiuser scheduling in CRN in the presence of
channel estimation errors and feedback delay. Moreover, the presented analysis can be extended to other fading models of interest such as Nakagami-m
or generalized fading channels.

Appendix A
From (3a) and (4), and by using the order statistics theory, the CDF of γ PU
is obtained as
{
}
L
∏
Fγ PU (z) = Pr min {γl } ≤ z = 1 −
[1 − Fγl (z)]
l∈L

(47)

l=1

where Fγl (x) is the CDF of γl . Since hl and αl are exponentially distributed
RVs, we have
(
)}
} ∫ ∞ {
θth Ps x + N0
Pp hl
Fγl (x) = Pr
<x =
Pr hl ≤
Ps αl + N0
Pp
0
(
)
(
1
x
Pp Ωhl
xN0 )
×
exp −
dx = 1 −
exp −
(48)
Ωαl
Ω αl
xPs Ωαl + Pp Ωhl
Pp Ωhl
{
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PU
Substituting (48) into (47), the primary outage probability, i.e., Pout = Fγl (γth
),
is given by

[

Pout

( θ N )
Pp Ωh
th 0
=1−
exp −
θth Ps Ωα + Pp Ωh
Pp Ωh

]L
(49)

From (49), considering (3a) and (3b), and after some manipulations, we obtain
(5).

Appendix B
The individual ith SU-Rx average capacity in (9) can be calculated as
∫ ∞
∫ ∞
1
E[Ci ] =
log2 (1 + x)fγi (x)dx = log2 (e)
[1 − Fγi (x)] dx
1+x
0
0
(
)
x
∫ ∞
exp − γ̃s Ω
gi
= log2 (e)
dx
(50)
γp Ωβi
0
(1 + x)(1 + γ̃s Ωg x)
i

where the second equality comes from the integration by parts technique and
Fγi (x) is given in (16). If γp Ωβi /(γ̃s Ωgi ) = 1 and with the help of [35, eq.
(3.353.3)], we obtain
( 1 )
[
]
(
exp γ̃s Ω
1 )
gi
E[Ci ] = log2 (e)
Ei −
+1
(51)
γ̃s Ωgi
γ̃s Ωgi
If γp Ωβi /(γ̃s Ωgi ) ̸= 1, we apply the partial fraction technique to (50) and
use [35, eq. (3.352.4)], which gives


( 1 )
( 1 )
) exp γ Ω
(
)
(
exp γ̃s Ω
1
1
p βi
gi
 (52)
E[Ci ] = log2 (e) 
+ γp Ωβ
Γ 0,
Γ 0,
γ Ω
i
γ̃s Ωgi
γp Ω βi
1 − γ̃ps Ωβg i
−
1
γ̃s Ωg
i

i

Then, substituting (51) into (9), we obtain (18). Similarly, by substituting
(52) into (9), (19) is obtained.

Appendix C
The average capacity at the SU-Rx for the Min-SINR scheme in (13) can be
derived as
∫ ∞
1
E[Cms ] = log2 (e)
[1 − Fγms (x)] dx = log2 (e)I1
(53)
1
+
x
0
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∫

∞

I1 =
0

exp(−µx)
dx
(1 + x)(1 + B1 x)N

(54)

where Fγms (x) is given in (20). Setting 1 + x = y and applying the exchange
of variable in (54), we have:
γ Ω
If γ̃ps Ωβg = 1, and using [35, eq. (3.351.4)],
[

N
−1
∑
(−1)N +1
(−1)k (µ)k
I1 = exp(µ)
(µ)N Ei(−µ) + exp(−µ)
N!
N (N − 1) · · · (N − k)

]

k=0

(55)
If

γ p Ωβ
γ̃s Ωg

̸= 1, I1 is given by
exp(µ)
I1 = ( γ Ω )N
p β
γ̃s Ωg

∫

∞

1

|

exp(−µy)
[(
]N dy
)
γ̃s Ωg
y γ p Ωβ − 1 + y
{z
}

(56)

I11

Applying partial fraction decomposition, I11 is obtained as


∫ ∞
1
1
1
 dy
exp(−µy)  − ( γ̃s Ωg
I11 = ( γ̃ Ω
)
)N
s g
y
−1 +y
1
−1
γp Ωβ

N
∑

γ p Ωβ

∫

∞
1
exp(−µy)
[(
]m dy
)N −(m−1)
)
γ̃
Ω
s
g
1
m=2 γp Ωβ − 1
γ p Ωβ − 1 + y
{
[ (
] (
1
1
1 )
N )
= ( γ̃ Ω
exp
N
−
Ei
−
)
N
s g
γp Ωβ
γ̃s Ωg
γp Ωβ
γp Ωβ − 1
{
N
m−1
∑
∑ (k − 1)!
1
−Ei(−µ)} −
exp(−µ)
( γ̃s Ωg
)N −(m−1)
(m − 1)!
m=2 γp Ωβ − 1
k=1

−

( γ̃s Ωg


[ (
] (
(−µ)m−k−1
(−µ)m−1
1
1 )
N )
× ( γ̃ Ω )k −
exp N
−
Ei −
s g
(m − 1)!
γp Ωβ
γ̃s Ωg
γp Ωβ 
γp Ωβ

(57)
Note that (57) is solved using [35, eq.(3.351.5), eq.(3.352.2), eq.(3.353.1) ].
From (55), and using (57), we obtain (53). Then, with (53) in (13), (21) and
(22) are achieved.
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Appendix D
By exploiting the Taylor’s series of the function ln(1 + γ) about the mean
value of γ, we have
ln(1 + γ) = ln(1 + E[γ]) +

∞
∑
(−1)v−1 (γ − E[γ])v

(1 + E[γ])v
(
)2
[
]
(
) γ − E[γ]
γ − E[γ]
≈ ln 1 + E[γ] +
−
+ o (γ − E[γ])2
1 + E[γ]
2(1 + E[γ])
v

v=1

(58)

where o[z] denotes the higher order term with respect to z and satisﬁes
lim o[z]/z = 0. Applying the expectation operator to (58) (i.e., by substiz→0

tuting (58) into (33)), an approximate expression of Ctotal is obtained as in
(34).
The ﬁrst and second moments of γ are derived as
∫ ∞
E[x] =
xfγabove (x)dx
(59)
γth

∫
E[x2 ] =

∞

x2 fγabove (x)dx

(60)

γth

Moreover, by substituting (31) in (59), we obtain (35) where
∫ ∞
∫ ∞
x exp(−A1 x)
x exp(−A1 x)
I31 =
dx,
I
=
( γ̃s Ωg
)t+1
( γ̃s Ωg
)t+2 dx
32
γth
γth
+
x
+
x
γ p Ωβ
γp Ωβ
∫ ∞ 2
∫ ∞ 2
x exp(−A1 x)
x exp(−A1 x)
I41 =
( γ̃s Ωg
)t+1 dx, I42 =
( γ̃s Ωg
)t+2 dx
γth
γth
γ p Ωβ + x
γp Ωβ + x
γ̃ Ω

and A1 = γ̃t+1
. Setting γps Ωβg + x = z and applying the change of variable, and
s Ωg
with the help of [35, eq. (3.381.3)] and [35, eq. (3.351.4)], we have
[
(t + 1){
γ̃s Ωg
(A1 )t
I31 = exp
(A1 )t−1 Γ (1 − t, A1 B1 ) −
(−1)t+1
γp Ωβ
γp Ω β
t!
]}
t−1
exp(−A1 B1 ) ∑ (−1)u (A1 B1 )u
× Ei(−A1 B1 ) +
(61)
(B1 )t
t(t − 1) · · · (t − u)
u=0
(t + 1){
(A1 )t
1
I32 = exp
(−1)t+1
Ei(−A1 B1 ) +
exp(−A1 B1 )
γp Ωβ
t!
(B1 )t
}
t−1
∑
γ̃s Ωg
(−1)u (A1 )u (B1 )u
t+1
−
(A1 ) Γ [−(t + 1), A1 B1 ]
(62)
×
t(t − 1) · · · (t − u) γp Ωβ
u=0
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γ̃ Ω

where B1 = γth + γps Ωβg . Similarly, by substituting (31) in (60), we obtain (36)
where
(t + 1){
γ̃s Ωg
I41 = exp
(A1 )t−2 Γ [−(t − 2), A1 B1 ] − 2
(A1 )t−1
γp Ω β
γp Ω β
( γ̃ Ω )2 [
(A1 )t
s g
× Γ [−(t − 1), A1 B1 ] +
(−1)t+1
Ei(−A1 B1 )
γp Ωβ
t!
]}
t−1
exp(−A1 B1 ) ∑ (−1)u (A1 )u (B1 )u
(63)
+
(B1 )t
t(t − 1) · · · (t − u)
u=0
(t + 1){
( γ̃ Ω )2
s g
I42 = exp
(A1 )t−1 Γ [−(t − 1), A1 B1 ] +
(A1 )t+1
γp Ω β
γp Ω β
[
γ̃s Ωg
(A1 )t
× Γ [−(t + 1), A1 B1 ] − 2
Ei(−A1 B1 )
(−1)t+1
γp Ωβ
t!
]}
t−1
∑
1
(−1)u (A1 )u (B1 )u
(64)
−
exp(−A1 B1 )
(B1 )t
t(t − 1) · · · (t − u)
u=0
For γi < γth and using (32), ﬁrst and second moment of γbelow are, respectively, given in (41) and (42) where
∫

γth

J1 =

γ̃s Ωg
γ p Ωβ

0

∫

y exp(− γ̃syΩg )

γth

J3 =
0

+y

∫
dy,

y 2 exp(− γ̃syΩg )
γ̃s Ωg
γp Ωβ

+y

γth

J2 =

y exp(− γ̃syΩg )
γ̃ Ω

( γps Ωβg + y)2

0

∫
dy,

J4 =
0

γth

dy

y 2 exp(− γ̃syΩg )
γ̃ Ω

( γps Ωβg + y)2

dy

γ̃ Ω

By setting γps Ωβg +x = z and applying the exchange of variable, and performing
integration, we can obtain (43), (44), (45), and (46).
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On the Outage Capacity of an Underlay
Cognitive Radio Network
Louis Sibomana, Hans-Jürgen Zepernick, and Hung Tran

Abstract
In this paper, we consider a point-to-multipoint underlay cognitive
radio network under the joint constraint of the primary user peak interference power and maximum transmit power limit of the secondary
user (SU). Analytical expressions for the secondary outage capacity are
obtained based on exact as well as approximate expressions of the ﬁrst
and second moments of the channel capacity. Numerical results are provided to assess the eﬀect of the number of SU receivers and a given SU
outage probability. We also evaluate the impact of the primary network
parameters on the secondary network performance.

1

Introduction

To meet future demands both in terms of spectrum eﬃciency and wireless
applications, the cognitive radio network (CRN) concept has been considered
as a promising solution [1–4]. In CRNs, the licensed spectrum can be made
accessible to secondary users (SUs) when the primary users (PUs) are idle
(i.e, opportunistic spectrum access) or when the PUs are active (i.e., underlay
spectrum sharing). In particular, an underlay CRN improves the spectrum
utilization by allowing the SUs to share frequency bands with the PUs as
long as the interference at the PU receiver (PU-Rx) is maintained below a
predeﬁned interference threshold [4].
In addition to the imposed PU peak interference power (PIP) constraint
at the SU transmitter (SU-Tx), the secondary network performance may also
111
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be degraded due to the interference from the PU transmitter (PU-Tx) to the
SU receiver (SU-Rx). However, the secondary network performance can be
improved by exploiting multiuser diversity [5–8], which is also referred to as
opportunistic scheduling [9–11].
For the performance evaluation of wireless channel capacity, there are two
types of capacity of interest, namely, ergodic capacity and outage capacity.
Ergodic capacity provides the maximum rate at which data can be transmitted
with an arbitrary small error probability. On the other hand, outage capacity
represents the maximum data rate that can be achieved over a channel for a
given outage probability [12, 13]. Thus, outage capacity is more practical in
real wireless applications with given error or delay constraints. Note that the
works in [5–10, 14] focused on the SU ergodic capacity in a multiuser environment by considering an uplink [5–9] or a downlink [6, 8, 10, 14] secondary
network. In addition, the outage capacity in [12,13] has been analyzed for conventional wireless networks. However, because of the PU interference power
constraints and the eﬀect of the primary transmission on the secondary network, the performance analysis of underlay CRNs diﬀers from non-spectrum
sharing networks.
In this paper, we consider a secondary point-to-multipoint (PMP) communication in the presence of a primary network that consists of a PU-Tx serving
multiple PU-Rxs. The SU-Tx must control its transmit power to satisfy the
joint constraint of the PIP at the PU-Rx and the maximum transmit power
limit of the SU. Moreover, we obtain analytical expressions of the secondary
outage capacity based on exact as well as approximate expressions of the ﬁrst
and second moments of the channel capacity. Such expressions provide useful
insights into secondary network behavior and can assist to perform parameter
optimization. We also investigate the impact of both multiple PU-Rxs and
multiple SU-Rxs, and the interference from PU-Tx to SU-Rx on the secondary
network performance.
The rest of the paper is organized as follows. Section 2 describes the system model and spectrum sharing constraints. In Section 3, we analyze the
secondary outage capacity based on the ﬁrst and second moments of the channel capacity. Section 4 provides numerical results and discussions. Finally,
conclusions are presented in Section 5.
Notations: We use Pr{·} and E[·] to denote probability and expectation,
respectively. The cumulative distribution function (CDF) and probability
density function (PDF) of a random variable (RV) X are denoted by FX (·)
and fX (·), respectively. Further, Γ(·) and Γ(·, ·) are, respectively, the gamma
and incomplete gamma function. We also denote the exponential integral
function by Ei(·) and the Meijer’s G function by G(·).
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Figure 1: Model of an underlay CRN (Solid lines: Communication links.
Dashed lines: Interference links).

2

System Model

As shown in Fig.1, we consider a secondary PMP operating in the underlay
spectrum sharing CRN. The secondary network consists of an SU-Tx communicating with N SU-Rxs in the presence of a primary network that consists of
a PU-Tx serving L PU-Rxs. In the secondary network, the SU-Tx can act as
a base station or access point for a downlink while the PU-Tx is considered as
a primary base station for a primary broadcast channel [8]. We assume that
the shared bandwidth is normalized to unity and each node is equipped with
a single antenna.
We denote gi , i = 1, . . . , N and βi as the channel power gains of the links
SU-Tx→SU-Rxi and PU-Tx→SU-Rxi , respectively. Further, hl , l = 1, . . . , L
and αl represent the channel power gains of the links PU-Tx→PU-Rxl and
SU-Tx→PU-Rxl , respectively. All channels are assumed to be subject to
independent Rayleigh fading and are exponentially distributed with channel
mean powers denoted as Ωgi , Ωβi , Ωhl and Ωαl .
The primary and secondary networks are subject to mutual interference.
Thus, the instantaneous signal-to-interference-plus-noise ratio (SINR) at the
ith SU-Rx is deﬁned as
γi =

Ps gi
Pp βi + N0

(1)

where Ps is the transmit power of the SU, Pp is the PU transmit power, and
N0 is the noise power.
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SU-Tx Transmit Power Policy

In an underlay CRN, the SU power control depends on the availability of
the channel state information (CSI) of the PU at the SU-Tx. When perfect
CSI of the PU is assumed to be available at the SU-Tx as in [5–7, 9, 10],
the information about channel gains of the SU-Tx→PU-Rxj links can be fed
back by the PU-Rx to the SU-Tx. In practice, it is hard for the SU-Tx to
obtain perfect CSI of the PU at all times due to the limitation of collaboration
between the SU and PU. Therefore, in this paper, we consider a probabilistic
constraint where the PU-Rx PIP constraint is satisﬁed with a certain error.
According to [11], we have
{
}
Pr Ps max{αl } > Ql ≤ ξl , , L = {1, 2, . . . , L}
(2)
l∈L

where Ql denotes the maximum PIP that the PU-Rxl can tolerate, i.e., maximum acceptable interference from the SU-Tx, and ξl is the accepted error
at the PU-Rxl . We assume that the L PU-Rxs are clustered relatively close
together and thus, ∀l ∈ L: Ql = Q, ξl = ξ and Ωαl = Ωα . From (2), the SU-Tx
transmit power is obtained as [11]
Ps =

Ωα ln

(

Q
1−

1
√
1−ξ

)

(3)

L

Moreover, a maximum transmit power limit Pmax is imposed to the SU-Tx
such that Ps ≤ Pmax . In addition, we deﬁne γs = Ps /N0 and γmax = Pmax /N0
as the SU transmit signal-to-noise ratio (SNR) and maximum transmit SNR,
respectively. We also deﬁne γQ = Q/N0 as the PU PIP SNR. Accordingly, the
SU-Tx transmit power policy is given by [11]
{
}
γQ
(
) , γmax
γ̃s = min
(4)
Ωα ln 1− L√1 1−ξ
Using (4) in (1), the SINR at the ith SU-Rx is rewritten as
γi =

γ̃s gi
γp β i + 1

(5)

where γp = Pp /N0 is the PU-Tx transmit SNR.
In PMP communication, the channels between SU-Tx and SU-Rxs are independent for each SU-Rx and hence the channel that is in a deep fade for one
SU-Rx may be good for another. Therefore, the secondary network throughput can be maximized by selecting the ith SU-Rx with highest instantaneous
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SINR as
γ = max{γi },
i∈N

N = {1, 2, . . . , N }

(6)

For further analysis, we ﬁrst need to derive expressions of the CDF and PDF
of the received SINR at the scheduled SU-Rx.

2.2

Distribution Functions of the SINR

From (5), the CDF of the instantaneous SINR at the ith SU-Rx is derived as
{

} ∫∞ {
}
γ̃s gi
x(γp y + 1)
Fγi (x) = Pr
< x = Pr gi <
γp β i + 1
γ̃s
0
(
)
x
exp − γ̃s Ω
(
1
y )
gi
×
exp −
dy = 1 −
γ Ω
Ωβi
Ωβi
1 + γ̃ps Ωβg i x

(7)

i

Then, diﬀerentiating (7) with respect to x, the PDF of γi is
fγi (x) =

(
exp −
γ̃s Ωgi (1

)

x
γ̃s Ωgi
γ Ω
+ γ̃ps Ωβg i
i

+
x)

(
γp Ωβi exp −
γ̃s Ωgi (1 +

)

x
γ̃s Ωgi
γp Ωβi
2
γ̃s Ωgi x)

(8)

Considering the secondary transmission strategy in (6) where the SU-Tx selects the best SU-Rx among all active N SU-Rxs, and assuming independent
and identically distributed channels [5], the CDF of γ can be obtained as

Fγ (x) =

]N
[
exp(−A1 x)
Fγi (x) = 1 −
1 + B1 x
i=1
N
∏

(9)

where A1 = 1/(γ̃s Ωg ) and B1 = A1 γp Ωβ . Moreover, by taking the derivative
of (9) with respect to x and by applying binomial expansion, we obtain the
PDF of γ as
N
−1 (
∑

)
N −1
fγ (x) = N
(−1)n exp [−A1 (n + 1)x]
n
n=0
[
]
A1
B1
×
+
(1 + B1 x)n+1
(1 + B1 x)n+2

(10)
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Outage Capacity Analysis

In this section, we analyze the secondary outage capacity, which provides the
maximum rate for a speciﬁed outage probability. Due to the random nature
of the wireless channel, the capacity is generally viewed as a random variable.
According to [12,13], the channel capacity can be approximated as a Gaussian
process. Hence, the CDF of the channel capacity is given by
(
)
C − E[C]
1
FC (C) ≈ 1 − erfc √
2
2V[C]

(11)

where C is the secondary channel capacity with mean E[C] and variance
V[C], and erfc(·) is the complementary error function. The variance is related
to the ﬁrst and second-order statistics of the channel capacity, i.e., V[C] =
E[C 2 ] − (E[C])2 with E[C 2 ] being the second moment of the channel capacity.
The secondary capacity in bits per second per Hertz (bps/Hz) is expressed as
(
)
C = log2 1 + γ

(12)

Moreover, the ϵ%-outage capacity Cϵout is deﬁned as the transmission rate
that is guaranteed for (100 − ϵ)% of the channel realizations [12, 13]:
Cϵout = E[C] +

√

(
ϵ )
2V[C]erfc−1 2 −
50

(13)

where erfc−1 (·) is the inverse of the complementary error function. To solve
(13), the mean and variance of the secondary channel capacity are required.
In our analysis, we ﬁrst derived exact expressions of the moments of the
secondary channel capacity. Then, approximate expressions of the moments
of secondary capacity are derived based on the mean value of the SINR γ. It
is also important to note that in [12, 13], the mean and variance were derived
based only on the mean value of the SNR and were used to obtain the outage
capacity.

3.1

Exact Expressions of the Moments of Secondary Capacity

The ﬁrst and second moment of the secondary capacity with multiuser diversity are given in the following Lemma 1 and Lemma 2.
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Lemma 1. An expression of the first moment of the secondary channel capacity is given as
E[C] =

N ( )
∑
N

(−1)n−1 log2 (e)J1
n
n=1
{
(µ)n
Ei(−µ) + exp(−µ)
J1 = exp(µ) (−1)n+1
n!
}
n−1
∑
(−1)k (µ)k
×
, B1 = 1
n(n − 1) . . . (n − k)

(14)

(15)

k=1

exp(µ)
{exp(µB2 )Ei [−(1 + B2 )µ] − Ei(−µ)} − exp(µ)
(1 − B1 )n
{
m
n
∑
∑
(q − 1)!
B1−m+1
×
exp(−µ)
(−µ)m−q−1
n−m+1 (m − 1)!
q
(1
−
B
)
(1
+
B
)
1
2
q=2
m=2
}
m−1
−(−µ)
exp(µB2 )Ei [−(1 + B2 )µ] , B1 ̸= 1
(16)

J1 =

where µ = A1 n and B2 = (1 − B1 )/B1 .
Proof: See Appendix A.
Lemma 2. An expression of the second moment of the secondary channel
capacity is obtained as
E[C ] =
2

N ( )
∑
N
n=1

n

2

(−1)n−1 2 [log2 (e)] J2

(17)

[
]
1
−1,0
− 0
G2,1:1,0:1,1
B1 = 1
(18)
2,2:0,1:1,1 −1,−1 |0 0 µ, 1 ,
Γ(n + 1)

n
[
] ∑
1 
1
B1j
2,1:1,0:1,1 −1,0
− 0
J2 = n
G
|
µ,
1
−
B1  ( B11 − 1)n 2,2:0,1:1,1 −1,−1 0 0
( 1 − 1)n−j+1
j=1 B1
[
]}
1
−1,0 − 0
×
G2,1:1,0:1,1
µ,
B
, B1 ̸= 1
(19)
1
Γ(j) 2,2:0,1:1,1 −1,−1 0 0
J2 =

,m1 :m2 ,n2 :m2 ,n3
where Gnq11,p
[·] is the extended generalized bivariate Meijer’s G1 :p2 ,q2 :p3 ,q3
function (EGBMGF) [15, 16].

Proof: See Appendix B.
Note that the expressions of mean capacity in Lemma 1 and second moment of the channel capacity in Lemma 2 can be easily evaluated since they
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primary involve exponential terms, as well as standard functions such as exponential integrals, gamma and Meijer’s G functions. These functions are
implemented in various mathematical software packages such as Mathematica and Maple. In addition, the EGBMGF can be evaluated by utilizing the
eﬃcient Mathematica implementation of the EGBMGF given in [16, Table
II].

3.2

Approximation of the Moments of the Secondary
Capacity

An alternative way to easily compute approximate expressions of the mean
and variance of the channel capacity is to expand (12) in Taylor’s series about
the mean value of the SINR γ. Similar to [12, 13], the ﬁrst and second order
approximation of the secondary capacity can be expressed in terms of the ﬁrst
and second moment of γ as
[

]
E[γ 2 ] − (E[γ])2
E[C] ≈ log2 (e) ln(1 + E[γ]) −
2(1 + E[γ])2
{
)}
E[γ 2 ] − (E[γ])2 (
e
2
2
2
ln
E[C ] ≈ log2 (e) [ln(1 + E[γ])] +
(1 + E[γ])2
1 + E[γ]

(20)
(21)

From (20) and (21), the variance of the secondary channel capacity is obtained
as


(
)2 
2
2
E[γ
]
−
E
[γ]
 E[γ ] − E [γ]

V[C] ≈ log22 (e) 
+

2(1 + E[γ])2
4(1 + E[γ])4
2

2

(22)

As a result, an expression of the secondary outage capacity in terms of the
mean SINR is given by
{
√
E[γ 2 ] − E2 [γ]
E[γ 2 ] − E2 [γ] √
Cout = log2 (e) ln(1 + E[γ]) −
+ 2
2
2(1 + E[γ])
1 + E[γ]
√
}
(
E[γ 2 ] − E2 [γ]
ϵ )
−1
× 1−
erfc
2
−
(23)
4(1 + E[γ])2
50
Now, the remaining task is to derive the ﬁrst and second moments of the
at the scheduled SU-Rx. Such moments can be calculated as E[γ v ] =
∫SINR
∞ v
γ fγ (γ)dγ where v ∈ {1, 2} and fγ (γ) is given in (10). Using the change
0
of variable γ + B3 = z, and with the help of [17, eq. (3.351.4), eq. (3.381.3)],
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we have
E[γ] = N

N
−1 (
∑
n=0

)
N −1
exp(A3 B3 )
[A1 J31 + J32 ]
(−1)n
n
B1n+1

where A3 = A1 (n + 1), B3 = 1/B1 , and
[
(A3 )n
J31 = Γ(1 − n, A3 B3 )(A3 )n−1 − B3 (−1)n+1
Ei(−A3 B3 )
n!
]
n−1
exp(−A3 B3 ) ∑ (−1)k (A3 B3 )k
+
B3n
n(n − 1) · · · (n − k)

(24)

(25)

k=0

J32 = (−1)n+1

n−1
(A3 )n
exp(−A3 B3 ) ∑ (−1)k (A3 B3 )k
Ei(−A3 B3 ) +
n!
B3n
n(n − 1) · · · (n − k)
k=0

− B3 (A3 )n+1 Γ [−(n + 1), A3 B3 ]
Similarly, the second moment of γ is given by
)
N
−1 (
∑
N −1
exp(A3 B3 )
E[γ 2 ] = N
(−1)n
[A1 J41 + J42 ]
n
B1n+1
n=0

(26)

(27)

J41 = Γ(2 − n, A3 B3 )(A3 )n−2 − 2B3 (A3 )n−1 Γ(1 − n, A3 B3 ) + (B3 )2
[
(A3 )n
exp(−A3 B3 )
×
(−1)n+1 Ei(−A3 B3 ) +
n!
B3n
]
n−1
∑ (−1)k (A3 B3 )k
×
(28)
n(n − 1) · · · (n − k)
k=0

J42 = Γ(1 − n, A3 B3 )(A3 )n−1 − (B3 )2 (A3 )n+1 Γ [−(n + 1), A3 B3 ] − 2B3
[
(A3 )n
exp(−A3 B3 )
× (−1)n+1
Ei(−A3 B3 ) +
n!
B3n
]
n−1
∑ (−1)k (A3 B3 )k
×
(29)
n(n − 1) · · · (n − k)
k=0

4

Numerical Results

In this section, we investigate the impact of the number L of PU-Rxs, number
N of SU-Rxs, SU maximum transmit SNR γmax , and channel mean powers of
the interference links on the secondary network performance. We also evaluate
the eﬀect of the speciﬁed SU outage probability ϵ% and PU tolerable error ξ
on the secondary outage capacity.
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2%−Outage Capacity (bps/Hz)
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Figure 2: 2%-outage capacity versus PU PIP SNR γQ = Q/N0 for diﬀerent
number L of PU-Rxs and channel mean powers of the interference links (Ωα for
SU-Tx→PU-Rx link and Ωβ for PU-Tx→SU-Rx link) where N = 5, γmax = 20
dB, γp = 6 dB, ξ = 1%, and Ωg = 3.

Figs. 2 and 3 illustrate the impact of diﬀerent parameter settings on
the secondary outage capacity (ϵ = 2%). We can see that the number L of
PU-Rxs and the channel mean powers of the interference links (Ωα for the
SU-Tx→PU-Rx link and Ωβ for the PU-Tx→SU-Rx link) have a signiﬁcant
impact on the secondary network performance. In Fig. 2, the outage capacity
is degraded when the number L of PU-Rxs increases, e.g., L = 1 to L = 5. Also,
Fig. 2 shows that by increasing the channel mean powers of the interference
links (e.g., Ωα = 0.5 to 1.5, and Ωβ = 0.5 to 1.5), the SU outage capacity is
signiﬁcantly reduced. For example, when Ωα = 1.5 and at low PU PIP SNR
(e.g., γQ < 2 dB), the SU outage capacity is approximately zero. Here, the
PU-Rx comes closer to the SU-Tx, and hence the SU-Tx transmit SNR is
reduced to not cause harmful interference to the PU-Rx (to satisfy the PU
interference power constraint).
Fig. 3 shows that the secondary network performance is degraded by
increasing the PU transmit SNR (γp = 5 dB to 10 dB). In this case, the PU-Tx
transmit power becomes a stronger interference source to the SU-Rx. Further,
the impact of the SU maximum transmit SNR is observed in Fig. 3 where
the secondary capacity is reduced for γQ > 14 dB and becomes constant for
γQ ≥ 16 dB given γmax = 10 dB compared to the case of γmax = 20 dB. In this
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2%−Outage Capacity (bps/Hz)
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Figure 3: 2%-outage capacity versus PU PIP SNR γQ for diﬀerent values of
the PU tolerate error, PU transmit SNR γp , and SU maximum transmit SNR
γmax where N = 6, L = 4, Ωα = 0.5, Ωβ = 0.5, and Ωg = 3.
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Figure 4: Outage capacity versus number L of PU-Rxs for diﬀerent number N
of SU-Rxs and diﬀerent values of the SU predeﬁned outage probability where
γQ = 12 dB, γmax = 16 dB, γp = 5 dB, ξ = 1%, Ωg = 3, Ωα = 0.5, and Ωβ = 0.5.
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Figure 5: 1%-outage capacity versus PU PIP SNR γQ for for diﬀerent number
N of SU-Rxs where L = 4, γmax = 20 dB, γp = 6 dB, ξ = 1%, Ωg = 3, Ωα = 0.5,
and Ωβ = 0.5.

scenario, the SU-Tx transmit SNR cannot increase further as it is bounded
by γmax . Furthermore, we can see that the secondary network performance is
improved when the PU tolerable error is relaxed, e.g., ξ = 0.01 to ξ = 0.03.
The impact of the number N of SU-Rxs and the given SU outage probability on the secondary outage capacity is shown in Fig. 4. In particular, the
secondary outage capacity is improved when N increases, N = 5 to N = 10.
The same eﬀect of number N of SU-Rxs on the outage capacity is also observed in Fig. 5. This can be explained by the fact that the possibility of
ﬁnding good channel conditions increases with a larger number of SU-Rxs
which in turn improves the performance of the secondary network, i.e., by
exploiting multiuser diversity.
In addition, Fig. 5 shows the 1%-outage capacity using the exact moments, (14) and (17), and approximate moments, (20) and (21) of the secondary channel capacity. We can see that the approximate expressions may
provide accurate analysis of the secondary outage capacity in the high SNR
regime. However, the evaluation of the secondary outage capacity using those
expressions tends to slightly diﬀer from its exact analysis in the low SNR
regime.
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Conclusions

In this paper, we have analyzed the performance of a secondary PMP communication in terms of outage capacity in the presence of multiple PU-Rxs and
considering the interference from the primary network to the secondary network. Analytical expressions of the outage capacity have been obtained based
on the exact as well as approximate expressions of the SU channel capacity.
Numerical results have been provided to illustrate how diﬀerent parameter
settings aﬀect the performance of the secondary network. In addition, our
results contribute towards an understanding in designing CRNs with delay
constrained applications and to determine the secondary network operation
range while satisfying the PU interference constraint.

Appendix A
The secondary channel mean capacity can be derived as
∫ ∞
(
)
E[C] = log2 (e)
ln 1 + x fγ (x)dx
∫0 ∞
1
[1 − Fγ (x)] dx
= log2 (e)
1
+
x
0

(30)

where the second equality is obtained by applying the integration by parts
technique. Further, applying binomial expansion in (9), Fγ (x) can be rewritten as
(
)
N ( )
∑
N
n−1 exp − A1 nx
Fγ (x) = 1 −
(−1)
(31)
n
(1 + B1 x)n
n=1
Substituting (31) into (30), we can obtain (14) where J1 is given by
∫ ∞
exp(−A1 nx)
J1 =
dx
(1
+
x)(1 + B1 x)n
0

(32)

By setting 1 + x = y and applying the change of variable in (32), we have:
• For B1 = 1 and by using [17, eq. (3.351.4)],
[
]
n−1
n
∑
(−1)k (µ)k
n+1 (µ)
J1 = exp(µ) (−1)
Ei(−µ) + exp(−µ)
n!
n(n − 1) . . . (n − k)
k=1

(33)
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• For B1 ̸= 1, J1 can be rewritten as
∫
exp(µ) ∞ exp(−µy)
J1 =
dy
B1n
y(B2 + y)n
1
|
{z
}

(34)

J11

Then, by applying the partial fraction technique, J11 is given by
[
]
∫ ∞
n
∑
1
1
1
1
exp(−µy)
J11 = n
−
−
dy
B2 1
y B2 + y m=2 B n−(m−1) (B2 + y)m
2

(35)
Using [17, eq. (3.351.5), eq. (3.352.2), eq. (3.353.1)], (35) is solved as
n
∑
1
1
{exp(µB
)Ei
[−(1
+
B
)µ]
−
Ei(−µ)}
−
2
2
n−(m−1)
B2n
m=2 B2
{
m
m−q−1
m−1
∑
(q − 1)!(−µ)
(−µ)
× exp(−µ)
−
exp(µB2 )
q
(m − 1)!(1 + B2 )
(m − 1)!
q=2

J11 =

× Ei [−(1 + B2 )µ]}

(36)

Appendix B
The second moment of the secondary capacity is derived as
)
∫ ∞ (
ln 1 + x
2
2
E[C ] = log2 (e)
[1 − Fγ (x)] dx
1+x
0
Substituting (31) into (37), J2 in (17) is given by
)
∫ ∞ (
ln 1 + x exp(−µx)
J2 =
dx, B1 = 1
(1 + x)n+1
0
)
∫ ∞ (
ln 1 + x exp(−µx)
J2 =
dx, B1 ̸= 1
(1 + x)(1 + B1 x)n
0


n
∑
J21
J22
1

−
= n
B1 (B3 − 1)n j=1 (B3 − 1)n−j+1
where J21 and J22 are given by
∫ ∞
ln(1 + x) exp(−µx)
J21 =
dx
1+x
∫0 ∞
ln(1 + x) exp(−µx)
J22 =
dx
(B3 + x)j
0

(37)

(38)

(39)

(40)
(41)
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To solve
the identities ln(1[ + x) =
)
]
[ (38),
] (40), and (41), we use( [18] to exploit
1−j
−
1,1
1,2
1,1
1
−n
, and exp(−µx) = G1,0
µx
.
G2,2 x 1,0 , (1 + B1 x) = Γ(j) G1,1 B1 x 0
0,1
0
Moreover, we have an integral of the form
[
]
∫ ∞
[
]
a1 ,...,ap
a11 ,...,a1p1
2 ,n2
Gpm11,q,n1 1 c1 x b1 ,...,bq Gm
c
x
J =
2 b11 ,...,b1
p2 ,q2
q1
0
[
]
a21 ,...,a2
3 ,n3
× Gm
c3 x b21 ,...,b2 p2 dx
(42)
p3 ,q3
q2

which can be solved by utilizing the integral identity in [15, 16]. Accordingly,
an expression of J in terms of the EGBMGF is attained as
]
[
a21 ,...,a2p c
2
2 c3
n1 ,m1 :m2 ,n2 :m3 ,n3 1−b1 ,...,1−bq a11,...,a1p1
J = Gq1 ,p1 :p2 ,q2 :p3 ,q3
,
(43)
1−a1 ,...,1−ap b11,...,b1q
c1 c1
1 b21 ,...,b2q
2
Now, using (43), we can easily obtain (38), (40), and (41), yielding to (18)
and (19).
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Abstract
This paper analyzes the secondary network performance under the
joint constraint of the primary user (PU) peak interference power and
maximum transmit power limit of the secondary user (SU). In particular, N SU transmitters (SU-Txs) communicate with an SU receiver in
the presence of a primary network with a PU transmitter and multiple
PU receivers. Moreover, we exploit opportunistic scheduling where the
SU-Tx with the best channel condition is scheduled for transmission.
Analytical expressions of the outage probability and symbol error probability of the SU are obtained considering either perfect or statistical
knowledge of the PU channel gains. Furthermore, we analyze the SU
throughput for delay constrained applications with two hybrid automatic repeat request protocols, namely, repetition time diversity and
incremental redundancy. Numerical results are provided to assess the
eﬀect of the number of SU-Txs and number of packet retransmissions
on the secondary network performance. In addition, the impact of the
primary network parameters on the secondary network is investigated.

1

Introduction

Spectrum sharing in cognitive radio networks (CRNs) improves the eﬃciency
of the spectrum utilization. This is achieved by allowing the secondary users
(SUs) to share frequency bands with the primary users (PUs) as long as the
133
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interference power at the PU receiver (PU-Rx) is maintained below a predeﬁned interference threshold [1–4]. Under this condition, the SU transmitter
(SU-Tx) must control its transmit power to achieve its required transmission
quality and to minimize interference to the PU-Rx.
Moreover, by exploiting opportunistic scheduling (OS) in a multiuser environment [5], the spectral eﬃciency can be enhanced. In a CRN, OS has
been considered in [6–8] where the secondary network performance in terms
of capacity [6, 7], multiuser diversity gain and ergodic throughput [8] have
been analyzed. However, the work in [7] neglected the eﬀect of the interference from PU transmitter (PU-Tx) to SU receiver (SU-Rx). The interference
from PU-Tx to SU-Rx has been considered in [6, 8] but in the presence of a
single PU-Rx. Further, the SU achievable rate subject to mutual interference
has been evaluated in [4] considering both single PU-Rx and multiple PU-Rxs
scenarios with a single secondary link.
Note that the works in [4, 6–8] focused on the ergodic capacity which is
achievable only for communication systems that can tolerate inﬁnite delay. For
delay constrained applications over fading channels, the concept of outage is a
more appropriate performance metric [2,9]. When outage occurs, packets can
be retransmitted using a hybrid automatic repeat request (HARQ) protocol to
ensure successful decoding at the receiver and to improve the data link layer
throughput [9, 10]. Hence, for applications with quality of service requirements, the eﬀective data rate, i.e., number of bits successfully received by the
user, is a performance metric of higher interest than ergodic capacity. In the
context of spectrum sharing, the work in [11] analyzed the secondary network
throughput and outage probability considering HARQ based on incremental
redundancy (INR) and repetition time diversity (RTD) protocols. It should
be noted that the work reported in [11] considered a spectrum sharing scenario with only a single primary link and a single secondary link. Therefore,
it is of interest to evaluate the secondary network performance by exploiting
multiuser diversity and HARQ retransmissions.
In this paper, we consider a secondary network with delay sensitive applications such as voice and video traﬃc where the delay constraint is represented
by a maximum number of retransmissions. The SU-Tx must control its transmit power to satisfy the joint constraint of the peak interference power (PIP)
at the PU-Rx and the maximum transmit power limit of the SU. In particular, we consider the case where perfect channel state information (CSI) of
the SU-Tx→PU-Rx link is available at the SU-Tx and the case where the SUTx has knowledge of statistical CSI of the SU-Tx→PU-Rx link. Moreover,
the secondary network employs multiuser scheduling where the SU-Tx with
the best channel condition is scheduled for transmission. Given this system
setting, the cumulative distribution function (CDF) of the received signal-
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Figure 1: Model of a spectrum sharing system with an uplink secondary
network and a downlink primary network (dashed lines: Interference links;
solid lines: Communication links).

to-interference-plus-noise ratio (SINR) is derived to evaluate the SU outage
probability (OP) and symbol error probability (SEP). Further, based on the
OP and maximum number of retransmissions, expressions of SU delay-limited
throughput for the RTD and INR HARQ schemes are obtained. We also assess
the impact of both multiple PU-Rxs and interference from PU-Tx to SU-Rx
on the secondary network performance.

2

System Model

As shown in Fig.1, an underlay CRN is considered where N SU-Txs communicate with an SU-Rx in the presence of a single PU-Tx serving M PU-Rxs.
The primary and secondary systems are subject to mutual interference. In
the secondary system, the SU-Rx acts as a scheduler (base station or access
point) for an uplink single-cell [7, 12] while the PU-Tx is considered as a primary base station for a primary broadcast channel [12]. We assume that the
shared bandwidth is normalized to unity and each node is equipped with a
single antenna. Let gj , j = 1, . . . , M , hl , l = 1, . . . , N , β, and αlj denote the
instantaneous channel gains of the PU-Tx→PU-Rxj , SU-Txl →SU-Rx, PUTx→SU-Rx, and SU-Txl →PU-Rxj links, respectively. These channels are
assumed to be subject to independent Rayleigh fading and are exponentially
distributed with channel mean powers denoted as Ωgj , Ωhl , Ωβ and Ωαlj .
To maximize the received SINR at the SU-Rx, we exploit OS and hence,
the lth SU-Tx is selected for transmission as
l = arg max {γl } ,
l∈N

N = {1, 2, . . . , N }

(1)
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where
Ps hl
Pp β + N0

γl =

(2)

Further, Ps and Pp represent the transmit powers of the SU and PU, respectively, and N0 is the noise power.
In an underlay CRN, the availability of the CSI of the SU→PU link are
required at the SU-Tx in order for the SU to control its transmit power. When
perfect CSI of the PU is assumed to be available at the SU-Txl , the information about channel gains of the SU-Txl →PU-Rxj links can be coordinated
by a band manager [1] or directly fed back by the PU-Rx to the SU-Tx. In
practice, it is hard for the SU-Tx to obtain perfect CSI due to the limitation of
collaboration between the SU and PU. In addition, it may be costly in terms
of feedback channel resources from the PU to SU. However, the SU-Tx can
estimate the channel mean powers of the PUs [3, 4] by utilizing parameters
such as transmission distance and transmit/receive antenna gain which are
relatively stable parameters.

2.1

Perfect CSI of the PU at the SU-Tx

Let Qj denote the maximum PIP that the PU-Rxj can tolerate. Assuming
that all PU-Rxs have the same PIP constraint, e.g., Qj = Q, the SU-Tx
adapts its transmit power as
Ps ≤

Q
,
max{αlj }

M = {1, 2, . . . , M }

(3)

j∈M

Moreover, a maximum transmit power limit Pmax is considered such that
Ps ≤ Pmax . In addition, we deﬁne γs = Ps /N0 and γmax = Pmax /N0 as the
SU transmit signal-to-noise ratio (SNR) and maximum transmit SNR, respectively. Accordingly, the transmit SNR of the scheduled SU-Tx is expressed
as




γQ
γs = min
(4)
, γmax
 max{αlj }

j∈M

where γQ = Q/N0 is the PU PIP SNR. We also denote γp = Pp /N0 as the
PU-Tx transmit SNR. It can be noted that the term γQ / maxj {αlj } in (4)
ensures that no harmful interference is caused to any of the M PU-Rxs from
each selected SU-Tx.
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2.2

Statistical CSI of the PU at the SU-Tx

It is hard to satisfy (3) in a scenario where instantaneous CSI of the PU is not
available at the SU-Tx. Here, we consider a probabilistic constraint where
the PU-Rx PIP constraint is satisﬁed with a certain error. Therefore, (3) is
rewritten as
{
}
Pr Ps max{αlj } > Q ≤ ε
(5)
j∈M

where ε is the accepted error at the PU-Rx. Further, we assume that the
M PU-Rxs are clustered relatively close together and thus, the channel mean
powers Ωgj = Ωg , Ωαlj = Ωsp , ∀j ∈ M. After solving (5), the SU-Tx transmit
power is given by
Ps =

Ωsp ln

(

Q
1−

1
√

M

)

(6)

1−ε

By dividing both sides of (6) by N0 and considering the SU maximum transmit
SNR, the SU-Tx transmit SNR in case of statistical CSI is obtained as
{
γ̃s = min

Ωsp ln

γ
( Q
1−

}
1
√

M

) , γmax

(7)

1−ε

In the following, we refer to (4) and (7) as the SU-Tx transmit SNRs with
perfect CSI and statistical CSI, respectively.

3
3.1

Performance Analysis
SU Outage Probability with Perfect CSI of the PU

An outage occurs when the instantaneous SINR at the SU-Rx falls below a
predeﬁned threshold γth = 2R − 1, i.e., Pr {γ < γth } where R is the SU target
transmission rate and γ = max{γl }. In addition, the cluster assumption is also
l∈N

applied to the N SU-Txs and hence, Ωhl = Ωh , ∀l ∈ N . This assumption is
applicable for wireless links with slowly moving nodes and delivers important
insights for analyzing multiuser diversity systems [5, 7]. For brevity, let X =
max{αlj }. Note that X is the maximum of M exponential distributed random
j

variables. As such, the CDF and probability density function (PDF) of X are
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given by
[
]M
(
x )
FX (x) = 1 − exp −
Ωsp
(
)
[
]
M
−1
∑ M − 1 M (−1)m
(m + 1)x
fX (x) =
exp −
m
Ωsp
Ωsp
m=0

(8)
(9)

Then, the CDF of γ represented by Fγ (z) is derived as
{
}
(γ
)}
∫∞ ∫∞ {
hl min xQ , γmax
Fγ (z) =
Pr max
< z fX (x)fβ (y)dxdy
l∈N
(γp y + 1)
0

0

∫∞ ∫∞ {

[

]}N
z(γp y + 1)
(γ
)
=
1 − exp −
fX (x)fβ (y)dxdy
min xQ , γmax Ωh
0 0
]
[
∫∞ ∫∞
N ( )
∑
N
nz(γp y + 1)
n
(γ
)
=
(−1)
exp −
n
min xQ , γmax Ωh
n=0
0

0

(
1
y )
× fX (x)
exp −
dxdy
Ωβ
Ωβ

(10)

where the third equality comes from a binomial expansion. Substituting (9)
into (10) and then performing integration, we obtain
Fγ (z) = M

)
N M
−1 ( )(
∑
∑
N
M −1
(−1)n+m I1 (z)
n
m
n=0 m=0

(11)

[
][
(
y )
nz(γp y + 1)
1−A
1
exp −
exp −
Ωps
Ωps
γmax Ωs
m+1
0
]
AγQ Ωs
+
dy
(12)
(m + 1)γQ Ωs + nz(γp y + 1)Ωsp
]
[
(m+1)γ
where A = exp − γmax ΩspQ . With the help of [13, eq. (3.310)] and [13, eq.
(3.352.4)], I1 (z) is obtained as
[
]
( nz )
(m+1)D
1
D
exp
+
B(1 − A) exp − B
zCΩsp
γp Ωps
I1 (z) =
−
(m + 1)(B + zC)
zCΩsp
{ [
][
]}
nzγp
1
(m + 1)D
1
× Ei −
+
+
(13)
B
Ωps
nzγp Ωsp
γp
∫∞

I1 (z) =
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∫∞
where B = γmax Ωh , C = nγp Ωβ , D = γQ Ωh , and Ei(x) = − −x [exp(−t)/t] dt
is the exponential integral function. Further, replacing z by γth in (11), an
expression of the OP is given by
{ (
)
)
(
)
N M
−1 ( )(
∑
∑
B 1 − A exp − nγBth
N
M −1
n+m
Pout = M
(−1)
n
m
(m + 1) B + γth C
n=0 m=0
[
]
D
(m + 1)D
1
−
exp
+
γth CΩsp
γth CΩsp
γp Ω β
)(
)]}
[ (
1
1
(m + 1)D
nγth γp
+
+
(14)
× Ei −
B
Ωβ
nγth Ωsp
γp

3.2

SU Outage Probability with Statistical CSI of the
PU

In this case, the CDF of γ is derived as
∫∞
Fγ (z) =

{
{
}
}
γ̃s hl
Pr max
< z fβ (y)dy
l∈N
γp y + 1

0

[
]
∫
N ( )
∑
(
nz(γp y + 1)
N
y ) 1
exp −
dy
(−1)n exp −
Ωβ Ωβ
γ̃s Ωh
n
n=0
0
)
(
(
)
N
∑ N
exp − γ̃snz
Ωh
n
=
(15)
(−1)
γ Ω
n
1 + nz γ̃ps Ωhβ
n=0
∞

=

Moreover, the SU outage probability with statistical CSI of the primary network is obtained replacing z by γth in (15).

3.3

SU SEP with Perfect CSI of the PU

According to [14], an expression of the SEP is given by
√ ∫∞
a b
exp(−bz)
√
Pe = √
Fγ (z)dz
2 π
z

(16)

0

where a, b > 0 are constants related to the modulation type. For example,
(a, b) = (1, 1) holds for binary phase shift keying (BPSK). Substituting (11)

140

Part I-C

into (16), we have
√
)
N M
−1 ( )(
∑
∑
N
M −1
n+m M a b
√ I2
Pe =
(−1)
n
m
2 π
n=0 m=0

(17)

where I2 = I3 − I4 and I3 are given by
B(1 − A)
I3 =
(m + 1)

I31 =

∫∞

exp(−µz)
√
dz
z(B + Cz)
0
|
{z
}

 1 √π
B b ,
 √π

BC

exp

(18)

I31

( µB )
C

[
1−Φ

(√

µB
C

)]

C=0
, C>0

√ ∫∞
In (18), µ = b + n/B and Φ(·) = (2/ π) x exp(−t2 )dt is the error function.
Note that for the case C = 0, I31 is obtained using [13, eq. (3.361.2)] while
for C > 0, I31 is solved by setting t = z + B
C and using [13, eq. (3.363.2)].
Moreover, I4 is given by
[
] { [
]
∫∞ D exp ( 1 )
nzγp
1
(m + 1)D
γp Ωβ
) exp −bz +
I4 =
Ei −
+
√ (
zCΩsp
B
Ωβ
z zCΩsp
0
[
]}
(m + 1)D
1
×
+
dz
(19)
nzΩsp
γp
The integral in (19) does not have a closed-form solution and is therefore
solved numerically. Finally, substituting (18) and (19) into (17), we obtain
the SEP of the SU for the case of perfect CSI of the PU.

3.4

SU SEP with Statistical CSI of the PU

An expression of the SEP with PU statistical CSI is obtained by substituting
(15) into (16) as
√ ∫∞
N ( )
∑
N
exp(−λz)
na b
√
Pe =
(−1) √
dz
n
2
π
z(1 + zδ)
n=0
0
|
{z
}
I5

(20)
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where λ = b + n/(γ̃s Ωh ) and δ = nγp Ωβ /(γ̃s Ωh ). In addition, I5 is solved
using the same approach as in I31 as
I5 =

3.5

√ π
 b,
 √π exp
δ

(λ)
δ

[

δ=0
(√ )]
λ
1−Φ
, δ>0
δ

SU Delay-limited Throughput

The long-term throughput has been analyzed in [9] when transmission time
tends to inﬁnity, i.e, delay insensitive applications. A delay-limited throughput has been considered in [10, 15, 16] to account for ﬁnite transmission time
and to characterize the throughput performance of HARQ when the channel statistics change after each transmission. If an outage occurs, the SU-Rx
requests the message to be retransmitted by sending a one-bit negative acknowledgement (NACK), otherwise a positive acknowledgement (ACK) is sent
indicating successful decoding. We assume an error free feedback channel for
retransmission requests with a negligible delay. Let k denote the number of retransmissions needed for successful transmission. For delay sensitive services,
k ≤ K where K is the maximum number of retransmissions, i.e., representing
the delay constraint. Here, we analyze the delay-limited throughput for RTD
and INR HARQ protocols.
For the RTD protocol, if retransmission is requested, the scheduled SUTx retransmits the same packet as in the ﬁrst transmission. Then, the SURx performs maximum ratio combining of all the received packets. Since
all HARQ rounds experience independent channel
∑Krealizations, the received
SINR at the SU-Rx in the kth retransmission is k=1 γk = kγ. Accordingly,
the OP after k RTD HARQ rounds is Pout, RTD (k) = Pr {γ < γth,RTD } where
γth,RTD = (2R − 1)/k. On the other hand, when the INR HARQ scheme is
used, the SU-Tx retransmits new sub-codewords in each HARQ round [15].
The SU-Rx decodes the message by combining all previously received signals
of the( packet.
) In this case, the achieved rate at the kth HARQ round is
k log2 1 + γ bps/Hz. Thus, the corresponding OP after k retransmissions
is Pout, INR (k) = Pr {γ < γth, INR } where γth,INR = 2R/k − 1. Note that
Pout, RTD (k) and Pout, INR (k) can be, respectively, obtained by considering
(14) (perfect CSI) and (15) (statistical CSI). According to [10, 15], the SU
packet delay-limited throughput is given by
η=

K
∑
R
k=1

k

[Pout,u (k − 1) − Pout,u (k)]

(21)
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where u ∈ {RTD,INR} and Pout,u (k − 1) − Pout,u (k) is the success probability after the kth retransmission. The throughput in (21) is the expected
rate considering the SU achievable data rate and the corresponding successful
transmissions.

4

Numerical Results

In this section, we adopt BPSK modulation. We investigate the impact of the
number M of PU-Rxs, number N of SU-Txs, SU maximum transmit SNR
γmax , channel mean powers among users, SU target rate R, and maximum
number of retransmission K on the secondary network performance.
Figs. 2, 3, and 4 show that the OP generally decreases with an increase
of the PU PIP SNR γQ . This is explained by the fact that increasing γQ
allows an increase of the SU-Tx transmit SNR. However, it is observed in
Fig. 2 that the OP becomes constant at γQ > 6 dB for γmax = 4 dB in
Case 4 compared to Case 3 with γmax = 10 dB. The reason is that the SU-Tx
0
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Figure 2: Outage probability for perfect CSI-based power control versus PU
PIP SNR γQ = Q/N0 .
Case 1: N = 4, M = 1, γmax = 10 dB, R = 0.15 bps/Hz;
Case 2: N = 4, M = 3, γmax = 10 dB, R = 0.15 bps/Hz;
Case 3: N = 6, M = 3, γmax = 10 dB, R = 0.15 bps/Hz;
Case 4: N = 6, M = 3, γmax = 4 dB, R = 0.15 bps/Hz;
Case 5: N = 6, M = 3, γmax = 10 dB, R = 0.25 bps/Hz.
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Figure 3: Outage probability for statistical CSI-based power control versus γQ
with γmax = 10 dB, γp = 5 dB, R = 0.15 bps/Hz, Ωh = 2, and Ωβ = Ωsp = 0.5
and for diﬀerent values of the PU-Rx tolerable error ε.
transmit SNR cannot increase further as it is bounded by γmax . It is also
shown that the secondary network performance is degraded as the number of
PU-Rxs increases, e.g., M = 1 (Case 1) to M = 3 (Case 2). Further, the
OP decreases with the increase of the number of SU-Txs, N = 4 (Case 2)
to N = 6 (Case 3). This is because the possibility of ﬁnding good channel
conditions increases with a larger number of SU-Txs which in turn improves
the performance of the secondary network. Moreover, the impact of the SU
target rate on the OP is observed in Case 5 for R = 0.25 bps/Hz where the
OP is high referred to Case 3 with R = 0.15 bps/Hz. The same impact of
number N of SU-Txs and number M of PU-Rxs on the OP for statistical
CSI-based power control is shown in Fig. 3. The secondary network is also
improved when the tolerable error is relaxed, e.g., ε = 0.01 to ε = 0.05 for
N = 6 and M = 3.
Fig. 4 illustrates that the OP becomes low when the channel mean power
of the SU-Tx→PU-Rx link decreases, Ωsp = 1 to Ωsp = 0.5 (PU-Rx moves
away far from the SU-Tx). Here, the interference to the PU-Rx is not strong
and hence, the SU can increase its transmit SNR. Further, the OP is degraded
when the channel mean power of the PU-Tx→SU-Rx link increases (Ωβ = 0.5
to 1), e.g., PU-Tx comes closer to the SU-Rx. The same scenario is observed
by increasing the PU transmit power (γp = 5 to 7 dB). In this case, the PU-Tx
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Figure 4: Outage probability for perfect CSI-based power control versus γQ
with N = 5, M = 2, R = 0.15 bps/Hz, Ωh = 2, and γmax = 10 dB.
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Figure 5: Symbol error probability for perfect CSI-based power control versus
γQ with γmax = 10 dB, Ωh = 2, Ωsp = Ωβ = 0.5, γp = 5 dB, and R = 0.15
bps/Hz.
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Figure 6: Symbol error probability for statistical CSI-based power control
versus γQ with γmax = 10 dB, Ωh = 2, Ωsp = Ωβ = 0.5, and γp = 5 dB.
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Figure 7: Eﬀective data rate for INR HARQ protocol with perfect CSI-based
power control versus γQ where N = 4, M = 2, γmax = 10 dB, γp = 5 dB,
Ωh = 2, Ωsp = 1, R = 0.25 bps/Hz, and K = 2.
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Figure 8: Eﬀective data rate for perfect CSI-based power control versus SU
target rate R where γQ = 8 dB, N = 5, M = 2, γmax = 10 dB, γp = 5 dB,
Ωh = 2, Ωsp = Ωβ = 0.5, and K = 2.

transmit power becomes a stronger interference source to the SU-Rx.
Figs. 5 and 6 illustrate the SEP for perfect CSI-based power control
and statistical CSI-based power control, respectively. Note that the system
parameter settings discussed for the OP in Figs. 2, 3, and 4 have the same
impact on the SEP. For instance, the SEP is degraded by increasing the
number M of PU-Rxs from M = 1 to M = 3 for N = 5 in Fig. 5 and by
setting ε = 0.01 in Fig. 6.
Moreover, Figs. 7, 8, and 9 show the eﬀect of diﬀerent parameter settings
on the delay-limited throughput. For example, the eﬀective data rate for the
INR scheme is decreased by increasing the channel mean power of the PUTx→SU-Rx link, from Ωβ = 1 to Ωβ = 2 in Fig. 7. Further, we can see that
the eﬀective data rate is improved as the number of retransmissions increases,
e.g., k = 1 to k = 2. In other words, the OP decreases and hence, the number
of bits received correctly increases.
A performance comparison of the RTD and INR HARQ schemes is, respectively, shown in Figs. 8 and 9 versus SU target rate R. It is observed
in all scenarios that at low values of R, the performance of RTD and INR
schemes is similar. At high target transmission rate, the INR outperforms
the RTD scheme for k > 1. It should be noted that the high achievable effective data rate for INR-based HARQ is at the cost of encoder and decoder
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Figure 9: Eﬀective data rate for statistical CSI-based power control versus
SU target rate R where γQ = 8 dB, N = 5, M = 2, γmax = 10 dB, γp = 5
dB, Ωh = 2, Ωsp = Ωβ = 0.5, and k = K = 2.

complexity compared to the RTD-based HARQ. The eﬀective data rate is
also degraded as the PU-Rx becomes more intolerant as shown in Fig. 9 for
ε = 0.01 compared to ε = 0.05.

5

Conclusions

In this paper, we have analyzed the secondary network performance in the
presence of multiple PU-Rxs and considering the interference from the primary network to the secondary network. Analytical expressions of the outage
probability, SEP, and delay-limited throughput have been obtained under the
joint constraint of the PU PIP and SU maximum transmit power limit. The
analysis has been conducted for two power control schemes, namely, perfect
CSI-based power control and statistical CSI-based power control depending
on the availability of the PU CSI at the SU-Tx. Furthermore, the performance
comparison of the RTD and INR HARQ protocols as well as the impact of the
primary network to the secondary network have been analyzed. Numerical
results are provided to illustrate how diﬀerent parameter settings aﬀect the
performance of the secondary network. Our results contribute and provide
many applications in designing CRNs to determine the secondary network
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operation range while satisfying the PU interference constraint.
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Abstract
This paper presents a queueing analytical framework for the performance evaluation of the secondary user (SU) packet transmission with
service diﬀerentiation in a point-to-multipoint underlay cognitive radio
network. The transmit power of the SU transmitter is subject to the
joint outage constraint imposed by the primary user receivers (PU-Rxs)
and the SU maximum transmit power limit. The analysis considers a
queueing model for secondary traﬃc with multiple classes, and diﬀerent
types of arrival and service processes under a non-preemptive priority
service discipline. The SU quality of service (QoS) is characterized
by a packet timeout threshold and target bit error rate. Given these
settings, analytical expressions of the packet timeout probability and
average transmission time are derived for opportunistic and multicast
scheduling. Moreover, expressions of the average packet waiting time
in the queue and the total time in the system for each class of traﬃc
are obtained. Numerical examples are provided to illustrate the secondary network performance with respect to various parameters such
as number of PU-Rxs and SU receivers, SU packet arrival process, QoS
requirements, and the impact of interference from the primary network
to the secondary network.
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Introduction

The radio spectrum has now become scarce due to the demands for high data
rates with diverse emerging applications and services. On the other hand,
measurement campaigns have shown that there is an ineﬃciency of the spectrum usage [1]. In this context, the cognitive radio network (CRN) concept
has been considered as a solution to improve spectrum utilization [1, 2]. So
far, considerable eﬀorts in research, regulatory, and industry applications have
been performed to evaluate the practical implementation of CRNs. For example, we refer to [2–6] and the references therein for a comprehensive survey
of recent advanced trial platforms and testbeds for future commercial CRNs.
In a CRN, secondary users (SUs) access the licensed spectrum band allocated to the primary users (PUs) without violating the PU transmission
quality. Depending on the spectrum access technique, CRNs are classiﬁed
into interweave, overlay, and underlay techniques [7, 8]. For the interweave
approach, the SU transmits only if a PU frequency band is vacant. This approach involves sophisticated spectrum sensing mechanisms to detect the presence/absence of the PUs. In practice, it is diﬃcult to ensure perfect sensing,
and in case of missed-detection, the primary network may experience severe
interference caused by the SU transmissions. On the other hand, the overlay
paradigm allows simultaneous primary and secondary transmissions using advanced signal processing and coding techniques like dirty paper coding [8]. In
the overlay approach, the SU transmitter (SU-Tx) needs knowledge of the PU
codebooks and/or messages in order to relay the primary signal and to obtain
some bandwidth for its own communication while ensuring that the PU receiver (PU-Rx) is unaﬀected. The implementation of the overlay paradigm is
challenging because of the required knowledge of the primary messages at the
SU-Tx and decoding them, as well as the encoding and decoding complexity
associated with SU transmissions in the system. In addition, sharing of PU
private information with SUs may raise signiﬁcant security concerns for the
primary system. Finally, the underlay paradigm allows concurrent primary
and secondary transmissions over the same frequency band provided that the
interference at the PU-Rx is kept below a predeﬁned threshold. By doing so,
an acceptable level of performance for both primary and secondary networks
can be guaranteed, which in turn results in a more eﬃcient overall spectrum
utilization. In this work, we focus on the underlay technique since it is the
simplest technique and the easiest to implement in practice through a band
manager coordination [9] or under a regulators supervision [10].
Providing data transmissions with guaranteed quality of service (QoS) is
of great importance in the design of wireless networks. Diﬀerent applications
require diverse QoS guarantees, which may be represented by a prescribed
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target bit error rate (BER), delay bound, or minimum rate [11]. For instance,
delay-sensitive applications are subject to time-critical constraints. In other
words, real-time (RT) traﬃc such as voice and video conferencing require
to be delivered within a certain delay constraint in order to avoid packet
drops. Non real-time (NRT) traﬃc like data services (e.g., emailing and web
browsing) are sensitive to transmission errors, but are relatively tolerant to
transmission delay. Also, some services (e.g., multimedia applications) may
be sensitive to both transmission delay and transmission errors. As a wireless
network, an underlay CRN is also expected to support a mix of RT and NRT
traﬃc. However, providing QoS in an underlay CRN is more challenging
because of the strict interference constraints imposed by the PU. In addition,
the SU transmission is subject to various impairments such as interference
from primary network and fading. Thus, guaranteeing satisfactory QoS for
the secondary network and simultaneously utilizing resources eﬃciently is one
of the most important concerns in CRNs.
Furthermore, a good approach to provide QoS is to adopt service diﬀerentiation to diﬀerent traﬃc classes. In this context, packet scheduling can be used
to diﬀerentiate services by arranging packets in the transmission buﬀer such
that packets of greater importance are given a higher priority. Likewise, in a
wireless communication system, the channel conditions and multiuser scheduling play a key role for the distribution of the available resources among users,
and may have a signiﬁcant impact on the packet delay. Hence, it is essential
to investigate secondary packet scheduling and transmission schemes using
QoS-based priority queueing while satisfying spectrum sharing constraints.
This work focuses on characterizing the average delay of the SU packet transmission considering heterogenous traﬃc, interference constraint imposed by
the PU, and SU’s QoS constraints in terms of timeliness and reliability requirements. The end-to-end delay is an important performance metric used
to evaluated the QoS for the receivers of a packet, and is inﬂuenced by the
waiting time in the queue and physical transmission characteristics such as
fading and interference.

1.1

Related Works

The secondary delay performance has been studied in [12–19] using queueing
theory. A queueing model allows to estimate the level of QoS that the system
can provide for a new incoming demand given the resource constraints and
operating environment. In this context, an M/G/1 queueing model has been
considered in [12] and some queue performance measures including secondary
mean service time, waiting time, and server utilization have been analyzed.
The work in [13] evaluated the secondary network performance in terms of
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the average delay, throughput, and packet error rate. Note that the works
in [12, 13] assumed a secondary system with delay-tolerant applications.
For applications with a delay constraint, diﬀerent approaches have been
considered for the secondary network performance analysis. Using the eﬀective capacity concept, an optimal delay-constrained power and rate allocation
scheme has been proposed in [14] to maximize the secondary eﬀective capacity.
Further, the work in [15] developed a hybrid underlay/overlay transmission
scheme for CRNs with statistical delay QoS guarantees by employing the effective capacity theory to analyze the maximum achievable throughput for
both underlay and overlay modes. A joint rate and power allocation problem
has been studied in [16] for resource allocation between SUs with streaming
traﬃc requiring a maximum guaranteed average delay and SUs with elastic
traﬃc. While the works in [14–16] focused on an optimization problem and
solutions for secondary delay-sensitive applications, a diﬀerent approach has
been recently adopted in [17–19] to analyze the SU packet delay. Based on the
timeout concept and by applying the M/G/1 queueing model, queueing performance measures such as packet average waiting time in the queue and time
spent in the system have been investigated in [17–19]. Although the secondary
packet delay has been extensively studied in [12, 13, 16–19], a general analytical framework that takes diﬀerent arrival and service processes into account
is currently unavailable. Such an analytical framework can provide in-depth
understanding of delay constraint-aware packet scheduling and transmission
schemes in underlay CRNs.
This paper diﬀers from the previous related works in several ways. First,
investigating the delay performance, the works in [12,13,16–19] assumed that
the SU packet arrival follows a Poisson process leading to an M/G/1 queueing
model. However, a Poisson process is not suitable to describe multimedia trafﬁc, where there exist some correlation and burstiness characteristics that can
signiﬁcantly aﬀect the system performance. The burstiness can be characterized by the squared coeﬃcient of variation (SCV) of the interarrival time [20].
In this work, we therefore consider a general distribution of interarrival times
where the arrival process is characterized by two parameters representing its
rate and variability (i.e., SCV), and employ a GI/G/1 queueing model.
Second, a single class of traﬃc is assumed in [12,13,17–19]. However, in reality, not all services are equal in terms of amount of traﬃc generated and QoS
requirements. To satisfy such diﬀerentiated QoS requirements for each type
of service, a priority mechanism can be implemented. This has motivated us
to consider secondary heterogeneous traﬃc with service diﬀerentiation where,
for instance, delay-sensitive packets can have a non-preemptive priority over
delay-insensitive packets.
Third, in a wireless multiuser environment, scheduling techniques play a
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key role for the distribution of the available resources among users. In other
words, the transmission strategy has a signiﬁcant impact on the SU packet
delay performance. The works in [17, 18] only considered a broadcast channel
(BC). In a BC, some users may successfully receive a packet, while others
may be in outage due to the fading environment. It is shown in [19] that by
employing the opportunistic scheduling (OS) scheme (i.e., by always serving
the user with best channel condition), the packet average transmission time
per user reduces as the number of SU receivers (SU-Rxs) becomes large. It is
important to note that OS exploits multiuser diversity to maximize the system throughput, but at the expense of the fairness among users. In order to
guarantee equal throughput or fairness among users, data can be transmitted
adaptively according to the minimum signal-to-interference-plus-noise ratio
(SINR) of the user. This transmission strategy is known as multicast scheduling (MS). The MS scheme may also be used to support a group-oriented
transmission where all receivers can decode the transmitted message. Thus,
there are performance diﬀerences between OS and MS transmission schemes.
According to the SU service characteristics, we are interested in comparing the
performance of OS with MS strategies in terms of average packet transmission
time per user.
Fourth, in an underlay CRN, the packet transmission time depends on the
SU-Tx transmit power allocation policy. In [13–18], the SU-Tx is assumed to
have perfect knowledge of the instantaneous channel state information (CSI)
of the primary links. Accordingly, a PU peak interference power (PIP) constraint has been applied to limit harmful interference caused by the SU transmissions. In practice, because of the limited collaboration between primary
and secondary systems, it is diﬃcult for the SU-Tx to obtain perfect instantaneous CSI of the primary channels at all times. In our paper, we assume
that the SU-Tx has statistical knowledge of primary channels (channel mean
powers). In this respect, a probabilistic constraint is employed to maintain
an acceptable low outage probability that the PU can tolerate. The same
approach has been used in [12, 19], but considering only a single PU-Rx. In
our analysis, the SU-Tx transmit power is subject to the outage constraint of
multiple PU-Rxs.

1.2

Contributions

The purpose of this paper is to present a queueing analytical framework for
the performance evaluation of SU packet transmission with service diﬀerentiation on the downlink transmission of an underlay CRN. The analysis considers
a queueing model for secondary multiple classes of traﬃc with diﬀerent types
of arrival and service processes under a non-preemptive priority service disci-
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pline. We examine the impact of diverse traﬃc arrival models such as exponential, generalized Erlang, and hyperexponential distributions, which cover
a wide range of bursty and nonbursty traﬃc. These traﬃc arrival processes
provide a very general traﬃc modeling in wireless networks [20–24].
Since the secondary system is assumed to support heterogenous traﬃc, we
propose a hybrid transmission scheduling scheme where high priority (HP)
packets are transmitted using the OS scheme while MS transmission is used
for low priority (LP) packets. This hybrid transmission scheme increases the
spectral eﬃciency and guarantees fairness among users. Such kind of packet
transmission scheme has not been investigated in the CRN literature. In
particular, we assess the impact of diﬀerent factors such as packet arrival
process variability, QoS requirements, priority policy, channel conditions, and
scheduling schemes on the SU packet delay. We also investigate the eﬀect of
the primary network on the secondary network performance. The performance
of the secondary network is studied in terms of average packet transmission
time, waiting time in the queue, and time spent in the system. Such an
analytical framework captures the relationship between the packet-level QoS
performance measures at the higher layers and physical layer parameters,
which can enable cognitive radio system modeling and design.
The main points of the work can be summarized as follows:
• An SU-Tx transmit power policy satisfying both the outage constraint of
multiple PU-Rxs and the SU maximum transmit power limit is derived.
• Given the SU QoS requirements characterized by a packet timeout
threshold and target BER, the cumulative distribution function (CDF)
and probability density function (PDF) of the packet transmission time
for the OS and MS schemes are derived.
• Accordingly, analytical expressions of the packet timeout probability
and average transmission time for the OS and MS schemes are obtained.
Then, their performance comparison with respect to the increase of the
number of SU-Rxs is presented.
• Expressions of the average packet waiting time in the queue and total
time in the system for each class of traﬃc are obtained by employing
a GI/G/1 queueing model under QoS-based non-preemptive priority
scheduling.
• Numerical results are provided to illustrate the eﬀect of the primary
network parameters (e.g., number of PU-Rxs and PU outage constraint),
SU packet arrival process variability, SU target BER and packet size,
and the secondary scheduling schemes on the SU packet delay. Also,

A Framework for Packet Delay Analysis of Point-to-Multipoint Underlay Cognitive Radio
Networks

161

the impact of interference from the PU transmitter (PU-Tx) to the SURx, number of SU-Rxs, and channel mean powers among users on the
secondary network performance is assessed.

1.3

Notations and Organization of the Paper

For convenience, the major notations used in the analysis are provided in Table
1. The remainder of this paper is organized as follows. Section 2 describes

Table 1: Important notations
Symbol
Description
Aq
Interarrival times of Class-q
2
C(·)
SCV of the arrival/service process
FX (·) and fX (·)
CDF and PDF of random variable X
L
SU packet size
M and N
Number of PU-Rxs and SU-Rxs
Pe
SU target BER
Pout
Outage probability
Ri and Rp
SU transmission rate and PU target rate
Tq
Service times of Class-q
tout
SU packet timeout threshold
E[X], E[X 2 ], and V ar[X] Mean, second moment, and variance of X
γ
Signal-to-noise ratio/SINR
ϵp
PU outage constraint
λq and µq
Arrival rate and service rate
ρq and Ω
Channel utilization and channel mean power
the system and traﬃc model. In Section 3, the SU transmit power policy and
scheduling schemes are presented. Section 4 derives the SU average packet
transmission time. The queueing delay analysis is presented in Section 5.
Numerical results and discussions are provided in Section 6. Finally, Section
7 concludes the paper.

2

System and Traﬃc Model

In this section, we introduce the system model along with the channel model.
Further, the secondary network traﬃc model and associated queueing model
are presented.
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Figure 1: System model of an underlay CRN.

2.1

System Model

Fig. 1 shows a cognitive radio system with the coexistence of primary and
secondary networks where all transmissions share the same frequency band.
The secondary network consists of an SU-Tx (acts as a base station or access point for the downlink) serving N SU-Rxs whereas the primary network
consists of a PU-Tx (acts as a primary base station of any cellular network)
communicating with M PU-Rxs.

2.2

Channel Model

Let hj , j = 1, 2, . . . , M and gi , i = 1, 2, . . . , N denote the instantaneous channel
power gains of the communication links PU-Tx→PU-Rxj and SU-Tx→SURxi , respectively. The instantaneous channel power gains of the interference
links SU-Tx→PU-Rxj and PU-Tx→SU-Rxi are, respectively, represented by
αj and βi . Further, the channels between transmitting and receiving nodes are
assumed to be subject to independent block Rayleigh fading. Thus, the channel remains constant within a packet transmission duration but may change
independently across diﬀerent packet transmission times. In addition, the
channel power gains are exponentially distributed random variables (RVs)
with channel mean powers denoted by Ωhj , Ωgi , Ωαj and Ωβi . For further analysis, we consider the case of independent and identically distributed (i.i.d.)
fading channels. The assumption of i.i.d. channels is applicable for wireless
links with slowly moving terminals and delivers important insights for analyzing multiuser systems [25, 26]. It should be mentioned that we do not require
that the channel mean powers between diﬀerent networks to be necessary the
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same and thereby representing a realistic scenario.
Since the PUs and SUs share the same frequency band, the SU-Tx must
adjust its transmit power under a predeﬁned interference power constraint to
assure that the PU transmission quality is unaﬀected. The SU-Tx power control is based on statistical primary CSI where we assume that the SU-Tx has
knowledge of the channel mean powers (i.e., Ωhj and Ωαj ). This assumption
is more reasonable from a practical point of view and is motivated by the fact
that it is hard for the SU-Tx to obtain the primary instantaneous channel
power gains as the collaboration between primary and secondary networks is
limited. Here, the SU can estimate the channel mean powers of the PU based
on system parameters such as transmission distance and transmit/receive antenna gain which are considered to be relatively stable [27, 28]. In addition,
the estimation of the channel mean powers requires infrequent updates, and
can reduce the feedback channel resources from the PU to SU. On this basis,
the SU transmit power policy is derived in Section III.
For the considered secondary downlink model, the SU-Tx performs the
scheduling of packet transmissions to the SU-Rxs. In each transmission, the
achievable data rate from the SU-Tx to the ith SU-Rx is a function of the
channel condition experienced by that SU-Rx. We assume a secondary system
with mechanisms to make predicted channel conditions available at the SUTx for packet scheduling decision. Such mechanisms are deployed in current
wireless technologies such as code division multiple access (CDMA)/high data
rate (HDR), mobile WiMAX and Long Term Evolution (LTE) systems [29,30].
Typically, each SU-Rx can estimate its CSI and then send it to the SU-Tx
through a dedicated error-free channel with negligible delay. The error-free
feedback channel assumption can be justiﬁed by a feedback link with a low
rate. Further, the assumption of low delay applies in many cases where the
propagation delay and the processing time for the error detection code is very
small in comparison with the transmission time.

2.3

Secondary Traﬃc and Queueing Model

To guarantee QoS provisioning for heterogeneous traﬃc, packets belonging to
a diﬀerent class of services have to be treated diﬀerently, leading to a prioritybased resource allocation. The traﬃc classes may be classiﬁed depending on
the service type, such as voice, interactive video, streaming video, and data
ﬁle transfer.
2.3.1

Traﬃc Model

We assume that arriving packets from upper layers are stored at the SU-Tx
buﬀer before transmission. The SU-Tx is equipped with a gateway router

164

Part I-D

responsible for packet scheduling, i.e., managing and prioritizing packet delivery to the SU-Rxs [31]. In this respect, there exist Q classes of traﬃc and
a non-preemptive priority service discipline is implemented to achieve service
diﬀerentiation. For such a priority queuing policy, various queues can be arranged as one long queue [31], and Class-q, q = 1, 2, . . . , Q packets are stored
in front of Class-(q + 1) packets. Speciﬁcally, Class-q packets will always be
scheduled ﬁrst when available but a newly arriving Class-q packet cannot interrupt transmission of a Class-(q + 1) packet that has already started being
transmitted. Within each class of traﬃc, packets are transmitted according
to the ﬁrst-in ﬁrst-out discipline. The considered priority queueing strategy
combines the upper layers (e.g., data link layer) and physical layer scheduling
schemes to maintain the requested service.
2.3.2

Queueing Model

The arriving packets at the SU-Tx are converted into a bit stream at the
physical layer prior to transmission over the fading channel. That is, the
packet transmission rate can be considered as time varying capacity. Thus,
the service time varies according to the randomness of the wireless channel,
i.e., SINR at the SU-Rx. Hence, the packet service time is considered as
an RV distributed following a general distribution. Also, the packets arrive
at the SU-Tx according to independent arrival processes following a general
distribution. Accordingly, the traﬃc at the SU-Tx is modeled as a GI/G/1
queueing system with a single server where GI stands for general independent
arrivals and G stands for general service distributions. Let Aq and Tq denote,
respectively, the interarrival and service times of Class-q packets. In the
analysis, interarrival and service times are each characterized by their ﬁrst
two moments. The mean and second moment of Aq are, respectively, deﬁned
as E[Aq ] and E[A2q ]. We also deﬁne E[Tq ] and E[Tq2 ] as the ﬁrst and second
moment of Tq , respectively. In addition, the arrival process is speciﬁed by the
2
arrival rate λq and the SCV of an interarrival time, denoted by CA
. Similarly,
q
2
the SCV of the service process is denoted by CTq .
The SCV is a common measure of the degree of variability of interarrival
or service processes [20, 32, 33]. There are some acceptable approximations
which can characterise the variability of the arrival process such as phase
type distributions [21, 22], renewal process [23, 32], and Markov Modulated
Poisson Process (MMPP) [20]. In particular, phase type distributions consist of decomposing interarrival times into exponentially distributed intervals
called phases or stages. A sub-class of phase type distributions such as exponential, generalized Erlang, and hyperexponential distributions provide a
very general traﬃc modelling and have been extensively applied in wireless
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networks [20–24]. To evaluate the impact of the packet arrival process on the
delay performance, we let the packet interarrival times follow either exponential, hyperexponential, hypoexponential, or Erlang distributions. In our analytical framework, queueing performance measures are analyzed taking into
account the main eﬀect of the actual arrival process properties by utilizing two
2
arrival parameters, i.e., λq and CA
. In addition, the queueing performance
q
characteristics are calculated for various scenarios where the SCV is greater
than, equal to, or less than unity.
2.3.3

Queueing Performance Metrics

For any packet of Class-q, we are interested in determining the total time
spent in the system which includes the packet transmission time and waiting
time in the queue. The average total time in the system of a Class-q packet
is given by
E[Dq ] = E[Wq ] + E[Tq ]

(1)

where Dq and Wq are, respectively, the time a packet of Class-q spends in the
system and waiting time in the queue. Also, we deﬁne µq = 1/E[Tq ] as the
service rate and ρq = E[Tq ]/E[Aq ] as the channel utilization with respect to
Class-q packets where ρq < 1 for the queueing system stability. For the considered queueing model, exact results for these queueing performance metrics
are known for special cases such as M/G/1 queueing model. However, for the
GI/G/1 queueing system, approximations are available based on the ﬁrst two
moments of the arrival and service processes. Here, we apply the Krämer and
Langenbach-Belz approximation [34]. Accordingly, the average packet waiting
time in the queue is formulated as
E[S]
E[Wq ] = (
)
∑q−1 )(
∑q
2 1 − r=1 ρr 1 − r=1 ρr

(2)

where E[S] is the average residual time seen by an incoming packet and is
given by
E[S] =

Q
∑
)
ρq ( 2
CAq + CT2q exp(−ξq )
µ
r=q=1 q

In (3),the parameter ξq is given by [34, 35]

2(1−ρq )(1−C 2 )2

 3ρ (C 2 +CA2 q) ,
q
Aq
Tq
ξq =
2
CA
−1

(1 − ρq ) 2 q 2 ,
C +4C
Aq

Tq

2
for CA
≤1
q
2
>1
for CA
q

(3)

(4)
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2
where CX
= V ar[X]/E 2 [X] and V ar[X] = E[X 2 ] − E 2 [X] with X ∈ {A, T }.
The expression in (3) shows that both interarrival and transmission time variability contribute to the packet delay in the system. Note that the queueing
performance metrics in the aforementioned related works [12,16–19] have been
2
obtained for the case CA
= 1 which does not account for the impact of the
arrival process variability on the packet waiting time. To obtain (2), we need
to determine the ﬁrst two moments of the packet transmission and interarrival
times which are, respectively, obtained in Sections 4 and 5.

3

SU Transmit Power Policy and Scheduling
Schemes

In this section, we discuss the spectrum sharing constraints and derive the
SU-Tx transmit power policy. Then, the secondary scheduling schemes are
presented.

3.1

Spectrum Sharing Constraints

In an underlay CRN, the SU-Tx must control its transmit power to ensure
that the PU QoS is not violated. That is, the interference from the SU-Tx
must be kept below a given tolerable limit at the PU-Rx. In this paper, the
primary network transmission quality is measured in terms of a minimum
service rate that should be satisﬁed with a certain desired outage probability.
In other words, we use the outage probability to quantify the QoS of the
primary network.
3.1.1

PU Outage Constraint

The primary system is in outage if the achievable capacity at the jth PU-Rx
is less than a required rate Rp,j . If the PU target rate is not guaranteed due
to the SU transmission, we assume that the PU can tolerate a certain low
probability of error denoted by ϵp,j , i.e., PU outage threshold [27, 28]. As
such, we have
{
}
(
Pp hj )
Pout,p,j = Pr B log2 1 +
< Rp,j ≤ ϵp,j
(5)
Ps αj + N0
where B is the system bandwidth, Ps is the SU-Tx instantaneous transmit
power, Pp is the PU average transmit power, and N0 is the noise power.
Moreover, we assume a homogeneous primary network communication and
therefore, ∀j: Rp,j = Rp , ϵp,j = ϵp and Pout,p,j = Pout,p . To guarantee that no
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harmful interference is caused to any of the M PU-Rxs by the SU transmission,
we consider the lowest-instantaneous SINR at the PU-Rx among all PU-Rxs.
In this case, the SINR at the jth PU-Rx is deﬁned as min {Pp hj /(Ps αj + N0 )}
j∈M

where M = {1, 2, . . . , M }. Then, the PU outage probability can be derived as
follows:
{
{
}
}
Pp hj
≥ θp
Pout,p = 1 − Pr min
j∈M Ps αj + N0
{
(
)}
M ∫∞
∏
θp Ps x + N0
=1−
Pr hj ≥
fαj (x)dx
Pp
j=1
[

=1−
where θp = 2

3.2

Rp
B

0

( θ N )
Pp Ωh
p 0
exp −
θp Ps Ωα + Pp Ωh
Pp Ωh

]M

(6)

− 1 and fαj (x) = (1/Ωαj ) exp(−x/Ωαj ).

SU-Tx Transmit Power Policy

We deﬁne γs = Ps /N0 and γp = Pp /N0 as the SU-Tx transmit signal-to-noise
ratio (SNR) and the PU-Tx transmit SNR, respectively. Combining (6) and
the outage constraint in (5) and after some manipulations, the SU-Tx transmit
SNR is given by



(
θp )
 γ Ω

exp
−
γ
Ω
p h 
p h

√
γs = max 0,
−
1
(7)
M
 θp Ω α

1 − ϵp
As the transmit power cannot be inﬁnite or very large in practice, an additional constraint of the SU maximum transmit power limit denoted by Pmax
is considered such that Ps ≤ Pmax . By deﬁning γmax = Pmax /N0 , the SU-Tx
transmit power policy is given by
P = min{γs , γmax }

(8)

In contrast to [12, 19] where only a single PU-Rx was considered, it can be
observed from (7) that the number M of PU-Rxs has a signiﬁcant impact on
the SU-Tx transmit power.

3.3

Scheduling Schemes

The SU-Tx is the centralized entity that makes the scheduling decision. Each
SU-Rx tracks its own instantaneous SINR and sends it to the SU-Tx, and then
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the SU-Tx schedules transmission to the SU-Rxs. At each scheduling decision,
a packet may be transmitted using the OS or MS scheme depending on the
traﬃc type. Recall that OS improves the spectral eﬃciency by exploiting
multiuser diversity where the user with best channel condition is scheduled
for transmission. On the other hand, MS guarantees fairness and ensures
that the packet is received by all users. For the MS scheme, information is
transmitted to all receivers at the data rate decodable by the user with the
least instantaneous SINR.
Using the SU transmit power policy obtained in (8), and considering the
interference from the PU-Tx to the SU-Rx, the SINR at the scheduled ith
SU-Rx for OS is expressed as
}
{
Pgi
SU
γos
(9)
= max
i∈N
γp β i + 1
where N = {1, 2, . . . , N } is the set of SU-Rxs indices. Note that the scheduling policy in (9) is fair in the long term for a homogeneous network [25], i.e.,
each SU-Rx has equal probability to receive a packet from the SU-Tx. Moreover, in modern wireless communication systems, the transmission rate can be
improved using adaptive modulation and coding techniques, while maintaining a prescribed BER [11, 30]. For the secondary network, we adopt M-ary
quadrature amplitude modulation (M-QAM) [25], and assume a ﬁxed and
same target BER for all SU-Rxs. Thus, the achievable rate using OS can be
expressed as
SU
)
Ros = B log2 (1 + δγos

(10)

where δ is a constant related to a speciﬁc target BER, Pe , and is given by
δ ≈ −1.5/ ln(5Pe ) [25]. Note that δ provides the diﬀerence between the SINR
required to achieve a certain data rate with QoS constraint and the theoretical
limit, e.g., δ = 1 for ergodic capacity. Furthermore, when MS transmission is
adopted and assuming that all SU-Rxs belong to the same multicast group,
the achievable rate is given by
SU
Rms = B log2 (1 + δγms
)
SU
where γms
is the SINR of the scheduled ith SU-Rx deﬁned as
{
}
Pgi
SU
γms = min
i∈N
γp β i + 1

3.3.1

(11)

(12)

Packet Transmission Time

The packet transmission time is deﬁned as the time it takes for a packet to
be received at the ith SU-Rx after leaving the buﬀer. The transmission time
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is inversely proportional to the transmission rate and is formulated as
Tu =

L
B̃
=
Ru
ln(1 + δγuSU )

(13)

where u ∈ {os, ms}, L is the SU mean packet length in bits and B̃ = L ln(2)/B.
Note that the packet transmission time in (13) depends on the channel condition, SU-Tx transmit power and SU QoS requirement in terms of packet
timeout threshold and target BER. Thus, our transmission model can be applied to any type of traﬃc depending on the user characteristics. It should
also be noted that when δ = 1, the packet transmission time in (13) can be
achieved over the channel without BER constraint as in [17–19].
A packet is considered as successfully transmitted if the transmission time
is less than a predeﬁned packet timeout threshold [17, 36]. Further, once the
ith SU-Rx has successfully received a Class-q packet within a given timeout
threshold, tout,q , a positive acknowledgement (ACK) will be fed back to the
SU-Tx. As a consequence, the event of a successful packet transmission time
is deﬁned as
Tsuc,u,q = {Tu | Tu < tout,q }

(14)

Otherwise, an outage event occurs if Tu,q ≥ tout,q and the packet is considered
as lost.
3.3.2

Average Packet Transmission Time

The analysis of the average packet transmission time accounts for both time of
successfully transmission and timeout, and is obtained using the law of total
expectation as
l
l
E[Tu,q
] = (1 − Pout,u,q )E[Tsuc,u,q
] + tlout,q Pout,u,q

(15)

l
],, l = 1, 2, represents the ﬁrst and second moment of average
where E[Tu,q
l
packet transmission time and E[Tsuc,u,q
], l = 1, 2, denotes the ﬁrst two moments of the time for successful packet transmission. Moreover, Pout,u is the
packet timeout probability deﬁned as

Pout,u,q = Pr {Tu,q ≥ tout,q }

4

(16)

SU Average Packet Transmission Time

In this section, we derive analytical expressions of the packet timeout probability and average packet transmission time based on the CDF and PDF of
the packet transmission time.
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Packet Timeout Probability

In order to obtain the packet timeout probability in (16), i.e., Pout,u = 1 −
FTu (tout ), the CDF of Tu , FTu (t) is needed.
4.1.1

CDF of Packet Transmission Time

For the OS scheme and following the same approach as in [19], the CDF of
Tos is obtained as
{

{

FTos (t) = 1 − Pr max
i∈N

Pgi
γp βi + 1

}

Ψ(t)
≤
δ

}

[

(
) ]N
exp − CΨ(t)
=1− 1−
1 + DΨ(t)
(17)

where Ψ(t) = exp(B̃/t) − 1, C = 1/(PΩg δ) and D = Cγp Ωβ . When MS is used,
the CDF of Tms can be obtained using the same derivation as in (6), and is
given by
[

(
) ]N
exp − CΨ(t)
FTms (t) =
1 + DΨ(t)
4.1.2

(18)

Packet Timeout Probability

Using (17) and (18), we have
Pout,os,q =

N ( )
∑
N
n=0

Pout,ms,q = 1 −

(

− nCΨ(tout,q )
(−1)
n
n
[1 + DΨ(tout,q )]
(
)
exp − N CΨ(tout,q )
n exp

N

[1 + DΨ(tout,q )]

)
(19)
(20)

where Ψ(tout,q ) = exp(B̃/tout,q ) − 1. Clearly, it can be seen from (20) that
the probability of a packet being timed out increases from an order statistics
point of view when N becomes large.

4.2

Average Packet Transmission Time

To obtain the average packet transmission time given in (15), we ﬁrst need
to derive the ﬁrst and second moments of the average transmission time for
success.
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4.2.1

Successful Packet Transmission Time

Let Tsuc denote the time of successful transmission. Applying Bayes’ rule to
(14), the probability of a packet being successfully transmitted is given by
Pr{Tu,q , Tu,q < tout,q }
Pr{Tu,q < tout,q }
Pr{Tu,q , Tu,q < tout,q }
=
1 − Pout,u,q

Pr {Tsuc,u,q = Tu,q | Tu,q < tout,q } =

(21)

Moreover, the CDF for Tsuc,u can be derived as
1
FTsuc,u (z) =
1 − Pout,u

∫z
fTu (t)dt,

for

0 ≤ z < tout

(22)

0

otherwise, FTsuc,u (z) = 0 for z ≥ tout,q . In (22), fTu (t) is the PDF of Tu (t). For
the OS scheme, and by performing a binomial expansion and diﬀerentiating
(17) with respect to t, we obtain

fTos (t) = B̃N

[
]
B̃
)
exp
−
C(n
+
1)Ψ(t)
t
N −1
(−1)n
t2 (1 + DΨ(t))n+2
n

N
−1 (
∑
n=0

× [C + D + CDΨ(t)]

(23)

Then, by substituting (23) into (22), and diﬀerentiating both sides of (22)
with respect to z, we obtain the PDF of Tsuc,os as
[
]
)
B̃
N −1
B̃N
n
fTsuc,os (z) =
exp
− C(n + 1)Ψ(z)
(−1)
(1 − Pout,os )z 2
z
n
n=0
[
]
C
D
×
+
(24)
(1 + DΨ(z))n+1
(1 + DΨ(z))n+2
N
−1 (
∑

where Ψ(z) = exp(B̃/z) − 1. Similarly, the PDF of Tms is obtained from (18)
as
fTms (t) =

]
( B̃
)[
B̃N
C
D
exp
−
CN
Ψ(t)
+
t2
t
(1 + DΨ(t))N
(1 + DΨ(t))N +1
(25)
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Substituting (25) into (22) and diﬀerentiating both sides of (22) with respect
to z, the PDF of Tsuc,ms is given by
(
)
B̃
C
exp
−
CN
Ψ(z)
z
B̃N

fTsuc,ms (z) =
(
)N
(1 − Pout,ms )z 2
1 + DΨ(z)
(
)
D exp B̃z − CN Ψ(z)
+ (
)N +1 
1 + DΨ(z)


4.2.2

(26)

Moments of the Packet Transmission Time for Success

The ﬁrst and second moments of the average
∫ t packet transmission time for
l
success can be calculated as E[Tsuc,u,q
] = 0 out,q z l fTsuc,u (z)dz with l = 1, 2.
Setting Ψ(z) = y in (24) and (26), and applying an exchange of variables, we
obtain

l
]
E[Tsuc,os,q

=

N
−1 (
∑
n=0

[

)
N −1
B̃N
(−1)n
n
1 − Pout,os

∫∞

exp [−C(n + 1)y]
lnl (1 + y)

Ψ(tout,q )

]
C
D
×
+
dy
(1 + Dy)n+1
(1 + Dy)n+2
∫∞
B̃N
exp(−CN y)
l
E[Tsuc,ms,q ] =
1 − Pout,ms
lnl (1 + y)
Ψ(tout,q )
[
]
C
D
×
+
dy
(1 + Dy)N
(1 + Dy)N +1

(27)

(28)

where C̃ = (B̃N )/(1 − Pout,ms ). The integrals in (27) and (28) are solved
numerically since their closed-form expressions are not available. Note that
current mathematical software packages such as Matlab and Mathematica
are available to easily compute expressions involving complicated forms of
l
integrals. However, approximate expressions for E[Tsuc,u,q
] can be obtained
by rewriting the exponential integrand using the MacLaurin series expansion
m
∑∞
m
as exp [−C(n + 1)y] = m=0 (−1)
m! [C(n + 1)y] . In addition, the logarithm
function in (27) and (28) can simply be bounded as lnl (1 + y) ≤ y l for y ≥ 0.
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Then, with the help of [37, eq. (3.194.2)], we obtain
l
E[Tsuc,os,q
]

(
)
m
N −1
B̃N [C(n + 1)]
≈
(−1)n+m
n
(1 − Pout,os )m!Dn+1
n=0 m=0
{
m−n−l
C [Ψ(tout,q )]
×
n+l−m
(
)
1
× 2 F1 n + 1, n + l − m; n + l − m + 1; −
DΨ(tout,q )
N
−1 ∑
∞
∑

m−l−n−1

[Ψ(tout,q )]
n+1−m+l
(
× 2 F1 n + 2, n + 1 − m + l; n + 2 − m + l; −
+

)
1
DΨ(tout,q )

}
(29)

where 2 F1 (., .; .; .) is the Gauss hypergeometric function [37], and
[
∞
m−l+1−N
∑
B̃N m+1 C m
C [Ψ(tout,q )]
l
m
E[Tsuc,ms,q ] ≈
(−1)
(1 − Pout,ms )m!DN
N −m+l−1
m=0
(
)
1
× 2 F1 N, N − m + l − 1; N − m + l; −
DΨ(tout,q )
m−l−N

[Ψ(tout,q )]
N −m+l
(
× 2 F1 N + 1, N − m + l; N + 1 − m + l; −
+

)
1
DΨ(tout,q )

]
(30)

Finally, substituting (27) or (29) into (15), we obtain the packet average
transmission time for OS. Further, substituting (28) or (30) into (15), the
average packet transmission time for the MS transmission is also obtained.

5

Queueing Delay Analysis

For ease of exposition, we ﬁrst analyze the average packet waiting time in the
queue and the total time in the system for a single class of traﬃc. Then, the
results are extended to the analysis of multiple classes of traﬃc.

5.1

Single Class of Traﬃc

In order to analyze the impact of the SCV of the arrival process on the packet
waiting time in the queue, we let the packet interarrival times be either exponentially, hyperexponentially, hypoexponentially, or Erlang distributed.
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5.1.1

Exponential Distribution

When the packet interarrival times are exponentially distributed, we have an
2
M/G/1 queueing model and hence, CA
= 1. In this case, the average packet
exp
waiting time in the queue is given by
λexp E[Tu2 ]
)
E[Wexp ] = (
2 1 − λexp E[Tu ]

(31)

where λexp is the arrival rate. The total time in the system is obtained as
λexp E[Tu2 ]
) + E[Tu ]
E[Dexp ] = (
2 1 − λexp E[Tu ]
5.1.2

(32)

Hyperexponential distribution

A hyperexponential distribution Hk , k ∈ {1, 2, . . . , K}, of order k refers to interarrival time distributions that are generally weighted sums of k exponential
distributions [24, 38]. The PDF and ﬁrst two moments of a hyperexponen∑K
tial distribution are given by fAhyper (x) = k=1 wk λk exp(−λk x), E[Ahyper ] =
∑K
∑K
∑K
2
2
k=1 wk /λk , and E[Ahyper ] =
k=1 (2wk )/λk where wk > 0 and
k=1 wk = 1.
In most cases, the hyperexponential distribution
H
of
order
K
=
2 is used
2
(
)
[24]. Accordingly, we have E[Ahyper ] = w1 λ2 + w2 λ1 /λ
λ
,
V
ar[A
1
2
hyper}] =
{
] 2 2
[
(1−w1 )λ21+w1 λ22
2
2
2
2
2w2 λ1 +2w1 λ2 −(w2 λ1 +w1 λ2 ) /λ1 λ2 , and CAhyper = 2 [(1−w )λ +w λ ]2 −
1
1
1 2
1 where w2 = 1−w1 and w1 can be determined using the balanced mean [24]
2
as w1 /λ1 = (1−w1 )/λ2 . If λ1 = λ2 , then CA
= 1 which is similar to the
hyper
case of an exponential distribution. It should be noted that the case of H2
is similar to a two-state MMPP process where the SCV is also greater than
one [20, 33]. Moreover, the average packet waiting time in the queue and the
total time in the system for a hyperexponential distribution are, respectively,
given by
(
)2
]
(
)[ 2
λhyper E[Tu ]
) exp − ξhyper CA
E[Whyper ] = (
+ CT2u
(33)
hyper
2 1 − λhyper E[Tu ]
E[Dhyper ] = E[Whyper ] + E[Tu ]

(34)

where λhyper = λ1 λ2 [w1 λ2 +(1−w1 )λ1 ], CT2u = (E[Tu2 ]/E 2 [Tu ])−1 and
(
) 2
2
ξhyper = 1−λhyper E[Tu ] (CA
−1)/(CA
+4CT2u ).
hyper
hyper
5.1.3

Hypoexponential distribution

The hypoexponential distribution is a series of k exponential distributions
each having its own rate λk [38]. As for the hyperexponential distribution,
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we also consider two independent hypoexponential RVs of which the PDF
is fAhypo (x) = [λ1 λ2/(λ2 −λ1 )] [exp(−xλ1 )−exp(−xλ2 )] , λ1 ̸= λ2 . Further, the
mean and variance are, respectively, given by E[Ahypo ] = (λ1 +λ2 )/λ1 λ2 and
2
V ar[Ahypo ] = (λ21 + λ22 )/λ21 λ22 . Accordingly, the SCV is obtained as CA
=
hypo
λ21+λ22
(λ1+λ2 )2 .

Then, the average packet waiting time in the queue and total time
in the system for the hypoexponentially distributed interarrival times are,
respectively, obtained as
]
(
)[ 2
λhypo E 2 [Tu ]
2
) exp − ξhypo CA
E[Whypo ] = (
+
C
Tu
hypo
2 1 − λhypo E[Tu ]

(35)

E[Dhypo ] = E[Whypo ] + E[Tu ]

(36)

where ξhypo =
5.1.4

2
2(1−λhypo E[Tu ])(1−CA

)2
hypo
2
2
3λhypo E[Tu ](CA
+CTu )
hypo

and λhypo = λ1 λ2/(λ1 +λ2 ).

Erlang distribution

The case where all k exponential distributions are identical
is known]as Erlang[
k distribution [38] with PDF given by fAErl (x) = λk xk−1/(k−1)! exp(−λx).
Accordingly, the mean, variance, and SCV are, respectively, expressed as
2
E[AErl ] = k/λ, V ar[AErl ] = k/λ2 , and CA
= 1/k. Note that for k = 1, we
Erl
have an exponential distribution. For k = 2, Erlang-2 is similar to the hypo2
expoential distribution with λ1 = λ2 where CA
= 0.5. Thus, the Erlang
hypo
distribution is a special case of the hypoexponential distribution when all
stages have the same rate. Moreover, the average packet waiting time in the
queue and total time in the system when the arrival process follows an Erlang
distribution are, respectively, obtained as
(
)2
]
(
)[ 2
λErl E[Tu ]
(
) exp − ξErl CA
E[WErl ] =
+ CT2u
Erl
2 1 − λErl E[Tu ]

(37)

E[DErl ] = E[WErl ] + E[Tu ]

(38)

where ξErl =

2
2(1−ρErl )(1−CA
2
3ρErl (CA

Erl

)2

2 )
+CT
u

, λErl = 1/E[AErl ] and ρErl = λErl E[Tu ].

Erl

5.2

Two Classes of Traﬃc

In general, diﬀerent classes can have diﬀerent arrival or service distributions.
Here, we only consider two classes of traﬃc namely HP and LP traﬃc. However, the same analysis can be done for multiple classes based on (2). Speciﬁcally, HP or Class-1 packets are assumed to have non-preemptive priority over
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Class-2 or LP packets. At each scheduling decision, the SU-Tx transmits the
HP packet using OS while MS is used when a LP class packet is scheduled.
That is, the average transmission time for HP and LP class packets are, respectively, E[THP ] = E[Tos ] and E[TLP ] = E[Tms ]. This strategy can improve
the spectral eﬃciency and achieves fairness among users. In addition, the
arrival process of Class-1 packets is assumed to be general, i.e., may be exponentially, hyperexponentially, hypoexponentially, or Erlang distributed while
Class-2 packet interarrival times are exponentially distributed with mean arrival rate λLP .
From (2), we deduce the average packet waiting time in the queue of Class1 and Class-2 as
E[Sv ]
)
E[WHP ] = (
2 1 − λv E[Tos ]

(39)

E[Sv ]
)(
)
E[WLP ] = (
2 1 − λv E[Tos ] 1 − λv E[Tos ] − λLP E[Tms ]

(40)

where v ∈ {exp, hyper, hypo, Erl}. Further, E[Sv ] is obtained considering each
case of the HP packet arrival process as follows:
• Exponential distribution:
2
2
E[Sexp ] = λexp E[Tos
]+λLP E[Tms
]
• Hyperexponential distribution:
2
2
E[Shyper ] = λhyper E 2 [Tos ] exp(−ξhyper )(CA
+CT2os )+λLP E[Tms
]
hyper
• Hypoexponential distribution:
2
2
E[Shypo ] = λhypo E 2 [Tos ] exp(−ξhypo )(CA
+CT2os )+λLP E[Tms
]
hypo
• Erlang distribution:
2
2
E[SErl ] = λErl E 2 [Tos ] exp(−ξErl )(CA
+CT2os ) + λLP E[Tms
]
Erl
Then, from (1) and using (15), (39) and (40), we obtain the total time in the
system of Class-q, q ∈ {HP, LP} packets as
E[DHP ] =

E[Sv ]
+ Φ1
2(1 − λv Φ1 )

E[DLP ] = Φ2 +

E[Sv ]
2(1 − λv Φ1 )(1 − λv Φ1 − λLP Φ2 )

(41)
(42)

where Φ1 = (1−Pout,os )E[Tsuc,os ]+tout Pout,os and Φ2 = (1−Pout,ms )E[Tsuc,ms ]+
tout Pout,ms . Further, Pout,os , Pout,ms , E[Tsuc,os ], and E[Tsuc,ms ] are, respectively, given in (19), (20), (27), and (28).
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Numerical Results

In this section, numerical examples are provided to illustrate the secondary
network performance with respect to various parameters. Speciﬁcally, analytical results are presented along with Monte-Carlo simulations to validate
our analysis. We ﬁrst evaluate the impact of the primary network parameters (e.g., number of PU-Rxs and PU outage constraint) on the SU transmit
power. Then, the eﬀect of the channel mean powers among users, number of
PU-Rxs and SU-Rxs on the average packet transmission time is investigated.
Further, the impact of the packet arrival process and priority policy on the
average waiting time in the queue and total time in the system are evaluated.
In the following, we set the system bandwidth B = 5 MHz (i.e., for UTMS).

6.1

SU-Tx Transmit SNR

Figs. 2 and 3 illustrate the progression of the SU-Tx transmit SNR γs versus
PU transmit SNR γp for diﬀerent values of the SU maximum transmit SNR
γmax = Pmax /N0 , channel mean power of the SU-Tx→PU-Rx link and primary
network parameters. We can observe that γs increases with respect to the
increase of γp and is limited by γmax . For example, γs cannot increase further
in Fig. 2 for γp ≥ 11 dB when γmax = 12 dB (Case 1) and for γp ≥ 10 dB
when γmax = 10 dB (Case 2). Moreover, it is shown that the number M of
PU-Rxs has a signiﬁcant impact on the SU-Tx transmit SNR. Speciﬁcally, γs
decreases signiﬁcantly when M increases, M = 1 (Case 1) to M = 2 (Case 3)
and M = 4 (Case 4). This is because when more primary receivers are present,
the SU-Tx transmit SNR is reduced to satisfy all the PU interference power
constraints. Further, when the channel mean power of the interference link
SU-Tx→PU-Rx increases, from Ωα = 1 in Case 3 to 1.5 in Case 5 (PU-Rx is
close to the SU-Tx), PU-Rx suﬀers strong interference from the SU-Tx and
hence, γs is reduced to satisfy the PU outage constraint. In addition, we
can see that the channel mean power Ωh of the PU-Tx→ PU-Rx link has
an important impact on the SU power control. For instance, γs increases by
increasing Ωh = 1 (Case 3) to 1.5 (Case 6) in Fig. 2. This is due to the fact
that when Ωh increases, the PU outage probability decreases and thus, the
SU is allowed to increase its transmit power.
Fig. 3 shows that γs signiﬁcantly decreases when the PU target rate
Rp increases from Rp = 64 kbps to 128 kbps. In this case, the PU outage
probability becomes high and hence the SU-Tx must reduce its transmit power
to satisfy the PU outage constraint. Further, the eﬀect of the PU outage
constraint on the SU transmit SNR is also observed in Fig. 3 where γs reduces
as the PU outage constraint becomes very small (ϵp = 0.003 compared to
ϵp = 0.01). On the other hand, when the PU outage constraint is relaxed,
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Figure 2: SU-Tx transmit SNR γs versus PU transmit SNR γp with Rp = 64
kbps and ϵp = 0.01.
Case 1: M = 1, γmax = 12 dB, Ωh = Ωα = 1;
Case 2: M = 1, γmax = 10 dB, Ωh = Ωα = 1;
Case 3: M = 2, γmax = 12 dB, Ωh = Ωα = 1;
Case 4: M = 4, γmax = 12 dB, Ωh = Ωα = 1;
Case 5: M = 2, γmax = 12 dB, Ωh = 1, Ωα = 1.5;
Case 6: M = 2, γmax = 12 dB, Ωh = 1.5, Ωα = 1.
e.g., ϵp = 0.03, γs increases signiﬁcantly and is only limited by γmax , e.g., γs
becomes saturated at γp ≥ 8 dB. Note that the above results in Figs. 2 and 3
are in accordance with the SU-Tx transmit power policy given in (8).

6.2

Average Transmission Time

As discussed for the SU-Tx transmit SNR in Figs. 2 and 3, the primary
network parameters have the same impact on the average packet transmission
time. For example, Fig. 4 shows that the secondary network performance is
degraded when the number M of PU-Rxs increases, i.e., M = 1 to 2. The
eﬀect of the number N of SU-Rxs on the average packet transmission time
for both OS and MS is observed in Fig. 4. As expected, the performance of
the OS and MS schemes is identical for N = 1, i.e, no scheduling. However,
when N increases, N = 1 to 4, the packet transmission time decreases for OS
whereas it increases for MS. Thus, the implementation choice of the OS and
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Figure 3: SU transmit SNR γs versus PU transmit SNR γp with M = 2,
Ωα = Ωh = 2 and γmax = 10 dB.
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Figure 4: Average packet transmission time versus γp with Ωg = Ωh = 2,
Ωα = Ωβ = 1, Rp = 64 kbps, ϵp = 0.01, packet timeout tout = 10 ms, target BER
Pe = 10−3 , packet size L = 2048 bits, and γmax = 12 dB.
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Figure 5: Average packet transmission time for OS versus γp with N = 4,
M = 2, Ωg = Ωh = 2, Ωα = Ωβ = 1, Rp = 64 kbps, ϵp = 0.01, and tout = 10 ms.
MS schemes depends on the QoS requirement of the user. For instance, OS
minimizes the transmission time per user and hence can be used for delay
sensitive applications. On the other hand, for delay tolerant applications, the
MS scheme can be applied to ensure fairness and that all users can receive
the packet at the cost of delay or lower data rate.
Fig. 5 shows that the average packet transmission time is high for error
sensitive applications, i.e., by setting the target BER Pe = 10−6 compared to
Pe = 10−3 . As expected, the average packet transmission time becomes low
with the decrease of the packet size, from L = 2048 bits to L = 1024 bits.
The impact of the SU maximum transmit SNR γmax on the average packet
transmission time is also observed in Fig. 5. Speciﬁcally, the average packet
transmission time increases rapidly at γp ≥ 8 dB for γmax = 8 dB compared
to the other scenarios where γmax = 12 dB. In addition, Fig. 6 illustrates
the eﬀect of primary parameter settings on the average packet transmission
time for OS. Clearly, when M increases, it becomes diﬃcult for the secondary
network to satisfy the primary outage constraint. However, it is possible to
further increase the number of PU-Rxs if the PU QoS requirement is relaxed,
i.e., for the case of ϵp = 0.04.
Moreover, Fig. 7 illustrates the impact of the channel mean powers of
the interference links on the average packet transmission time. It is observed
that when the channel mean power Ωβ of the PU-Tx→SU-Rx link increases,
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Figure 6: Average packet transmission time for OS versus number M of PURxs where N = 6, γmax = 14 dB, L = 1048 bits, Pe = 10−3 , tout = 10 ms,
Rp = 64 kbps, Ωg = Ωh = 2 and Ωα = Ωβ = 1.
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Figure 7: Average packet transmission time versus γp with N = 6, M = 2,
γmax = 12 dB, Ωg = Ωh = 2, Rp = 64 kbps, ϵp = 0.01, L = 2048 bits, and
Pe = 10−3 .
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Ωβ = 0.5 to 2 (distance between PU-Tx and SU-Rx becomes short), the packet
transmission time is high, leading to an increase of packets being timed out.
In this case, the PU-Tx becomes a strong interference source to the SU-Rx.
In addition, when the channel mean power Ωα of the SU-Tx→PU-Rx link
decreases, e.g., Ωα = 2 to 0.5, the average packet transmission time is low. This
is due to the fact that when PU-Rx is far from the SU-Tx (the interference
from SU-Tx to the PU-Rx is low), the SU-Tx can increase its transmit power.
Note that the increase of the average packet transmission time at a certain
value of PU-Tx SNR in Figs. 4, 5 and 7 is due to the maximum transmit
power constraint. In other words, the SU-Tx transmit SNR cannot increase
further with the increase of γp as it is limited by γmax . In this case, higher
PU-Tx transmit SNR results in higher interference to the SU-Rxs, which leads
to an increase of the SU transmission time.

6.3

Average Waiting Time in the Queue

Table 2 shows the SCV values for the considered diﬀerent packet arrival processes. Fig. 8 depicts the average packet waiting time in the queue for a single
class of traﬃc. It is observed that the packet waiting time is signiﬁcantly reduced when the packet arrival process variability becomes low. For example,
we can see that the hypoexponential distribution outperforms exponential and
hyperexponential distributions for the OS and MS schemes.
Table
Distribution
Exp.
Hyper.
Hypo.
Erl-2
Erl-3

2: Distributions and SCV
Arrival rate (packets/sec)
λ = 10
(λ1 , λ2 ) = (10, 0.4)
(λ1 , λ2 ) = (10, 0.4)
λ = 10
λ = 10

2
CA
1
12.52
0.926
0.5
0.333

The eﬀect of the priority scheduling is illustrated in Fig. 9 for the Class-2
average packet waiting time in the queue with same service time distribution,
i.e., HP and LP packets are transmitted using the OS scheme. As expected,
the average packet waiting time in the queue increases with respect to the
increase of the mean arrival rate of LP packets for all cases. As discussed for
a single class of traﬃc in Fig. 8, we can see in Fig. 9 that the LP packet
waiting time is low when HP packet arrival is Erl-2 and Erl-3 compared to the
scenario where both HP and LP packet arrival processes follow an exponential
distribution.
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Figure 8: Average waiting time in the queue for single class of traﬃc where
N = 6, M = 3, Ωg = 2, Ωh = 3, Ωα = 1.5, Ωβ = 0.5 and γmax = 12 dB. Further,
Rp = 64 kbps, ϵp = 0.01, L = 2048 bits, tout = 10 ms, Pe = 10−3 , λ = λ1 = 10
packets/sec, and λ2 = 0.4 packets/sec.
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Figure 9: Average waiting time in the queue for Class-2 packets versus LP
packet arrival rate with N = 6, M = 3, Ωg = 2, Ωh = 3, Ωα = 1.5, Ωβ = 0.5,
γp = 10 dB and γmax = 12 dB. Further, Rp = 64 kbps, ϵp = 0.01, L = 2048 bits,
tout = 10 ms, Pe = 10−3 , and λHP = 10 packets/sec.
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Figure 10: Average total time in the system with N = 4, M = 2, Ωg = 3,
Ωh = 2, Ωg = 3, Ωα = 1, Ωβ = 0.5 and γmax = 12 dB. In addition, Rp = 64 kbps,
ϵp = 0.01, L = 2048 bits, tout = 10 ms, λHP = 10 packets/sec, and λLP = 0.5
packets/sec.
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Figure 11: Average total time in the system for M/G/1 non-preemptive queueing model versus LP packet arrival rate λLP with N = 6, M = 3, Ωh = 3,
Ωg = 2, Ωα = 1, Ωβ = 0.5, γp = 10 dB and γmax = 12 dB. Moreover, Rp = 64
kbps, ϵp = 0.01, L = 2048 bits, tout = 10 ms, and λHP = 10 packets/sec.
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Figure 12: Average total time in the system where HP and LP class packets
interarrival times are Erlang-2 and exponentially distributed, respectively.
Further, N = 6, M = 3, Ωh = 3, Ωg = 2, Ωα = 1, Ωβ = 0.5, γmax = 12 dB,
Rp = 64 kbps, ϵp = 0.01, and L = 2048 bits. Moreover, tout = 10 ms, λHP = 10
packets/sec, and λLP = 2 packets/sec.

6.4

Total Time in the System

Fig. 10 illustrates the total time in the system for a single class and two classes
of traﬃc with diﬀerent packet transmission scheduling. For two classes of trafﬁc, an HP packet is transmitted using OS while MS is used when transmitting
an LP packet. As discussed previously in Fig. 4, it can also be observed in
Fig. 10 that when a packet is transmitted using OS, the total time in the
system is low compared to the case where a packet is transmitted using MS.
Further, Fig. 11 illustrates the total time in the system when HP and
LP packet interarrival times are exponentially distributed (M/G/1 queueing
model) with same service time, i.e., OS transmission. We can see that the
average total time in the system increases as the packet becomes more loss
intolerant, e.g., low target BER Pe = 10−6 compared to Pe = 10−3 . The
same impact of the target BER is also observed in Fig. 12 where the HP
packet arrival process is Erl-2 and LP packet arrival follows an exponential
distribution. Again, it is shown that the average total time in the system is
reduced when the SCV is low.
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Conclusions

A queueing analytical framework has been presented for the performance evaluation of SU packet transmission time with service diﬀerentiation under both
the outage constraint of multiple PU-Rxs and the SU-Tx maximum transmit
power limit. The analysis considers a queueing model for secondary traﬃc
with multiple classes, and diﬀerent types of arrival and service processes under a non-preemptive priority service discipline. Analytical expressions of the
average packet transmission time for the OS and MS schemes under packet
timeout and target BER constraints have been obtained. Further, we have
derived expressions of the average packet waiting time in the queue and total
time spent in the system for a single and two classes of traﬃc. Numerical examples show that when the number of PU-Rxs and/or the interference from
the SU-Tx to the PU-Rx increase, the SU transmit SNR should be reduced
in order to not cause harmful interference to the primary network. Moreover,
the numerical results indicate that OS reduces the transmission time per user
while the packet delay is increased for MS from the viewpoint of the order
statistics. Furthermore, it is shown that the selection of the arrival process has
a signiﬁcant impact on the packet waiting time in the queue. In particular,
the delay can be reduced as the SCV of the packet arrival process becomes
low. The presented analytical framework captures the relationship between
the packet-level QoS performance measures at the higher layers and physical
layer parameters, which can enable cognitive radio system design.
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On Physical Layer Security for Cognitive Radio
Networks with Primary User Interference
Louis Sibomana, Hung Tran, and Hans-Jürgen Zepernick

Abstract
In this paper, we investigate the secondary network physical layer security under the outage constraint of the primary user (PU) receiver and
interference from the PU transmitter to the secondary network. In particular, a secondary user (SU) transmitter sends conﬁdential messages
to trusted multiple SU receivers (SU-Rxs) in the presence of multiple
eavesdroppers (EAVs). Further, we exploit multiuser diversity where
the SU-Rx with best channel condition is scheduled for transmission.
Then, analytical expressions of the probability of existence of non-zero
secrecy capacity and secrecy outage probability are obtained. Analytical and simulation results are provided to evaluate the eﬀect of the
number of SU-Rxs and number of EAVs on the secondary system. Interestingly, the numerical results show that the interference from the
primary network to the secondary network is an important parameter
to improve the secondary network security.

1

Introduction

Cognitive radio (CR) has been proposed as a technique to improve radio
spectrum utilization. This is achieved by allowing the secondary user (SU) to
utilize the licensed frequency band of the primary user (PU) using underlay,
overlay, or interweave schemes [1,2]. For the underlay scheme, the SU coexists
with the PU as long as no harmful interference is caused to the PU receiver
(PU-Rx). There has been extensive research on the performance analysis of
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the secondary network [3–7] under PU outage constraint or peak interference
power constraint.
On the other hand, information theoretic security has recently attracted
considerable attention [8–17]. Physical layer techniques such as cooperative
networks [11], multiple antennas, and selection diversity [12–16] have been
considered to enhance security in wireless communications. Likewise, CR
networks (CRNs) are also subject to security challenges. We refer to [18,
19] for more details on security attacks, challenges and solutions in CRNs.
Motivated by the importance of security in an underlay CRN, the works in
[20–22] investigated the SU achievable secrecy capacity.
The secrecy capacity of a multiple-input single-output channel has been
analyzed in [20, 21]. In particular, [22] exploited multiuser diversity where an
SU receiver (SU-Rx) that maximizes the secrecy rate is scheduled for transmission in order to improve the secondary network security. However, [20–22]
ignored the eﬀect of the interference from the primary network to the secondary network. When security is of interest, interference can be beneﬁcial
in contrast to conventional communication systems where interference is considered as detrimental factor that limits the system capacity. It is shown
in [23] that the physical layer security for device-to-device communication in
cellular networks can be improved by generating interference to the eavesdropper (EAV). It can also be noted that the secrecy capacity studied in [20–22]
captures the capacity limits under perfect secrecy, and is applicable to delay tolerant services. For systems with delay-limited applications, and when
the channel state information (CSI) of the EAV is not known at the source,
perfect secrecy cannot always be achieved. Hence, it is of interest to analyze
the secrecy outage probability. In addition, the results in [22] have been obtained from computer simulations and therefore, there is a need to develop an
accurate analytic expression for the secondary secrecy outage probability.
In this paper, we study the secondary network physical layer security and
derive analytical expressions of the probability of non-zero secrecy capacity
and secrecy outage probability. We consider the presence of multiple EAVs
and multiple SU-Rxs, and evaluate the impact of the interference from the
PU transmitter (PU-Tx) to the SU-Rx and EAV on the secondary network
security. Moreover, the SU transmit power is subject to the PU-Rx outage
constraint and the SU maximum transmit power limit. The analytical expressions reveal important design insights into the impact of multiuser diversity
and the channel condition of the PU-Tx to the EAV link on the secondary
network security.
The rest of the paper is organized as follows. Section 2 describes the
system model. In Section 3, the probability of non-zero secrecy capacity and
secrecy outage probability are derived. Section 4 provides numerical results
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Figure 1: An underlay CRN model in the presence of multiple eavesdroppers.
(Dashed lines: Interference links; Solid lines: Data links).
and discussions. Finally, Section 5 presents conclusions.

2
2.1

System Model
Underlay CRN Model

As shown in Fig.1, an SU transmitter (SU-Tx) utilizes the licensed frequency
band of the PU to communicate with N trusted SU-Rxs in the presence of K
passive EAVs who can intercept the signal sent by the SU-Tx. The primary
network consists of a PU-Tx serving a PU-Rx. In Fig.1, the channel power
gains of the SU-Tx→SU-Rxj , j = 1, 2, . . . , N , SU-Tx→EAVk , k = 1, 2, . . . , K,
and SU-Tx→PU-Rx links are, respectively, denoted by gj , hk and α. Further,
v, βj and φk represent the channel power gains of the links PU-Tx→PU-Rx,
PU-Tx→SU-Rxj and PU-Tx→EAVk , respectively. The channels are subject
to Rayleigh fading, and hence the channel power gains follow an exponential
distribution with channel mean powers denoted as Ωgj , Ωhk , Ωα , Ωv , Ωβj and
Ωφk .
According to the Shannon theorem, the primary network channel capacity
subject to interference caused by the SU-Tx transmission is deﬁned as
(
Cp = W log2 1 +

Pp v )
Ps α + N0

(1)

where W is the system bandwidth, Pp is the PU-Tx average transmit power
and N0 is the noise power. Further, Ps denotes the SU-Tx instantaneous
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transmit power. Similarly, the capacity of the SU-Tx→SU-Rxj link under
interference caused by the PU-Tx is given by
(
)
Ps gj
CS,j = W log2 1 +
(2)
Pp βj + N0
In the considered system model, the EAV attempts to overhear the information from the SU-Tx to the SU-Rx. Diﬀerent to [20–22] where the PU-Tx
interference was ignored, here, the EAV capacity is subject to interference
caused by the PU-Tx and can be expressed as
(
Ps hk )
(3)
CE,k = W log2 1 +
Pp φk + N0
Moreover, the secrecy capacity is deﬁned as the diﬀerence between the capacities of the main channel (SU-Tx→SU-Rx) and the wiretap channel (SUTx→EAV) [8, 9] such that
Csec,jk = CS,j − CE,k

2.2

(4)

SU Transmit Power

In an underlay CRN, the SU-Tx must control its transmit power to ensure
that no harmful interference is caused to the PU-Rx. Here, we consider that
the SU-Tx has statistical channel knowledge of the primary network as in [4,5].
This is explained by the fact that it is hard for the SU-Tx to obtain perfect
knowledge of CSI of the PU due to the limitation of collaboration between
PU and SU.
The primary network transmission quality is measured in terms of a minimum required signal-to-interference-plus-noise ratio (SINR) and a desired
outage probability. In other words, the SU-Tx is allowed to transmit as long
as the outage probability of the PU-Rx is kept below a predeﬁned threshold [4].
Further, an additional constraint is considered as the transmit power cannot
be inﬁnite or very large in practice. These constraints can be formulated as
Pout = Pr {θp < θth } ≤ ξp
Ps ≤ Pmax

(5a)
(5b)

where θp = Pp v/(Ps α + N0 ) and θth = 2Rp /W − 1 with Rp being the PU target
transmission rate. Further, ξp is the PU outage threshold and Pmax is the SU
maximum transmit power limit. From (5a), we have
(
)
}
∫∞ {
Pp Ωv exp − θPthp ΩNv0
Pp v
Pout = Pr
< θth fα (x)dx = 1 −
(6)
Ps x + N0
Pp Ωp + θth Ps Ωα
0
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where fα (x) = (1/Ωα ) exp(−x/Ωα ) is the probability density function (PDF)
of α. Let γs = Ps /N0 and γp = Pp /N0 denote the SU-Tx and PU-Tx transmit
signal-to-noise ratio (SNR), respectively. We also deﬁne γmax = Pmax /N0 as
the SU maximum transmit SNR. Combining (6) and the outage constraint in
(5a), and after some manipulations, the SU-Tx transmit power policy is given
by
Ps = min{γs+ , γmax }
where

{

γp Ω v
γs+ = max 0,
θth Ωα

[

(
exp −

θth
γp Ωv

1 − ξp

(7)
)

]}
−1

(8)

In the rest of the paper, SU-Tx uses the transmit power policy given in (7)
to transmit to the SU-Rx.

3

Performance Analysis

In this section, we derive the probability of existence of secrecy capacity and
secrecy outage probability which are considered as performance evaluation
criteria in the physical layer security literature [8, 9, 15, 16].
The secrecy capacity can be enhanced by exploiting multiuser diversity
[16, 17, 22]. We assume that the SU-Tx can accurately obtain the CSI from
the legitime users (SU-Rxs) through a dedicated feedback channel [16]. Accordingly, the SINR at the scheduled ith SU-Rx is formulated as
{
}
Ps gj
γSU = max
, N = {1, 2, . . . , N }
(9)
j∈N
γp βj + 1
and the corresponding capacity deﬁned in (2) becomes
(
)
CS = W log2 1 + γSU

(10)

In the considered system model, K EAVs independently listen to the information from the SU-Tx. Although individual instantaneous CSI of the EAV
is unknown at the SU-Tx, statistical information of the EAV’s channel may
be available at the SU-Tx regarding the cardinality of the set of EAVs (exact
number of EAVs) [16, 17]. As such, the message can be safely transmitted
by considering the EAV having best channel condition among all EAVs (it
provides the maximal information leakage) as
{
}
Ps hk
γE = max
, K = {1, 2, . . . , K}
(11)
k∈K
γp φk + 1
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As a consequence, the capacity given in (3) is rewritten as
(
)
CE = W log2 1 + γE

(12)

It is noted that in our analysis, we only focus on the achievable level of secrecy
rate which requires the equivocation rate to be equal to the message rate as
in [8, 10, 17].
Considering the independence between the SU-Tx→SU-Rx and SU-Tx→EAV
links, the probability of non-zero secrecy capacity denoted by Pex is expressed
as
Pex = Pr{Csec > 0} = Pr {max [0, CS − CE ]}

(13)

Further, the secrecy outage probability is deﬁned as the probability that the
instantaneous secrecy capacity is less than a predeﬁned target secrecy rate
Rs > 0. According to [8, 15], the secrecy outage probability is given by
Pout,sec = Pr{Csec < Rs }

(14)

To obtain expressions of the considered performance metrics, we ﬁrst need
to derive the cumulative distribution function (CDF) and PDF of the SINR
at the scheduled SU-Rx and EAV. Here, we consider the case of independent
identically distributed (i.i.d.) Rayleigh fading channels. The assumption of
i.i.d. channels is applicable for wireless links with slowly moving terminals and
provides important insights for analyzing multiuser diversity systems [6]. Note
that we do not require the channel mean powers between diﬀerent networks
to be the same and thereby representing a realistic scenario.
Using (9) and following the same derivation as in (6), the CDF of γSU for
i.i.d. Rayleigh fading channels is obtained as
[
]N
exp(−Bx)
FγSU (x) = 1 −
(15)
(1 + Ax)
where B = 1/(Ps Ωg ) and A = Bγp Ωβ . Similarly, from (11), the CDF of γE is
expressed as
[
]K
exp(−D0 y)
FγE (y) = 1 −
(16)
(1 + Dy)
where D0 = 1/(Ps Ωh ) and D = D0 γp Ωφ . Then, diﬀerentiating (16) with
respect to y and performing binomial expansion, the PDF of γE is given by
K−1
∑ (K − 1)
fγE (y) = K
(−1)l exp [−D0 (l + 1)y]
l
l=0
[
]
D0
D
×
+
(17)
(1 + Dy)l+1
(1 + Dy)l+2
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3.1

Existence of Secrecy Capacity

From (13), Pex can be rewritten as
Pex = Pr{γSU > γE } = 1 − Pr{γSU ≤ γE } = 1 − I1
(18)
∫∞
where I1 = 0 FγSU (y)fγE (y)dy. Applying binomial expansion in (15) and
considering (17), I1 is given by
I1 = K

N K−1
∑ (N )(K − 1)
∑
n=0 l=0
∫∞

I11 = D0
0
∫∞

I12 = D

n

l

(−1)n+l [I11 + I12 ]

exp(−µy)
dy
(1 + Ay)n (1 + Dy)l+1

exp(−µy)
dy
(1 + Ay)n (1 + Dy)l+2

(19)

(20)

(21)

0

where µ = nB + D0 (l + 1). Moreover, (20) and (21) can be obtained as follows:
• If A = D and by using [24, eq.(3.352.4)] and [24, eq.(3.353.2)], we have
D0
Dq

∫∞

exp(−µy)
dy, q = n + l + 1
(22)
1
(D
+ y)q
0
(µ) [ µ]
D0
I11 =
exp
Γ 0,
, q=1
(23)
D
D
D
[
q−1
( 1 )−t
∑
1
D0
(t − 1)!(−µ)q−t−1
I11 = q
D (q − 1)! t=1
D
]
(
)
(
)
q−1
(−µ)
µ
µ
−
exp
Ei −
, q≥2
(24)
(q − 1)!
D
D
∫∞
D
exp(−µy)
I12 = m
dy, m = n + l + 2
(25)
1
D
(D
+ y)m
0
[m−1
( 1 )−t
∑
1
(t − 1)!(−µ)m−t−1
I12 = m−1
D
(m − 1)! t=1
D
( µ ) ( µ )]
−(−µ)m−1 exp
Ei −
(26)
D
D
∫ ∞ −u
where Ei(z) = − −z e u du is the exponential integral function related
to the incomplete gamma function as Γ [0, z] = −Ei(−z) for z > 0.
I11 =
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• If A ̸= D, expressions for I11 and I12 are obtained by rewriting the exponential
using the MacLaurin series expansion as exp(−µy) =
∑∞ integrand
t
t
t=0 (−1) (µy) /t! and by employing [24, eq.(3.197.1)] as
∞
∑

∫∞

∞

t
∑
yt
D0
tµ
dy
=
(−1)
1
1
n
l+1
t! Dt+1
( A + y) ( D + y)
t=0
0
(
)
(
A)
(27)
× B t + 1, n − t + l 2 F1 n, t + 1; n + l + 1; 1 −
D
∫∞
∞
∞
t
∑
∑
µt
yt
t
t µ
I12 =
(−1)
dy
=
(−1)
1
t!An Dl+1
t!Dt
( A1 + y)n ( D
+ y)l+2
t=0
t=0

I11

µt D0
=
(−1)
t!An Dl+1
t=0
t

0

(

)
(
A)
× B t + 1, n − t + l + 1 2 F1 n, t + 1; n + l + 2; 1 −
D

(28)

where B(., .) and 2 F1 (., .; .; .) are the Beta and Hypergeometric functions, respectively.
For the particular case of N = K = 1, (19) becomes
∫∞
I1 =

[
]
D0
D
exp(−B1 y)
+
dy
(1 + Ay) (1 + Dy) (1 + Dy)2

(29)

0

(B ) ( B ) D
D0 B1
1
B1
1
1
0
exp
Ei −
+
+ −
2
D
D
D
D
2 2D
(B ) [ B ]
B2
1
1
+ 12 exp
Γ 0,
2D
D
D

I1 =

(30)

where B1 = B + D0 . Note that (30) is obtained for A = D and with the
help of [24, eq.(3.353.3)] and [24, eq.(3.353.2)], respectively. If A ̸= D and
N = K = 1, I1 is given in (31) using [24, eq.(3.352.4)] and [24, eq.(3.353.3)].
[

AD0
A2 D
I1 =
+
A − D (D − A)2

] ∫∞
0

[
]
exp(−B1 y)
D0 D
AD2
dy −
+
1 + Ay
A − D (D − A)2

∫∞

∫∞
exp(−B1 y)
D2
exp(−B1 y)
dy +
dy
1 + Dy
D−A
(1 + Dy)2
0
0
( )
[
]
B1
( B )
B1 exp D
D
D0
AD
1
=
Ei −
+
+
+(
)2
D−A
D
D−A
A−D
D−A
{
(B ) [ B ]
( B ) [ B ]}
1
1
1
1
× exp
Γ 0,
− exp
Γ 0,
A
A
D
D
×

(31)
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3.2

Secrecy Outage Probability

The signiﬁcance of the secrecy outage probability in (14) is that perfect secrecy
is only guaranteed if Csec > Rs , otherwise the secondary network security will
not be ensured. Applying the total probability theorem, we have
Pout,sec = Pr{Csec < Rs |γSU > γE } Pr{γSU > γE }
{z
}
|
P1

+ Pr{Csec < Rs |γSU ≤ γE } Pr{γSU ≤ γE }
|
{z
}|
{z
}
P2

P3

Since Rs > 0, we have P2 = 1 and P1 can be obtained as
(
)
P1 = Pr{γSU < θs 1 + γE − 1|γSU > γE }


∫∞ θs (1+y)−1
∫
fγSU (x)


= 
dx fγE (y)dy
Pr{γSU > γE }
0

(32)

(33)

y

Rs

where θs = 2 W . Moreover, P3 is given by


∫∞ ∫y
P3 =  fγSU (x)dx fγE (y)dy
0

(34)

0

Then, substituting (33) and (34) into (32), and by considering (15) and (17),
we obtain
N K−1
∑
∑ (N )(K − 1)
[ (
)
]
FγSU θs 1 + y − 1 fγE (y)dy = K
n
l
n=0 l=0
0
[
]
exp [−Bn(θs − 1)]
]n I21 + I22
× (−1)n+l [
(35)
1 + A(θs − 1)

∫∞

Pout,sec =

Aθs
where δ = nBθs + D0 (l + 1), A1 = 1+A(θ
and
s −1)

∫∞
I21 = D0

exp(−δy)
dy
(1 + A1 y)n (1 + Dy)l+1

(36)

0

∫∞
I22 = D
0

exp(−δy)
dy
(1 + A1 y)n (1 + Dy)l+2

(37)
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Using the same approach as for I11 and I12 and for A1 = D, we obtain
( δ ) [ δ ]
D0
I21 =
exp
Γ 0,
, q=1
A1
A1
A1
[
q−1
( 1 )−t
∑
(
)
D0
1
I21 = q
+ t − 1 !(−δ)q−t−1
A1 (q − 1)! t=1
A1
]
(
)
(
)
q−1
δ
(−δ)
δ
−
exp
Ei −
, q≥2
(q − 1)!
A1
A1
[m−1
( 1 )−t
∑
1
I22 = m−1
(t − 1)!(−δ)m−t−1
A1
A1 (m − 1)! t=1
]
( δ ) (
)
δ
−(−δ)m−1 exp
Ei −
A1
A1

(38)

(39)

(40)

where again q = n + l + 1 and m = n + l + 2. When A1 ̸= D and applying the
same approach as for (27) and (28), we obtain
∞
)
∑
δ t D0 (
I21 =
(−1)t
B
t
+
1,
n
−
t
+
l
t! Dt+1
t=0
(
A1 )
× 2 F1 n, t + 1; n + l + 1; 1 −
(41)
D
∞
)
∑
δt (
B
t
+
1,
n
−
t
+
l
+
1
I12 =
(−1)t
t!Dt
t=0
(
A1 )
× 2 F1 n, t + 1; n + l + 2; 1 −
(42)
D
In addition, for the particular case of N = K = 1, we have
)
(
[
λ2
1
λ
D0 λ
D0
−
Pout,sec = D1
+ −
+
A1
2 2A1
A21
2A21
]
( λ ) (
λ )
× exp
Ei −
, A1 = D
(43)
A1
A1
(λ) ( λ)
DD1
D1 λ
Pout,sec =
+
exp
Ei −
D − A1
D − A1
D
D
{
[
]
( λ )
( λ ) [ λ ]}
λ
+ exp
Γ 0,
− exp
Γ 0,
A1
A1
D
D
)
(
A1 D
D0
× D1
+(
(44)
)2 , A1 ̸= D
A1 − D
D − A1
s −1)]
and λ = Bθs + D0 .
where D1 = exp[−B(θ
1+A(θs −1)
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Numerical Results

In this section, we study the impact of the number N of SU-Rxs, number
K of EAVs, and channel mean powers on the secondary network security.
In particular, numerical examples are provided based on Monte-Carlo simulations together with analytical results. In the following, we set the system
bandwidth W = 5 MHz (i.e., UMTS channel), PU target rate Rp = 64 kbps,
PU outage constraint ξp = 0.01, and SU maximum transmit SNR γmax = 12
dB.
Fig. 2 illustrates the probability of non-zero secrecy capacity versus PU
transmit SNR γp for diﬀerent values of channel mean powers, number N
of SU-Rx and number K of EAVs. It can be observed that for the case
of identical channel mean powers, e.g., Cases 1, 2, 3 and 4, this probability
does not depend on the PU-Tx transmit SNR γp . In fact, it depends on the
channel condition between diﬀerent links. For example, by decreasing the
channel mean power of the SU-Tx→EAV link, Ωh = 2 in Cases 1, 2, 3, 4 to
Ωh = 0.5 in Case 5, the probability of existence of secrecy capacity becomes
high. This can be conﬁrmed by the fact that greater security is achieved when
the EAV is further away from the SU-Tx.
The eﬀect of the number N of SU-Rxs and number K of EAVs is also

Probability of Non-Zero Secrecy Capacity

1.0
0.9
0.8
0.7
Sim. (Case 4)
Sim. (Case 5)

0.6
0.5
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Sim. (Case 2)

0.4
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Sim. (Case 4)

0.3
-2

0

2

4

6

8

10

12

γp (dB)

Figure 2: Probability of existence of non-zero secrecy capacity.
Case 1: N = 1, K = 1, Ωg = Ωv = Ωh = Ωα = Ωβ = Ωφ = 2;
Case 2: N = 4, K = 1, Ωg = Ωv = Ωh = Ωα = Ωβ = Ωφ = 2;
Case 3: N = 1, K = 2, Ωg = Ωv = Ωh = Ωα = Ωβ = Ωφ = 2;
Case 4: N = 4, K = 2, Ωg = Ωv = Ωh = Ωα = Ωβ = Ωφ = 2;
Case 5: N = 4, K = 2, Ωg = Ωv = Ωα = Ωβ = Ωφ = 2, Ωh = 0.5.
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Figure 3: Probability of existence of non-zero secrecy capacity where N = 6
and K = 3.
Case 6: Ωg = Ωv = Ωh = Ωα = Ωβ = Ωφ = 2;
Case 7: Ωg = Ωv = Ωh = Ωα = Ωβ = 2, Ωφ = 4;
Case 8: Ωg = Ωv = Ωh = Ωα = Ωφ = 2, Ωβ = 0.5;
Case 9: Ωg = Ωv = Ωh = 2, Ωα = Ωβ = 0.5, Ωφ = 4.

observed in Fig. 2. For instance, by increasing N , e.g., N = 1 (Case 1) to
N = 4 (Case 2), the probability of non-zero secrecy capacity is improved. This
shows how exploiting multiuser diversity can enhance the secondary network
security. Further, this probability is reduced when K increases, e.g., from
K = 1 (Case 2) to K = 2 (Case 4) with N = 4 and from K = 1 (Case 1) to
K = 2 (Case 3) for N = 1. Although the secrecy capacity decreases with the
increase of number K of EAVs, a non-zero secrecy capacity of ≥ 50% (Cases
1, 2, 4 and 5) can still be achieved as long as K ≤ N . However, if K → ∞, the
intercept probability becomes high and hence, Pr {Csec > 0} → 0. In Case 3,
approximately 33% of security is obtained when K = 2 and N = 1.
Fig. 3 shows the impact of channel mean powers of the interference links
on the probability of existence of non-zero secrecy capacity. We can observe
that the secondary network security is improved when the channel mean power
of the PU-Tx→EAV link increases. For example, increasing Ωφ = 2 (Case 6)
to Ωφ = 4 (Case 7), the EAV channel capacity is reduced. Here, the distance
between PU-Tx and EAV is short and the PU-Tx becomes a strong interference source to the EAV. Hence, in contrast to the traditional view of treating
interference as deleterious factor, the interference can be a useful resource to
improve the security of wireless systems. Further, when the channel mean
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Figure 4: Secrecy outage probability where Rs = 64 kbps.
Case 10: N = 6, K = 2, Ωg = Ωv = Ωh = Ωα = Ωβ = Ωφ = 2;
Case 11: N = 6, K = 2, Ωg = Ωv = Ωh = Ωα = 2, Ωβ = 0.5, Ωφ = 4;
Case 12: N = 6, K = 1, Ωg = Ωv = Ωh = Ωα = 2, Ωβ = 0.5, Ωφ = 4.

power Ωβ of the PU-Tx→SU-Rx link decreases, from Ωβ = 2 (Case 6) to
Ωβ = 0.5 (Case 8), the secondary network security is improved. This is due to
the fact that the interference from PU-Tx to SU-Rx is weak when SU-Rx is
far from the PU-Tx. It is also shown that if the channel mean power of the
SU-Tx→PU-Rx decreases, Ωα = 2 in Case 7 to Ωα = 0.5 in Case 9, the security
is enhanced. This can be explained by the fact that reducing Ωα results in
an increase of the SU-Tx transmit SNR in accordance with (7). Although, an
increase of secrecy capacity is observed when Ωα decreases, this can also lead
to an increase of the EAV channel capacity as observed in Fig. 3 where Case
8 (Ωα = 2) outperforms Case 9 (Ωα = 0.5). This is because both SU-Rx and
EAV receive the same power from the SU-Tx.
Fig. 4 shows results for the secrecy outage probability. It can be seen
that the system parameter settings discussed for the probability of non-zero
secrecy capacity in Figs. 2 and 3 have the same impact on the secrecy outage
probability. For instance, this probability slightly decreases for the case of
identical channels in Case 10 compared to Case 11. Moreover, the secrecy
outage probability is low when K decreases, e.g., from K = 2 (Case 11) to
K = 1 (Case 12).
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Conclusions

In this paper, we have investigated the physical layer security of an underlay
CRN in the presence of PU-Tx interference, multiple SU-Rxs and multiple
EAVs. Analytical expressions of the probability of non-zero secrecy capacity
and secrecy outage probability have been obtained under the PU-Rx outage
constraint and the SU maximum transmit power limit. Further, we have
studied the impact of the number of SU-Rxs, number of EAVs and channel
mean powers of the interference links on the secondary system security. The
numerical examples indicate that the secondary network security is improved
by exploiting multiuser diversity scheduling and by increasing the interference
from the PU-Tx to the EAV. In particular, the provided analytical expressions
can serve as basis for the system design of physical layer security concepts.
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Abstract
This paper analyzes the physical layer security for cognitive relay
networks under the peak interference power constraint of the primary
user receiver. In particular, a secondary user (SU) transmitter communicates with an SU receiver through the help of multiple secondary
relays (SRs) using a decode-and-forward (DF) protocol. There exist
multiple eavesdroppers (EAVs) who illegally listen to the secondary
network communication. We consider a reactive DF scheme, and only
the SRs that satisfy a decoding threshold participate in the relay selection. Analytical expressions of the probability of existence of secrecy
capacity and secrecy outage probability are obtained. Numerical results
are provided to evaluate the impact of the number of SRs, number of
EAVs and channel mean powers on the secondary system security. We
also investigate the eﬀect of the interference from the primary network
to the secondary network performance. Moreover, the performance of
proactive DF is analyzed for the purpose of comparison.

1

Introduction

Recently, cooperative relaying has been introduced in cognitive radio networks
(CRNs) to enhance the secondary network coverage and to improve radio
spectrum utilization [1–4]. In particular, secondary relays (SRs) assist the
secondary user transmitter (SU-Tx) to forward the message to the SU receiver
(SU-Rx) using the licensed frequency band of the primary user (PU). In this
215
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context, the secondary system capacity [5] and outage probability [6] have
been analyzed for reactive decode and forward (R-DF) and proactive DF
(P-DF) schemes considering either peak interference power (PIP) or outage
constraints at the PU receiver (PU-Rx).
In addition, information theoretic security has received much attention
[7–10] where physical layer properties such as multiple antennas and cooperative networks are exploited to achieve secure transmission in wireless communications. In [10–13], diﬀerent relay selection strategies have been studied for
conventional cooperative wireless networks in the presence of eavesdroppers
(EAVs) that intercept the legitime message transmission. Moreover, CRN
technology is also prone to eavesdropping attacks as discussed in [14]. Cognitive relay physical layer security has been considered in [15] where the SU
asymptotic secrecy rate and secrecy outage probability have been analyzed.
However, the work in [15] ignored the eﬀect of the PU transmitter (PU-Tx)
interference to the secondary network and thus, the analysis does not depict a
realistic scenario. Further, the analysis in [10, 12, 13, 15] assumed high signalto-noise ratio (SNR) and hence, all relays are able to successfully decode the
message from the source. This assumption is not valid for practical systems
that often operate in the low to medium SNR regimes. It is noted that the secondary network operates in low to medium SNR to satisfy the PU interference
power constraint. Therefore, it is important to evaluate the secondary system
security at all SNRs and by considering the interference from the PU-Tx to
the secondary network.
In this paper, we study the physical layer security for a secondary relay
network with multiple SRs in the presence of multiple EAVs and consider the
interference from the primary network to the secondary network. We consider an R-DF scheme, i.e., only the SRs that satisfy the decoding threshold
participate in the relay selection. In particular, we derive the cumulative
distribution function (CDF) and probability density function (PDF) of the
end-to-end signal-to-interference-plus-noise ratio (SINR). Accordingly, analytical expressions of the probability of existence of non-zero secrecy capacity
and secrecy outage probability are obtained. Moreover, we investigate the impact of the number of SRs, number of EAVs and interference from the PU-Tx
to SU-Rx and EAV on the secondary network security. For the purpose of
comparison, the performance of proactive DF is also analyzed.
The rest of the paper is organized as follows. Section 2 describes the
system model. In Section 3, we present the performance analysis of the considered system. Section 4 provides numerical results and discussions. Finally,
conclusions are presented in Section 5.
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System Model
Underlay Cognitive Relay Network Model

Fig.1 shows an underlay cognitive relay network where an SU-Tx sends conﬁdential messages to the SU-Rx through the assistance of N trusted SRs
in the presence of a PU-Tx communicating with a PU-Rx. There exist K
passive EAVs intercepting signals from the SR to the SU-Rx. We assume
that the direct links from the SU-Tx to the SU-Rx and EAV are not available due to severe shadowing [12, 13]. The secondary network communication
occurs in two phases. In the ﬁrst phase, the SU-Tx broadcasts the information to all SRs. Then, one SR is selected to forward the message to the
SU-Rx in the second phase based on R-DF or P-DF protocols. The channel power gains of the links PU-Tx→PU-Rx, SU-Tx→SRi , SRi →SU-Rx and
SRi →EAVk are, respectively, denoted by u, gi , hi , i ∈ {1, 2, . . . , N } and
vik , k ∈ {1, 2, . . . , K}. Further, βsp , βi , αi , αps and φk represent the channel
power gains of the SU-Tx→PU-Rx, SRi →PU-Rx, PU-Tx→SRi , PU-Tx→SURx and PU-Tx→EAVk links, respectively. We assume that all channels are
subject to independent Rayleigh fading and the channel power gains are exponentially distributed random variables (RVs). Accordingly, the channel mean
powers are deﬁned as Ωu , Ωgi , Ωhi , Ωvik , Ωsp , Ωβi , Ωαi , Ωps and Ωφk .
For the underlay approach, the interference from the SU transmitting
nodes (SU-Tx, SRi ) to the PU-Rx should be managed to be below a predeﬁned threshold [2, 3] such that
Ps βsp ≤ Q
P ri β i ≤ Q

(1)
(2)

where Q is the maximum acceptable level of interference that the PU-Rx can

u

PU-Rx

SU-Tx

αi

βi

βsp

PU-Tx

φk
αps

gi

SR1
SRN

EAV1

vik

EAVK

hi
SU-Rx

Figure 1: Model of the considered cognitive relay network in the presence of
multiple eavesdroppers. (Dashed lines: Interference links; Solid lines: Communication links).
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tolerate. Further, Ps and Pri are, respectively, the SU-Tx and ith SR instantaneous transmit powers. Note that the transmit power cannot be inﬁnite or
very large in practice. As such, Ps ≤ Ps,max and Pri ≤ Pr,max where Ps,max
and Pr,max denote the SU-Tx and ith SR maximum transmit power limits,
respectively. We can see from (1) that perfect channel state information (CSI)
of the PU is required at the SU-Tx to maintain the PU-Rx PIP constraint,
i.e., perfect knowledge of βsp at the SU-Tx. In practice, it is hard for the
SU to obtain perfect CSI of the PU and is costly in terms of feedback. To
overcome the limitation of PU perfect CSI, we can tolerate a certain amount
of error for the SU transmit power control [4]. Accordingly, the interference
power constraint at the PU-Rx is reformulated as
Pr {Ps βsp > Q} ≤ ϵ

(3)

where ϵ is the tolerated error to satisfy (1). As a consequence, the SU-Tx and
ith SR transmit powers are obtained as
{
}
Q
( ) , Ps,max
Ps = min
(4)
Ωsp ln 1/ϵ
{
}
Q
( ) , Pr,max
Pri = min
(5)
Ωβi ln 1/ϵ
Note that this case happens when statistical information about the PU channel
is available at the SUs, i.e., Ωsp and Ωβi are relatively stable and can be
estimated at the SU transmitting nodes [3].

2.2

R-DF Scheme and Secrecy Capacity

We deﬁne Cs,i , Ci,d and Ci,k as the instantaneous channel capacity at the
SRi , SU-Rx and EAVk nodes, respectively. Taking account for the PU-Tx
interference, we have
(
W
γs g i )
log2 1 +
2
γp αi + 1
(
W
γri hi )
=
log2 1 +
2
γp αps + 1
(
W
γri vik )
=
log2 1 +
2
γp φk + 1

Cs,i =

(6)

Ci,d

(7)

Ci,k

(8)

where W is the system bandwidth. Further, γs = Ps /N0 , γri = Pri /N0
and γp = Pp /N0 are, respectively, the SU-Tx, SRi and PU-Tx transmit
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SNRs with N0 being the noise power. Moreover, γs,max = Ps,max /N0 and
γr,max = Pr,max /N0 denote the maximum transmit SNR of the SU-Tx and
SRi , respectively. We also deﬁne γQ = Q/N0 as the PU PIP SNR.
For the DF protocol, each SR ﬁrst decodes the received signal from the
SU-Tx and then re-encodes and transmits its decoded outcome to the SURx. In the opportunistic R-DF scheme, the best SR among the set of SR
candidates that successfully decoded the message from the SU-Tx [5, 6] is
selected to forward the message to the SU-Rx as
b = arg max {γi,d } ,
i∈Rj

Rj = {j | γs,i ≥ γth , ∀i ∈ N }

(9)

where N = {1, 2, . . . , N }, γi,d = (γri hi )/(γp αps + 1) and γs,i = (γs gi )/(γp αi +
2Rs
1). Further, γth = 2 W − 1 is the decoding threshold with Rs being the SUTx→SRi link target transmission rate and Rj is a set of j SRs that decoded
the message. Accordingly, the SINR at the SU-Rx is given by
γR-DF = max {γi,d }
i∈Rj

(10)

During the second phase, K EAVs independently overhear the transmission
from SRi to the SU-Rx. The secrecy rate at the SU-Rx can be achieved by
considering the EAV with the highest SINR as
{
}
γr vb,k
γb,E = max
, K = {1, 2, . . . , K}
(11)
k∈K
γp φk + 1
(
Given)(10) and (11), and in view(of (7) and) (8), we have CR-DF = (W/2) log2 1+
γR-DF and Cb,E = (W/2) log2 1 + γb,E . The secrecy capacity is deﬁned as
the diﬀerence between the capacity of the main link and that of a wiretap
link [8]. The SU achievable secrecy capacity is expressed as
Csec = max{0, CR-DF − Cb,E }

(12)

For further analysis, we deﬁne the RV Y = aX1 /(bX2 + c) where X1 and
X2 are independent exponentially distributed RVs with mean Ω1 and Ω2 ,
respectively. Further, a, b and c are positive constants. The CDF of Y is
given by [6]
FY (y) = 1 −

(
aΩ1
cy )
exp −
aΩ1 + bΩ2 y
aΩ1

By diﬀerentiating (13) with respect to y, the PDF of Y is
(
)
)
(
cy
cy
abΩ1 Ω2 exp − aΩ
acΩ1 exp − aΩ
1
1
fY (y) =
+
(aΩ1 + bΩ2 y)2
aΩ1 + bΩ2 y

(13)

(14)
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Performance Analysis

In this section, analytical expressions of the probability of non-zero secrecy
capacity and secrecy outage probability are derived. We ﬁrst consider the
presence of a single EAV and then, extend the results to multiple EAVs. In
addition, we assume that all SRs are close to each other to form a cluster [4]
and thus, Ωgi = Ωg , Ωhi = Ωh , Ωβi = Ωβ , Ωαi = Ωα and γri = γr , ∀i ∈ N .
The same assumption is also applied to the K EAVs and hence, Ωφk = Ωφ
and Ωvb,k = Ωv , ∀k ∈ K.

3.1

Presence of a Single EAV

Let FγR-DF (y) and fγb,E (y) denote, respectively, the CDF of γR-DF and PDF
of γb,E . From (10), we have

FγR-DF (y) =

N
∑

Pr {γR-DF < y | Rj } Pr {Rj }
|
{z
}

j=0

(15)

P1

where Pr {Rj } represents the probability of exact j SRs satisfying the decoding threshold and is obtained as
( )
(
)j
N
Pr {Rj } =
AN −j 1 − A
j

(16)

In (16), A is determined with the help of (13) as
{
A = Pr

γs gi
≤ γth
γp αi + 1

}
=1−

exp(−B0 γth )
1 + Bγth

(17)

where B0 = 1/(γs Ωg ) and B = B0 γp Ωα . We consider that the events Rj and
γR-DF < y are independent [6] and therefore,
∫∞
P1 =

{

{

Pr max
i∈Rj

0

{

[

× 1 − exp −

γr hi
γp x + 1

}

y(γp x + 1)
γr Ωh

}

∫∞

< y fαps (x)dx =
]}j

(
1
x )
exp −
Ωps
Ωps

0

j ( )
∑
j
exp(−B2 y)
dx =
(−1)m
m
1 + B1 y
m=0

(18)
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where B1 = B2 γp Ωps and B2 = m/(γr Ωh ). Substituting (18) and (16) into
(15), we obtain
)( )
−j ∑
j ( )(
N N
∑
∑
N
N −j
j
FγR-DF (y) =
(−1)m+n
j
n
m
j=0 n=0 m=0
×

exp {− [(n + j)B0 γth + B2 y]}
(1 + Bγth )n+j (1 + B1 y)

(19)

Further, the PDF of γb,E is obtained using (14) as
fγb,E (y) =

G exp(−Gy) G1 exp(−Gy)
+
(1 + G1 y)
(1 + G1 y)2

(20)

where G = 1/(γr Ωv ) and G1 = Gγp Ωφ .
3.1.1

Existence of Non-Zero Secrecy Capacity

According to [8, 13], the probability of existence of non-zero secrecy capacity
denoted by P ex
R-DF is given by
∫∞
P ex
R-DF

= Pr{Csec > 0} = 1 −

FγR-DF (y)fγb,E (y)dy

(21)

0

Then, substituting (19) and (20) into (21), we have
ex
PR-DF

)( )
−j ∑
j ( )(
N N
∑
∑
N
N −j
j
=1−
(−1)m+n
j
n
m
j=0 n=0 m=0
×

exp [−(n + j)B0 γth ]
(
)n+j I1
1 + Bγth

(22)

where λ = B2 + G and
∫∞
I1 =

[
]
exp(−λy)
G
G1
+
dy
1 + B1 y 1 + G1 y (1 + G1 y)2

(23)

0

To solve (23), two cases are considered:
If B1 ̸= G1 , I1 is obtained in (24) where Ψ(z) = exp(z)Ei(−z) with Ei(z) =
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exp(−t)
dt
t

being the exponential integral function.

[

G1 B12
GB1
I1 =
+
B1 − G 1
(G1 − B1 )2

] ∫∞
0

[
]
B1 G21
exp(−λy)
GG1
dy −
+
1 + B1 y
B1 − G1
(G1 − B1 )2

(
)
∫∞
exp − λy
exp(−λy)
G21
×
dy +
dy
1 + G1 y
G 1 − B1
(1 + G1 y)2
0
0
[ ( )
( λ )]
( λ )
G
λ
λ
G1
=
Ψ
−Ψ
+
Ψ
+
B1 − G 1
G1
B1
G1 − B1
G1
G1 − B1
[ ( )
( λ )]
λ
B1 G1
−Ψ
+(
)2 Ψ
G1
B1
G1 − B1
∫∞

(24)

If B1 = G1 , I1 is given by
I1 =

1
λ
λ (
λ) ( λ )
G
+ −
+ 2 G−
Ψ
B1
2 2B1
B1
2
B1

(25)

Note that (24) and (25) are solved with the help of [16, eq. (3.352.4)], [16, eq.
(3.353.3)] and [16, eq. (3.353.2)].
3.1.2

Secrecy Outage Probability

For delay-constrained applications and without perfect CSI of the EAV channel, the secondary network must set a secrecy target rate R. The secrecy
outage probability is formulated as
out
Psec,
R-DF =

N
∑
j=0

Pr {Csec < R | Rj } Pr {Rj }
|
{z
}

(26)

P2

The secondary system is in outage whenever the transmitted message is neither secure nor reliable [13]. By recalling that γR-DF and Rj are independent
and using the total probability theorem, P2 is given by
P2 = Pr{Csec < R|γR-DF > γb,E } Pr{γR-DF > γb,E }
|
{z
}
P3

+ Pr{Csec < R|γR-DF ≤ γb,E } Pr{γR-DF ≤ γb,E }
|
{z
}|
{z
}
P4

P5

(27)
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∫∞

FγR-DF (y)fγb,E (y)dy and P3 is obtained as
(
)
P3 = Pr{γR-DF < ρ 1 + γb,E − 1|γR-DF > γb,E }
[ (
)
]
∫∞
FγR-DF ρ 1 + y − 1 − FγR-DF (y)
=
fγb,E (y)dy
Pr{γR-DF > γb,E }
0

(28)

0

where ρ = 2
obtain

2R
W

. Since R > 0, we have P4 = 1. Substituting (28) into (27), we
∫∞
P2 =

[ (
)
]
FγR-DF ρ 1 + y − 1 fγb,E (y)dy

(29)

0

where FγR-DF [ρ(1 + y) − 1] can be obtained from (18). Further, (26) is obtained by considering (16), (20) and (29) as
)( )
−j ∑
j ( )(
N N
∑
∑
N
N −j
j
out
=
(−1)m+n
PR-DF
j
n
m
j=0 n=0 m=0
×

exp {− [(n + j)B0 γth + B2 (ρ − 1)]}
(
)n+j I2
[1 + B1 (ρ − 1)] 1 + Bγth

where A3 = (B1 ρ)/ [1 + B1 (ρ − 1)], δ = B2 ρ + G and
] ( )
[
1
δ2
δ
G
δ
Gδ
I2 = +
−
Ψ
−
+
, A3 = G1
2 G1
2G1
G21
2G21
G1
[ ( )
( δ )]
( δ )
δ
δ
G
Ψ
−Ψ
+
Ψ
I2 =
A3 − G1
G1
A3
G1 − A3
G1
[ ( )
]
(
)
G1
δ
δ
A3 G1
+
+ Ψ
−Ψ
(
)2 , A3 ̸= G1
G1 − A3
G1
A3
G1 − A3

3.2
3.2.1

(30)

(31)

(32)

Presence of Multiple EAVs
Existence of Non-Zero Secrecy Capacity

In the presence of multiple EAVs, the PDF of γb,E is obtained from (11) and
by using (14) as
K−1
∑ (K − 1)
fγb,E (y) = K
(−1)l exp [−(l + 1)Gy]
l
l=0
[
]
G
G1
×
+
(33)
(1 + G1 y)l+1
(1 + G1 y)l+2
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ex
Then, PR-DF
is obtained considering (19) and (33) as

ex
PR-DF
=1−K

−j ∑
j K−1
N N
∑
∑
∑ (N )(N − j )( j )(K − 1)
j
n
m
l
j=0 n=0 m=0
l=0

×

m+l+n

(−1)
exp [−(n + j)B0 γth ] I3
(1 + Bγth )n+j

(34)

where µ = B2 + (l + 1)G and
[ l+1
]
( µ )
( 1 )−t
∑
A1
A2
l+1−t
l+1
I3 =
(t − 1)!
(−µ)
− (−µ) Ψ
+
(l + 1)! t=1
B1
B1
(l + 2)!
[ l+2
]
( µ )
( 1 )−t
∑
×
(−µ)l+2−t − (−µ)l+2 Ψ
(35)
(t − 1)!
B1
B1
t=1
( )l+2
( )l+2
Further, A1 = G/ B1
and A2 = 1/ B1
. Note that (35) is obtained
for a particular case where B1 = G1 and using [16, eq. (3.353.2)]. If B1 ̸= G1 ,
I3 is given by
∫∞
I3 =

[
]
G
G1
exp(−µy)
+
dy
1 + B1 y (1 + G1 y)q1
(1 + G1 y)q2

(36)

0

where q1 = l + 1 and q2 = l + 2. To solve (36), we ﬁrst express (1 + v1 y)−v
(v1 = {B1 , G1 } and
[ v = {1, q1], q2 }) in terms of Fox H-function [17] as (1 +
1,1 (1−v,1)
1
−v
v1 y) = Γ(v) H1,1 (0,1) v1 y . Then, with the help of [16, eq. (2.6.2)], we
obtain




(1, 1)


 Bµ1 (0, 1); (1 − q1 , 1)
G  1,1,1,1,1


I3 =
H1,[1:1],0,[1:1] 
 Gµ1 

−
µ


(0, 1); (0, 1)



(1, 1)


 Bµ1 (0, 1); (1 − q2 , 1)
1,1,1,1,1



+H1,[1:1],0,[1:1] 
(37)

 Gµ2 
−


(0, 1); (0, 1)
3.2.2

Secrecy Outage Probability

out
For multiple EAVs and by substituting (29) and (33) into (26), PR-DF
is given
in (38) where A0 = (n + j)B0 γth , ξ = B2 ρ + (l + 1)G, G2 = G/(G1 )l+2 and
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G3 = 1/(G1 )l+2 .

out
PR-DF

−j ∑
j K−1
N N
∑
∑
∑ (N )(N − j )( j )(K − 1)
=
(−1)m+l+n
j
n
m
l
j=0 n=0 m=0
l=0

K
exp {− [A0 + B2 (ρ − 1)]}
×
I4
1 + B1 (ρ − 1)
(1 + Bγth )n+j

(38)

If A3 = G1 , I4 is given by
[ l+1
]
( ξ )
( 1 )−t
∑
G2
G3
l+1−t
l+1
I4 =
(−ξ)
− (−ξ) Ψ
+
(t − 1)!
(l + 1)! t=1
G1
G1
(l + 2)!
[ l+2
]
( 1 )−t
( ξ )
∑
l+2−t
l+2
×
(t − 1)!
(−ξ)
− (−ξ) Ψ
(39)
G1
G1
t=1
If A3 ̸= G1 , we have
[
]
G
G1
exp(−ξy)
(
)q1 + (
)q2 dy
I4 =
1 + A3 y
1 + G1 y
1 + G1 y
0




(1, 1)



 Aξ3 (0, 1); (1 − q1 , 1)
G
1,1,1,1,1
G 

=
H1,[1:1],0,[1:1]
 ξ1 

−
ξ 


(0, 1); (0, 1)



(1, 1)


 Aξ3 (0, 1); (1 − q2 , 1)
1,1,1,1,1



+H1,[1:1],0,[1:1] 

 Gξ2 
−


(0, 1); (0, 1)
∫∞

3.2.3

(40)

P-DF Scheme

When the P-DF scheme is used, the best SR is selected to maximize the
minimum of the SINR between the source-relay and relay-destination [5, 6] as

γP-DF =

max

i∈{1,2,...,N }

{
{
min

γs gi
γri hi
,
γp αi + 1 γp αps + 1

}}
(41)
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As such, the CDF of γP-DF , i.e., Pr {γγP-DF < y} is obtained as
]
[
(
)
∫∞ exp ( − x ) ∏
N
[
(
) ]
exp − B0 y
Ωps
FγP-DF (y) =
1−
exp −D γp x + 1 y dx
Ωps
1 + By
i=1
0

N ( )
∑
exp(−jηy)
N
=
(−1)j (
)j (
)
j
1 + By 1 + D1 y
j=0

(42)

where η = B0 + D, D = 1/γr Ωh and D1 = Djγp Ωps . For the case of multiple
EAVs, P ex
P-DF is given in (43).
∫
N K−1
∑
∑ (N )(K − 1)
exp {− [jη + (l + 1)G] y}
=1−K
(−1)j+l
(
)j (
)
j
l
1 + By 1 + D1 y
j=0 l=0
0
]
[
G
G1
×
+
dy
(43)
(1 + G1 y)l+1
(1 + G1 y)l+2
∞

P ex
P-DF

It is diﬃcult to obtain a closed-form solution for (43) and hence, it is solved
numerically.

4

Numerical Results

This section provides numerical examples based on Monte-Carlo simulations
to verify our analysis conducted in the previous section. In all simulations,
we set the system bandwidth W = 5 MHz, PU-Rx tolerable error ϵ = 0.01 and
target transmission rate of the SU-Tx→SR link Rs = 64 kbps.
Fig. 2 shows that the probability of non-zero secrecy capacity generally
increases with respect to the increase of PU PIP SNR γQ . This is due to the
fact that increasing γQ allows an increase of the SU transmit SNR according
to (4) and (5). Moreover, it is shown that this probability increases when
the number N of SRs increases. For example, by increasing N = 1 to N =
4, the secondary network security is improved. This shows how exploiting
opportunistic relay selection in cooperative networks contributes to security
enhancement, i.e., increasing the possibility that more SRs participate in relay
selection. On the other hand, the secondary network security performance is
degraded when the number K of EAVs increases, e.g., from K = 1 to K = 2.
In this case, the probability of intercepting the message increases. Further,
the probability of existence of secrecy capacity is also reduced by increasing
the PU-Tx transmit SNR γp , e.g., γp = 5 dB to γp = 8 dB. Here, the PUTx transmit power becomes a stronger interference source to the secondary
receiving nodes.
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Probability of Non-Zero Secrecy Capacity
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Figure 2: Probability of existence of non-zero secrecy capacity versus PU
PIP SNR, γQ with SU maximum transmit SNR γs,max = γr,max = 12 dB,
Ωg = Ωh = Ωv = 2 and Ωα = Ωβ = Ωφ = Ωsp = Ωps = 0.5.
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Figure 3: Probability of existence of non-zero secrecy capacity versus number
K of EAVs with N = 6, γQ = 10 dB, γp = 5 dB, γs,max = γr,max = 12 dB and
Ωg = Ωh = 2.
Case 1: Ωv = 2, Ωα = Ωβ = Ωφ = Ωsp = Ωps = 0.5;
Case 2: Ωv = 2, Ωα = Ωβ = Ωsp = Ωps = 0.5, Ωφ = 2;
Case 3: Ωv = 1, Ωα = Ωβ = Ωsp = Ωps = 0.5, Ωφ = 2.
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Secrecy Outage Probability
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Figure 4: Secrecy outage probability with N = 6, γp = 5 dB, γs,max = γr,max =
12 dB, Ωg = Ωh = 2, Ωv = 1 and Ωα = Ωβ = Ωsp = Ωps = 0.5.
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Figure 5: Probability of existence of non-zero secrecy capacity with N = 4,
γs,max = γr,max = 12 dB, γp = 5 dB and Ωg = Ωh = Ωv = 2.
Case 4: K = 1, Ωα = Ωβ = Ωsp = Ωps = Ωφ = 2;
Case 5: K = 1, Ωα = Ωβ = Ωsp = Ωps = 1, Ωφ = 4;
Case 6: K = 2, Ωα = Ωβ = Ωsp = Ωps = 1, Ωφ = 4.
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It is observed in Fig. 3 that the probability of non-zero secrecy capacity
decreases as the number K of EAVs becomes high for all scenarios. In addition, we can see that the secondary network security is enhanced by increasing
the channel mean power Ωφ of the PU-Tx→EAV link, i.e., Ωφ = 0.5 (Case 1)
to Ωφ = 2 (Case 2). Here, the PU-Tx is close to the EAV, and thus, the EAV
channel capacity is degraded by the PU-Tx interference. As expected, when
the EAV is far away from the SR, the probability of non-zero secrecy capacity
is high, e.g., Ωv = 1 (Case 3) compared to Ωv = 2 (Case 2).
Fig. 4 shows the secrecy outage probability. As discussed for the probability of non-zero secrecy capacity in Figs. 2 and 3, we can see that the
number K of EAVs and channel mean power Ωφ of the PU-Tx→EAV link
have the same impact on the secrecy outage probability. For example, increasing Ωφ = 2 to Ωφ = 4, the secondary system security is improved. The
eﬀect of the SU secrecy target rate is also observed in Fig. 4 where the secrecy
outage probability is high for R = 128 kbps compared to R = 64 kbps.
Fig. 5 compares the probability of non-zero secrecy capacity for the PDF and R-DF schemes. In general, the R-DF scheme outperforms the P-DF
scheme as the PU PIP SNR γQ increases. This is due to the fact that when γQ
increases, the decoding threshold is satisﬁed in the ﬁrst phase. Accordingly,
more relay selection diversity is achieved. However, at low values of γQ , e.g., at
γQ < −2 dB in Case 4, P-DF provides a better performance than R-DF. Again,
the probability of non-zero secrecy capacity is high when the interference from
PU-Tx→EAV increases, e.g., Ωφ = 2 (Case 5) to Ωφ = 4 (Case 6). In addition,
the secondary network security is degraded when K increases, e.g., K = 1 in
Case 5 to K = 2 in Case 6.

5

Conclusions

In this paper, we have studied the physical layer security for cognitive relay
networks with multiple SRs in the presence of a single EAV and multiple
EAVs. Analytical expressions of the probability of existence of non-zero secrecy capacity and secrecy outage probability have been derived under the
PU PIP constraint and SU maximum transmit power limit. The eﬀect of the
number N of SRs, number K of EAVs and channel mean powers on the secondary security performance has been evaluated. Further, the impact of the
interference from primary network to the secondary network has been investigated. The numerical examples indicate that the secondary system security
is improved by exploiting relay selection diversity. The results also show that
the secondary network security is enhanced by increasing the channel mean
power of the PU-Tx→EAV link.
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ABSTRACT

The cognitive radio network (CRN) concept has
been proposed as a solution to the growing
demand and underutilization of the radio spectrum.
To improve the radio spectrum utilization, CRN
technology allows the coexistence of licensed
and unlicensed systems over the same spectrum.
In an underlay spectrum sharing system, secondary users (SUs) transmit simultaneously with the
primary users (PUs) in the same frequency band
given that the interference caused by the SU
to the PU remains below a tolerable interference
limit. Besides the transmission power limitation, a
secondary network is subject to distinct channel
impairments such as fading and interference from
the primary transmissions. Also, CRNs face new
security threats and challenges due to their unique cognitive characteristics. This thesis analyzes
the performance of underlay CRNs and underlay
cognitive relay networks under spectrum sharing
constraints and security constraints. Distinct SU
transmit power policies are obtained considering various interference constraints such as PU
outage constraint or PU peak interference power
constraint.
The thesis is divided into an introduction and two
research parts based on peer-reviewed publications. The introduction provides an overview of
radio spectrum management, basic concepts of
CRNs, and physical layer security. In the first research part, we study the performance of underlay
CRNs with emphasis on a multiuser environment.

2016:03

In Part I-A, we consider a secondary network
with delay-tolerant applications and analyze the
ergodic capacity. Part I-B analyzes the secondary
outage capacity which characterises the maximum
data rate that can be achieved over a channel for
a given outage probability. In Part I-C, we consider a secondary network with delay constrained
applications, and derive expressions of the outage
probability and delay-limited throughput. Part I-D
presents a queueing model that provides an analytical tool to evaluate the secondary packet-level performance with multiple classes of traffic
considering general interarrival and service time
distributions. Analytical expressions of the SU
average packet transmission time, waiting time
in the queue, and time spent in the system are
provided. In the second research part, we analyze the physical layer security for underlay CRNs
and underlay cognitive relay networks. Analytical
expressions of the probability of non-zero secrecy
capacity and secrecy outage probability are derived. Part II-A considers a single hop underlay CRN
in the presence of multiple eavesdroppers (EAVs)
and multiple SU-Rxs. In Part II-B, an underlay cognitive relay network in the presence of multiple
secondary relays and multiple EAVs is studied.
Numerical examples illustrate that it is possible to
exploit the physical layer characteristics to achieve
both security and quality of service in CRNs
while satisfying spectrum sharing constraints.
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