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ABSTRACT 
 

 
Context. Virtualized networks are considered a major advancement in the technology of today, 
virtualized networks are offering plenty of functional benefits compared to todays dedicated networking 
elements. The virtualization allows network designers to separate networks and adapting the resources 
depending on the actual loads in other words, Load Balancing. Virtual networks would enable a 
minimized downtime for deployment of updates and similar tasks by performing a simple migration 
and then updating the linking after properly testing and preparing the Virtual Machine with the new 
software. When this technology is successfully proven to be efficient or evaluated and later adapted to 
the existing flaws. Virtualized networks will at that point claim the tasks of todays dedicated networking 
elements. But there are still unknown behaviors and effects of the technology for example, how the 
scheduler or hypervisor handles the virtual separation since they do share the same physical 
transmission resources.  
Objectives. By performing the experiments in this thesis, the hope is to learn about the effects of 
virtualization and how it performs under stress. By learning about the performance under stress it would 
also increase the knowledge about the efficiency of network virtualization. The experiments are 
conducted by creating scripts, using already written programs and systems, adding different loads and 
measuring the effects, this is documented so that other students and researchers can benefit from the 
research done in this thesis.  
Methods. In this thesis 5 different methodologies are performed: Experimental validation, statistical 
comparative analysis, resource sharing, control theory and literature review. Two systems are compared 
to previous research by evaluating the statistical results and analyzing them. As mentioned earlier the 
investigation of this thesis is focusing on how the scheduler executes the resource sharing under stress. 
The first system which is the control test is designed without any interference and a 5 Mbit/s UDP 
stream which is going through the system under test and being timestamped on measurement points on 
both the ingress and the egress, the second experiment involves an interfering load of a 5 Mbit/s UDP 
stream on the same system under test. Since it is a complex system quite some literature reviewing was 
done but mostly to gain a understanding and an overview of the different parts of the system and so that 
some obstacles would be able to be avoided. 
Results. The statistical comparative analysis of the experiments produced two graphs and two tables 
containing the coefficient of variance of the two experiments. The graph of the control test produced a 
graph with a quite even distribution over the time intervals with a coefficient of variance difference to 
the power of  and increasing somewhat over the larger time intervals. The second experiment with 
two virtual machines and an interfering packet stream are more distributed over the 0.0025 seconds and 
the 0.005 seconds intervals with a larger difference than the control test having a difference to the power 
of , showing some signs of a bottleneck in the system. 
Conclusions. Since the performance of the experiments and also the statistical handling of the data took 
longer than expected the choice was made to not deploy the system using Open Virtual Switch instead 
of Linux Bridge, hence there is not any other experiments to compare the performance with. But from 
referred research under related works the researcher concluded that the difference between Open Virtual 
Switch and Linux Bridge is small when compared without introducing any load. This is also confirmed 
on the website of Open Virtual Switch which states that Open Virtual Switch uses the same base as 
Linux Bridge. Linux Bridge is performing according to the expectations, it is a simple yet powerful tool 
and the results are confirming the previous research which claims that there are bottlenecks in the 
system. According to the pre-set requirement for validity for this experiment the difference of the CoV 
would be greater than to the power of , the measured difference was to the power of which 
gives support to the theory that there are bottlenecks in the system. In the future it would be interesting 
to examine more about the effects of different hypervisors, virtualization techniques, packet generators 
etcetera to tackle these problems. A company that have taken countermeasures is Intel who have 
developed DPDK which confronts these efficiency problems by tailoring the scheduler towards the 
specific tasks. The downside of Intel’s DPDK is that it limits the user to Intel processors and removes 
one of the most important benefits of virtualization, the independence. But Intel have tried to keep it as 
independent as possible by maintaining DPDK as open source. 
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1 INTRODUCTION 

1.1 Background 
Network Virtualization (NV) is currently considered to be a major advancement in 

technology for future networks. NV considers separated virtual networks, which are 
implemented in parallel in a single physical network. The separation allows network 
designers to implement separate networks with different topologies, different naming and 
different routing schemes as well as different resource management techniques. However, 
these features are assuming a certain separation between the virtual networks. Such a 
separation is relatively easy to obtain for the feature of topology, naming and the routing 
scheme since they are independent between virtual networks. However, all virtual networks 
share the same transmission resources, e.g. links or forwarding/routing nodes, as in the 
physical networks. Hence, the separation of the virtual networks in their usage of 
transmission resources is in general a-priori not known, under the assumption that a 
transmission resource operates in “atomic” mode. The later means that only one transmission 
can take place at a single point of time.  Therefore, the resource separation feature for NV, 
which enables dedicated and controllable resource management per virtual networks, has to 
be proven or evaluated and eventually improved. The knowledge of these resource 
separation techniques will enable a more educated implementation of networks to the 
concept of Software-defined Networks (SDN), where software entities, executed on general 
computing hardware, take over the tasks of today’s dedicated networking elements. In detail, 
the knowledge of the quality of the separation will increase the reliability and even minimize 
the downtime of the system NV when the virtual networks are changed, e.g. by uploading 
new software to a virtual network, installing new virtual network elements or virtual network 
functions. The most interesting perquisite in this project is the dynamic resource 
management, with a virtual network the resources could be managed in a dynamic way so 
that the network does not claim resources while they are not in use it making it very effective 
as depicted in Figure 3 compared to the hard resource sharing in Figure 2. In virtualization 
environments the physical networking interface is typically complemented by virtual 
networking elements, which provide the connectivity for the different virtual machines to the 
physical interface. Examples for such virtual networking elements are the Linux Bridge [1] 
or the Open V-Switch (which are more suitable for managing Virtual Machine (VM) 
networks and monitoring the state of many physical hosts in dynamic virtualized 
environments). [2] 
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Figure 1: Hypervisor In Collaboration 
 
In [3] an approach for assessing the resource separation between virtual networks or virtual 
network elements have been investigated. The paper details a methodology, which assess the 
impact that a (virtual) network element has on a data stream with multiple timescales using a 
comparative input/output analysis. The separation of the virtual elements is regarded by 
logically isolated streaming passing through different virtual elements that are run on the 
same physical hardware. In general the, separation of the virtual elements is enforced by the 
resource scheduling among the virtual elements. The enforcement and the resource 
scheduling are typically accomplished in a virtualization environment by an element called 
“hypervisors” in collaboration with networking and I/O interface as depicted in Figure 1. 
The quality of the resource separation is determined by the capabilities of the hypervisor and 
the networking interface. 

Figure 2: Hard Resource Isolation 
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Figure 3: Dynamic Resource Isolation 
 

In a virtual network there is a hypervisor which is linked to different VMs, in order to process 
the packets sent to and from the VMs. When only one packet can be processed at a time there 
is a need to manage these packets and to prioritize them so that they are processed after a 
certain structure. This work is done by a scheduler which can i.e. be using first in first out 
(FIFO) as scheduling algorithm or far more advanced scheduler algorithms. Scheduling, 
scheduling techniques and the assessment of scheduling quality are topics, which are well 
researched with respect to their general use. Resource results can be found in [4]. However, 
only little knowledge exists so far on the requirements and actual quality of scheduling in 
virtualization environments that are used in communication networks and applications that 
support multimedia. For example, real-time multimedia applications might require low jitter 
in data transmission while file download can easily cope with jitter as long as the perceived 
throughput is sufficiently high. The main purpose of this thesis is to evaluate and enhance 
techniques for assessing the degree of resource separation between virtual networks, more 
specifically how well this separation when implemented in networking nodes, e.g. hosts 
executing virtual routers, of the physical infrastructure. 

1.2 Aims and objectives 
The main objective in this thesis is to create the measurement environment of [3] in 

order to compare the results already conducted to be able to strengthen the motivation 
that NV is proven effective. 

 To investigate the influence that Linux Bridge has on slices and routers.  
 To investigate how the scheduling hypervisor influences the isolation of a 

dynamic virtual network. 
 How the throughput over virtual networks are affected when put under 

stress.  

1.3 Problem statement 
 The complexity of the experiment e.g. some operating system (OS) changes 

could make the project work different to before the changes. 
 Errors in the implementation could be crucial. 
 Changes in the software. 
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 Choosing the correct time window is crucial to get a balanced amount of 
samples per window. 

1.4 Research questions 
 What characterizes the effect of Linux Bridge? 
 What is the effect of the hypervisor on isolation with respect to 

performance? 
 Is the effect measurable? 

1.5 Expected contribution/outcome 
 Provide an experimental set-up for the measurements. 
 Implement scripts to analyze the measurement data. 
 Guidelines for installing the research environment. 
 Facts about the influence of the hypervisor in different environments. 
 Graphs of the throughput to compare against the already conducted 

experiments. 

1.6 Layout of thesis 
This thesis have been conducted in a practical manner to be able to explore the most 

of a complex system. There are a lot of variables to consider and as mentioned later in 
the methodology section of this thesis, the chosen methodology is to consider the 
complex experiment setup as a black box. This is preferred since this is a Degree project 
for the Civilingenjör program which focus more on the practical and company side of 
the subjects and that is also the previous experiences for the author. By performing this 
thesis with a practical focus there is more time for the experiments and implementation 
of scripts and learning by hands on. Also the focus is to strengthen the previous research 
of [3]. In future research were the research have time to evaluate and experiment in all 
the aspects of this subject they would be able to get more interesting subjects but it 
would also add to the amount of complex sources of interference and for mistakes to 
occur. 
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2 RELATED WORK 
The author of “Impact of Virtualization on Timestamp Accuracy” [5] states that due 

to a higher network load and congestion there is a higher variation in the error values on 
the application layer. The reason for this is explained to be that on a physical computer 
the queue takes place in the network interface. But for the virtual environments the queue 
takes place both in the scheduler of the hypervisor and in the virtual machine and this is 
supposedly making the virtual environment less efficient. The question is how big the 
impact would be. The author of the referred thesis is focusing on the timestamp accuracy 
while this thesis is focusing on comparing the impact an extra load would have on the 
timestamps of the two UDP streams. Certainly the research in this thesis could be used 
to evaluate the timestamps used in this thesis. It is a very interesting perspective of how 
to measure the efficiency since both theses focuses on exploring the efficiency to 
strengthen the knowledge about the efficiency for NVs. This thesis will be compared to 
the paper of the Global Communications Conference in Atlanta, USA [3] where the 
authors propose that the used methodology differs itself from existing jitter evaluations 
and that this methodology makes is possible to identify the critical timescales of the 
virtual system, the comparison will be made to strengthen previously conducted results 
that NVs are an efficient alternative. In a controlled environment with a single virtual 
router the effect of hardware resource sharing and other factors that could impact the 
experiments are made visible. The methodology showed a performance decrease on 
shorter intervals which by the other methodologies would not be visible by a common 
throughput measurement over time. Therefore this methodology provides a metric to 
help identify critical system conditions and by having that knowledge it is possible to 
optimize the scheduling of the NV. What the article describes is what this thesis is 
supposed to evaluate by performing more experiments with the same methodology as in 
the referred paper. In “Performance Measurement of Live Migration Algorithms” [6] 
the authors are examining load balancing using different live migration techniques. 
Their theory is that by migrating VMs using a push and pull method the efficiency of 
the load balancing could be increased. The authors concluded that XEN and KVM 
hypervisors operates in the same way when the same strategies and environments are 
applied. When comparing the two different hypervisors it resulted in XEN being faster 
in system performance and KVM being faster when migrating over time. This gives a 
perspective of how the different hypervisors have different benefits and that the choice 
of hypervisor is something that depends of the characteristics of the purpose of the 
system and the hardware and software specifications, making the choice for a non-
experienced user more difficult. In the thesis “Live Migration of Virtual Machines in the 
Cloud: An Investigation by Measurements” [7] the complexity behind a live migration 
is examined and a timeline of phases are presented, the thesis also investigates the 
performance of the phases using a Kernel-based Virtual Machine Hypervisor on an 
OpenStack platform. The conclusions drawn from the investigation is that the migration 
phases and their proportions doesn´t only depend on the VM but also on the physical 
environment when solely focusing on the time aspect of the phases. The authors 
concludes that further studies about each phase considering the resource utilization 
would provide further insight in the aspect of improving the efficiency of NVs. These 
phases are important to investigate to increase the knowledge about existing bottlenecks 
to enable the hypervisor to be tailored and efficient in bypassing the obstacles and 
enabling it to be deployed in different environments. In “Performance evaluation of 
Linux Bridge and OVS in Xen” [8] the author is evaluating the difference between Linux 
Bridge and Open Virtual Switch using Xen and has some interesting aspects to add to 
this thesis. The comparison between OVS and Linux Bridge provided results that shows 
a similar performance using non virtual networks and the conclusion is made that it is a 
small difference in both OVS and Linux Bridge. This strengthens the choice of starting 
the experiments with Linux Bridge in these experiments since the complexity of OVS is 
not needed. In “Identification of Performance Degradation in IP Networks using 
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throughput Statistics” [9] the authors are evaluating the functionality of using histograms 
of the throughput as a Quality of Service (QoS) measurement. Using the methodology 
of the referred paper provides the opportunity to discover the existence of bottlenecks 
and is also used in the Globecom [3] paper and could provide explanations to the 
experimental results of this thesis. 
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3 RESEARCH METHODOLOGY 

3.1 Introduction 
 
This thesis was comprised in 5 different research methodologies, the research 

methodology of this thesis for the evaluation and the analysis of the isolation of virtual 
machines is based on experimental validation [3], the use of a comparative statistical 
analysis [9], resource sharing, control theory and literature review. Before initiliazing 
the experiment a literature review is necessary to give the reader the necessary 
background knowledge and to give context to the research questions under investigation. 
The experimental approach allows the researcher to control the surronding variables 
while influencing one of the variables and measuring the effects it causes to the system 
under test, in this case resource sharing was examined with different loads, loads as in 
CPU stress, memory allocation and network traffic. Resource sharing or multiplexing 
exists in multiple forms and could be referred to in many different divisions as in time-
divison, space-division, frequency-division, etc. The resource sharing is investigated by 
setting up two different experiments, the control setup utilizing one VM i.e. not sharing 
any resources and the experimental setup with multiple VMs sharing the resources 
utilizing the hypervisor as a scherduler. The measurements was gathered using control 
theory and comparing the time it takes for the packets to travel from the ingress to the 
egress. The results of the two different setups is provided as raw data, this data is then 
converted to throughput and supported by statistics that exhibit the relationship between 
the control setup and the experimental setup. The goal of using the statistical method is 
to make a comparison of the different loads and resource sharing and consequently, be 
able to  predict, and measure the effectiveness of the system. 

 

3.2 Experiment Setup and Hypothesis 
The initial experimental setup is depicted in Figure 4. In this setup, N traffic streams, 

originating from N packet sources are created and relayed through N virtual machines 
(VM) toward N packet destinations. In this experiment, N VMs are executed on a 
physical host, also denoted System under Test (SUT), cf. Figure 4. The SUT is running 
a virtualization system, which comprises of a hypervisor, which coordinate the resource 
access, and of a virtual bridging/switching device as in Figure 3. It can be assumed that 
each stream from a packet source i to a packet destination I goes through exactly one 
virtual machine, i.e. VM i. Each stream passes the wiretaps at the ingress and the egress 
from the SUT. The streams are duplicated and recorded at these wiretaps by the 
measurement point (MP), the MPs are recording packets at both the ingress and at the 
egress using endace DAG cards, the cards are synchronized by GPS. The recorded 
streams are processed by the measurement data processor (MDP) such that statistical 
features for each recorded stream can be computed. Finally, for each stream, the 
statistical features at ingress and egress wire are compared by the comparative multiple-
timescale analysis, which is explained in detail below. The measurement area controller 
(MArC) manages the measurement points of the experiment. This controller starts and 
terminates the experiments and permits the repetition of the experiment with different 
parameters. The research methodology assumes the hypothesis that the isolation among 
VMs depends on the resource management by the virtualization system. Hence, the 
experiment setup in Figure 3 assumes that different virtualization technology can be 
used in the SUT. For example, a XEN hypervisor and a virtualization system [10] can 
be exchanged for a VirtualBox system. Similarly, the virtual bridge/switch should be 
also exchangeable, for example using Open Virtual Switch instead of the standard Linux 
virtual bridge. 
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Figure 4: Setup of Experiment 

 
The monitoring system for the system will consist of a measurement point (MP) and a 
measurement area controller from the NPL lab [11]. The monitoring system will collect 
statistics for each stream on small time scales (see below) at the ingress and egress 
wiretap. This will be done by creating a capdump file at the measuring point from the 
input from the wiretaps.  The packets, which belong to a stream of interest, are filtered 
from the rest of the recorded packets at the Ethernet port of the MP by using a filter 
script. A second script will extract the packet number, the arrival time of the packet, and 
total packet size from the recorded stream. The sequence of packet numbers, arrival 
times, and total packet sizes will then be used to compute the statistical features for the 
throughput of the streams, i.e. the mean, the variance and the coefficient of variation 
(CV) of the streams will be computed. Finally, the statistical values, for example - mean, 
variance, CV, and also histograms for the throughput –these statistical values will be 
compared between the ingress and the egress of each stream. Since the hypothesis of 
this investigation is that the virtualization system will control the resource allocation for 
each individual VM and among the VMs (In other words it controls the isolation 
between the VMs), the streams at the egress will experience the availability or non-
availability of networking resources in the SUT. Hence, the changes in the statistical 
features of the streams at the egress give insight on the performance of the virtualization 
system, and in particular on the isolation of the VMs among each other. Comparing the 
egress with the ingress can identify the changes. This methodology does not assume a 
certain defined statistical traffic characteristic for the stream from a packet source. 
However, hence the complexity of the traffic generation at the packet generator and to 
be able to verify that the source is working correctly, the experiment will assume at the 
constant bitrate streams will be applied. To produce the UDP traffic there is plenty of 
choices out there, one of these was mostly produced at the Blekinge Institute of 
Technology and have been used previously in similar experiments so since the 
knowledge of this tool existed locally and since it had been used was the reason why the 
UDP Client from [12] was used. However there is plenty of UDP clients and a good 
choice would have been to use IPERF which is well supported and documented and 
recommended by colleagues. That choice would make the project more independent but 
also decrease the local support, which was a tradeoff that had to be considered upon. 
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3.3 Measurement Data Processing 
The MP will forward the data and generate a capdump file of the packets filtered by 

the MP, which contains all the data about the packets sent, these packets will be filtered 
by the Selector Script such that only the packets belonging to a certain source-
destination address is filtered out. The result of this is a packet stream. However, for 
synchronization among the streams, it is needed to know the arrival time of the first 
packet from the stream. Therefore a Find Marker script runs to find the start marker 
packet resulting in a packet stream and arrival time t0. The Generating Sequence script 
is stripping the data except for packet number, arrival time (with reference to t0) and 
packet size. The restoring data is a sequence of packet data (∆τ), which is used in order 
to Generate Throughput Sequence. The result of this is a sequence of throughput values 
for intervals of size ∆τ. The finalized products are statistical characterization of the 
stream, e.g. the mean E[X], the variance Var[X] and the coefficient of variation CV[X] 
(with X as the random variable of the throughput in an observation interval of length 
Δτ). Figure 4 outlines the processing of the measurement data.  

 
Figure 5: Flowchart of the Processing of Measured Data 
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Computation of the Sequence of Throughput Values for Intervals of Size ∆τ 

 

 
Figure 6: Packet Stream 

 
 

The main idea of computing the sequence of the throughput values is to impose a time 
grid of equal length interval of size Δτ on a flow. Hereby, the imposed grid should start 
at t0 (cf. Figure 5) and the overall length of the grid must be larger than the duration of 
the ingress or the egress flow. Of course the duration of the grid should be same for the 
ingress and the egress flow, otherwise the comparison would not be statistically correct 
since the comparison would be considered biased by the difference in precision e.g. 
Throwing a die 10 times versus throwing it 100 times would give an average of 

 compared to  which makes the change of 0.02 indifferent. To have an 
equal time grid over both ingress and egress the following formula is used for deciding 
the length of n: 

 

 

 

The crossed packets in figure 5 are packets that are discarded since they do not belong 
to the experiment stream. Therefore, they are not wanted and are filtered out by the start 
marker and the maximum time grid. The assignment of a packet which is in between 
two different time intervals as in figure 5: packet number 4 is in between the 2Δτ interval 
and the 3Δτ, the relation between the start of the packet and the end is therefore as noted 
below. 

 

This is important to be able to decide which part of the packet belongs to which interval. 

 

3.4 The Comparative, Multi-time scale, Statistical 
Analysis  
The comparison of throughput histograms for the different packet streams at both 

the ingress versus egress will show: 
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Since the MP is before and after the Virtual Network (VN) the output should be 
delayed by the transfer characteristics over the VN. 

 
If the VN could be considered ideal, then the formula could discard the delay over the 
VN and the output would depend on the input. 

 
 
The definition of   is a random variable of amount of data on the ingress and 
egress at the beginning of the j.th interval since the beginning of the stream. To 
continue calculating the statistics we count the increasing counter of bytes per ∆t 
producing R, which are the change in bytes since the last ∆t. (The difference between 
∆t with respect to  (amount of bytes) = R). 
 

 
 
Which gives us the relation of Standard Deviation divided by the mean. 

 
 
To compare the ingress versus the egress a Comparison Function is necessary, the 
difference is calculated by subtracting the egress by the ingress.  
 

 
 
The relationship between n and  is that n is the amount of intervals and  is the 
length of the interval so that the whole time window W is a multiple of these two as 
described:  W  
 
The formulas for the statistics: 
 
Mean:  

Variance:  
Standard Deviation:  

Coefficient of Variation: CV=   

 
These statistical values will answer the research question two by showing a correlation 
between the variation and mean, if the Coefficient of Variation (CoV) is greater using 
one VM than using two VMs with the same type of stream the scheduler of the 
hypervisor is working with efficiency.  If the Coefficient of Variation is less than to a 
variation of 1 micro second then the test would be considered not to prove any 
difference. If there are different sequences it is possible to get different statistical 
values for the comparisons of the histograms. The design will be individual to gain 
flexibility and to make it easy to change the experiments by changing a part of the 
system, the planned design changes is the possibility to add packet sources, the 
possibility to add virtual machines, the possibility to run multiple packets over the 
same virtual machine, the possibility to add central processing unit load, adding 
memory load and adding network load. The effect of changing the hypervisor should 
reflect the delay during faster time intervals because of the scheduler used by the 
hypervisor. Different schedulers will prioritize different processes and handle load in 
different ways leading to a higher or lower efficiency. 
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3.5 Bridge setup 
Bridging is a way of connecting a different networks of Ethernet ports in order for 

these networks to appear as one Ethernet port, in this experiment it is used so that the 
bridge connects the physical interface with the virtual interface which is needed to create 
a virtual network inside of the computer joint with the physical computers. The bridge 
setup in this experiment was created using Linux Bridge, one of the alternatives that is 
mentioned earlier in this thesis is the Open v-Switch (OVS). The OVS is using the Linux 
Bridge as a base for bridging but is built specifically to simplify the VM network 
configuration and monitoring over different physical hosts. This experiment is using one 
physical host and Linux Bridge is sufficient for this experiments needs. To improve the 
knowledge about the difference and benefits of OVS vs Linux Bridge research was made 
and a presentation was prepared and performed to simplify and overview of 
understanding for the professors of the department involved in the XIFI project, the 
presentation was focused on the OVS more information will be included later in this 
thesis. A guide was also produced about how to install and launch the OVS system for 
the departments Wiki site to simplify for following students learning curve of the OVS. 
[13] The Linux Bridge was configured and monitored using the Linux tool brctl. [14] 
The used configuration of brctl for this experiment was the commands to create 
instances and ports, more information about the commands used can be found in the 
table below. 

 
 

Instances  
Brctl addbr <name>  Creates an instance of a bridge 
Brctl delbr <name> Removes an instance of a bridge (the 

bridge must be down before it may be 
removed) 

Brctl show Shows all the current instances of bridges 
Ports  
Brctl addif <brname> <ifname> Makes the interface a port of the 

bridge( all the frames arriving on 
<ifname> will now be processed as 
destined for the bridge) 

Brctl dellif <brname> <ifname> Detaches the interface from the port 
Brctl show <brname> Show the information about the bridge 

and the attached ports 
Table 1: Brctl Configuration 

 
During the setup there was problems it is not easy to gain a good overview in order 

to keep the configuration updated and if there was changes on the network for example 
if an interface was down for different possible reasons or if a VM was down there would 
be possible linking problems which needed manual configuration and with a manual 
sketch of the system could be necessary to review and reconfigure the system to get it 
working, if the systems would have been bigger and more complex it would mean a lot 
of work. 

3.6 OVS Presentation and information 
In order to understand more about bridging and to pass on the information about the 

Open v-Switch to the professors and fellow students as mentioned earlier a presentation 
about OVS was held. In this section there will be information about what was learned. 
OVS is different from Linux Bridge or Brctl as it is also known as since OVS is designed 
for multi-server virtualization like Open-Stack, Linux Bridge is not as suitable since 
these areas requires dynamic endpoints. OVS is beneficial since it contains a L2 
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Learning table, L3 Forwarding state, Policy routing state , ACLs, QoS policy monitoring 
configurations like Netflow, IPFIX and sFlow. It supports migrating for both slow and 
fast network state between instances and can migrate configurations like SPAN rules, 
ACLs, QoS but also live network states (also existing state). It provides responsiveness 
to changes and is useful since virtual networks are under constant modification. OVS 
uses a network state database to support remote triggers. OVS supports OpenFlow and 
is used as a method of exporting remote access to control traffic. This is useful for global 
network discovery through inspection of discovery or link state traffic like Link Layer 
Discovery Protocol, Cisco Discovery Protocol and Open Shortest Path First. 

3.7 XEN XL tool 
There is primarily two different types of virtualization, para-virtualization and full-

virtualization. The full-virtualization have similar needs as a real machine: 
 Disk and network devices 
 Interrupts and timers 
 An emulated platform(Motherboard, device buses, BIOS)  
 “Legacy” boot 
 Privileged instructions  
 Page tables(Memory access) 

And the full-virtualization technique offers pros like combining existing systems on 
to newer systems with better efficiency. While the para-virtualized is created in such a 
manner that it knows that it is virtualized and the kernel is adjusted to replace 
instructions that cannot be virtualized with methods that interacts with the hypervisor. 
The benefit with using a para-virtualized system is in the smaller overhead and 
optimized operations. This experiment was considered to function better using the para-
virtualized virtualization since the other benefits is suitable for our experiments. The 
tool used to control and create the para-virtualized virtual machines is XL. The first tool 
to be considered was XM but since XEN decided to phase out the XM the translation to 
XL was made. XM/XL is a tool that enforces control and transparency. XEN was also 
used in previous research that was part of the research goals to strengthen which gives 
more transparency using the same hypervisor. There is other hypervisors as mentioned 
earlier in the thesis like Virtual Box. There is also the Kernel-based Virtual Machine 
(KVM) and VM-ware but since the goal was to work on a similar structure XEN was 
chosen. XEN uses 3 different scripts in order to create the virtual interfaces that would 
be linked to the bridges created previously in the brctl-tool. 

 
VIF-BRIDGE  If the default Ethernet port is used and  
VIF-ROUTE If the network is supposed to do routing, 

s 
VID-NAT If there is a lack of Ips it is possible to use 

one IP to the rest of the world from the 
physical device while using different 
ones on the internal network. 

Table 2: Xen Configuration Scripts 
 

In the preparation experiment the wrapping script was ran in such a way that it 
created >2 interfaces so that it could serve as a more complicated router than just sending 
the packages to the other port and vice versa. It took a lot of reading and experimenting 
to get this to work in the preferred way since there is not a lot of documentation in this 
type of setups. The most similar setups found are based on creating a safe zone and 
functioning like a firewall. It is also important enable forwarding so that the Iptables 
does not block the packets from being sent to each other, originally it is a safety 
precaution in order not to create infinite loops of packets [15].  During the setup while 
a lot of VMs got initiated and then removed resolved in a problem with the LVM setup. 
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[16] The fix was to update the mount options for the root partition. Setting Barrier=0 
was the solution, which is an option to help increase the integrity of writes by ensuring 
everything is flushed to disk by committing to the journal. By using barriers, filesystems 
can make sure that their on-disk structures remain consistent at all times. Providing the 
VMs with an internet interface using DHCP also evolved to a problem of the physical 
changing IP when rebooted. This resulted in a lot of confusion believing that the SUT 
was down or not working since the researcher was working remotely, after local 
assistance it was concluded that the IP was changed and the work could continue. 

 
 
 
 

3.8 Test of setup 
The setup was tested primarily by using trial and error method while having strict 

surveillance over the system. The test system provides a lot of complexity and also a lot 
of simple possible sources of failure. Hence it is highly necessary to keep a good way of 
documenting and discussing about what is needed from the setup. The setup was first 
tested by using simple tools as ping, traceroute, tcpdump and route. By using these tools 
the correct test environment was achieved even though there were problems getting 
there. The first problem experienced was that since deeper understanding in XEN was 
preferred my supervisor requested me to create a complex virtual network out of the 
ordinary usage of XEN. There wasn’t much documentation about how to construct such 
a network where two or more VMs were connected together. It was necessary to adjust 
the scripts and to add a wrapping script as can be seen in the Appendix A as Script 6 to 
be able to create multiple interfaces which all took a very long time but hugely improved 
the understanding of what was going on in the background of the scripts. There was also 
problems using the NTAS controller since it is a very complex system it took more time 
then expected to understand what was happening and for a long time I was stuck thinking 
that there was a fault in my code when I didn’t receive any log files from running my 
scripts. In the end it proved that there was a buffer that was overflowed so nothing was 
saved. Some of the test were done in order to make sure that the values itself proved to 
be what was requested from the tools. The velocity of the UDP client was measured and 
controlled by measuring the output without interference and controlling that the packets 
travel the correct path by using Tcpdump to monitor and the interfering UDP client was 
controlled in the same way.  

Some other frequently used tools 
mii-tool Shows interface information/specifications 
Ethtool Shows information for the selected interface 
Ifconfig Shows information about all the interfaces, 

IP,MAC etc. 
Ifquery & iface Similar to ifconfig but show more concrete 

information about a single interface 
Route –n Similar to ifconfig 
Ping Ping is a tool which uses the ICMP protocol 

to create echo requests and is mostly used to 
ensure that there is a connection between 
different network entities. 

Traceroute Traceroute is a tool that tracks the route 
packets on a IP network and uses the time to 
live field to evoke a response containing 
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3.9 NTAS 
The NTAS in this project was used since it provided opportunities to automate and 

control the experiments while using a web interface to performing the test with the 
wanted attributes being sent to my scripts on the source computer. NTAS is using a Perl 
script called Platform Control in order to manage the experiments and Platform Control 
needs some specific variables being distributed, in these two experiments these variables 
was used. The length of packets, the wait time, the maximum wait time and the packet 
distribution time was first calculated and then tested on the experiment setup without 
interference to measure the measured bandwidth using the above mentioned tool Bitrate 
in Figure 4.   

-expid Experiment Identification Number 
-runid Run Identification Number 
-keyid Specific key generated to identify script 

time exceeded from each gateway along the 
path to the receiver. 

Tcpdump Tcpdump reads packets from the network 
interface and prints out or saves a 
description about the packets. 

Bitrate The bitrate tool included in the DPMI 
project [10] was used in this project to 
confirm that the velocity of the data transfer 
was correct and also to export the .cap files 
to .txt to be able to use my own script to 
calculate the 

Screen Screen is a tool to create multiple instances 
of a terminal and may be left running 
permanently in the background as long as 
the computer is running 

UDPclient The traffic generator of choice is included in 
the DPMI project and consist of a client part 
and a server part. Both the server and client 
was installed on both the computer so that if 
wanted the system could send interfering 
packets in both directions at the same time. 
The traffic generator server was run using 
“screen” so that it could be running and 
ready for UDP streams all the time. The 
client was run through the NTAS system in 
order to be able to run multiple test in a row 
automatically and gain more control over 
the experiments. The choice of traffic 
generator was simple since the responsible 
of that project worked in the same university 
so if there would be questions or thoughts 
there would be an expert in that field to 
discuss with. 

Tgserver The tgservers was deployed in separate 
screen terminals in such a way that it would 
receive UDP packets on two different ports 
for the different interfaces that the 
udpclients destination. 

Table 3: Software Tools Used 
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-server UDP client destination address & UDP 
client 2 destination address 

--port Port number to differ the two different 
UDP streams 

-n Amount of packets 
-l Length of packets 
-w Wait time 
-W Maximum wait time 
-z Packet Distribution time 

Table 4: Tools using the NTAS Platform Control script 

 

3.10 Test Environment 
3.10.1 Hardware Specifications 

 
Processor Intel Core i7-3770 CPU @ 3.40GHz 
RAM 16 Gb (4x 4GiB DIMM DDR3 

Synchronous 1600 MHz) 
Harddrive 500 GB 
CPU Core 4 
Network Capacity 100 Mbit/s 
Hypervisor XEN 
Switch Full-Duplex 100 Mbit/s 

Table 5: Hardware Properties SUT 

3.10.2 Software Specifications 
OS Device Under Test Ubuntu 12.04 LTS 
OS Source Ubuntu 14.04 LTS 
OS Sink Ubuntu 14.04 LTS 
Linux Bridge  

Table 6: Software Properties SUT 
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4 RESULTS 
 
One of the purposes of this thesis was to support previous research in the Globecom 

paper [3] by creating a similar environment and to reproduce a similar dependency of 
the time interval as in the mentioned paper. From the graphs in Figure 7 (the control 
theory verification) it is visible that the larger intervals, the greater is the resulting 
difference of the CoV. One of the factors being the scheduler of the VM. Other attributes 
influencing on the experiment is primarily the setting of the packet generator which was 
setup using a Inter frame gap time of 160 micro seconds, a maximum packet length of 
1416 bytes, a maximum inter frame gap time of 2100 micro seconds and a sample length 
of one and deterministically distributed. These settings was chosen by calculating the 
wanted Bandwidth and then fine-tuning it to the correct one. These setting are not 
exactly the same as in previous research and it might have an effect on the results. The 
difference between the Egress and the Ingress is very small in the values but there is a 
visible difference between the two different experiments. When the time interval is 
shorter, Figure 7 is showing a higher likelihood of difference in the transfer, while in 
Figure 8 the variation stays stable with an exception for the interval of 0.0025 and 0.005 
which fluctuates showing a hint of a bottleneck. The discussion about the possible 
effects of this bottleneck can be found in “Identification of Performance Degradation in 
IP Networks Using Throughput Statistics” [9]. The results of the two conducted 
experiments are presented in the two graphs below and in the two tables in the Appendix 
B. The graphs are visualized with the CoV Egress subtracted by the Ingress CoV. The 
experiments was run with a minimum of 10 iterations, the average was calculated to 
obtain a clearer overview of the constantly changing factors. The CoV is compared on 
different intervals to simplify the comparison of the noticeable change on different 
timescales. To enable the calculation of the CoV the mean, the variance and throughput 
was calculated. The two different graphs are visually compared from the experiment 
using one VM and respectively using 2 VMs. The effect of the hypervisor is barely 
noticeable on the performance and the system appears to change behavior while adding 
one VM and an interference of a 5 Mbit UDP stream. From Figure 8 it is visible that the 
scheduler is working at such a high rate that the packets are distributed in a different 
way compared to the control experiment. There are 2 fluctuations while delta t is 0.0025 
and 0.005. More about this in the discussion. The effects of Linux Bridge is not possible 
to characterize by the conducted experiments due to tasks taking longer time than 
expected and due to time limitations, otherwise a comparison using OVS would have 
shown if there was any difference in performance but according to the author of [8] the 
performance should be very similar. It would also be interesting to continue 
investigating the different aspects of the experiments, the scheduling aspect, different 
load scenarios and multiple VMs but as mentioned earlier the choice was made to not 
put more effort in to that due to time limitations. 
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5 CONCLUSION AND FUTURE WORK 
This thesis investigated the effects of virtual networks and the result was showing a 

difference in the control tests behavior compared  to the experiment with an interfering 
network load of 5 Mbit/s, the control test did not show a similar pattern as the previous 
research in the Globecom paper [3], when calculated with a small interval time the result 
was expected to have a higher differences in the Coefficient of Variance and when 
calculating using a larger time interval the expectation was that the values would be 
getting closer to the same value on both the Egress and the Ingress. By looking at Figure 
7 the statistics are showing a difference to the power of  but it still seems somewhat 
stable in a behavior that looks like the opposite of the expected graph. The reasons for 
this could be many since it is a complex system with many variables but the conclusions 
are that it would be influenced by either the packet generator or that the system is 
affected by something similar to a bottleneck. This could be likely when there is so many 
dependencies of the experiments and it would be interesting to evaluate more what 
caused the bottleneck, more about the possible reasons are mentioned in the evaluation 
of Intel DPDK later on in the discussion. The code is documented in the Appendix A 
where the statistics of the used research methodology is verified to be correct and they 
were also verified by hand calculations to make sure that there is no loss in data during 
calculations of large numbers. The statistical calculation code for the mean, the variance 
and Coefficient of Variance follows the verified statistics previously mentioned in the 
research methodology. The calculation of the throughput is also documented as all the 
amount of data is put as a sum. There could be errors in the separation of intervals even 
though it have been investigated multiple times without encountering any problems. 
There could also be non-logical values due to faulty input or during the linking of values 
from the MP to the script. It could be errors due to too many intervals or that the packets 
are divided into intervals in a faulty way. It is possible that the experimental setup was 
differing in such a way that it provided a fluctuating result. On the positive side it could 
just be that due to a different setup and altered settings the experiments are showing 
somewhat of a different behavior. Even with all the mentioned possible sources of errors 
the experiment is still showing traces of a bottleneck which is what needs to be focused 
on and an example of where it has been handled is brought up further down in the 
outlook. In the future it is my belief that the NV will increase focus on the efficiency in 
scheduling algorithms and stability since the machines are getting faster, with more 
space and memory but it is still necessary to handle all of these resources in an efficient 
way, it is likely needed with a customized solution in order to reduce the bottlenecks 
and having a system well suited for heavy loads, updates or speed depending on what 
the NV would be used for. This thesis will hopefully open up the eyes of researchers in 
this area that there are a lot of dependencies for the different attributes. In this thesis it 
is concluded that there are bottlenecks in this environment which did affect the outcome. 
In the future it would be interesting to conclude which factors that has affected the 
bottleneck in detail and in which ways so that it could be evaluated, isolated and 
overcome with a solution. It would also be very interesting to compare the different 
hypervisors that are out there and to evaluate different scheduling methods. The wide 
spectrum of users of virtualized networks are not all expected to be well versed scientist 
or experienced users in virtual networks but for the moment there are a lot of knowledge 
required to maintain a tailored well performing virtual network since there is so many 
aspects which are possible to alter, hence it would be interesting to evaluate some certain 
use-cases and to find the most optimized settings for these use cases so that it would 
enable the choices and the deployment to be easier for unexperienced users. For future 
experiments it would be interesting to see how altering the packet size, packet 
distribution and other similar attributes of the packet generator would influence the 
experiments and to continue evaluating the effectiveness of virtual networks. There is 
an interesting technology called Intel Data Plane Development Kit which is developed 
for Intel x86 processors and to be run in bare-metal mode. Intel DPDK is adapted to 
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handle the network packages scheduling better than the Linux scheduler. The standard 
Linux scheduler contains too much overhead to task switch. Basically it is a customized 
scheduler which handles the typical performance bottlenecks. The system is not fast 
enough to handle the interruptions for incoming packets. Hence Intel changed the 
network device driver from being interrupt-driven network device to being a polled-
mode driver. There are a few more ways that Intel have tried to minimize the possible 
bottlenecks like adapting the access schemes, bundling the handling of packets and also 
using specific page tables to minimize the Translation Lookaside Buffer (TLB) misses. 
It is easy to see that Intel have thought about a lot of the possible bottlenecks and tackled 
the problems. The downside to it though is that one of the most important benefits of 
using virtualization is an increase of independence but with Intel DPDK the user is 
obligated to use Intel CPUs, Intel have put in an effort to keep the tool open source but 
there are still some limitations. [17] The final conclusion to be drawn from this thesis is 
that there is still a lot of research and combinations to be evaluated, Intel have made a 
huge progress in the search for an efficient solution but for the development to keep on 
evolving there is still a need for more diverse solutions coming from several independent 
sources and developers.  
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Appendix:Step 2, 3, 4, 5 from figure 4 
 
 

How to install a virtual network using Xen and brctl 
1. Planning 

Sketch up the wanted environment and what is needed. 
2. Disk partitioning 

FILE 
SYSTEM  

MOUNT 
POINT  

FILE 
SYSTEM 
TYPES  

FLAGS  SIZE  REMARKS  FILE 
SYSTEM 
TYPES (IN 
HEX)  

/dev/sda1  /boot/efi  Fat32  ------  199MB  The start-
up UEFI  
Files  

EF  

/dev/sda2  /  Ext2  Boot  50,0GB  Ubuntu OS  83  
/dev/sda3  -------  Linux-

swap (v1)  
------  32,0GB  Swap space  82  

/dev/sda4  Ext2  ------  418GB  Place where 
we put the 
VMs  

83  

 
3. Installing Ubuntu 

 
4. Install Xen 

apt-get install xen-hypervisor-4.4-amd64 
#Configure GRUB to start Xen 
/etc/default/grub 
dpkg-divert --divert /etc/grub.d/08_linux_xen -–rename 
etc/grub.d/20_linux_xen 
update-grub 

 
5. Install packages 

apt-get install lvm2 
apt-get install bridge-utils 

 
6. Create a Logical Volume 

pvcreate /dev/sda4 
vgcreate vg0 /dev/sda4 
lvcreate -n<name of the volume> -L<size, you can use G and M here> <volume 
group> 
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7. Configure the bridge 

nano /etc/network/interfaces 

 

auto lo 
iface lo inet loopback 
 
auto eth0 
iface eth0 inet manual 
auto xenbr0 
iface xenbr0 inet dhcp 
bridge_ports eth0 

 
8. Restart the network service and confirm the changes 

service network restart 
brctl show 

 
9. Install VM 

apt-get install xen-tools 

 

xen-create-image --hostname=tutorial-pv-guest \ 
--memory=512mb \ 
--vcpus=2 \ 
--lvm=vg0 \ 
--dhcp \ 
--pygrub \ 
--dist=wheezy 

 
10. Start up VM 

xl create -c /etc/xen/tutorial-pv-guest.cfg 
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Declare interval time and linespeed 
Read logfile 
while ( fill row with content of logfile ) 
 Separate row and store in arrays of packet size, arrival time, packet number, interface and packet length 
    increase counter of packets for every loop 
set the first packet as first timestamp and compare to the rest to make sure 
 
 
 
while number of packets are more than number of intervals and amount counter is less than amount of packets 
 interval end = the first packet arrival + interval number + 1 * interval time 
 interval start = the first packet arrival +  interval number * interval time 
     
 if packet arrival is greater or the same as interval start and within the interval  
  amount[interval counter ] = amount[interval counter] + packet length[amount counter] 
 elsif packet arrival is greater or the same as interval start and end outside of the interval  
  amount[amount counter] = (amount[amount counter] + packet arrival[amount counter] - 
interval end ) / interval time ) * packet length[amount counter]; 
  if packet time exists in the next interval 
   amount[interval counter+1] = amount[interval counter +1] + -1 * ( ( interval 
end - $packet arrival[amount counter] ) / interval time ) * packet length[amount counter] 
  increase interval counter by one 
  
    increase amount counter by one 
 
while interval counter is higher than throughput counter  
 throughput[throughput counter]=0 
 throughput[throughput counter] = amount[throughput counter]/interval time 
    sum of throughput = sum of throughput + throughput[throughput counter] 
 sum of squared_throughput = sum of squared throughput + (throughput[throughput 
counter]*throughput[throughput counter]) 
 increase throughput counter by one 
 
mean = sum of throughput / interval counter 
mean squared =  mean * mean 
sum of squared throughput = sum of squared throughput / interval counter 
variance = sum of squared throughput - mean squared 
sigma = square root of variance 
coefficient of variance = sigma / mean 
 

Script 1: Fetching Data From Text file converted .CAP file dividing it into intervals, 
calculating throughput and then the statistical values. 

 
This script is fetching the text file that have already been converted from .cap format and is 
separated depending on interface d00 and d10 or ingress and egress. The text file contains 
packet size, arrival time, packet number, and packet length. When these values are gathered 
the script goes through every packet and if the packet arrival time is greater than the interval 
start time and ends before the interval ends, then the whole packet length is added to the 
amount. If the packet ends after the interval ends then a calculation for which part of the 
packet is which interval is performed and the packet length is divided accordingly. Then the 
throughput per interval is calculated and stored as a sum also the throughput is gathered as a 
sum of its square. Then the mean is calculated by dividing the sum of throughput with the 
amount of intervals. The mean is then squared and the sum of the squared throughput is 
divided by the amount of intervals. Then the variance is calculated by subtracting the sum of 
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squared throughput with the mean squared. Sigma is the square root of the variance and the 
CoV is sigma divided by the mean. The real perl script is visible below. 
 

#!/usr/bin/perl 
use strict; 
use warnings; 
 
my @pkt_number; 
my @pkt_arrival; 
my @pkt_length; 
my @amount_of_data; 
 
my $nr_of_pkts = 0; 
my $linespeed = 100000000; 
my @throughput; 
my $sum_of_squared_throughput=0; 
my $sum_of_throughput=0; 
my $duration; 
my $mean=0; 
my $mean_squared=0; 
my $var=0; 
my $sigma=0; 
my $cov=0; 
my $throughput=0; 
my $dt=0;      
     
 #delta tau = Decide the interval so that the variation 
my $j=0;      
     
 #is balanced, longer time = smaller variation & opposite 
my $i=0;      
     
 #$j=nr_of_intervals;$i=temp counter 
my $line; 
my $interval_start=0; 
my $interval_end=0; 
my $pkt_time=0; 
my @amount=(0); 
my $t0; 
 
my $filename = $ARGV[0]; 
$dt = $ARGV[1]; 
open my $input, '<' , $filename or die; 
while ( my $row = <$input> ) 
{ 
 chomp $row; 
 ( $pkt_number[$i], $pkt_arrival[$i], $pkt_length[$i] ) = ( split(':',$row, 8)) 
[0,3,5]; 
 $pkt_number[$i] =~ s/\D//g;  
 $pkt_length[$i] =~ s/\D//g; 
# $amount[$i]=0; 
 $i++; 
 $nr_of_pkts++; 
} 
close($filename); 
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$t0=$pkt_arrival[0]; 
for (@pkt_arrival) 
{ 
 if ( $_ < $t0) 
 { 
  $t0 = $_; 
 } 
} 
 
 
 
my $counter=0; 
$j=0; 
$amount[0]=0; 
$amount[1]=0; 
 
#while ( $j < $nr_of_pkts  && $counter < $nr_of_pkts) 
while ( $counter < $nr_of_pkts && $pkt_arrival[$counter]) 
{ 
# printf "Number of Packets: %d \n", $nr_of_pkts; 
 $interval_end = $pkt_arrival[0] + ( $j + 1 ) * $dt; 
 $interval_start = $pkt_arrival[0] +  $j * $dt; 
# printf "Start: %.12f \n", $interval_start; 
# printf "End: %.12f \n", $interval_end;  
# printf "Packet Arrival: %.12f \n", $pkt_arrival[$i]; 
# printf "t0: %.12f \n", $t0; 
 if( $pkt_arrival[$counter] >= $interval_start && ( $pkt_arrival[$counter] + 
( $pkt_length[$counter] / $linespeed ) ) < $interval_end ) 
 { 
  $amount[$j] += $pkt_length[$counter];  
#  printf "Match!\nInterval number: %d, Matched Data: %.12f, 
Counter: %d \n\n",$j,$amount[$j],$i; 
  $counter++; 
 } 
 elsif ( $pkt_arrival[$counter] >= $interval_start && $pkt_arrival[$counter] 
< $interval_end ) 
 {  
  my $matched  = 0; 
  $matched =  ( ( ( $pkt_arrival[$counter] + 
( $pkt_length[$counter] / $linespeed ))  - $interval_end ) * $linespeed ); 
#  printf "Somewhat of a Match: $matched \n"; 
  $amount[$j] = $matched; 
  my $check=1; 
  
  while( ( $pkt_arrival[$counter] + ($pkt_length[$counter] / 
$linespeed )) > ( $interval_start + $dt * $check ) ) 
  { 
   my $matched2 = 0; 
   $matched2 =  ( ( ( $pkt_arrival[$counter] + 
( $pkt_length[$counter] / $linespeed ))  - ($interval_start + $dt * $check ) )*$linespeed); 
   $matched2 = $pkt_length[$counter] - 
$matched2; 
#   printf "Somewhat of a Match in the next 
interval: $matched2 \n"; 
   $amount[$j+$check] = $matched2; 
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   $check++; 
  } 
  $counter++; 
 } 
 elsif( $pkt_arrival[$counter] > $interval_end ) 
 { 
#  printf "Nästa interval-> \n"; 
  $j++; 
  $amount[$j]=0; 
 } 
 else 
 { 
#  printf "Packet Arrival: %.12f \n", $pkt_arrival[$counter]; 
#  printf "Start: %.12f \n", $interval_start;  
#  printf "End: %.12f \n", $interval_end;  
   
  $counter++; 
 } 
} 
my $g = 0; 
while ( $j > $g ) 
{  
 $throughput[$g] = 0; 
 $throughput[$g] = $amount[$g]/$dt; 
# printf "Throughput: %.12f \n", $throughput[$i]; 
 $sum_of_throughput = $sum_of_throughput + $throughput[$g]; 
 $sum_of_squared_throughput = $sum_of_squared_throughput + 
($throughput[$g]*$throughput[$g]); 
 $g++; 
} 
#$j++; 
#printf "sum of throughput / number of j: %d/%d \n", $sum_of_throughput, $j; 
if($j==0) 
{ 
 exit(0); 
 #die;  
} 
$mean = $sum_of_throughput / $j; 
printf "Mean: %.12f \n",$mean; 
$mean_squared = ( $mean * $mean ); 
$sum_of_squared_throughput=$sum_of_squared_throughput / $j; 
printf "Sum of Throughput Squared - Mean Squared: %.12f - %.12f \n", 
$sum_of_squared_throughput , $mean_squared; 
$var = $sum_of_squared_throughput - $mean_squared; 
printf "Variance: %.12f \n", $var; 
$sigma = sqrt($var); 
printf "Sigma: %.12f \n", $sigma; 
if($sigma && $mean) 
{ 
$cov = $sigma/$mean; 
#printf "Coefficient of Variance: %.48f \n",$cov; 
printf "J: $j & Counter: $counter\n"; 
#my $CIlow = 0; 
#my $CIhigh = 0; 
#my $sqrtj=sqrt($j); 
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#printf "sqrt interval: $sqrtj\n"; 
#$CIlow=$mean-(1.96*($sigma/$sqrtj)); 
#$CIhigh=$mean+(1.96*($sigma/$sqrtj)); 
#printf "Confidence Interval: $CIhigh -"; 
#printf "Confidence Interval: $CIlow\n"; 
#my $CI=$CIhigh-$CIlow; 
#printf "Confidence Interval: $CI\n"; 
printf "$cov\n"; 
} 
else 
{ 
printf "NO GO" 
} 

 
 
 
 
 
 
 
 
 
 
 

#!/bin/bash 
 
destination=$1 
packets=$2 
packetlen=$3 
packetDist=$4 
 
myexpid=$EXPID 
myrunid=$RUNID 
mykeyid=$KEYID 
portnr=1500 
wait=160 
maxlen=1416 
maxwait=2100 
 
#echo “EXPID=myexpid RUNID=myrunid \n” 
#echo “Sending Start Marker $myexpid $myrunid $det:4000” 
#capsend=`capmarker –e $myexpid –r $myrunid $det:4000` 
#echo “Sent; $capsend” 
 
echo –n “Start:” 
date +”%F %T” 
output=`udpclient –expid $myexpid –runid $myrunid –keyid $mykeyid –server 

$destination –port $portnr –l $packetlen –L $maxlen  -w $wait –W $maxwait  -n 
$packets  -z $packetDist` 

echo $output 
echo –n “End: “ 
date +”%F %T” 
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echo “SUCCESS” 
Script 2: PlatformControl calling the UDP Client One UDP stream 

What is important in this script is the ‘udpclient’ which is initiated with the 
important variables from Table:5. The PlatformControl needs to receive a “SUCCESS” 
message when the scripts are ready in order to terminate. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
#!/bin/bash 
 
destination=$1 
packets=$2 
packetlen=$3 
packetDist=$4 
 
myexpid=$EXPID 
myrunid=$RUNID 
mykeyid=$KEYID 
portnr=1500 
wait=160 
maxlen=1416 
maxwait=2100 
destination2=10.1.2.40 
portnr2=3000 
mykeyid2=$mykeyid+1 
 
#echo "EXPID=myexpid RUNID=myrunid \n" 
#echo "Sending Start Marker $myexpid $myrunid $det:4000" 
#capsend=`capmarker -e $myexpid -r $myrunid $det:4000` 
#echo "Sent; $capsend" 
 
echo -n "Start:" 
date +"%F %T" 
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output=`udpclient --expid $myexpid --runid $myrunid --keyid $mykeyid --server 
$destination --port $portnr -l $packetlen -L $maxlen -w $wait -W $maxwait -n $packets  -
z $packetDist & udpclient --expid $myexpid --runid $myrunid --keyid $mykeyid2 --server 
$destination2 --port $portnr2 -l $packetlen -L $maxlen  -w $wait -W $maxwait  -n $packets  
-z $packetDist` 

echo $output 
echo -n "End: " 
date +"%F %T" 
 
 
 
 
 
 

echo "SUCCESS" 
Script 3: PlatformControl calling the UDP Client Two UDP streams 

 
Basically the same script but instead of running one UDP Client, two are running. 

 

Scripts 4: Automated the Calculation of the CoV 
 

This script is running multiple instances of the stat.pl script in order to make it 
easier to retrieve the data. 

 
 

#!/bin/bash 

#!/bin/bash 
expid=$1 
dt=$2 
#echo "Experiment number: $expid" 
 
for i in {1..20} 
do 
 if [ -s trace-$expid-$i-egress-port-1500.txt ] 
 then 
#  echo "Interval: $i" 
  egress1500=$(./stat.pl "trace-$expid-$i-egress-port-1500.txt" 

"$dt") 
  ingress1500=$(./stat.pl "trace-$expid-$i-ingress-port-1500.txt" 

"$dt") 
#  egress3000=$(./stat.pl "trace-$expid-$i-egress-port-3000.txt" 

"$dt") 
#  ingress3000=$(./stat.pl "trace-$expid-$i-ingress-port-3000.txt" 

"$dt") 
  echo "$egress1500" 
  echo "$ingress1500" 
#  echo "$egress3000" 
#  echo "$ingress3000" 
  echo "" 
 
 #else 
  #echo "Empty.." 
 fi 
done 
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i=0 
experiment=$1 
echo "Experiment number: $experiment" 
 
for i in {1..20} 
do 
 capshow /mnt/LONTAS/traces/trace-$experiment-$i.cap --ip.proto 

UDP --iface d10 --tp.dport 1500 > /usr/local/bin/test/trace-$experiment-$i-
ingress-port-1500.txt 

 capshow /mnt/LONTAS/traces/trace-$experiment-$i.cap --ip.proto 
UDP --iface d00 --tp.dport 1500 > /usr/local/bin/test/trace-$experiment-$i-
egress-port-1500.txt 

 capshow /mnt/LONTAS/traces/trace-$experiment-$i.cap --ip.proto 
UDP --iface d10 --tp.dport 3000 > /usr/local/bin/test/trace-$experiment-$i-
ingress-port-3000.txt 

 capshow /mnt/LONTAS/traces/trace-$experiment-$i.cap --ip.proto 
UDP --iface d00 --tp.dport 3000 > /usr/local/bin/test/trace-$experiment-$i-
egress-port-3000.txt 

done 
Script 5: Converting the cap files containing the timestamps filtering on interface 

and port number to text files in order to run them in my own script  
 
Network-route-custom script 

#!/bin/sh 
dir=$(dirname "$") 
"$dir/network-route" "$@" netdev=eth0 
"$dir/network-bridge" "$@" netdev=eth1 
"$dir/network-route" "$@" netdev=eth2 
echo 1 >/proc/sys/net/ipv4/ip_forward 

Script 6: Running together with the vif-openvswitch script. This script would be 
called on in the device configuration to create multiple interfaces linked to the physical 

ones and also enabling IP forwarding immediately.  
 

              iptables -A FORWARD -m physdev --physdev-in eth0 --physdev-out '!' 
eth0  -j ACCEPT 
              iptables -A FORWARD -m physdev --physdev-out eth0 --physdev-in '!' 
eth0  -j ACCEPT 

Script 7: Allowing Packets to be sent within VN 
 

               sudo ifconfig eth0 promisc 
Script 8: It is also recommended to put interface in promiscuous mode 
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Appendix: Measurements behind figure 7, 1 VMs. 

 

Time Intervals: 0.0001 0.00025 0.0005 0.00075
4.504325608 -0.00101 2.733839 -0.00023 1.797152 -0.00029 1.348388 1.03E-05
4.505340582 2.734069 1.797438 1.348378

4.505846499 0.000763 2.734066 0.000469 1.797246 0.000259 1.348346 -1.7E-05
4.505083015 2.733597 1.796987 1.348363

4.505183594 0.000136 2.733872 -7.4E-05 1.797168 -0.00018 1.348439 3.93E-06
4.505047333 2.733946 1.797351 1.348435

4.504384915 -5E-05 2.733705 -0.00067 1.797205 0.000107 1.348428 -0.0002
4.504434813 2.734377 1.797098 1.348627

4.505586587 0.000728 2.734244 3.13E-05 1.797572 0.00027 1.348652 -4.4E-05
4.504858454 2.734213 1.797302 1.348696

4.5047884 0.000381 2.733713 -0.00019 1.796978 -6.6E-05 1.348419 2.62E-05
4.504407125 2.733907 1.797044 1.348393

4.506931073 0.002634 2.734287 -0.00029 1.797436 7.77E-05 1.348627 -7.1E-07
4.504296978 2.734573 1.797358 1.348627

4.506309617 0.000498 2.734811 1.85E-05 1.797815 4.14E-05 1.348885 -3.7E-05
4.505811879 2.734792 1.797774 1.348922

4.505099487 0.001103 2.733313 -0.00102 1.796872 -0.00032 1.348261 -0.0002
4.503996847 2.734334 1.797188 1.348458

4.50619646 0.001934 2.734025 0.000757 1.797325 0.000298 1.348569 0.000322
4.504262607 2.733269 1.797027 1.348246

Mean CoV: 0.000711 -0.00012 2E-05 -1.3E-05
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Time Intervals: 0.001 0.0025 0.005 0.0075
1.055024549 -9.1E-05 0.32862 7.82E-05 0.206413 5.76E-05 0.144856 0.001519
1.055115936 0.328542 0.206356 0.143337

1.055059532 9.61E-05 0.328601 0.000219 0.206653 0.000727 0.143567 0.000703
1.054963406 0.328382 0.205926 0.142864

1.055053775 -9.5E-05 0.328759 0.000127 0.207098 0.000365 0.144278 0.000904
1.055148389 0.328632 0.206733 0.143374

1.054979477 -9.8E-05 0.328783 7.58E-05 0.206192 0.000307 0.143433 8.96E-06
1.055077422 0.328707 0.205885 0.143424

1.055280979 7.77E-05 0.329196 0.000254 0.206798 0.000159 0.144566 -0.00032
1.055203243 0.328941 0.206639 0.144883

1.055004439 -1.3E-05 0.3284 -8.8E-05 0.206007 -0.00019 0.14354 0.000783
1.055017697 0.328488 0.2062 0.142757

1.055166245 -5.7E-05 0.328887 -4.3E-05 0.2067 0.000124 0.143967 0.000644
1.055223302 0.328931 0.206576 0.143323

1.055505203 5.53E-05 0.329266 -0.00017 0.207077 5.89E-05 0.145289 0.001048
1.055449896 0.329434 0.207018 0.144241

1.05487653 -0.0001 0.328406 -0.00021 0.205696 -0.00051 0.143534 -0.00044
1.054981351 0.328612 0.206206 0.143975

1.055164572 0.000236 0.328618 0.000159 0.206114 0.000242 0.144562 0.001463
1.054928219 0.328459 0.205872 0.143099

Mean CoV: 6.44E-07 4.08E-05 0.000134 0.000631
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Time Intervals: 0.01 0.025 0.05 0.075 0.1
0.0999743 0.002966 0.047451 -0.00245 0.044575 0.00989 0.051004 0.013493 0.034634 0.008778

0.097007905 0.0499 0.034685 0.037511 0.025856

0.09911028 0.001147 0.051301 0.011281 0.050162 0.019632 0.037578 0.012939 0.053043 0.027406
0.097963234 0.040021 0.03053 0.024639 0.025636

0.101750304 0.00238 0.049826 0.003724 0.050134 0.011915 0.042376 0.004775 0.041555 -0.00014
0.099370721 0.046102 0.038218 0.037601 0.041697

0.098156007 0.000789 0.041788 -0.00416 0.030819 -0.01382 0.025014 -0.01262 0.010959 -0.02363
0.097367169 0.04595 0.044637 0.03763 0.034592

0.098943985 0.000216 0.048331 0.007285 0.045381 0.009708 0.033447 -0.00514 0.048362 0.021293
0.098728281 0.041046 0.035674 0.038586 0.027069

0.096401236 -0.0028 0.044415 -0.00021 0.034433 -0.0071 0.042689 0.017705 0.025728 -0.01577
0.099199849 0.044627 0.041536 0.024983 0.041498

0.099251902 0.001913 0.045069 -0.00108 0.035005 0.008498 0.032573 -0.00546 0.026082 -1.1E-05
0.097338875 0.046152 0.026507 0.038034 0.026093

0.098713863 -0.00034 0.053717 0.010065 0.045856 0.009561 0.051943 0.034084 0.053744 0.026062
0.099050551 0.043653 0.036294 0.017859 0.027683

0.09716283 -0.00032 0.036606 -0.00626 0.034407 0.008681 0.024566 -0.0073 0.04147 0.016012
0.097478729 0.042869 0.025726 0.031865 0.025458

0.097485061 -0.00037 0.042822 -0.00019 0.034311 -0.00014 0.024841 -0.00673 0.034429 0.008891
0.097853003 0.043014 0.03445 0.031576 0.025538

Mean CoV: 0.000559 0.001799 0.005682 0.004575 0.006888
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Appendix: Measurements behind figure 8, 2 VM. 

  

Time interval: 0.0001 0.00025 0.0005 0.00075
6.22399932 0.02612 3.847625 0.005245 2.626727 0.004036 2.063414 0.001312

6.197879004 3.84238 2.622691 2.062102

6.220337296 0.021413 3.851162 0.008388 2.629608 0.006411 2.064385 0.001844
6.198924609 3.842774 2.623197 2.062541

6.222532306 0.023479 3.850684 0.008789 2.629214 0.006436 2.064017 0.001941
6.199053589 3.841895 2.622778 2.062077

6.231952303 -0.0286 3.845106 0.003151 2.622916 0.000156 2.062768 0.000588
6.260554933 3.841955 2.62276 2.06218

6.216436461 0.015951 3.852303 0.009951 2.623398 0.000279 2.06431 0.00196
6.200485942 3.842352 2.623119 2.06235

6.232099037 -0.02205 3.842544 -0.01687 2.623028 -0.01195 2.062203 -0.00358
6.254147128 3.859418 2.634977 2.065779

6.207113936 -0.03561 3.841232 -0.01494 2.622108 -0.01063 2.061485 -0.00309
6.242722359 3.856177 2.632742 2.064574

6.229864061 0.022391 3.856357 0.008703 2.633339 0.00622 2.067512 0.001859
6.207472731 3.847654 2.627119 2.065653

6.243809065 0.039938 3.844614 0.001314 2.623359 -0.00052 2.06288 0.000276
6.203870669 3.8433 2.62388 2.062604

6.208727483 0.008927 3.844162 0.002509 2.624061 0.001381 2.062518 0.000482
6.199800283 3.841653 2.622679 2.062036

6.209965365 0.01068 3.844582 0.001927 2.624595 0.001309 2.062573 0.000338
6.199285312 3.842655 2.623286 2.062236

6.245531733 -0.03567 3.843969 -0.02282 2.622964 -0.01812 2.062548 -0.00481
6.281198383 3.866791 2.641086 2.067356

6.221751165 0.023052 3.847382 0.005026 2.626505 0.003869 2.06334 0.00118
6.198698762 3.842356 2.622636 2.06216

6.22610404 0.02712 3.851462 0.010071 2.629765 0.007262 2.063596 0.001712
6.198984132 3.841391 2.622503 2.061884

Mean CoV: 0.006939 0.000745 -0.00028 0.000144
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Time interval: 0.001 0.0025 0.005 0.0075
1.714344494 -2.1E-05 0.827985 0.035628 0.558465 0.144114 0.278513 0.000132
1.714365745 0.792356 0.414351 0.278381

1.719690899 0.004923 0.92032 0.129417 0.521048 0.111181 0.262549 0.001378
1.714768104 0.790903 0.409867 0.261171

1.719306249 0.004922 0.899827 0.109009 0.505794 0.094575 0.267162 0.002046
1.714383961 0.790818 0.411219 0.265116

1.714446033 3.07E-05 0.95034 0.007372 0.555792 0.012365 0.281978 0.013647
1.714415372 0.942968 0.543427 0.26833

1.714865185 0.000166 0.943904 0.000181 0.541063 0.003616 0.255147 0.001101
1.714699563 0.943723 0.537446 0.254046

1.714617506 -0.00917 0.94298 0.140918 0.536651 0.111027 0.271804 -0.00398
1.723790168 0.802062 0.425625 0.275783

1.713918723 -0.00813 0.940376 0.122505 0.536021 0.096152 0.26385 -0.0056
1.722051962 0.817871 0.43987 0.269445

1.722508083 0.004779 0.919198 0.121895 0.523795 0.104016 0.271748 0.000136
1.717729419 0.797303 0.419779 0.271613

1.714899174 -0.00037 0.942871 0.001994 0.540465 0.005076 0.260309 0.002215
1.715264274 0.940877 0.535389 0.258095

1.715374934 0.000999 0.816723 -0.13244 0.433637 -0.12321 0.265253 -0.0005
1.714376109 0.949166 0.556842 0.265754

1.714268786 -6.2E-05 0.802203 -0.14642 0.556904 0.000622 0.265464 -0.01035
1.714330539 0.948623 0.556282 0.275812

1.714522947 -0.01392 0.942917 0.073604 0.537455 0.052528 0.257793 -0.00764
1.728445367 0.869312 0.484927 0.265435

1.717288503 0.002976 0.80783 -0.1415 0.429014 -0.12947 0.26985 -0.01381
1.714312155 0.94933 0.558483 0.283662

1.719776862 0.005535 0.909749 0.11714 0.513134 0.100856 0.259196 -0.00231
1.714241423 0.792608 0.412277 0.261507

Mean CoV: -0.00052 0.031379 0.041675 -0.00168
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Time interval: 0.01 0.025 0.05 0.075 0.1
0.247105956 0.006598 0.104003 0.005393 0.058648 0.002 0.044891 0.006307 0.027299 -0.00049434
0.240508123 0.09861 0.056648 0.038584 0.027793

0.239655783 0.001823 0.109999 0.010235 0.09033 0.024037 0.067358 0.015552 0.0337 -0.0251066
0.237832471 0.099764 0.066293 0.051806 0.058806

0.244282892 0.004564 0.109119 0.012258 0.089545 0.032753 0.071307 0.033789 0.024833 -0.00530209
0.239719282 0.096861 0.056792 0.037518 0.030135

0.240092946 0.010851 0.101504 0.001007 0.05623 3.14E-05 0.042876 0.000697 0.040313 -0.00276464
0.229241843 0.100497 0.056198 0.042178 0.043078

0.230936299 0.000382 0.10097 0.001215 0.058654 0.001569 0.045497 0.002256 0.034204 0.009852516
0.230553825 0.099755 0.057084 0.043241 0.024351

0.23121936 -0.02596 0.099406 -0.02332 0.056725 -0.06766 0.044542 -0.04904 0.024147 -0.0001499
0.257177336 0.12273 0.124388 0.093579 0.024297

0.233100539 -0.02192 0.10131 -0.01822 0.060125 -0.05571 0.047058 -0.04013 0.030606 0.005181995
0.255025378 0.11953 0.115834 0.087191 0.025424

0.2513866 0.00415 0.125864 0.014883 0.111972 0.034867 0.091658 0.025663 0.058233 -7.8119E-05
0.247236175 0.110981 0.077105 0.065995 0.058311

0.230846052 -0.00245 0.100483 -0.0026 0.056081 -0.00996 0.044808 -0.00434 0.024278 -0.00011195
0.233300399 0.103079 0.066038 0.049147 0.02439

0.241830102 -0.00632 0.099643 -0.00092 0.06778 0.011259 0.043717 0.000675 0.029765 -0.00993423
0.248152249 0.100565 0.056521 0.043042 0.0397

0.244347492 0.000795 0.101314 -0.00039 0.056886 0.000208 0.042973 -0.0024 0.025383 1.78845E-05
0.243552269 0.101704 0.056679 0.045378 0.025365

0.231368589 -0.03198 0.100353 -0.03523 0.059548 -0.08983 0.044525 -0.05295 0.03786 0.013336441
0.263351107 0.135581 0.149378 0.097472 0.024523

0.244547851 -0.00332 0.106143 0.002795 0.080128 0.021251 0.05734 0.012977 0.086314 0.045118055
0.247871271 0.103347 0.058877 0.044363 0.041196

0.245568862 0.004611 0.113671 0.018083 0.100597 0.046135 0.063165 0.025569 0.030372 0.004821204
0.24095794 0.095588 0.054462 0.037597 0.02555

Mean CoV: -0.00416 -0.00106 -0.0035 -0.00181 0.002456158


