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Abstract

Background. Cookies and third-party requests are partially implemented to en-
hance user experience when traversing the web, without them the web browsing
would be a tedious and repetitive task. However, their technology also enables com-
panies to track users across the web to see which sites they visit, which items they
buy and their overall browsing habits which can intrude on users privacy.
Objectives. This thesis will present user perceptions and thoughts on the tracking
that occurs on their most frequently visited websites. The scope will cover some
of the most prolific tracking technologies and the trackers found on the users top
five visited websites. The aim of this study is to increase user awareness of online
tracking as well as synthesising users view of tracking on their most visited sites and
get a sense of the acceptability level of trackers.

Methods. The questions we aim to answer with this research; On a scale (1-5) how
aware are users of web tracking on the websites they visit? and Which domains are
using tracking services on websites that the user is currently active on? To do this
the browser extension Privacy Badger’s source code was modified to enlighten users
of trackers without blocking them. Along with this a questionnaire will be provided
to gauge the users perceptions and awareness of online tracking.

Results. Our results show that users are generally aware that the sites they visit
use tracking services. The experiment combined with our survey paints a convincing
picture of the most prevalent tracking domains. Number one on this list being dou-
bleclick.net which is owned by Google inc.

Conclusions. From this research we conclude that the average user is aware of
tracking and one of the ways they combat this is by avoiding certain sites and using
privacy add-ons. Furthermore online advertisement is a very big business and the list
of tracking domains is extensive where some of them operate under the same parent
company.
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Chapter 1

Introduction

With the drama over Facebook and Cambridge Analytica [17] along with the famous
Cookie Gate case [27] to name a few, the state of user privacy on the internet is in
doubt [7]. We argue that the relevance of this thesis will cover educating the reader of
how online tracking is taking place and possible motivation and techniques towards
guarding their own personal information. Depending on the results, the research
might aid websites and online advertisers to either limit their tracking or increase it
depending on user perceptions. We want to find out how aware users are of tracking
taking place on websites they visit and which tracking services are running on them.
The aim of this research thesis is to measure the users level of awareness about online
tracking on different websites which use cookies to track their online behaviour. We
believe that users should be aware of how their online activities are being used and
communicated to different companies and advertisers. Further, we intend to compile
a list of domains which are using tracking services on the websites our participants
have visited.

Most of the sites we visit are free of charge, often with a possibility of a paid service,
removing ads and enhancing the user experience with improved functionality. The
ads comes in many different shapes and most of them contain trackers, for example,
on the website youtube.com the user is often presented with a short video commer-
cial before the requested video starts. Youtube.com also include ads on the very
start page of the user login. Reddit.com has parts of the right column dedicated to
ads, which follow you across their different pages. Dn.se, a major Swedish newspa-
per website have both ads and a paywall for reading their articles. All users have
different tolerance towards these ads. Some of us simply ignore them and accept
the fact that they are there, while some may take action to get rid of them. Many
websites have the option to pay some fee to get an ad-free experience, which then
defeats the purpose of the ads, to make revenue. Others might take a different ap-
proach and install ad-blockers or privacy add-ons which blocks the advertisements
from being shown. The purpose of trackers in the advertisement business is to in-
crease click-through rate on their ads. This keeps sites seemingly free to use but
the big data collected from these trackers make advertisements and content delivery
network providers money by tailoring the content around the end user. By the end
of 2015 the advertisement business generated well over 50 billion dollars, clearly this
is a lucrative field [23].
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The subject of privacy covers more than just tracking-services existing for the ad-
vertisement industry. Some users might not like the fact that their Internet Service
Provider (ISP) can log which websites they visit and may take precautionary action
to hinder this. A survey conducted in 2018 targeted at American adults showed
that within the recent year (2017-2018), 54% of Facebook users have adjusted their
privacy settings, 42% took a break from the website and 26% removed the Facebook
app from their phone. The results follow the then recent news of Cambridge Ana-
lytica had collected million of Facebook’s users data, without the users approval |7].
According to Sean Blanchfield of PageFair [26] over 600 million different devices are
using some form av adblocking service. 62% of these are used on a mobile device.
This is clear evidence that users across the world are taking a stand against adver-
tisement online.

Our thesis begins by covering the background of our research area which lay the foun-
dation for the rest of the thesis and covers technical terms and techniques discussed
later in the sections to be followed. The method section describes the experiment
and the survey, covering why and how we used the chosen tools. Following this, the
result section covering both of our research questions is introduced by the validity of
our results, accompanied by the hard data that we have gathered. In analysis and
discussion the findings will be debated and reasons behind them analysed. Finally,
we conclude the thesis and briefly discuss future work to be done.
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Background

The internet has grown huge with estimates that there are over one billion websites
as of 2017 and that advertising revenues over 59 billion dollars by the end of 2015
[23]. With this growth the layout, purpose, content and design of websites has
changed drastically from its earlier days [20]. HTTP is a state-less protocol, meaning
the communication is handled independently and requests will not be associated
with each other. To solve this, an RFC was proposed in 1997 which implemented
the functionality for websites to create state-full connections, also called "sessions"
between requests and responses with the help of a technology referred to as "cookie"
[19]. Cookies makes the web "smart" in some sense, as it remembers what state
the user of a website is in. For example they can be used for shopping carts online,
without the need of a login. This works by writing some unique string to the clients
computer the first time the user visits the website. The next time that site is visited,
it tries to read the cookie. If it exists; it remembers the users previous choices and if it
doesn’t, a new cookie-file is created. The cookies might also save usernames filled out
in forms, which buttons were clicked on which site and the users browsing activity
[11]. There are many types of cookies with different purposes, which often have
different expiration time. Some of them only persist while the web browser is still
open and will get deleted once the browser is closed. These so called "session-cookies"
typically enables a website to keep track of what information you have provided, so
that you don’t have to re-submit your information [4]. With this implementation,
websites contain many different services. Some of which may be provided by third-
party websites that deal with advertisement, social networking and analysis. The
tracking technology makes the advertisement and business much more fruitful, since
the Ad Server can track users across numerous websites to find out which ads they
click on and if that user actually buys something. This can also be used to send
personalised advertisement to users. However, since this technology was accepted,
cookies can be found on the majority of websites and have a considerable positive
effect on the user experience. They can also lead to a considerable loss of privacy
since they can be used to track users across different websites [20].
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2.1 Tracking methods

There are a large number of different methods websites use to track their visitors.
These methods range from simple things like tracking pixels where there is a small
image on the website that loads and knows how many times it loads to keep track on
how many times there is a visitor to the site. To the more complex tracking methods
such as canvas fingerprinting that makes your browser use its hardware to create an
unique fingerprint of your system.

2.1.1 Cookies

Many of us are aware that some form of online tracking is taking place but many of
us are not aware how it works. The term tracking has been thrown around a lot,
possibly with the help from the famous Cookie Gate case in 2011 [27], where it was
discovered that Google secretly bypassed browser security settings in order to track
its users with the help of cookies. These are simple text files created for session
management and keeping track of users, which usually consists of name, value and
some attributes. The attributes can contain a range of information like expiration
date (if there is any), which flags are set and which domain the cookie is valid for

3].

Evercookie

The Evercookie [18] is an extremely persistent browser cookie. It can identify a user
even if they have cleared the normal cookies. They can do this because they save
the cookie information in many different types of browser storage. This storage is
a function of modern web browsers that save persistent data without an expiration
date in different containers such as local, global and session storage. It then de-
tects when the cookies are removed and recreates the cookie. These are some of the
storage mechanisms the Evercookie uses to hide and to recreate itself if ever removed.

e Standard HTTP Cookies
e Local Shared Objects (Flash Cookies)

e Storing cookies in RGB values of auto-generated, force-cached PNGs using
HTML5 Canvas tag to read pixels (cookies) back out

e Storing cookies in Web History
e HTML5H Session Storage

e HTML5 Local Storage

e HTML5 Global Storage

e HTML5H Database Storage via SQLite
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Flash cookie

The Flash Cookie is often called Local Shared Object [2|. These cookies contain data
that websites which uses Adobe Flash potentially store on its users computers. They
can be used to store data necessary for the application but they can also be used to
track their users internet activity.

The main difference between the Flash and HTTP cookies are that the flash cookies
are able to store more complex information. They are often used since many users of
internet knows about cookies and might frequently erase them. This does not effect
Flash Cookies. Adobe does let its users to decide for themselves how much they are
willing to share. Since Adobe introduced Macromedia Flash Player 8, they enable
users to disable storage of local shared objects.

Super cookie

Super cookies are a somewhat confusing term since it is a collection of tracking
techniques, including a few cookie technologies. It is essentially a method to give
the browser a unique ID for subsequent website visits. It includes techniques such
as Flash cookies, browser-preferences, fonts and tracking pixels. The super cookie is
similar to the Evercookie in the sense that it is extremely hard to delete [29].

2.1.2 Canvas Fingerprinting

One of the techniques websites can use to track a user is canvas fingerprinting. It
differs from cookie tracking in that it works even if cookies are turned off since as
opposed to cookies, the information collected by this method is not stored on the
clients computer but returned to the host and kept there as a reference. It is a
newer form of tracking that was uncovered by Princeton and KU Leven university
researchers and written about in the paper "The Web Never Forgets" [1|. They
estimate that 5 % of the top 100,000 websites use canvas fingerprinting to track
users movement online. Canvas fingerprinting works by making web browsers draw
a hidden image. This image will be drawn slightly different than other images by
other computers and will therefore work as a fingerprint. This type of tracking is
hard to avoid since it can ignore things like incognito mode and standard privacy
settings [21].

Canvas fingerprinting in itself is not that new and has been used for example to
prevent unauthorised malicious users to access private data or to steal money [1].
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2.2 Countermeasures

Since tracking has become a norm of websites today, as shown by our results, we
have chosen to briefly discuss some of the methods which can be used to guard the
users privacy. Focus lies on the Do-Not-Track-flag, which is a centralised part of
Privacy Badger, the add-on which we have modified to conduct the experiment.

2.2.1 Virtual Private Network

This is a technology used to connect two clients to each other, forming a private net-
work and helps protecting the data from eavesdropping. Some examples of its usage
is when connecting to a corporate network or when the country you are currently in
have blocked certain websites [9].

2.2.2 The Onion Router

TOR, or The Onion Router is an alternative browser which focus on human rights
and privacy, hindering surveillance, fingerprinting and providing strong encryption
amongst many things. The browser is free to use and resides under the BSD-license,
meaning the source code can be copied, modified and sold [24].

2.2.3 Privacy Add-ons

There are many different privacy add-ons with functionality ranging from password
management to online advertisement blocking. Privacy badger is one such privacy
add-on that attempts to block tracking services on websites you visit. It focuses on
blocking trackers online by enforcing the Do-Not-Track-flag in all network requests,
as well as enabling the user to decide which tracking-services to block or allow.

2.2.4 Do Not Track-flag

The Do Not Track-flag (DNT) is a part of the header which is sent along every re-
quest users make online, given that the user is employing a supported browser and
have the function activated. The idea with the flag is to let advertisers know that the
user do not wish to be tracked. Up until 2019 World Wide Web Consortium (W3C)
tried to standardise the technology, but it did not make it through the process [10],
although some well known browsers such as Google Chrome [8|, Mozilla Firefox [16]
and Opera [25] support it to this day. The headers commonly have information about
the user-agent, which language is chosen and some other very much needed technical
details.

All the flag does is tell the receiver of the packet that it do not wish to be tracked.
This requires websites to follow EFF’s DNT-policy [15].
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Related Work

Similar work has been done in "The Invisible Digital Identity: Assemblages in Digital
Networks" [5] where the authors recommend three steps to provide students with a
deeper knowledge of tracking.

e They aim to teach students about tracking technology development.
e Informing students of different sites that track the trackers

e Educating students about privacy policies so that they can make informed
decisions regarding their personal information.

Looking deeper on the second step the authors ask their students to use AboutAds.info
or Ghostery. AboutAds.info is a site available for users to opt-out of tracking. While
Ghostery does a lot of what our modified extension does, they initially block trackers
from websites and this is something we wanted to avoid. We wanted to give users the
experience of an add- and tracker filled environment while presenting them with the
amount of possible trackers. Further, we informed our users to remove cookies, site
data and cached web content as well as disable any cookie and/or tracker blocking
add-ons while they were using our add-on, since they might effect the number of
trackers presented by our add-on.

Edith G. Smit et al. [28] concludes an interesting survey targeted at adult inter-
net users in 2012 about user knowledge of online behavioural advertising (OBA) and
cookie knowledge. Additionally they asked questions about online privacy concerns
and OBA attitudes. While this is interesting and valuable information they do not
cover the gap which we feel is missing in articles that we have read, [27][28][5]. We
want to provide a clear and unaffected view of possible trackers online. Along with
information on which site the users visited, which kind of site it was and users per-
ceptions of the trackers found.

T. Ring [27] also discusses the issue with online tracking as many others have done
since the origin of cookies. The author talk about what can be done for users to pro-
tect themselves and many great examples are given such as using an Ad-blocker and
cookie-blocker, clearing cache and use a up-to-date antivirus tool. However, we be-
lieve that the first step of protecting yourself regardless from what, is to learn about
the threat so that the user can take the correct and appropriate steps to protect what
they hold dearly. For example; to get rid of targeted ads a 2-factor authentication
for your Facebook account will not help you. It is not necessary to use every security

7
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tool available to you to increase your privacy. The authors do mention that it all
depends on how far you are willing to take your defence, which lines up well with
our thought process. Some user might be okay with targeted ads but absolutely not
with companies selling your information without your knowledge.
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Method

The first research question will be answered by performing a quantitative survey.
Our reasoning for selecting this research method is that we only want to know if
the user is aware of the amount of third party domains that take part of their data,
as opposed to a qualitative survey which would focus on the users opinion on why.
The questionnaire itself was available to the user within the web extension which we
have built. To gather data that will help us answer our second research question
we performed an experiment. The experiment has taken the form of a modified
browser plugin that displays the network requests and cookies that websites uses
with tracking in mind. The experiment is based on code from Privacy Badger,
licensed under GPLv3, meaning we are allowed to use the code so long as we give
proper credit to the owners.

4.1 Survey

We have chosen a quantitative survey because this will provide us with a clear
overview of our users opinions regarding our different questions. A qualitative sur-
vey would be harder to evaluate and produce clear statistics. This approach is also
advantageous for the users since we want them to answer our survey one time per
website and they are instructed to visit five different websites. Our original plan
was to make a guest appearance at our supervisors lecture and ask his students to
perform our experiment and answer our survey. These students were given a five day
span to complete the task, however, when investigating the answers we realised that
we had gotten only three participants, a total of 13 answers. Therefore, we contacted
additional students on Blekinge Institute of Technology, Sweden from different pro-
grams and asked if they could perform the experiment and answer our questions.
After the user have visited a page, we instructed them to click the icon of the add-on
which opens a small window containing some information about tracking and non-
tracking domain alongside with a link to our survey. The survey is made out of 13
quantitative questions found in Appendix A the trackers found on the chosen website
as well as questions covering their perception of the found trackers.
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Tool

Google Form was used as the survey tool. The reasons being
e Fasy to set up
e Sufficient support for the question types
e Fasy to share
e No need for a database to store answers

Plans were made to modify the add-on further so that the questions would be acces-
sible from the add-on itself. However, this would require deeper knowledge of HTML
and it would force use to implement a database to store the results.

4.1.1 Questionnaire

Since the survey was anonymous we have no way to reliably identify individuals.
However by analysing the timestamps for each given answer we can deduce to a
certain extent that answers given in a 10-15 minute time span was given by one
individual. We feel confident in doing this because there is a wide gap in time
between groups of answers. This is needed because there is confusion in some of our
answers which will be discussed in the result validity section. Our questionnaire can
be found in its entirety in the Appendix A.

4.2 Experiment

To be able to conduct a survey on users opinions on trackers a browser add-on was
chosen. This enables users to easily engage in our questionnaire while browsing the
web since its focus lies on the website they are currently active on. This also meant
that the add-on would give users the required information about trackers to be able
to answer the survey. By performing this experiment, we are able to answer our
second research question stated in the introduction:

Which domains are using tracking services on websites that the user is currently
active on?.

To simplify the whole process of taking part of the experiment to have written a
readme-file which covers several points. These being a short introduction and back-
ground where the participants learn the purpose of the experiment. The readme
further goes into detail how to install the modified add-on for the supported browsers
Mozilla Firefox, Google Chrome and Opera.

Following this we presented how the add-on should be used to perform the experi-
ment. In preparation for the respondents to do the experiment we asked them in the
optional section to make some adjustments to their browser settings. These are:

e Clear cookies and site data
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e Clear cached web content

e Disable blocking/privacy add-on

This to possibly give us more consistency and to prevent the case where our modified
add-on gathered different amount of trackers per website. Data already downloaded
can be seen by the browser and will therefore not be downloaded again, which might
interfere with our results. By following the optional steps, the browser is forced to
re-download assets so that the privacy add-on can examine the process in its entirety.

Tool

The add-on itself is a modified version of the Electronic Frontier Foundations (EFF)
Privacy Badger [14] which is "a browser add-on that stops advertisers and other
third-party trackers from secretly tracking where you go and what pages you look at
on the web.". By default, Privacy Badgers enables the Do Not Track-signal which is
a technique for opting out from tracking [13].

4.2.1 Privacy Badger and our modification

The foundation have compiled a .json-file with different domains where each domain
is represented as a json-object containing four key - value pairs described below

e DNT - Do Not Track signal.
When this is set, the domain is respecting the signal.

e HeuristicAction
The action Privacy Badger takes on that domain. Determined by the Snitchmap
and the Yellowlist, two techniques which we will describe later in this section.

e NextUpdateTime
The earliest time that Privacy Badger will check if the domain respects the
DNT signal.

e UserAction
Presents the current UserAction, does however effect HeuristicAction.

One example might look like this:

"example.one": {

"dnt": false,
"heuristicAction": "block",
"nextUpdateTime": 32094875,
"userAction": "allow"

I

In addition to this, Privacy Badger learns whilst the user is browsing the web. When
a user visits a website that has a potential tracker it puts this tracker information in
a so called snitchmap. For example if itrackyou.net was found on example.com and
the correct action for itrackyou.net is "block" the snitchmap entry for itrackyou.net
would look like this.
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"itrackyou.net": [
"example.com"

]’

If the user then visits 2 more sites containing itrackyou.net like secondexample.com
and finalstrawexample.com the snitchmap will look like this

"itrackyou.net": [
"example.com",
"secondexample.com",
"finalstrawexample.com"

1,

At this point the blocking heuristics for Privacy Badger will say BLOCK to this
effective top level domain plus one (€TLD+1), meaning any sub-domain of the effec-
tive Top Level Domain (eTLD). If a third-party origin ignores the DNT-signal and
sets a cookie or Supercookie, or makes a Canvas fingerprinting call on three or more
first party domains this will be labelled "cross site tracking" and is blocked to full
extent. However, if the domain exists on Privacy Badgers Yellow-list the function-
ality is loaded but the referrer header and third-party cookies are blocked [12]. The
Yellow-list is a collection of sites where the functionality of the tracker exists while
third-party cookies and referrer headers are blocked.

Our modification enables all trackers that Privacy Badger would block by chang-
ing blocking logic within the heuristicblocking.js file. The following files and changes
have been made to Privacy Badger’s source code.

e constants.js - We have replaced the URL link which previously pointed to the
original Yellow-list file. Instead, the URL now points to an empty text file
residing in a repository on Github.

e yellowlist.txt - The Yellowlist file is now cleared, and remains empty, since we
changed the URL.

e heuristicBlocking.js - This file, containing the function blacklistOrigin has mod-
ified heuristic action taken from Block or Cookieblock to Allow.

e popup.html - Added some explanatory text and a link to our survey.

e badger-X.png - Inverted Privacy Badger icons to differentiate the logo of our
version.
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We have detected 3 potential trackers on this page. The
sliders below let you control how Privacy Badger
handles each one.

Copy the exact url of the site you are currently on and
visit the link to our questionnaire.
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googleads.g.doubleclick net [ =N
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static.doubleclick_net [ =N

| Disable Privacy Badger for This Site |

| Did Privacy Badger break this site? Let us know! |

| Donate to EFF |

Figure 4.1: Ezample of potential trackers found by our modified add-on

4.3 Combined result set

To answer our question "Which domains are using tracking services on websites
that the user wvisits?" we have visited the sites that our respondents visited and
extracted the tracking services from these sites. Following this, we delved deeper
into the tracking-services corresponding domains to get a better picture of which the
services belong to. To count these easier and remove any sub-domain which in our
case is with no relevance, we wrote a script which took a .txt-file with all tracking-
services as input and saved every domain and Top level domain (TLD). The script
can be found in the appendix section. At this stage we had a .txt-file containing all
domains of the tracking-services with several doublets. After removing the doublets
we ended up with 112 unique domains. At this point we ran the file through a
different script, performing a Domain Name Server (DNS) lookup on each domain
domain and presenting the registrant of those that can be accessed.
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Results

The responses to our survey was collected under a time span of nine days. Every user
was prompted to visit five different websites and for each, answer the survey. These
provided us with sufficient data to draw conclusions from and get ideas for future
work. The first research question can be answered by investigating the results from
the survey. Our experiment provided us with 213 different tracking-services, after
some processing this list was reduced to 112 different domains. The data in these
lists was the key to answering our RQ2 which we discuss in analysis and discussion.

5.1 Result validity

Our survey generated 27 answers. There is an evident risk that the number of an-
swers may effect the validity of our conclusions.

None of the data provided is linked to a specific individual since the survey is anony-
mous. In three of our questions, (5) How would you rank your knowledge in the it
sector?, (11) Do you take any precautionary actions to keep your privacy in your ev-
eryday life? and (12) In relation to the previous question; In what way? we expected
the same answer several times for each user, although there seems to have been some
confusion regarding this. After the survey was closed we received some feedback
that the answers given to these previously stated questions were forgotten during
subsequent iterations of the survey. With the help of the timestamps mentioned in
the Method section, we have chosen the first given answer for each time period and
question as the most valid one. This because we consider that the first iteration of
the survey is the one respondents paid the most attention to.

Our question "I was surprised by the number of potential tracking domains on the
website I visited" can be interpreted in two ways. Either that the user is surprised
by the low amount of trackers or surprised because the amount of trackers is higher
than anticipated. This question should have been written in a more specific way,
since it can be interpreted differently for each answer. This set of data could be
interpreted that the respondents expect tracking to take place on certain sites.

14
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5.2 RQ1 Results

Websites, categorised as Forums by our users, like deviantart.com and reddit.com
had the highest number of trackers per unique visit with over 70 and between 51
- 60 respectively. Both users Strongly disagrees with our question "I think most
of these potential trackers are required for website functionality" and both users do
not think it is okay for the websites to use trackers. Tumblr.com, facebook.com
and whatsapp.com categorised as Social Media, was another category that stood out
with zero trackers found on two occasions accompanied with two instances where the
add-on found 1 - 10 trackers.

We requested that the students were supposed to visit five website, although the
answers are not divisible by five, some of the users visited an unknown amount of
websites.

To be able to answer our research questions "On a scale (1-5) how aware are users
of web tracking on the websites they visit?" and "Which domains are using track-
ing services on websites that the user is currently active on?" we gathered every url
that the users visited which we present in Table 5.1, sorted by number of visits in
descending order.

Table 5.1: URL:s wvisited

URL Visitors Number of Trackers
www.youtube.com 4 1-10
www.twitch.tv 3 1-10
www.facebook.com 2 0, 1-10
www.aftonbladet.se 2 1-10, 11-20
9gag.com 1 11-20
www.memecenter.com 1 31-40
darkestdungeon.gamepedia.com 1 11-20
prnt.sc 1 11-20
www.nexusmods.com 1 11-20
www.deviantart.com 1 70+
www.tumblr.com 1 1-10
soundcloud.com 1 11-20
web.whatsapp.com 1 0
www.bth.se 1 1-10
www.netflix.com 1 0
cornucopia.cornubot.se 1 31-40
www.livescore.com 1 11-20
www.fotbollskanalen.se 1 21-30
www.aftonbladet.se 1 1-10
www.reddit.com 1 51-60
www.pornhub.com 1 1-10
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Our survey contained a question regarding if the participants had taken part of
the optional step included in our readme-file. The results showed that 70.4% of the
respondents had No blocking/privacy add-on in use, meaning 29.6% had one acti-
vated. 44.4% both cleared cached content as well as cookies and site data. Only
3.7% did not take any of the optional steps.

Regarding the number of trackers on each site visited as shown in Table 5.1 we can
see that deviantart.com/ had over 70 trackers while netflix.com and whatsapp.com
had 0 trackers. Facebook.com was visited two times and had 0 trackers one visit and
1-10 the other. The most common number of trackers of the visited sites was 1-10.

Since we want to investigate trackers based on category, we asked which type of
site the students visited. One site can belong to several different categories, such as
Netflix can be categorised as Streaming Media and Entertainment. The results can
bee seen in Figure 5.1
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Figure 5.1: Number of visits per category of website

The majority of the respondents visited some form of streaming media. Entertain-
ment was also a common visited genre. Five of our categories were not visited;
Government entities, Literature, Shopping, Employment oriented and matchmaking.
The majority of respondents were aware that the site they visited contained poten-
tial trackers and was relatively evenly divided around 20% between neither agree or
disagree and disagree.
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In the following figures we present the values to our Likert scale questions. As we
can see in 5.2 most of the users were surprised by the number of potential tracking
domains found on the website they visited. In a similar fashion, many were aware
that the site contained trackers.

o Il Strongly
Disagree
Il Disagree
g Neitner Agree
or Disagree
Il Agree
B Il strongly
Agree
4
2
1] - .
| was aware that the | was surprised by | think most of these
site contained the number of potential trackers are
trackers potential tracking required for website
domains functionality

Figure 5.2: Questions covering trackers

15 B Strongly
Disagree
Il Disagree
Neither Agree
or Disagree
B Agree

I Strongly
Agree

10

| think it is okay for the website | am extreme in my efforts to
| visited to use trackers defend my privacy

Figure 5.3: Questions covering acceptance of trackers and defence of privacy

Further, 48.1% disagree or strongly disagrees with "I think it is okay for the website
I visited to use trackers". 29.6% neither agree or disagree, 14.8% strongly agrees and
7.4% agreed.

We asked our respondents a few question about their overall privacy concerns and
actions. About half, 48.1% neither agrees or disagrees with "I am extreme in my

efforts to defend my privacy". 29.6% agree, 14.8% disagree and 7.4% strongly agree.

100% take some precautionary actions to keep their privacy in their everyday life.
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The students were given 6 options to choose from along with an alternative; other.
100% avoid certain sites, 70.4% use Virtual Private Network, 48.1% use Privacy add-
ons, 33.3% modify the websites privacy settings, 22.2% clears cookies and site data
and 18.5% uses The Onion Router (TOR).

5.3 RQ2 Result

For each of the 21 sites visited by our respondents, we visited the same site with
the modified add-on activated and gathered each individual tracking-service-domain
for each site. A total of 445 were found and 213 of these were unique, meaning the
same tracking-service was not found on more than one website. Of the 445 tracking-
service-domains, a vast majority are employing their tracking-services with the help
of sub-domains, for example the domain adnxs.com is using both ib.adnxs.com and
secure.adnxs.com. This means one domain can use different set of sub-domains for
each tracking-service-domain. To get a clear understanding of these trackers, some
processing is required. By removing the sub-domains we could get a much more
clear picture of what domains the tracker-services belongs to. Many of the tracking
domains found are unique tracking services only found once on all websites visited.
However, when investigating these more deeply we can see that several belongs to a
few bigger domains, top five presented in Table 5.2.

When removing every sub-domain we can see the chunks of some domains growing
bigger. Almost one third (30.5%) of the tracking-services belong to five different
domains. However, when investigating the data we recognise a few names, dou-
bleclick.net, google.se and youtube.com belongs to Google Inc.

Table 5.2: Top five domains, showing number of occurrences, registrar organization
and percentage of trackers found

Domains Occurrences Registrar Organization Percentage
doubleclick.net 39 Google Inc. 8.9
pubmatic.com 33 PubMatic, Inc. 7.5
adnxs.com 27 AppNexus Inc. 6.1
google.com 21  Google LLC 4.8

rubiconproject.com 14  The Rubicon Project, Inc. 3.2




Chapter 6

Analysis and Discussion

Our results indicate that the majority of our respondents are aware that tracking is
taking place on the sites they visited. We believe this has to do with the fact that
the survey is done in a Technical institute focusing on I'T and the base knowledge is
higher than a school with broader range of subjects. However there are some sites
where tracking was taking place that the respondents was surprised for example the
site bth.se which is a university site. Unfortunately this can be interpreted in two
ways, as stated in Result validity. The sites our respondents visited were mostly free
to use sites that had 1-10 trackers. The response of the participants to the number of
potential trackers was mildly underwhelming to us. When it comes to if the partici-
pants think its okay for the sites they visit to use trackers the results seem to indicate
that most users are against being tracked, but still use the services provided. There
were a total of 6 positive responses to being tracked. One of these was for the website
youtube.com. We argue that this is because the tracking on sites like this can be
used to give the user a better experience. Where in the example of youtube.com it
tracks what you enjoy and tries to enhance your experience by delivering content of
the same character.

About half of our respondents (48.1%) neither agree or disagree with the statement
that they are extreme in their efforts to defend their privacy. We interpret this as
they claim to be somewhat normal in regards to this issue since most of them have
filled out that they use privacy add-ons, VPN and some even TOR, representing a
somewhat knowledgeable user. These users also ranked themselves between 4-8 on
the 0-10 scale, an average of 6. The most users that agree with the statement differs
from the rest since they modify the websites privacy settings. We have in retrospect
received information that this question was somewhat unclear and that the results
may not be accurate. Thanks to the time stamps we could get an average score of
5.16 meaning our users as a whole class themselves as an average knowable user, a
number which we expected to get by performing this study in an IT focused school.
We were pleased that a full 100% of our respondents take some kind of action to
protect their online privacy.
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The five most prevalent domains on all the websites our users visited were
e doubleclick.net

e pubmatic.com

e adnxs.com

e google.com

e rubiconproject.com

As shown in Table 5.2, one interesting point is that doubleclick.net is under the own-
ership of Alphabet Inc. which also is the parent company of Google LL.C. This means
that companies owned by Alphabet Inc. alone has almost two times more (60) occur-
rences than pubmatic.com (33), number two on our list. This leads us to believe that
Alphabet Inc. is a major stakeholder in online tracking, probably to support their
extensive advertisement services. Since July, 2018 Doubleclick advertiser products
and Google Analytics 360 suite have been merged into Google Marketing Platform
[6]. By focusing on the whole set of domains, as seen in Appendix B.1 we can see
that youtube.com is also a domain which runs tracking-services, an subsidiary of
Alphabet Inc. Two more domains; google.se has 1.6% and blogger.com with 0.2% of
the tracking-services found can also be attributed to Alphabet Inc.

Before analysing the results, our initial beliefs were that the big social media com-
panies, Facebook, Instagram and Twitter would be amongst the top five domains,
however, 4 out of 5 domains from Table 5.2 focus solely on advertisement while
Google sell many different services, among them advertisement. It turned out that
Twitter.com and Facebook.com coming in at a shared 8:th place with 10 occurrences
each, along with the search engine Yahoo.com and some other advertisement com-
panies.



Chapter 7

Conclusions and Future Work

The majority of users are aware that tracking took place on the websites they visited
and understand that not all trackers are required for website functionality. This is
probably the reason why so many of them use privacy add-ons. Some users were
not aware that tracking was taking place on a small collection of sites. As stated in
our background, we can clearly see that advertisement is a profitable business with
revenues over 59 billion dollars in 2015. This makes it no surprise that so many
different tracking domains are represented. Among the biggest names on the top 5
list is Google LLC and Doubleclick. Since both Google and Doubleclick are owned
by the same parent company (Alphabet Inc.) they do represent a dominating first
place in our top five list. This is coherent with our initial belief that google would
be in the top five since they offer many different advertisement services and is the
biggest search engine [22], this was proven right by our research.

A similar survey could be performed where focus instead would be put in a qual-
itative study which would potentially give more insight in users opinion on found
trackers on specific websites. There is much potential research that can be done on
this topic. In our opinion there are few topics that should be of interest and be taken
seriously as guarding our personal information. One topic of research to investigating
further covers the companies that own these domains that provide tracking services
to websites. By just running whois on the very short list of sites we could see that
there is overlap in that there can be many different domain names that track users
but are owned by the same company. Furthermore there is opportunity to compare
different privacy tools against each other, find a good balance of guarding your per-
sonal information and still being able to use the services that are provided online.
It would be interesting to see in another study if the number of potential trackers
change the participants acceptance level of using the "free service". Where does one
draw the line between usefulness and when is the cost is to high.
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Appendix A

Survey questions

(1) Which site did you visit?
Text input field

(2) Did you follow the optional steps regarding cookies, cache and privacy add-ons?
I did not take any of the optional steps, No blocking/privacy add-on in use, I cleard
my cookies and site data, I cleared cached web content

(3) How many potential trackers did the add-on find?
0, 1-10, 11-20, 21-30, 31-40, 41-50, 51-60, 61-70, 70+

(4) Which type of site is this? One website can belong to multiple choices

University / Highscool, Educational, Encyclopedia, Government entities, Blog, Social
media, Streaming media, Game, Literature, Shopping, News, Forum, Employment
oriented, Hobby, Entertainment, Creative, Matchmaking, Online tools, Chat rooms

5) How would you rank your knowledge in the it sector?
0-10

(6) I was aware that the site contained potential trackers
Strongly Agree, Agree, Neither agree or disagree, Disagree, Strongly Disagree

(7) T was suprised by the number of potential tracking domains on the site I vis-
ited
Strongly Agree, Agree, Neither agree or disagree, Disagree, Strongly Disagree

(8) T think most of these potential trackers are required for website functionality
Strongly Agree, Agree, Neither agree or disagree, Disagree, Strongly Disagree

(9) I think it is okay for the website I visited to use trackers.
Strongly Agree, Agree, Neither agree or disagree, Disagree, Strongly Disagree

(10) T am extreme in my efforts to defend my privacy.
Strongly Agree, Agree, Neither agree or disagree, Disagree, Strongly Disagree

(11) Do you take any precautionary actions to keep your privacy in your every-
day life?
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Yes,No

(12) In relation to the previous question; In what way?

Privacy add-ons, Clearing cookies and site data, Clear cached web content, Modify
website privacy settings, Avoid certain sites, Virtual Private Network(VPN), Tor,
Other

(13) If you chose other on the previous question, please elaborate.



Appendix B

List of domains

B.1 Full list of domains by number of trackers

doubleclick.net 39
pubmatic.com 33
adnxs.com 27
google.com 21
rubiconproject.com 14
openx.net 13
amazon-adsystem.com 13
yahoo.com 10
twitter.com 10
quantserve.com 10
facebook.com 10
adform.net 10
scorecardresearch.com 7
google.se 7
wbbc.net 6
sitescout.com 6
criteo.com 6
contextweb.com 6
consensu.org 6
casalemedia.com 6
3lift.com 6
turn.com 5
tapad.com 4
taboola.com 4
rfihub.com 4
mathtag.com 4
lijit.com 4
gstatic.com 4
everesttech.net 4
emxdgt.com 4
cloudflare.com 4
bidswitch.net 4
adtech.de 4
adsrvr.org 4
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youtube.com 3
simpli.fi 3
ora.tv 3
mookiel.com 3
ipredictive.com 3
flashtalking.com 3
deployads.com 3
bidr.io 3
advertising.com 3
lrx.io 3
tribalfusion.com 2
tremorhub.com 2
svd.se 2
stickyadstv.com 2
statcounter.com 2
stackadapt.com 2
spotxchange.com 2
samba.tv 2
rundsp.com 2
netmng.com 2
myvisualiq.net 2
ibillboard.com 2
gwallet.com 2
gumgum.com 2
fwmrm.net 2
dotomi.com 2
districtm.io 2
demdex.net 2
bluekai.com 2
adsnative.com 2
addthis.com 2
aaxads.com 2
360yield.com 2
zorosrv.com 1
zemanta.com 1
wix.com 1
wikia-services.com
widespace.com 1
unrulymedia.com 1
tumblr.com 1
thebrighttag.com
teads.tv 1
storygize.net 1
sportradar.com 1
sonobi.com 1

smartadserver.com 1

sharethrough.com

1

1

1
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serving-sys.com 1
schibsted.com 1
postrelease.com 1
plista.com 1
owneriq.net 1

oath.com 1

nr-data.net 1
mynativeplatform.com 1
mér.eu 1
lwadm.comlwadm.com 1
krxd.net 1
imrworldwide.com 1
gemius.pl 1
fontawesome.com 1
exelator.com 1
disqus.comdisqus.com 1
digitru.st 1
criteo.combttrack.com 1
creativecommons.org 1
co.uk 1

colpirio.com 1
casalemedia.combttrack.com 1
blogger.com 1

bing.com 1
bet36b5affiliates.com 1
bannerflow.com 1
akamaihd.net 1
adsymptotic.com 1
adition.com 1
adhigh.net 1
adentifi.com 1

B.2 List of domain with registrar

[360yield.com] Registrant Organization: Whois Privacy Service
[31lift.com] Registrant Organization: Whois Privacy Service
[adentifi.com] Registrant Organization: AdTheorent Inc

[adform.net] Registrant Organization: Savvy Investments, LLC Privacy ID# 10439376
[adnxs.com] Registrant Organization: AppNexus Inc

[adsrvr.org] Registrant Organization: The Trade Desk

[adsymptotic.com] Registrant Organization: Drawbridge Inc
[amazon-adsystem.com] Registrant Organization: Amazon Technologies, Inc.
[bidr.io] Registrant Organization:

[bidswitch.net] Registrant Organization: Domains By Proxy, LLC
[bing.com] Registrant Organization: Microsoft Corporation
[casalemedia.com] Registrant Organization: Index Exchange Inc.
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[consensu.org] Registrant Organization: IAB Europe
[criteo.com] Registrant Organization: Criteo SA
[deployads.com] Registrant Organization: REDACTED FOR PRIVACY
[districtm.io] Registrant Organization: District M Inc.
[dotomi.com] Registrant Organization: Conversant LLC
[doubleclick.net] Registrant Organization: Google Inc.
[emxdgt.com] Registrant Organization: ORC International
[everesttech.net] Registrant Organization: Adobe Inc.
[facebook.com] Registrant Organization: Facebook, Inc.
[google.com] Registrant Organization: Google LLC

[gumgum.com] Registrant Organization: GumGum
[ipredictive.com] Registrant Organization: Adelphic, Inc.
[1ijit.com] Registrant Organization: Domains By Proxy, LLC
[mathtag.com] Registrant Organization: Contact Privacy Inc. Customer 0140394076
[mookiel.com] Registrant Organization: Xaxis

[netmng.com] Registrant Organization: IgnitionOne

[openx.net] Registrant Organization: REDACTED FOR PRIVACY
[ora.tv]

[owneriq.net] Registrant Organization: OwnerIQ

[plista.com] Registrant Organization: plista GmbH
[pubmatic.com] Registrant Organization: PubMatic, Inc.
[quantserve.com] Registrant Organization: Quantcast
[rfihub.com] Registrant Organization: Rocket Fuel Inc
[rubiconproject.com] Registrant Organization: The Rubicon Project, Inc.
[rundsp.com] Registrant Organization: RUN
[scorecardresearch.com] Registrant Organization: TMRG, Inc
[simpli.fi]

[sitescout.com] Registrant Organization: Centro Media, Inc
[spotxchange.com] Registrant Organization: SpotX, Inc
[stackadapt.com] Registrant Organization: Collective Roll
[taboola.com] Registrant Organization: Taboola.com LTD
[tapad.com] Registrant Organization: Tapad, Inc.
[tremorhub.com] Registrant Organization: Telaria
[tribalfusion.com] Registrant Organization:

[turn.com] Registrant Organization:

[twitter.com] Registrant Organization: Twitter, Inc.
[unrulymedia.com] Registrant Organization: Unruly Group Ltd
[wb5c.net] Registrant Organization: DataXu

[yahoo.com] Registrant Organization: Oath Inc.

[youtube. com]

[google.se]

[criteo.combttrack.com]

[mynativeplatform.com] Registrant Organization:

[nr-data.net] Registrant Organization: New Relic
[contextweb.com] Registrant Organization: PulsePoint
[creativecommons.org] Registrant Organization: Creative Commons Corporation
[imrworldwide.com] Registrant Organization: The Nielsen Company
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[samba.tv] Registrant Organization: REDACTED FOR PRIVACY
[wikia-services.com] Registrant Organization: Contact Privacy Inc.
Customer 0137380691

[addthis.com] Registrant Organization: REDACTED FOR PRIVACY
[gemius.pl]

[m6r. eu]

[fontawesome.com] Registrant Organization:

[1rx.io] Registrant Organization: RhythmOne

[adition.com] Registrant Organization: Virtual Minds AG
[advertising.com] Registrant Organization: Oath (Americas) Inc.
[bluekai.com] Registrant Organization: REDACTED FOR PRIVACY
[casalemedia.combttrack.com]

[demdex.net] Registrant Organization: Adobe Inc.

[fwmrm.net] Registrant Organization: Freewheel Media, Inc.
[gwallet.com] Registrant Organization: RadiumOne, Inc.
[ibillboard.com] Registrant Organization: REDACTED FOR PRIVACY
[krxd.net] Registrant Organization: Salesforce.com, Inc.

[co.uk]

[postrelease.com] Registrant Organization: Nativo, Inc
[serving-sys.com] Registrant Organization: Sizmek Technologies Inc.
[sharethrough.com] Registrant Organization: Domains By Proxy, LLC
[smartadserver.com] Registrant Organization: Smartadserver
[sonobi.com] Registrant Organization: Sonobi, Inc
[stickyadstv.com]

[storygize.net] Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
[teads.tv]

[thebrighttag.com]

[wix.com] Registrant Organization: Wix.com, LTD.

[zemanta.com] Registrant Organization: Outbrain

[oath.com] Registrant Organization: Oath Inc.

[exelator.com] Registrant Organization: Whois Privacy Service
[myvisualiq.net] Registrant Organization:

[tumblr.com] Registrant Organization: Tumblr, Inc.

[gstatic.com]

[aaxads.com] Registrant Organization: AAX, LLC

[adsnative.com] Registrant Organization: Polymorph Labs Inc
[akamaihd.net] Registrant Organization: Akamai Technologies, inc.
[bannerflow.com]

[cloudflare.com] Registrant Organization: DATA REDACTED
[schibsted.com]

[svd.se]

[adhigh.net] Registrant Organization: WhoisGuard, Inc.
[adtech.de]

[colpirio.com] Registrant Organization: Not Disclosed

[lwadm. comlwadm. com]

[widespace.com]

[zorosrv.com] Registrant Organization:
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[bet365affiliates.com] Registrant Organization: bet365 Group Limited
[flashtalking.com] Registrant Organization:

[sportradar.com] Registrant Organization: REDACTED FOR PRIVACY
[blogger.com] Registrant Organization: Google LLC

[digitru.st]

[statcounter.com] Registrant Organization: StatCounter
[disqus.comdisqus.com]
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