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ABSTRACT

Context: Node.js is an established web framework built using JavaScript. As a result, there are
a wide variety of frameworks that have emerged that specialise in different quality attributes
and functionalities. Some of which are heavily geared to performance and benchmarking while
other might focus on security, availability, robustness etc.

Objectives: The project aims to explore different Node.js server-side frameworks and
determine their maintainability using metrics such as Halstead metrics, Maintainability index,
source line of code as well as Logical source lines of code. This thesis also explores if there is
a correlation between the quality attributes maintainability and performance.

Realisation: In order to explore the different quality attributes, the thesis relied upon
experiments and a literature review. The hierarchical method in this thesis was first to examine
their performance, later examine their overall maintainability. Examined is also the impact of
comments and how they can affect the results of the maintainability index

Results: The results indicate all the selected frameworks have a low-to borderline medium
cyclomatic complexity, also a high degree of maintainability using two different 3 metric
maintainability index formulas. The latency tests indicate the different framework produce
similar performance results.

Conclusion:

Concluded in this thesis is, there seem to be no relationship between both lines of code , logical
lines of code and cyclomatic complexity. There also seem to be no correlation between
Halstead volume and the overall maintainability index for both the 3 metric formulas used. The
performance results indicate that the latency test is isolated from maintainability, where
cyclomatic complexity, maintainability index, Halstead volume etc do not affect the latency of
the framework.

However, there seem to be a relationship between Halstead Effort and Cyclomatic Complexity
using one of the 3 metric formulas i.e., as the cyclomatic complexity decreases the overall
maintainability (using Halsted’s effort instead of Halstead’s volume) increases.

Keywords: Maintainability index, Latency, Node JS,
Maintainability, Halstead, Cyclomatic Complexity
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1. INTRODUCTION

Web Frameworks provide a foundation in which the system can be used to be developed
under [1]. The Web framework can include classes, predefined code segments for specific
actions, functions, and different processing helper modules that simplifies the development
process. The different modules both help maintain the source code but also offer benefits
such as faster development times and some Webb framework even provides pretested code
[1][2][3]. This in the end, streamlines the production almost in all areas of development.

Webb Frameworks can generally be divided into two groups, client-side / front-end
frameworks and server-side/backend frameworks [1]. The backend Webb-frameworks can be
used to implement CRUD, Sockets, Security operations as well as End point creations among
various other features, front-end frameworks on the other hand can help rendering processes,
design/layout, parsing, data processing [4].

This thesis will focus on examining a set of server-side Webb frameworks and measure their
Maintainability and performance.



2. BACKGROUND

2.1 INCLUSION CRITERIA

The pool of existing Node.js frameworks are extensive, Different developing entities aim to
improve different areas in both simplifying the development processes and at time tune the
framework towards special quality attributes.

Including every single framework is a difficult task, therefore the selected frameworks will be
selected based on the inclusion criteria and a maximum of 8 frameworks will be studied and
explored further.

The inclusion criteria are a composition of the framework in which the framework might be
relevant to the study.

1. Must be a Node.JS backend framework

2. Must be open source under MIT or similar license

3. Must support routing.

4. Must be relevant in terms of updates, the framework must have been updated within
the time span of maximum of 2 years (September 2019)

5. Must be natively written in JavaScript

6. Popularity

2.1.1 INCLUSION CRITERIA MOTIVATION

1. This thesis aims to examine frameworks/libraries that are built upon the Node.js
environment. This is to limit deviations or impacts caused by different environments.

2. The web frameworks must be altered in this thesis such as removing comments and
files etc, therefore for this possibility frameworks need to be open source.

3. Routing is defined as “...Routing refers to determining how an application responds
to a client request to a particular endpoint, which is a URI (or path) and a specific
HTTP request method (GET, POST, and so on).”! The frameworks selected will
make use of traditional HTTP request methods, therefore the frameworks must be
able to process HTTP methods.

4. Stale or outdated frameworks are not relevant to this study, this is due to
maintainability index measures the simplicity of applying maintenance activities on a
system. Essentially, if a system does not need to be updated, it is perhaps
counterproductive to measure its maintainability.

I https://expressjs.com/en/starter/basic-routing.html



5. The reason is to limit differences and impacts made by different programming
languages. In essence, different programming language can vary in implementation
therefore this can impact complexities and lines of code i.e. factors that developers
may not be able to control.

6. The Node.js frameworks must have an established user-base, this reason is selected
arbitrarily. However, its linked to the notion of the more userbase the more frequent
the source code will be up to date.

2.2 PURPOSE

There aren’t any industry guidelines for selecting frameworks; rather the general selection
process is narrowed down to a set of considerations, such as quality attributes like scalability
and learnability or perhaps the general effort it will take to understand the framework [1].

In my understanding there have been very few and limited server-side evaluation of
frameworks and how well different frameworks operate on the server side.

Another aspect of evaluating frameworks is to examine how the system/systems are
susceptible to change. A great deal of the overall cost of development over the system life
cycle is postproduction. One of the factors that drive the postproduction cost is how
maintainable the system inherently is [5][6][7]

This thesis aims to explore the relationship between performance in terms of latency and the
overall maintainability of the system. This thesis also includes various metrics that could be
used to determine the system maintainability and the effects/impacts different metrics have
on the outcome.

2.3 SCOPE AND LIMITATIONS

Because of the time and the complexity, this thesis will be limited to a total of eight Node.js
server-side frameworks. There will be no emphasise on budling a client-side page and
connecting the system to databases. The implementation of The REST API endpoints must
adhere to the documentation provided by the developing entity.

The maintainability index will be measured using various measuring tools. Files such as
readme’s, test scripts, package-JSON’s, node modules etc will not be included in the
evaluation of the framework. The selected tools all support the ability to not calculate certain
files and folders from the calculations.

As eluded by in the inclusion criteria, The framework must have had updates relatively
recent. However, updates to documentation or tests etc does not count as an update to the
framework. Rather, an update is defined in this instance, as an update to the source files that
adheres directly to the framework functionalities.



2.4 WHAT IS MAINTAINABILITY?

Maintainability is quality attribute defined as “...degree of effectiveness and efficiency with
which a product or system can be modified to improve it, correct it or adapt it to changes in
environment, and in requirements” [12]

according to both ISO/IEC/IEEE 14764 and ISO 25010 standards. Fundamentally,
maintainability is the ease a software can be maintained, in addition to how easy it is for the
developers to alter, remove or enhance the system

Maintainability measurements and metrics allows the organizations forecast and asses the
quality of the system. Explicitly, if a system is built to have a high degree of maintainability
it can habitually translate into low maintenance efforts. Effort can be both in physical time for
the developing team to enhance, remove or alter features or in terms of financial cost.[22]
Both of which aims to decrease the postproduction costs.

According to ISO/IEC/IEEE 14764, there are several types of activities for maintenance
Examples as such are:

o Corrective maintenance: Maintenance to detect and/or correct bugs, errors or faults
in the system. [25]

o Adaptive maintenance: Maintenance to adapt to environmental factors such as new
hardware, operating systems or even rules and regulations.[25]

e Perfective maintenance: Maintenance for software evolution, i.e., introduction of
new features and enhancements but also removal or altering of existing features. [25]

e Preventive maintenance: Assessment and maintenance of the software to enhance
the life span of the system, i.e., updating documentation, optimizing the source code
etc. this is to detect and mitigate faults in hopes to prevent them becoming operational
errors. [25]

The subsidiary benefits of high degree of maintainability are also the system’s ability to
become adaptable, giving the organization the possibility to alter the system according to
environmental factors (such as the market, rules and regulations, requirements etc.), but also
to introduce new features to the system itself. Hence, having a high degree of maintainability
poses advantages that in many cases do in fact translate to reduced efforts in the long run.
[22]



2.5 MEASURING MAINTAINABILITY

2.5.1 DESIGN TIME

There are several techniques for determining maintainability. Maintainability is a quality
attribute that is often measured during the design stages of the development [13]

A case in point being to identify low cohesive areas which can be a sign of bad design or
perhaps even complicated areas of the system that need to be “untangled”.[16].

Decreasing “module dependencies” i.e., decreasing module coupling [17] even measuring
consistency of the documentation (for instances does the code conform to the documentation
or how much deviation is found between the documentation and the code) are all
methodologies of preventative measures that inherently aim to prevent design “error” and/or
decisions that later might possibly require refactoring, or if left untreated yield a lower degree
of maintainability.[13]

2.5.2 POST DEVELOPMENT

There are studies indicating there are conclusions to be drawn between quantitively
mathematical measurements i.e., code metrics and maintainability of the code.
[13][19][20][21].

However, some studies have criticized code metrics for being questionable due various
factors, one of which is the requirement of having a code base built [13] to even attempt to
gauge the maintainability of the system during or post development. Unlike design time,
prediction techniques can be employed at various stages of development, whereas statistical
evaluations require input in form of a code base. Using SLOC as the only tool for gauging
maintainability might not translate to a factor for measuring maintenance, this notion is
further described in section 2.6.

2.5.3 MAINTAINABILITY INDEX

The maintainability index is a metric that measures the maintainability of a system, The
metric incorporates Cyclomatic complexity, Lines of code, and Halstead metrics in order to
assess and produce a value indicating the system overall maintainability. Throughout the
years the formula has been expanded and several variations of the formula have emerged.
[31]

The study by the developers of the formula and Hewlett and Packard in 1994 concluded the
following “... Our results indicate that automated maintainability analysis can be conducted
at the component level, the subsystem level, and the whole system level to evaluate and
compare software” using maintainability index. This is also confirmed by research and

studies such as “Development and Application of an Automated Source Code Maintainability
Index [30]

Thus, indicating that the use of MI is optimal in two instances mainly for Periodic software
assessments (asses the system over time) and software change integration (assess software
and determine if the system requires refracturing) [30]
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2.6 MAINTAINABILITY INDEX METRICS

2.6.1 LINES OF CODE(LOC/SLOC) AND ITS LIMITATIONS

The metric has been under discussion for several years.[18], in essence Lines of code metric
is used to measure the source code in physical lines and as a result illustrate the size of the
software.

The simple concept of more LOC equates to more effort is not explicitly true in all cases [24]
for instance, writing several variable declarations in one line might yield a minute LOC
value, this does not equate to easily maintained code compared to several lines of variable
declarations. [24]. Although its questionability, the lines of code metric have been used
successfully in mathematical formulas used to detect errors. [23][28]

By measuring the size of the software, the metric gives an insight of what type of effort is
required to maintain the software. The notion being, the more line of code equates to more
effort required to alter the source code. [23],

Further constrains of Lines of code:

I. A code base must be built, subsequently the more code, the more accurate the
LOC will reflect the maintenance required (if LOC is the only input of
maintainability measurement) [23]

II.  Reducing lines of code, can be a subjective function of how skilled the
developer inherently is i.e., knowledgeable developers can develop the same
code with less lines of code. Writing compact modules may decrease the LOC
but may not inevitably affect the overall maintainability. [23]

III.  LOC is not a uniform solution, meaning different languages may require
different number of lines of code for different procedures in comparison to
other languages, coupled with no industry standard figure for what constitutes
a “good” LOC total makes the value of LOC metric somewhat
unsubstantiated. [23][52].
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2.6.2 COMMENTS ON THE CODE

Maintainability index do come with drawback and that is the use of SLOC, because SLOC
considers all lines of code including comments as eluded by in the previous section.
Ultimately, it’s a human that will alter the code, thus having descriptive comments to the
person conducting the maintenance will benefit the maintenance process (comments need to
be maintained with the code base, having outdated comment is problematic and again having

comment in the code, doesn’t necessary transmute into more easily maintained code)
[30][53].

The developers of the maintainability index (P Oman and J Hagemeister, 1992) further
explained” ...large comment blocks, especially in small modules, unduly inflated the
resulting maintainability indices”

A scientific article by Kurt D Welker also further emphasised the claim ... Comments, just
like source code, will degrade over time as maintenance activities are performed unless
specific actions are taken to keep them from becoming inaccurate” [31], thus indicating the
comments are a point of discussion and their use might affect the overall maintainability of
the code.

Depending on the developing entity and the method of development. Some developers might
be required to add comments and perhaps even adhere to organizational guidelines of how to
construct those comments, alternatively some developers might not require commenting on
source code files. Both of which have an impact to the maintainability aspect of the system.

2.6.3 HALSTEAD’S METRICS

In 1977 Maurice Halstead, developed a series of metrics in order to measure program
complexity through the source code. More specifically, his aim was through operands and
operators determine the source code complexity [34].

2.6.4 HALSTEAD VOLUME

The Halstead volume aims to measure the “size” of an algorithm measured in bits [35][36]
Halstead Volume : V = Nlog2(n) => V = (N1+ N2)log2 (n1 + n2) [37]

n2 = number of unique or distinct operands.

nl = number of unique or distinct operators.

N1 = total number of occurrences of operators.
N2 = total number of occurrences of operands.

0O O O O

12



2.6.5 HALSTEAD EFFORT

Halstead’s effort metric aims to gauge and quantify the general effort it would take to
implement the algorithm into source code.

Halstead hypothesis was to examine if there is a correlation between a software and the
mental effort required to implement it, one of the driving factors for the study was Stroud's
number/range to assess the mental effort required to build a system [37]

Halstead Effort: E =V+D => E =V (”71)* (E) [37]

ni

The Halstead effort metric is controversial in its use, due to some assumptions made by
Halstead that was deemed to be unsubstantiated. [37][38] An example of which is the
assumption made by Halstead of how many elementary decisions the mind can make and the
use of Stroud’s Range. [37][38]

2.6.6 CYCLOMATIC COMPLEXITY (CC)

Developed by Thomas. J. McCabe in 1976, code complexity is defined as the difficulty of
understanding the code, the difficulty in fixing and updating the code [40] [39]. The
cyclomatic complexity main purpose is to measure the complexity using flow graphs i.e.,
decision points.[30][39]

The metric defines and considers all decision choices a function can make. For instance, a
clear static variable that is assigned a value will produce a lower/better mark while
conditional-statements and loops will submit a higher/worse score. The general score is later
an indication of the overall complexity of the function/class or module [39][41][42].

Cyclomatic Complexity: CC = E — N + (2P) [39]
o E =number of edges in the Flow Graph

o N =number of nodes in the Flow Graph
o P =number of nodes with return/exit commands

13



2.7 MODIFIABILITY

Alterations made to software’s occur for different reasons. Some of which can be an
improvement of a feature/function, an expansion of the software system, or at times even
eliminate existing features.

Modifiability in its core, is all about change and thus we study the constraints of making said
change. Thereby, modifiability is a QA? that focuses on how the system can handle a change.

[13][8]

Although highly dependent on the lifecycle of the system, some types of software are
designed to be short lived therefore applying high degree of modifiability might increase the
pre-launch cost for something that, in the end will not require regular adjustments [11].

There are several different enquiries that pertain to modifiability, questions such as what can
change and at which rate? Essentially there are some emphases also on the general cost of a
change made. 8]

The cost of such change can be both financial and effort, but also the rate in which several
other components will require changes as a result [17].

In broad terms modifiability can be summed to “Degree to which a product or system can be
effectively and efficiently modified without introducing defects or degrading existing product
quality.” [12]

2.8 CORRELATION BETWEEN MAINTAINABILITY AND
MODIFIABILITY

Maintainability encompasses several other QA? such as modularity, Reusability,
analysability, modifiability and testability [12].

Some scholars, studies and sources suggest the QA2 maintainability is a sub-category of
modifiability [14][15]. The latest ISO 25010 standard, however, concludes modifiability
being a subcategory of maintainability [12][13]

2 QA: Quality attribute
14



2.9 PERFORMANCE

2.9.1 OVERVIEW

Performance is a quality attribute that produces quantitative results such as response times,
resource usage and throughput among others various statistical units, these elements are
called performance requirements [45], In essence performance testing is the process of
examining key indicators that when under some #ype of pressure produce quantitative results
based on the pressure they are put under [46][45]

The results produced are indicators that explain both the limit of the software and indirectly
argue about the systems performance requirements. Thus, when testing a system some
principles might become more prioritized than others.[45]

Performance testing produce metrics that can argue about other respective quality attributes
such as security, scalability, availability (fault tolerance, recovery.... etc) etc. [47]

2.9.2 PERFORMANCE TESTING

There are several types of subgroups in terms of performance testing [48],
Typically, one of the interesting factors of performance testing is, through a user perspective,
measure throughput using response time under a specific load.[47]

The reason to test is to examine how the system handles different workloads, this can be a
sudden increase in the number of users, concurrent users, measure maximum

workload for specific actions, system bottlenecks and perhaps even determine weak point of
the system etc. [49]
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3. RESEARCH QUESTIONS

OVERVIEW

The performance and maintainability quality attributes have a relationship to each other, at
times a beneficial and other times conflicting.

The performance attribute negatively affects maintainability [29]. And since performance
and maintainability are conflicting a trade-off between the two-quality attribute can at times
be inevitable [3][27].

At the other end, performance issues are “easier” to solve in maintainable code than the less
maintainable code, furthermore, the chances of performance issues are less prevalent in
maintainable code [63].

Maintainability is defined as an “optimisation enabler” to other quality attributes such as
performance. Therefore, there is a “secondary” effect of designing for maintainability, which
is the benefits of optimisation for performance aspects [83].

This thesis aims to examine if a specific performance aspect affects maintainability or metrics
included in the maintainability index.

3.1 RESEARCH QUESTION 1
how extensively do the different frameworks differ in terms of performance?

There are in essence identical design solutions, but the implementation can be implemented
in various ways [9] and thus, this question examines if a single implementation offers
advantages in comparison to others in terms of performance and Maintainability.
Answered through an experiment.

3.2 RESEARCH QUESTION 2

What degree of maintainability is induced by the framework and is there a correlation
between performance and maintainability?

The use of maintainability index, cyclomatic complexity and Logical SLOC we aim to
measure the overall maintainability (with respect to the metrics). These factors are explained
and motivated in the upcoming section “Maintainability”

Answered Through an experiment
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3.3 RESEARCH QUESTION 3

Is there a correlation between Halstead’s metrics (Effort, Volume, Difficulty) and their
impact on the maintainability index? In essence, do the metrics for maintainability index
measurement correlate to each other?

The main question is, do the metrics in maintainability index have a correlation to each other?
In this thesis we aim to explore the relationship between cyclomatic complexity and the
maintainability index (Halstead Volume and effort.) and its parameters such as source line of
code, Logical SLOC, Halstead Volume and effort.

Answered through experiment

3.4 RESEARCH QUESTION 4

What are the main differences between the frameworks selected?

The frameworks all aim to solve design problems. however, the implementation may vary.
Some might perhaps be geared to modularity, features etc while other might be geared
towards performance. This thesis aims to explore what the frameworks are geared towards
and if the framework is geared towards performance. In order to evaluate the claim, the only
input to this exploration, is the Framework developers own claims.

Answered through input from RQ1 and a literature/Documentation study.

17



4. MAINTAINABILITY INDEX FORMULAS

Through the years different variations of the original maintainability index formula have
emerged. Some have been to counter-act problems with comments other have emerged to
further simplify the results etc.

Single metric formula:

MI = 125- 10 X log(aveE) [33]
The single metric formula encompasses the average Halstead effort metric. This is the least

accurate formula and does not consider variable such as the size of the system nor the
complexity of the modules that is measured. It relies heavily on the effort variable. [31]

The 3-metric formulas/original formula:
i. MI=171-52XIn(aveV) —0.23 X aveV(g’) — 16.2 X In(aveLOC) [31]
ii. MI = 171 —3.4 xIn(aveE) — 0.23 x aveV(g') — 16.2 X In(aveLOC) [31]

The 3 metric formulas make use of several different variables and are deemed sufficient if no
assessment of the comments in the source code is made. [31]. The formulas are largely the same
except for their main use of the Halstead metrics, where “I, uses the average Halstead volume which
is less controversial than ii which implements the effort metric.

The 4 metric formula / Maintainability index SEI [44]:

MI = 171 — 5.2 xIn(aveV) — 0.23(aveV(g’)) —16.2 x In(aveLoc) +
(50 x sin(,/2.46 x perCM)) [44]

In order to counteract the problem with comments (determining if the comments of the source
code are relevant), a new extension of the original formula was developed in 1994 by the
same founders (P Oman and J Hagemeister) of the original formula [30]. The newly revised
formula was promoted by Software engineering Institute (SEI) in 1997 and was
recommended to be used for measuring maintainability of a program, including the use of
Cyclomatic complexity, Halstead complexity measures etc. [44]

18



The 5 metric formula:

MI = 138 - 2.76 X In(aveE) — 0.33 X aveVG2 - 12.2 X In(aveLOC) +
0.88 X aveCMT + 104 x EDOC [33]

A further improvement of the 4 metric formula is the 5 metric system. In which the extended
cyclomatic is used, the main difference being that the extended cyclomatic complexity
emphasises Boolean operators i.e., comparisons [42][65].
Furthermore, the formula also takes physical lines of comments and thus limiting the
subjective input from the programmer, and lastly the EDOC is two-part subjective
ranking/scoring system [33]:

1. an evaluation of documentation is conducted and is scored between 0 and 15

points
2. 0to 5 points is given based upon the ease of building the system itself.

Abbreviation Description

aveE Average Halstead effort per module.

aveV Average Halstead volume per module.

aveV(g’) Average extended cyclomatic complexity per module
aveLOC Average Lines of Code per module

perCM Percentage of comments in the source code

aveVG2 Average extended cyclomatic complexity

aveCMT Average number of lines of comments per module
EDOC A scoring system

19



5. RESEARCH METHOD

5.1 SELECTED FRAMEWORKS

Based upon the inclusion criteria, Table 1 illustrates the frameworks that will be explored
further and therefore be evaluated.

Table 1 Frameworks/libraries in the study

FRAMEWORK Updated (Visited August 2021)
Hapi.js July 2021

Express.js August 2021

Resify.js July 2021

Fastify.js Jan 2021

Sails.js dec 2020

Koa.js June 2021

Total.js June 2021
Moleculer.js July 2021

5.1.1 SPECIAL CONSIDERATIONS

The frameworks were searched on Google and GitHub and examined based on the inclusion
criteria’s,

There are several other frameworks that could very well be in Table 1. Such as Vaprjs,
meteor.js and Derby.js however due to the time restrictions, the selected frameworks had to
be limited in their number. Ultimately the final verdict was based upon how well each
framework fulfils the inclusion criteria from their popularity became the deciding factor.
There were other frameworks that were considered such as Nest.js, Adonis.js and Feather.js.
These frameworks where unfortunately not included due to their use of typescript rather than
JavaScript.

5.2 METHOD FOR MEASURING MAINTAINABILITY INDEX (RQ2)

Before alluding to the methods. The 4-5 metric MI - formulas requires assessment of the
source code and a conclusion must be drawn weather most of the comments are correct and
valid, since this requires subjective input the 4 and 5 metric systems will not be relevant. The

original 3-metric MI-formula is sufficient, if no assessment of the comments can be made.
[31]

20



5.2.1 3-METRIC SYSTEM

a) MI = 171 — 5.2 X In(aveV) — 0.23 X aveV(g’) — 16.2 X In(aveLOC)
b) MI = 171 — 3.4 x In(aveE) —0.23 X aveV(g") — 16.2 x In(aveLOC)

The original(3-metric) formulas will be used, the reasoning behind this choice is due to
research indicating the 3 metric system is sufficient if there is not a human assessment that
deem most comments valid [31].

Typically, there are 2 different variations of the formula were:

a) Uses Halstead’s volume(V) to calculate the M1,
b) Uses Effort(E), where effort is defined as E = D * V,

D is defined as: D = (%1) * (%) [37]

o 12 =number of unique or distinct operands.
N2 = total number of occurrences of operands.

5.2.2 MICROSOFT VERSION OF THE MAINTAINABILITY INDEX

Despite the scale being strictly defined, there are constraints and problematic elements of the
scale.

For instance, the original 3-metric formula as it is, can produce negative values and thus it
can be difficult to gauge the differences between a maintainability index with the score of
zero versus a negative value. [51]

Original maintability index:
MI = 171 —5.2 X In(aveE) — 0.23 X aveV(g’) — 16.2 X In(aveLOC)

Microsoft Maintabaility index :
MI = MAX(O0,(171 —5.2 XIn (aveV) — 0.23 X avelV(g’) — 16.2 X In (avelLOC)) X
100/171

In order to counter-act this problem Microsoft created a formula that solves this problem
while still preserving the integrity of the original formula. This is done by rounding negative
values to zero and translate the score to a range between 0-100. [51]

21



5.2.3 SCALES AND THRESHOLDS

For the 3-metric system, the scale of the maintainability index is described as the following

[30]:
Index Description
>85 high degree of maintainability. Indicating
the source code is highly maintainable.
65-85 moderately maintainable code
<65 Difficulties arises if maintenance is
required.

Original Maintainability index thresholds

The Microsoft maintainability scale is defined as following [51]:

Index Description
0-9 Red (Reason for concern)
10-19 Yellow (Fair)
20-100 Green (Good)

Microsoft Maintainability index thresholds

Cyclomatic complexity thresholds per module is defined as following [79]:

Index/complexity Risk level
1-10 Low risk
11-20 Medium risk
21-50 High Risk
>50 Very high Risk

Cyclomatic complexity thresholds

5.2.4 METHOD OF MEASUREMENTS

The units (Halstead Effort, Cyclomatic Complexity and LOC) will be measured by an
arbitrarily selected software, and the values will be verified with another arbitrarily selected

software.

If the values differentiate another similar software will be selected until the values are

redundant across several other software.
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5.2.5 SOFTWARE CANDIDATES
Inclusion criteria:

To be a valid nominee, the measuring software must:
e Be able to measure the units SLOC (Source Lines Of Code), HV (Halstead volume
and/or Halstead Effort) and CC (cyclomatic complexity)
o Be able to measure JavaScript code.
e Be open sourced.

Selected Software’s:

I.  escomplex’: Measures CC, LOC, Halstead volume and Effort, MI
II. complexity-report*: CC, LOC, Halstead volume and Effort, MI
II.  plato’: LOC, Halstead volume and Effort, MI (Microsoft Scale)

5.3 PERFORMANCE MEASURING METHOD (RQ1)

This thesis will focus on the response times of the different server-side frameworks. The area
to be tested and measured is the response time/latencies of the different frameworks ability to
resolve requests in the framework of a REST APIL

5.3.1 SOFTWARE CANDIDATES AND TECHNICAL DETAILS

The requests will be measured using HTTP/1.1 performance testing tool. The pool of such
software’s is large and extensive both in their functionalities and their measurements. For
instance, there are tools that can simulate real virtual users and environments with various
metrics and payloads, all the way to tools that are simple, and perhaps not as extensive in their
metrics and capabilities in comparison to extensive tools.

The optimal testing tool for this thesis are tools of minimalistic variety, since the assessments
is unilaterally the response times. Therefore, there aren’t any need for extensive virtual base
support or sophisticated environment, for this reason HTTP testing tools that are minimalistic
and do not include any overhead, load times, GUI’s or any factors that can greatly affect the
hardware will take precedence.

3 https://www.npmjs.com/package/escomplex
4 https://www.npmjs.com/package/complexity-report
5 https://www.npmjs.com/package/plato

23



5.4 TEST DETAILS

5.4.1 MACHINE

Machine: macOS Catalina Version 10.15.5 | 16gb 1600 MHz DDR3
Processor: 2,2 GHz Quad-Core Intel Core i7

Node: v15.8.0

Date of performance test: 10-July-2021 and 02-September-2021

5.4.2 SOFTWARE CANDIDATES

e Autocannon ° : Primary testing tool
e Postman ’: Reserve.
o JMeter ® : Secondary testing tool

5.4.3 TEST PARAMETERS

The number of virtual users and number of concurrent users are all parameters that can
gravely affect the results. Typically, when load testing, factors such as
Centralized/decentralized architecture, requirements, budget etc. [64], including number of
users to simulate are studied.

In this case the number of virtual users is a function of how much the virtual users,
concurrent users etc. impacts the hardware. Therefore, selecting a virtual users base and
number of concurrent users etc., that are beyond the capacity for the hardware to handle
might alter the results.

A general rule of thumb is a single core can handle around 500-750 Virtual users for simple
HTTP applications per agent-computer [80], this number decreases depending on how
intensive the server logic is. Factors such as number of cores, number of CPU’s, CPU speed,
memory size and ram available etc are all factors that can affect the results.

In summary, despite the figures and general guidelines, there are numerous factors that can
alter and skew the results. [80][81][82]

In order to minimise the impacts, a general upper baseline was established based upon the
hardware. This is done by evaluating the error rates, standard deviation and processer
utilisations in an increased virtual user base.

® https://www.npmjs.com/package/autocannon
7 https://www.postman.com/
8 https://jmeter.apache.org/

24



Running 2000 virtual users across 4 workers yields i.e. machine incapable of processing the
workload.

Framework Avg-RT(ms) | errors timeouts Avg- stdev
requests/s
Express 548.69 ~8000 ~6000 839.23 617.75

Optimal Parameters based upon processor utilisation, error rate and standard deviation
(requests/s , bytes/s and latency)

Virtual users 750
Time(s) 40(default)
Workers 4
Pipelines 1

5.4.4 LIMITATION OF THE LATENCY TEST

In essence, assuming a “POST” request is issued, how promptly the framework can resolve the
end points is measured.

Emphasis will not be placed on:

I.  The size of the payload i.e., the size of the data to be posted.
II.  Successful post to a database or other storage medium (physical or virtual).
III.  Client-side/Front-end processing i.e., rendering processes etc.

The performance will measure the average response times for four different HTTP methods for
Rest API service:
I.  GET Requests
I.  POST Requests
1. PUT Requests
Iv.  DELETE Requests
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5.5 AUTOCANNON CONFIGURATION

Each test is ran two times, first one being a “warmup” in order to examine the hardware. The
next to extract the data.

commands for running the test, “-c” number of virtual users, “-d” duration in seconds, “-w

2

number of workers, “-m” HTTP request method

End point Command

GET autocannon -c¢ 750 -d 40 -w 4 -m GET localhost:3000/get

POST autocannon -c¢ 750 -d 40 -w 4 -m POST -H 'content-type=application/json’ -b '
{“hello": "world"}' http.//localhost:3000/post

PUT autocannon -c 750 -d 40 -w 4 -m PUT -H 'content-type=application/json’ -b '
{“hello": "world"}' hitp.//localhost:3000/put

DELETE | autocannon - -¢ 750 -d 40 -w 4 -m DELETE -H 'content-type=application/json’ -

b !
{“hello": "world"}' http://localhost:3000/delete
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6 LITERATURE REVIEW METHOD(RQ4)

In order to select a source that same source must be validated, and claims made must be
examined and checked.

6.1 INPUT FOR RQ4

The main input to the RQ4 are sources and claims made by the framework developing entity
themselves. There will be no inclusion of claims made by other sources. This is due to
framework developing entity cannot be held accountable for the claims made by external
unaffiliated sources.

However, the description of the framework (in this thesis) can use external sources for
instance strength and weaknesses of the frameworks etc.

These elements will follow the Validation template located in the next section (6.2).

External resources

External resources are defined in this thesis as articles or sources that are not made by the
developing entity. Thus, if scholars /authors/ reviewers etc that are not affiliated to the
developing entity or the framework organisation, make a claim. The framework organisation
cannot be held accountable for that statement.

6.2 VALIDATION TEMPLATE

OVERVIEW

The validation template is evaluation framework designed for a systematic approach to
evaluate specifically internet resources and articles [66]. By adequately evaluating the
internet sources, the problem of validity is somewhat mitigated thus the risk of
misinformation is minimised and controlled.

Identify the Purpose and the intended audience:

o E.g., news articles, provide information, advertising etc
e Main audience? E.g., scholars or people with specialised knowledge

Authority and credibility of the author:

e Qualification of the author.
o Publisher i.e., university, organizational etc publications.
e Organisational, article or blogs websites.

Accuracy and validity
o Relevance of the citations, sources used. Are the claims backed by relevant studies
supplying evidence of the claim?
e Are the claims redundant across other sources or is the source claim unique?
o If'the claims are original, how were they gathered? validity of the study etc
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Timelines and urgency
e Is the information relevant in terms of time? Or is it outdated?
o If outdated, do the claims still hold overtime? For example, Historical evidence.

Objectivity and bias
e Occurrence of opinions and subjective notions on the text.
o What Agendas are being applied.

These principles are applied to the selection of internet resources gathered. Claims that are
subjective but are still validated in for instance other websites or sources, will be categorised
as valid despite being subjective. Redundant claims are valued higher than unique claims.

6.3 SCIENTIFIC RESEARCH AND PAPERS

Scientific papers will take presidency of internet/webpage sources. In order to find relevant
research paper, google scholar was used to initially find resources pertaining to the subject in
question.

For instance, google scholar was used to find relevant research papers that pertain to the
subject such as lines of code, later if the research paper is perhaps lacking in relevant in
information, the snowball method is used to locate more and/or related research.

Example of keywords used on google scholar to find relevant studies:

“Logical line of code”
“Maintainability software”
“Maintainability index”
“Maintainability metrics”
“Maintainability measurements”
“Software performance “
“Halstead metrics”
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6.4 LITERATURE REVIEW CONSTRAINTS

Some resources on the subject rely on sources that are removed, outdated (not due to physical
date but rather due to technological advancements made from the time in which the study was
made), and/or even other industries that does not pertain to computer science.

These sources can still be valid in the “grand scheme” depending on how heavily they rely on
the “invalid” reference.

An examination of the paper is done, and the spectrum of the paper is identified thus if the
paper draws conclusions or analysis based upon the invalid reference, then the paper is not
used as reference, however if the paper has redundant resources (that is valid) for a exert,
statement or similar the problem in this case is mitigated.

At times hindrances arise where referenced sources are kept internal to the publishing entity,
such papers/studies will not be used since they can’t be accessed.
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7.  RESULTS OF LITERATURE REVIEW
7.1  EXPRESS.JS GITHUB STARS: 53,945 (JULY 2021)

FRAMEWORK OVERVIEW

Express.js is a backend development JavaScript framework that operates as a
mediator/extension for Node.js [67]. The Express.js framework is used to develop REST
API end points and is mainly used to develop the server [67][71].

Express.js is defined as a simplistic framework, with the uppermost focus on the framework
being as minimalistic [67], and flexible [67][68][70]. According to [67], the reasoning is to
limit the developer’s exposure to complexity of the project.

The framework is designed to be fast and offer extensive http utilities [68]. Express.js is also
reasoned to be flexible because of its high-level abstraction [69][70].

The Express.js framework is a very popular framework and thus the community of the open-
source framework has extensive support and a large community, this advantage makes the
framework lucrative for developers opting to add modules and packages that work well with
the Express.js framework.[67].

Another aspect of the framework is it comes with engines that are designed to handle the
webpage data such as Jade and EJS, these are the main template engines that are used in
Express.js.[70]

QUALITY ATTRIBUTE CLAIMS MADE:

e Robustness®
e Performance 1°

9 https://github.com/expressjs/express
10 https://expressjs.com/
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7.2  HAPLJS GITHUB STARS: 13,411(JULY 2021)

FRAMEWORK OVERVIEW

Hapi.js is an open-source server-side framework developed by Walmart labs. Like various
other Node.js server-side frameworks, the framework allows the developer to create and
manage REST APIs among other numerus features. [74]

The framework is more in geared toward quality rather than achieving the best optimal
performance, focusing on readability, predictability and overall developer satisfaction.

However, the main selling point of Hapi.js is the security and testability facets, when it pertains
to security concerns, the developers of the framework wanted to prevent any threats that are
linked to open-source dependencies that are usually handled by the package handler NPM!!
since they are deemed at times to be unsafe. The developer elected to create a framework that
has internal modules rather external dependencies, the internal modules are at times referred as
plugins and is used to extend Hapi.js capabilities. By default, this makes Hapi.js an extensive
and secure framework according to the developers [75].

QUALITY ATTRIBUTE CLAIMS MADE:
o Security '?
e Code Readability '?
o Predictability '?

7.3 RESTIFY.JS GITHUB STARS: 10,194(JULY 2021)

FRAMEWORK OVERVIEW

The Restify.js framework is a framework that specialised in building only semantically correct
REST APIL.[76]

The Framework is restricted to only build REST API and due to its small size one of the main
advantages of the framework is its design for performance. The framework is quite new and
have received several updated and the GitHub repository is managed quite often. Restify.js
have a lot of similarities to the framework express [75]

Restify.js framework have also been shown to perform better in term of response times
compared to express. [77][78]

QUALITY ATTRIBUTE CLAIMS MADE:
o Debuggability '
e Performance 3

" NPM: Node package manager

12 https://hapi.dev/
13 http:/restify.com/
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7.4  FASTIFY.JS GITHUB STARS: 19,986(JULY 2021)

FRAMEWORK OVERVIEW

The Fastify.js framework was developed to be a fast framework, that offers the general http
utilities to manage and request http request and responses and build complete REST
API’s.[10]

One of the great benefits of Fastify.js is it was designed, and its components selected
specifically to offer the best performance [10]. An example of such a performance component
is the use of PINO which is a high performing logger and the json parser that is included in
the framework.[10][73]

QUALITY ATTRIBUTE CLAIMS MADE:
e Performance '

7.5 SAILS.JS GITHUB STARS: 21,990(JUuLY 2021)

FRAMEWORK OVERVIEW

The sails.js framework is a vast framework supporting several different features. The
framework is a built using MV C architecture and has the capability of autogenerating extensive
portions of the required code at start-up [72], For instance if the developer wanted to create a
REST API the entire API can be generated by a single command. The framework is built upon
the framework express.js and is further constructed with ensembles of different modules and
components with a high degree of maintainability and simplicity [52].

However, one of the main disadvantages of this framework is the performance, one of which
is whenever a change to a controller, routes or functions, the framework requires a restart of
the application using “Sails.js lift” command [55]

Eluded by in the previous paragraph, a lot of the code is auto generated i.e several auto
generated files and code structures. At the early stages of deployment explanations of the auto
generated items was not included in the documentation [55].

Another common census is the suboptimal internal ORM!*called Waterline.
The ORM have been argued to be very ineffective due to
e Queries are changed, meaning the ORM' is case insensitive and will change all
uppercase letters to lower.
e No support for transactions
However, the developers of the framework have been able to resolve some of these issues with
the Waterfall ORM' in recent times.

14 https://www.fastify.io/
15 ORM: Object Rational Mapping
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QUALITY ATTRIBUTE CLAIMS MADE:
o Security '
o Lightweight '°
e Scalability [72]
e Maintainability '

7.6 MOLECULER.JS GITHUB STARS: 4,510(JULY 2021)

FRAMEWORK OVERVIEW

Moleculer.js is a microservice Node.js framework. The framework is geared towards
performance, efficiency, progressive and scalability. The vast framework supports a range of
different functionalities such as load balancing and fault tolerance. [57]

Moleculer.js with the microservice structure was developed in the hopes of issues relating to
distributed systems, it’s also claimed to be scalable efficient and progressive [58]

The framework according to the framework developers, very developer friendly. During the
latest release the developers added logs, metrics measurements as well as tracing tools to
identify bottlenecks and interactions between modules.[59]

QUALITY ATTRIBUTE CLAIMS MADE:
o Availability-Fault tolerance !’
o Performance !’

7.7 TOTALJS GITHUB STARS: 4,131(JULY 2021)

FRAMEWORK OVERVIEW

Total.js framework is a full stack Node.js framework that is mainly used to create and manage
restful services and web application. The Total.js framework is an open-source project written
in only JavaScript. The framework has placed extra emphasis on the documentation such that
the documentation is available offline.[54]

The framework supports various functionalities, which ranges everything from web sockets to
embedded NoSQL database that is built into the framework itself.

The framework also aims to function without 3" party libraries or modules (it is able to function
with external 3™ modules/packages) , this mitigates the problems of needing 3™ party
compiling modules, when developing hybrid or web application. The framework developing
entity claims the framework offers “great performance and stability” [50][54]

16 https://sailsjs.com/features

17 https://moleculer.services/
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QUALITY ATTRIBUTE CLAIMS MADE:
o Stability '8
o Scalability '8
o Optimisation (low CPU and memory usage)'®
o Extendibility '

7.8 KoaA.JS GITHUB STARS: 31,371(JULY 2021)

FRAMEWORK OVERVIEW

The main selling point of Koa.js is its claim of being lightweight,[32] The framework is
developed by the team that developed the Express.js framework with the incorporation of
ES6.[43]

One of the Koa.js main selling point is developer's ability to build their own middleware
since the framework does not come “shipped” with a middleware [43]

Koa.js uses “context objects” abbreviated as “ctx”, the object is used to encapsulate request
and response objects [32].

QUALITY ATTRIBUTE CLAIMS MADE:
e Robust?
o Interoperability'’

18 https://www.totaljs.com/platform/

19 https://koajs.com
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8. PERFORMANCE TEST RESULTS

Table 1 Express.js total mb read.:

Endpoint | Avg - Avg - Avg - bytes/s Number of total | Latency
RT?°(ms) requests/s requests Standard
(k=1000) deviation(ms)
GET 126 5944.5 1.55 MB 239% 25.5
POST 134.1 5571.8 1.4 MB 224k 19.2
PUT 137.5 5434.2 1.24 MB 218k 22.9
DELTE | /34.4 5552 1.27 MB 223k 19.7

The express framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 225 thousand requests. The total
average latency for the end points rounds to 132 ms with a standard average deviation of
approximately 22 ms. No errors or timeouts was recorded.

Table 2 Moleculer.js
Endpoint | Avg - RT?® | Avg - Avg - bytes/s | Number of total | Latency
(ms) requests/s requests Standard
(k=1000) deviation(ms)

GET 52.1 14213.6 3.31 MB 569k 124

POST 77.2 9680.6 2.16 MB 388k 17.5

PUT 74.7 9970.1 2.22 MB 400k 14.5

DELTE |73 10181.4 2.27 MB 408k 11

The Moleculer.js framework produces on the lower end of the response time test. The
average request the framework can handle within 40 seconds are ~ 435 thousand requests.
The total average latency for the end points rounds to 68 ms with a standard average
deviation of approximately 13 ms. No errors or timeouts was recorded.

20 Avg-RT: Average — Response Time.
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Table 3 Hapijs.

Endpoint | Avg - Avg - Avg - bytes/s | Number of total | Latency
RT(ms) requests/s requests Standard
(k=1000) deviation(ms)
GET 71 10706 2 MB 429k 22.1
POST 107.4 6943.6 1.3 MB 278k 25.8
PUT 106.2 7007.2 1.3 MB 281k 18.9
DELTE | 102.9 7241.9 1.1 MB 290k 16.7

The hapi.js framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 313 thousand requests. The total
average latency for the end points rounds to 95 ms with a standard average deviation of
approximately 20 ms. During the post request, 6 errors occurred and 0 timeouts.

Table 4 Sails.js
Endpoint | Avg - RT Avg - Avg - bytes/s | Number of total | Latency
(ms) requests/s requests Standard
(k=1000) deviation(ms)
GET 655.3 1175.3 472 KB 48k 233.7
POST 708 1052.3 413 KB 43k 159.6
PUT 695.6 1074.8 422 KB 44k 134.6
DELTE | 749.6 1062.7 417 KB 44k 167.7

The sails.js framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 44 thousand requests. The total
average latency for the end points rounds to 701 ms with a standard average deviation of
approximately 170 ms. 12 errors and 0 timeouts occurred during POST method, 2 errors and
0 timeouts for PUT method.
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Table 5 Restify.js

Endpoint | Avg - RT Avg - AVG bytes/sec | Number of total | Latency
(ms) requests/s requests Standard
(k=1000) deviation(ms)
GET 49.5 15374.5 3.03 MB 616k 15.3
POST 62.9 12375 2.33 MB 473k 13.8
PUT 70 10615.6 2 MB 425k 22.0
DELTE | 64.1 11596.6 2.18 MB 465k 17.3

The Restify.js framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 489 thousand requests. The total
average latency for the end points rounds to 61 ms with a standard average deviation of
approximately 16 ms. No errors or timeouts were recorded

Table 6 Total js
Endpoint | Avg - RT Avg - AVG bytes/sec | Number of total | Latency
(ms) requests/s requests Standard
(k=1000) deviation(ms)

GET 50.9 14642.9 4.8 MB 586k 16

POST 93.4 7980.5 2.5 MB 320k 45.6

PUT 79 9429.8 3 MB 378k 44

DELTE | 64.5 11548.2 3.7 MB 463k 13.2

The total.js framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 425 thousand requests. The total
average latency for the end points rounds to 70 ms with a standard average deviation of
approximately 25 ms. 2 errors were recorded during post request, no timeouts.

37




Table 7 Koa.js

Endpoint | Avg - RT Avg - AVG bytes/sec | Number of total | Latency
(ms) requests/s requests Standard
(k=1000) deviation(ms)
GET 47 15792.9 3.1 MB 632k 154
POST 60.8 12214.9 2.2 MB 489k 15
PUT 67.3 11029.4 2 MB 442k 18.3
DELTE | 59.7 12426.8 2.3 MB 498k 12.4

The koa.js framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 510 thousand requests. The total
average latency for the end points rounds to 58 ms with a standard average deviation of
approximately 15 ms. no errors were recorded during post request, no timeouts.

Table 8 Fastify.js
Endpoint | Avg - RT Avg - AVG bytes/sec | Number of total | Latency
(ms) requests/s requests Standard
(k=1000) deviation(ms)

GET 40.4 18487.7 3.6 MB 740k 9.8

POST 75.5 9926.6 1.8 MB 398k 13.3

PUT 77.7 9567.7 1.8 MB 383k 14

DELTE | 82.7 8990.1 1.6 MB 360k 16.7

The Fastify.js framework produces on the lower end of the performance test. The average
request the framework can handle within 40 seconds are ~ 448 thousand requests. The total
average latency for the end points rounds to 66 ms with a standard average deviation of
approximately 13 ms. no errors were recorded during post request, no timeouts.
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9. RESULTS OF LITERATURE REVIEW RQ4

The result of the literature works in conjunction with the performance results. This is to
identify and map the developing entities claim of high performing to the performance results

gathered.

Table 9.1 composition of the performance results
Framework Avg - RT (ms) Avg- request (k = Avg-stdev(ms) | Performance

1000) claim

Express.js 132 225 22 Yes
Moleculer.js 68 435 13 Yes
Hapi.js 95 313 20 no
Sails.js 701 44 170 no
Restify.js 61 489 16 Yes
Total.js 70 425 25 Yes
Koa.js 58 510 15 no
Fastify.js 66 448 13 Yes

Table 9.1 illustrates the different systems under test averages. The standard deviation further
illustrates how tightly the response times are wound to the mean. i.e., the smaller standard
deviation the more consistent the response times are. The performance claims are inputs from
the literature review, which examined if the framework documentation make the statement of
the framework is geared toward the performance quality attribute.

Figure 9.2 performance(latency) vs claim, red is whether the framework make the claim of
high performance. Sorted on lowest response times first.

Framework claims vs performance result

701
489 310
S0p 425 435 448
313
225
132
4 95 70 68 66 61 58
o [ | m = m = -
Sails.js Express.js Hapi.js Total.js Moleculer.js Fastify.js Restify.js Koa.js

m Blue =Pefromance claim made

m Red = performance claim not made

Grey = total requests

Figure 9.2 further showcases the differences of the frameworks in terms of response times,
performance claim and number of requests resolved during the 40s test duration. The graph
further confirms the obvious which is the number of total requests grow as the response times

decrease.
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10. MAINTAINABILITY INDEX RESULTS

Table 14 Average/mean per Function/Module

Framework (Mean) Maintainability (Mean) cyclomatic = (Mean)
index complexity Logical SLOC

Express.js 111.9 2.6 7.1

Fastify.js 84.6 6.5 21.3

Hapi.js 103.2 4.5 10.8

Koa.js 99.6 52 12
Moleculer.js 110.1 1.5 8.1

Restify.js 110.9 2.6 7.7

Sails.js 105.4 3 9.1

Total.js 104.4 3.4 9.2

The maintainability index is calculated using the original 3-metric formula. Each module in
the framework (if it pertains to the framework functionalities) is calculated and an average is
extracted. The ranges are mapped to their corresponding scales i.e., maintainability index to
its respective scale and the same for cyclomatic complexity values.

Table 15 MS code complexity per system/framework, 3 metric system

Framework Microsoft Scale  Total Logical SLOC  Total Lines of code
Express.js 67.3 2685 4074

Fastify.js 63.7 4029 5534

Hapi.js 61.8 3947 5406

Koa.js 69.3 1479 2841

Moleculer.js 76.7 14753 41910

Restify.js 67.4 5478 9485

Sails.js 66.4 9257 19482

Total.js 60.7 54039 70473

The Microsoft maintainability index is calculated using the original 3-metric formula but with
two major differences:

o the formula incorporates Halstead volume rather than the effort variable that is used
on the original maintainability 3-metric formula.

e Not counting the previous point, the formula is similar but its rebased to a value
between the ranges 0-100.

Also, included on table 15, is the size of the system in total lines of code versus logical lines
of code. Thus, the impacts/differences in comments, coding styles etc are visible.
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11. ANALYSIS OF THE PERFORMANCE TEST

From the literature review, A great deal of framework make the claim of being fast or high
performing. Some of the frameworks make explicit performance claim with factual data or
benchmarks some even compare their framework to other frameworks. For instance, A figure
such ‘n’ ms for a routine is hard to quantify its worth in terms of performance, this can be due
to the non-existing subsequent data to compare the figure to, to clarify, essentially depending
on what is being tested the term “fast” can be subjective.

Table 16 Composition of the different latencies in (ms)

Framework GET POST PUT DELETE
Express.js 126 134.1 137.5 134.4
Fastify.js 40.4 75.5 77.7 82.7
Hapi.js 71 107.4 106.2 102.9
Koa.js 47 60.8 67.3 59.7
Moleculer.js 52.1 77.2 74.7 73
Restify.js 49.5 62.9 70 64.1
Sails.js 655.3 708 695.6 749.6
Total.js 50.93 93.43 79.08 64.5

Looking strictly at the response time during the requests, all the frameworks produce their
best time during the GET request. The difference is due to how the different HTTP methods
are processed. Where in a GET request data is sent on the request header and the method
being idempotent, the post request however, sends data using the message body along with a
request header.

In summary, the different HTTP request methods are processed differently and its one of the
main reasons for framework having shorter response times on the GET HTTP methods
compared to POST method for instance.

Examining the Sails.js framework it produces significant differences in comparison to the
other frameworks. The sails.js framework is built upon the Express.js framework [60],
however the framework come shipped with extensively more features and modules.
According to the developing entity, the framework offers high level features such as auto
generating REST API’s.

The sails framework structure is also different in comparison to for instance express.js,
fastify.js, koa.js etc. For instance, when a GET request is issued in a Sails.js server it gets
resolved by a “Controller “and an “Action”. In essence when a request is received by the
sails.js server its parsed, and routed to a controller, which later issues an action for that
specific command. The sails.js also contains error handlers [72]. This perhaps adds
computational overhead greater than frameworks such as Fastify.js and Express.js produce

In Express.js for instance, the server listens to the port. Given a GET request, the server
responds with what’s given in that function. In comparison to the sails.js server the express
server is efficient but perhaps more error prone, however due to the simplicity of the server
each request (assuming its correct) gets resolved at a faster rate.[62]
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Framework Avg-stdev(ms) Avg-latency(ms)

Express.js 22 132
Moleculer.js 13 68
Hapi.js 20 95
Sails.js 170 701
Restify.js 16 61
Total.js 25 70
Koa.js 15 58
Fastify.js 13 66

Table 17 avg latency in ms

Looking at table 17, The koa.js framework is the best performing frameworks in terms of
having the lowest response times, this notion is further displayed on table 16 where the
framework displays consistent response times throughout the different end points this is also
further proved by the framework’s fairly low standard deviation.

While Fastify.js framework is the best performing on the GET endpoint it does not uphold
consistency throughout the different HTTP request methods.

The standard deviation of the different framework shows how consistent the response times
are, if a framework on table 17 contains a lower degree of response time but a high deviation.
This indicates the value is less preicsise due to the inconsistent repones times. For instance,
comparing moleculer.js and fastify.js, the moleculer.js although minimal, is more consistent
in its processing times than the fastify.js framework.

Table 18 composition of various metrics sorted on lowest response time first.

Framework | Avg-RT(ms) | (Tot)SLOC | (Tot)LSLOC | CC MS-MI | MI

Koa.js 58 2841 1479 5.2 69.3 99.6
Restify.js 61 9485 5478 2.6 67.4 110.9
Fastify.js 66 5534 4029 6.5 63.7 111.9
Moleculer.js | 68 41910 14753 1.5 76.7 110.1

INlustrated in table 18, selected are the four best performing frameworks in terms of response
times. Both the koa.js and the fastify.js framework produces the highest mean cyclomatic
complexity out collectively all the frameworks. Whereas the restify.js and the moleculer.js
frameworks receive the lowest mean cyclomatic complexity scores.

The size of the different frameworks also varies. Looking at the Logical lines of code, koa.js
is the smallest of all the frameworks, fastify.js and restify.js are within the mid-range and the
moleculer.js framework is on the higher range in terms of size calculated by logical source
lines of code.

Looking at the framework’s overall maintainability index, Despite the koa.js being the
smallest framework it does not receive the highest maintainability score or the lowest
complexity, rather koa.js receives the lowest maintainability index score of all the
frameworks. Furthermore, large frameworks such as moleculer.js receive a higher
maintainability score and lower complexity despite their size.
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On the Microsoft maintainability index scale, koa.js receives a score above the mean and
median.

Restify.js and moleculer.js produce low response times despite being mid to high range on
their logical source lines of code. Both the frameworks produce maintainability indexes on
the upper most range, this is also true on the measurements of the Microsoft scale.
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12. ANALYSIS OF THE MAINTAINABILITY INDEX RESULTS

The maintainability index at table 14, indicate most frameworks have a high degree of
maintainability, whereas only one of the frameworks (Fasitify.js) is on the border between
high and medium maintainability.

The reasoning behind this is, by examining the Logical SLOC and the cyclomatic complexity
in table 19.A, we can see an indication as to why the framework receives a lower score. The
fastify.js framework receives the highest cyclomatic complexity despite being on the low to
medium in size in terms of logical source lines of code.

The research on the correlation between Cyclomatic complexity and lines of code is
conflicting, at some instances the correlation between the metrics is clear so much so, that the
two metrics grow linearly and cyclomatic complexity is deemed as redundant. [26], Other
research suggest that there are no linear correlation and there are in fact differences between
the two different metrics [61]. The research on the relation to logical source lines of code and
cyclomatic complexity is limited.

Table 19.A. Sorted on CC

Framework (Mean) Total logical SLOC  Total Lines of
cyclomatic code
complexity

Fastify.js 6,5 4029 5534

Koa.js 5,2 1479 2841

Hapi.js 4,5 3947 5406

Total.js 3,4 54039 70473

Sails.js 3 9257 19482

Express.js 2,6 2685 4074

Restify.js 2,6 5478 9485

Moleculer.js 1,5 14753 41910

Figure 19.B Sorted on CC

Mean Cyclomatic Complexity

O P N W H» U1 O N

Fastify Koa,js Hapi,js Total Sails,js Express,js Restify,js  Moleculer,js

From the data gathered there is no evident correlation between the per module cyclomatic
complexity and both the logical SLOC and the SLOC, meaning that the 2 metrics are
different in this instance.
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This notion is enforced due to some frameworks are substantially larger (LSLOC) but still
display a low degree of cyclomatic complexity, and on the other end, some frameworks such
as express.js also display a low degree of cyclomatic complexity despite being smaller in size
(LSLOC).

SLOC and the Logical SLOC (Table 19.A) transcendently have a strong relationship, for
instance the logical SLOC will almost at all instances be lower than the total Lines of Code.
Furthermore, by comparing the SLOC and the Logical SLOC the different
methodologies/coding styles such as comment on the code start to emerge.

Logical SLOC only counts lines that contain actual source code, whereas SLOC simply
counts every line independent of what it contains.

Table 20, Composition of total number of comments and SLOC

Framework Comment lines  Total logical SLOC Total Lines of code
Express.js 1587 2685 4074

Fastify.js 312 4460 5534

Hapi.js 253 3947 5406

Koa.js 1235 1411 2841

Moleculer.js 11050 25692 41910

Restify.js 3998 5478 9485

Sails.js 6664 9257 19482

Total.js 3627 54039 70473

INlustrated in table 20 is the relationship between lines of comments in the code and the total
Lines of Code.

Different frameworks can perhaps use different coding styles, for instance the Sails.js
framework have extensive comments through the code files, with both commented code and
various descriptions that go into detail (see appendix 14)

Some of the frameworks have specialised “readme” in the source folders containing
descriptions rather than having them in the source code.

All the frameworks follow a distinct comment style, explaining parameters / returns /
dependencies of the functions/modules (see appendix 1b). This comment style seems to be a
tool to determine what is expected from the function and identifying the parameters and
dependencies of the function. Although the specialised comments (appendix 1B) can be
deemed helpful, like the code they need to be maintained if the source code undergoes
maintenance [31] On the opposite side of the spectrum a well-versed developer who has
knowledge of the system might not deem the specialised comments as helpful

45



Table 21, original Maintainability index vs Microsoft maintainability index

Framework (Mean) Maintainability MS Maintainability
index index
Express.js 111.9 67.3
Fastify.js 84.6 63.7
Hapi.js 103.2 61.8
Koa.js 99.6 69.3
Moleculer.js 110.1 76.7
Restify.js 110.9 67.4
Sails.js 105.4 66.4
Total.js 104.4 60.7

Table 21 illustrates the different rankings where MS-maintainability index uses Halstead’s
volume, and the Mean maintainability index using the Halstead’s effort which is the function
of program difficulty times the program volume. The results indicate the two variables are
inherently different and depending on which variable is used different results are produced.

120 110,9 111,9 110,1
104,4 105,4
99,6 103,2
100
84,6
30 o3 76,7
’ 66,4 67,4 67,3
63,7 61,8 60,7
60
40
20
6,5
! 5.2 4,5 3,4 3 2,6 2,6 1,5
0 [ | [ | | [ ] - - - —
Fastify,js Koa,js Hapi,js Total,js Sails,js Restify,js Express,js  Moleculer,js

EMl mMS-MI mCC

maintainability indexes, sorted by cyclomatic complexity in descending order

Analysing the results from the maintainability indexes we can observe the effects of the
program Effort vs Volume. There is a correlation between the original maintainability index
results and the cyclomatic complexity (larger = worse). As the cyclomatic complexity
decreases the maintainability of the system shows an increased trajectory. The cyclomatic
complexity in this case, show a correlation to the maintainability index, specifically favouring
the program effort Halstead metric rather than the volume as the input in the original 3-metric
formula.

However, this correlation does not transcend into the Microsoft’s maintainability index scale,
more specifically, the correlation cannot be observed between Halstead volume and
cyclomatic complexity.
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13. CONCLUSION

Concluded in this thesis is, the maintainability index will reflect differently depending on
which Halstead metric is passed into the 3-metric formula. The cyclomatic complexity and
the Halstead effort do in fact show a relation whereas no distinct relationship is observed
between Halstead’s volume and Cyclomatic complexity.

There also seem to be no distinct relationship between repones times for the HTTP request
methods and MS-maintainability index, cyclomatic complexity and/or Source Lines of
Code/Logical Source Lines of Code.

Koa.js which is deemed to be the best performing framework and the smallest in Logical source
lines of code produce a high maintainability index according to the original maintainability
scale and slightly above average according to the Microsoft maintainability index scale.

Moleculer.js produces a performance result in the midrange despite being 10x larger in size
(Logical SLOC) compared to koa.js, it also manages to produce the highest Microsoft
maintainability and second highest maintainability according to the original maintainability
index scale, the moleculer.js also produces the lowest complexity of all the frameworks.

Finally, concluded in this thesis the response times differ, all the frameworks produce better
performance results for GET — requests. Therefore, despite being built upon the same
environment (node JS) the results ultimately show differences.

Overall, the Frameworks themselves show a high degree of maintainability in both the scales,
with a degree of complexity that does not warrant any distress according to both the original
maintainability scale, Microsoft scale and the cyclomatic complexity scale.

The result from this study conforms to similar research conclusions, i.e., further indicates that

the different metrics such as the Halstead’s metrics, cyclomatic complexity and the
maintainability index’s need to be studied and examined further.
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14. VALIDITY THREATS

14.1 LIMITED VIRTUAL USERS

The test parameters and the test cases are limited to the machine that have been used. This
essentially means that the result is indicative to the limited virtual users and number of
worker threads etc. Thus, broad conclusions cannot be made because the test result from a
small virtual user base might not be translated to similar result in a larger virtual user base
with more capable hardware. The conclusions thereof are concluded based upon the specific
machine, environment, test software and the test parameters.

14.2 MAINTENANCE THREATS

This research relies upon specific metrics and formulas to gauge the overall maintainability.
Therefore, the maintainability conclusion is based upon these metrics, which at time have
been a point of discussion and their validity in practical use, questioned.

Different frameworks offer different functionalities, some of the frameworks follow MVC
patterns, other come shipped without middleware and some even require modules to support
routing. These factors most likely will impact the results of the Lines of code.

A vast framework in this case might be penalised in terms of the Logical lines of code metric
for offering a great verity of functionalities.

There is also the risk of affecting the mean complexity and the Halstead metrics by
introducing more features to the system if they exceed the average cyclomatic complexity
and the averages Halstead metrics.

In order to address this notion, carful evaluation and an analysis of logical lines of code,
response times, maintainability indexes etc was done to determine if the notion is sound.

14.3 RELIABILITY

The latency test and the results from the maintainability calculations are made using open-
sourced software’s. The validity (in terms of accuracy) of the software has in a limited scope
been double checked using similar software’s. However, the results are still constricted by the
software accuracy.

14.4 EXPERIMENT ENVIRONMENT
In order to limit the impact of background processes and threads, all background tasks and

threads was closed in advance. Despite this precaution, background processes or other
external processes might have begun during the test which might have impacted the results.
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14.5 EXTERNAL FACTORS THAT AFFECT MAINTAINABILITY

The maintainability index measures a small subset of maintenance. Time to test, localisation
of the item to be maintained, how well versed the developer is etc are not examined by the
maintainability index. Thus, in reality, all of these factors can greatly affect the overall
maintainability of the system. Therefore, the conclusions, analysis and the results are strictly
bound to the results from the study and should not be translated to real-word/practical
scenarios.

14.6 USER ERROR

Before attempting to gauge the different frameworks maintainability, some files from the
framework had to be skipped. Example of such files are test files, readmes and files that don’t
necessarily pertain to the framework’s functionality. Most of the framework had their
framework functionalities specifically on folders called “lib” however some frameworks have
different functionalities scattered through a wider variety of folders, those frameworks
required careful evaluation of which files/modules pertain to framework functionality, this
does not guarantee the selection of modules relevant to be error-free.

15. FUTURE WORK

Studies and the results from this thesis indicate they are more work to be done. The
maintainability index is ever evolving concept and can be both specific and misleading
depending on the measured software and even language used, therefore establishing industry
standard can be difficult since the metric includes some subjective notions and assumption
made by the originators of the different formulas. Further studies such as rather than
measuring entire frameworks, a study focusing on specific areas of the frameworks might
yield a more levelled playing field, this is instead of measuring entire frameworks unaffected
by their functionalities, size etc. Also, a comparison between the maintainability index of
different architectural patterns such as MVC or MVVM verses traditional patterns could
present interesting results.

The reason to gauge maintainability is an asset for a lot of organisations and there are various
tools and organisations that work with measuring software maintainability. Extension of this
thesis could be to examine the maintainability index using other tools and metrics, larger
virtual user base and better hardware for the performance test. Further studies could also be at
organisational level/specific for instance implement and further improve the measurement
tool to be more compatible with their code base.
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APPENDIX
1A

Sails.js:

1B

File: lib/hooks/pubsub/index.js

Example Comment styles

@param {String|RegExp} path
@param {Array} methods
@param {Array} middleware

@param {Object=}
@param {String=}
@param {String=}
@param {String=}
@returns {Layer}
@private

opts

opts.name
opts.sensitive
opts.strict
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CODE FILES
Express.js

const express = require('express')

const app = express()

app.get('/get', (req, res) => {
res.send({ message: 'Hello world' })

1)

app.post('/post', (req, res) => {

res.send("ok")

app.put('/put', (req, res) => {
res.send("ok")
1
app.delete('/delete', (req, res) => {

res.send("ok")

app. listen(3000)

Fastify.js

'use strict'

const app = require('fastify')()
app.get('/get', (req, res) => {

res.send({ message: 'Hello world' })

post('/post', (req, res) => {
res.send({ message: 'ok' })

res.send();

put('/put', (req, res) => {
res.send({ message: 'ok' })
res.send();

1);

app.delete('/delete', (req, res) => {

res.send({ message: 'ok' })
res.send();

1)

app. listen(3000)
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'use strict'

require('make-promises-safe')
const Hapi = require('@hapi/hapi')
async function start () {
const server = Hapi.server({ port: 3000, debug: false })
server.route({
method: 'GET',
path: '/get',
config: {
cache: false,
response: {
ranges: false
b
state: { parse: false }
hH
handler: function (request, h) {

return { message: 'Hello World' }

1)
server.route({
method: 'POST',
path: '/post',
config: {
cache: false,
response: {
ranges: false
hH
state: { parse: false }
b
handler: function (request, h) {

return { message: 'ok' }

1)
server.route({
method: 'PUT',

path: '/put',

config: {

cache: false,
response: {
ranges: false
b
state: { parse: false }
b
handler: function (request, h) {

return { message: 'ok' }




server.route({
method: 'DELETE',
path: '/delete',
config: {
cache: false,
response: {
ranges: false
hH
state: { parse: false }
hH
handler: function (request, h) {

return { message: 'ok' }

P

await server.start()

'use strict'

const Koa = require('koa')
const router = require('koa-router')() // middleware

const app = new Koa()

router.get('/get', async function (ctx) {
return ctx.body = ({
message: 'Hello World!'

Hh

router.post('/post', async function (ctx) {

return ctx.body = ({

message: 'ok'

router.put('/put', async function (ctx) {
return ctx.body = ({

message: 'ok'

router.delete('/delete', async function (ctx) {
return ctx.body = ({

message: 'ok'

app.use(router.routes())

app. listen(3000)




Moleculer.js

"use strict";

const ApiGateway = require("moleculer-web");
module.exports = {
name: "api",

mixins: [ApiGateway],

settings: {
port: process.env.PORT || 3000,
routes: [{
aliases: {
"GET /get"(req, res) {
res.setHeader('Content-Type', 'application/json');
res.end(JSON.stringify({ message: "Hello World!" }));

+

"POST /post"(req, res) {

res.setHeader('Content-Type', 'application/json');
res.end(JSON.stringify({ message: "ok" }));

h

"PUT /put"(req, res) {
res.setHeader('Content-Type', 'application/json');
res.end(JSON.stringify({ message: k" }));

h

"DELETE /delete"(req, res) {

res.setHeader('Content-Type', 'application/json');

res.end(JSON.stringify({ message: "ok" }));
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Restify.js

'use strict'
const restify = require('restify')
const app = restify.createServer()

app.get('/get', (req, res) => {
res.send({ message: 'Hello world' })
1)
app.post('/post', (req, res) => {
res.send({ message: 'ok' })
s
app.put('/put', (req, res) => {
res.send({ message: 'ok' })
res.end();
s
app.del('/delete', (req, res) => {
res.send({ message: 'ok' })
res.end();
s
app. listen(3000)

Sails.js:
1) Route-mappings:

module.exports.routes = {
'GET /get': { controller: 'Vcontroller', action: 'get' },
'POST /post': { controller: 'Vcontroller', action: 'post' },

'PUT /put': { controller: 'Vcontroller', action: 'put' },

'DELETE /delete': { controller: 'Vcontroller', action: 'delete' },

2) Vcontroller

module.exports = {

get: function(req,res){
res.send({message: 'Hello world' });
+
post: function (req,res){
res.send({ message: 'ok' })
res.end();
+
put: function (reg,res){
res.send({ message: 'ok' })
res.end();
+
delete: function (reg,res){
res.send({ message: 'ok' })

res.end();




const total = require('total.js"')

total.http('release', {
ip: '127.0.0.1',
port: 3000

1)

const = "ok"

total.route('GET /get', function response () {

this.json({ message: 'Hello world' })
1)
total.route('POST /post', function response () {

this.json(message: 'ok' )

total.route('PUT /put', function response ()

this.json(message: 'ok' )

total.route('DELETE /delete', function response ()

this.json(message: 'ok' )
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