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Abstract

Blockchain technology has become an appealing concept in Dis-
tributed Systems because it enables a distributed storage of informa-
tion, replacing a central database [1].In addition, Blockchains promise
to address inherent and difficult issues in distributed systems such
as a) proving the provenance of information, i.e., the documentation
where pieces of data comes from (including their the processing), and
b) that the information has not been changed, i.e., the integrity of the
information has not been corrupted. The data in a Blockchain is said
to be immutable.

In this thesis, we apply Blockchain technology as a concept in
Distributed Systems for securely collecting and storing data from dis-
tributed cloud resources that must be intact over a longer amount of
time, such as the amount of consumed cloud resources characterized
by CPU load or energy usage. In particular, this work considers a
peer-to-peer energy use case where virtual energy resources are moni-
tored.

The focus of this thesis is on a) how a Blockchain for a distributed
Cloud monitoring can be implemented, b) how the workload can be
characterized and c) how the Blockchain system’s performance can be
observed and what performance can be achieved. Therefore, the work
defines an initial system model, provide an implementation, and car-
ries out experiments in order to understand the impact of the design
factors and the system input to the capabilities and performance of
the system. The results of the experiments, the workload character-
ization and performance analysis, are analysed by statistical means
and provided as graphs.

The choices of system models, Blockchain technology (Hyperledger
Fabric), and other parameters, are based on the literature review.
The experimental implementation is, in turn, based on the selected
system model, where we want to experimentally identify limitations
and bottlenecks of the performance.

Keywords: Blockchain, Cloud federation, Performance, Workload,
Distributed Systems, Future Telecommunication service
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Chapter 1
Introduction

This chapter discusses some introductory background information, and sets out
the aims of this thesis. The chapter begins with the motivation and background
information about Blockchain for managing cloud resources, which is followed by
the research questions, and then the thesis overview.

1.1 Motivation
Future prospects of telecommunication systems includes migrating their services
to cloud-native environments, for example at Nokia [2]. Cloud-native concepts
for telecom arose as a result of knowledge gained from web-scale providers such as
Amazon and Microsoft, and it involves using micro-services, sharing resources in
a distributed way [2]. In this way distributed cloud can be expected to be highly
relevant to the field of telecommunications.

The conception of this thesis work originates from reading the Symphony
project [3], wherein the author talked about supply and demand-based services
using distributed concepts. Their main idea is to analyze the method for im-
plementation of distributed technology among the stakeholders for green energy
production. In our thesis work, we take that work as a starting point and consider
peer-to-peer energy sharing as a use case, and focus on cloud resource manage-
ment for a distributed and federated cloud environment. This type of cooperation
of the cloud services in a distributed cloud may lead to benefits such as cross-
utilization of resources and services. However, security, data privacy and trust
are major concerns which emerge from this type of collaboration [3].

The hypothesis of this thesis is that Blockchain may be used to solve some of
these problems for distributed and federated cloud resources.Blockchains work by
storing the transaction of data in a cryptographically secured way to an immutable
ledger [4].Blockchain technology aims at solving issues relating to trust and data
privacy, but it does not solve issues of reliability, scalability, or performance.
In particular, the performance may be negatively impacted by using Blockchain
[5, 6]. Therefore, research into Blockchain performance analysis is needed to
understand how parameters such as the throughput and latency of a system is
affected by varying incoming requests to the system, as well as the characteristics
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Chapter 1. Introduction 2

of these incoming requests, the workload characterization [5].
From its properties of by definition being decentralized and distributed, Block-

chain technology could be a natural combination for distributed cloud resources,
if successful implementations can be built [7]. This technology provides a path
for more cloud providers to participate in a cloud market, offering cloud-native
services to the consumers and diminish prices by decreasing vendor lock-in [1].

When considering how to implement such a system the question comes to mind
about how to analyze the workload characterization to enable cloud resources in
a well-organized way, if the implementation and performance of Blockchain tech-
nology is a limiting factor [7]. Therefore, it is necessary to determine how a
Blockchain system behaves with regards to different frequencies of user requests.
This question motivates our thesis work to further study the workload charac-
terization of input parameters of system and analyze the performance of the
Blockchain system.

1.2 Research Questions
The research questions are framed based on the arguments presented in the moti-
vation section and on the technical possibilities of what we had access to investi-
gate, and are formulated around the diagram in figure 1.1. We aim to character-
ize the workload and to analyze the performance of a Blockchain based system,
which requires that the specifics of a design must be defined and an implemen-
tation be made before workload characterization and performance analysis can
be completed. Therefore, the first research question is on how to implement a
Blockchain-based system for monitoring data in the cloud. Secondly, we aim to
answer the question of how the input requests to such a system can be char-
acterized, and thirdly to analyze the performance of the system, in particular
the write-operation latency. Subsequently, the resulting implementation can be
tested experimentally. The workload characterization and the system perfor-
mance analysis is derived from the measured impact of the input request-intervals
on the output latency. The four research questions for this thesis are formulated
as follows:

• RQ1: How can the Blockchain-based system be implemented for monitor-
ing data in the cloud?

• RQ2: What is the distribution of request-intervals in the input model of
the Blockchain system?

• RQ3: What is the distribution of write-operation latency in the output
model of the Blockchain system?

• RQ4: How can experimentation for this use case be done?
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Figure 1.1: The four research questions correspond to sections of an abstracted
black-box model

1.3 Overview
The skeleton of the rest of this thesis work are as follows: Chapter 2 provides
an overview of related works and our findings from different Blockchain studies,
relating to into Blockchain in cloud, workload characterization, and performance
analysis. Chapter 3 outlines the research method and technologies involved in
research design and practical system implementation. Chapter 4 illustrates the
design of the system modeling as per the use case. Chapter 5 provides details
about this thesis practical implementation of Blockchain technology. Chapter 6
explains the results obtained from our experiment and then analyzes the same
results. Chapter 7 discusses conclusion and future work.

The scripts and other relevant code used for the practical implementation
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and experiments of this thesis, is available at GitHub [8], and the docker image
used to generate workloads and measure performance on Docker Hub [9]. The
GitHub directory includes YAML configuration files for Hyperledger Fabric and
Hyperledger Caliper, shell scripts used to set up experiment environments, and
MATLAB files used to graph the results.

Both authors were involved in the work in all main areas of this thesis, for both
the implementation and the writing process. The tasks were split into more or
less equal parts, with particular focus from one or the other author. For example,
Gnanapalaniselvi Perumal worked more on finding relevant research and on the
text for chapter 5, and Rune Jidrot worked more on the results graphs and on
the text for chapter 2.



Chapter 2
Related Work

This chapter outlines an essential background information by going over previous
research done in this field, and how it was used to determine the direction of the
later chapters of this thesis. Furthermore it provides the reader with additional
knowledge about the state of the art of Blockchain research, both specific to its use
in cloud computing and in performance analysis and workload characterization.
The chapter begins with a literature review methodology, followed by the result of
the literature review in the form of summaries of the most relevant research, and
finally concludes with findings used for system model design and experimental
design in the later chapters.

2.1 Review Methodology
The goal of conducting a literature review is to gather information about existing
research and questions relevant to this area of study by reviewing the relevant
research. It provides a deeper understanding of the concepts which are required
for analysis of Blockchain and its application in cloud resource management. The
search strategy, exclusion criteria, digital libraries used are discussed below.

Search Strategy

The bulk of the research papers referred to were found via IEEE Xplore and
Google Scholar (which in turn led to research accessible through IEEE Xplore,
SpringerLink, ScienceDirect and ACM digital library), the search strings are dis-
cussed below. Further papers were also added for other reasons, such as by rec-
ommendation from our supervisor at the beginning of the project (e.g. [10]), and
through reading references to them in other papers (e.g. [11]). Some resources
were in the form of blogs, official project websites, and web articles such as the
following: [12, 13, 14]. The following type of search strings were used on IEEE
Xplore and Google Scholar, tabulated below in table 2.1:

5
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Strategy Search Strings
Initial background
reasearch

blockchain AND performance OR characterization
OR cloud AND survey OR literature review

Blockchain performance
and workload characteriza-
tion

blockchain AND performance evaluation OR per-
formance analysis OR performance modeling OR
workload OR characterization OR characteriza-
tion OR benchmarking

Blockchain applied to cloud
resources management

blockchain AND cloud federation OR cloud re-
source management OR service level agreement
OR SLA

Table 2.1: Search strings used on IEEE Xplore and Google Scholar

Inclusion Criteria

The following three criteria are refining the search results by limiting the research
papers selected:

• The papers must written in English.

• The papers must not be duplicates, or near duplicates with only small
differences.

• The papers must be relevant to at least one of the following three research
areas: (Performance evaluation of Blockchain, analyzing metrics such as
latency and throughput) OR (Workload characterization for Blockchain
platform, for example by modeling or more precise characterization) OR
(Blockchain based cloud resource management.)

Data Extraction

To get an overview of the research papers collected using chosen search string,
specific information was extracted from all of them in the form of answers to
a series of questions put into a data extraction form. This data was used as an
overview when writing this thesis, and it was also used to statistically back up our
findings in section 2.3 at the end of this chapter.Not all parts of the form could be
applied to every paper and were then left unanswered (e.g. experimental setup
for a literature survey).

This extracted information enabled us to show for example which Blockchain
technology is the most commonly researched, as well as giving an overview of the
research, which is summarized in the following section 2.2.
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2.2 Summaries of Related Works
The research can be broadly divided into two groups: research on how Blockchain
technology can be used for cloud computing, and research on Blockchain work-
load characterization and performance analysis. For the first group – Blockchain
for cloud – the research papers cover several different approaches and touch on
multiple areas of cloud computing, but the field is still very new and without
clearly established practical solutions. As for the second group of research pa-
pers, workload characterization of Blockchains is a much less studied field than
performance analysis, about which there is a relative abundance of studies. In
practice however, there is not always a sharp distinction between the two and a
paper which primarily focuses on performance analysis may also include workload
characterization.

Blockchain and Cloud Computing

Some applications of Blockchain technology for cloud computing are summarized
here, covering the following areas: energy consumption, data provenance, resource
discovery, identity management, and establishing cloud federations.

Blockchain technology has been studied as a potential tool to monitor energy
consumption in datacenters by Xu et al [15]. They developed a decentralized
energy resource management system for cloud datacenters using Blockchain, and
the main contribution is to reduce the total energy cost from request scheduling
and request migration among datacenters.

Tosh et al designed a Blockchain based approach for data provenance in the
cloud [6] and analyzed the impacts of different consensus algorithms in [16]. The
purpose is to be able to audit cloud transactions in a secure way, and they dis-
cuss the advantages of using a Proof-of-Stake algorithm over the Proof-of-Work
algorithm. They propose a Blockcloud framework to be used by cloud users and
providers in a cloud federation, concluding that more development is needed, as
well as discuss vulnerabilities of 1) Blockchain-based cloud such as co-residency at-
tacks (a risk in all clouds, but potentially higher if participation in the Blockchain
may give away information) and 2) dishonesty in resource-staking while using a
Proof-of-Stake algorithm.

Another problem of cloud federations is resource discovery, a possible solution
to which is provided by Sharma et al [17]. To discover and manage resources effi-
ciently in an peer-to-peer cloud federation environment they have designed BIRD
framework (Blockchain based Inter Cloud Resource Discovery), using dedicated
VMs to measure cloud performance.

Alansari et al proposed a Blockchain based model for identity and access con-
trol system for cloud federation [18]. They use the Intel SGX trusted execution
environment together with an Ethereum Blockchain in order to protect the exe-
cution of code on the Blockchain, which means the Blockchain’s advantages for
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distributed storage can be combined with the Intel SGX secure execution envi-
ronment.

Bendiab et al also proposed a Blockchain based trust model for cloud identity
management [19]. Cloud computing faces obstacles managing user identities as
there is an ever greater number of personal information which must be treated
securely. To overcome such issues, Blockchain is used to manage trust in the
model proposed by Bendiab et al, creating secure communication between cloud
providers and users in a federated environment.

A design and simulation of a Blockchain-based cloud federation was published
by Taghavi et al [20], with a model that encompasses the quality verification for
monitoring system of computing resources among cloud service providers over
public Ethereum. They have used third party vendors for maintaining records in
Blockchain smart contracts but conclude that due to the pricing of third party
dependencies it is often not worthwhile to do so.

For handling the inter-cloud communications of federated cloud, one approach
is to use a Cloud Exchange, which was surveyed by Xie et al [4]. They ex-
plain the operation of a cloud exchange (usually involving Service Level Agree-
ments), investigating the three areas and proposed solutions where a fair amount
of Blockchain-based research has been done (security assurance, reputation sys-
tems, and dispute management), and end by discussing open research questions.
Xie et al consider that Blockchain enabled decentralization in cloud exchanges
may have many advantages over centralized cloud exchanges by increasing com-
petition between cloud providers while attempting to guarantee fairness.

Workload Characterization and Performance Analysis of Blockchains

Workload characterization was surveyed by Calzarossa et al [21], and workload
characterization in the cloud context by Shishira et al [22]. The study of how
workloads are constituted and how they can be statistically described and char-
acterized is applied in many different fields, and is affected by the behaviour of
both machines and human. What characterizes a workload is the frequency and
pattern of arrival of requests made to a system. If the scale of the system re-
sources are also considered, this produces the degree of utilization of computing
resources.

A study which clearly characterizes Blockchains’ workloads is Olivera et al’s
2019 experiment [23], which compares two permissioned Blockchains (Quorum
and Multichain), using probability distributions precisely describing the work-
loads. The probability distributions of the inputs are derived from the transaction
requests on the Bitcoin network (since that is the largest Blockchain network).
Using that information about the characteristics of the workload on a live, global
network, its impact is carefully studied on a smaller experimental network with
other Blockchain technologies deployed on it. The results of the evaluations (of
e.g., transaction-validation time in milliseconds) are shown in probability distri-
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bution graphs, conveying not only the mean value but also the overall shape of
the results. The conclusion is that Multichain works in all aspects faster, with
the trade-off that Parity allows more complex functions which Multichain is not
capable of.

The wider topic of Cloud benchmarking (i.e., when not specifically focused
on Blockchains) is discussed in too many papers to go into detail for this the-
sis, but one good example is the paper on YSCB by Cooper et al [11] which
describes a useful approach to using workloads for this same purpose. The prac-
tices of characterizing new workloads and building adapters for different systems
in benchmarking for Blockchain (which is used in e.g. Hyperledger Caliper) is at
least partially developed from the earlier benchmarking for cloud serving systems
such as Hadoop [5].

Giving an overview of the state of the art of Blockchain Performance Analysis,
the systematic survey by Fan et al [5] describes both empirical (e.g. benchmark-
ing, monitoring) as well as analytical approaches (e.g. queueing theory, stochastic
petri nets). The authors analyzed the different frameworks along with the work-
loads used, the performance metrics, and bottlenecks. Some conclusions drawn
from the survey by Fan et al are: 1) Private Blockchains can be reliably tested
in a well controlled test environment and the results extrapolated to larger scales
(which is how the experiments of this thesis are designed). 2) Public Blockchains
need to be monitored in a live public system due to the inherently unpredictable
scaling. 3) The analytical modeling approach is best suited for studying the con-
sensus algorithms where it is more powerful than the empirical methods, and not
an entire Blockchain all at once. A major point is that the performance prob-
lems of Blockchain are a critical limiting factor to Blockchain’s usefulness, and
that all developments in this area must be meaningfully evaluated in order to be
comparable. [5]

Sukhwani et al [24] create an analytical model of the performance of Hyper-
ledger Fabric as a type of Stochastic Petri Net (similar to a Markov Chain),
focusing on the four metrics: transaction throughput, transaction latency, queue
length, and utilization. The parameters of the model are taken from monitored
values of a test-implementation. Using the parameters from the test, the perfor-
mance of the model can be calculated analytically. Their Stochastic Petri Nets
simulate the full system including subsystems such as block endorsement and or-
dering, although it has some limitations such as not covering transaction timeouts
and that the parameterizing nodes were run on a LAN instead of a WAN.

A study which thoroughly analyzes several variables of Hyperledger Fabric
using an empirical approach is the one by Thakkar et al [25], which covers two
phases: first analysing the impact of a number of configurations (Blocksize, en-
dorsement policy, number of channels, database and resource allocation), followed
by optimizing those configurations to find the best possible performance. This
study was done on Hyperledger Fabric version 1.0, and many of their recommen-
dations are long since included as defaults – the latest version at time of writing is
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2.3. The findings include the effect of Blocksize in Hyperledger Fabric, below the
saturation arrival rate, an increase in Blocksize slows down the execution time,
but at or above the saturation arrival rate, an increase in Blocksize leads to a
shortened execution time. Another important observation is that the scalability
is limited by the complexity of the endorsement and validation processes, per-
formance is highly impacted by the number of nodes required to sign off on an
transaction.

Baliga et al published two papers in 2018 also on the topic of empirical
Blockchain performance analysis. The first of which [26] measured the impact
on the performance of Hyperledger Fabric by varying several different workloads,
block size and block-timeout, endorsement policies, and scaling. These perfor-
mance tests and workload characterization show several complex tradeoffs. The
second paper by Baliga et al [27] discussed performance evaluation of several
Blockchain technologies by changing the transaction rates. They tested both
RAFT and IBFT consensus algorithms, concluding that for higher transaction
rates RAFT performs better while for lower transaction rates IBFT is superior.

There are several other good studies of Blockchain performance analysis,
among them Monrat et al [28], Pongnumkul et al [29], and Malik [30]. The
experimental deployments done by Monrat et al are interesting for this thesis’ ex-
periment since they also used Azure VMs. They evaluate and compare Quorum,
Corda, Hyperledger Fabric, and two versions of Ethereum, using among others
the Hyperledger Caliper benchmarking tool. The overall conclusion is that Hy-
perledger Fabric has a superior performance because it achieves consensus more
efficiently [28]. Pongnumkul et al compared the performance of Ethereum and
Hyperledger Fabric by varying transaction rates. They conclude that overall Hy-
perledger Fabric outperformed Ethereum in terms of throughput and latency, at
least for workloads under 10000 transactions per second [29]. Malik compared
the performance of a Blockchain based smart grid using either Ethereum or Hy-
perledger Fabric. The conclusion is that Ethereum provides the better solution
for small scale energy trading, but on the other hand, Hyperledger Fabric can be
more beneficial to large scale applications [30].

The performance consistency, stability, and scalability of Hyperledger Saw-
tooth (with Proof-of-Elapsed-Time consensus algorithm) was studied by Shi et al
[31] to analyze deviations of performance in a dynamic cloud environment. Their
results are as follows: The consistency over long time periods while using the
same workload, configurations, and cloud is fairly good, but gets slightly worse
for higher input transaction rates. The stability between different datacenters ex-
posed to the same workload varies notably depending on the network and resource
utilization. This paper is of particular interest since consistency and stability are
not much discussed in other research on Blockchains, compared to scalability or
optimization.

Two papers which introduce new Blockchain benchmarking tools are Dinh et
al [32] and Saingre et al [33]. The paper by Dinh et al is cited in many performance
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analysis papers as the first ever Blockchain benchmarking tool, published in 2017.

2.3 Literature Findings
Based on the literature discussed in the previous section follow two findings re-
garding the types of Blockchain and the types of Blockchain benchmarking tools
most researched in the academic literature. From those findings it is determined
which technologies should be selected for use in the experimental implementa-
tion of this thesis. First, we count the number of times a technology or tool is
analyzed, and then make a selection among the top contenders. There are 10 dif-
ferent Blockchain technologies mentioned in the most relevant research, although
there exist many more possible options. The list of Blockchain benchmarking
tools mentioned is shorter, at 5 entries.

Comparison of Blockchain Technologies

Since Blockchains are still not a mature technology, new developments could
rapidly change which platform is most suitable for different projects. But for
this project about workload characterization and performance evaluation, it is
important to use to technology which is used widely enough that we can expect
to find sufficient information on it, both for the practical implementation, and
to base our research on. The availability of third-party researcher information is
therefore an important criteria to determine the Blockchain technology for use in
this thesis’ experimental implementation. The two technologies which turn out
to satisfy the requirement of widespread research are Ethereum and Hyperledger
Fabric.

For the purposes of selecting a Blockchain technology to study for the goal of
managing cloud resources, Bitcoin has been excluded. Although Bitcoin is often
mentioned as the first Blockchain and sometimes used as a contrast for com-
parison, Bitcoin and similar cryptocurrencies cannot be directly used for man-
aging cloud resources, and they are therefore not useful to this thesis. There
are many other Blockchain technologies which are not discussed in this research,
such as Cardano [34] and Tezos [35] which are both Proof-of-Stake, permissionless
Blockchains. The downside of excluding such examples is that they have features
which could potentially make either one of them well suited for this project, but
since there is not much academic research done on those platforms we are not
currently able to compare them fairly, and have therefore excluded them. When
using public Ethereum, there are risks of both compromised security and wors-
ened performance [28]. Therefore maintaining a private Ethereum chain would
be preferable, [28] and it is the type of Ethereum discussed here.

As seen in figure 2.1, the two by far most researched technologies are Ethereum
and Hyperledger Fabric. The pie chart is divided into three approximately equal
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Figure 2.1: Pie chart of Blockchain technologies in relevant research studies,
Hyperledger Fabric and Ethereum are studied more, data cited in appendix A.

parts, one for Ethereum, one for Hyperledger Fabric, and one for all of the less
studied technologies taken together.

Given that Hyperledger Fabric and Ethereum are the most researched tech-
nologies by third party researchers and they therefore are easier to put in context
academically, the next step is to choose one of these two. Hyperledger Fabric and
Ethereum are both fairly different from each other, as described below, and the
final choice is based on suitability of their properties for this thesis’ use case for
managing federated cloud resources for peer-to-peer energy.

One of the most fundamentally important parts of a Blockchain is its consensus
algorithm, how different parties can agree to the state of the distributed ledger.
Ethereum currently uses a Proof-of-Work algorithm, which has the disadvantage
of a high energy consumption (making it a very paradoxical choice for an energy
management use case) but has the advantage of being tried and tested for several
years, and is considered very secure and trustworthy in public Blockchains [5].
Hyperledger Fabric uses the RAFT consensus algorithm which is based on voting,
uses more intensive communication although it is much cheaper computationally,
but is vulnerable against dishonest actors [5]. Both projects have plans to move
to updated consensus algorithms – within their respective families of proof-based



Chapter 2. Related Work 13

and voting-based consensuses – Proof-of-Stake for Ethereum and PBFT (Practical
Byzantine Fault Tolerance) for Hyperledger Fabric, but at the time of writing this
thesis is not completed. Since this thesis is assuming a use case relating to energy
management, and since the scope is to be limited to private Blockchains, the
RAFT algorithm of Fabric comes out better than the Proof-of-Work algorithm of
Ethereum.

The programming languages used to write smart contracts are also different
between the two, Ethereum uses its own specific language called Solidity, which is
designed for that purpose but which therefore is limited in terms of the resources
available to learn it [28]. Hyperledger Fabric, on the other hand, allows smart
contracts written in the widely used, generic languages JavaScript and Golang
[28]. Since the authors of this thesis have experience using JavaScript, this is
another advantage for Hyperledger Fabric.

Features Ethereum Hyperledger Fabric
Type Public, Permissionless Private, Permissioned
Programming lan-
guages Solidity(Specific) Javascript,Golang

(Generic)
Consensus algorithm PoW, PoS Raft, PBFT
Cryptocurrency Yes No
Year of Publication 2015 2017

Table 2.2: Comparison between Ethereum and Hyperledger Fabric[28]

For the two main reasons just explained – the consensus algorithms and the
programming languages – Hyperledger Fabric was selected to be used in the
following chapters and in this thesis experimental implementation.

Comparison of Blockchain Benchmarking Tools

Since there are fewer Blockchain benchmarking tools in the research to compare, it
is fairly straight-forward to select one for use in the experimental implementation,
following the same basic structure as for selecting a Blockchain technology. First
the different options are listed in alphabetical order with frequency of how often
each one is discussed in the relevant research, then the decision is made based on
that frequency.

According to comparisons made among the research papers (in Figure 2.2)
Hyperledger Caliper is the most researched tool by third party researchers and it is
therefore easier to put its results in an academic context. Blockbench is the second
most researched tool, probably since it was the first Blockchain benchmarking tool
to be developed [5][32]. Furthermore, it is also likely that Hyperledger Caliper is
the most well-suited benchmarking tool for Hyperledger Fabric – the Blockchain
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Figure 2.2: Pie chart of different benchmarking tools in relevant research studies,
Hyperledger Caliper is the most studied, data cited in appendix B.

technology selected in the previous section of this thesis – since they are both
under the same Hyperledger Foundation umbrella. For these reasons, we have
selected Hyperledger Caliper as the benchmarking workload generating tool for
the experiments in this thesis.



Chapter 3
Methods and Technologies

This chapter presents the methods and technologies used during this thesis work,
based on findings from the literature review conducted in the previous chapter.
The chapter begins with the general research methodology, continues to the cloud
environment used for experimentation, then covering Blockchain technology in
general, further to background information about Hyperledger Fabric Blockchain,
Hyperledger Caliper, Docker, and statistics.

3.1 Research Methodology
The compatible research method for this thesis is a mixed method approach, with
elements of both quantitative and qualitative research. The outcome of the quan-
titative analysis is the collection of measurements and statistical analysis shown
in the Results and Analysis chapter 6, and the qualitative analysis is detailed in
chapter 4 on System Modeling. This duality of method also appeared in the pre-
vious chapter on the Related Works, where the Blockchain and Cloud Computing
subsection under 2.2 summarizes how Blockchain technology can be applied to
managing cloud resources, which will feed into the qualitative System Modeling
chapter. The second subsection under 2.2 was Workload Characterization and
Performance Analysis, which in turn supplied the background for the quantita-
tive parts of the research, the measurements done in the thesis implementation
(explained in chapter 5), the results of which are displayed in chapter 6.

The steps followed when conducting this research followed a modified waterfall
method. The original plan was to use a spiral model, but as the research work
progressed, this was changed to more of a waterfall model. In figure 3.1, the
outline of the research process is shown in a flowchart. The larger green box
includes the five central steps where most time was spent, which are based on
the five steps of the usual waterfall model [36]. At the beginning of the work,
we focused on learning enough to be able to formulate research questions, and
to be able to search through the relevant literature with more purpose. Then we
proceeded to go through the related works more thoroughly, which led us to study
the different system models (see chapter 4), and to create an implementation
(see chapter 5), and design experiments to answer our research questions. The

15
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concluding part of the work was to bring all the content of the research work
together.

Figure 3.1: Research methodology used in this thesis work, modified waterfall
model [36]

3.2 Cloud Computing
Cloud computing is defined (according to the American standards institute NIST
[37]) by having five essential characteristics: On-demand self-service, Broad net-
work access, Resource pooling, Rapid elasticity, and Measured service. There are
three different types of services offered by cloud, Software as a Service (SaaS),
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Platform as a Service (PaaS), and Infrastructure as a Service (Iaas). Cloud in-
frastructures can be deployed in three different models such as Public, Private
and Hybrid Cloud. Public cloud was used in the implementation for this thesis
to access the resources for conducting experiments. The most common types
of cloud computing services rely on very large data centers owned by a single
corporation, and another type on federations of medium sized clouds, usually
via a central clearinghouse. By utilizing the distributed and immutable ledger
of a Blockchain, an unprecedentedly effective collaborative cloud may be possi-
ble, according to Sharma et al [17], which implements resource discovery using
Blockchain. Currently common cloud service providers, using centralized data
centers, has downsides such as single-point-of-failure, and need for trusted third
parties. Meanwhile, current cloud-federations has different problems with scal-
ability, and similar problems regarding trusted third parties, which is being at-
tempted to be solved using Blockchain technology [16].

Microsoft Azure

The specific public cloud technology used for the experiments in this thesis work
is Microsoft Azure (publicly released in 2010 [38]). BTH provides access to the
Azure cloud, and we would like to thank Roman-Valentyn Tkachuk for helping us
with setting up our accounts and access to virtual resources. The implementation
of a Blockchain network, on which the thesis experiments are carried out, was
all done on these virtual machines. All the specification about virtual machine
details are provided in section 5.1.

3.3 Blockchain Technology
Blockchain technology was invented in 2008, with its first application being the
cryptocurrency Bitcoin [5]. Since then, research on Blockchain technology has es-
tablished further solutions apart from Bitcoin. Blockchain relies on peer-to-peer
communication in the network. Blockchain is fundamentally a distributed ledger
which maintains stored transaction in blocks, the integrity of which is maintained
by cryptographic methods [1]. In the first generation the immutability and fault-
resilience made it useful for handling transactions of cryptocurrency, but more
advanced applications using e.g., smart contracts have been developed since then.
A smart contract is not a legal contract, but an agreement enforced by the cryp-
tographic code of a Blockchain, distributed to each node in the network [10]. A
smart contract, once it is deployed, will run according to its programmed con-
ditions, monitoring some process, and can primarily handle payments paid out
according to those conditions – for the explanation of smart contracts, see the
overview of Blockchains in [10]. There are several Blockchain platforms currently
available which support further, more advanced applications than only cryptocur-
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rency, among the literature studied so far, the most common are Ethereum and
Hyperledger Fabric, as explained in section 2.3.

Blockchain and similar technologies are, in addition to being distributed, also
decentralized which means that decisions may be taken at different points in
the network (usually after participating nodes have reached consensus), although
centralized distributed ledgers are also possible. The decentralization comes with
advantages such as fault tolerance and transparency, though it also has downsides
such as high latency or difficult scalability, as analyzed in [39].

Structure of Block

The Blockchain network is build with many interconnected blocks, which each
contain a batch of transactions or other data to be stored. Each block also
contains hash value of previous block with time stamp, which is how all of the
blocks form a chain one after another. Because of the hash values, no one can alter
the data inside the block after it has been added to the chain without it being
obvious by the mismatched hash values, since a block cannot be altered without
also altering all the previous blocks value. This feature makes the system more
robust and secure from tampering.

Figure 3.2: Illustration of block structure [40]

Types of Blockchain

The different types of Blockchain technologies are sometimes classified into groups
based on two types of distinctions, they are on the one had public and pri-
vate Blockchains (who can join), on the other permissioned and permissionless
Blockchains (who can make decisions) [23]. The intersection of these two distinc-
tions leads to four groups:
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• Private Permissionless Blockchain: A closed network where the par-
ticipants requires permission to access the Blockchain network, but all par-
ticipants take part in consensus.

• Public Permissionless Blockchain: An open network which allows any
nodes to participates in the Blockchain network, and participate in consen-
sus.

• Private Permissioned Blockchains: A closed network where partici-
pants require permission to access the Blockchain network, and only autho-
rized nodes participate in the consensus process to create new transaction.

• Public Permissioned Blockchains: An open network which allows any
node to participate in the Blockchain network, but only authorized nodes
participate in the consensus process to create new transaction.

3.4 Hyperledger Fabric
In this section, we have discussed the overview of Hyperledger Fabric Blockchain.
The Hyperledger Fabric is an open source private permissioned Blockchain plat-
form, modular in design, developed by Linux Foundation in the year 2017, and it
is intended for enterprises application [28]. Hyperledger Fabric consists of several
components such as peers, clients, ordering nodes and organization of peers and
clients [25]. Each transaction initiated by the client goes through three different
phases: endorsement, ordering, and validation phase. Hyperledger Fabric invokes
smart contracts, and contains executable code called chaincode (corresponds to
smart contracts) written in different programming languages such as Golang or
JavaScript. It does not require a cryptocurrency and mining processes, which
minimizes the operational cost of the system and simplifies its usage [13].

The following section describes the major components present in the Hyper-
ledger Fabric Blockchain network. The information about each below-mentioned
component is from the official Hyperledger Fabric website [13].

Client

The client acts in the name of an end-user. The client requests transaction pro-
posals to a peer, forwards endorsed transaction to the ordering service, and gets
update on the committed transaction once it has been completed.

Peer

A peer in the Hyperledger Fabric is the fundamental node in the Blockchain
network. The peer is responsible for validating and executing transactions and
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Figure 3.3: Classification of Blockchain, [23]

maintains a copy of the full ledger. Each peer contains both a ledger and all
chain codes (i.e. smart contracts) which it has installed[13]. It is possible to run
the different roles of the peers as separate entities, or the roles may be carried
out by the same peer entity in an organization. These roles are Endorsing peers
for confirming the validity of proposals from clients and Committing peers for
committing proposals to the Blockchain[26].

Orderer

Hyperledger Fabric makes use of orderers to determine the bundling of transac-
tions into the Blocks. Because of the distributed nature of a Blockchain, two
different peers (running on different machines) may easily attempt to add new
transactions at the same time, which would cause a clash. Therefore, the or-
derers are necessary to achieve consensus decisions regarding the order in which



Chapter 3. Methods and Technologies 21

transactions are placed. After a transaction by a client has been endorsed by
a consensus majority of peers, an endorsed transaction is sent to orderers to be
placed in a block (where the order becomes fixed). The orderers then send the
block to committing peers, which add the block to the ledger and complete the
whole process. The group of all orderer nodes make up the ordering service. It
is an administrative organization that is necessary for the running of the net-
work, but they do not directly control what is written on the Blockchain (the
peers nodes do), only the order in which transactions are placed in a block. The
consensus algorithm among the orderers is the RAFT algorithm[13].

Organization

Hyperledger Fabric network contains organizations of peers, also termed as con-
sortiums. Peers are the most important parts of Hyperledger Fabric which are
deployed by networks in organizations, and the consensus can be calculated based
on the number of organizations which agree to the validity of a transaction. The
peers are identified in the format of peerX.orgX.example.com, which identifies
which organization they belong to[13].

Smart contracts and Chaincode

In Hyperledger Fabric, smart contracts are written in chaincode. A definite set
of rules for each transaction are in executable code is called a chaincode. All
members in the channel agrees the parameters of a chaincode by approving a
chaincode definition for their organization. If the chaincode definition is approved
by a consenting majority of the members then it committed to the channel. After
that, members in the channel may execute the smart contract[13].

Channel

Channels act as a medium of communication between organizations and other
members at the network. A Hyperledger Fabric network requires channels which
allows the Fabric network to create private communication between desired orga-
nization without affecting the other organizations to which they may be connected
in another channel. A single organization and its peers may be connected to any
number of channels at one time[13].

Transaction Workflow

The following six categories explains the transaction flow of Hyperledger Fabric,
and are illustrated in figure 3.4, from a study by Sukhwani et al [24].

1. Client initiates a transaction proposal to the endorsing peers that have en-
dorsement policy, smart contracts are running on these peers. Transaction
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Figure 3.4: Transaction sequence diagram of Hyperledger Fabric, [24]

request contains a user ID, payload, and tranxID along with the user sig-
nature.

2. Endorsing peers simulate the transaction, invoking smart contracts, to con-
firm if they could accept it.

3. Endorsing peers send the response to the client, which must gather a suffi-
cient number of such endorsements to achieve consensus.

4. Client sends the received endorsement message with payload to the ordering
service, which confirms that consensus was achieved.

5. Block is created by ordering service, by agreeing to a transaction order, and
it is broadcast to all the peers in the network.

6. The peer accepts a block of transaction, in parallel assessing the transaction
endorsement with endorsement policy through validation of the chaincode.
At last, it informs the client about the success or failure of the transaction.
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Certificate Authority

Certificate Authorities (CAs) are used to issue cryptographic materials to order-
ers, organizations, and peers. All participating nodes including peers, orderers,
end users, administrators and orderers in the Blockchain network obtain their
organizational identity from their certificates in order to transact on the network.

Consensus Algorithm

To attain mutual consent among the nodes participating in the Blockchain net-
work, a secure mechanism is needed that ensures confidentiality, integrity, avail-
ability and putting new blocks added into the network in order. This method
is called a consensus algorithm. It also takes care of synchronizing transactions
across the network. The algorithm which determines how decisions are reached
in a decentralized network, the consensus algorithm, is an important part of
what distinguishes different Blockchains, and which greatly affects their perfor-
mance according to the survey by Fan et al [5]. They can be divided into two
broad families as described by Fan et al: Proof-based algorithms (Proof-of-Work,
Proof-of-Stake) and voting based algorithms (Raft algorithm, Practical Byzantine
Fault Tolerance).

In the version of Hyperledger Fabric used in this thesis (2.3.2), the default
consensus algorithm is Raft, which is a crash-fault tolerant, voting based consen-
sus algorithm. This type of Blockchain requires authentication first before the
participant can join because Byzantine-like consensus algorithms cannot tolerate
more than one-third of the total participants being malicious or contributing in-
correctly. Non-Byzantine consensus algorithms (such as Raft, used in this thesis)
cannot handle any participant behaving maliciously or incorrectly, and therefore
are not secure in a public network, but are more efficient when all nodes may be
trusted. See overviews in [5, 23] for more details.

Endorsement Policy

It defines which organization should approve transactions generated by chain-
code before transactions are considered as valid. Any combination could be set
as required for consensus, from a straight forward majority to complicated com-
binations given different weightings. The complexity of the endorsement policy
will affect resources and the time taken to collect and evaluate it [25].

3.5 Hyperledger Caliper
Hyperledger Caliper (first released in 2018) is a benchmarking tool to measure
performance of different Blockchain solutions [41]. The performance can be mea-
sured in terms of throughput, latency or resource consumption. In order to run
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Hyperledger Caliper, the requirements of three input types are listed as below.

• Information about the Blockchain network, configuration files and crypto-
graphic materials, usually in YAML and PEM files. These are specific to
the network itself. In figure 3.5 these are called Network Configuration and
Benchmark Artifacts.

• The Workload Module, which are JavaScript files defining the use cases and
behaviours to test. These are generic (for example, a write operation), and
could be used on different networks for different monitoring experiments.

• The Benchmark Configuration YAML file, which specifies the details of how
to proceed with the experiment. This is specific to the monitoring itself.

Figure 3.5: Overview of Hyperledger Caliper [41]

Caliper takes these inputs and starts a number of management and worker
processes (exact number depends on the configurations set), which interacts with
the SUT (system under test) by generating a workload and monitoring the be-
haviour and performance [41]. Here, system under test (SUT) refers to Blockchain
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network. The default output is printed only as a list of averages in an HTML
file, which is useful for testing that Caliper has been installed correctly or as a
sanity check on the average performance. More precise outputs (useful for un-
derstanding more in depth) can be accessed in the standard output by editing
the JavaScript workload file to print each measurement using the console.log
command, which can be stored in a log file for later analysis. This process is
described further in chapter 5, on implementation.

Rate Controller

The rate controller determines when new transactions are sent to the Blockchain
network (it controls the request-intervals), and the rate controller is a key part of
a performance test since it defines the input traffic of the system [41]. The default
option is using a fixed rate, other options include fixed load, fixed feedback rate,
and linear rate. Custom rate controllers can also be written to conform to any
specific workload profile. For this thesis, we wrote one such custom rate controller
which uses normally distributed intervals between each transaction request sent.
The rate controllers used in the experimental section of this thesis are described
in the implementation chapter.

3.6 Docker
Docker (first released in 2013) is used to run containers, which are OS-level vir-
tualization of software packages [42]. The containers share some resources such
as the kernel, which makes them more light-weight than full virtual machines.
Docker containers are used to run the individual processes of nodes in the imple-
mentation of this thesis’ Blockchain network, and can communicate and cooperate
across multiple different virtual or physical machines.

The specific Docker products used are Docker Swarm, to create the overlay
network, and also Docker-compose and Docker run to start up containers from
their respective Docker images. Docker-compose uses YAML files to specify all
necessary environment variables and container volumes, giving an easier overview
than the CLI commands for starting containers individually, which quickly be-
come quite long with the amount of information about network configurations,
key and certificate locations, etc.

3.7 Statistics
Statistical concepts which are used throughout the thesis are defined in this sec-
tion.
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Random Variable

A type of function which takes its possible outcomes from its state space and
depends on a random phenomenon. A measurable event (for example the outcome
of an experiment) which has an associated probability distribution describing the
probability of outcomes in the state space[43].

Random Process

A random process, or a stochastic process, is defined as a collection of random
variables which occur within a limited space, usually a space of time, and each
random variable takes their values from a state space[44].

Mean

The arithmetic mean of a set of sampled values is the most commonly used type
of average, it is defined as the sum of sampled values divided by the number of
items in the sample[45].

μ (X) = E (X) =
1

n

(
n∑

i=1

xi

)

Variance and Standard Deviation

Variance is a measurement of the amount of variation of a set of values, it is
defined as the mean of the squared difference between a set of sample values and
their mean value[46].

V ar (X) = E
(
[X − E(X)]2

)
The standard deviation is also a measure of the amount of variation of a set

of values, it is defined as the square root of the variance. The standard deviation
has the advantage over the variance of using the same measurement units as the
variable which is being measured.
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Probability Distribution

A probability distribution is a mathematical function which describes the prob-
ability of different outcomes for an experiment [47]. It is commonly shown as
a graph with different outcomes on the X-axis and their respective probability
on the Y-axis, either continuous or discrete. The deterministic and the normal
distribution (sometimes called Gaussian) are the ones primarily used in our thesis
work to represent the behaviour of the input and output models of the system.
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In a deterministic process all events occur exactly at the same interval between
each event, whereas in the Normal processes, the events are randomly distributed
more or less closely to each other [48]. In figure 3.6 are shown illustrations of
distributions of inter-arrival data in each process. Generating data of 100 events
occurring in the time span of 100 ms for a deterministic and a normal process,
average request-interval size is 1 ms in both cases. The standard deviation of
interval sizes is 0 ms for the deterministic process and 0.61 ms for the normally
distributed process. In the deterministic case all 1000 occurrences have a variance
of 0, but in each of the uniformly and normally distributed cases their 1000
occurrences have a variance of 0.33 in both distributions. If the standard deviation
of a normal distribution were to be decreased to 0 ms, it would be identical to a
deterministic distribution.

Figure 3.6: Comparison of inter-arrival times generated by of normal and deter-
ministic processes



Chapter 4
System Modeling

This chapter sets the requirements for implementing the Blockchain-based system
in a theoretical context, by analyzing the available options, and finally decides on
a system model based on our use case requirements (managing cloud resources for
peer-to-peer energy management). We have synthesized the data collected in the
related works chapter (particularly section Blockchain and Cloud Computing) and
from there designed three models. The System model conveys information to the
reader about the structure and behavior of the system, components present in the
system, and how it actually performs its role in the system. Three different types
of models are discussed, and one is chosen as most suitable to the peer-to-peer
energy use case.

4.1 Requirements
When going through the chapter of related works, our requirements to consider a
model as being of a Blockchain network for managing federated cloud resources
consists of the following points:

• A network with nodes and connections between nodes.

• Cloud resources, of some type.

• Monitoring the data of those cloud resources.

• Blockchain mediated smart contracts, or similar usage of a distributed
ledger, at some point in the model.

4.2 Aims
Further important characteristics of the system models depend on the details of
the use case and what aspects are intended to be investigated. To choose between
different models, these characteristics must be considered since they form the
important distinctions between models. Examples of these properties are whether
the model is peer-to-peer or client-server based, and the location in the model

28
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of the Blockchain-enabled smart contracts, and other important decisions where
it is feasible to choose either option. These are important properties of a cloud
resource sharing Blockchain network where how to prioritize among them depends
on the specific use case.

To determine which aims are the most appropriate, consideration must be
made of the difference between the industrial interest and the scientific interest.
To an extent, these will overlap, but in general, there is more industrial interest
for solutions involving large centralized data centers, and more scientific interest
in peer-to-peer and more modular solutions. Blockchain cloud research includes
both interests and either approach can lead to very interesting results and have
an influence on the other path. In the case of this thesis, since we do not have an
industrial advisor, we choose to favor the scientific interest, focusing on the more
decentralized model.

The scientific interest in the peer-to-peer model means focusing on applica-
tions closer to underlying general principles of decentralized systems with sym-
metric reversible roles. Some of the selected aims - such as reversibility of roles
- could well be inverted in the industrial application scenario (depending on the
specifics of the case). The four aims we set as per our studies in[10, 17, 49, 50],
considering the scientific interest of the decentralized solutions are as follows:

• Reversibility: Different nodes’ roles are reversible.

• Scalability: In terms of increasing the number of users, CSPs, rate of trans-
actions.

• Reliability: If nodes are down, how can the network adapt.

• Peer-to-peer: As opposed to client-server models.

4.3 Model Descriptions
In this section three different system models are described and analyzed for ad-
vantages and disadvantages given the aims and requirements discussed above.
The three proposed models, which represent three different approaches to the
problem, are primarily based on the research from [19, 30, 51], but are in dif-
ferent ways both simplified and altered to fit to the cloud resource management
scenario and peer-to-peer energy use case, according to general concepts of cloud
computing and based on our reading of the related works (the exact alterations
are explained in each section). In the section following after the descriptions, the
conclusion, our choice among the three for further investigation is made based on
these system model descriptions.

The system models described in this section [19, 30, 51] fulfill the basic re-
quirements set out in the previous section, and are sufficiently distinct to choose
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between. The intention is not to say that these three models are the only worth-
while ones, but that we consider them to be representative of the types of design
philosophy we have encountered in the literature.

The most common type of model is the one which is most similar to Model 1
Basic Model and consists of a simple system of one cloud user and one CSP com-
municating over a Blockchain network, while the more complex approaches either
tend towards client-server (like Model 2 Service Provider Federation Model) or
towards peer-to-peer (like model 3 Peer-to-peer Model). The point of investigat-
ing these three is therefore not to make a thorough survey of all proposed system
models in the literature, but to explain the reasoning behind these three design
philosophies.

4.3.1 Model 1 - Basic model

Figure 4.1: Model 1 - Basic Model, [51]

Description

This Basic Model is designed based on Blockchain based Smart Contracts to
automate SLA Compensation by Scheid et al [51], here adapted to a cloud resource
management scenario. The communication between the entities in the network
are itemized as follows:

• A Cloud users contacting a smart contract with initial deposit amount to
access the Cloud resources from the Cloud service providers.



Chapter 4. System Modeling 31

Roles Functional description

Cloud Users
A person or an organization, can request resources such
as Virtual machines from cloud providers. responsible
for / can use services.

Smart Contract

Contains executable code that runs on Blockchain net-
work to enforce agreement between cloud users and
CSPs. It also provides detailed information about the
requested resources such as cost and duration. It is ca-
pable to breach agreement if any one of the participants
misbehaves.

Resource Manage

The interface between the Smart Contract and the
Cloud Service Provider, software which can orchestrate
and manage the resources requested by the Cloud User.
Information can be for example: type of request, price,
duration, size, userID.

Cloud Service
Providers, CSPs

Provides different cloud services or resources to the
cloud users but requires user authentication. Contains
group of data centers.

Table 4.1: Definitions of each entity, model 1

• The Smart contract forwards the Cloud user details to the Resource man-
ager.

• The Resource manager sends Cloud user requests to Cloud service providers
which offers service as per user requirement.

• The Cloud service providers allocate the Cloud resources for the Cloud users
after verify the user credentials.

• Resource manager has the responsibility of monitoring the cloud resource
usage allocated to the cloud users according to the smart contract.

• The Smart contract handles the payments when the contract expires or the
Service Level Agreement is violated.

Explanation of Terms and Adaption of Components from the Original
model

The model proposed by [51] is aimed at using Blockchain to manage Network
Function Virtualization, which we here adapt to management of Cloud Resources.
A single user accesses a single NFV service provider, using a Service Level Agree-
ment handled by Blockchain smart contracts. The main goal of the original model
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is to describe the function of Blockchain-based SLAs between essentially a client
and a server. The following table explains about the comparison of roles between
the Original model[51] and Basic model (refer figure 4.1).

Role in original [51] Role in Model 1 - Basic
Model

Blockchain Adapter, Resource Orchestrator,
and Resource Manager Resource Manager

Physical Infrastructure Cloud Service Providers

Table 4.2: Comparative table of functions, model 1

4.3.2 Model 2 - Service provider federation model

Figure 4.2: Model 2 - Service provider federation model, [19]

Description

This Service provider federation model is originally designed based on authenti-
cation scenario in order to share virtual resources by Bendiab et al [19]. Since this
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Role Functional description

Cloud Users A person or an organization, can request resources such
as Virtual machines from cloud providers.

Home Cloud Service
Provider

A Cloud Service Provider a particular user has an ac-
count/contract with them. It is provisioning resources
for user account holders in their infrastructures.

Other Cloud Service
Provider

A Cloud Service Provider which a particular user does
not have an account/contract with them. It is provi-
sioning resources for other user account holders in their
infrastructures via Home CSP.

IaaS Cloud Federation Federation of Cloud Service Providers, cooperating and
trading resources to provide to Cloud Users.

Table 4.3: Definitions of each entity, model 2

scenario directly relates to managing cloud resources, it did not require adaption
of terms in the same way as for models 1 and 3. The steps of the process are as
follows:

• Cloud users of one cloud providers (Home) wants to access the resources
from other cloud providers (Foreign).

• Foreign CSP redirects the request to Home CSP for authentication.

• Home CSP initiates transaction in the Blockchain network and generates
tokens for the users.

• The users access the resources from foreign CSP using tokens.

• Foreign CSP provides the resources to the users.

4.3.3 Model 3 - Peer-to-peer model

Description

This model is designed based on Blockchain based smart grid for dynamic real
time electricity consumption at [30], here adapted to a cloud resource management
scenario. The following steps explains the process of communication between the
entity are as follows:

• The Cloud users requesting the cloud resources from either local cloud
providers or large cloud providers. They can use smart contracts to create
an account for accessing the resources from cloud providers over Blockchain
network.
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Figure 4.3: Model 3 - Peer-to-peer model, [30]

Role Functional description

Cloud Users A person or an organization, can request resources such
as Virtual machines from cloud providers.

Local Cloud Provider
Small datacenters, small CSPs (e.g., small company,
university, single machine etc.). It contains a limited
amount of cloud resources.

Large Cloud Provider Large datacenters, large CSPs (e.g., Azure, AWS etc.).
It contains a large amount of cloud resources.

Smart Contract

It takes necessary action for buying and selling cloud re-
sources using Blockchain, and for other actions directly
relating to the Blockchain itself. Provides data security
by using consensus mechanism before being used.

Monitoring System
A type of software on the provisioned cloud resources
which tracks the usage and other necessary information
on Blockchain.

Table 4.4: Definitions of each entity, model 3

• Local cloud providers / Large cloud providers offer the resources to the
cloud users using smart contract.

• Monitoring system is used to monitor the cloud resources usage over Blockchain
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network for taking care of resources consumed by users.

• Smart contracts are used to provide trust among the parties involved in the
transaction (i.e., payment transaction).

• Both Local cloud providers/ Large cloud providers are authorized to val-
idate the transaction and also to add new or existing transaction in the
Blockchain.

Explanation of Terms and Adaption of Components from the Original

The model is based on peer-to-peer energy sharing, between cloud users, local
energy providers, and large cloud providers. A Large cloud provider is a kind
of resembling a concept of clearing house is a logical centralization, even though
it is physically distributed over the Blockchain.The information about each roles
are tabulated in table 4.5.

Role in Original [30] Role in Model 3 - Peer-
to-peer Model

Local energy providers Local cloud providers
Distribution system operator Large cloud providers
Electricity consumers Cloud users
Smart meter Monitoring system

Table 4.5: Comparative table of functions, model 3

4.4 System Model Selection
To summarize the three models explained above, the first model is the simplest
version and the second and third are two different directions to choose between
as a more advanced model. Model 1 represents the simplest case, the interaction
between two parties mediated using Blockchain based smart contracts. Model 1
does not cover the complexities of a larger number of entities communicating on
the same network. In both Model 2 and in Model 3, there are multiple cloud ser-
vice providers and multiple cloud users, but the difference between them is mainly
in the relation between service providers and users: in Model 2 users and service
providers interact essentially according to the client-server relationship which al-
lows for higher scalability but disallows reversibility of roles [52], whereas Model
3 represents more of a peer-to-peer relationship, and where roles are reversible
[53].

Based on this comparison, we conclude that Model 3 - Peer-to-peer model
is the most relevant to this thesis use case and scientific aim, based on the aims
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described in section 4.2. Model 3 satisfies the aims for a peer-to-peer network and
reversibility of roles, which neither of the other two models do. The reliability aim
is not distinguishable between the three models, although the scalability would be
the highest for Model 2. These theoretical discussions in this chapter are partly
a foundation for the implementation in chapter 5, and also partly answering the
first research question on how a system can manage federated cloud resources
assuming a peer-to-peer energy management use case.



Chapter 5
Implementation

In this chapter is discussed the practical implementation of the system model se-
lected in the previous chapter along with the hardware and software used, how the
Hyperledger Fabric Blockchain was configured, and the how Hyperledger Caliper
benchmarking tool was used to generate input workload and measure output data.

5.1 Requirements
In this section the virtual machines, containerization technology, and network
overlay used in our experiment are described below.

Virtual Machines

Hyperledger Fabric installation and later experiments are implemented on two
Azure cloud virtual machines. Their specifications are as follows:

• Operating system: Linux Ubuntu 20.04

• Memory: 8GiB

• Processor: 2 vCPUs

Docker Containers

Docker Containers may be started either directly via "docker run –options", or
from a YAML file with docker-compose. Most Docker Images are downloaded
from the Hyperledger Fabric project’s Docker Hub, handled by Docker Compose,
based on information from the official Hyperledger Fabric website and GitHub [13,
54]. One major exception was the Hyperledger Caliper image which did not work
for us. To run Hyperledger Caliper in a container on we created our own image
available at Docker Hub [9] by starting from a Linux Ubuntu Image, installing
caliper on that container, and creating a new image which can be started on an
overlay network and re-used for Hyperledger Caliper benchmarking. The reasons
for using container technology for these thesis experiments are partly to use more

37



Chapter 5. Implementation 38

lightweight technology compared to using full virtual or physical machines, and
because using containers enables us to test configurations much faster by bringing
containers up and down, and moving YAML files describing containers between
VMs as needed.

Docker Swarm

Docker Swarm is a container orchestration tool that creates an overlay network
over which containers on different VMs can communicate. The following six steps
explains how to bring up and test an overlay network between two VMs [14].

1. Open the ports used by Docker Swarm (Ports are 2377, 4789, 7946) on all
VMs.

2. Create a new swarm on one VM.

3. Join the swarm as manager nodes from all other VMs.

4. Create an overlay network on the swarm from either VM, attachable for
containers.

5. Check that the new network is visible on all VMs.

6. Test the network by pinging containers on other VMs.

5.2 Implementation of Hyperledger Fabric
In this section, Hyperledger Fabric is implemented for monitoring cloud resources
data to enable secure communication between the nodes. It consists of two orga-
nizations, two peers in each organization, which are linked by one channel. The
chain code contains a set of rules which should be accepted by all the partici-
pants in the network in order to commit transactions to the Blockchain network.
A comprehensive procedure during installation is elaborated as follows below.
The methods followed as mentioned in Hyperledger Fabric official website, some
other useful blogs for installing Hyperledger Fabric version 2.3.2 distributed on
two Virtual machines [12, 13, 14]. In general, these descriptions of implemen-
tations of Hyperledger Fabric which we used tend to either describe in detail a
non-distributed system (the simplest tutorial [13]), or to describe more vaguely
an actually distributed system ([12, 14]). The main challenge of the implementa-
tion for this thesis was to synthesise these types of sources, which must be taken
together to give a full picture.
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Data Stored on Blockchain

In the experimental implementation of this thesis, only placeholder values are
used to simulate a workload, and to evaluate the performance. These placeholder
values are generated by taking some short strings of text, and a randomly gen-
erated number, and putting into a write operation transaction request. This is
done in order to have a specific amount of data which can be analyzed, while
propagating some kind of information over the Blockchain network.

In the use case of peer-to-peer energy management, writing (and reading)
information would be the most fundamental operations that can be done to a
distributed ledger, but we expect that the details will be more complex. Since
this thesis is focused on the workload characterization and performance, such
more complex operations have been simplified, but could cover for example: cloud
providers broadcasting resources availability, or cloud users putting in resource
requests. Also, storing data as key value pairs: transaction-ID, payload, user-ID,
issuer, memory, time stamp, validity, price, CPU capacity.

Experimental Setup

When designing and implementing the thesis network topology, we were aiming
towards the system model 3, the peer-to-peer model shown in figure 4.3 in the
previous chapter. For that reason, the implementation is set up with equivalent
containers in each organization, the load is generated (by Hyperledger Caliper)
and put into the network through one peer, which communicates it to the other
peers in the network. The practical applicability of the three system models in
chapter 4 to this implementation is limited by the scale of the implementation.
The Basic System Model and the Service Provider Federation Model are also
possible to be used with this implementation, but the use case of this thesis is
more relevant to the Peer-to-peer Model.

The experiment was set up with two VMs, each VM has one organisation.
There are two peer nodes on each organisation. The above table explains about
the structure of components on each VM for build up Hyperledger Fabric network
on multiple VM in an Azure cloud environment. The figure 5.1 represents the
Network topology of the Hyperledger Fabric Blockchain, and all containers are
listed in table 5.1.

Procedure for Bringing up Hyperledger Fabric Network and Installing
Chain Codes

This is a comprehensive list of all the steps we use for bringing up a Hyperledger
Fabric network on two VMs, from the downloading the software, starting con-
tainers and joining them in a network, to installing the chain code. This list is
summarized in a manually drawn flowchart in figure 5.1. We used a number of
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VM 1 VM 2
CA CA
2 Peers 2 Peers
2 CouchDB Ledger 2 CouchDB Ledger
2 Chain code containers 2 Chain code containers
2 Orderer 1 Orderer
Command Line Interface Command Line Interface

Table 5.1: Hyperledger Fabric containers on each VM

CA – Certificate Authority.
CC – Chaincode.
L – Ledger.
OSN – Ordering service node.
API – Application programming interface.

Figure 5.1: Network topology used in implementation [24].
Adapted from Sukhwani et al [24] to show the network topology and number of

peers and orderers used in this thesis work.

different sources, the mains ones are the ones cited at the beginning of this section
5.2 [12, 13, 14]. In 17 steps, the comprehensive list is as follows:

1. Clone the hyperledger/fabric-samples repository from GitHub to your work-
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ing environment on both virtual machines.

2. Create a new folder parallel to the fabric-sample folder which contains con-
figtx.yaml, crypto-config.yaml and docker compose yaml file, on each VM.

3. Create an overlay network between two VMs using the docker swarm com-
mand. After initialization, join two hosts by sending requests to others.
Once the hosts are joined, create a network in the name of the basic net-
work on host1 and check whether it can be seen from the other host.

4. Create a config.yaml file that contains organization profiles, the same pa-
rameter value has to be specified to the configtxgen tool.

5. Create a crypto-config.yaml which contains information about how many
orderers and organizations are used in the network.

6. Create key and certificates using the cryptogen tool on host1.

7. Generate a genesis block on host1 using configtxgen tool. A block is created
in the name of a user-defined value under the channel-artifacts folder.

8. Copy both generated crypto configuration and channel artifacts over to the
other host, out of band.

9. Create a yaml file, specific to each VM, containing information such as net-
works, services required for each organization. This file can be executed
using docker-compose. For e.g., pc1.yaml contains information about ser-
vices and networks specific to host1.

10. Start the containers on each host by running the corresponding .yaml file.

11. Once the containers are up on all hosts, create the channel, called e.g.
mychannel.

12. Join all the peers in each organization to mychannel. The joining peer
command is supposed to be executed on the respective peer on each host.

13. Create a chaincode package as a compressed zip file to deploy, in our case
we used asset-transfer-basic chaincode package from fabric-samples. This
chaincode package is placed in the CLI node.

14. Install chaincode package on all the peers in each organization with relevant
environmental variables, separately for each peer.

15. Approve chaincode for each organization, and commit chaincode for the
channel.
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Hyperledger Fabric flow chart

Figure 5.2: Flowchart to bring up Hyperledger Fabric network

16. After approving chaincode, optionally we can confirm the status with the
check commit readiness command.

17. Invoke chaincode function to initialize, and query the installed functions.

Cryptogen-tool

The cryptogen tool (cryptographic generator tool) is used to generate digital
certificates and key material for the fabric test network. It would not be secure
for use in production, but uses RSA encryption [13].

Configtxgen-tool

The function of the configtxgen tool (configuration transaction generator tool) is
to manage the configuration of the Hyperledger Blockchain. It is a command-line
utility which creates configuration blocks that, when added to the Blockchain,
change the configuration by for example adding a new organization to the net-
work. When starting a new Hyperledger Fabric Blockchain, this tool must be
used to create a genesis blocks, which is the first block in the Blockchain network
[13].
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5.2.1 Block size

The parameter block size defines the number of transactions in a block. Increasing
block size will increase the throughput of the transaction in the block [25]. But
increasing block size requires more computing power, and more bandwidth is
required. In this implementation, since the size of each transaction in terms of
bytes is fairly small (around 35 bytes), the limit in terms of number of messages
is the primary limit on block size.

5.2.2 CouchDB Ledger Database

In the Hyperledger Fabric network implemented for this thesis, CouchDB databases
are used to maintain the current state of the Blockchain. They are external
databases run in separate containers, one for each peer which updates and in-
teracts with its own CouchDB database as needed. Whenever a new block is
added, with new data to be entered into the distributed ledger, after the peers
have reached consensus they add the new block to their respective copy of the
Blockchain[13].

5.2.3 Chaincode

The chaincode is another term for smart contract, used in the context of Hyper-
ledger Fabric [13]. The default chaincode Basic Asset Transfer, downloaded from
the Hyperledger Github [54], is used to initialize a ledger, read, write entries in the
ledger. The assetTransferBasic chaincode library also includes several other sim-
ilar functions, such as updateAsset. In the experimental implementation in this
thesis initLedger, readAsset and writeAsset were the three functions were used
to generate workloads and to measure Blockchain performance with Hyperledger
Caliper.

• initLedger: The function initLedger is used to initialize the ledger with
initial asset value entries.

• readAsset: The readAsset function is used to read the asset value from the
distributed ledger. Because each peer has a copy of the distributed ledger,
the peer does not need to communicate with any other peer or orderer to
execute the read operation.

• writeAsset: The writeAsset function is used to write the asset value to
the distributed ledger by adding a new entry. Since the Blockchain ledger
by definition must be distributed, the write operation requires a peer to
communicate with other peers to achieve consensus in order to successfully
write to the distributed ledger. The peer will never write only to its own
copy of the ledger, since doing that without consensus would cause the
Blockchain to be out of synchronization.
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5.3 Implementation of Hyperledger Caliper
In this section is explained the main practical questions we encountered when
implementing Hyperledger Caliper, as well as other considerations for the reader
to understand our implementation.

Due to problems encountered while using the official Docker image from the
Hyperledger project’s Docker Hub, we created a new Docker container image with
a fresh installation of Hyperledger Caliper, which could be used to run tests. Our
implementation is available on Docker Hub [9]. The problem we found was the
container exiting without running tests or printing any report, but with exit code
0 indicating success. It appears that others have encountered similar issues with
version 0.4.2 of Caliper [55].

The configurations used for Hyperledger Caliper include specifications for the
Blockchain network with peer host-names etc in the network-config.yaml and
connection profile.yaml files, the benchmark-config.yaml which defines the bench-
marking tests, and the JavaScript workload file which defines the functions of the
workload.

In order to use Caliper in a distributed setting, the correct run-time config-
uration must be set, otherwise host-names may be overwritten by "localhost"
as default (e.g. peer0.org1.example.com:7051 overwritten as localhost:7051). We
used the following lines in a "caliper.yaml" configuration file to manage the cor-
rect run-time configuration, enabling the fabric gateway without localhost:

caliper:
fabric:

gateway:
localhost: false
enabled: true

5.3.1 Input Model

This section explains the parameters of the input model used in our implementa-
tion, as well as the process of generating and monitoring the same input parame-
ters. The intention is to isolate and vary only a single variable in each experiment
(a general scientific principle, in the Blockchain context well illustrated in [25]),
and therefore the input model must be well defined.

Varying the input transaction rate (whose unit is transactions per second,
tps) to the system is one of the most common types of experiments in the related
works (which puts our experiment in that context), and varying the standard
deviation is a type of experiment which we have not seen in the related works.
Furthermore, the transaction rate and the standard deviation are two parameters
which are simple to work with and to describe. Therefore, the investigation of the
input model is based on investigating the input transaction rate and the input
standard deviation.
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Rates of Input Transactions

The mean rates of transaction arrivals are varied across many different ranges
in the related works, which both greatly affects the measured results as well
as being of great importance to the specific use case. Most studies either use
low throughput ranges around 1-15 tps, or aim for high throughput somewhere
around 100-1500 tps. This depends primarily on the allocated memory, and
network resources [25]. Considering the use case of managing the cloud resources
for peer-to-peer energy management, it would be appropriate to use more limited
resources and investigate the workload characterization and performance in and
around that range, and that also corresponds to the amount of memory and
network resources we have used (see sections 5.1 Requirements, and 6.2 and 6.3).
The rates of input transactions – the throughput – used in the experiments of this
thesis are in the range 10-25 tps (which corresponds to input request-intervals in
the range 100-40 ms).

Standard Deviation and Distribution of Input Transactions

The only study with standard deviation as part of the input is the one by Oliveira
et al [23], who based their input data on approximating the traffic on the Bitcoin
network. In our case, it is not a safe assumption to base the traffic shape on the
Bitcoin network. Most research assumes a deterministic input, in the real world
this always includes some small random variation but the exact magnitude and
shape is very difficult to predict.

To test the impact which variance in the input request intervals has on the
write latency, a distribution which allows for varying the standard deviation is
needed. We have implemented a rate controller (see next section) which uses
a normal distribution for this purpose. A normal distribution of the request
intervals can be defined by two parameters, the mean and standard deviation
(where the request-interval size in ms is inversely proportional to the throughput
in tps). A normal distribution with a standard deviation of 0 ms is equivalent
to a deterministic distribution, all of the possible outcomes would have the same
value, and then the standard deviation can be increased to test the impact of
increased variance.

A couple of options for simple distributions to use when testing the impact
of the variance and standard deviation are: exponential distribution, normal
distribution, and uniform distribution. Out of these, the exponential distribution
is rejected because its mean and its variance cannot be tested independently of
the other; it has only one degree of freedom. Uniform or normal distribution
would both be well suited to varying the standard deviation independently of a
constant mean.

In the experiments of this thesis we have tested primarily the normally dis-
tributed request-intervals and the deterministically distributed request-intervals
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as inputs, as well as comparing the to the fixed-load algorithm. The mean input
request-interval is at 100 ms when testing the impact of the variance, that is equal
to 10 tps.

In the experiment for varying the standard deviation of the input, we increase
the standard deviation from 0 ms, to 1 ms, to 5 ms and 10 ms. Trying much
higher standard deviations would either require a different distribution or to test
the variance around a higher throughput rate than 10 tps, since otherwise the
random process may generate negative numbers, which does not make sense as
intervals between input transactions.

Recording the Input Intervals

The timing of input data (the time intervals between sending requests from the
rate controller) was recorded done by printing the time difference between two
sequential transactions. Simplifying the relevant JavaScript code into two lines:

let diff = lastIntervalSize();
console.log(‘INPUTGEN ${diff}‘);

The output which is printed by the above code is stored in a log file. From the
log file, it can then be extracted and displayed using MATLAB, see histograms
in figure 6.4 in the Results and Analysis chapter. The same process is described
in the later section on the Output Model, since output data was recorded in a
similar manner. Note that there is always some amount of uncertainty in this
type of monitoring, since another process (such as the hypervisor of the VM) may
interrupt right in between sending a transaction and printing its corresponding
time difference.

5.3.2 Rate Controller

The rate controller is how the input model is the component of Hyperledger
Caliper which actually implements the input model in practice. It determines
when to send new transaction requests, i.e., it controls the input data rate. To
model the input to this thesis experiments, three different types of rate controllers
were used: the fixed rate algorithm and the fixed load algorithm which are default,
and the normal distribution algorithm, which was a custom rate controller, based
on the fixed rate algorithm.

Fixed rate

Input transactions are sent with a fixed interval, it can be described as a deter-
ministic distribution since this interval never changes, which is equivalent to a
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normal distribution with a standard deviation of 0. It is the most basic and de-
fault rate controller. The rate is always constant, it makes no attempt at sensing
what the system load is.

The number of transactions per second is given as an input, pseudo code as
follows:

# Target input speed
tps = transactionsPerSecond;

while True:
# Send one transaction
sendTx();
# Convert from tps to interval in milliseconds
intervalTime = 1000/tps;
# Calculate remaining time until next sendTx
diff = intervalTime * getTotalSubmittedTx() -

timeSinceRoundStart();
# Sleep until next sendTx
await Sleep(diff);

Fixed Load

The fixed load algorithm aims to maintain a target system load, input transaction
are first sent at a fixed rate, and an estimate of the system load is calculated
from the rate at which responses arrive back to the sender. If the estimated load
diverges from the target load, the input rate can be paused if the load is too high,
and restarted once load has decreased, and in the same way if the load is too
low, the input rate can be sped up. This same idea can be expressed in terms of
changing the size of the request-intervals, which is altered to match the current
load. The input transaction rate, and therefore the request-intervals, are varying
to maintain a constant load.

# Initial target input speed
tps = transactionsPerSecond;

while True:
# Send one transaction
sendTx();
meseauredLoad = measureLoad();
# Convert from tps to interval in milliseconds
intervalTime = 1000/tps;
# Calculate remaining time until next sendTx
diff = intervalTime * getTotalSubmittedTx() -
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timeSinceRoundStart();

if (meseauredLoad == targetLoad):
# If target load is reached, proceed based on input tps

await Sleep(diff)
else if (measuredLoad < targetLoad):

# If the load is too low, immediately return to sendTx
# Do not await Sleep()
pass

else if (measuredLoad > targetLoad):
# If the load is too high, sleep for a longer time
# to allow the load to subside
targetLoadDifference = sleepTimeToReachTarget();
# Sleep until next sendTx
await Sleep(targetLoadDifference);

Normal Distribution

This rate controller was programmed by us for the experiments in this thesis,
in order to measure the impact of varying the standard deviation of the input
model. Similar to the Fixed rate algorithm it has no sensing of system load, only
an algorithm for sending input transaction. But instead of waiting for a fixed
interval as in the Fixed Rate case, the size of the interval is the outcome of a
normally distributed random process. The input rate is determined by a mean
and a standard deviation which define the Normal distribution from which the
interval size is drawn (negative values are set to 0).

# Generate random interval times before sending transactions
normRandomArray = randn(mu=100, s=2);
index = 0;

while True:
# Send one transaction
sendTx();
index = index + 1;
# Get the next randomly generated interval size
intervalTime = normRandomArray(index);
# Calculate remaining time until next sendTx
diff = intervalTime * getTotalSubmittedTx() -

timeSinceRoundStart();
# Sleep until next sendTx
await Sleep(diff);
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5.3.3 Output Model

There are many types of workloads’ latency which could be considered useful to
measure, but the most fundamental operations are reading and writing entries
to the ledger [4]. Then out of those two, the reading operation (at least in
Hyperledger Caliper [13]) is not so interesting as the write operation since the read
operation is completed entirely on the host and does not involve any consensus
mechanism, but the write operation must, by definition, be propagated across the
Blockchain to be written to the ledger, which requires the consensus algorithm
[5]. A different interesting option could be to measure the intervals between
completed transactions, that is the exact counterpart to the input intervals. In
the related works in chapter 2, latency is the much more measured parameter
since the latency is in and of itself more important to the subjective performance
of a system. In this thesis we have only focused on write operation latency since
for the above discussed reasons. The following section explains throughput and
latency are measured.

The returning responses for completed write operations are recorded by Hy-
perledger Caliper, and the average throughput is printed in the default report.
To access more fine-grained data such as the execution time (that is, the write
operation latency), the easiest solution is to edit the definition of the workload, so
that when a response to a request arrives, the relevant information is printed into
the log file. This was implemented in the following way: in the JavaScript code
defining the write operation, a console log command is inserted, so that every
time a transaction has been executed completely, the information is output into
the log file.

The difference in time between sending and response gives the execution time
(latency), which is output into the logs of Hyperledger Caliper by editing the
workload JavaScript file as explained on the Caliper website [41]. These logs,
including all other information output by starting Hyperledger Caliper, can be
saved to a log file and processed to identify the relevant information.

const result = await this.sutAdapter.sendRequests(request);
console.log(

‘TX [${result.shortID}] took ${result.executionTime}ms to
execute.‘ + ‘ Result: ${result.GetStatus()}‘);

The data in this log file can then be extracted using "grep", "awk", and
"sed" commands (by searching for lines staring with "TX", before and after the
switch from reading to writing, and then removing superfluous characters). After
the relevant data has been filtered from the output log file, it can be plotted
using MATLAB. In MATLAB, these results were assembled as histograms and
quantile diagrams showing the distributions of write operation latencies during
each experiment, described in detail in the following chapter.
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Results and Analysis

This chapter discusses the results obtained from the experiment implemented ac-
cording to the previous chapter. The first section provides some definitions of
terms used, the following three sections detail the experimental results, and the
final section provides the analysis. The resulting impact on the write transaction
latency (i.e. the time to complete a write operation on a Hyperledger Fabric
Blockchain) is investigated by varying two parameters of the input data rate:
input data rate and input standard deviation. In the first experiment the mag-
nitude of the input data rate is changed but the shape and standard deviation is
fixed, and in the second experiment the input data rate is fixed while the amount
of standard deviation is changed. Also included are further results related to
the second experiment, where we compare the result to a simple load sensing
algorithm.

The detailed explanation about each experiment is provided below in separate
sections. The reader can see the output results in graphical representations in
each section, as well as input data where relevant.

50



Chapter 6. Results and Analysis 51

6.1 Definitions of Terms

The following table 6.1 provides the precise definition of terms used in our exper-
imental results in order to present the data.

Terms Definition
Input rate The transaction arrival rate to the Blockchain system.

Transaction The state transition occurs when any kind of Blockchain
tracked data changes from one to another.

Latency (Response
time)

The time taken between the application sending a re-
quest and receiving the response. Latency = Response
arrival time - Request departure time

Write Latency The time taken between when the write request is sub-
mitted and when the acknowledgement is received.

Throughput

The rate at which valid transactions are executed during
a defined time interval. It is notated by the unit trans-
actions per second (tps or tx/s). Throughput = Total
committed transactions / total time in seconds

Quantile Diagram

Also known as a box plot. In this chapter showing the
location of the median value with a red line, the sur-
rounding blue box cover the central 50% range from 25
to 75 %, and two whiskers indicate the maximum and
minimum values [56].

Request Interval The amount of time between two request (either arrival
or departure), in which no other request event occurs.

Event A set of circumstances that causes an instantaneous
change in the system.

Interval

The time duration between the occurrence of two events
is called interval. Interval = Departure time [ tx(N-1) –
tx(N) ], where tx -> transaction, N -> Current number
of transaction.

Table 6.1: Description of terms used in experimental results
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6.2 Experiment 1 - Impact of Input Rate
The idea of this experiment is to show the impact of the input data rate on
the write transaction latency, at the output. First a table of relevant configura-
tion parameters, followed by diagrams of the input request-intervals for four test
scenarios, and then the resulting write latency as the outputs from those four
scenarios, displayed in quantile diagrams and histograms.

Each individual transaction may contain a small variation in size, but the
average transaction used in our tests is about 35 bytes of payload. This means
that the tested transaction rates (in tps) are quite low in terms of bandwidth (in
kilobits per second), and correspond to:

10 tps * 35 bytes * 8 bits = 2.8 kbps
15 tps -> 4.2 kbps
20 tps -> 5.6 kbps
25 tps -> 7.0 kbps

Of course, a number of headers are also included, but the amount of bandwidth
consumed by the transactions is never expected to be very high. The configurable
parameters for this experiment are defined in the table 6.2 below:

Parameters Values
Experiment duration: 1000 s (16 min 40 s)
Input data rate (transaction per sec-
ond): 10 tps / 15 tps / 20 tps / 25 tps

Rate controller algorithm: Fixed rate (default)
Rate controller distribution: Deterministic
Maximum Blocksize: 10 messages, or 512 kB
Type of operation tested: Write operation
Number of VMs: 2
Number of Orgs: 2
Number of channels: 1

Endorsement policy: Majority Endorsement (both organiza-
tions)

Table 6.2: Configuration parameters for Impact of Input Rate Experiment 1
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Input Request-Intervals to Experiment 1

Figure 6.1: Input rates with fixed rate algorithm

Note that figure 6.1 is a graphical representation of the input rate configurations
used in Experiment 1 drawn in MATLAB, not measurement data. The later
figures in this chapter show measurement data.
Figure 6.1 shows the total number of transactions sent at each tested rate. In all
four tests the standard deviation is zero (in practice, close but not quite zero), and
the mean intervals between transactions are proportional to their respective input
rate (25 tps implies an average interval of 40 ms). This graph can be compared
to figure 3.6 showing different distributions, each transaction arrival rate in the
Impact of Input Rate experiment was created using the fixed rate algorithm,
where the request-intervals can be described by a deterministic distribution. The
real data includes small amounts of variation as well, the standard deviation is not
truly at 0 ms, see the comparison of fixed rate algorithm and normal distribution
algorithm in figure 6.7 for a detailed view of the internal variation in input rates.
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Output Write Latency of Experiment 1 – Quantile Diagram

Figure 6.2: Quantile diagram of output write latency, as impacted by the input
rate

In this quantile diagram, the green dot indicates the mean, the red line indicates
the median, the blue box indicates the 25th to 75th percentile, and the whiskers
indicate the 0th to 99th percentile write latency. The median latency shows
no clear trend, but the mean latency and in particular the upper bound (99th
percentile) increase at higher input rates.

Scenario Mean Write
Latency

Median Write
Latency

Write Latency
Standard De-
viation

Input rate = 10 ms 867 ms 860 ms 321 ms
Input rate = 15 ms 755 ms 719 ms 312 ms
Input rate = 20 ms 1459 ms 1331ms 742 ms
Input rate = 25 ms 1800 ms 807 ms 2344 ms

6.2 a) Table of resulting mean, median, and standard deviation of write latency
for each configured input rate.
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Output Write Latency of Experiment 1 – Histogram

Figure 6.3: Histograms of output write latency at 10, 15, 20 and 25 tps

Figure 6.3 shows the same data as figure 6.2 in the form of histograms. Above
each histogram is printed the input configuration which determined the request-
intervals, which were the starting point for the write latencies shown in these
graphs.

The absolute number of transactions (area under the graph) increases with
higher throughput since all measurements took duration of 1000s but at different
rates. At both 10 and 15 tps, the distributions are similar to uniform distribution
between around 500 ms to 1200 ms, followed by a tail. Then at 20 tps there is
both a more gradual increase and decrease in latency, and the same tendency is
even stronger at 25 tps.
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6.3 Experiment 2 - Impact of Standard Deviation
The idea of this experiment is to show the impact of the standard deviation of
the input request-intervals on the write transaction latency, at the output. First
a table of relevant configuration parameters, followed by diagrams of the input
request-intervals for four test scenarios, and then the resulting write latency as the
outputs from those four scenarios, displayed in quantile diagrams and histograms.

The configurable parameters for this experiment are defined in the table 6.3
here below.

Parameters Values
Experiment duration: 1000 s (16 min 40 s)
Input data rate (transactions per sec-
ond): 10 tps

Rate controller algorithm: Normal distribution rate (custom)
Rate controller distribution: Normal distribution
Standard deviation: 0 ms / 1 ms / 5 ms / 10 ms
Mean input request-interval size: 100 ms
Maximum Blocksize: 10 messages, or 512 kB
Type of operation tested: Write operation
Number of VMs: 2
Number of Orgs: 2
Number of channels: 1

Endorsement policy: Majority Endorsement (both organiza-
tions)

Table 6.3: Configuration parameters for Impact of Standard Deviation Experi-
ment 2
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Input Request-Intervals to Experiment 2

Figure 6.4: Histogram of input request-intervals generated with different standard
deviations

Above each histogram is printed the input configuration which determined the
request-intervals. Each graph shows the distribution of input data as monitored
by Hyperledger Caliper, the titles above each graph show the standard deviation
given in the benchmark configuration to generate those distributions of input
data. However, the monitored data shows that the recorded standard deviation
is not exactly as provided in the input parameter

Configuration Measured Mean In-
terval

Measured Stan-
dard Deviation of
Intervals

Standard deviation = 0 ms 95 ms 0.4 ms
Standard deviation = 1 ms 96 ms 3.9 ms
Standard deviation = 5 ms 95 ms 6.9 ms
Standard deviation = 10 ms 95 ms 11.2 ms

6.4 a) Table of measured mean and standard deviation of request-intervals for
each configured input standard deviation.
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Output Write Latency of Experiment 2 – Quantile Diagram

Figure 6.5: Quantile diagram of output write latency, as impacted by the standard
deviation

In this quantile diagram, the green dot indicates the mean, the red line indicates
the median, the blue box indicates the 25th to 75th percentile, and the whiskers
indicate the 0th to 99th percentile write latency. The uneven width of the
blue boxes do not convey any meaning but is an artifact of displaying the
logarithmic scale on the x-axis in MATLAB. The mean latency shows no trend,
it is apparently unaffected by changes to the input standard deviation.

Scenario Mean Write
Latency

Median Write
Latency

Write Latency
Standard De-
viation

Input standard devia-
tion = 0 ms 830 ms 826 ms 320 ms

Input standard devia-
tion = 1 ms 827 ms 823 ms 317 ms

Input standard devia-
tion = 5 ms 852 ms 847 ms 319 ms

Input standard devia-
tion = 10 ms 853 ms 848 ms 313 ms

6.5 a) Table of resulting mean, median, and standard deviation of write latency
for each configured input standard deviation.
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Output Write Latency of Experiment 2 – Histogram

Figure 6.6: Histogram of output write-transaction latency

Figure 6.6 shows the same data as figure 6.5 in the form of histograms. Above
each histogram is printed the input configuration which determined the request-
intervals, which were the starting point for the write latencies shown in these
graphs.

The absolute amount of transaction sent is the same in all four cases, at standard
deviations from 0 ms up to 10 ms. Furthermore the shapes of the distributions
are all very similar, almost uniform distributions from about 400 ms to 1200 ms,
with small tails of slow, high-latency transactions.
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6.4 Further Results - Comparisons of Algorithms
Two further tested scenarios are comparisons between different algorithms. First,
comparing the fixed rate algorithm (deterministic distribution) used in experi-
ment 1 to the normal distribution rate algorithm used in experiment 2. This is
done in order to verify that they behave similarly when the normal distribution
is given a standard deviation of 0 ms, and also to analyze the amount of variance
in the input data to both previous experiments. Secondly is shown a comparison
between the fixed rate algorithm and the fixed load algorithm, with load sensing
capabilities, to show how the performance can be improved in that case.
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Compare Fixed Rate and Normal Distribution (std=0)

Figure 6.7: Comparison of default fixed rate algorithm (deterministic) and custom
normal distribution algorithm at 0 ms standard deviation

The inputs intervals generated by our custom normal distribution rate controller,
N(m=100,s=0), are essentially similar to the intervals generated by the default
fixed rate algorithm, D(m=100), when the inputs are equivalent. The similarity
is to be expected, since a normal distribution with a standard deviation of 0
should be equal to a deterministic distribution. However, their shapes are not
single bars, as would be expected of truly deterministic distributions.

Algorithm Measured Mean Inter-
val

Measured Standard De-
viation of Intervals

Normal distribution 95 ms 0.4 ms
Fixed rate, determin-
istic distribution 95 ms 0.4 ms

6.7 a) Table of measured mean and standard deviation of request-intervals for
each rate control algorithm.
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Compare Fixed Rate and Fixed Load

Figure 6.8: Comparison of fixed load and fixed rate algorithms, both at 10 tps

The distribution of write-transaction latency when using the fixed rate algorithm
(deterministic input intervals) is here compared to using the fixed load algorithm
(load sensing changes the input intervals, see section 5.3.2 for more details). The
upper two graphs show the distributions of intervals in the input data, and the
lower two graphs show the distributions of the resulting output data. In the fixed
rate algorithm case, the transaction latencies form almost a uniform distribution
in the span from 400-1200 ms. In the fixed load case (load sensing) two distinct
peaks of a bimodal distribution are seen, one larger peak around 500 ms and
a secondary peak around 1100 ms. The input data in the fixed rate algorithm
case is close to its theoretically deterministic value, and the input data for the
fixed load case is split up into distinct groups, due to the algorithm changing its
interval size based on its load sensing.

Algorithm Measured Mean Write
Latency

Measured Standard De-
viation Write Latency

Fixed rate, determin-
istic distribution 833 ms 326 ms

Fixed load 581 ms 296 ms
6.8 a) Table of resulting mean, median, and standard deviation of write latency
for each rate control algorithm.
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6.5 Analysis
This section analyzes the results from the previous sections of this chapter. The
aim is to examine how the distributions and characteristics of the input request
intervals affect the output write latency, and when possible, which mechanisms
are behind these effects. This section follows the structure of the current chapter,
starting with Experiment 1 - Impact of Input Rate, followed by Experiment 2 -
Impact of Standard Deviation, and then the Further Results - Comparisons of
Algorithms.

6.5.1 Experiment 1 - Impact of Input Rate

Workload Characterization of Input model

The figure 6.1 represents the different input data rates with fixed rate algorithm
(deterministic distribution) used as inputs in this experiment. Increasing number
of input transaction rate by definition decreases the average value of inter arrival
time of transactions, the request-intervals. The reason for choosing fixed rate
over fixed load is that most research studies in the literature work section, are
choosing a fixed-rate algorithm for conducting experiments.

Performance of Output Model

In figure 6.2, the median latencies at 10, 15, 20 and 25 tps show no clear trend, but
the mean latencies show a weak increase as the input rate is increased. However,
the upper percentiles of the latency starts to noticeable increase at 20 tps, and
causes a very high amount of outliers with 25 tps. These outliers at 25 tps (that
is the slowest among the transactions at 25 tps) took five times as long as the
slowest transactions at 10 tps (11734 ms vs 2325 ms). On the lower end there
appears to be a fixed lower bound around 250 ms which is equal in all four cases.

The figure 6.3 represents the write transaction latency of output data for
varying input rate. By increasing input rate transaction shows that there is first
an increase of write transactions at the lower range from 500-1200 ms, following
an approximately uniform shape, when increasing the input rate from 10 to 15
tps. But this shape breaks down, even though most transactions are always in
the same latency range, at rates 20 and 25 tps. Some amount of transactions have
write latency value up to 3000 ms, which may indicate some type of memory issue
when too many transactions arrive so that some of them must wait much longer,
and therefore have such high latency.
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6.5.2 Experiment 2 - Impact of Standard Deviation

Workload Characterization of Input model

The figure 6.4 represents the varying standard deviation of input request intervals
with normal rate controller algorithm, keeping the mean value constant in all four
test scenarios. These request-intervals were configured with a normal distribution
algorithm, but as seen in the figure, the real result deviates somewhat from an
exact normal distribution. Either the implementation of the algorithm introduces
some amount of error, or the measurement process does. For the purpose of
analyzing the impact of the input standard deviation, the measured values are
assumed to be closer to the real transactions than the configuration is.

Performance of Output Model

The mean and median of write latency in figure 6.5 are in the range 800 to 850
ms in all cases, and is not affected by increased standard deviation. The highest
outlier latencies are increasing only very slightly with increased input standard
deviation. The lower bound for write latencies is in all cases around 250 ms.
Since the 0 ms standard deviation case is essentially identical to the fixed load
algorithm, not only are all the normal distribution cases with equal mean equal to
each other, they are also equal to the fixed load, deterministic distribution case.

The figure 6.6 shows that the output data is approximately of uniform distri-
bution. That the write latency is unaffected by increases in standard deviation
confirms the assumptions during our performance studies, which do not take stan-
dard deviation into account, such as the studies by Thakkar et al [25] and Baliga
et al [26]. The standard deviation is assumed to be an unimportant input variable
since the impact of the Blockchain system itself, with its queues for endorsement,
ordering, and committing will be large enough to determine the output regardless
of the input standard deviation, which is confirmed by this result.

6.5.3 Further Results - Comparisons of Algorithms

Normal Distribution and Fixed Rate

The figure 6.7 shows that the Fixed rate algorithm is identical to Normal dis-
tribution with standard deviation value of zero milliseconds. Both algorithms
produce similar results, but both include the same amount of error: an absolute
error of 0.4 ms standard deviation. This must be taken into account, that the
smallest increments of configuring the standard deviation is not accurate up to
that degree, which must correspondingly be accounted for in the precision of the
outputs as well. The source of this error may be in either the measurement or
the implementation of the algorithms, but appears in the same way for both the
default and the custom rate controller.
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Fixed Rate and Fixed Load

The figure 6.8 shows that behaviours of Fixed rate algorithm and Fixed load
algorithm for same input parameter, 10 tps (i.e. 100 ms mean request-intervals on
the input, or nearly, accounting for the amount of error, as discussed above). The
fixed load algorithm is characterized by a bimodal distribution in both request-
intervals and in latency, and its performance in terms of mean latency is better
than the fixed rate algorithm. Furthermore, since in Experiment 2 it was shown
that the amount of standard deviation has no impact on performance, the fixed
load algorithm is also superior to the the normal distribution.



Chapter 7
Conclusions and Future Work

This chapter explains the conclusions of our thesis work, answers to the research
questions, and suggests possible directions for future work.

7.1 Conclusions
This thesis work intends to explore the Blockchain concept for usage in real world
applications, managing cloud resources for peer-to-peer energy management. To
this end, the theoretical system model was adapted to this use case, and a prac-
tical implementation of a network topology and Blockchain was deployed on Mi-
crosoft Azure VMs. Furthermore, a benchmarking tool was used to generate input
workloads and measure the system performance, to experimentally evaluate the
implemented Blockchain network. On that basis, we presents the solution for the
research questions which were set out in section 1.2.

As detailed in the findings section of Chapter 2, the Blockchain technology
chosen for implementing our Blockchain based system is Hyperledger Fabric, and
the benchmarking tool is Hyperledger Caliper. Furthermore, we required a system
model to theoretically apply to the use case in order to monitor cloud resources,
chapter 4 explains our process and considerations of system model qualities. As
our implementation covers the practically tested workload and performance, it
is based on a peer-to-peer system model, but instead of representing real cloud
data we use generic write operations in the workload. To run this Blockchain,
we created a network topology in which we could conduct the experiments, all of
which answers our first research question as to how such a system can be built.

Regarding the second and third research questions on the distributions of the
request-intervals and the write latencies, which characterize the workload and
performance, we conclude the following: The workload in our implementation is
deployed by the rate controller algorithm in Hyperledger Caliper, which deter-
mines the characterization of input workload to the Blockchain system, which
was analyzed in chapter 6. The two experiments conducted in section 6.2 and 6.3
show the impacts of the input rate and input standard deviation on the output
write latency. The results were that the input rate is important but that the
input standard deviation is shown to be unimportant for the performance of the
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system. Therefore, this type of Blockchain system is robust against variance in
the input request-intervals. When comparing the algorithms, it was shown that
the fixed load (load sensing) algorithm performed better than the fixed-rate or
normal distribution rate controllers. This means that while we do not have a
conclusive answer to which distribution should characterize the request-intervals
of the workload, but internal variance of the input request-intervals are not im-
portant, the input rate is.

As for the fourth research question on to how to apply an experimental method
to this thesis implementation we followed these steps: Based on the related works
we decided to analyze the two variables of input data rate and input data standard
deviation to see how they would impact the output write latency, as well as
comparing different rate controller algorithms to each other. Then, in order to
carry out those experiments, we implemented Hyperledger Caliper as described in
chapter 5 with logging to record inputs and outputs, including the custom Normal
Distribution Rate Controller which we implemented in order to be able to test
different standard deviations around a fixed mean, as in Experiment 2. Based
on the research in this thesis, we conclude that using a load sensing algorithm
such as the Fixed Load rate controller would perform better – in terms of write
latency – than Fixed Rate or Normal Distribution Rate controllers, at the same
average rate, for any standard deviation. This would apply to a peer-to-peer
energy management use case, and probably in other use cases as well.

7.2 Future Works
During this thesis work, a variety of questions arises in mind that would be
interesting or probably provide some innovative solutions for anyone who wishes
to conduct further research in the area of Blockchain workload characterization
and performance analysis, or Blockchain for managing cloud resources.

Firstly, Hyperledger Fabric Blockchain is still in the development phase lead-
ing to interesting possibilities as the technology is developed further, as well as
scaling up the type of Hyperledger Fabric Blockchain network we have imple-
mented in this thesis. Secondly, it would be interesting to conduct an investiga-
tion for implementing Hyperledger Fabric in different administrative domains of
cloud resources, to look into the federation aspect. A different but related choice
of future work, could be to implement interoperability between different types of
Blockchain technologies, either within or across different types of voting based of
proof based consensus algorithms.

To take the approach of this thesis further, a case study of of peer-to-peer
energy management systems would be very useful. This is especially true for the
workload characterization, which both: a) will vary greatly between management
system implementations, and b) is less researched than performance evaluations
of Blockchains.
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Appendix A
Table of Blockchain Technologies

Blockchain Technology Frequency References
BIRD 1 [17]
Blockcloud 1 [6]
Chain 1 [27]
CORDA 2 [27, 28]

Ethereum 11 [7, 18, 27, 29, 28, 32, 57, 58,
59, 60, 61]

Hyperledger Fabric 12 [24, 25, 26, 27, 28, 29, 32,
39, 60, 58, 62, 63]

Hyperledger Sawtooth 2 [31, 59]
Libra 1 [63]
Multichain 2 [23, 27]
Parity 2 [27, 28]

Table A.1: Frequency of studies of different Blockchain technologies
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Appendix B
Table of Benchmarking Tools

Benchmarking tools Frequency References
BCTMark 1 [33]
Blockbench 3 [5, 32, 63]
DAGbench 1 [5]
DHSB 1 [25]
Hyperledger Caliper 6 [5, 24, 26, 28, 39, 60]

Table B.1: Frequency of studies of different Blockchain benchmarking tools
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