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Abstract

As we witness a surge in technological advancements, sensors and actuators increas-
ingly integrate into our daily lives, offering diverse types and capabilities. However,
in current Wireless Sensor and Actuator Networks (WSANSs), there is a lack of studies
on integrating WSAN devices with limited availability and accessibility. While exist-
ing research primarily addresses WSAN devices that are either already compatible,
homogeneous, or involve WSAN devices requiring extensive modifications, creating
collaboration between different types of sensors and actuators from varied networks
is a significant challenge and remains under-explored. To address these challenges,
this research first introduces a novel concept of modularity in WSAN devices. Sec-
ondly, it presents a novel design model (Ease of Access (EoA) design model) for a
modular WSAN (m-WSAN) system architecture by leveraging pervasive communi-
cation and distributed system design that can integrate diverse WSAN devices. The
EoA design model provides a comprehensive method for categorizing and integrating
distinct WSAN devices. It also offers an innovative WSAN service model lever-
aged by blockchain that facilitates smooth communication and collaboration among
diverse WSAN devices while providing services to users within the network. The
design feasibility of such a system is validated by creating an m-WSAN system by
integrating four distinct robotic systems and testing the designed network system to
provide various operational services. The results demonstrate that any device can be
added or removed from the m-WSAN system seamlessly without compromising the
network system’s integrity. Furthermore, this study lays the foundation for designing
a modular robotic system comprising various sensor and actuator modules, each con-
tributing distinct functional capabilities to the overall robotic system. This approach
benefits industrial applications by offering a flexible and scalable network for inte-
grating diverse robotic devices, enhancing automation, and improving operational
efficiency.

Keywords: Pervasive Communications, Web of Things (WoT), IoT Integration,
Robotic Systems Design, Wireless Sensor and Actuator Network Design, Blockchain-
based WSANSs, Distributed Networks Design, Modularity in Sensor Networks, Inte-
grating Heterogeneous WSANSs
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Chapter 1

Introduction

Technology access has shifted from traditional desktop computers to intelligent hand-
held devices and household devices that are embedded with the new connectivity.
This information technology phenomenon provides easy and convenient access to rel-
evant information through intelligent appliances that monitor, collect, and transmit
data. This continues to rapidly expand accessibility and capability through global
telecommunications improvements. It has empowered electronic components and
gadgets in varied dimensions and capacities to have computational and communi-
cational power in them. This enabled the use of computerized technology through
various devices in various network and environmental settings. Pervasive Commu-
nications and Wireless Sensor Network (WSNI) are two of the applications of these
communication technology advancements.

Pervasive Communications refers to interactions among devices in an environ-
ment, regardless of their network type or computational capacity. It allows for dy-
namic communication distribution among available devices, adapts to context, and
preserves user identity [1]. WSNs have emerged as a pivotal technology in various
fields such as environmental monitoring, industrial automation, healthcare, etc, en-
abling the monitoring and collection of data from the physical environment. However,
the dynamic and evolving nature of these applications has led to the requirement not
only for data collection but also to interact with the environment actively This is
where actuators come into play. [2].

Wireless Sensor and Actuator Network (WSANI)s represent a sophisticated evolu-
tion of WSNs [3]. Unlike traditional WSNs with numerous nodes of limited computa-
tional power and energy, WSANs feature fewer but more potent sinks and actuators.
With actuators, WSANE can not only monitor but actively influence the environ-
ment and automate various processes, creating an autonomous responsive system.
This enhances the network’s computational capabilities [4]. To gain a deeper un-

derstanding of this thesis, it’s essential to clarify certain terminologies and concepts
first.

WSAN Device : It is a comprehensive system that integrates sensors, actuators,
wireless communication, and control functions to enable real-time monitoring, data
collection, and automated responses in various applications. Some examples are
Smart Home Thermostat, a lidar mapping-based mobile robot, a robotic arm, and a
remote-controlled ball.



2 Chapter 1. Introduction

Modularity : It is a fundamental concept in system design, allowing a complex system
to be broken down into simpler components that can be developed, tested, and
maintained independently. The concept is broadly explained in chapter {4

For a comprehensive understanding of this research, it’s crucial to distinguish be-
tween the concepts of availability and accessibility concerning the operational data
of WSAN devices, which are articulated as follows:

e Data Availability : When data is described as unavailable, it signifies that it
does not exist within the system for utilization. Essentially, availability is a
prerequisite for any further operations with the data, as it must first be present
within the system.

e Data Accessibility : On the other hand, accessibility concerns the ease with
which one can retrieve and utilize the data that is already available. Lack of
accessibility indicates that, despite the data’s existence, there are obstacles that
hinder its effective retrieval or usage. These barriers may stem from a variety
of factors, including system design, security measures, or technical limitations.
This is well explained in the example [5 in Chapter [

In WSANSs, the integration of diverse WSAN devices presents significant chal-
lenges. These challenges stem from heterogeneity in hardware, software, and net-
work protocols, sporadic connectivity, issues with scaling applications, and complex
development and deployment processes. Additionally, there is a lack of standard-
ized descriptions for services and capabilities, variations in memory and processing
power among devices, limited bandwidth, and the need for application-specific solu-
tions [5-8].

1.1 Motivation

Research that addressed the integration challenges [9-13| are limited to WSAN de-
vices that are either already compatible, homogeneous, or operate on similar plat-
forms, or they involve WSAN devices that require extensive modifications [7]. The
integration of existing WSAN devices without the need for extensive modifications
or redesigns has not received much attention.

While redesigning and modifying WSAN devices can facilitate their integration
into a heterogeneous network, it is important to consider the broader implications
of such changes. Redesigning and modifying devices increases the complexity of the
integration process. This can lead to higher costs and longer development times,
which might be impractical for time-sensitive applications [14]. While modifications
aim to enhance compatibility, they can also introduce new incompatibilities, espe-
cially if the modifications are not standardized or if they conflict with other devices
within the network. Modifications made to integrate specific devices might not scale
well as the network grows or as new types of devices are introduced [15|. It might
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optimize devices for specific tasks at the expense of their overall performance or
versatility [16].

Therefore, developing strategies that minimize the need for extensive modifica-
tions by enhancing standardization, compatibility, and flexibility can better leverage
the full potential of WSAN devices in diverse applications |17].

However, developing a method for integrating heterogeneous WSAN devices faces
challenges as well, such as compatibility issues, accessibility to device specifications,
operational data, and differences in network protocols [5},/12]. WSAN devices vary in
accessibility and availability (an example is provided in [5| ), making integration com-
plex. Each device has unique sensor and operational requirements, posing hardware,
software, and communication challenges. Ensuring effective collaboration among
devices with varying performance and specifications is crucial. Overcoming these
challenges is vital for maximizing the potential of WSANSs in various applications.

This gap highlights the need for more focused research on methods that facilitate
the seamless integration of heterogeneous WSAN devices, preserving their existing

configurations and functionalities. This thesis focuses on overcoming these challenges
in the WSAN network design.

To effectively introduce modularity into WSAN devices, it’s crucial to investigate
these key questions:

M1. : What factors contribute to the diversity of WSAN devices? (1)

M2. : How can one identify the distinguishing features of a WSAN device? (2)
M3. : How to add a new WSAN device to the network? (3)

M4. : How to ensure minimum data flow between modules? (4)

Addressing these questions will provide a comprehensive foundation for inducing
modularity in WSAN devices and developing practical integration guidelines. Ad-
ditionally, it will enhance readers’ understanding of how modularity is implemented
and managed within WSAN devices. These questions will be explored in detail in
chapters [] and

The proposed thesis extends the idea of modularity in the WSAN and is inspired
by research works mentioned in [5,[12,/15]. It centres around the concept of pervasive
communications and WSNs. Its main goal is to investigate the design of the network
architecture for a Modular Wireless Sensor and Actuator Network (m-WSAN)]) sys-
tem that can integrate any existing WSAN devices. This research provides insight
into how two different WSAN devices can communicate with each other, beyond the
communication between sensor nodes. Embracing the concept of standardization and
interchangeability, the thesis aims to transform current WSAN devices into modular,
standardized nodes. As most WSAN devices inherently cannot be integrated with
their original state, this thesis introduces definite methods and strategies for each de-
vice type to induce modularity in them. The implementation phase involves creating
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a m-WSAN system comprising distinct devices and evaluating the proposed WSAN
service model through task-based testing. It uses robotic systems as subsystems each
with various specifications, capabilities and communicational requirements. The re-
sults and analysis validate the feasibility of designing an m-WSAN system with
interchangeable device modules for diverse operational needs.

1.2 Aim and Objectives

1.2.1 Aim

This thesis focuses on designing an m-WSAN system that can integrate diverse
WSAN devices by leveraging pervasive communication. The primary objective of
the proposed architecture is to enable the m-WSAN system to add or remove any
WSAN devices, without disrupting the communication system. The m-WSAN sys-
tem is implemented using a group of WSAN devices having several sensors and
actuators.

1.2.2 Objectives

e Objective 1 : Define an experimental setup and specify methods to integrate
the distinct WSAN devices into the m-WSAN system.

e Objective 2 : Investigate the criteria parameters to integrate the existing
WSAN devices into the network system.

e Objective 3 : Evaluate the designed m-WSAN system to determine the effect
of scalability on the modular characteristic of the network system.

1.3 Research Questions

e RQ1: Inthe pervasive communication field, what is the feasibility of designing
the network architecture of the m-WSAN system?

e RQ2 : What are the criteria parameters for designing m-WSAN system?

e RQ3 : How is the modularity of the m-WSAN architecture assessed in terms
of scalability, and flexibility?

1.4 Scope of Thesis

This research is conducted with the future application of developing an assistant
robot for elderly individuals in mind. The successful implementation of this research
is anticipated to lay the foundation for a network architecture supporting and mon-
itoring elderly individuals in real-world scenarios.
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The contribution of this thesis lies in its innovative approach to addressing the
challenges associated with designing and integrating WSANs. Here are the significant
contributions of this thesis:

e This research introduces a modular concept in WSAN devices.

e This study develops a comprehensive method for categorizing WSAN devices
and provides tailored methods for integration.

e This thesis offers an innovative WSAN service model, enabling smooth commu-
nication and interaction among diverse WSAN devices while offering services
to users within the network.

Research Focus : The study is grounded in theories of pervasive communications and
distributed network design. It also taps into the potential of blockchain technology
for decentralized service models. The research employs experimental setups and
methods specifically designed to integrate diverse WSAN devices into the network.
The deductive methodology is chosen to best reflect the challenges and solutions
proposed, with a focus on modularity, scalability, and flexibility of the network design.

Geographical and Operational Scope : The research focuses on the network design
and implementation at a node level within the m-WSAN system, without delving
into specific geographical implementations.

Technological Scope : While incorporating blockchain technology, the thesis limits
its exploration to its application within WSAN service models and does not extend
to a broader examination of its application.

Hence, understanding how modularity in a WSAN network architecture impacts
scalability and flexibility is essential for addressing emerging challenges in network
design and management. Whether designing new WSAN deployments or optimizing
existing ones, this approach can benefit industrial applications and robotic systems
design. Stakeholders can use the findings to make informed decisions that maximize
the advantages of modularity while addressing potential challenges.

1.5 Thesis Outline

The thesis is organized as follows: Chapter [2] provides a background, detailing var-
ious critical technologies. Chapter (3] includes the process of literature review, and
the research method and describes the current research works that have been done
on WSAN networks. A concept of modular design in WSAN devices is introduced
in chapter [4f The methodologies and strategies underpinning the proposed thesis
concept are outlined in Chapters [5] and [6] Chapter [7] describes the practical Imple-
mentation of a part of the proposed design. Results from this implementation are
explained in Chapter [§] Chapter [9] discusses the analysis of the results and explores
the broader implications, challenges, and outcomes related to the research questions.
The thesis concludes with Chapter [I0] summarizing the findings and suggesting di-
rections for future research.






Chapter 2

Background

2.1 Pervasive Communication

Pervasive communication is a type of interaction in which devices in the environ-
ment interact with each other irrespective of the type of network environment in
which they are present and with a varied amount of computational and commu-
nication capacity. It defines the ability to connect and communicate with others
anytime and anywhere, through various devices and platforms [18]. As mentioned
by J. Vallejos, "The pervasive communicating devices/users should be able to dy-
namically distribute the communication across the devices available in the user’s
environment, adapt this dynamic distribution to the context, and preserve the user’s
identity regardless of the dynamic distribution" [1]. Pervasive communications allow
adaptability and flexibility to the users, independent of the type of environment in
which they are present.

As mentioned by Vallejos in [1], in a pervasive communication environment:

1. the identity of the users should be distributed in the devices found in their
environment,

2. the devices should dynamically adapt their behaviour to the context (any piece
of information that is computationally accessible) of the pervasive communica-
tion,

3. the adaptations of several devices should be coordinated

4. the context-dependent reasoning process should be distributed.

Essentially, it involves incorporating computers into ordinary items that surround
us, often in a manner that goes unnoticed by users. These interconnected devices
communicate wirelessly with each other, typically without requiring direct user in-
volvement.

In the context of WSNs, the use of pervasive communication is imperative, as it
ensures that sensors are always connected and communicating with each other, re-
gardless of their location or the conditions of their environment. At its core, pervasive
communications is about four things: users, applications, middleware, and networks.
First, Users interact with WSANSs through various mobile or static devices. Users can

7
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control, configure, and receive data from the network through user-friendly interfaces
on their devices, often without needing to understand the underlying complexities
of the WSAN. Second, Applications are developed to perform specific tasks or solve
particular problems using the data and control capabilities of WSANs. Third, it
concerns the environment, which comprises the interface between the applications
and the WSAN networks. Fourth, it concerns the underlying network that supports
pervasiveness |1,|18}|19].

Examples:

Consider a social media application, say WhatsApp. The main property of such
an application is to offer multiple traditional and new communication services to
its users (based on text, audio and video), who only require one identity to use all
these services. runs in a pervasive computing environment composed of a set of
devices provided with processing and communication capacity: an interactive TV, a
cell phone and a laptop. Although WhatsApp is available on any of these devices,
its users may have some preferences on where to use the different communication
services. It should be possible for the user to have a single account that he can
simultaneously use on all devices [1].

Another example will be of Home automation system [20]. In this scenario, the
main property of the system is to provide homeowners with the ability to control
various aspects of their home environment, such as lighting, heating, security, and en-
tertainment, using a single integrated platform. This system operates in a pervasive
computing environment that includes a range of devices throughout the home, such
as smart thermostats, lighting controls, security cameras, and voice-activated assis-
tants like Amazon Alexa or Google Home. In this context, the homeowner may have
preferences for different automation tasks on different devices. For instance, they
might prefer to adjust the lighting and heating using a smartphone app while us-
ing voice commands to control their entertainment system through a smart speaker.
The key is to enable homeowners to have a seamless and unified experience, allowing
them to manage all these aspects of their home with a single user account that works
across all compatible devices as shown in figure]].

2.2 WSN: Wireless Sensor Networks

A wireless sensor is a device with limited resources, such as data storage, processing
power, energy, and transmission capability. It measures physical quantities, processes
the data, and transmits the information wirelessly. Communication among wireless
sensors involves the exchange of information through wireless channels. A collection
of wireless sensors (which could be of the same type or different types) with a common
objective form a Wireless Sensor Network (WSNJ). The ability of sensors within a
WSN to communicate is known as network connectivity [21].

A sensor node in the wireless sensor network measures physical input from its
environment around it and sends that data to a specialized device called a data sink.
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The data sink sends this data for interpretation to processors in the network. If a
sensor cannot directly reach the data sink, information is relayed through interme-
diate sensors in a multi-hop manner. In centralized WSN applications, sensor data
is forwarded to a base station, where it can be processed using resource-intensive
methods. [22].

WSN is a collection of sensor and routing nodes, which may be put together in
the environment to predict physical conditions, such as wind, temperature, and many
others. These networks collect and process data from tiny nodes and then transfer
it to the operators. WSNs are used in a variety of control systems, including envi-
ronmental monitoring, home automation, chemical and biological assault detection,
smart grid deployment, surveillance, and many more. WSN also plays a significant
role in aquaculture and the oil industry, including data collection, offshore explo-
ration, disaster prevention, tactical surveillance, and pollution monitoring.

2.2.1 Communication and Co-ordination Between WSN Sys-
tems

Research papers titled 'Multi-Robot Coordination” and "Multi-robot systems’ dis-
cuss a series of state-of-the-art parameters that affect WSAN devices coordination
and, thus, the efficiency of such systems, like communication mechanism, planning
strategy, control architecture, scalability, and decision-making [23,/24]. They have
referred to WSN systems as robots because they have defined a robot to be a group
of sensors and actuators built upon the control unit.

2.2.1.1 Implicit and Explicit Communication

Explicit communication in WSN involves the direct, intentional exchange of infor-
mation between systems using dedicated communication hardware and channels,
typically through unicast or broadcast messages, like a sensor sending temperature
data to a base station. Example: When a sensor node sends a data packet contain-
ing specific information (e.g., temperature readings) to a central base station. This
communication is deliberate and directed [23].

Implicit communication, conversely, allows robots to infer information indirectly
through the environment. This can be active, as seen in robots aggregating and
sharing data about environmental conditions, (e.g., nodes in a pollution monitoring
network can actively share pollutant concentration readings and collaboratively de-
termine the source of pollution [25]) or passive, where sensors monitor and collect
data without active transmission, reacting only when certain criteria are met. For
example, temperature sensors continuously monitor temperature changes in their
vicinity without sending data unless a predefined threshold is exceeded |26]. Both
communication types are integral to the diverse and efficient functioning of WSNs,
enabling both direct, targeted data exchange and indirect, environmentally-driven
information gathering.
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2.2.1.2 Static and Dynamic Coordination

Static coordination relies on predetermined rules or conventions established before a
task begins. Consequently, in highly dynamic settings, static coordination proves less
effective and may struggle to provide real-time control. On the other hand, dynamic
coordination involves the synchronization of activities while a task is in progress. It
relies on the current state of the system, physical locations, available information,
and the analysis of other robots [24].

2.2.1.3 Centralized and Decentralized Coordination

Centralized coordination is responsible for making decisions regarding coordination,
on behalf of all other robots. it has a single robot or server (called a leader) that
is responsible for the work of the other robots. Decentralized coordination involves
all robots being equivalent concerning their responsibility to coordinate, and hier-
archical approaches are locally centralized. In general, centralized approaches are
not suitable for the coordination of larger WSN systems with a big team due to the
high computation requirement of the leader, and the communication cost among the
robots [24].

2.3 WSAN: Wireless Sensor and Actuator Networks

Wireless Sensor and Actuator Networks (WSANs) are made up of heterogeneous
nodes capable of performing distributed computations and actuation tasks [3].

There are four key components to these networks:

e the physical environment
e the sensor nodes
e the actuator nodes

e network gateway or controller

The physical environment is the zone within which the sensor nodes and actuator
nodes are distributed and where they perform their tasks of sensing, data collection,
computation, and actuation. As the state of the physical environment changes,
sensor nodes can monitor the environment but not change its state. The sensor nodes
can be static, mobile and wireless. The actuator nodes are the operational network
elements that can perform any action based on the state changes and based on the
operations requested by the controller. The actuator can perform simple actions
like turning a device on or off, adjusting gauges, moving robotic arms, changing the
direction of a motor, or altering physical properties like temperature or pressure [4]. A
network gateway often refers to a device or node that not only collects and aggregates
data (like a sink node) but also has enhanced capabilities for network management,
data processing, and communication with an external network or the internet. It
serves as a bridge between different WSAN networks and also to other networks (e.g.
internet) [27].
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Figure 2.1: Simple WSAN network

A simple WSAN network is shown in Figure In a WSAN network, nodes
can assume multiple roles simultaneously, if capable. For instance, a node might
function both as an actuator and a sink, receiving data from sensor nodes and taking
action on the environment. Alternatively, a node might serve as both a sensor and a
sink, generating, processing data, and sending commands to actuators. Depending
on the specific application needs, a node could even combine all three roles of sensing,
actuating, and data processing so that it can operate autonomously to sense and act
upon the environment without external commands. This flexibility allows WSANs
to be adaptable and efficient in various scenarios. Examples of such systems are
Robotic Sensor systems and Robotic wireless sensor systems [28,29].

2.4 Distributed Networks and WSANs

Distributed networks, often referred to as distributed systems, are computing systems
that involve multiple interconnected and autonomous entities, or nodes, working
together to achieve a common goal. Unlike centralized systems where a single entity
controls the entire operation, distributed networks distribute computation and data
across multiple nodes, allowing for parallel processing, improved fault tolerance, and
efficient resource utilization. These characteristics have been the result of various
applications and research. The next Chapter [3] provides more clarity about these
involvements in WSAN networks.

2.4.1 Designing a Distributed network system

Designing a distributed system involves a Distributed Computing Paradigm. The
Distributed Systems follow the distributed computing paradigm, where computation
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and data are spread across multiple nodes. This paradigm allows parallel processing
and efficient resource utilization. The design addresses various considerations to
ensure its communication efficiency, reliability, and accessibility. Here are key design
considerations for a distributed system:

1. Decentralization: Distributed systems aim to distribute data and process-
ing across multiple nodes or participants. Decentralization helps in system
resilience and reduces the risk of a single point of failure.

2. Distribution of data: These systems distribute data across multiple nodes,
ensuring redundancy and fault tolerance. Each node maintains its copy of the
data. This distribution helps enhance availability and reliability, as the failure
of one node does not result in the loss of the entire system. An example is the
Google file system design, in which a scalable distributed file system is designed
for large distributed data-intensive applications. as mentioned in [30].

3. Consensus Mechanisms: Distributed systems use consensus mechanisms to
reach an agreement on the state of the system or the validity of transactions.
Consensus is crucial for ensuring that all nodes in the network have a consistent
and agreed-upon view of the data.

One of the examples is as done by authors of [31] a group of robots mobile
sensor devices are used locally to track multiple targets. This is done through the
collaboration of devices with data sharing to multiple nodes efficiently to effectively
track the targets.

The introduction of concepts of distributed networks and blockchain to the sensor
networks opens the door to new advancements. The paper [31] involves dynamically
selecting and allocating sensors for multi-target tracking. In a distributed system,
this allocation can be done autonomously by individual sensors or subgroups of sen-
sors. Decentralization allows each sensor node to make decisions based on local
information, such as its energy status, communication bandwidth, and sensing ca-
pabilities, without relying on a central authority. The research in [32] addresses
challenges inherent in decentralized, asynchronous systems where robots lack di-
rect communication and a global view. The solution provides insights into how
autonomous entities in a distributed network can collaboratively achieve a common
goal without central coordination.

The authors of [33] have used underwater sensors and actuators for designing the
1D-Underwater Sensor Network (1D-UWSN), which is characterized by the deploy-
ment of sensor nodes that operate autonomously and independently. Each sensor
node functions as a stand-alone network, responsible for the entire process of sens-
ing, processing, and transmitting information to a remote station. Sensor nodes
operate autonomously, performing sensing tasks independently without relying on
a central coordination mechanism. The diverse types of sensor nodes and commu-
nication modes enhance the adaptability of the network to different environmental
conditions. This autonomous nature of sensor nodes and their adaptability aligns
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with the principles of decentralized operation where nodes may operate in dynamic
and diverse settings.

The blockchain-based network architecture in [34] proposes a lightweight, easily
expandable, and decentralized private blockchain-based Internet of Things ([oT]) net-
work. They have introduced a blockchain service layer that contains two modules.
First, lightweight nodes that perform asymmetric cryptography in real-time. Sec-
ond, a highly scalable and IoT-friendly consensus mechanism Proof of Authentication
(PoAh) is deployed in the main blockchain network. The proposed architecture is key
for performing several industrial operations, including user and device registration,
sensor and actuator data storage, and client service tasks, in a trustworthy man-
ner. In research [17], authors work on managing their operations in various Internet
of Things (IoT) use cases such as surveillance and monitoring, weather prediction,
agriculture, etc. It includes developing a blockchain-based platform for managing
drone IoT operations while maintaining trust and security. The test bed consists
of IoT devices, a drone and blockchain-enabled gateways through which drones are
controlled to replace malfunctioning devices. The faulty devices are detected using a
Z-score observation algorithm which launches a smart contract and sends the drone
with a clear operation order. This gives insight into the possibility of a remote service
model of the distributed system involving WSAN and IoT devices working together
to serve different operations.






Chapter 3

Research Methodology

This thesis uses both the systematic literature review and the deductive processing
approach as research methods for meeting the required objectives.

3.1 Literature Review

The primary objective of conducting this literature review is to extract insights
and knowledge from existing academic works, gain an understanding of various ap-
proaches used in designing the WSAN network and address challenges related to
modularity. This process also aids in identifying gaps in research within the existing
literature. The methodological aspects of the literature review, including the search
strategy, criteria for inclusion and exclusion, as well as data extraction and synthesis,
are detailed below.

The research papers are mostly found using the digital libraries IEEE Xplore,
Science Direct, MDPI Open Access and Google Scholar. The keywords mainly used
to access the existing works are:

Search Strings:

Wireless Communications, Pervasive Communications, Wireless Sensor Networks, Modular
Networks, Modular Design, Modularity in Wireless Sensor Networks, Wireless Sensor and Actu-
ator Networks Design, Distributed Sensor Networks/WSANs, Blockchain-based WSAN, WSAN
Integration, IoT integration, Distributed network design

The other official project websites, web blogs and articles are also used to select
the research papers for primary studies.

e The search string "(Wireless OR Pervasive) AND (Communication)” is used for
the initial background work and to know the various wireless communication
techniques.

e The search query "(Modular OR Modular Design OR Modularity OR Blockchain)
AND (Sensor Networks OR Wireless Sensor Network OR WSAN)" is employed
to gain insights into ongoing projects within the field of sensor networks. This
approach provides information about the latest advancements, discoveries, and
progress in this domain. Additionally, it offers insights into the current en-
hancements in performance.

15
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e The search string “(Pervasive Communications OR Distributed network de-
sign) AND (Sensor Networks OR Wireless Sensor Network)” is used to know
existing literature on pervasive communication and how it relates to wireless
technologies.

e The search string “(Integration) AND (Sensor Networks OR Wireless Sensor
Network OR WSAN OR IoT)” is used to know existing literature on the inte-
gration of WSAN devices and the problems faced by them.

3.1.1 Inclusion and Exclusion Criteria

It is the second step of the literature review which is done after finding the papers
based on the initial search strategy to refine the papers and to obtain the papers
that are precisely required to answer the research questions.

Inclusion Criteria

1. Papers acknowledging various WSAN device complexities.

2. The papers on the WSAN node architecture design.

3. The papers on the WSAN architecture design

4. The papers on the application of blockchain in the WSAN architecture.

5. Articles and papers in English.

Exclusion Criteria

1. The papers are published in any other language than English.

2. Network design focusing on other aspects than distinct network device integra-
tion.

3. Papers on the network design concerning network topology, routing, perfor-
mance evaluation, or any particular layer design of the network architecture.

4. The papers describe the robotic systems in the big picture, than the commu-
nication systems in them.

3.1.2 Selection Process and Data Synthesis
Selection Process:

It is the third step of the literature review to refine further the primary studies
obtained in the first two steps of the literature review and to find some additional
primary studies by the backward snowballing technique. The details are as follows:
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STAGE 1 : In this selection process, the first stage is to review the abstracts, ti-
tles, and conclusions of primary studies/papers obtained after the ini-
tial search strategy, inclusion, and exclusion criteria. If the abstracts,
findings, and titles of the primary studies/papers are not in line with
the context of WSAN networks or if they seem to be deviating from
answering the research questions, then they are excluded.

STAGE 2 : The second stage of this selection process is to exclude the primary
studies/papers obtained after the first stage of the selection process by
full-text reading.

STAGE 3 : The final stage of this selection process is executing forward and back-
ward snowballing on the papers obtained from the second stage of the
selection process. Backward snowballing involves going through the
references of the found papers while forward snowballing involves ex-
amining the citations of the key papers. Suppose those papers seem
relevant by applying the inclusion and exclusion criteria and the first
two stages of the selection process. Then they are added to the exist-
ing filtered primary studies/papers by following the above stages of the
selection process.

Data Synthesis:

In the initial stage, 30 papers were identified. During the second stage, after full-
text processing, the number of relevant papers was reduced to 16. Given the limited
number of papers from this stage, backward snowballing was conducted in the final
stage. However, this only yielded older papers, with the most relevant ones published
before 2015. Forward snowballing added 2 more papers to the count. Consequently,
a total of 18 papers were found through this process related to the design of WSAN
networks as shown in figure 3.1l The data obtained from the selection process is
further synthesised by summarising, comparing and analysing the obtained research
papers. This synthesised data is used for writing the related works in Section [3.2]

3.2 Related Works

Though research has been done and is ongoing to optimize energy efficiency, routing
of WSNs and deployment of WSNs in different fields of application, very few attempts
have been made on the modularity aspects of WSAN devices. Most of the related
papers can be divided into three segments: Modularity in WSAN Node architecture
[10-13L]22|35136]; WSAN Network architecture |59}/10,/15,37]; and Blockchain based
WSAN architecture |15,|17,32-34,38-40].

M. Ndiaye et al. [37] proposed a Software Defined Network (SDNJ)-based man-
agement system which has a modular system at a higher level of management. It
introduces management modularity through a Management Service Interface (MSI),
allowing the addition of management entities as modules. This modularity enables
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Research on WSAN Network Design

B Found Scholarly Papers

I

Challenges in Integrating Modular Node Network Architecture Blockchain-based
WSAN Architecture Architecture

Figure 3.1: Found studies on integrating WSAN devices

each management entity to function as a distinct, well-defined component with acces-
sible Application Protocol Interface [(API)) for command. Modules are created for the
management of different network parameters like configuration, energy, security, etc.
By breaking down management into components or modules, this approach provides
a higher level of management abstraction, offering flexibility in utilizing both exist-
ing and new management techniques. It mentions that a combination of hardware
SDN-enabled switches and end devices are used in the data plane. This research ad-
dresses WSAN middleware flexibility but neglects to consider how different devices
are integrated at different SDN-enabled nodes.

L. Wu et al. in [35], introduced a modular model for WSN gateways, empha-
sizing adaptability and remote upgrade capabilities. The gateway operates at the
application layer, embodying an application-level gateway concept where protocol
translation occurs within this layer. It facilitates bidirectional communication, han-
dling requests from wide-area hosts, forwarding them to WSNs, and transmitting the
corresponding data back to the hosts. The gateway’s functionalities are organized
into control and data planes, with the data plane overseeing user access to WSNs,
offering diverse interfaces for interaction. Simultaneously, the control plane manages
administrative tasks, allowing privileged users to maintain and update components.
This modular design enhances flexibility, ensuring effective operation across diverse
network environments.

K. Mikhaylov and M. Huttunen designed WSAN nodes with Plug-and-Play (P&P)
module connection capability , emphasizing both hardware and software modular-
ity. This innovation enables the assembly of WSAN nodes by stacking various hard-
ware (P&P) modules, including power supply sources, processing units, transceivers,
sensors, actuators, and peripherals. A WSAN is built by stacking sensors and actua-
tors together with their required hardware peripherals along with a main processing
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unit. It introduces modularity at the node level of a WSAN network and details how
different sensors are integrated as modules in the network. The notable discovery
in their research reveals that when WSAN nodes are assembled, the processing unit
within them autonomously identifies and downloads the required software drivers
for the seamless integration of attached modules. It also automatically detects all
modules, explores their peripherals, and understands their data communication in-
terfaces. This intelligent capability promotes modularity, enabling effortless com-
munication and coordination among WSAN nodes. This enhances the adaptability
and performance of the network. However, this design approach limits the resource
use and capabilities available on various WSAN devices due to the use of hardware
integration in the design.

J. Kozarik et al. introduced a hardware and software platform [22| designed for
cost-effective environmental parameter measurement. The platform offers a univer-
sal solution for wireless data transfer, power management, remote configuration, and
physical mounting of environmental sensors. It consists of a master module with ba-
sic sensors, control, and communication capabilities, along with slots for additional
modules. Notably, the master module can support two independent communication
networks simultaneously, providing flexibility in optimizing data usage, cost, power
consumption, and wireless range. This modular design allows for easy integration of
various sensors, both internal and external, making it suitable for experimental sen-
sors and serving as a wireless communication gateway for broader IoT or smart-city
applications. However, the drawback of this design is that the master module exclu-
sively works with devices that are compatible with USB and the RS-485 industrial
bus.

H. Kim and K. Choi applied the modular concept to an autonomous drone system
[13]. This system utilized dual hardware platforms, Arduino and Raspberry Pi, and
incorporated communication types such as ZigBee and Bluetooth. The notable idea
here is that this dual-platform architecture allowed for modularization of the main
control system. For instance, when a specific sensor, like a thermal sensor or thermal
camera, was needed for the Unmanned Aerial Vehicle (TAV]), it could be easily added
to the Raspberry Pi without completely modifying the Arduino control system. This
separation of functions enabled the control of the motor parts to maintain their
independence. The system featured a mountable platform with various sensors like
ultrasonic, laser, accelerometer, gyroscope, and more, which could be simultaneously
adopted and easily assembled. This demonstrates how modularity in WSANs can
enhance adaptability and functionality by enabling the integration of specialized
components as needed. Since a dual platform is used to incorporate different types
of sensors and actuators, the scaling of such a network is complex and difficult for
accommodating a variety of WSAN devices or sensor nodes that support platforms
other than Arduino and Raspberry Pi.

A. Orestis et al. discuss the integration of WSAN and smart objects with the
Web using Uberdust architecture [5]. This paper discusses how to handle opera-
tions in a network consisting of different categories of WSAN devices. They lever-
age semantics for the abstraction and categorization of WSAN devices, emphasizing
bidirectional communication with IoT applications. The system ensures generic in-
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terfaces for modules, promoting scalability and modularity through the exchange of
common messages. A communication protocol compatible with various sensor de-
vices is implemented, with Network Controllers acting as translators for application
and sensor-level communication. Uberdust architecture utilizes RESTful and Web-
Socket APIs for communication between WSAN nodes, applications, and controllers.
It acknowledges the diversity in the methods of integration and operation in avail-
able different WSAN devices but does not define semantics for how to categorize or
evaluate any new device.

The following explored research papers [15,17},132-34,38] collectively contribute
to the advancement of WSANs with the application of distributed networks and
Blockchain. The research papers [31}32] address the challenge of sensor allocation
for multi-target tracking in WSNs, emphasizing decentralized decision-making based
on local information. These advancements make it possible to use the same kind of
WSAN networks simultaneously. It showcases the capability of autonomous entities
to collaborate without central coordination. Hollinger et al. [33] introduces the 1D-
Underwater Sensor Network, a decentralized architecture for underwater data collec-
tion using robotic sensor nodes. It emphasizes the adaptability of sensor networks in
dynamic and diverse underwater environments. The studies in [17,34] extend the idea
of a blockchain-based WSAN sytems emphasizing a decentralized and trustworthy
architecture. They showcase the integration of blockchain to enhance security and
trust in the control and management of different sensors and actuators for different
operations and processes. S. Dawaliby et al. [17] developed a blockchain-based plat-
form for drone management, that autonomously manages maintenance operations
in IoT networks. The proposed blockchain-based platform dynamically detects erro-
neous information and launches drone maintenance operations to repair and recharge
faulty sensors. Moinet et al. [38] introduces a blockchain-based solution for secure
decentralized storage of cryptographic keys and trust information in autonomous
WSNs. It presents the Blockchain Authentication and Trust Module and a Human-
like Knowledge-based Trust model, leveraging blockchain’s immutability for robust
authentication and trust evaluation. This approach enables a self-organizing and
evolving network to address significant challenges in decentralized ad-hoc networks,
ensuring secure and trustworthy communication within the WSN.

The authors Hang and Kim [15], propose a novel decentralized IoT platform using
blockchain and WSAN nodes to address scalability, identity, and data security chal-
lenges. Their design incorporates network bridges with high processing capabilities,
supporting diverse communication protocols. The platform employs an authorization
blockchain network, where new devices must be registered through smart contracts,
and device registration and task requests are recorded on the IoT blockchain. De-
spite a unique service model allowing remote acquisition of network services, the
design’s strict implementation using Raspberry Pi-based devices poses challenges for
device diversity. The design also faces issues related to identity, compatibility, and
interoperability among WSAN devices.

Collectively, these works highlight the significance of decentralization, adaptabil-
ity, and security in the evolution of distributed networks, providing insights and
solutions for various application domains.
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3.2.1 Research Gap

All mentioned papers, explore the modularity of WSN in different contexts. The
paper [37] SDN-based management used modularity to introduce modular manage-
ment entities as modules that can be controlled with accessible APIs. The paper [35|
first introduced modularity in control systems but in the application layer. Sev-
eral papers introduce modularity in the nodal architecture of WSAN network in
papers |11H13122,136]. H. Kim and K. Choi in 13| explored the possibility of plug-
ging different sensors with a modular control system which was a great extension
of modularity in designing a modular WSN gateway. All the other related papers
focused on introducing modularity by modifying hardware configurations making it
more compatible with WSN devices. As described by D. Puccinelli and M. Haenggi
in [14], Node-level modularity, while offering flexibility, introduces complexity by
requiring extra hardware, software, and firmware for module management. This
complexity can lead to increased development time and costs. Additionally, mod-
ular nodes may consume more power due to added processing and communication
overhead. Modular nodes maybe less reliable than traditional nodes, as the modular
design introduces additional points of failure and potential sources of errors [41].

Most of the existing models of distributed WSAN networks, lack collaboration
among different types of WSAN devices [7], primarily due to compatibility and com-
plexity issues. Integrating a homogenous group of devices [9,/10] is simpler than
merging sensor and actuator devices from diverse network environments. The chal-
lenges associated with integrating different WSAN devices have largely remained
inadequately addressed in existing research. Currently, no studies have been found
on methods of integrating WSAN devices that do not have proper availability and
accessibility. Limited attention has been given to incorporating WSAN devices of
distinct types. Except Orestis et al. in [5], none of these researches have addressed
the categorization of various WSANs and their operation in diverse cases. Orestis
et al. [5], introduced the semantics that acknowledge the diversity in the methods of
integration and operation in available different WSAN devices to handle operations
in WSAN network. Moinet et al. [38] introduced a blockchain-based solution for
secure decentralized storage ensuring secure and trustworthy communication within
the WSN. L. Hang et al. [15], introduced a WSAN network service model utilizing
blockchain technology. In their approach, devices were registered via smart contracts,
and operations were executed on Raspberry Pi-based WSAN devices.

However, a comprehensive model is needed to design a m-WSAN system, allowing
seamless integration or removal of any sensor or actuator. This modularity is cru-
cial for enhancing the entire system’s functionality without introducing unnecessary
complexities. A standard criteria is required to categorize and evaluate the devices
into the classes.

The proposed thesis extends the idea of modularity for WSAN devices in the
WSAN architecture design and proposes a WSAN service model inspired by research
works mentioned in [5,12}|15,/17,38] where any device irrespective of its specifications
availability and accessibility can be integrated.
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3.3 Deductive Processing Approach

The aim is to use the deductive processing approach to design and implement our
goal. The deductive approach is used since from the literature on WSNs, the argu-
ment is to integrate WSNs using pervasive communications by creating a standard
protocol. The argument is with the theories on m-WSANs which have been imple-
mented in different aspects and purposes previously.

Generally, studies using the deductive approach [42] follow the following stages:

e The deducing hypothesis from theory.

e Formulating a hypothesis in operational terms and proposing relationships be-
tween two specific variables.

e Testing the hypothesis with the application of relevant method(s). These are
quantitative methods such as regression and correlation analysis, mean, mode
and median and others.

e Examining the outcome of the test, and thus confirming or rejecting the theory.
When analysing the outcome of tests, it is important to compare research
findings with the literature review findings.

e Modifying theory in instances when the hypothesis is not rejected.

Further details on how this method is applied in the thesis are provided in section

of chapter [4



Chapter 4

Modular System Design

4.1 Modular Design Concept

Modularity is a fundamental concept in system design for managing complexity.
Modularity refers to the property of a system where the system is made up of smaller,
manageable, and relatively independent components known as modules. Each mod-
ule encapsulates a specific functionality isolated from other components, which allows
for more straightforward development, testing, and maintenance processes. [43,|44]
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Figure 4.1: Steps involved in Modular System Design

Figure is designed to illustrate the steps involved in the design of a modular
system.

This process begins with establishing system goals that outline necessary func-
tionalities. The system is then partitioned into modules based on these functional-
ities. It is essential to define each module and its interfaces as in figure This
encapsulation of internal data and operations, with only necessary elements exposed

23
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through well-defined interfaces, reduces interdependencies. This facilitates proper
communication and data flow and allows for isolated changes. This approach en-
sures high internal cohesion while balancing independence and interaction among
modules. After integration, the resultant modular system undergoes iterative test-
ing to enhance its efficiency. Once modularity is established in the system, it is
important to develop guidelines to streamline the integration process for future im-
plementations. This segmented approach facilitates easier updates, scalability, and
maintenance.

The primary goal of modularity is not to reduce the system’s inherent complexity
but to redistribute it in a way that makes it more manageable [45|. The division and
integration of the modules into a functional whole depends on the modular approach
adopted and is critical to ensure the success of a modular system [46|. This approach
not only simplifies development and maintenance but also enhances the flexibility and
scalability of the system.

4.2 Modular WSAN (m-WSAN) System

An m-WSAN ([m-WSAN)) system is a network architecture composed of standard-
ized WSAN device components known as modules. As WSAN devices have various
functionalities, each module encapsulates specific sensing and actuating capabilities.
Figure{4.2|(a) shows a m-WSAN system composed of different WSAN devices. Here
each WSAN device acts as a subsystem adding certain capabilities to the network
system. All modules are connected to the network gateway. These modules commu-
nicate and collaborate to perform operations via the network gateway.
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Figure 4.2: (a) An m-WSAN System; (b) An m-WSAN System Network

Any WSAN device on integration should not compromise the functionality of
the sensors and actuators in the network, all while preserving its original features.
The m-WSAN system design facilitates the effortless integration and removal of any
device without disrupting the system. This is achieved by using the concept of
pervasive communication, where the communication between modules takes place in
different ways. The inclusion of devices should enhance the overall capabilities of the
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system by providing additional data and operations, especially when multiple devices
are utilized together. The main focus is to keep each device working independently
while encouraging them to work together smoothly.

4.2.1 Heterogeneity in WSAN Devices

Heterogeneity in WSAN devices refers to the variety and diversity in the capabilities,
functionalities, hardware, and communication protocols of the devices that make up
the network. This diversity in WSANs allows the network to perform a wide range
of tasks in varied environments and conditions.

m-WSAN Network
System

WSAN Device 1

WSAN Device 2

WSAN Device 3

Figure 4.3: Representation of Contribution of WSAN devices in an m-WSAN system
via Venn diagram

WSAN devices exhibit heterogeneity in various ways. Devices in a WSAN may
vary in terms of their hardware specifications, such as processing power, memory,
availability of sensor types, etc. WSAN devices often support different commu-
nication protocols. This heterogeneity can include variations in frequency bands,
modulation techniques, and communication standards (e.g., Zighee, Bluetooth, Wi-
Fi, LoRa). The software running on WSAN devices can also be heterogeneous, with
different devices running different operating systems, middleware, or application-
specific software. Devices differ in the availability and accessibility of their specifi-
cations and operational data (as defined in Chapter . Let’s look at an example.
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In a home automation environment, suppose the thermostat is an older model
that only allows manual adjustment of the temperature. It doesn’t have the capabil-
ity to track or store historical temperature data, user settings, or system performance
over time. Here, operational data such as usage patterns, energy consumption, and
maintenance records are not available because the device does not have the function-
ality to collect or log this information. A modern smart thermostat that does collect
comprehensive operational data. It can track indoor and outdoor temperatures, oc-
cupancy patterns, and system efficiency. However, this data is encrypted and can
only be accessed through a particular application provided by the manufacturer. If
the manufacturer’s application has a poor design, lacks certain features, or is not
compatible with other smart home systems, then the data, while available, is not
easily accessible to the homeowner or other smart home devices that could use it for
further automation. (5)

The Venn diagram in figure not only represents the contribution of WSAN
devices in the m-WSAN system but also quantifies the sensors, actuators, and func-
tionalities by the size of the circles. The functionalities of devices are quantified
by N1, N2, N3. This quantitative depiction underscores the diversity in the roles
of the devices, highlighting their distinct capacities and the potential for collabo-
ration through shared functionalities. The diagram effectively demonstrates how
integrating multiple devices can enhance system capabilities, while also emphasiz-
ing the importance of effectively managing device heterogeneity to optimize network
performance.

4.3 Design Method

I aim to employ a deductive processing approach to design and implement our objec-
tives. The choice of a deductive approach is motivated by the need, as indicated in
existing WSAN literature, for standard guidelines to integrate heterogeneous WSAN
devices. This thesis builds on the foundations laid by previous studies [5}/12,/15]/17,38]
in the field. As mentioned by Andrew S. Tanenbaum in [47], a distributed system
should try to achieve four important design goals:

1. Accessibility: A distributed system tries to make its resources easily acces-
sible. It should be easy for users and applications to access and share remote
resources. Connecting users and resources also makes it easier to collaborate
and exchange information.

2. Transparency: It tries to make the distribution of processes and resources
transparent, that is, invisible, to end users and applications. It should conceal
variations in data representation and access methods.

3. Openness: A distributed system tries to be as open as possible. It essentially
is a system that offers components that can easily be used by, or integrated
into other systems. At the same time, an open distributed system itself will
often consist of components that originate from elsewhere. To be open means
that components should adhere to standard rules that describe the syntax and
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semantics of what those components have to offer (i.e., which service they
provide).

4. Scalability: Ease of addition and removal of network devices and nodes to
the existing system is an important aspect of distributed systems.

The above four principles of distributed system - accessibility, transparency, open-
ness and scalability align with our design goal for the m-WSAN system network.
Considering the aforementioned points, it is evident that distributed systems exhibit
decentralization, independent communication, consensus mechanisms and distribu-
tive processing. Irrespective of their physical location, a group of nodes collectively
performs a single service in the system. Hence this will be useful in creating a
distributed m-WSAN system network.

Therefore, using the deductive approach, I apply the proposed theory of modu-
larity (outlined in section and principles of pervasive communication to logically
derive a novel model for integrating distinct WSAN devices in the m-WSAN system.
Additionally, I integrate the design principles of the distributed system alongside
pervasive communication to derive a novel design model for the m-WSAN system
network. It is important to differentiate between these terminologies: an m-WSAN
system refers to a network system composed of various interconnected WSAN mod-
ules (see figurefd.2|(a)), whereas an m-WSAN system network represents a network
comprising of multiple such m-WSAN systems (see figure{4.2(b)). The difference
between these terms will become clearer as the design is explained in the following
chapter.






Chapter 5

m-WSAN System Network Design

5.1 Ease of Access (EoA) Design Model

EoA Design Model

m-WSAN System Network

—> Device Integration Model —_— EoA Criteria

—>» Device Assessment System
—» Automatic Task Execution Manager

—> EoA Code Generation

WSAN Service Model > EoA Code Classes
leveraging Blockchain

— Operational Schemes

Figure 5.1: Components of EoA Design Model

A novel design termed Fase of Access (EoA) Design Model proposes the m-WSAN
system network architecture as shown in figure [5.2] The idea behind this model is
that extensive redesigning or modifications are unnecessary for integrating devices.
Instead, they can be used directly for communication and operations. The model
follows the principle of pervasive communication, where devices dynamically adapt
their behaviour to any computationally accessible information [1|. Therefore, this
model focuses on integrating devices based on the availability and accessibility of
their operational data, ensuring seamless functionality without extensive alterations.
This network design is developed based on the concepts of modularity, pervasive
communications and distributed systems. The EoA design model comprises three
fundamental components:

29
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e Device Integration Model
e ATEM: Automated Task Execution Manager
e WSAN Service Model leveraging Blockchain

To facilitate a clear understanding of the components involved in the proposed
design, the figure presents a structural diagram of the design. The diagram
illustrates the design of various components that structure and make the m-WSAN
System Network feasible. The complete EoA design model and its components are
thoroughly explained in this chapter and the following one. This chapter covers the
main elements of the design, while Chapter [f] provides detailed descriptions of all its
components.

5.2 m-WSAN System Network Model
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Figure 5.2: EoA Design Model for m-WSAN System Network

This section presents the Ease of Access design model for the m-WSAN system
network. The diagram represents a comprehensive model of it. It is designed
to provide data accessibility for integrating diverse WSAN devices and to ensure
the availability of various m-WSAN systems; which enhances the overall collabora-
tive capability of the network to perform a wide range of operations. The diagram
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highlights the process flow for remotely acquiring services, showcasing the network’s
ability to support a wide range of operations.

This model diagram [5.3] provides an overview of various components, such as
Automated Task Execution Manager (ATEM]) and the EoA Database, and their
roles in the m-WSAN system network. It illustrates that the EoA Database manages
access controls for device accessibility, while integrated WSAN systems ensure device
availability. The data needed for integration is stored in the EoA Database, and
clients use the user application to access services for integrating and operating WSAN
devices. The ATEM manages the network and the WSAN devices. It retrieves device
data from the EoA database and handles the execution of the operations in the m-

WSAN systems.

The EoA model of the m-WSAN system network may initially appear complex,
with its elements not immediately explained; these are comprehensively addressed in
subsequent sections providing a clearer picture of the network’s operation. To fully
understand this model, it is essential to first understand the integration process of
WSAN devices into the system as it forms the foundation to comprehend the overall
model and its operational dynamics.

5.3 EoA Model for Device Integration

This model follows the principle that to integrate heterogeneous devices, they must
first be classified. To classify a device, it must be evaluated to determine the avail-
able information required for integration and classification. The model provides a
blueprint for integrating diverse devices, ensuring a systematic approach to incorpo-
rating specifications availability and accessibility features. Figure demonstrates
the processes involved in integrating a WSAN device in an m-WSAN system. In
subsequent sections, it details the step-by-step processes involved in the design. This
model involves five components:

1. Ease of Access (EoAl) Criteria
2. DAS: Device Assessment System

3. [EoAl codes
4. code Classes

5. Operational Scheme

5.3.1 EoA Criteria

The EoA criteria guide the integration of a new device into the m-WSAN system. In
a realistic world, existing WSAN devices do not have the same level of accessibility
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and availability to their data for operating them. Some devices are more or less
accessible than others. These criteria, referred to as Fase of Access Criteria or EoA
C'riteria, contain investigative questions for devices that serve as the foundation for
categorizing devices into distinct groups and help in the development of integration
and operation methods tailored for each group. They are briefly described in the
next chapter in section [6.1]

5.3.2 DAS: Device Assessment System

This system is crucial for guiding the development of modularity in WSAN devices.
It serves to:

e Evaluate WSAN devices using EoA criteria
e Distinguish WSAN devices by quantifying their data for measurement.

e Develop integration techniques tailored to various types of devices.

In Device Assessment System (DAS), each criterion of the FoA criteria is as-
sessed using a standardized grading scale, which can be adjusted to an optimized
range based on the variation in responses for device criteria (currently, this range is
set from GO-G5 based on experimental tests). The grades reflect the amount of ef-
fort required to integrate a device into the m-WSAN system. Grades, either alone or
supplemented with additional information, are used to assess each criterion. This ad-
ditional information contributes to forming a comprehensive profile about the device
termed as Device Profile that includes all essential details. This process is illustrated

in figure

Typically, a higher grade suggests that integrating the device demands less effort,
indicating it is easily accessible with minimal configuration requirements. Conversely,
a GO grade signifies that the provided scale range is insufficient for evaluating the
device. In such cases, additional effort is necessary to gather information and config-

ure the device for integration into the system. It is extensively discussed in Section
6.2

Range G0-G5

G1 G3 G4 G3 G5 G4 G3 G5

Figure 5.4: N-level grade

A new device is initially evaluated through the [DAS] which utilizes EoA criteria
and its grading scale to generate a device profile and assign an N-level grade as
illustrated in figure [5.4] The 'N’ corresponds to the number of criteria questions in
the EoA criteria.
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5.3.3 FEoA Codes

WSAN Devices of a similar type are evaluated through the [DAS] as detailed in
Section [6.2] using the EoA criteria. The system generates a consistent N-level grade
pattern for these devices. Based on this consistent grade pattern, the devices are
grouped into a specific class, which is assigned the N-level grade produced by the
system. This grade will later serve as a reference for categorizing devices as illustrated
in figure [5.3] Each of the device classes is assigned a unique alphanumeric identifier,
depicted in Figure [5.6] referred to as the the Ease-of-Access Code or FoA Code. A
class that holds a specific kind of device that has similar N-level grades is called FoA
code class. Simply, the term FoA Code acts as an ID that refers to its EoA code
class.

A|K|4|L

H|9|N|2

3|6|7|9|8

L J L J
T

.
P-DIGIT EoA CODE Q-DIGIT UNIQUE CODE

Figure 5.5: EoA 1D

Once modularized, each device is assigned an n-digit identifier called the EoA
ID. The EoA ID consists of two segments: a p-digit FoA code and a qg-digit unique
identifier code, separated by a dot ’.” as shown in figure[5.5, The EoA ID is a unique
identifier used to recognize a specific type of device of the m-WSAN system network.
Every device in the m-WSAN system is given a specific EoA ID, as illustrated in
Figure 5.2l The EoA ID is crucial for the [ATEM] which is detailed in section [5.4] as
it allows for the extraction of operational data when the device is integrated and a
service is requested.

5.3.4 EoA Code Classes and Operational Schemes

A specific method is used for integrating each class of devices. The device profile con-
tains crucial data necessary for integrating a particular class of devices. To facilitate
easier integration of similar devices in the future, the set of properties and param-
eters essential for integration, as outlined in the device profiles, are extracted and
stored within the EoA code class as FoA Code Data. The EoA code data is used for
integration and operation. After integration, the devices in each EoA code class re-
quire specific strategies, known as operational scheme, that guide the communication
and operation process.

The contents of an EoA code class are shown in figure 5.6, Each EoA class
have a certain grade pattern and characteristics which are mentioned in Section [6.3]
Each code class is assigned a specific integration method and an operational scheme
to enhance effective interaction within the m-WSAN system. These strategies are
further detailed in section [6.4. The details of the contents of the EoA code class as
in figure [5.6| are outlined below:

e EoA Code: Each class is identified by a specific EoA code (e.g., AKALHIN2).
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Figure 5.6: EoA Code Contents

e N-Level Grade: This grade (ranging from GO to G5) is assigned to the EoA
code class. It acts as a reference for device categorization and is used to assess
the integration complexity and capabilities of devices within the class.

e EoA ID: A unique identifier is assigned to each device, consisting of the EoA
code and a unique identifier code (e.g., AKALHIN2.3679).

e Integration Method: The documented procedure or method used to inte-
grate devices of this class into the m-WSAN system network. It is outlined in
section [6.3]

e Operational Scheme: The set of rules and configurations that dictate how
the devices operate within the network which is outlined in section [6.4]

e Device Operational Configuration: Contains detailed configuration data
necessary for the device’s operation within the network.
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5.4 ATEM: Automated Task Execution Manager

The[ATEM]is a critical component in the m-WSAN system network and is responsible
for task processing, device integration, coordination of operations, data management,
security, user interaction, and optimization. It ensures that tasks are efficiently exe-
cuted, devices are properly integrated, and operations are securely managed, thereby
enhancing the overall functionality and reliability of the m-WSAN system network.
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Figure 5.7: Automated Task Execution Model

The [ATEM]| is the most crucial component of the design, serving as the core of
the m-WSAN system network. It has 3 components:

e Service Handler : It facilitates services between clients (user applications)
and the network devices. It receives and stores user application service requests
and then forwards them to the Processing Hub for processing. It ensures that
the status of requests and operation results are returned to the user.

e Processing Hub : The central unit within the ATEM, powered by Al, pro-
cesses incoming requests to orchestrate different types of operations.
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e Executor : It executes the list of assignments the Processing Hub generates.
It sequentially processes each assignment using the data and instructions pro-
vided, interacting with WSAN devices to complete the operations.

The ATEM simplifies the integration of various WSAN devices. It can be imple-
mented within the network gateway (or controller) or as an independent entity in the
system. It performs logical operations to ensure a standardized and automated ap-
proach to task execution, enhancing the intelligence of the modules. It orchestrates
communication and operation execution among the network devices, as illustrated

in Figure 5.7
Responsibilities of the ATEM include:

e Deuvice Integration :

— Assessment : The processing hub uses the [DAS| to evaluate new devices
based on predefined criteria (EoA criteria) to determine their suitability
for integration.

— Script Generation : It generates a user-friendly integration script based
on EoA code and EoA code data.

— Validation : Ensures that devices are properly configured and integrated
into the network.

e Tusk Processing : The processing hub carefully analyzes each request to under-
stand the task requirements. The service request is broken down into a series
of manageable operations. This segmentation allows for a more structured and
efficient execution of tasks.

e Resource Allocation : The processing hub identifies the required resources,
such as specific sensors and actuators, that are necessary to complete the task.
Utilizing AI, the hub identifies the optimal combination of WSAN devices to
complete the task. It optimizes network resources to ensure efficient task exe-
cution and service delivery.

e Data Retrieval and Management : The ATEM retrieves the EoA IDs of avail-
able devices in the network from the network gateways. It uses the EoA IDs
to retrieve critical device information, including EoA code, EoA code data,
and operational data from the EoA Database to ensure secure and accurate
task execution. It manages the data necessary for executing tasks and services,
ensuring proper storage, retrieval, and utilization.

e Configuration and Synchronization : The processing hub generates the device
configurations and sets the parameters needed for task execution. It ensures
operations are synchronized across devices and the EoA database, maintaining
data consistency.

e Tuask Fxecution : The processing hub organizes and sequences operations into
executable entities called Assignments. These assignments are then managed
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and executed by the executor. The executor connects with multiple WSAN
devices to perform various operations. The executor sequentially executes each
assignment using operational schemes with their corresponding data values.
This process runs remote scripts on the devices, completing the operations and
ultimately fulfilling the task.

e Service Delivery : Upon completion, the parts of the results are compiled by
the processing hub and passed to the service handler which delivers the result
to the client through the user application.

e Logging and Monitoring : ATEM monitors device performance and operations
to improve network efficiency. It logs and tracks all operations and access
events for auditing and security.

To enhance and optimize this ATEM, Artificial Intelligence (Al and Machine
Learning (ML) play pivotal roles. ML enables the model to continuously learn from
new data, allowing it to adapt and improve over time. This adaptability is crucial
for staying efficient and effective in dynamic environments. Al algorithms analyze
historical data and task complexities to intelligently generate Assignment.

Large Language Models (LLM]) can assist in automation of task execution [48].
The initial stage of breaking down a given task into a series of operations can be done
using it [49,50]. They can analyze the task description, identify key components,
and suggest the sequence of operations required to complete the task. Based on the
required operations, an LLM can help identify potential sensors and actuators by
referencing a database or a predefined list of devices. It can use natural language
processing to match operation requirements with device capabilities. As new data is
collected, LLMs can optimize the task execution process by suggesting more efficient
methods or shortcuts learned from previous executions.

5.4.1 FEoA Database

The EoA Database is the central repository where all EoA codes, EoA code data,
EoA IDs, and operational data are stored. Figure illustrates the structure and
organization of KoA codes within the EoA database.

In the m-WSAN system network, the EoA ID is crucial for device operations.
Both the ATEM and the network gateway (or controller) require the EoA ID to
configure, communicate with, and manage devices within the network. Typically,
network gateways store the EoA IDs of WSAN devices available in their system.
When the ATEM needs to perform operations, it checks device availability by ac-
quiring the EoA IDs from the network gateways of various connected m-WSAN
systems. The EoA ID of each device is then used to access its operational scheme
and data from the EoA database. This process ensures efficient management and
operation of WSAN devices within the network.
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5.5 WSAN Service Model by leveraging Blockchain
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Figure 5.8: WSAN Service Model Architecture

This section presents a service model architecture for the m-WSAN system net-
work, designed to deliver various user services while protecting sensitive device data.
It details the services offered by the network and the processes involved in their exe-
cution. The proposed network avoids storing data on centralized servers or networks
with central authority to prevent user exposure to sensitive device data. Instead, it
leverages blockchain technology to secure transactions and enhance data valuation.
The distributed system design of the m-WSAN systems, combined with blockchain,
ensures data integrity, security, and trust without compromising sensitive informa-
tion. Hence, the service model employs a hybrid approach to build the data layer. It
integrates both traditional and blockchain databases to enhance the system’s func-
tionality and security.

The proposed architecture of the WSAN service model is based on , as in figure
5.8 and has three fundamental components:
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e Application Layer : The application layer serves as the user interface that
allows clients to interact with the m-WSAN system network. This layer is de-
signed to provide a user-friendly experience, enabling clients to acquire services
and obtain results.

e Processing Layer : It contains ATEM and is responsible for managing and
orchestrating operations in the m-WSAN system network. It processes user
requests, manages device integrations, and coordinates the execution of opera-
tions using the network’s resources. It manages data consistency and synchro-
nization with the data layer.

e Data Layer : The data layer is responsible for storing and managing all
the data required by the m-WSAN system network. It consists of both a
blockchain-based database and a traditional database to leverage the strengths
of both technologies.

Blockchain Database

The Blockchain Database is implemented as a private blockchain, with participation
limited to authorized nodes managed by designated administrators as shown in fig-
ure [5.8] These administrators maintain the full ledger and validate all transactions,
maintaining the integrity and security of critical device information and operational
data. This setup prevents unauthorized changes and tampering, allowing faster pro-
cessing of sensitive data by the ATEM and facilitating quicker operation execution.
The key components of the blockchain database include:

1. EoA Database : This is previously detailed in section [5.4.1 It stores EoA
codes, EoA code data, EoA IDs and operational data that are critical for the
network’s functionality. It provides a tamper-proof record of device information
and access permissions.

2. Access Control and Permissions : It manages access permissions and logs user
access histories securely. It ensures that only authorized entities can access or
modify device information.

3. Audit and Compliance : It provides an immutable audit trail of all transac-
tions and data accesses, ensuring transparency and compliance with regulatory
requirements.

Traditional Database

The traditional database offers high-speed read-and-write operations beneficial for
ATEM’s faster request handling. It provides robust querying capabilities essential
for retrieving device data and processing tasks and service requests. It is preferred
for storing user data, network logs, and temporary results due to its scalability,
accommodating growing data volumes and increased user activity cost-effectively
compared to blockchain. Its key components are:
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User Data Management : Stores user profiles, authentication information, and
user preferences.

Service Requests : Holds details of service requests made by users

Temporary Operation Results : Stores intermediate or final results of operations
performed by WSAN devices before delivering them to the user.

Logs and Operation Records : Maintains logs of user interactions, service re-
quests, and operation records for monitoring and auditing purposes.

By leveraging the strengths of both traditional databases and blockchain technol-

ogy, the hybrid approach ensures efficient and secure management of the m-WSAN
system network, providing reliable service delivery to users while maintaining the
integrity and confidentiality of critical device information.

Services

The services offered by the WSAN service model are listed below. Smart contracts are
used to register users in the network and provide services to users as subscription-
based access to the m-WSAN system network. These services can potentially be
valued in future. It is discussed in detail in the next chapter [6]

e Integration as a service : Users can integrate their new devices into the net-

work using a user-friendly script generated by the ATEM. The ATEM accesses
the blockchain database to generate integration scripts ensuring that the criti-
cal device information remains secure and immutable. This service execution

is detailed in section [6.5.1]

Operations as a service : The ATEM uses WSAN devices and the EoA
database to perform tasks and provide results to users. For this, the ATEM
retrieves necessary operational data from the EoA database to execute tasks.
This service execution is detailed in section [6.5.2]
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EoA Design Model

6.1 FEoA: Ease-of-Access Criteria

The existing set of criteria is derived from the evaluation of several WSAN devices.
In the context of any specific device, the Ease of Access (EoAl) criteria play a pivotal
role in determining the device’s Ease of Access code and its operational scheme within
the distributed m-WSAN system. The current criteria serve as a foundation, and if
necessary, additional rules can be incorporated in the future. First, the criteria are
described, and then its significance and evaluation method are explained in Section
6.21

The goal is to establish a model where the grades assigned reflect the accessibility
and configuration simplicity of each device within the m-WSN system. Additional
information can be provided along with the grades to offer a more comprehensive
evaluation under each criterion. The criteria under consideration include:

E 1: Communication Protocol Compatibility:

(a) Mode of Communication

(b) Range Of communication
E 2: Documentation Availability:

(a) What is the mode of availability?
(b) How adequate and accurate is the provided documentation?

(c) Does it have a library for commands?

E 3: Control Interfaces:

What kind of control interfaces are used to provide commands to WSAN de-
vices?

E 4: Checking Firmware Compatibility:

(a) Does the WSAN device need any software update before the operation?

(b) Does the controller device need any additional pre-installation or a par-
ticular version of software or communication libraries to operate on?

43
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E 5: Command Standardization:

What is the format of the data that the WSAN device accepts which is required
while interacting with the user application interface, to provide the commands
needed for operation?

E 6: Command Flexibility:

(a) How rigid are the available commands and operations on the device?

(b) What are the default configurations and limits of operation of the device?

E 7: Security Constraints:
What are the security constraints while communicating or configuring the de-
vice?

E 8: Hardware Configuration Requirement:

What are the additional hardware requirements during configuration or opera-
tion?

6.2 DAS: Device Assessment System

The assessment of any device is done based on the EoA Criteria. The assessment of
the device generates the device profile and N-level grade which are further used for
the device’s classification. The significance and the assessment of each criterion are
mentioned below:

E1l. Communication Protocol Compatibility:

Significance: Understanding the communication protocol is crucial for ensuring
that the WSAN device can effectively exchange data with other devices and the
overall system. Compatibility ensures seamless integration and proper functioning
within the network. The communication range defines the spatial coverage of the
WSAN device. Knowing the range is essential for proper deployment planning, en-
suring that devices are within communication reach and can effectively contribute to
the network.

Grades are determined based on the following categories:

e Wired Communication: Ethernet - G3

e Wireless Communication:
(i) W1: Bluetooth/infrared/Near Field Communication (NFQ) - G2
(il) W2: Wifi - G5

e Cellular Communication: 5§G Comm. - G4

e Other Communications: GO
In this case the details of the mode of communication are to be mentioned here.
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E2. Documentation Availability:

Significance: It determines the amount of effort that needs to be put into the
device to operate and integrate it.

a) Availability of documentation ensures that users have access to guidance for
y g
proper device operation and integration.

(b) Adequate and accurate documentation is crucial for minimizing errors and en-
suring efficient utilization of the device. Online availability enhances accessi-
bility and ease of reference.

The grade is determined based on the quality of information, which encompasses
the extent of availability and accuracy. A higher grade indicates that the information
required for device operation is readily available and accurate. This implies that no
additional efforts are needed to extract the necessary information for the device to
be operational. Therefore, a higher grade is reflective of higher merits in terms
of information availability and accuracy, implying the operational readiness of the
device.

Additional details: Documentation type and if possible reference details to be men-
tioned here.

E3. Control Interfaces: Interfaces Used to Control the WSAN Device

Significance: The command interfaces are the devices from which the sensor and
actuators can be communicated. It can range from a pre-configured remote device to
a mobile or computer software application. Identifying the interfaces for commanding
devices is essential for integrating them into the m-WSAN system. It determines how
external systems or controllers can be affected to interact with and control the WSAN
devices.

Grades are determined based on the following categories:

o Web Service Interfaces: G4
Devices being controlled by web applications that use various protocols like

Hyper Text Transfer Protocol /HTTPS and APIs.

e Software Application Interfaces: G2
Devices being controlled by software applications that are compatible with
Windows, Mac and Android systems.

o Custom application interface: G1
Devices being controlled by Software applications based on Linux and Unix
systems.

e Unknown Interfaces: GO
If the certain interface does not belong to the above categories, then its details
can be added here. These types of devices require more effort for integration.

Additional details: Control Interface details are to be mentioned here.
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E4. Checking Firmware Compatibility:

Significance:

(a) Ensures that the WSAN device has the latest software for optimal functionality.

(b) Compatibility with controller devices and pre-installation requirements pre-
vents operational issues, enhancing system stability.

Both sub-criteria combined to determine the grade for this criterion. The amount
of effort that needs to be put into making the controller devices compatible with the
WSAN device determines the grade of the criterion.

Additional details: Additional installation details are to be mentioned here.

E5. Command Standardization:
Significance:

(a) Standardizing data formats for communication ensures interoperability within
the m-WSAN system.

(b) Consistent data formats for command execution streamline integration and
communication, preventing errors and enhancing system efficiency.

Format of data may include sensor readings, control signals, protocol-specific
data format, metadata or event triggers. The number of inputs in the data format
for communication with the device and operation determines the grade of the criteria.
Higher inputs lead to lower grades.

Additional details: Standard format of communication details to be mentioned here.

E6. Command Flexibility:
Significance:
(a) Understanding the flexibility or rigidity of commands helps in tailoring device
operations to specific requirements.

b) Default configurations and limits provide baseline information for initial setup,
g p p
preventing unintentional misuse of the device.

A lower grade in flexibility suggests that the device follows a more predefined and
standardized set of commands, leaving less room for user customization.

Additional details: Default configuration details are mentioned here.



6.3. EoA Code Classes 47

E7. Security Constraints:

Significance: Security constraints may include device authentication and access
authorization. Some WSAN devices are encrypted for use to protect the device. It
might require authorization to access the device or some parts of its configurations.
Complex security mechanisms can make it challenging for any device to integrate into
the network. It is essential to have those data beforehand to be able to seamlessly
communicate with that WSAN device. Hence challenging security mechanisms result
in lower grades.

Additional details: Security Details to be mentioned here.

E8. Hardware Configuration Requirement:

Significance: Understanding additional hardware requirements helps in proper
planning and resource allocation. It ensures that the WSAN device is equipped
with the necessary components for seamless integration into the system. The higher
number of hardware configuration requirements results in more efforts to set the
device and hence lower grades.

Additional details: Hardware Details to be mentioned here.

6.3 EoA Code Classes

Based on the device assessment results, devices are classified into distinct classes
termed EoA Code Classes. Each EoA Code Class is assigned a unique EFoA Code.
Each class can contain WSAN devices that meet the specified grade pattern set by
the respective EoA code. To simplify, three EoA codes have been introduced:—

1. AK4LH9N2
2. LE3C8DBS
3. PF6MKb5R7

Each code is accompanied by a set of defined rules that must be adhered to.
By following these rules, a new device can be developed as a modular device and
subsequently integrated into the m-WSAN system. These rules for each EoA code
class are mentioned in the next section.

6.3.1 Integration of a WSAN Device

The process of converting a new device into a module within a network, as illustrated
in Figure involves several key steps. First, the device is evaluated using the EoA
criteria within the DAS to determine its category. The system assigns an N-level
grade and generates a corresponding device profile. This grade is used by the ATEM,
which seeks the EoA database to identify matching grade patterns among its EoA
codes. 1f a match is found, the device is classified into the corresponding EoA code
class and follows that class’s rules and integration methods to create a module. The
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class then uses the device profile to generate the EoA code data for the device and
assigns an EoA ID based on its EoA code. If no match is found for its grade pattern,
the device undergoes further investigation to develop suitable integration techniques.

Following are the EoA code classes and their methods of integration:

EoA Code: AK4LH9N2

These types of devices can be fully controlled, modified and automated remotely.
The modes of communication for these devices are Ethernet and Wi-fi. The commu-
nication with these devices is bi-directional.

RULE 1: Communication Protocol Compatibility: G5
The mode of communication is Ethernet/Wifi. To include these devices
in the modular system, the device’s Internet Protocol ([B) and port 1D
are necessary requirements. Additional Input: Device IP and Port ID are
to be mentioned here.

RULE 2: Documentation Availability: G4
These devices offer adequate documentation for users to obtain guidance
on proper device operation and integration. However, the provided doc-
umentation might not be comprehensive enough to utilize all the capa-
bilities of the WSAN device. Certain functionalities could be impacted,
limiting their use in integration scenarios. Additional effort is required to
be able to use all capabilities of the WSAN device.

RULE 3: Control Interfaces: G4
The control interfaces used to control these types of WSAN devices are
web service-based interfaces. To communicate with such devices, it re-
quires Web-sockets [51] and Asyncio protocols. Hence these packages are
required to be installed before use for communication.

RULE 4: Firmware Compatibility: G4
These devices require only updating the existing system and not the ad-
dition of any software to the network gateway:.

RULE 5: Command Standardization: G5
Standardizing the commands is easier to do in these types of devices and
the format is to be mentioned here while evaluating the device. Additional
Input: Default command format has to be mentioned here.

RULE 6: Command Flexibility: G5
The device scripts can easily be customized according to the use case. The
device’s default configurations are properly defined. The device takes a
range of arguments for operational use. Additional Input: The default
limits are to be mentioned here while evaluating the device.

RULE 7: Security Constraints: G3
The device configurations are password encrypted. To access the device
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configurations it requires an authorization key for communication. Addi-
tional Input: Security Details to be mentioned here.

RULE 8: Hardware Configuration Requirement: G/
In reconfiguration stages, they require any one component such as any
displays to be configured.

RULE 9: Dewvice : 1t is configured to act as a SERVER and send data at certain
intervals to the controller or network gateway.

RULE 10: Network Gateway : The network gateway in which such device exists
is configured to act as CLIENT which can send commands ordered by
the executor to the operating sensory devices and obtain device state
information in return. (If no values are provided during execution, use
the default values for the operation.)

RULE 11: Dewice : Customized scripts must be built in the device’s application to
read its sensors and actuators data. These data are then transferred to
the executor through the network gateway for further data processing and
execution.

RULE 12: Network : A script must be built and stored in the device’s EoA code
data to process and handle the response and output from such devices.

EoA Code: LE3C8DBS

These devices are not fully accessible and have a certain level of control access and
modification. These devices can be operated and modified using programming but
require specific or unique methods for communication. Certain stages of operation
require manual data entry. The communication to these devices is bidirectional.

RULE 1: Communication Protocol Compatibility: G2
The mode of communication is Bluetooth. To include these devices in
the modular system, the MAC ID is required of the Bluetooth device.
The device needs to be in a certain near-distance radius (say 30m for
Bluetooth /infrared-based communication) from the network gateway for
data sharing and operation.

RULE 2: Documentation Availability: G2
These devices do not have adequate documentation for users to access
guidance for proper device operation and integration. One has to put
effort into generating operational scripts.

RULE 3: Control Interfaces: G2
Interfaces used to control these types of WSAN devices are Android-based
software application interfaces.

RULE 4: Firmware Compatibility: G5
These devices do not require updating the existing system and any addi-
tional software package installation to the network gateway.
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Command Standardization: GO

It is not yet achieved and additional efforts had to be made to make it
happen. Additional Input: Default command format has to be mentioned
here.

Command Flexibility: G1

In this type, only a few commands are available but are rigid in their
use purposes. The device codes are not easily accessible to the user.
Customizing commands is challenging in the device. Additional Input:
The default limits are to be mentioned here while evaluating the device.

Security Constraints: G5
The device does not have any security requirements for communication.

Hardware Configuration Requirement: G5
In reconfiguration stages, these do not require external hardware except
the controller.

For these type of devices, one of these two possible strategies to be em-
ployed for operations:

< STRATEGY 1 > Device : A series of executable scripts need to be
built on such device applications that can take just
the executable functions and data values in input
parameters and execute the operation.

Network : The executor is required to be equipped
with ezecutable functions and data values. These
executable functions are to be stored in the device’s
EoA code data. (If it is not provided during exe-
cution, use default values of operation.)

< STRATEGY 2 > Network : A series of operational scripts need to be
built and stored in EoA code data. When a specific
operation is required to be executed, the execu-
tor needs to be equipped with executable scripts.
These executable scripts are generated by the ex-
ecutor from its operational script and the data val-
ues (if not provided while execution, use default
values of operation).

These executable scripts can be directly passed on
to the device’s application and run on them.

RULE 10: Network : For execution, in both STRATEGY 1 and 2, these data are

sent to the network gateway application and from the interface of network
gateway application (as shown in figure [5.8) these are passed manually to
the device’s application interface.

RULE 11: Dewice : Customized scripts must be built in the device’s application to

read its sensor and actuator data. These output data from the operation
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are then manually transferred onto the interface of network gateway ap-
plication as passed arguments. It is then transferred to the executor for
further data processing and execution.

RULE 12: Network : A script must be built and stored in the device’s EoA code
data to process and handle the response and output from such devices.

EoA Code : PF6MKS5RT7

These devices are built upon specialized operating systems for static or mobile de-
vices. These devices have limitations with cross-platform use. The communication to
these devices is uni-directional. Irrespective of the mode of communication, providing
inputs and retrieving data from these devices have to be manually controlled.

RULE 1: Communication Protocol Compatibility: G/
The mode of communication is 5G. The device and the network gateway
communicate through cloud platforms using set and get methods for data
sharing and operation.

RULE 2: Documentation Availability: G1
These devices do not have adequate documentation for users to access
guidance for proper device operation and integration.

RULE 3: Control Interfaces: G2
Interfaces used to control these types of WSAN devices are software
application-based interfaces compatible with Windows and Android sys-
tems.

RULE 4: Firmware Compatibility: GO
Integrating these devices requires updating the current system and po-
tentially installing additional software packages on the network gateway.
This process requires additional effort and attention.

RULE 5: Command Standardization: GO
It is not yet achieved and additional efforts had to be made to make it
happen. Additional Input: Default command format has to be set and
mentioned here.

RULE 6: Command Flexibility: G1
The device codes are not easily accessible to the user. Customizing com-
mands is challenging in the device. Efforts have to be made to define the
device’s default configurations. Additional Input: The default limits are
to be identified and mentioned here while evaluating the device.

RULE 7: Security Constraints: G5
The device does not require authorization for communication.

RULE 8: Hardware Configuration Requirement: G5
In reconfiguration stages, these do not require external hardware except
their controller.
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RULE 9: Device : These devices have default scripts that cannot be customized.

RULE 10: Network : For execution, the executor needs to be equipped with exe-
cutable instructions script containing strategy to follow for execution.

RULE 11: Network : Build and store operation instructions script in the device’s
EoA code data. The script contains instructions to follow in the device’s
application interface to implement the operation.

RULE 12: Network : The executor generates the executable instructions script from
the operation instructions script and the data values. (If it is not provided
during execution, use default values of operation.)

RULE 13: Network : Executable instructions script is sent to the network gateway
application and from the interface of network gateway application these
are passed manually to the device’s application interface.

RULE 14: Device : The output data from the operation are then manually trans-
ferred onto the interface of network gateway application as passed argu-
ments. It is then transferred to the executor for further data processing
and execution.

RULE 15: Network : A script must be built and stored in the device’s EoA code
data to process and handle the response and output from such devices.

By implementing the measures mentioned above, guided by the classification of
a new device, a modular property is instilled within it. This property allows the
device to preserve its original functionality while seamlessly integrating it into the
network. Hence each of the integrated WSAN devices is known as a "Module’. A
group of modules together along with the network gateway create a m-WSAN system

as shown in figure{£.2|(a).

6.4 Operational Scheme

The devices belonging to each category as mentioned in the previous section, re-
quire specific strategies to be employed for communication and operation, whether
these operations occur within the same set of devices or involve interactions between
different types of devices.

Below outlines the general strategy for operation in m-WSAN system network:

< STEP 1 > Processing Hub : Analyzes and processes the request and determines
necessary set of operations.

< STEP 2 > Processing Hub : Retrieves the EoA IDs of available devices from the
network gateways.

< STEP 3 > Processing Hub : Identifies the required combination of devices to
execute the task.
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< STEP 4 > Processing Hub : Uses the EoA IDs to retrieve EoA code data and
operational data of the required devices from the EoA database.

< STEP 5 > Processing Hub : With the module data from EoA codes, it gener-
ates device configurations and processes the operations to sort and
sequence them to generate assignments.

< STEP 6 > FEzxecutor : Get the connection requirements and operational schemes
for the WSAN devices from the EoA code data.

< STEP 7 > (Optional) Ezecutor : Connect to the WSAN devices.

< STEP 8 > FEzecutor : Implements the operational schemes of the devices belong-
ing to distinct EoA code classes and runs the assignments on WSAN
devices to perform operations in sequence.

< STEP 9 > FEzxecutor : Waits for the response after execution. Processing the
response, it either proceeds further with other executions or sends
the output to the processing hub for debugging.

< STEP 10 > FEzecutor : Terminate the processes at the end of all performed as-
signments.

< STEP 11 > Processing Hub : Processes the received responses from the device,
creates logical data and then makes a decision based on it and per-
forms further operations.

< STEP 12 > Processing Hub : Compiles and stores the results in the traditional
database.

< STEP 13 > Service Handler : The executor sends the task success signal with
the compiled output data to the client application.

The flowchart in figure provides a detailed illustration of this process.

The operation strategies for each of these EoA code classes are outlined below which
are implemented in <Step 7/8> of the general operational scheme by ezecutor block

in the ATEM}

STRATEGY 1 : Devices under EoA code - AKALH9N?2

Perform operation with an AK4LHIN2-type device from the network gateway in the
following way:

< STEP 1 > FEzecutor : Get the IP address and port ID of the module from EoA
code class.

< STEP 2 > FEzxecutor : Get the operational scripts, default configurations and
range of operation of the device from the EoA code data.

< STEP 3 > FEzecutor : Makes execution requests to execute assignments in the
required module.



54 Chapter 6. EoA Design Model

TASK

A 4

Processing Request:
Divide into set of
operations

P - Identification of
Availability Check “| Reguired WSAN Devices

Y

Checking and Obtaining the
EoA code data of WSAN devices

Generating Assignments, &

[

CONTROLLER
¥
For i
if Connect to the WSAN
n=1to True True '
length (A) n=length(A) devices
r's ¥
False Perform operations
Faisc in the WSAN device
Y
h 4 / Send result data/state
/ to the controller
¥

Terminate the processes
and connection with the
WSAN devices

v

Send feedback to the user
from controller

EXECUTOR

END

Figure 6.1: Flowchart showing operational scheme for handling service
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< STEP 4 > Deuvice’s System : The WSAN device is configured to be in listening
mode.

< STEP 5 > Deuvice’s System : captures the request

< STEP 6 > Deuvice’s System : executes the operation and performs the required
actions that lead to the change in the device’s state.

< STEP 7 > Device’s System : The resultant state (that is the data read from the
sensors or the state of the actuators on the device) is sent back to the
executor.

STRATEGY 2 : Devices under EoA code - LE3C8DBS8

Perform communication with a LE3C8DBS8-type device in the following way:

< STEP 1 > (Optional) Ezecutor : Get the communication data if present of the
WSAN device from EoA code data.

< STEP 2 > FEzecutor : Get the operational scripts, default configurations and
range of operation of the module from the EoA code data.

< STEP 3 > Executor : |For Strategy 1|, The ezecutable functions and the input
data values are generated from the assignment.

[For Strategy 2| Generates the executable script using the matching
operational script and the input data values from the assignment.

< STEP 4 > FEzecutor : Sends the executable script/executable functions to the

network gateway application of the m-WSAN system in which the
WSAN device exists.

< STEP 5 > Network Gateway Application : FEzecutable script/executable func-
tions is provided manually as input in the device’s application inter-
face.

< STEP 6 > Device’s Application Interface : Runs the executable script/ezecutable
functions and performs the required actions that lead to the change
in the device’s state.

< STEP 7 > Network Gateway Application : Following the execution, Success sig-
nal (and any necessary output from Device’s Application Interface) is
manually sent manually sent through the Network Gateway Applica-
tion to the executor for further operations.

STRATEGY 3 : Devices under EoA code - PF6MK5RT7

Perform communication with a PF6MKb5R7-type device in the following way:

<STEP 1 > (Optional)Ezecutor : Get the communicational requirement data of
the module.
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<STEP 2 > FEzecutor : Get the operation instructions script from the EoA code
data.

<STEP 3 > FEzecutor : Generates the executable instructions script from the oper-
ation instructions script and the data values by processing the assign-
ment for the PF6MK5R7-type device.

<STEP 4 > FExecutor : Sends the generated executable instructions script to the
network gateway application of the m-WSAN system in which the
WSAN device exists.

<STEP 5 > Network Gateway Application : From the executable instructions script,
instructions are followed and the module’s application interface is man-
ually configured.

<STEP 6 > Device’s Application Interface : Use the manual input/buttons in the
application interface to configure the device with the instructions from
the Network Gateway Application.

<STEP 7 > Device’s Application Interface : The module is provided run instruc-
tions manually and the device performs the desired operation with the
expected parameters that lead to the change in the device’s state.

<STEP 8 > Network Gateway Application : Following the execution, Success sig-
nal (and any necessary output from Device’s Application Interface) is
manually sent through the Network Gateway Application to the ex-
ecutor for further operations.

6.5 Services Provided by m-WSAN System Network

The following sections detail the specific services provided by the m-WSAN system
network and the processes involved to deliver them effectively.

6.5.1 Integration as a service

When a client requests to integrate their device into the m-WSAN system network,
the following processes occur. Refer to figure [5.3] which clearly illustrates the inte-
gration process.

The client accesses the user application of application layer and submits a request
to integrate their WSAN device into the m-WSAN system network. These data are
temporarily stored in the traditional database until the device is successfully inte-
grated. The request is sent to the processing layer, where the service handler in
ATEM receives and processes the request. The client provides detailed information
about the device, including specifications, capabilities, and any necessary configu-
ration data. The ATEM uses the DAS to evaluate the device based on the EoA
criteria. The DAS assigns a N-level grade to the device and generates a correspond-
ing device profile. The processing hub of ATEM uses the N-level grade to search the
EoA Database for a matching EoA code. The device is classified accordingly and
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EoA code data is generated from the device profile if a matching EoA code is found.
If not, additional steps may be taken to create a new EoA code class.

The ATEM generates a user-friendly integration script based on the EoA code
EoA code data (as mentioned in section [6.3)). It also generates an EoA ID for the de-
vice stored in the EoA database if the device is successfully registered in the network
later. The integration script is delivered to the client through the user application.
The client configures their device according to the provided script, ensuring it is
correctly set up to communicate with the network. The ATEM validates the config-
uration and integration of the device within the network. It ensures that the device
is operational and can be effectively managed by the network. The integrated de-
vice is registered in the network with its EoA ID and operational data stored in
the blockchain database. The device’s non-operational data (like network details) is
stored in the traditional database. The ATEM assigns access permissions and con-
trols based on the device’s EoA code and EoA code data. These permissions are
stored in the blockchain to ensure secure access management.

Hence the steps involved in the integration of a device are:

1. Client Request : The client submits a request to integrate their device.

2. Dewvice Information Submission : The client provides device specifications and
configuration data.

3. Device Assessment : ATEM evaluates the device using DAS, generates a device
profile, and assigns it an N-level grade.

4. EoA Code Assignment : ATEM finds the matching grade pattern in its EoA
codes in the blockchain database. If a match is found, the device is classified
into an EoA code class, and its EoA data is stored in that class.

5. Integration Method Generation : ATEM generates a user-friendly integration
script.

Service Response : The integration script is delivered to the client.
Device Configuration : The client configures the device according to the script.

Validation : ATEM validates the device integration within the network.

© o N o

Registration and Logging : Device integration is logged for monitoring and
auditing. EoA ID is stored in the blockchain in the EoA database. The device’s
non-operational information is stored in the traditional database.

10. Access Control and Permissions : Access permissions are assigned and stored
in the blockchain database.

6.5.2 Operations as a service

When a client requests to do any task using the m-WSAN system network, the
following processes occur.

The client interacts with the user application to request a service. The request
is sent to the processing layer, where the ATEM receives and processes the request.
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The processing hub breaks down the requested task into a series of operations. It
identifies the required sensors and actuators needed for the task. The ATEM retrieves
the EoA IDs of the available devices from the network gateways and determines the
effective combination of devices to perform the task. The selected devices’ operational
schemes (as mentioned in section and EoA code data are retrieved from the EoA
database in the blockchain using the EoA IDs. The processing hub configures the
devices according to the operational scheme and uses the EoA code data to generate
assignments.

Any changes in the device configurations or operational data trigger updates
in both the traditional database and the blockchain to ensure consistency. A list of
assignments is provided to the executor by the processing hub within the ATEM. The
executor connects with the WSAN devices and sequentially executes each assignment
with its corresponding data values, running remote scripts on the WSAN devices to
perform the operations. The processing hub compiles the results of the executed
operations. The results are stored temporarily in the traditional database. At the
end, results are sent back to the wuser application. The client receives the output
data of the requested service without any details of the internal execution. After
service completion, the processing hub restores the WSAN devices to their default
configurations by using the EoA database. All access permissions and user access
histories are recorded on the blockchain to ensure security.

Thus, the steps involved in delivering the requested service within the network are:

1. Client Request : The client requests a service through the user-interface.

2. Task Breakdown : ATEM processes the request and identifies necessary oper-
ations.

3. Device Availability : ATEM retrieves the EoA IDs of available devices from
the network gateways.

4. Identify Devices : It identifies the required combination of devices to execute
the task.

5. Data Retrieval : ATEM retrieves EoA Code data and operational data from
the blockchain.

6. Device Configuration : ATEM configures device data and operations and gen-
erates assignments.

7. Execution : The executor connects to WSAN devices and sequentially executes
each assignments on WSAN devices.

8. Result : ATEM compiles and stores the results.
9. Client Response : Results are delivered to the client.
10. Logging and Monitoring : Logs and monitors all activities for security.

11. Network Restore : The used devices are re-configured back to default configu-
rations.



Chapter 7
Implementation of a m-WSAN system

To demonstrate the feasibility of inducing modularity in WSAN devices, an m-WSAN
system is designed and operated based on the proposed EoA model. This implemen-
tation is done on a single node of the proposed m-WSAN system network. Four
distinct WSAN devices are integrated with a network gateway or controller to cre-
ate an m-WSAN system as shown in figure [7.I] In the design, a smaller version
of the ATEM is built on the network gateway of the m-WSAN system. After inte-
gration, operation services are carried out on the m-WSAN system to demonstrate
a portion of the WSAN service model. In the implementation, the ATEM is ini-
tially programmed only for task execution and not for automating the integration
service as proposed. If task execution proves successful, the integration service will
be implemented later. The ATEM is built on an Ubuntu 20.04.6 image with RAM
2GB and 2 Processors. Python scripting language has been used for building the
script for the network gateway. The Ubuntu terminal has been used as the tool for
implementation.
| -
-

r
R
| |  MyCobot

Network
Gateway

Hologram E ‘ Transbot

Figure 7.1: Design Implementation at a single node of m-WSAN system network

7.1 Experimental Setup

The proposed architecture is implemented based on an experimental set-up having
four different sensor and actuator systems, as mentioned in section [7.2}

99
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1. Transbot Jetson : a mobile crawler off-road robot based on Robotic Oper-

ating System (ROS) [52]
2. Sphero BOLT : a mobile spherical ball-shaped robot [53]

3. myCobot 280 : a robotic arm with ROS and ML enhanced with 6 degrees of
freedom [54]

4. Digital Holographic display : A digital hologram controlled remotely
The experimentation is divided into 2 parts as given in Table

Table 7.1: List of Experiments

EXPERIMENT DESCRIPTION

Experiment 1 Integration of WSAN device into the network.

Experiment 2 | Implementation of a basic service model in the m-WSAN system.

7.2 Experimental Materials

In this thesis, four robots are used as WSAN devices and each robot is transformed
into a module. The respective details of the four modules are given in the following
sections.

7.2.1 Transbot Jetson Crawler Robot

Transbot is a crawler off-road robot based on ROS(robot operating system), which is
designed for ROS enthusiasts and robot players. It is equipped with high-performance
hardware configurations such as NVIDIA Jetson NANO, Light Detection & Rang-
ing (Lidar), HD camera/depth camera, etc., which can realize applications such
as robot motion control, remote communication, mapping navigation, following-
avoiding, autopilot and robotic arm Movelt simulation. A lot of teaching course
documents and videos to help you get started with ROS easily.

Features:

e Professional hardware configuration: Simultaneous Location & Mapping (SLAM))
lidar, HD camera/depth camera, powerful coding gear motor, metal servo, Yah-
boom robot expansion board, etc

e Based on ROS (robot operating system): Uses Rviz, Movelt, and Qt toolboxes
in the robot operating system to realize the joint control of the robotic arm
Movelt simulation and the real machine.

e [AIl functions like Lidar avoiding, fixed-point navigation, bone detection, finger
following, camera calibration, 3D visual mapping navigation, etc.
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Figure 7.2: Transbot Jetson

e Cross-platform interconnection control: Mobile remote control APP integrated
with a variety of Al functions; handle control that can experience the FPV
real-time visual effects; JupyterLab online programming and robot operating
system control.

7.2.2 Elephant Robotics: Robotic Arm

myCobot 280 Jetson Nano is a joint product developed by Elephant Robotics and
NVIDIA Jetson Nano. With built-in development environments like ROS, Python
and myBlockly provided by our company, it is the product of the greatest perfor-
mance of the 280 series. and one of the core products developed for robotic and
intelligent education ecology.

The Elephant Robotics MyCobot 280 is a compact, collaborative robot (cobot)
designed for various applications, including education, research, and light industrial
tasks. An overview of the features and capabilities of the MyCobot 280:

Features:

e G Degrees of Freedom (DOF): This cobot is equipped with six articulated joints
or axes, providing it with the ability to move in multiple directions and perform
a wide range of tasks.

e Easy Programming: It is designed for ease of programming. Users can program
the robot using various methods, including graphical interfaces, which make it
accessible for beginners.

e Open-Source Software: The robot’s software is often open-source, allowing
users to customize and extend its capabilities to suit their specific needs.
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myCobot 280 JetsonNano

Al new science class

Graphic processing
Secondary development @2

Experience Al

Figure 7.3: myCobot 280

Teaching and Playback: Users can teach the MyCobot 280 by physically moving
its arms through a desired path, and then it can replay those movements. This
makes it easy to program for repetitive tasks.

End-of-Arm Tooling (EOAT) Compatibility: The robot is often designed to be
compatible with a range of end-of-arm tools (such as grippers, suction cups, or
cameras), allowing it to perform various tasks.

Connectivity: The MyCobot 280 is typically equipped with various connectivity
options, including USB and Wi-Fi, for communication and control.

Expandability: Users can often expand the capabilities of the MyCobot 280
by adding sensors or additional hardware components, allowing it to perform
more advanced tasks.

Modular Design: Some versions of the MyCobot 280 feature a modular design,
making it easier to repair and upgrade individual components.

7.2.3 Sphero BOLT

Sphero BOLT is an innovative app-enabled robotic ball designed for both fun and
education. It boasts an impressive 8x8 LED Matrix that can display real-time data
and animations. This versatile robot offers countless opportunities for creativity and
learning.

Features:

e Programming Possibilities: With BOLT, users can learn to code by drawing

on the screen, using Scratch blocks, or writing JavaScript text programs. It
encourages hands-on coding and customization of games.

e Advanced Sensors: BOLT is equipped with sensors that monitor its speed,

acceleration, and direction. It also has a built-in compass for orientation. These
sensors open up various coding and control possibilities.
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Figure 7.4: Sphero-Bolt

e Infrared Communication: BOLT can communicate with other BOLT robots via
infrared, introducing new gaming experiences and advanced coding strategies.

Figure 7.5: Hologram 3D Projection with phone

7.2.4 Digital Hologram

The hologram projector, when placed atop the smartphone’s screen aligned with the
video, utilizes each facet of its transparent pyramid structure to mirror individual
segments of the display. As these segments play, the angles of the pyramid’s sides
ingeniously direct the reflections towards the viewer, crafting the perception of a
three-dimensional object hovering within the pyramid’s centre as shown in Figure
[7.5] Viewable from various angles around the projector, this effect simulates a 360-
degree floating object. While not a "hologram" by the strictest scientific definition,
this device cleverly induces the illusion of a 3D image by manipulating reflections of
a 2D video from the phone’s screen, giving it an impressive mid-air three-dimensional
appearance [55].
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7.3 Experiment 1: Integration of WSAN devices
into the network

In this experiment, efforts are being made to integrate the four specified WSAN
devices. Each device is evaluated using the EoA criteria and DAS. Challenges en-
countered in the integration process are acknowledged and addressed. Based on their
N-level grades, it is to be determined if they align with the standards of any EoA
codes. Upon meeting the criteria, the device is added to the respective EoA code
class, including the operational data related to the WSAN device. Subsequently,
the device follows the guidelines specified under the corresponding EoA code for its
integration into the m-WSAN system. In the implementation of this experiment, the
ATEM is not programmed to automate integration service as per the proposed con-
cept. First, ATEM is programmed for task execution and if that becomes successful,
integration service will be implemented later.

7.4 Experiment 2: Implementation of the service
model

Assumption: The client provides requests directly from the interface of the con-
troller application rather than a separate user application ( for reference look at the
network gateway design in the figure |5.8)).

In this, I have used the three WSAN devices (Transbot, Sphero Bolt and Holo-
gram) to implement the WSN service model. MyCobot was not used after the
implementation of experiment 1; it cannot be classified into a particular class and
lacks the availability of device codes.

In this, the client provides a specific "task" through the controller to the m-
WSAN system. The controller executes the task based on the available and required
WSAN devices. Initially, two devices are present in the system. In further stages,
WSAN devices are added and also removed, in between the tasks.

We create a Python-based program for the controller that operates on the client’s
end. Each device within the m-WSAN system is capable of executing specific "oper-
ations". An operation involves a particular sensor or actuator-related job, whereas
an "action" can be any sensor data manipulation or any actuator operations. The
action signifies distinct functionalities that can be executed within that WSAN de-
vice, and the "arguments" serve as input parameters for that action. Each operation
comprises two elements: action and its arguments. Actions and arguments are sep-
arated by the symbol “::’. It is represented in the format:

OPERATION:
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Figure 7.6: Implemented m-WSAN system

( Action :: Arguments J

The arguments are input parameters for the given action. It needs to be provided
in the format:

ARGUMENTS:
( Value-1, Value-2, Value-3, ... J

For the system to provide its services, the client needs to provide a task to the
controller. A task is defined as a collection of operations that leverage the capabili-
ties of sensors and actuators within the network. In essence, the client communicates
its requirements to the WSAN devices through a series of carefully defined actions
and associated arguments. In a task, operations are separated by the symbol ¢|’,
allowing for the clear demarcation and execution of individual operations within a
larger sequence. The task provided by the user to the controller needs to be in the
format:

TASK:

( Action-1 :: Arguments-1 | Action-2 :: Arguments-2 | Action-3 :: Arguments-3 |... }

When initiating an action, users have the option to either input values for the
associated arguments or leave them empty. The controller program is designed to
handle cases where users do not provide arguments by defaulting to pre-defined values
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when requesting a task.

Test Scenario :

Some of the initial configuration descriptions that are used in the test scenario:

e Point A and Point B are two pre-defined fixed locations. The movement of
WSAN devices between the points is set respectively based on which WSAN
device is being used.

e Transbot: The distance between A and b can be covered with the command
input:
— Action : move-forward
— LinearSpeed : 5
— AngularSpeed : 0 (Only if the device is facing Point at 0 degrees)

— Duration : 4 sec
e Bolt: The distance between A and b can be covered with the command input:

— Action : move-forward
— LinearSpeed : 5
— AngularSpeed : 0 (Only if the device is facing Point at 0 degrees)

— Duration : 4 sec

e The tasks involving operations such as ‘Pick-up’ and ‘leave’ are predefined.

STAGE 1: It is assumed that in the initial setup, only the Transbot and Sphero
BOLT modules are present.

TASK 1: Move from point A to point B. Pick up the object that is to
the left of point B on approach from point A.

TASK 2: Move from Point A in any direction according to the move-
ment of the camera.

STAGE 2: Addition of the Hologram module to the network system.
TASK 3: Repeat Task 1 and at the end display visuals.

STAGE 3: Removal of the BOLT module from the system.
TASK 4 : Execute TASK 2 again.
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Results

This chapter provides a concise overview of the application of the proposed methods
in the experiment and their results. As the model is new, the effective application
of the methods to obtain the required design contributes to the results. Table
outlines how the results from these experiments contribute to the research questions
(RQs) as discussed in the following sections. The analysis of these results will be
conducted in the subsequent chapter (Chapter @

Table 8.1: Contribution of Results to RQs

Result

Contribution to
RQs

Description

Discussed
Section

Result 1

RQL

RQ1 deals with the integration of different
devices. Hence, the result of integrating dis-
tinct devices contributes to the feasibility of
the m-WSAN design.

9.2.9

RQ2

The methods used for the design contribute
to deciding the criteria parameters of the
modular design

Result 2

RQL

Implementing operation services in the net-
work demonstrates that it functions as in-
tended, with distinct devices collaborating.
This showcases the feature of modularity
which contributes to the feasibility of the m-
WSAN system design.

RQ3

Assessment in terms of scalability can be de-
termined based on the addition and removal
of modules from the network. Hence result 2
contributes to RQ2

67
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8.1 RESULT 1: Integration of WSAN devices into
the network

The integration process for each device is explained in result to provide a clear
understanding of how the proposed concept of integration method works realistically.
For this experiment, four WSAN devices are integrated:

1. Transbot Jetson
2. Sphero BOLT
3. MyCobot 280
4. Hologram

We outline a basic integration process for the transbot, which serves as a model
for other devices that yield various results. The evaluation and categorization for all
devices, except the transbot, are briefly consolidated. Detailed analyses of how these
devices integrate are provided in the subsequent chapter.

8.1.1 Device 1: Integrating Transbot Jetson

For the addition of a transbot to the system, we need to evaluate it based on EoA
Criteria and using the DAS.

E1l. Communication Protocol Compatibility

e Mode of Communication: Wifi and Ethernet

e Range Of communication: If the wifi is being used then, the range of operation
from the host node is 45-90 meters.

Grade of Communication Protocol Compatibility: G5
E2. Documentation Availability

o What is the mode of availability?

It has a manual that is available offline and online. It is available online on the
yahboom site [52].

e How adequate and accurate is the provided documentation?

It comprises all the hardware and software instructions necessary for building
and activating the device. The package includes an online library][|, offering an
extensive guide that explains the utilization of each feature through the sensors
and actuators integrated into the device.

The Transbot device has the following sensors and actuators:
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An arm with 3 motors
Movable Camera motor
Depth camera sensors
Car motors for motion
LED lights

Gyroscope sensor
SLAM lidar

NS Ot WD

e Does it have a library for commands?

The online Transbot library, available for import from the Yahboom site [52],
includes fundamental scripts for managing sensors and actuators. However,
there is insufficient documentation for scripts related to the depth camera sen-
sor and SLAM lidar. While there are operational script segments for camera
control, they lack a comprehensive description or manual for proper usage. Nev-
ertheless, instructions for utilizing all features of SLAM lidar and depth camera
through the application interface are defined in depth. One needs additional
efforts to access these special sensors and functionalities and use capabilities.

Available operational sensors and actuator functionalities:

1. Arm

2. Camera motor
3. Car Motion

4. LED lights

Inspecting all these conditions, the Documentation Availability is graded: G4.
E3. Control Interfaces: Interfaces Used to Control the WSAN Device

- It is controlled typically from a Yahboom application interface from a mobile device
and robot operating system control.

- It can be controlled remotely using a web-service interface. It simply uses the
jupyter online programming interface which uses HI'TP protocol. The Transbot
and the host network gateway should be in the same network for connection with
the Transbot.

Prioritizing the web-based interface, Control-Interfaces is graded G4.
E4. Checking Firmware Compatibility:

e Does the WSAN device need any software update before the operation?

Yes, It needs to have updated firmware and database. Transbot has a robotic
operating system, which needs to be updated before use.
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e Does the controller device need any additional pre-installation or a particular
version of software or communication libraries to operate on?

Yes, the network gateway needs to make sure to have a Python 3 client.
From the above information, Firmware Compatibility is graded G4.

E5. Command Standardization:

What is the format of the data that the WSAN device accepts while communicating
with its controller interface, to provide the commands needed for operation?

o The device communicates with the format:

( [ filepath, arguments | }

o What is the format of data that the commands need for operation in the device?

— camera motor: 1 input

{ [ angle of horizontal rotation | }

— Arm : 3 inputs

{ [ angle(servo id:7), angle(servo id:8), angle(servo id:9) | }

— car motion motors: 2 inputs
[ [ LinearSeed, Angular Speed | }

Since the format of use of operation is properly defined, Command Standardiza-
tion is graded G5.

E6. Command Flexibility:

e How rigid are the available commands and operations on the device? FExcept
for the camera and Lidar, most of the commands behind operations can be
easily modified according to the use case. Operations of actuators can be
easily configured and accessible to the user.

o What are the default configurations and limits of operation of the device? These
are tabulated in Table [8.2]

Based on the above information, Command Flexibility is graded G5.

E7. Security Constraints:

What are the security constraints while communicating or configuring the device?

Yes, It requires password authentication for configuring the device and also for
remote access to the Transbot system.
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Table 8.2: Transbot Jetson: Commands Configurations

Device Actions | Default Configuration Limits of operation
camera motor | value = [90] value = [30,150]
Arm for servo ids:- 7:[0], 8:[30], e for servo id - 7: [0,
9:[30] 225]
e for servo id - 8: [30,
270]
e for servo id - 9: [30,
180]
car motion e line speed = 0, e line speed = £5, 100
e angular speed = 0 e angular speed = =5,
+100

e Username: jetson

e Password: yahboom
Therefore, the security constraints are graded G3.

E8. Hardware Configuration Requirement:

What are the additional hardware requirements during configuration or operation?
Yes, it requires an external display for initial pre-configuration. Once, set up no

external devices are required during operations.

The Hardware Configuration Requirement criteria are graded G4.

Based on the evaluation of the Transbot, its grades and device profile are tabulated
in table[8.3] From the table, it is evident that Transbot meets the required grades of
the EoA code AK4LHI9N2. Hence the device profile of the transbot is stored in the
code AK4LHIN2 class. Transbot’s device profile under the AK4LHIN2 code class is
shown in Table [8.4l

Integration method: Following the rules under code AK4LHI9N2, the required
efforts for integration include:
1. Device IP and Port ID are required for connection.

2. Password authorization details are required to configure the device remotely

through the SSH method.

3. For remote operation, operational scripts are built for the use of the arm,
camera motor and car motion.

4. Updating the firmware and the installation of python 3.5 or above client
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Table 8.3: Device Profile of Transbot

EoA Criteria GRADE | Important Details
E1l: Communication | G5 Wifi, Ethernet : IP Address and Port ID
Protocol
Compatibility
E2: Documentation | G4 Operational Sensors and Actuators: |52]
Availability:
1. Arm
2. Camera Motor
3. Car Motion
4. LED lights
E3: Control G4 Web Service Interface
Interfaces:
E4: Checking G4 Python 3 Client
Firmware
Compatibility:
E5: Command GbH
Standardization: 1. camera motor: 1 input [angle of horizontal rotation]
2. Arm: 3 inputs [angle(servo id:7),angle(servo
id:8),angle(servo id:9)]
3. car motion motors: 2 inputs = |LinearSeed,Angular
Speed]
E6: Command G4
Flexibility: 1. The camera motor:
e default configurations: value = [90]
e Limits of operation: value = [30,150]
2. Arm :
o default configurations: for servo ids:- 7:[0],
8:130], 9:|30]
e Limits of operation:
— for sevo id - 7: [0, 225],
— for sevo id - 8:[30, 270],
— for sevo id - 9:[30, 180]
3. The car motor:
e default configurations: for servo IDs:-
— line speed =0,
— angularspeed=0
e Limits of operation:
— linespeed = [£5, £100]
— angular speed = [£5, £100]
E7: Security G3 password authentication:
Constraints:
e Username: jetson
e Password: yahboom
E8: Hardware G4 Pre-configuration stages: external display
Configuration
Requirement:
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Table 8.4: EoA Code Data of Transbot

Device name: Transbot | EoA ID: AK4LHIN2.XXXX | EoA Code: AK4LH9N2

Communication Data:

Wifi, Ethernet: IP Address and Port ID

Web Service Interface

Jupyter Web interface

Update requirement

Yes

Additional Packages Installation
Requirement

Python 3 Client, asyncio, WebSockets

Operational Sensors and Actua-

tors: 1. Arm
2. Camera motor
3. Car Motion
4. LED lights
Sensors and actuators opera-
tional Command formats: 1. camera motor: 1 input [angle of horizontal rotation|

2. Arm: 3 inputs [angle(servo id:7),angle(servo
id:8),angle(servo id:9)]
3. car motion motors: 2 inputs = |LinearSeed,Angular

Speed]

Communication format with the
device:

[filepath| [arguments]

Default Configurations

1. The camera motor:

e value = [90]
2. The arm:

e for servo ids:- 7:[0], 8:[30], 9:[30]
3. The car motion:

e line speed =0, angularspeed=0

Limits of Operation of Actuators

1. The camera motor:
e value = [30,150]
2. The arm:

e for servo id - 7:[0,225],
e for servo id - 8:[30, 270,
e for servo id - 9:[30, 180]

3. The car motion:

e linespeed = [£5, £100]
e angular speed = [£5, £100]

Password Authorization

e Username: jetson

e Password: yahboom

Hardware Re-

quirement:

Configuration

external display

Communication instructions
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5. Web sockets and Asyncio protocols are required for communication.

Web Socket-based Communication strategy is followed. A web-socket-based com-
munication script is built with asyncio which uses Device IP and Port ID to establish
connection. The controller is configured to act as a CLIENT to communicate and
operate the transbot device. The Transbot is configured as a SERVER in a LIS-
TENING mode, ready to receive assignments, execute scripts, perform operations,
and send data back to the controller. A standard command is set for communication
in which an operational script and its arguments are sent to the transbot server.
Standard Command: [filepath| [arguments]

8.1.2 Device 2: Integrating Sphero BOLT

We initiate an evaluation process using the EoA Criteria to integrate BOLT into the
system. The findings from the evaluation are tabulated in Table [8.5| and a summary
of the device is noted below:

The app offers three control methods for the ball: Blockly, JavaScript, and direct
control with buttons and sliders. However, it lacks detailed documentation and sam-
ple scripts, making script-based operations challenging. While it has Blockly courses,
they require going through entire projects to grasp command functionalities. Despite
its user-friendly nature, the app needs a detailed guide and more comprehensive data
on ball operations. Additionally, it doesn’t reveal the backend Bluetooth connection
process, leaving users unclear about the communication mechanics. Accessing all
operational commands within the application is challenging. Users need to navigate
through various built-in work activities and projects to understand how to operate
the ball using the application. Additionally, the commands lack transparency in
their functionality, and there is no accessibility to a device library that shows how
the commands operate to control the ball.

Then the BOLT is examined to determine whether the grades assigned to the
device align with the predefined standards of any EoA code. If a match is identified,
we proceed to follow the rules specified by that particular code for the integration of
the device.

Based on the grades of the EoA criteria for the Bolt device, it is evident that it
meets the required grades of the FoA code LE3C8DBS. Hence the device data of
the Bolt device is stored in the code LE3C8DBS8 class. Bolt data under the class
LE3C8DBS is shown in Table [8.6]

Integration method: Following the rules under code LE3C8DBS, the required
efforts for integration include:

1. The device is controlled only through the software application SpheroEdu.

2. For remote operation, operational scripts are built on the application which
are stored in the ‘Programs section’ in the app, for the use of.

e ball movement controls and heading
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Table 8.5: Device Profile of Bolt

EoA Criteria GRADE | Important Details
E1l: Communication G2 Bluetooth
Protocol Compatibility
E2: Documentation G2 Operational Sensors and Actuators:
Availability:
1. Gyroscope
2. LED Matrix
3. Ball motion motors
4. Heading
E3: Control Interfaces: | G2 Software Application-based Interface
E4: Checking Firmware | G5 NA
Compatibility:
E5: Command GO
Standardization: 1. car motion motors: 3 inputs
—|Angle,Speed,Duration|
2. Heading: 1 input = [Angle]
E6: Command G1
Flexibility: 1. car motion motors:
e default configurations: for servo ids:-
— Roll angle = 0 deg,
— Speed = 0,
— Duration = 0 sec
e Limits of operation:
— Angle = [0, 360] degrees,
— Speed = [-100, 100],
— Duration = [0, 10000] seconds
2. Heading :
e default configurations: for servo IDs:-
— line speed =0,
— angularspeed=0
e Limits of operation:
— linespeed = [+5, £100]
— angular speed = [£5, +100|
E7: Security G5 NA
Constraints:
E8: Hardware G5 NA
Configuration
Requirement:
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e for accessing location and gyroscope sensor data.

3. Any script in the application must be manually run with the required inputs
to perform the intended operation.

4. A Bolt library is created, encompassing script names, executable commands,
and variables with their input value formats in the controller.

A semi-manual operational scheme is employed for operating the BOLT device.
The designed executable scripts in the Sphero application take input parameters
and execute operations. When an assignment involving Bolt-related operations is
requested, the controller checks if the command exists in the Bolt library in the
controller. If it does, the controller is configured to display execution instructions
on its output console. These instructions guide you to manually input data into the
Bolt application interface. After execution, any output, along with a SUCCESS or
FAILURE message, must be entered manually from the Sphero application onto the
controller interface.

The format for providing input from the Sphero application onto the controller
interface is as follows:

BOLT OPERATION STATE:

‘SUCCESS?’ | Sensor::Datavalues
‘FAILURE’ | ERROR message details

The state of operation is separated from the BOLT output using the symbol ’|’,
and the sensor data are separated by the symbol "::". Providing sensor values for
every successful operation is optional. If sensor data is provided, it is stored in the
Bolt library for further use in the execution of tasks. The controller provides clear
instructions to be executed manually in the output window :

OUTPUT:
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Given assignment: | |

In the Sphero Edu application, do the following:
1. Go to the ‘Programs’ option
2. Open the script named: ‘the bolt operation script’
3. In the JavaScript code, in the ‘async function startProgram()’, change the
following variable values:
a. Angle = 50 (Example)
b. Speed = 70 (Example)
c. Duration = 2 (Example)
4. Press the Start button. It runs the program and performs operation
5. If successful, enter SUCCESS for the ‘BOLT OPERATION STATE’ option
below.
6. If an error is found, enter FAILURE, which will prompt for error details.

AWAITING BOLT EXECUTION....
BOLT OPERATION STATE:
Enter SUCCESS | FAILURE

The Bolt data is stored in the LE3C8DBS code class as shown in Table [8.6]
Hence this is how a device like BOLT can be integrated into the m-WSAN system.

8.1.3 Device 3: Integration of myCobot

Based on the evaluation of the Transbot, its grades and device profile are tabulated
in table From the table, it is evident that myCobot’s N-level grade pattern does
not match the grades of any EoA codes.

The N-level grade and device profile suggest that it is a unique case of device kind
that does not match any grades of EoA classes. However since the device supported
web service interface and the communication protocol is ethernet, the methods of
class AK4LHIN2 were investigated. It was found that a device can be integrated
using the class of AK4LH9N2. Though the device has severe documentation and
command library limitations [56], the technical compatibility makes it possible to
achieve integration using the class of AK4LHIN2 code and its EoA code data is
shown in table 8.8

8.1.4 Device 4: Integration of Hologram

We initiate an evaluation process using the EoA Criteria to integrate Hologram into
the system. The findings from the evaluation are tabulated in Table and a
summary of the device is noted below:

Then the Hologram is examined to determine whether the grades assigned to the
device align with the predefined standards of any EoA code. If a match is identified,
we proceed to follow the rules specified by that particular code for the integration of
the device.
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Table 8.6: EoA Code Data of BOLT

Device name: BOLT SPHERO | EoA ID: LE3C8DB8.XXXX | EoA Code:

LE3C8DBS
Communication Data: Bluetooth
Web Service Interface Sphero Edu Application Interface
Update requirement No
Additional Packages Installa- | NA
tion Requirement
Operational Sensors and Ac-
tuators: 1. Gyroscope
2. LED Matrix
3. Ball motion motors
4. Heading
Sensors and actuators opera-
tional Command formats: 1. car motion motors: 3 inputs = [An-

gle,Speed,Duration]
2. Heading: 1 input = [Angle]

Communication format with
the device:

NA

Default Configurations

1. The car motion motor:

e Roll angle = 0 deg
e Speed = 0
e Duration = 0 sec

2. The Heading :

e line speed =0, angularspeed=0

Limits of Operation of Actu-
ators

1. The car motion motor:

e Angle = [0, 360] degrees
e Speed = [-100, 100]
e Duration = [0, 10000] seconds

2. The Heading;:

e linespeed = [£5, £100]
e angular speed = [£5, £100|

Password Authorization

NA

Hardware Configuration Re-
quirement:

NA

Communication instructions
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Table 8.7: Device Profile of myCobot

EoA Criteria GRADE | Important Details
El1: Communica- | G3 Ethernet : IP Address and Port ID
tion Protocol Com-
patibility
E2: Documenta- | G2 Operational Sensors and Actuators:
tion Availability:
1. 6 degrees axis of Arm
E3: Control Inter- | G3 myStudio application Interface And
faces: web Application Interface
E4: Checking | G4 Python 3 Client
Firmware Compat-
ibility:
E5: Command | G5 Arm: 6 inputs [NA]
Standardization:
E6: Command | G3 Arm :
Flexibility:
e default configurations: NA
e Limits of operation: NA
E7: Security Con- | G3 password authentication:
straints:
e Username: elephant
e Password: Elephant
ES8: Hardware | G4 Pre-configuration stages: external dis-

Configuration Re-
quirement:

play

79
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Table 8.8: EoA Code Data of myCobot

Device name: myCobot | Device ID: AK4LHIN2.XXXX | EoA

Code: NA

Communication
Data:

Wifi, Ethernet: IP Address and Port ID

Web Service Inter-
face

myStudio application Interface web Application Interface

Update requirement

Yes

Additional Packages
Installation Require-
ment

Python 3 Client, asyncio, WebSockets

Operational Sensors
and Actuators:

1. Arm

Sensors and actu-
ators operational
Command formats:

1. Arm: 6 inputs

Communication for-
mat with the device:

[filepath] [arguments]

Default Configura-
tions

1. The arm: NA

Limits of Operation
of Actuators

1. The arm: NA

Password Authoriza-
tion

e Username: elephant

e Password: Elephant

Hardware Configu-
ration Requirement:

external display

Communication in-
structions

Table 8.9: Device Profile of Hologram

EoA Criteria GRADE | Important Details
E1l: Communication G4 Wifi
Protocol Compatibility
E2: Documentation G1 Operational Sensors and Actuators:
Availability:
1. Display Actuator
E3: Control Interfaces: | G2 Software Application-based Interface
E4: Checking Firmware | G0 NA
Compatibility:
E5: Command GO NA
Standardization:
E6: Command G1 NA
Flexibility:
E7: Security G5 NA
Constraints:
E8: Hardware GbH NA
Configuration
Requirement:
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Based on the grades of the EoA criteria for the Hologram device, it is evident
that it meets the required grades of the EoA code PF6MK5R7. Hence the device
data of the Hologram device is stored in the code PF6MK5RY7 class. Hologram data
under the class PF6MK5R?7 is shown in Table RI0l

Integration method: Following the rules under code PF6MK5R7, the required
efforts for integration include:

1. The device is controlled only through a Unity-based application

2. For remote operation, the image names are stored in a library and stored in
EoA code. These scripts are stored in the ‘Programs section’ in the app.

3. A Hologram library is created, encompassing image lists, and their state changes
as 1 and 0 for that particular image being used and no being used, and variables
with their input value formats in the controller.

A manual operational scheme is employed for operating the Hologram device. The
existing unity application interface takes input parameters and executes operations
by using the 'LOAD’ command. When an assignment involving Hologram-related
operations is requested, the controller checks if the command exists in the Bolt
library in the controller. If it does, the controller is configured to display execution
instructions on its output console. These instructions guide you to manually input
data into the Hologram application interface. After execution, any output, along
with a SUCCESS or FAILURE message, must be entered manually from the Unity
application onto the controller interface.

OUTPUT: MANUAL INSTRUCTIONS

1. Go to display configurations in the device.

2. Select ‘image 1’ in the software interface controller of the HOLOGRAM
device.

3. Run the program with the ‘LOAD’ command. Once successfully executed
in the HOLOGRAM application, give a ‘SUCCESS’ or message input here in the
executor device interface. If fails provide the error message with the ‘ERROR:’ tag

WAITING......
INPUT: SUCCESS or ERROR

The Hologram data is stored in the PF6MKb5R7 code class as shown in Table
. 10

Hence this is how a device like a Hologram having many constraints and limita-
tions can still be integrated into the m-WSAN system.
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Table 8.10: EoA Code Data of Hologram

Device name: Hologram | Device ID: PF6MK5R7.XXXX | EoA Code:

PF6MK5R7

Communication Data: Wifi

Application Interface Unity based software application
Update requirement No

Additional Packages Installa-
tion Requirement

Unity based software application

Operational Sensors and Ac-
tuators:

1. Display Actuator

Sensors and actuators opera-
tional Command formats:

manual Instructions

Communication format with
the device:

manual Instructions

quirement:

Default Configurations NA
Limits of Operation of Actu- | NA
ators

Password Authorization NA
Hardware Configuration Re- | Display

Communication instructions

8.2 RESULT 2: Implementation of the m-WSAN
system service model

8.2.1 STAGE 1: Transbot and Sphero BOLT are present in
the m-WSAN system.

TASK 1: Move from point A to point B. Pick up the object that is to the
left of point B on approach from point A.

Here:

1. “Move from point A to point B” :
the required parameters to move from A to B are already mentioned in the
previous section. the required action is the “move” operation.

2. “Pick up the object that is to the left of point B on approach from

point A.” :

It is a combination of commands. After the device has reached the destination
point B, it has to turn left and then pick up the object.

Hence, the required actions are: turn left, pick up Hence the TASK 1 command
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will be:

TASK-1 COMMAND:

( move-AB :: | turn-left:: | pick-up }

This command is given to the controller. The controller then breaks down the
TASK 1 into a set of operations. Then the controller identifies the set of actions
from the group of operations. The controller first checks the availability of WSAN
devices. At the instant of request, there are 2 devices available.

Available devices:

TRANSBOT
SPHERO BOLT

It logically processes the actions to decide the best possible combination of WSAN
devices required for executing the TASK.

OPERATIONS:

( [Cmove-forward’, ”’), (’turn-left’, ), (’pick-up’, )] }

Here commands like “move” and “turn-left” require motion of the device, which
can be done by both TRANSBOT and SPHERO BOLT. But the command “pick-up”
can only be performed by the “arm” part of TRANSBOT. Hence for implementing
the TASK 1, the controller makes logical decisions to determine that the TASK 1
needs TRANSBOT only as it can perform all three given operations.

The controller then checks the FoA code data of the TRANSBOT to strategise its
communication. Here the TRANSBOT has EoA code: AK4LH9N2. The controller
follows the library instructions under the EoA code to connect and communicate with
TRANSBOT. It acquires the TRANSBOT library for processing the operations. The
script names, paths and default values are all obtained from the TRANSBOT library
and used in processing. Then the controller reconfigures the operations with these,
to form the list of ASSIGNMENTS. These assignments are then provided to the
executor.

The ASSIGNMENTS:

‘ [1,TRANSBOT’,’move-forward’,’t car motion exe’, ’5,0’] |

[2, " TRANSBOT’,’turn-left’,’t car motion exe’,’0,-5’]
[3TRANSBOT’, ’pick-up’,’t arm_exe’,’0,30,180’|

Since the TRANSBOT falls under EoA code: AK4LHIN2, the executor first gets
the TP Address and PORT ID of TRANSBOT. It accesses the operation library and
default values of TRANSBOT to configure the assignments. Before communication,
it makes sure that the data format is correct for the TRANSBOT.

[1TRANSBOT’,’move-forward’,’t car motion exe’, ’5,0,0’] |

[2, ' TRANSBOT’,turn-left’,’t car motion exe’,’0,-5,0’]
[3TRANSBOT’,’pick-up’,’t arm_exe’,’0,30,180’|
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The executor will have three requests in sequential order for actions ‘move-AB’,
‘turn-left” and ‘pick-up’. Then the executor sends execution requests to the TRANS-
BOT. The server program running in the listening mode in the TRANSBOT captures
the request. It internally processes the request message. It then performs the actions
that make the TRANSBOT first move forward with a speed of 5 units and a duration
4 seconds till it reaches point B. Once the executor gets notified of a successful move-
ment operation, it sends a ‘turn-left’ operation request. Hence the execution happens
in the same order of communication and at the end of all executions, the executor
terminates the processes and the executor sends a success message to the user. The
resultant state data is sent to the controller. This whole process of implementation
is explained in the flowchart below.

TASK 2: Move from Point A in any specific direction according to the
movement of the camera.

Task Setup: For this, a pattern of camera movement is defined for the operation.
The camera angle is set in a pattern with values: — 30, 60, 90, 120, 130. The idea is

to move a module in the direction of motion of the camera motor of another module.

Hence the TASK 2 command will be:

TASK-2 COMMAND:

( look-straight::| move-forward::| move-with-camera-angles:: 30,60,90,120,130 }

Upon receiving a command, the controller processes the request according to the
operational scheme. It decomposes TASK 2 into a series of operations and then
identifies the specific actions needed from these operations. Here there are three
actions :

OPERATIONS:

[(‘look-straight °, ), (‘move-forward’,”), (‘move-with-camera-angles’,
’30,60,90,120,130)]

While designing the controller some special operations are added. ‘move-with-
camera-angles’ is one of them. It is a special command, which is further processed
into subsequent series of commands as:

[move-with-camera-angles:: 30,60,90,120,130]

look-angle::30|move-angle::30|
look-angle::60|move-angle::60|
look-angle::90|move-angle::90|
look-angle::120|move-angle::120)|
look-angle::130| move-angle::130|

Given Operations:
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TASK-1
COMMAND
L4
Processing Request: I . Identification of
Divide info set of operations: %:i'g::'gngg%ﬁ » Required WSAN Devices:
[I'move-forward",”), ("turn-left’, "), ('pick-up', "] TRANSBOT
) . L, Checking and Obtaining the _
Generating Assignments, A\« AK4GLHSN2 code data of TRANSBOT |*
CONTROLLER
v
[1, TRANSBOT', 'move-forward’, 't_car_motion_exe’, '5,0"]
[2, TRANSBOT', "turn-left’, "t_car_motion_exe', '0,-5]
[3, " TRANSBOT", "pick-up’, 't_arm_exe", '0,30,1807
TRANSBOT
Connect to the TRANSBOT f-ooooveanes

¥

¥

h -':

/ Send result data/state

Terminate the processes
and connection with the
TRANSBOT

l

Send a success message to
the user

[

to the controller

l‘n=_3

EXECUTOR

END

Figure 8.1: TASK 1 Execution Flowchart
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(‘look-straight ’, ),

(‘move-forward’, ),

(‘look-angle’, ‘30’), (‘move-angle’, ‘30”)
(‘look-angle’, ‘60’), (‘move-angle’, ‘60’)
(‘look-angle’, ‘90%), (‘move-angle’, ‘90°)
(‘look-angle’, ‘120’), (‘move-angle’, ‘120°)
(‘look-angle’, ‘130’), (‘move-angle’, ‘130°)
I

The controller first checks the availability of WSAN devices having a camera
sensor from the node host. At the instant of request, there are 2 devices available.

Available devices:

TRANSBOT
SPHERO BOLT

It logically processes the actions to decide the best possible combination of WSAN
devices required for executing the TASK. Here commands like “move-forward” require
motion of the device, which can be done by both TRANSBOT and SPHERO BOLT.
But the command “look-straight” can only be performed by the “camera” part of
TRANSBOT. Now processing all the given actions, it recognises that the given task
requires both modules are required. Hence for implementing TASK 2, it gives output
as both the robots are required.

Requires modules:

(‘TRANSBOT")
(‘SPHERO BOLT’)

The controller then ensures that TRANSBOT and BOLT follow all the EoA rules
to strategise its communication. Here the TRANSBOT has EoA code: AK4LHIN2
and the BOLT has code: LE3C8DBS8. The controller follows the instructions under
the EoA code to connect and communicate with TRANSBOT and BOLT. It acquires
the TRANSBOT library and BOLT scripts for processing the operations. While
entities like script names, paths, default values, and limits are all obtained from the
TRANSBOT library, BOLT belonging to code LE3C8DBS8 can only provide execution
instructions, operational script templates and default values. Then the controller
sorts and sequences the operations with these, to form the list of ASSIGNMENTS.
These assignments are then provided to the executor.

The Assignments involved are:



8.2. RESULT 2: Implementation of the m-WSAN system service model 87

[1, " TRANSBOT’,’look-straight’,’t cam motor exe’,’90’]
[2, ’BOLT’, 'move-forward’, ’ball movement’, ’0,60,1’|

[3, " TRANSBOT’, ’look-angle’, ’t cam motor exe’, ’30’|
[4, 'BOLT’, 'move-angle’, ’ball _ang movement’, *30,60,1’]
[5, " TRANSBOT’, ’look-angle’, °t __cam__motor_exe’, ’60’]
[6, ’BOLT’, 'move-angle’, ’ball _ang movement’, °60,60,1°]
[7, " TRANSBOT’, ’look-angle’, ’t cam motor exe’, '90’|
[8, ’BOLT’, 'move-angle’, ’ball _ang movement’, °90,60,1°|
[9, ' TRANSBOT’, ’look-angle’, ’t __cam__motor _exe’, ’120’]
[10, ' BOLT”, 'move-angle’, ’ball ang movement’, °120,60 ,17]
[11, "TTRANSBOT?, ’look-angle’, ’t cam motor __exe’, '130°]
[12, "BOLT’, "move-angle’, ’ball _ang_movement’, *130,60,1’]

Since the TRANSBOT falls under EoA code: AK4LHIN2, it follows the steps as
mentioned in task 1. After processing internally by the Executor, the assignments
are transformed as:

[1, " TRANSBOT’,’look-straight’,’t cam motor exe’,’90,0,0’]
[3, " TRANSBOT’, ’look-angle’, ’t cam _ ‘motor _exe’, ’30,0,0’ |
[5, "TRANSBOT", ’look-angle’, it __cam__motor exe’, ’60,0,0’]
[7, ' TRANSBOT’, ’look-angle’, o __cam__motor exe’, ’90,0,0’]
[9, ' TRANSBOT’, ’look-angle’, o cam " motor exe’, ’120,0 ,0°]
[11, "TRANSBOT?, ’look-angle’, 't _cam__ motor __exe’, ’130,0,0’]

BOLT library is used to generate scripts with given arguments from operations.
Here I have already added the specialised scripts to the BOLT module. Hence I
modified the controller script to output only the instructions for BOLT script inputs
and execution file.

for ASSIGNMENT |6, ' BOLT’, 'move-angle’, ’ball _ang movement’, ’60,60,1’|
The executor output is:

1. Go to Programs and open the ‘ball ang movement’ script in the software
interface controller of the BOLT device.
2. Input the arguments as follows to the variables in the ‘startProgram()’
async method in the javascript:
a. next angle = 60;
b. Speed = 60;
c. Duration = 1;
3. Run the program with the ‘Start’ command. Once successfully executed,
give a ‘SUCCESS’ or message input here in the executor device interface. If fails
provide the error message with the ‘ERROR:’ tag

WAITING......
INPUT: SUCCESS or ERROR

The executor has a sequence of 12 assignments for actions, which are sent sequen-
tially to TRANSBOT. The TRANSBOT server, operating in listening mode, cap-
tures and internally processes the execution requests. It initiates actions, beginning
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with a ’look-straight’ command for the camera at a 90-degree angle. After successful
camera movement, a ‘'move-angle’ operation request is sent. The executor provides
instructions for manual handling in the software interface of the SpheroEdu soft-
ware application. Upon successful implementation, the executor receives a manual
SUCCESS message, progressing to the next assignment. This sequential execution
continues until all tasks are completed. Finally, the executor terminates processes
and sends a success message to the user, and the resultant state data is transmitted
to the controller.

Regarding state changes, the reference point O(0,0) is established, with line OA
serving as the initial horizontal reference at 0 degrees for the camera and the ball.
Camera movement corresponds to the motion of line-segment OT, with the angle
TOA as the reference. Initially, the camera of TRANSBOT is positioned straight
at 90 degrees (TOA=90). Subsequent movements involve camera rotation to reach
30 degrees (TOA=30), followed by the ball rolling in the direction of OT at 30
degrees for 1 second. Further rotations bring the camera to 60 degrees (TOA=60),
and the ball adjusts its direction to align with the camera at an angle of 60 degrees
(BOA=TOA=60). State changes continue until the camera faces 130 degrees directly
from point O, and the ball comes to rest.

8.2.2 STAGE 2: Addition of Hologram

TASK 3: Move from point A to point B. Pick up the object that is to the
left of point B on approach from point A. Visualize the image

Hence, the required actions are: move-AB, turn left, pick up and visualize
Hence the TASK 1 command will be:

TASK-1 COMMAND:

( move-AB :: | turn-left :: | pick-up :: | visualize:: }

This command is given to the controller. The controller then breaks down the
TASK 3 into a set of operations. Then the controller identifies the set of actions
from the group of operations. The controller first checks the availability of WSAN
devices. At the instant of request, there are 3 devices available.

Available devices:

TRANSBOT
SPHERO BOLT
HOLOGRAM

It logically processes the actions to decide the best possible combination of WSAN
devices required for executing the TASK.

Now processing all the given actions, it recognises that the given task requires
two modules are required. Hence for implementing TASK 3, it gives output as both
the robots are required.
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TASK-2

COMMAND

Processing Request:

Divide into set of operations:
[(‘lock-straight *, ), (‘move-forward’, *),
(‘move-with-camera-angles’,
'30,60,90,120,130')]

Availability Check:
Transbot and BOLT

Identification of
» Required WSAN Devices:
TRANSBOT and BOLT

Generating Assignments, A |«

Checking and Obtaining

AK46LHINZ code data of TRANSBOT
and LE3C28DBSE code data of BOLT

CONTROLLER

89

b

[1, TRANSBOT', 'look-straight’, 't_cam_motor_exe’, "90"]
[2, 'BOLT", 'move-forward’, 'ball_movement’, '0,60,17]
[3, TRANSBOT', 'look-angle’, 't_cam_motor_exe', '307]
[4,'BOLT", 'move-angle’, 'ball_ang_movement', '30,60,17

[5, TRANSBOT", 'look-angle', 't_cam_motor_exe’, "607

n=12

For
n=1to 12

TRANSBOT

Connect to the TRANSBOT /

r

A 4

look-straight”

= ===/ look-angle

'

/

False

A 4

Terminate the processes
and connection with the
TRANSBOT and BOLT

L.

TRANSBOT Execution:

/ Send result data/state to the controller

Display execution instructions on controller interface

.

BOLT Execution:

Displayed Inputs are manually given to BOLT scripts and run

/ '"""”"“'e/ / /

BOLT

/

Send a success message to
the user

[

Enter the result of the operation on the controller interface: SUCCESS

EXECUTOR

END

Figure 8.2: TASK 2 Execution Flowchart
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Requires modules:

(‘TRANSBOT)
(‘HOLOGRAM?)

OPERATIONS:

[ [Cmove-forward’, ), (’turn-left’, ), (’pick-up’, ”’), (’visualize’, )] ]

Since the control is aware of the requirement of Hologram module data, it checks

for device profile of the Hologram module. The controller processes the actions for
transbot and as in TASK 1.

The controller then checks the EoA code data of the HOLOGRAM to strate-
gise its communication. Here the Hologram follows the EoA code: PF6MK5R7. The
controller follows the library instructions under the EoA code to connect and commu-
nicate with Hologram. Since PF6MKb5RT7 class of devices have to be manually given
input. Hence only the input parameters are taken. Then the controller configures
the operations with transbot and Hologram data to form the list of ASSIGNMENTS.
These assignments are then provided to the executor.

The ASSIGNMENTS:

, ,’move-forward’,’t car motion exe’,’5,

1, TRANSBOT’, forward’,’t car motion _exe’, 5,0’
, ,turn-left’,’t car motion exe’,’0,-

2, "TRANSBOT"turn-left’’t car _motion_exe’,’0,-5’

[3TRANSBOT’, ’pick-up’,’t arm_exe’,’0,30,180’|

[4, " HOLOGRAM’, visualize’, ’image 1’, 1’|

The corrected data format of assignments by the modules of transbot and Holo-
gram:

[1,TRANSBOT’,’move-forward’,’t car motion exe’, ’5,0,0’|
[2, ' TRANSBOT",turn-left’,’t car motion exe’,’0,-5,0’]
[3TRANSBOT’,’pick-up’,’t arm_exe’,’0,30,180’|

[4, HOLOGRAM’,’visualize’, ’image 1’, 1’|

The assignment 4 is processed by the executor with device profile to provide
the following instructions on the OUTPUT as mentioned in the figure

The executor will have four requests in sequential order for actions ‘move-AB’,
‘turn-left’ and ‘pick-up’. Then the executor sends execution requests to the TRANS-
BOT. The operations of the move, turn and pick-up is performed on the Transbot.
Assignment 4 is related to the hologram. the executor provides the output as an
instruction set to be followed by the user to operate on the hologram and get the
visualization. Hence the execution happens in the same order and after pick-up user
follows the instruction to load the image on the hologram, which is shown in the holo-
gram display. In the end, the executor terminates the processes and the executor
sends a success message to the user.
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Executing Assignment 4:

. Go to display configurations in the device.
. Select 'image 1' in the software interface controller of the HOLOGRAM device.
. Run the program with the *LOAD" command. Once successfully executed,

give a "SUCCESS' message input here in the executor device interface.

If fails, provide the error message with the 'ERROR:' tag.

WAITING
INPUT: SUCCESS or ERROR

Figure 8.3: Hologram Instruction Generation for task execution

8.2.3 STAGE 3: Removal of Bolt module

TASK 4: Move from Point A in any specific direction according to the
movement of the camera.
TASK-4 COMMAND:

{ look-straight::| move-forward::| move-with-camera-angles:: 30,60,90,120,130 }

OPERATIONS:

[(‘look-straight °, ), (‘move-forward’,”), (‘move-with-camera-angles’,
’30,60,90,120,130°)]

(‘look-straight ’, ),

(‘move-forward’, ”),

(‘look-angle’, ‘30%), (‘move-angle’, ‘30%)
ook-angle’, , (‘move-angle’,

‘1 k 1 9 460’ 3 l 9 4607
ook-angle’, , (‘move-angle’,

‘1 k 1 9 ‘90, (4 l b ‘907
ook-angle’, , (‘move-angle’,

‘look le’, ¢1207), (¢ le’, ‘120’

(‘look-angle’, ‘130’), (‘move-angle’, ‘130°)

I

The controller first checks the availability of WSAN devices having a camera
sensor from the node host. At the instant of request, there are 2 devices available.
Available devices:

TRANSBOT
HOLOGRAM

It logically processes the actions to decide the best possible combination of WSAN
devices required for executing the TASK. It realizes that all the action can only be
performed by TRANSBOT since no other mobile WSAN device is available.

Requires modules:
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{ (‘TRANSBOT’) }

The Assignments involved are:

[1, " TRANSBOT’,’look-straight’,’t cam motor exe’,’90’]

[2, " TRANSBOT’, 'move-forward’, ’ball movement’, °20,0,1’]

[3, " TRANSBOT’, ’look-angle’, ’t cam_ motor exe’, ’30’]

[4, " TRANSBOT’, 'move-angle’, ’ball ang movement’, *20,-20,2’]
[5, " TRANSBOT’, ’look-angle’, ’t cam motor exe’, ’60’|

[6, " TRANSBOT’, 'move-angle’, ’ball ang movement’, ’20,-20,1’]
[7, " TRANSBOT’, ’look-angle’, ’t cam_ motor exe’, '90’|

[8, ' TRANSBOT’, 'move-angle’, ’ball ang movement’, ’20,0,1’]
[9, 'TRANSBOT’, ’look-angle’, ’t cam_ motor exe’, ’120’]

[10, "TRANSBOT’, 'move-angle’, ’ball _ang movement’, *20,20,1’]
[11, "TRANSBOT’, ’look-angle’, °t cam motor_ exe’, ’130’]

[12, "TRANSBOT’, 'move-angle’, ’ball _ang movement’, *20,20,2’|

The executor has a sequence of 12 assignments for actions, which are sent se-
quentially to TRANSBOT. The TRANSBOT server, operating in listening mode,
captures and internally processes the execution requests. It initiates actions, be-
ginning with a ’look-straight’ command for the camera at a 90-degree angle. After
successful camera movement, a 'move-angle’ operation request is sent. Keeping the
angular speed constant, the transport’s time duration is varied to change the head-
ing of the device. The change in sign indicates rotating direction. Hence all 12
assignments are sequentially executed. Finally, the executor terminates processes
and sends a success message to the user, and the resultant state data is transmitted
to the controller.
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Discussion and Analysis

9.1 Analysis of Results

9.1.1 Experiment 1 Analysis

This section analyzes the results of The four WSAN devices are transbot, bolt,
MyCobot and hologram. The devices are first evaluated based on the EoA criteria.
This generated a grade pattern and EoA code data. Transbot, bolt, mycobot and
hologram are categorized into the respective EoA code classes based on their grade
pattern. The EoA code data are stored in their respective EoA classes. Each EoA
code contains a specific set of instructions. The EoA code data and the instructions
under the EoA class are used to integrate the devices into the network. Result 1 is
summarized in table [9.1]

Table 9.1: Results of Integration of WSAN device

Device N-level Grade Device EoA code | EoA
Profile Code
Data

Transbot | G5 G4 G4 G4 G5 G5 G3 G4 | Table R.3l AKALHI9N2| Table

Bolt G2G2G2G5GOG1 G5 GH | TableR.F | LE3CS8DBS | Table R.6

myCobot | G3 G2 G3 G4 G5 G3 G3 G4 | Table 81 | AK4LHIN2| Table R.8

Hologram | G4 G1 G2 GO G0 G1 G5 G5 | Table[B.9 | PF6MK5R7| Table [8.10

Integration of transbot

In the evaluation stages, the transbot device falls under the class of AK4LH9N2.
It was observed that the available sensors and actuators on the devices and the
number of accessible sensors on the device differ. In the transbot, the Lidar and
Camera sensors require additional efforts to integrate them. Successful integration of
the transbot validates the protocols proposed under the class of AK4LHIN2. Hence
any devices complying with the grades of the EoA class AK4LHIN2 can be used to
integrate with the methods detailed in section [6.3.1]

93
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Integration of BOLT[8.1.3

In the evaluation stages, Bolt falls under the class of LE3CS8DBS8. It is found
to have minimum access to the device configurations and access as they are hidden
under the software controller interface. There is no proper documentation or code
library for the bolt device at the point of the thesis being written. One has to
make efforts to build operation scripts with the available commands. Efforts were
made to investigate and include the command library [57] and documentation of the
device for communication using the Python-based web interface [58|, but the device’s
Bluetooth connection method was concealed from the user. If this method had been
accomplished then the device could have been communicated using the web-service-
based method. Hence the protocols under the LE3C8DBS are followed to integrate
the device. Successful integration of the bolt validates the protocols proposed under
the class of LE3C8DBS. Hence any devices complying with the grades of the EoA
class LE3C8DBS can be used to integrate with the methods detailed in section [6.3.1]

Integration of myCobot

A unique case arises for the myCobot whose evaluation provides N-level grades
that are not similar to any EoA code classes. The grades vary for the criteria of
documentation availability. This shows that the device has inadequate documen-
tation though it has maximum access to the library of commands. Though there
exists access to the commands library, the lack of proper guidance in documentation
makes it difficult to make the device operational to its full capabilities. Thus, the
myCobot device did not match the N-level grade with any EoA classes but since the
N-level grade pattern was similar to that of class of AK4LHIN2 code, the device was
investigated with the protocols of class AK4LHIN2. On further examination of the
device, it was found that such devices can be integrated into the system using the
protocols of the AK4LHIN2 code. myCobot device accepts information and aligns
with the operational scheme under the AK4LHIN2 code. However, the features of
the myCobot device are inoperable due to documentation issues and also due to
technical difficulties in the internal software handling of the device. This suggests
for better DAS to mitigate these situations.

Integration of Hologram.: [8.1.]]

In the evaluation stages, the hologram falls under the class of PF6MK5R7. It does
have a library of commands but the device at the point of writing the thesis, lacks
remote operational capabilities. These devices are very restricted in their features
and are rigid in configurations. This class of devices can only be controlled by
manually providing inputs on its control interface. Hence any devices complying
with the grades of the EoA class PF6MKb5R7 can be used to integrate with the
methods detailed in Section [6.3.1]

9.1.2 Experiment 2 Analysis

This section analyzes the results of 8.2l The implementation is based on the WSAN
service model as mentioned in the section. It starts with initially having 2 modules
Transbot and Bolt in the network. The process of implementation of tasks includes
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checking the available modules, identifying the required modules, and then obtaining
their EoA code data for communication and operation execution.

Table 9.2: Results of Service Model Analysis
Task Available | Executed
devices Devices
TASK 1: Move from point A to point B. Pick | Transbot, | Transbot
up the object that is to the left of point B on | BOLT
approach from point A
TASK 2: Move from Point A in any direction | Transbot, | Transbot,

according to the movement of the camera BOLT BOLT

TASK 3: Repeat Task 1 and at the end dis- | Transbot, | Transbot,

play visuals BOLT, Hologram
Hologram

TASK 4: Move from Point A in any direction | Transbot, | Transbot

according to the movement of the camera. Hologram

The table provides the analysis of Result 2 (see section . From the imple-
mentation of TASK 2 in STAGE 1 and STAGE 3, it is observed that the task can
be implemented by both transbot and bolt modules but since both modules were
available, it chose to do the task efficiently with the movement of the bolt module
and the camera motion of the transbot module. This way it conserved energy. When
TASK 3 is executed it checks whether for visualization hologram module availability
and then goes on for execution of the operation in the hologram. It is worth noting
that, If in case it had been unavailable, its execution would not be possible and they
would have been notified to the user that the task execution was not possible at that
moment. The successful implementation of tasks means that the operations can be
executed with the addition and removal of different WSAN modules.

9.2 Discussion and Challenges

All the Research questions and the concept understanding questions from the intro-
duction( M[1], M[2], M[3], M[4] ) are answered in this section. Research Question
RQ1 is based on the whole network design hence, it is discussed later. This section
provides the significance and contribution of this research in WSAN system design
context.

9.2.1 RQ2: Criteria parameters of the m-WSAN network de-
sign
RQ2: What are the criteria parameters for designing an m-WSAN net-

work?

RQ?2 is answered by analyzing the results of Experiment 1 (see section|8.1]). Based
on the integration process mentioned in chapter 5[ and implementation results in
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section [8.2] these are the criteria parameters for designing an m-WSAN network:

e Evaluation criteria and Device Assessment System

To determine the appropriate methods for integrating a device into the net-
work, it’s crucial to first understand its distinctive features. These features
can be identified by evaluating the device against a specific set of criteria (i.e.
EoA criteria), including rules that help to distinguish it from other devices
(M) Additionally, the degree of variability must be quantified (as provided
by the DAS). This quantification indicates the effort required and the extent
of modifications needed for integration.

Comparing the device profiles in tables [8.3] .5 8.9, [8.7] and their N-level
grades (see table from Experiment 1 helps identify the distinguishing fea-
tures of the four WSAN devices (M[2]). Here, the DAS not only highlights the
unique aspects of a device but also assigns a value that reflects an integration
effort level (i.e. N-level grade), showing how easy or difficult it is to integrate.
This helps in planning the necessary steps and resources for successful inte-
gration. This assessment, based on EoA criteria and the DAS, demonstrates
the feasibility of the proposed approach. It validates the rules outlined in the
EoA criteria (section[6.1)) and the DAS (section[6.2). Hence, both device assess-
ment and evaluation criteria are two of the criteria parameters of the m-WSAN
system design.

e Class of the WSAN device:

In Result 1, the four devices are categorized under three different EoA codes:
AK4LHIN2, LE3C8DBS, and PF6MK5RT (see table . These EoA codes
helped identify the appropriate methods for integrating and facilitating com-
munication between the four distinct devices. For example, the Transbot device
had complete accessibility, while Bolt had less accessible data, and Hologram
data was not available to users. This classification quickly reflects the effort
required for integration, indicating that devices under EoA code AK4LH9N2
are easier to integrate compared to those under LE3C8DB8 and PF6MK5RT.
Hence, classes provide a clear understanding of the features and characteristics
of the devices within them, helping to identify a device’s potential attributes
and operational requirements quickly (M[2]).

In the case of the myCobot device (see section , it did not fit into any
existing EoA code class. However, by comparing its characteristics, it was found
to be similar to the AK4LHI9N?2 class. This suggests that further investigations
should be directed towards this class for successful integration. Therefore, as
technology evolves, even if a device only partially matches a class, the class
characteristics offer a reference point for further investigation and adaptation,
facilitating the integration process.

Hence, these outcomes from result 1 validate the introduced concept of ’class of
a device’ as a crucial parameter (see section [6.3|and [5.3.4). A class is an entity
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that categorizes devices into specific types. Hence the class of device serve as
a design constraint for the m-WSAN system design.

e Integrating Method for the Device:

In every WSAN setup, choosing the right integration technique for each device
is crucial. As demonstrated in the findings of Result 1 in table [9.1] various
devices require specific methods for successful integration into the m-WSAN
system. The three devices use the EoA code data to strategies their integra-
tion process in the network. Successful integration validates the principles of
integration for respective classes provided in section The devices follow
these methods to configure and integrate into the network (M[3]). Hence this
is an important parameter in m-WSAN system design.

e Operational Scheme for the device:

The operational scheme is critical in network design, especially for modular
WSANSs. Since the m-WSAN network accommodates different devices that
have unique communication needs, it’s important to use the right strategy for
each to ensure smooth network operation. The successful operational execu-
tion in the results of Experiment 2 in section supports this argument. This
validates the Operational Scheme provided in section [6.4] Each class of de-
vice has its own specific communication requirements. By adapting to these
distinct communication algorithms, the network ensures effective and seamless
interaction among all devices in the network (M[4]).

The accessibility criteria established here are based on the range of devices cur-
rently examined. Exploring additional device types might broaden the design param-
eters for a m-WSAN system. However, the criteria outlined serve as foundational
guidelines for creating a m-WSAN network system.

9.2.2 RQ3: Assessment of m-WSAN Design in Terms of Scal-
ability

RQ3: How is the modularity of the m-WSAN architecture assessed in
terms of scalability, and flexibility?

From the analysis of result 2 (see section [0.1.2)), the network’s ability to handle
TASK 3 and TASK 4 (see table shows that it can efficiently manage additional
devices and modules. The successful addition and removal of WSAN modules dur-
ing task execution indicate that the network can scale up or down based on the
availability of resources.

For TASK 2, the system selected the bolt module for movement and the transbot
module for camera motion, optimizing energy conservation. In Task 4, the system
adapted itself for the movement operation by using a transbot while BOLT was un-
available. Hence, this demonstrates that the built m-WSAN system adapts to varying
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resource availability, optimizes task execution, and effectively manages the three de-
vices. As new modules are added or removed, the system adapts by integrating them
into the task execution process without compromising performance.

This shows that any modular device can be easily integrated and removed from
the m-WSAN system seamlessly without disrupting the whole network and its func-
tionalities. This validates the WSAN service model and the operational scheme
detailed in sections 0.0 and [6.4l The successful execution of different tasks in sec-
tion suggests that devices with distinct capabilities and compatibilities can work
collaboratively to execute tasks. This implies that the devices once transformed into
modules can be useful for various applications through the availability of different
operations.

9.2.3 RQ1: Feasibility of m-WSAN network Design

RQ1: In the pervasive communication field, what is the feasibility of
designing an m-WSAN network system?

It is feasible to design a m-WSAN network system. The feasibility of such a design
is reflected in the success of device integration methods (as covered in table [0.1)and
partial execution of the WSAN service model (see table [9.2)) within the m-WSAN
system.

From the result in section and its analysis in section [0.1.1 they suggest
that irrespective of any device’s documentation availability, hardware and software
constraints, and command library data, a device can be evaluated using the DAS
and integrated using the integration methods of EoA code classes. This validates

the proposed concept of the EoA model for integration as mentioned in chapters
and [6l

Experiment 2, involving the execution of tasks 3 and task 4 , and
their analysis in table [9.2] illustrates the network’s scalability and adaptability. It
demonstrates that devices can be added or removed as modules at any time, enhanc-
ing or reducing operational capabilities without compromising the system’s integrity.
This derivative combined with the findings from discussions of RQ2 and RQ3 (see
sections|9.2.1] and [9.2.2)) show that devices can be integrated and then collaborate to
work towards a common goal, validating the concept of modular design explained in
chapter [4] The successful operation of services in the implemented m-WSAN system
also reinforces the concept of ATEM, as detailed in section [5.4, which drives this
process and is fundamental to the WSAN service model. These results strengthen
the EoA design model for the architecture of the m-WSAN system network whose
concepts and methods are mentioned in chapter

However, it is worth noting that some devices that do not match the criteria of
an EoA code can still be integrated using the available EoA codes (see myCobot in
section. On one hand, it’s good that any device can be evaluated using the EoA
criteria, on the other, it questions the credibility of the grading system (DAS) based
on the evaluation of a device. Devices sometimes exhibit characteristics that span
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multiple classes. Developing a more refined set of criteria and prioritization based on
device profiles will help mitigate these issues and enhance network integration and
functionality.

The implementation has an important finding, on one hand, modularity was
successfully implemented in the devices, yet their full capabilities weren’t completely
utilized. It was noted that devices like transbots (see section with camera
sensors and LiDAR require visual data processing, which calls for GUI applications
or specialized SDKs for data management and interpretation. Thus, to fully leverage
different sensors and actuators, the control unit in the network must be equipped with
the necessary tools to effectively handle and control these diverse device functions.

One can argue that any m-WSAN network should automate operations execution
but the use of manual handling in our design in classes [6.3.1], of EoA codes
conflicts the design approach. One needs to understand that the FoA code is designed
to minimize human effort in device integration. However, certain devices require
manual intervention during operations. The manual handling of the device is in
response to the amount of accessibility a device has to a user, which is quantified
using grades in EoA criteria.

Another possible explanation against this argument is although some function-
alities are least accessible or require more effort for integration, our network design
preserves the inherent functionality of WSAN devices integrating them as modular
units. The design offers a quicker integration method based on device availability
and accessibility. It also guides research on integrating new devices in certain ways
based on their similarities to any of the existing EoA code classes. This design prior-
itizes ease of integration and deployment within the m-WSAN network. Our design
features interchangeable WSAN modules, allowing for customization to particular
needs.

We have done a basic implementation of the WSAN service model as seen in the
results flowcharts and [8.2] This method followed in the implementation validates
our design of the WSAN service model as mentioned in section [5.5] As observed
from Experiment 1, after evaluation, every device has an EoA code and its data as
mentioned in the analysis in table 0.1} This EoA code is accessed by the ATEM
when working for an operation as provided in the results in task 1. Special
EoA IDs can be designed in future for the network gateways.

9.3 Network Design Challenges

Based on the implementation, results, analysis and discussions presented in this
research, these are the following challenges faced by this research work:

Integration Complexity Across Diverse Devices: The heterogeneous nature of WSAN
devices introduces significant complexity in integration efforts, as evidenced by the
difficulties encountered with devices like the myCobot and Bolt. Each device’s unique
requirements for sensors, actuaries, and operational protocols necessitate tailored
integration strategies.
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Technical Limitations and Device Configuration Access: Devices exhibiting restricted
features and rigid configurations, as seen with the bolt and hologram device, pose
significant barriers to achieving a fully modular and adaptable network system. The
concealed Bluetooth connection method for Bolt exemplifies the technical hurdles in
accessing and configuring device settings for integration.

Criteria for FoA Code Classifications: The challenge of fitting devices into specific
EoA code classes without compromising the integrity of the grading system is evident.
Devices sometimes straddle multiple classes, suggesting a need for more nuanced
criteria and prioritization within the EoA model to better categorize and integrate
devices.

Utilization of Device Capabilities: The incomplete utilization of device capabilities,
as observed with transbot and myCobot and devices requiring manual intervention,
indicates a gap in the network design. The research demonstrated that the initial set
of tools employed for WSAN device integration, particularly for transbot sensors like
Lidar and camera, were somewhat basic and restricted the full exploitation of the
devices’ capabilities. To address this, there’s a clear need for upgrading the toolkit
available to the controller. The network system must be equipped with appropriate
tools and interfaces to fully leverage the diverse functionalities of integrated devices,
including those requiring visual data processing.
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Conclusions and Future Work

The current landscape of the WSAN network presents notable challenges, particularly
in the integration of heterogeneous devices into a network system. This research
has made a significant contribution by introducing an EoA design model, laying
the groundwork for seamless integration of heterogeneous WSAN devices, regardless
of their initial state of compatibility. This research introduces a modular concept
for WSAN devices, develops a novel method for categorizing and integrating these
devices, and offers an innovative WSAN service model. It provides insight into
how two distinct WSAN devices can collaborate with each other to provide services
which were not provided in any of the previous research. The implementation phase
involves creating an m-WSAN system comprising distinct devices and evaluating the
proposed modularity concept in WSAN devices through task-based testing. The
hybrid database-based WSAN service model demonstrates feasibility and scalability,
validating the design of an interchangeable m-WSAN system for diverse operational
needs. The research also introduces the concept of class for device categorization,
simplifying integration and operation.

Some salient features of the m-WSAN system are :

e Standardization : established guidelines and protocols streamline the integra-
tion process for new devices into the existing network architecture.

e Fase of Deployment : allows for ease of deployment of diverse devices or sensors,
enabling the network to support a wide range of applications.

e Parallel Development : facilitates parallel development and deployment of in-
dividual modules, without causing disruptions to existing functionalities.

e Scalability : adding or removing modules enables it to adapt to changing re-
quirements and accommodate increasing numbers of devices or nodes, thus
supporting the growth of the network over time.

o Flexibility : provides flexibility in configuring and customizing the network
according to specific application needs or environmental conditions.

Our WSAN design implementation is a small part of the proposed design in
Section 5] The successful implementation sets a precedent for developing extensive
m-WSAN network services. The following areas related to this research can be
explored in the future for further development:
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e Developing ATEM: More work needs to be done on the development of ATEM
for better management in the m-WSAN system network. The ATEM has to
be designed by leveraging Al to handle the vast amount of requested services
and network processes (i.e. processing users’ requests, identifying required
combinations of devices, performing logical operations, accessing EoA codes,
libraries etc). The application of [LLM|looks prominent for future ATEM design
in a large-scale network. This is already explained in section [5.4]

e Development of Private Blockchain: The Blockchain database that has been
proposed in this research has to be implemented practically to see its implica-
tions in the network. This will strengthen the network’s security and controlled
accessibility[p.5] It is critical for utilizing the full potential of the m-WSAN sys-
tem network.

o Further Development of FoA codes: Our research provides a basic categoriza-
tion of WSAN devices using classes which can be further extended. More
progress is required in the development of more EoA codes to classify and
evaluate devices.

e Better DAS: The evaluation and EoA grading have to be improved so the
problems of ambiguity in the classification of the device do not arise.

e Enhanced Implementation Tools: Implementing more advanced and sophisti-
cated tools in the controllers will enable us to utilize the complete potential of
WSAN devices. This enhancement is crucial for acquiring various applications
from the WSAN devices in the network.

e Development of Hybrid Database: For the large-scale implementation of the
proposed WSAN service model, a hybrid database is essential. A traditional
database will manage user service interactions and store non-critical operational
data, while a blockchain database will securely store critical operational data,
the EoA database, and access control information. It is detailed in [5.5]

e Performance Evaluation: In the proposed m-WSAN network design, is eval-
uated based on its feasibility. The performance evaluation has to be done on
the network. The challenges as the network is scaled concerning energy con-
straints, network routing, Quality of Service (QoS), simulation, and security
performances have to be analyzed.

This research paves the way for future investigations into modular robotic systems
design, where sensor and actuator nodes are inherently modular. This modular
approach can benefit industries by improving automation, monitoring, and control
processes in industries. The proposed design stands out for its unique approach to
device independence, freeing the network from the heterogeneity of distinct devices.
This research breaks new ground by offering a model to assess any existing sensor
and actuator network device, a significant effort that promises scalable solutions for
WSANS in future.
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