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Abstract

Dark patterns, also known as "deceptive design patterns" and "dam-
aging patterns," are strategically crafted digital elements within user
interfaces that exploit psychological weaknesses to influence users’
choices, often against their best interests. Initially identified by de-
signer Harry Brignull in 2010. Despite extensive research on dark
patterns’ taxonomy, effects, visibility, and prevalence, the literature
overlooks the interactive nature of dark patterns "Interactive Dark
Patterns" (IDPs). This study addresses this oversight by defining
IDPs, which involve users through multiple steps or screens.

The motivation behind this research is to help ordinary users of mo-
bile applications build the knowledge required to recognize and avoid
interactive dark patterns, thus mitigating their effects by and empow-
ering informed decision-making. The study investigates the effective-
ness of training interventions in improving users’ ability to recognize
and avoid IDPs in mobile applications. By comparing user interaction
results pre and post targeted training session aimed to increase aware-
ness.

An experiment was conducted to collect both quantitative and qualita-
tive data on how IDPs trap users. The findings indicate that training
interventions reduce the entrapment rate of users interacting with mo-
bile applications, from approximately 79% pre-training to 27% post-
training. These results suggest that increased awareness through train-
ing enhanced users’s ability to avoid IDPs. The primary audience
includes ordinary mobile application users, with implications also for
mobile app developers, UX/UI designers, and digital ethicists.

Keywords: deceptive design, dark patterns, entrapment, awareness,
interactive, intervention.
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Chapter 1
Vocabulary

Dark Patterns: Deceptive design elements within user interfaces intended to
manipulate users into actions that benefit the service provider, often at the ex-
pense of the user.

Interactive Dark Patterns (IDPs): A subset of dark patterns that involve
users in a series of interactions across multiple screens or steps, making them
more difficult to identify and avoid.

Ordinary Users: refer to everyday individuals who utilize mobile applications.
These users have interacted with at least three different apps in their lifetime.
Crucially, these individuals are not software developers.

Training Intervention: is session end to demonstrate dark patterns and possi-
ble avoidance strategies.

Mild Dark Patterns: subtly guide users towards certain actions or choices,
often unbeknownst to them. These may include provider-favored default settings
or pre-selected options, making manipulation less noticeable.

Aggressive Dark Patterns: entrap users more forcefully. They make it hard
to unsubscribe, use misleading language, and create a false sense of urgency or
scarcity. These designs are more blatant in their intent to manipulate, and they
may trap users by creating obstacles or confusion that lead to unwanted actions
or consent.

Entrapment Array: is a data structure used to collect instances where partic-
ipants were entrapped by (IDPs) during their interactions with the applications.
This array records each occurrence where a participant fell for an IDP.

Avoidance Array: is a data structure used to collect instances where partici-
pants avoided (IDPs) during their interactions with the applications. This array
records each instance where a participant was presented with an IDP but man-
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Chapter 1. Vocabulary 2

aged to navigate through it without being trapped.

Entrapment Rate: The total number of occurrences where users get entrapped
in IDPs.



Chapter 2
Introduction

2.1 Background
Dark patterns, or as they are also known, "deceptive design patterns" and "dam-
aging patterns," are strategically crafted functionalities within user interfaces that
exploit people’s psychological weaknesses and influence their choices in ways that
may not align with their best interests [1].

Designer Harry Brignull initially identified dark patterns in the year 2010 [1] and
presented on his website www.deceptive.design [2]. These patterns are deliberate
elements designed to mislead users into taking actions they didn’t intend to,
often benefiting online services by manipulating choices in their favor. Brignull’s
goal was to broaden public understanding of these practices and categorize them
accordingly. These manipulative strategies are prevalent across various digital
platforms, including social media, e-commerce sites, mobile apps, and video games
[3].

2.2 Purpose
Despite extensive research into the taxonomy, effects, visibility, and prevalence
of dark patterns [4, 3], existing literature neglects the interactive nature of dark
patterns even though they introduce an additional layer of complexity and con-
fusion for users.

This study seeks to address this oversight by defining and addressing dark pat-
terns that engage users through multiple steps or screens. It aims to introduce a
new concept of dark patterns, "Interactive Dark Patterns" by establishing specific
criteria that are commonly associated with these dark patterns.

The motivation of this research is to help ordinary users across mobile apps build
the knowledge necessary to increase the possibility of recognizing and avoiding
IDPs, thus enhancing the user experience and empowering them to make informed
decisions while navigating through mobile apps.

3



Chapter 2. Introduction 4

2.3 Scope
The study investigates the effectiveness of training on users’ ability to recognize
and avoid IDPs, focusing on those that require user interactions. These patterns
share several characteristics, which will be detailed further in the research. Ad-
ditionally, the study classifies dark patterns that require user interactions across
multiple screens or steps as a subset we that conceptually call Interactive Dark
Patterns (IDPs).

While the conducted experiment in the study is confined to mobile applica-
tions, the results can be expanded to other digital interfaces, including web
applications[5]. Additionally, this study does not explore the legal or ethical im-
plications of dark patterns, concentrating instead on their design and user impact.

The primary audience for this research includes ordinary users of mobile applica-
tions, aiming to empower them to recognize and counteract IDPs. The findings
may also benefit mobile app developers, UX/UI designers, and digital ethicists.

This research incorporates an empirical experiment designed to collect both quan-
titative and qualitative data on how IDPs trap users. The results will evaluate
the effectiveness of an training intervention aimed at helping users avoid IDPs in
mobile applications.

2.4 Problem Statement
This study investigates the effectiveness of training interventions in enhancing
user awareness and thus ability to avoid interactive dark patterns in mobile ap-
plications. By comparing user interaction results pre and post a targeted training
session, this research aims to demonstrate the efficacy of this intervention in help-
ing users recognize and resist manipulative design techniques, thereby proposing
that increasing awareness through training can hopefully empower users to avoid
IDPs reducing their impact.



Chapter 3
Literature Review & Related Work

The history and evolution of deceptive design practices that manipulate user
behavior, have been extensively studied. Narayanan [6] discussed the development
of tricky user interfaces, shedding light on the increasing sophistication of dark
patterns. Furthermore, Gunawan [7] furthered this discussion by comparing dark
patterns across mobile and web platforms, revealing variations and their impact
on user autonomy and privacy. Additionally, Di Geronimo et al. [4] claim that
dark patterns in popular mobile apps often go unnoticed by the majority of users.

3.1 Dark Patterns in Online Apps and Websites
In their study of deceptive design patterns in web applications, Di Geronimo et
al. [4] grounded their categorization methodology in the taxonomy established by
Gray et al. [8]. They provide a comprehensive categorization of these deceptive
practices and delineate Dark Patterns into five primary categories:

1. Nagging: This involves recurrent disruptions diverting users from their
intended tasks.

2. Obstruction: This pattern is characterized by creating unnecessary com-
plexity in user interactions, often steering users towards or away from spe-
cific choices.

3. Sneaking: This type conceals or misrepresents information, leading to
unintended user actions.

4. Interface Interference: These are designs that bias user decision-making
through misleading interface layouts.

5. Forced Action: This category compels users to undertake specific actions
to access functionalities or continue engagement.

Each of these categories includes sub dark patterns. In the investigation of Dark
Patterns within mobile applications, Di Geronimo [4] identified ’Nagging’, ’False
Hierarchy’, and ’Preselection’ as the most frequently employed sub dark patterns.

5
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The study, encompassing an analysis of 240 popular mobile apps, revealed that
’Nagging’, characterized by persistent interruptions disrupting the user’s task,
was the most prevalent. This was closely followed by ’False Hierarchy’, where
certain user interface elements are emphasized over others to influence user deci-
sions. Additionally, ’Preselection’ was commonly observed, where default settings
or options are pre-chosen, often leading users to inadvertently select options ben-
eficial to the service provider. These findings highlight the prominence of these
specific types of Dark Patterns in the design of modern mobile applications.

According to Luguri and Strahilevitz [9] "Mild Dark Patterns" are harder for
users to avoid or recognize compared to "Aggressive Dark Patterns". This is
due to their subtler and less direct nature. While Aggressive Dark Patterns are
more overt and can provoke a significant backlash among consumers, Mild Dark
Patterns are designed in a way that makes them blend more seamlessly into the
user interface. As a result, users may not immediately perceive the manipulative
intent behind these designs, making mild Dark Patterns more harder to avoid.
The study also suggests that these mild patterns can be particularly effective, as
they do not trigger the same level of negative response from users as Aggressive
Dark Patterns do, potentially leading to substantial profits for firms employing
them.

Both of these types of Dark Patterns exploit cognitive biases and weaknesses in
decision-making processes, manipulating users into actions that they might not
have taken under neutral or transparent circumstances. The difference largely
lies in the degree of force and visibility of the manipulation, with mild patterns
being more covert and aggressive patterns being more overt.

3.2 Impact of Dark Patterns & User Influence
These deceptive design creates urgency that leads to financial decisions that user
may take without due consideration, these designs also trick users into giving up
more personal information and time than intended[6, 3], raising serious ethical
and privacy concerns.

It is a concerning aspect of digital design where deceptive strategies known as
dark patterns are systematically employed. These manipulative designs are de-
signed to covertly extract valuable resources from users—financial, personal, and
temporal—often resulting in detrimental outcomes.

In the referenced studies [6, 3], authors discuss some manipulative design strate-
gies, that designers employ to extract three primary resources. These resources,
while essential for the functioning of digital platforms, often become the focal
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point of deceptive practices, leading to potential harm for unsuspecting users
such as:

• Financial Resources: These tactics can mislead users into making pur-
chases or decisions that may not align with their best interests.

• Personal Information: Users can be deceived into divulging more per-
sonal data than they initially intended.

• Personal Attention And Time: The design of interfaces can be manipu-
lated to make users spend more time on them than they would prefer, often
leading to excessive use or addiction.

Deceptive designs or patterns like obstruction, sneaking, interface inference, pri-
vacy zuckering and forced action are used in user consent manipulation practices
to obtain which can be considered “un freely given” and ill-informed user consent
[7]. These dark patterns trap the users and steer them to consent utilizing dif-
ferent strategies and techniques, impacting user actions and contributing to the
broader implications of any potential privacy breaches and financial consequences.
Here’s how these tactics unfold [7]:

• Obstruction: This strategy overwhelms users with excessive information
or confusing interfaces, creating friction for any option other than accep-
tance. It exploits human cognitive limits, making it difficult for users to
make an informed refusal.

• Forced Action: By using cookie walls that block content access unless
consent is granted, this method forces users to agree to terms they might
not freely choose otherwise, exploiting the human tendency to seek the path
of least resistance to access desired services.

• Sneaking: This relies on misleading users by withholding important in-
formation trying to manipulate users to take actions they might otherwise
avoid if they were fully informed, for instance, in “sneaking into basket” an
item could be added to the shopping card automatically without informing
the user at the time of this action.

• Interface Interference: This involves designing interfaces in a way that
manipulates user choices, such as disproportionately highlighting the ’ac-
cept’ button, subtly guiding users to consent without full consideration of
alternatives.

• Nagging: is another harmful design pattern that uniquely impacts users’
privacy and consumer autonomy. Unlike other dark patterns, it operates
through repetition and persistence rather than deception, tearing down
user’s resistance over time.
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Nagging does not target a specific vulnerability in the user’s ability to recognize
deceptive practices but exploits the human susceptibility to repeated requests,
which leads to negative outcomes, specifically Bypassing Consent which occurs
when users are coerced into agreement through constantand repetitive prompts.
[10]. The research also discuses how attentional theft alongside with nagging
diverting users’ focus from their intended tasks by monopolizing their cognitive
resources. This aggressive prompting not only distracts but also pressures users
into consenting merely to rid themselves of the annoyance, thereby impacting
their decision-making process.

All these mentioned practices impact user privacy, as they trick users into grant-
ing consent without fully understanding or willingly agreeing to the implications
of their decisions, thus undermining the principles of free and informed consent.

3.3 Gap Analysis
Our study distinguished itself from previous research in two primary ways. Firstly,
whereas previous work has largely concentrated on creating taxonomies of dark
patterns types [8], our study focused on the interactive nature of dark patterns
(See Section 4.2.4), emphasizing the dynamic characteristics of these designs and
how to mitigate their effects on ordinary users. Interactive Dark Patterns (IDPs),
as found in mobile applications, present unique challenges due to their highly en-
gaging and manipulative nature, requiring more nuanced interventions.

Secondly, while other studies have examined how dark patterns affect users [3, 6]
in various ways, our research aimed to increase mobile application users’ aware-
ness, empowering them with strategies to recognize and avoid the traps set by
these interactive dark patterns.

In the realm of mobile applications, the prevalence of Dark Patterns is notably
high. A comprehensive analysis conducted by Di Geronimo [4] on 240 widely used
mobile applications revealed a striking prevalence of these manipulative design el-
ements. The study found that an overwhelming 95% of the examined applications
incorporated at least one form of Dark Pattern. Furthermore, it was observed
that, on average, each application featured approximately seven different types
of deceptive interfaces, highlighting the extensive integration of these practices in
mobile app design.

Recent investigations such as those by Di Geronimo et al. [4] and Nimkoompai
[11] , highlighted a troubling trend: a lack of user awareness about these ma-
nipulative practices. Di Geronimo reported that most users could not identify
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malicious designs, suggesting a profound unawareness of such tactics, whereas
Nimkoompai found a general unfamiliarity with dark patterns among users, cor-
relating with increased risks of privacy breaches and other harms, claiming that
addressing this gap is essential.

Studies suggest that user awareness plays a crucial role in helping users avoid dark
patterns. For instance, Lu et al. [12] highlight how increased awareness allows
users to recognize and understand the deceptive nature of dark patterns enabling
them to make more informed decisions thus resist manipulation. Similarly, Maier
& Harr [13]emphasize the importance of raising public awareness through media
and education to equip users with the knowledge to help them avoid deceptive
techniques.

Building on previous studies, our research takes an empirical approach to assess
the effectiveness of training intervention specifically designed to raise user aware-
ness of IDPs in mobile applications. By focusing on this issue, our research seeks
to empower users to recognize and avoid these manipulative design practices and
assess the overall impact of such interventions.



Chapter 4
Study Design

In this chapter we go through the study design of this paper, covering problem
identification, literature review and the experimental design. The following figure
(See Figure 4.1) illustrates the steps undertaken in conducting this study.

Figure 4.1: Study Process Diagram

4.1 Research Questions
This research addressed three questions related to user interaction with dark
patterns in mobile applications, the study aimed to answer the following research
questions:

• What are the most prevalent types of dark patterns employed in
mobile applications, and how do they impact users?

By reviewing existing literature, we seek to analyze the most prevalent dark
patterns in mobile applications, what tactics they usually use to manipulate

10
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users and how they impact users. By answering this question, we focus on
the dark patterns that engage users through multiple screens and steps to
entrap them.

• What are the dark patterns in mobile applications that trap users
through their interactions?

This question aims to define and establish the criteria for IDP based on the
findings from the literature review in the first question.

• How does increasing awareness through training affect users abil-
ity to avoid IDPs?

This question involves conducting an empirical study to evaluate the effec-
tiveness of training interventions in increasing user awareness and helping
users avoid entrapment by Interactive Dark Patterns (IDPs). In this study,
we developed two different mobile applications incorporating the IDPs iden-
tified in the previous research question. Participants first tested the initial
application, allowing us to measure the baseline "entrapment rate", Fol-
lowing this, participants underwent a training session designed to increase
their awareness of IDPs and equip them with knowledge and strategies to
by demonstrating common types of dark patterns, where to find them, and
potential strategies to mitigate and avoid being trapped by IDPs. They
then tested the second application. By comparing the entrapment rates
before and after the training, we aim to answer this research question.

4.2 Review Design
In this section, we describe the method we used to extract the necessary data from
the papers relevant to our study. We also define IDPs and outline the criteria for
their identification based on the data gathered from the selected papers.

4.2.1 Data Collection Strategy

We carried out a literature review to formulate our definition of Interactive Dark
Patterns (See Section 4.2.4), pinpointed various types that fulfil our criteria and
adhere to the guidelines we defined after the literature review of existing litera-
ture and studies.

In the preparation of our literature review, we drew inspiration from the PRISMA
(Preferred Reporting Items for Systematic Reviews and Meta-Analyses) guide-
lines to enhance the clarity and structure of our review process. Although our
review was not systematic in the strict sense required by PRISMA, we adopted
its four-phase flow diagram as a framework to organize our literature search. This
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approach included:

Identification: This was our initial step. It involved conducting a comprehen-
sive search to gather all potentially relevant studies and papers. The searches
typically included multiple databases to ensure broad coverage of the literature,
often supplemented by additional sources like grey literature and conference pro-
ceedings.

Screening: Once studies were identified, they underwent preliminary screening
where titles and abstracts were reviewed to exclude studies that clearly did not
meet the inclusion criteria. This step reduced the volume of studies to a manage-
able number for more detailed evaluation.

Eligibility:In this step, the full texts of the remaining studies were thoroughly
assessed against the predefined eligibility criteria. This assessment ensured that
only studies that directly contributed to the research question and met all method-
ological requirements were included. Reasons for excluding studies during this
phase are mentioned below in section (3.0.2).

Included Studies: The final step involved selecting the studies that were in-
cluded in the review. This stage resulted in a collection of studies from which
data were extracted and synthesized

In our research, we specifically focused on software engineering and computer
science. To gather relevant scholarly material, we selected the following primary
databases:

1. ACM Digital Library: ACM (Association for Computing Machinery)
provided a comprehensive collection of peer-reviewed articles, conference
proceedings, and technical reports related to computer science and software
engineering.

2. IEEE Xplore: The IEEE Xplore Digital Library offered a wealth of re-
search papers, conference proceedings, and standards in the fields of elec-
trical engineering, computer science, and related disciplines.

3. ArXiv: ArXiv is a reprint repository where researchers share their work
across various scientific domains. It included a substantial number of com-
puter science and software engineering papers.

While our primary focus remained on the aforementioned databases, we also
considered other sources to broaden our understanding within the scope of our
research:
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1. DIVA: DIVA (Digital Information and Virtual Archive) provided access
to research publications, theses, and dissertations from various universities
and institutions. Although not our primary source, it contributed to our
overall knowledge base.

2. IBM Research Library: IBM’s research publications cover a wide range
of topics, including software engineering, artificial intelligence, and data
science. By Exploring IBM’s resources we enhanced our understanding of
industry-specific trends.

3. Google Scholar: Google Scholar indexes scholarly articles, conference pa-
pers, and patents. While not a database per se, it served as a valuable tool
for discovering relevant literature and tracking citations.

To identify relevant papers for our study, we specifically targeted keywords related
to our topic. These keywords included terms such as ‘Impact/Effect/Avoiding/I-
dentify/Frequency/Malicious dark patterns,’ ‘user interface manipulation,’ ‘eth-
ical design in web applications,’ and ‘ethical design in mobile applications.’ We
used Boolean operators (AND, OR, NOT) and explored synonyms and variations
of these keywords to broaden our search. For instance, we considered ‘decep-
tive design’ and ‘manipulative interfaces’ as alternatives to ‘dark patterns.’ Our
search primarily focused on research papers and conference proceedings.

4.2.2 Inclusion Criteria

To ensure a focused and relevant literature review, we established the following
inclusion criteria for selecting papers. It is not necessary for a paper to meet all
the criteria; rather, it may be included if it fulfills a combination of the criteria
listed below:

• Papers that provided the user exploitation due to dark patterns. This in-
cluded studies that explored how design patterns exploited users in different
ways.

• Papers that analyzed problematic dark patterns in existing applications
or websites. These papers investigated how design choices impact user be-
havior and mental health.

• Papers that provided empirical evidence of the impact of interface design
on user well-being.

• Papers that discussed interventions or solutions aimed at mitigating the
negative effects of dark patterns. This criterion sought out research that
not only identifies problems but also proposed actionable remedies.

• Papers that were recent, ideally published from 2014 to 2024, to ensure
that the research is relevant to current technology and practices.
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4.2.3 Exclusion Criteria

To ensure the focus of our research, we established the following exclusion criteria
for our literature review. A paper was excluded if it met at least one of these
criteria:

• Papers that did not primarily focus on dark patterns.

• Papers that were outdated, meaning those published earlier than 2014,
which may not accurately reflect current technologies and user interaction
patterns.

• Research that were not peer-reviewed, such as white papers or opinion
pieces, which may not meet the rigorous standards of academic scrutiny.

• Studies that concentrated on general internet usage without delving into
the specifics of dark patterns and its implications.

• Literature that primarily discussed hardware-related issues, as our re-
search is centered on software and interface design.
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4.2.4 Interactive Dark Patterns: Definition & Criteria Based
on Literature Review Data.

There are dark patterns that require user interaction in one screen. For instance,
the Confirmshaming [2] dark pattern uses emotionally charged language to push
users away from making a particular choice. It often appears in pop-up dialogs
requesting email addresses in exchange for a discount, where declining the "offer"
is presented as shameful. Examples include phrases like “No thanks, I like paying
full price” or “No thanks, I hate saving money.”. This dark pattern exploits the
cognitive bias and uses shame to manipulate users [7]. It can lead to financial loss,
often influencing users with just a single screen using carefully crafted language
and does not necessarily require user interaction.

Moreover, some dark patterns types can span multiple categories, for example, in
2020, Google was fined for storing advertising cookies on users’ devices even af-
ter they disabled ad personalization on Google Search, violating the requirement
for clear consent. This deceptive practice involved overlapping dark patterns of
sneaking and obstruction, demonstrating how a single deceptive design can fall
into multiple categories of dark patterns[7].

Interactive Dark Patterns, or as we refer to them, IDPs, are dark patterns that
require user interaction across multiple steps and screens. This definition is syn-
thesized from our review of existing literature, focusing on dark patterns that
engage users through iterative interactions, such dark patterns can also span over
multiple categories. Conceptually, IDPs are strategically crafted user interface
elements designed to guide users through sequential steps or screens. These el-
ements manipulate decision-making processes, often resulting in outcomes that
favor the service provider at the user’s expense. By exploiting user engagement
and cognitive vulnerabilities throughout a series of interactions, IDPs seek to
maximize their effectiveness.

Our study focused in on Interactive Dark Patterns (IDPs) because they introduce
an additional layer of complexity and confusion for users, amplifying the risk of
trapping them. For instance, consider the "Hard To Cancel" IDP, where users
encounter obstacles when attempting to terminate a service. In such scenarios,
users may find themselves navigating through a complex cancellation process, en-
countering hidden or misleading options, or facing deliberate delays—all of which
contribute to a heightened sense of frustration and difficulty in completing the
desired action.

This complexity often results in users postponing the cancellation task, intend-
ing to revisit it at a later time when they have more time for it or prioritize
other pressing matters. However, this delay plays into the hands of the IDP,
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as the service remains active, and the user remains entrapped. Consequently,
the IDP effectively exploits users’ cognitive load and decision-making processes
[1], prolonging their engagement with the service and increasing the likelihood of
continued usage against their intentions.

From the previous example, we identified the key criteria necessary to classify
a dark pattern as an interactive dark pattern: cognitive exploitation, multi-step
interaction, and user harm.

Building upon the example mentioned earlier, we have derived a set of criteria to
classify a dark pattern as an interactive dark pattern(IDPs). Dark pattern was
classified as an IDP if it met all the criteria defined in the table 4.1.

For example, deceptive designs such as ’Bait and Switch’ manipulate the user’s
expectations. Normally, a user clicking a download button anticipates that they
will download the item they selected, not be redirected to an advertisement urging
them to upgrade to a premium service. Although the advertisement itself may
not employ dark patterns, the misleading interaction required to arrive at this
point is considered malicious [4].

Criteria Characteristics Description
C 1 Cognitive exploit This describes an attempt to influence user

decisions through cognitive biases.
C 2 Multi-Step Interaction The pattern involves more than one user in-

teraction or decision-making point, spanning
across various stages or screens.

C 3 Harm user (Economically,
Personal Attention And
Time, or privacy)

This could involve monetary loss, wasted
time, or privacy invasion due to interactive
dark patterns.

Table 4.1: Interactive dark patterns criteria.

By applying these criteria on the most common types of dark patterns in mobile
apps [4], we identified a set of IDPs (See Table 4.2).
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Dark patterns Criteria 1 Criteria 2 Criteria 3 Interactive Dark Pattern
Nagging ✓ ✓ ✓ ✓

Roach Motell ✓ ✓ ✓ ✓
Sneak Into Basket ✓ ✓ ✓ ✓

Hidden Information ✓ ✓ ✓ ✓
Preselection ✓ ✓ ✓ ✓

Aestih. Maniuplation X X ✓ X
False Hier ✓ X ✓ X

Disguised Ad ✓ ✓ ✓ ✓
Trick Questions ✓ X ✓ X
Forced Action ✓ ✓ ✓ ✓

Privacy Zuckering ✓ ✓ ✓ ✓
Friend Spam ✓ ✓ ✓ ✓

Hard to Cancel ✓ ✓ ✓ ✓
Price comparison prevention ✓ ✓ ✓ ✓

Table 4.2: Dark Patterns that fulfill our criteria to classify them as Interactive Dark
Patterns (IDPs).

4.3 Experiment Design
The experiment was about measuring the effectiveness of training on users’ ability
to recognize and avoid IDPs within mobile applications. Hence, evaluate whether
increased awareness through training helped users avoid being entrapped by IDPs
while navigating through mobile applications.

For the purpose of the experiment, we have developed two mobile applications to
make sure we expose users to different applications before, and after the training
sessions. The reason behind selecting the pizza ordering app and hotel booking
app (See Appendix Screenshots 6) is that these types of apps are commonly used
and involve multiple interactive steps which make them suitable for embedding
different types of IDPs.

The experiment was designed with two groups, each consisting of seven partici-
pants, with one of us serving as the experiment supervisor for each group. Initially,
we introduced each participant to a simple questionnaire to assess their eligibility
and determine if they met the criteria for our sample selection.(See Appendix 6
for the sample selection .).

Following this, Group-1 tried out Pizza app, where we gathered data on whether
participants avoided or fell for Interactive Dark Patterns (IDPs).Then, we as
supervisors, conducted a training session aimed at increasing the participants’
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Figure 4.2: Diagram of our experiment divided into several phases

awareness of dark patterns. This session involved going through common dark
patterns, showing examples of where they can be found, and discussing strategies
to help recognize and avoid them (see Learning Material 6). After the training
session, Group-1 was exposed to Booking app, and data of avoided and encoun-
tered IDPs were collected as well.

In parallel, Group-2 followed the same experimental phases as Group-1, including
the identical training session with the same learning materials. However, there
was a key difference in the sequence of application exposure: Group-2 was intro-
duced to Booking app before the training and then to Pizza app after the training
session (See figure 4.2).

Upon concluding the experiment involving both applications in the pre- and post-
training phases, we administered questionnaires via Google Forms to collect fur-
ther data and build a deeper understanding of the participants’ experiences and
the effectiveness of the training.

4.3.1 Sample Selection

To select the sample for our research, the following strategies were applied:

• Recruiting: We initially reached out to our friends at the college, asking
if they would be willing to participate in our experiment and encouraging
them to recruit their friends as well. Beyond that, we extended our efforts
to the broader community, including local shop owners and old friends. To
avoid introducing any bias, we deliberately did not disclose the core focus of
the study. Instead, we simply explained that we needed participants to test
two mobile applications and complete a followup questionnaire. Through
these combined efforts, we were able to recruit a total of 14 participants.

• Diversification: The sample was designed to be diverse in terms of age,
gender, and occupation within the specified age range of 18-50. The upper
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age limit was set at fifty due to concerns about visual acuity, which tends
to decline with age. Specifically, research shows that as individuals age,
there is a gradual reduction in visual sharpness, making it more challeng-
ing to perceive thin lines or sharply defined edges on digital screens[14].
This decline in visual capability could potentially affect the ability of older
participants to accurately interact with or identify certain visual elements,
such as those involved in Interactive Dark Patterns (IDPs).

Additionally, the decision to focus on the 18-50 age range was made to en-
sure that the study results are more consistent and reflective of the general
population that actively uses mobile applications. Including elderly partic-
ipants, who might have different interaction patterns and limitations, could
introduce variability that would make it difficult to isolate the effects of the
training intervention specifically on IDPs.

• Sample Size: The participants were randomly divided into two groups
as part of our crossover experiment design. Each group consisted of seven
ordinary users, ensuring balanced sample sizes. By using two groups, we
aimed to enhance the accuracy and reliability of our results.

4.3.2 Implementation of IDPs in Applications

In our experiment, we integrated three unique IDPs and four shared ones across
various contexts and scenarios within each app. We developed these applications
using React Native and TypeScript specifically for this study. By incorporating
both unique and shared IDPs, we ensured that participants were exposed to wider
range of IDPs in different scenarios, both before and after the training session.
This approach helped prevent participants from simply memorizing the IDPs,
encouraging them to actively engage in developing a deeper awareness of these
patterns instead.

Based on the literature review and the IDPs criteria (See Table 4.1), we selected
IDPs that are commonly used across various mobile applications. For each IDP
type included in our study, we created scenarios that closely mimic real-world
applications.

We ensured that the examples used in the study reflected typical user interactions
that are known to be manipulated by these patterns. For instance, "Sneaking"
was represented by scenarios where additional items are added to a cart without
the user’s explicit consent, a common tactic observed in e-commerce apps.

The IDPs implemented in our applications were directly connected to the tactics
discussed in (Section 3.2) and were derived from researchers [1, 4, 7] and well-
documented examples of dark patterns in digital design [2]. For instance, the
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"Forced Action" tactic described in the literature was implemented as a require-
ment for users to add a payment method before proceeding with a task, reflecting
common manipulative practices in digital interfaces.

In addition to the reviewed literature, inspiration for the specific design and imple-
mentation of IDPs was also drawn from observing real-world mobile applications.
By examining how companies use these tactics to manipulate users, we were able
to create realistic scenarios that participants in our study might encounter in
their everyday digital interactions. For example, in our booking app, we imple-
mented a pre-selected option labeled as ’self-cleaning’ during the booking process.
This option was pre-selected by default, requiring users to manually deselect it if
they did not want to choose it. This reflects a common tactic where additional
services or features are pre-selected to increase the likelihood of user acceptance,
often without their full awareness

By aligning our implementation of IDPs with the tactics outlined earlier in the
thesis, we ensure that the experimental design is coherent and consistent with
the theoretical framework established in the literature review.

During participants using the apps, We did not ask the them to follow a specific
path or avoid interactive dark patterns, instead, we encouraged them to explore
the applications freely. Before the experiment began, we introduced the partic-
ipants to the main features of the Pizza App. For example, participants were
informed that they could sign up, order a pizza, view their order history, and add
a payment card, A total of seven IDPs were utilized in this app as following:

1. Pre-Selection: Once the user log into the application, there is a pre se-
lected option where the app ask to allow none essential cookies, in this case
the user needs to uncheck this option to mark the IDP as avoided.

2. Forced Action: The user cannot proceed with checkout their order with-
out adding a bank card if not added before.

3. Hard to Cancel: The user finds it hard to delete their bank card. The
deletion process occurs across four nested screens, with a 5-second delay
between each screen. On the last screen, a confirmation message appears,
indicating that customer service will contact the user within 4-5 days to
complete the deletion. However, if the user cancels the deletion process, it
is canceled immediately.

4. Sneaking: The user has the options to order a pizza in one click i.e. without
the need to go the customizing view, while this options shows only the added
pizza price, it actually adds a drink and sauce into the basket behind the
scenes which is not revealed until later stage at the check out.
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5. Roach Motel: Easy to get into a situation but hard to get out. The user
can sign up in one step, but deleting the account is difficult. The "Delete
Account" button is placed on the sign-in/up screen but is positioned in a
spot that is hard to see. Typically, the "Delete Account" option is found in
the profile or settings screen in real apps, making it easier to access.

6. Disguised Ads: While scrolling through the pizza types in the pizza list,
advertisements are presented in a way that makes them look like regular
pizzas and labeled as "Free" tricking users into interacting with them.

7. Friend Spam: When the user navigates to the profile screen, a popup
will appear, asking for permission to access the user’s contacts. The user
can either grant or deny this permission. If the user grants it, the service
will simulate spamming the user’s contacts with invitations or promotional
messages without explicit consent.

The second app is a hotel booking application. Similar to the pizza ordering
app, participants were informed about its key features before the experiment.
Users could log in or out, book a room, add services, and view their booking
history. The same number of IDPs, seven in total, were implemented in this app
as following:

1. Pre Selection: in the policies options right before proceeding with booking
process, there is a pre selected option identified as "self cleaning", when ever
the user does not expand this detail is considered to fall to this IDP, if the
uesr expand the details and proceed to go with this option then the user is
not trapped by the IDP.

2. Forced Action: The user is compelled to sign up for the app if they fail to
notice the "Continue as Guest" option, which is presented as normal text
and may be overlooked.

3. Hard to Cancel: When the user attempts to log out of the app, a series
of 5 screens for feedback and recommendations are displayed. The logout
option is still accessible, but it is not clearly labeled, similar to the "Next"
button for proceeding to the next feedback screen.

4. Sneaking: When the user reaches the step where he checks out, some
services and expenses added automatically to the basket, these includes
(tips, and luggage carrier service), if the user does not expand these details
the user then is trapped by this IDP.

5. Nagging: While navigating through the app’s three main screens Home,
Booking, and Profile, a popup appears asking for permission to enable loca-
tion services for the app. Even if the user cancels the popup, it repeatedly
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appears when navigating to other screens. Once the user enables it, the
popup no longer shows, trapping the user in the nagging loop.

6. Privacy Zuckering: While the user is signing up, a popup appears asking
the user to share their travel history from social media, with a pre-selected
option that confirms this. If the user continues with the pre-selected option,
it simulates granting permission to access the user’s social media.

7. Hidden Information: When the user logs into the app for the first time,
a terms and conditions screen will appear. Within this screen’s text, it is
stated that proceeding beyond this screen will automatically convert the
subscription to premium if not cancelled. Otherwise, pressing "Let’s Go"
will initiate a premium subscription.

4.3.3 Data collection

The data collection phase for this study was designed to investigate whether
increasing user awareness about IDPs helped users avoiding them. The data
gathered address the third research questions.

Interactive Dark Patterns (IDPs) were embedded at various interaction points
within the applications. These included critical decision-making moments such
as sign-ups, purchases, and privacy-related settings configurations.

To collect the data on participant interaction with IDPs, each IDP was assigned
a unique identifier. Whenever a user encountered an IDP, the unique identifier of
the IDP was stored in a array. Additionally, we maintained another array where
we stored the identifiers of IDPs that were avoided by users. This approach al-
lowed us to comprehensively track and analyze user interactions with IDPs.

After completing the experiment with the two applications across both phases
(pre- and post-training), we distributed questionnaires using Google Forms(See
Appendix 6) to gather additional from the participants. such as the hardest IDPs
to identify and common techniques followed by users to recognize and avoid them.
The collected data were stored in Google Sheets. The questionnaires comprised
both open-ended and scale questions, allowing us to gather a mix of quantitative
and qualitative data.

The interval from 1 to 5 was chosen for the post-training questionnaire due to its
simplicity and ease of understanding for respondents, minimizing cognitive load
and enhancing the clarity of responses. This scale provides a balanced range of
options, including a neutral midpoint, which reduced bias and supports nuanced
feedback. Additionally, a 1 to 5 scale was standard in many studies and facilitat-
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ing comparability [15].

Data collection spanned two weeks, from week 21 to week 23 of year 2024. Exper-
iment were scheduled and conducted in place with the participants and each one
took around 30 to 50 minutes including the training session. For privacy reasons,
all user inputs were anonymized, and no personally identifiable information was
stored. This approach ensured that participants’ privacy was maintained, adher-
ing to ethical standards and regulations concerning data protection.

In addition, the experiment was conducted by two supervisors. Each was responsi-
ble for overseeing seven participants, creating a focused and manageable approach
to data collection and participant interaction. With a total of 14 participants di-
vided equally between the supervisors, the experiment could be conducted more
efficiently and in less time.

The decision for this convenience sampling to allocate 14 users in total was made
to balance two factors. First, we had to account for the practical constraints of
time and resources[16], which limited our ability to work with a larger sample
size. Second, we aimed to gather sufficient data for a meaningful comparative
analysis between pre- and post-training sessions.

4.3.4 Data analysis

After collecting the data of the apps as described earlier, we excluded all en-
trapped IDPs from the entrapment array if they were also logged into the avoid-
ance array. In other words, If a participant initially fell for an IDP but then
managed to avoid in later steps, we removed that instance from the list of ’en-
trapped’ IDPs. This step ensured that all entrapped IDPs that were successfully
avoided by participants were removed from the entrapment array. By doing so,
we focused more accurately on our primary metric: the frequency of participants
being trapped by IDPs. This approach allowed us to concentrate on the instances
where users were genuinely influenced by the IDPs, thus providing a clear assess-
ment of their susceptibility.

The gathered data of entrapment frequency of the apps were quantitative, rep-
resenting the frequency of IDPs entrapping users both pre and psot the training
session. The analysis involved comparing the average entrapment rate pre and
post training session. The results evaluated participants’ ability to avoid IDPs
assessing the impact of the training session.

The analysis was conducted on the combined data of all 14 participants rather
than individually. Specifically, the number of IDPs trapped users pre training
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session was 78 out of 98, this number decreased to 27 post training session. The
difference of 51 IDPs avoided indicated a reduction in occurrences of entrapment
by IDPs. By comparing the entrapment rate pre training against the entrapment
rate post training session we observed a 52.04 percentage points increase in the
ability to avoid IDPs.

The combined entrapment rate of IDPs pre and post the training session for both
groups was calculated as following:

Initial Entrapment Rate

Initial Entrapment Rate =
78

98
≈ 0.7959 or 79.59% (4.1)

Final Entrapment Rate

Final Entrapment Rate =
27

98
≈ 0.2755 or 27.55% (4.2)

Difference in entrapment rate pre & post training

Improvement = 79.59− 27.55 = 52.04 Percentage points. (4.3)

We focused on calculating the combined entrapment rate pre and post the train-
ing session for both groups (See Average Entrapment Rate Equation 4.3 ). This
involved quantifying the occurrences of IDPs where participants were entrapped
both pre and post the training. By comparing these numbers, we were able to
determine the improvement rate after the training sessions. The reduction in IDP
encounters post-training provided a measure of the training’s impact, demonstrat-
ing an increase in users ability to avoid IDPs.

Training Effectiveness from Participants’ Perspective which included some
open-ended questions to quantify participants’ perceptions of the effectiveness of
the intervention material in helping them to recognize dark patterns (See Ques-
tionarie Appendix 6). This provided insights into how participants view the
training and its relevance to their understanding of dark patterns, thus enabled
us to evaluate the quality of the conducted training sessions.

Due to the limited number of participants (n=14), conducting a thematic map
analysis was deemed impractical. Instead, we opted to manually review and sum-
marize the open-ended responses to capture the main insights and trends. This
approach allowed us to maintain the richness of the qualitative data while pro-
viding a concise overview of the participants’ perspectives.

According to the answers of our questionnaire(See Appendix 6), the most common
ways to avoid dark patterns included strategies for dealing with preselection, such
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(a) The data collected pre and post training session for Pizza App

(b) The data collected pre and post training session for Booking App

Figure 4.3
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as observing price differences, pressing icons to reveal hidden costs, unchecking
privacy options, focusing more on the screen, and disabling preselected options,
which were noted by 42.9% (6 out of 14) of participants. One participant high-
lighted the effectiveness of these strategies by sharing, ’From the learning session,
I gained knowledge about preselection. When I pressed an icon "?", I saw the
preselected options, which cost extra.’ This response indicates that awareness
and training about dark patterns can empower users to identify and counter de-
ceptive practices in mobile applications. By understanding the tactics used, users
can better navigate and control their online experiences, reducing the likelihood
of being misled by preselected options.

Furthermore, to avoid the sneak into basket pattern, 21.4% (3 out of 14) of par-
ticipants checked their shopping carts carefully, paid attention to details, noticed
when they were paying more than expected, and modified orders to remove un-
wanted items before checkout. One participant described their experience, shar-
ing, “When I was about to check out, I saw that I was charged more than was
stated as the pizza price, so I rechecked my order and realized that two items
(cola, sauce) had been added, so I unchecked them.” This highlights the impor-
tance of awareness during the checkout process to avoid sneaky additions. It
confirms that users are being more mindful of price changes and are more likely
to detect and correct attempts to manipulate their purchases.

Lastly, forced actions, 14.3% (2 out of 14) of participants looked for alternative
options and deleted their cards afterward, despite having to go through unnec-
essary steps. One participant conveyed this increased awareness by stating, ’I
usually do not tend to register my cards into any application if I have other pay
options, but when it becomes the only available option, I delete the card after-
ward, even though I went through unnecessary steps.’ This illustrated that as
users became more aware of such manipulative practices, they took extra steps
to protect their personal information.



Chapter 5
Discussions

5.1 Experiment Results & Key Findings
Our study aimed to measure the effectiveness of increased awareness in helping
users avoid IDPs within mobile applications. We designed an experiment involv-
ing two groups of participants to determine whether training could mitigate the
negative effects of these dark patterns. The key findings from our study were as
follows:

Figure 5.1: Entrapment Rate

1. Entrapment Rate Reduction: Before the training sessions, the combined
entrapment rate for both groups was at 79.59%, with the participants entrapped
by 78 out of 98 of the IDPs. Post-training, this rate dropped to 27.55%, with
participants falling for only 27 out of 98 IDPs. This represents a decrease in the
entrapment rate by approximately 50.94 percentage points.

27
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Even though these results show promising evidence of the training session’s ef-
ficiency, they might be affected by the fact that participants became aware of
the study’s purpose after they attended the training session, thus, became more
determined to avoid being trapped by IDPs, which could have contributed to the
lower entrapment rate. To build a deeper understanding of the users’ perspec-
tives, we asked them in follow-up questionnaires to rate their ability to identify
dark patterns before and after the experiment. Before the session, most partici-
pants rated themselves low (1-2), indicating limited confidence. After the session,
the majority rated themselves much higher (4-5), suggesting the training had a
positive impact on their ability to identify manipulative designs.

This demonstrates that targeted training enhances user awareness, leading to a
decrease in entrapment rates, which aligns with findings from other studies that
emphasize the critical role of awareness and education in helping users recognize
and avoid dark patterns [12, 13]. Moreover, the results of our study further sup-
port the argument for the necessity of structured educational interventions to
improve users’ ability to effectively counteract deceptive design techniques [13].

2. Behavioral Change: The training resulted in changes in participants’ ac-
tions and decision making processes, shifting from susceptibility to effectively
avoiding dark patterns. Post-training, participants starts to pay attention to the
details while navigating mobile applications and applied the strategies learned.
For instance, 42.9% of participants used tactics such as checking price and uncheck-
ing unwanted options.

This approach shows their ability to counteract preselection techniques utilized
by dark patterns that exploit users’ cognitive biases to obtain uninformed con-
sent or charge users more than initially indicated [7], moreover, 14.3% took steps
to protect their personal information by deleting saved payment methods helping
them encounter forced action patterns, that push users to take actions they might
otherwise avoid if fully informed[7]. These changes highlight how the training im-
proved participants’ ability to mitigate the harm of design practices, by developing
strategies to recognize and avoid them.

3. Training Effectiveness: The training effectiveness refers to the overall im-
pact of the training session on participants’ ability to recognize and avoid Interac-
tive Dark Patterns (IDPs). Specifically, it highlights how the training session led
to improvements in user performance across both experimental groups, regard-
less of the order in which they interacted with the apps. This improvement in
results indicates that the training itself was beneficial in enhancing participants’
awareness and skills (See Figures 5.2 and 5.3 ).

Group 1 has an entrapment rate reduction of 48.98 percentage points, while Group
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2 shows a reduction of 55.10 percentage points. Both groups demonstrate im-
provements in performance, with a difference of 6.12 percentage points between
them. This variance could be attributed to external factors such as the partic-
ipants’ backgrounds in daily app usage. This was observed in our experiment
result when we noticed that not all participants deleted their bank cards after
using the app, which was aimed at avoiding hard-to-cancel IDPs.

Figure 5.2: Group 1



Chapter 5. Discussions 30

Figure 5.3: Group 2

4. Hardest IDPs to identify from users perspectives: According to the re-
sponses from our post-experiment questionnaire, which reflects the users’ perspec-
tives in our study, approximately 35.7% found the Hidden Information/Hidden
Subscription IDP the hardest to identify, as it often involves concealing critical
details within long texts, making subscription clauses difficult to notice. Simi-
larly, 35.7% mentioned that Forced Action was difficult to recognize, where users
feel compelled to take specific actions like signing up or adding a card due to
obscured alternative options and unnecessarily many required steps. Addition-
ally, 14.3% said that Preselection was challenging to identify, as it exploits their
cognitive shortcuts by having certain options pre-selected, leading to unintended
choices (See Figure 5.4).

Furthermore, according to the participants the most common ways to avoid dark
patterns include strategies for dealing with preselection, such as observing price
differences, pressing icons to reveal hidden costs, unchecking privacy options,
focusing more on the screen, and disabling preselected options, which were noted
by 42.9% (6 out of 14) of participants. To avoid the sneak into basket pattern,
21.4% (3 out of 14) of participants checked their shopping carts carefully, paid
attention to details, noticed when they were paying more than expected, and
modified orders to remove unwanted items before checkout. For forced actions,
14.3% (2 out of 14) of participants looked for alternative options and deleted their
cards afterward, despite having to go through unnecessary steps.
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Figure 5.4: Hardest IDPs to identify according to our study
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5.2 Revisit research questions
RQ1: What are the most prevalent types of dark patterns employed in
mobile applications, and how do they impact users?
According to the conducted literature review in this paper the most prevalent
types of dark patterns employed in mobile applications were ’Nagging,’ charac-
terized by persistent interruptions, ’False Hierarchy,’ where certain UI elements
are emphasized to influence decisions, and ’Preselection,’ where default options
were pre-selected to benefit the service provider at the cost of the users.3.1

RQ2: What are the dark patterns in mobile applications that trap
users through their interactions?
The dark patterns in mobile applications that trap users through their inter-
actions, defined as as Interactive Dark Patterns (IDPs) in this paper, include
’Nagging,’ ’Roach Motel,’ ’Sneak Into Basket,’ ’Hidden Information,’ ’Preselec-
tion,’ ’Disguised Ads,’ ’Forced Action,’ ’Privacy Zuckering,’ ’Friend Spam,’ and
’Hard to Cancel.’ To identify these patterns, we first defined criteria based on
key characteristics that qualify a deceptive design as an IDP, including cognitive
exploitation, multi-step interaction, and the potential for user harm—whether
economic, in terms of time and attention, or regarding privacy. These criteria al-
lowed us to pinpoint the specific dark patterns that effectively trap users though
multiple screens and interactions.4.2.4

RQ3: How does increasing awareness through training affect users abil-
ity to avoid IDPs?
According to the findings of the experiment of the study (see figure5.1), Increased
user awareness helped users avoid Interactive Dark Patterns (IDPs) in mobile
applications. In pre training phase, the entrapment rate was 79.59%, with partic-
ipants falling for 78 out of 98 IDPs. After the training session, this rate dropped
to 27.55%, reflecting a 52.04 percentage points reduction in entrapment. This
decrease indicated a behavioral change where participants became more atten-
tive to details, allowing them to better identify and avoid IDPs. Additionally,
the consistent improvement across different user groups further underscored the
effectiveness of training in empowering users to resist deceptive design practices.

5.3 Study Implications
This study highlights the role of training interventions in empowering users to rec-
ognize and avoid Interactive Dark Patterns (IDPs). The reduction in entrapment
rates pre and post training session shows that users can be effectively trained to
resist such manipulative design techniques, thus reducing the risk of personal and
economic harm associated with IDPs.
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The identification of certain IDPs, such as hidden information and hidden sub-
scriptions, as particularly challenging for users to detect, underscores the need
for further emphasis in educational content. Addressing these specific areas can
enhance the effectiveness of training programs and better equip users to navigate
digital environments.

Moreover, introducing a new concept of dark patterns focused specifically on their
interactive nature would provide a clearer framework for further research on the
harm caused by such interactive dark patterns. This could also inform regulators
aiding in the development of more precise guidelines to limit or control the use
of these manipulative design practices.

5.4 Study Limitations
The apps in our study were not overly complex or large, which means they may
not fully represent more complex real-world applications. To better mimic actual
apps, it might be necessary to expand the IDPS with additional screens. This
need arose from the initially limited scope of the design and the constrained time
allocated for each IDP, tailored to specific contexts.

The study’s sample size was relatively modest, involving only 14 participants.
While this number was adequate for a preliminary analysis, expanding the sam-
ple size could enhance the generalizability of our findings.

Our assessment focused on the immediate impact of a training session on user
awareness and behavior; however, we did not evaluate the long-term effects. This
omission introduces uncertainty regarding the persistence of the training’s influ-
ence over time.



Chapter 6
Conclusions and future directions

In this paper, we presented an experiment that assessed how increased user aware-
ness through training intervention affected the ability to avoid IDPs in mobile
applications.The experiment revealed that targeted training session reduced the
likelihood of users falling into IDPs traps. Specifically, the entrapment rate de-
creased from approximately 79% before the training to a mere 27% afterward,
demonstrating an improvement in users’ ability to identify and avoid IDPs.

These results underscore the effectiveness of training interventions in not only
increasing awareness but also in equipping users with practical skills to navigate
and resist manipulative design tactics effectively.

Future work should study the long-term effectiveness of the training and include a
larger and more diverse group of participants. Additionally, expanding the study
to cover a wider variety of real-world mobile applications.
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Nagging
The behavior of repeatedly asking the user to do something, it can be presented in pop
ups, or reminders that interrupts the user multiple times until it drains their patience.

Example: Apps like Facebook or Instagram constantly send notifications about new
posts, friend suggestions, camera access or updates.These notifications can be
disrupting the user’s focus and pushing them to open the app repeatedly.

Avoidance strategy: Adjust Notification Settings



Hard to Cancel

simplify the process of subscription to a service / signing up / creating an account,
while overcomplicating the process to cancel these services. For example an
application can make it easy to subscribe to a service but make it very hard and time
consuming to cancel it as shown in these pictures .

Avoidance strategy: Research Before Subscribing and always read reviews and check
the cancellation policy before subscribing to any service.





Sneak into Basket
When buying an item for example a pair of shoes, the only thing displayed for you are
the shoes, but when proceeding with the buy process it might add some extra items to
your shopping card like sockets ..etc.

Avoidance Strategy: to make sure you avoid such things you need to always check your
shopping cart before the checkout.





Hidden information
Dark pattern that aims to hide options or information that is relevant to the user by
making it hard to access / read or notice. Read more is hard to see even though it
contains critical information to the user.

Avoidance Strategy: to avoid being trapped by such pattern to pay extra attention to the
details, like low contrast button, texts that says click



Preselection
pre-selected options like subscribing to a newsletter, accessing contacts, accepting
privacy settings, such preselected options are not always the best choice to the user.

Avoidance Strategy: make sure you always read what has been checked and do not
continue when you see preselected options, instead read them and select what suits
you best.



Aesthetic manipulation
This dark pattern aims to hide exit buttons or other important functionality by making
them blend into the background, making it difficult for users to find and use them. It
could be an pop up add that includes an “close” button that is hard to see, or click to
avoid being affected by it you need to pay attention to the details.

Avoidance Strategy:



Price Comparison Prevention
Making it difficult for users to compare products or services, often by presenting
information in a misleading or confusing way, thus hindering informed decision-making.
In this example T-Mobile makes it difficult for users to compare prices and plans.
Features are bundled in slightly different ways in each of the plans, requiring users to do
some complex evaluation and mental arithmetic to weigh up the differences.

Avoidance Strategy: to avoid such dark patterns, preview all available choices, pay
attention to the addons / terms and prices.



Friend Spam
Friend Spam is when an app automatically posts to your social media or emails people in your contact list
without your knowledge. The app may even send these messages posing as you. Here, The game uses
your friend's names and pictures to falsely represent actions inside the game. The game may send you a
gift and say it's from a friend, but your friend never did this.

Avoidance Strategy: Before downloading an app, read user reviews and search
specifically for mentions of spammy behavior. Also



Disguised Ad
presenting advertisements in a way that they look like other types of content, such as articles,
recommendations,This tactic deceives users into engaging with the ad, thinking it is part of the regular
content. The first four results of a google search for “flowers” are ads disguised as
search results. They have a small green tag that identifies them as ads, but many users
will not notice this and click on the ads anyways.

Avoidance Strategy: to avoid being affected by this type of adds you need to check the validity of the
provider, reality and evaluate its trustiness.



Privacy Zuckering
Designed interfaces that trick (or sometimes deceive) users into sharing more personal information than
they intend to. In this example the intention of the company is to get access to the phonebook of the user.
This access to the phonebook would allow the company to associate the user with her friends making a
targeted network.

Avoidance Strategy:
Only provide the minimal amount of personal information necessary for using a service.



Forced action
Requires users to perform an unwanted action by hiding the optional ones or forcing the user to
proceed or access desired features.When the user proceeds with the sign up process for
example in linkedin, LinkedIn 2015 signup tricked users. "Get started" with email
seemed normal, but it scanned inboxes for contacts. Low-contrast text hid the true
purpose and how to opt-out.

Avoidance Strategy:
Carefully read all prompts and options to identify any hidden or less obvious
alternatives.





Trick Questions
Questions or prompts are worded in a confusing or misleading way to manipulate users
into providing answers or making choices they did not intend to.

Avoidance Strategy:
Don’t rush through forms or signup processes. Take the time to read each question or prompt carefully to
ensure you understand what is being asked. and
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Screenshots

(a) Booking App - Screen
1

(b) Booking App - Screen
2

(c) Booking App - Screen
3
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(a) Booking App - Screen
4

(b) Booking App - Screen
5

(c) Booking App - Screen
6

(a) Pizza App - Screen 1 (b) Pizza App - Screen 2 (c) Pizza App - Screen 3
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(a) Pizza App - Screen 4 (b) Pizza App - Screen 5 (c) Pizza App - Screen 6
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