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Abstract

The growing complexity and interconnectivity of software supply chains have elevated
the risks of security threats, demanding innovative solutions. This thesis investigates
the fine-tuning of Large Language Models (LLMs), particularly Microsoft Phi-2, to
enhance their ability to identify and mitigate software supply chain vulnerabilities.
Using advanced techniques such as Parameter-Efficient Fine-Tuning (PEFT) with
Low-Rank Adaptation (LoRA), the Phi-2 model was trained on a domain-specific
dataset comprising incident reports, threat intelligence data, and best practices.

The methodology encompasses a rigorous evaluation process using quantitative
metrics, including ROUGE, BERTScore, and BLEURT, supplemented by qualitative
insights derived from semi-structured interviews with cybersecurity experts. The in-
terviews revealed valuable perspectives on the practical applicability of the fine-tuned
model in addressing real-world threats such as compromised third-party components,
open-source dependency vulnerabilities, and emerging attack patterns.

The fine-tuned model exhibited significant improvements in generating contex-
tually relevant, precise, and actionable threat mitigation strategies compared to its
baseline. The findings demonstrate that domain-specific fine-tuning of LLMs is a vi-
able approach for advancing automated threat detection and response capabilities in
software supply chains. This research provides a robust framework for integrating Al-
driven solutions into the software development lifecycle, contributing to the fields of
software engineering and cybersecurity by improving resilience against supply chain
attacks.

Keywords:

Large Language Models, Fine-Tuning, Software Supply Chain Security, Threat
Mitigation, Cybersecurity, Microsoft Phi-2, Low-Rank Adaptation (LoRA), Parameter-
Efficient Fine-Tuning (PEFT), Automated Threat Detection, Software Engineering,.
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Chapter 1

Introduction

In contemporary software engineering, the integrity and security of software sup-
ply chains have become foundational elements of the software development lifecycle
(SDLC). As software systems grow increasingly interconnected and complex, the net-
works that develop, distribute, and maintain these software products face mounting
security challenges [2]. The software supply chain, encompassing code, configura-
tions, libraries, plugins, open-source and proprietary binaries, and container depen-
dencies, forms the backbone of modern software development practices. However,
this interconnectivity introduces significant vulnerabilities that can compromise en-
tire systems through various attack vectors.

Recent high-profile incidents have highlighted the critical nature of software sup-
ply chain security. The exploitation of vulnerabilities in the supply process, from
third-party services to open-source code management, underscores the urgent need
for robust security measures in software engineering [28]. These attacks demonstrate
how malicious actors can manipulate the code in third-party software components to
compromise downstream applications, leading to widespread security breaches across
multiple organizations and industries.

The complexity of modern software supply chains presents unique challenges in
the software engineering domain. As noted by Linton, Boyson, and Aje [2], orga-
nizations increasingly depend on open-source libraries, third-party components, and
collaborative development methods. This dependency creates a networked system of
online third-party source sharing, often reflecting a collaboration of multiple stake-
holders in software development. The security implications of this interconnected
environment are significant, as software security defects in any product or service
present potential supply chain risks to all participants in the system-of-systems (SoS)
context [13].

One particular concern is the fact that software is rarely defect-free, and many
common defects can be readily exploited by unauthorized parties to alter security
properties and functionality for malicious intent [12]. These vulnerabilities can be
introduced at any point in the development or use of software, and subsequent ac-
quirers and users have limited ways of finding and correcting these defects to avoid
exploitation. The challenge is further compounded by the global nature of software
supply chain participation, where knowledge of who has touched each specific product
or service may not be visible to others in the chain.

This research aims to address these critical challenges by fine-tuning Large Lan-
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guage Models (LLMs) specifically for software supply chain threat mitigation. By
leveraging advanced machine learning techniques, we seek to enhance the capability
of automated systems to identify, analyze, and mitigate potential threats within soft-
ware supply chains. Our approach focuses on developing more sophisticated methods
for detecting and responding to security vulnerabilities, particularly in the context
of third-party components and open-source dependencies [32].

The significance of this research lies in its potential contribution to the software
engineering domain, specifically in strengthening the security aspects of software
supply chains. By developing more effective threat detection and mitigation strate-
gies, this work aims to enhance the resilience of software systems against supply
chain attacks. This is particularly crucial as organizations continue to rely heavily
on third-party components and open-source software, making supply chain security
an integral part of modern software engineering practices.

1.1 Background

1.1.1 Large Language Models (LLMs)

Large Language Models (LLMs) are a type of artificial intelligence designed to un-
derstand and generate human language. These models are built using deep learning
techniques, particularly neural networks with many layers, which allow them to pro-
cess and generate text with remarkable fluency and coherence [5]. LLMs are trained
on vast amounts of textual data, encompassing diverse sources such as books, arti-
cles, websites, and other written content. This extensive training enables them to
learn the nuances of language, context, and even some factual knowledge embedded
in the data [19].

One of the most significant advancements in LLMs is their ability to perform a
wide range of natural language processing tasks with high accuracy. These tasks
include language translation, text summarization, sentiment analysis, and even gen-
erating creative writing [19]. The models achieve this by recognizing patterns and
relationships in the data, allowing them to generate responses that are contextually
relevant and coherent [5]. The most notable example of an LLM is OpenAl’s GPT
(Generative Pre-trained Transformer) series, which has set new benchmarks in the
field of natural language understanding and generation.

The architecture of LLMs, particularly the Transformer model, plays a crucial
role in their performance [33|. Transformers utilize self-attention mechanisms, which
enable the model to weigh the importance of different words in a sentence when gen-
erating a response. This approach allows LLMs to handle long-range dependencies
and maintain context over longer texts, making them more effective than previous
models like recurrent neural networks (RNNs) and long short-term memory networks
(LSTMs) [|40]. Despite their impressive capabilities, general-purpose Large Language
Models (LLMs) face significant challenges when applied to domain-specific tasks such
as cybersecurity. One major limitation is the lack of domain-specific knowledge since
these models are trained on diverse, broad datasets that may not include special-
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Figure 1.1: LLM Architecture [33|

ized cybersecurity terminology, threat intelligence reports, or attack vectors. As
a result, they often struggle to accurately interpret and respond to complex secu-
rity threats such as software supply chain risks and zero-day vulnerabilities. Ad-
ditionally, LLMs are prone to hallucination and misinformation, meaning they can
generate plausible but incorrect security recommendations. In cybersecurity, mis-
leading advice can increase risk exposure rather than mitigate threats, potentially
leading to flawed security strategies. Another critical issue is adversarial manipu-
lation, where malicious actors exploit vulnerabilities in LLMs by poisoning training
data or crafting misleading prompts to bypass security detection mechanisms. Since
cybersecurity threats continuously evolve, general-purpose LLMs also suffer from a
lack of real-time threat adaptation—without frequent updates and fine-tuning, they
quickly become outdated and ineffective at recognizing emerging attack patterns.
Lastly, the scalability and computational overhead of deploying large LLMs in se-
curity workflows can be impractical due to high resource consumption, making it
essential to explore efficient fine-tuning techniques that optimize model performance
while maintaining cost-effectiveness. Addressing these challenges requires targeted
fine-tuning approaches that enhance an LLM’s ability to understand, detect, and
mitigate domain-specific threats effectively.

In practical applications, LLMs have been employed in various industries, in-
cluding customer service, healthcare, education, and entertainment. They assist in
automating repetitive tasks, providing personalized experiences, and enhancing hu-
man creativity. As the field of natural language processing continues to evolve, LLMs
are expected to become even more sophisticated, driving innovations across multiple
domains.

Fine Tune Large Language Model (LLM)

Fine-tuning a Large Language Model (LLM) involves adapting a pre-trained model
to perform specific tasks or to better align with a particular domain or set of re-
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quirements. This process leverages the vast amount of knowledge and linguistic
capabilities that the model has already acquired during its initial training phase on
a broad dataset. Fine-tuning typically involves training the model further on a more
specialized dataset, which can be much smaller and more focused than the original
training data. This specialized dataset contains examples relevant to the specific task
or domain, enabling the model to learn the nuances and context-specific information
required for improved performance in that area.

LLM Bl Fine-Tuned LLM

DataSet

Figure 1.2: Fine Tune Large Language Model (LLM) [9]

The fine-tuning process is crucial for enhancing the model’s applicability and ef-
fectiveness in real-world scenarios. By tailoring the LLM to specific tasks such as
sentiment analysis, question-answering, text summarization, or domain-specific ap-
plications like legal or medical document processing, organizations can achieve more
accurate and relevant outputs. Fine-tuning helps in mitigating some of the biases
and inaccuracies that might be present in the general-purpose model, as the special-
ized data can guide the model towards more precise and contextually appropriate
responses. Additionally, fine-tuning can improve the model’s efficiency, making it
more suitable for deployment in production environments where computational re-
sources and response times are critical factors.

e Pre-trained LLM Models with Domain Knowledge Fine-tuning

A significant study aimed at enhancing large language models (LLMs) within spe-
cific domains focused on domain-specific knowledge transfer across various languages.
For instance, researchers fine-tuned the LLaMA model with Chinese medical knowl-
edge, which resulted in better comprehension and performance in Chinese-language
LLM applications. This research highlights the critical role of domain-specific tuning
in optimizing LLMs for specialized fields [25].

Several advanced techniques have been explored to improve domain knowledge
transfer and fine-tuning of LLMs. Methods such as soft fine-tuning, large-scale fine-
grained categorization, and domain-specific transfer learning have been utilized to
enhance LLM performance in specialized areas. Moreover, the LLaMA-adapter ap-
proach has demonstrated efficient fine-tuning of language models with zero-init at-
tention, aiding in better adaptability for domain-specific tasks [45].

To support LLM fine-tuning, various domain knowledge datasets have been de-
veloped. For example, the Alpaca dataset provides 52k instruction-following data
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points using Self-Instruct techniques to encode specific instructions within conversa-
tions. The HealthCareMagic-100k dataset includes 1 00k real-world patient-physician
conversations, offering valuable insights into authentic medical interactions. Addi-
tionally, the GenMedGPT-5k dataset increases dataset diversity with 5k synthetic
conversations between patients and physicians.

1.1.2 Software Supply chains threats

Software supply chains threats have become a critical issue in cybersecurity, exploit-
ing vulnerabilities within the interconnected network of software development and
distribution. The complexity of modern software supply chains, involving numerous
third-party components, libraries, and tools, expands the potential attack surface.
Malicious actors infiltrate and compromise systems by embedding harmful code into
trusted software updates or open-source dependencies [21]. High-profile incidents like
the SolarWinds attack, which impacted government agencies and large enterprises
by compromising a software build process [28|, highlight the severe implications of
these breaches, including data theft, financial loss, and operational disruptions [15].

Addressing these threats requires a holistic approach involving secure coding prac-
tices, thorough vetting of third-party components, continuous monitoring, and rig-
orous testing throughout development and deployment [11|. Collaboration among
software developers, vendors, and end-users is essential. Developers must integrate
robust security checks into their workflows, vendors should ensure product integrity
with timely updates and patches, and end-users need to apply updates promptly
and conduct regular security assessments. Emerging technologies like blockchain
and artificial intelligence offer promising enhancements for software supply chains
security, providing immutable tracking of software components and real-time threat
detection. By embracing these innovative solutions and fostering a security-centric
mindset, organizations can better defend against evolving software supply chains
threats [1].

Mitigations for Software Supply chains threats

Mitigating software supply chains threats is crucial for maintaining the security and
integrity of software systems. One key approach is to implement strict security
measures throughout the software development lifecycle. This includes adopting
secure coding practices, conducting regular code reviews, and performing thorough
testing to identify and fix vulnerabilities early. Additionally, using automated tools
for continuous monitoring and vulnerability scanning can help detect and address
potential threats in real-time. Ensuring that all third-party components and libraries
used in the software are from trusted sources and regularly updated is also essential
to minimize risks [11].

Collaboration among developers, and end-users is vital for effective threat miti-
gation. Developers should prioritize security in their workflows, incorporating best
practices and adhering to industry standards. Vendors need to ensure the integrity
and security of their products, providing timely updates and patches to address
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known vulnerabilities. End-users should maintain an active role in applying up-
dates promptly and conducting regular security assessments. Furthermore, adopting
advanced technologies like blockchain for secure tracking of software components
and artificial intelligence for detecting anomalies can enhance software supply chains
security. By fostering a security-first mindset and leveraging these strategies, orga-
nizations can better protect themselves against software supply chains threats [1].

1.2 Motivation

In the evolving landscape of software engineering, the significance of securing soft-
ware supply chains has grown exponentially. The interconnected nature of modern
software systems exposes them to an array of vulnerabilities, from compromised
third-party dependencies to malicious code injections. Incidents such as the Solar-
Winds and Kaseya breaches underscore the critical need for robust threat mitigation
mechanisms that can adapt to an ever-changing threat landscape.

Traditional approaches to software supply chain security often rely on static rules
and signature-based systems that struggle to keep pace with novel attack vectors.
This inadequacy highlights the urgent need for intelligent, adaptive solutions capable
of identifying and mitigating threats proactively. Large Language Models (LLMs)
have demonstrated exceptional capabilities in natural language processing and con-
textual understanding, but their effectiveness in specialized domains like software
supply chain security remains underexplored.

This research is driven by the potential to harness the power of LLMs to rev-
olutionize how software engineers and security practitioners address supply chain
vulnerabilities. By fine-tuning an LLM like Microsoft’s Phi-2 for this specific do-
main, we aim to bridge the gap between general-purpose language understanding
and domain-specific threat mitigation. This approach promises to provide actionable
insights, improve decision-making, and ultimately enhance the resilience of software
supply chains against sophisticated attacks.

1.3 Aim and Objectives

The primary aim of this research is to investigate the effectiveness of fine-tuning
Large Language Models (LLMs) for the domain-specific task of software supply chain
threat mitigation. By leveraging domain-specific datasets and advanced fine-tuning
techniques, this study seeks to enhance the capability of LLMs to address unique
challenges in software supply chain security.

Objectives

¢ Analyze Fine-Tuning Techniques: Evaluate and implement advanced fine-
tuning methodologies such as Parameter-Efficient Fine-Tuning (PEFT) with
Low-Rank Adaptation (LoRA) to adapt LLMs for software supply chain secu-
rity tasks.
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e Curate a Domain-Specific Dataset: Develop a comprehensive dataset that
encapsulates various facets of software supply chain threats, including incident
reports, best practices, and mitigation strategies.

e Model Performance Assessment: Compare the performance of the fine-
tuned Phi-2 model against its baseline version using robust evaluation metrics
such as ROUGE, BERTScore, and BLEURT, supplemented by qualitative as-
sessments from domain experts.

e Demonstrate Practical Applicability: Validate the fine-tuned model’s
practical utility through real-world case studies and feedback from cyberse-
curity professionals, ensuring its relevance to industry needs.

e Contribute to Software Engineering Practices: Provide actionable in-
sights and methodologies for integrating LLM-based solutions into the software
development lifecycle, emphasizing proactive security measures.

By achieving these objectives, this research aims to contribute significantly to
the fields of software engineering and cybersecurity, offering a novel approach to
mitigating risks in software supply chains through intelligent, Al-driven solutions.

1.4 Scope of the Research

This research focuses on the application of fine-tuned Large Language Models (LLMs)
to the domain of software supply chain security. The scope is defined by the following
key areas:

e Fine-Tuning Techniques: The study emphasizes advanced fine-tuning method-
ologies, particularly Parameter-Efficient Fine-Tuning (PEFT) with Low-Rank
Adaptation (LoRA), to optimize LLMs for domain-specific tasks.

e Software Supply Chain Threats: The research is restricted to addressing
vulnerabilities, risks, and mitigation strategies within software supply chains,
including third-party dependency management and open-source component se-
curity.

e Evaluation Metrics: Performance evaluation is based on both quantitative
metrics (e.g., ROUGE, BERTScore, BLEURT) and qualitative feedback from
cybersecurity professionals.

e Real-World Relevance: Practical applicability is validated through case
studies and professional insights, ensuring the solutions proposed align with
industry requirements.

This defined scope ensures the research remains focused, actionable, and relevant
to the challenges faced by software engineers and security practitioners.
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1.5 OQOutline

This thesis consists of seven sections: Introduction, Related Work, Method, Imple-
mentation, Results and Analysis, Discussion, and Conclusions and Future Work.Additional
information is presented in the Appendices.

e Section 1 ’Introduction,” provides the background, motivation, aims, objec-
tives, scope, and research gap.

e Section 2 'Related Work,” reviews existing research on LLM fine-tuning and
software supply chain threats.

e Section 3'Method,” outlines the proposed methodology.

e Section 4 'Implementation,” describes the practical implementation using Pa-
rameter Efficient Fine-Tuning (PEFT) with Low-Rank Adaptation (LoRA).

e Section 5 'Results and Analysis,” presents the findings from applying the
methodology and analyzes the effectiveness of different supply chain threat
mitigation approaches.

e Section 6 'Discussion,” analyzes the results and addresses validity threats and
limitations. Finally.

e Section 7 'Conclusions and Future Work,” summarizes the research contribu-
tions and outlines potential avenues for future research.
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Related work

J Howard et al. [17] introduced Universal Language Model Fine-tuning (ULMFiT),
a transfer learning method for NLP tasks that significantly improves upon existing
approaches. They developed novel fine-tuning techniques to prevent catastrophic
forgetting and ensure robust learning across various tasks. ULMFiT outperformed
state-of-the-art methods in six text classification tasks, achieving error reductions
of 18-24% on most datasets. Remarkably, even with just 100 labeled examples,
ULMFiT matched the performance of models trained from scratch on datasets 100
times larger. The authors open-sourced their pretrained models and code, aiming to
advance transfer learning developments in NLP through their findings.

N Ding et al. [10] explored "delta-tuning," a method for parameter-efficient adap-
tation of pre-trained language models (PLMs) that focuses on optimizing a small por-
tion of the model’s parameters while keeping the rest fixed. They categorized various
delta-tuning methods, including techniques such as Low-Rank Adaptation (LoRA),
Prefix Tuning, and Adapter Modules, and analyzed their theoretical principles from
optimization and optimal control perspectives. They conducted a comprehensive
empirical study on over 100 natural language processing tasks, evaluating the perfor-
mance of these delta-tuning techniques. The results demonstrated that delta-tuning
significantly reduces computational and storage costs while maintaining or enhancing
the performance of large-scale PLMs. This approach proved effective in making the
adaptation of PLMs more practical and efficient.

S Wang et al. [46] reviewed the entire software supply chains of Large Language
Models (LLMs) and Large Multimodal Models (LMMs), focusing on their develop-
ment, lifecycle stages, and integration into applications. It discussed core elements
such as model infrastructure, lifecycle processes from training to ongoing mainte-
nance, and the ecosystem for deploying these models in various domains. Challenges
highlighted included data privacy, model interpretability, scalability of infrastructure,
and regulatory compliance. The paper proposed future research directions to address
these challenges and ensure responsible deployment of LLMs, aiming to advance their
ethical use and technological development in artificial intelligence applications.

B Alt et al. [3] created a natural-language-based programming assistant to help
with complex industrial robot programming by offering interactive dialogues about
skills, example use-cases, and expected robot behavior. They trained three families of
Large Language Models (LLMs) using different domain-specific fine-tuning methods.
The models were evaluated using a semantic similarity metric and a user survey with
industry experts. The results showed that while domain-specific fine-tuning achieved
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robust domain transfer, it was not yet practical due to issues like hallucinations,
repetition, and language switching. They suggested that prompting strategies could
be promising alternatives and emphasized the need for larger-scale user surveys to
better assess real-world performance.

T Singla et al. [41] evaluated the ability of Large Language Models (LLMs),
specifically GPT-3.5 and Bard, to analyze historical software supply chains breaches.
They developed prompts for these models to categorize 69 security failures by type
of compromise, intent, nature, and impact. GPT-3.5 achieved an average accuracy
of 68% across these dimensions, while Bard achieved 58%. The study demonstrated
that LLMs could effectively characterize software supply chains failures when source
articles were detailed enough for human analysts to reach a consensus. However,
the models still exhibited limitations and could not yet fully replace human ana-
lysts, suggesting the need for further improvement and broader evaluation in future
research.

J Zheng et al. [52] developed LlamalT, a method for domain-specific machine
translation using Large Language Models (LLMs). They tackled challenges such
as sensitivity to input examples, high training costs, and issues with translating
rare words by implementing a prompt-oriented fine-tuning approach. This involved
constructing a task-specific mixed-domain dataset and fine-tuning the LLM with
LoRA (Low-Rank Adaptation), eliminating the need for input translation exam-
ples and reducing over-specialization. To enhance the LLM’s capability for trans-
lating rare words, they incorporated domain-specific bilingual vocabulary into new
prompts. They conducted extensive experiments on both publicly available and self-
constructed datasets to evaluate their approach. The outcomes showed that LlamalT
significantly improved the LLM’s domain-specific translation capabilities while pre-
serving its zero-shot translation abilities. This approach offered a more efficient and
effective way to adapt general-purpose LLMs for specific translation tasks.

O Zheng et al. [53| developed TrafficSafetyGPT, a model based on LLaMA, to
improve performance in transportation safety tasks where traditional LLMs strug-
gled. They fine-tuned this model using the TrafficSafety-2K dataset, which includes
human-labeled data from government guides and instruction-output pairs generated
by ChatGPT. This approach aimed to provide more accurate and reliable responses
in the transportation safety domain. The results showed that TrafficSafetyGPT out-
performed existing models in generating traffic safety knowledge, while also being
efficient in computational resource use and training time. This work highlights the
potential for enhancing LLMs in specialized fields like transportation safety.

Y Zhong et al. [54] addressed the need for automated methods in Construction
Management Systems (CMS) by exploring the potential of Transformer architecture.
They created the first CMS-specific corpora from academic papers and developed an
end-to-end pipeline for pre-training and fine-tuning domain-specific language models.
Using transfer learning, they pre-trained BERT and RoBERTa on these new corpora.
The best-performing models were then fine-tuned and outperformed models pre-
trained on general corpora. In text classification and named entity recognition tasks,
domain-specific pre-training improved F1 scores by 5.9% and 8.5%, respectively.
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These results show the effectiveness of domain-specific models in CMS and broader
construction-related fields.

J Zheng et al. [52] developed LlamalT for domain-specific machine translation,
and O Zheng et al. [53] introduced TrafficSafetyGPT for transportation safety tasks,
both demonstrating the efficacy of domain-specific fine-tuning. Y Zhong et al. [54]
addressed automated methods in Construction Management Systems (CMS) by pre-
training and fine-tuning domain-specific language models. Despite these advance-
ments, the application of LLMs to the critical area of software supply chains threat
mitigation remains unexplored.

Ohm et al. [32] conducted a detailed study of 174 software supply chain attacks
(2010-2020), establishing a fundamental taxonomy of attack vectors and patterns.
Their research revealed 41% of attacks targeted package managers while 28% focused
on build systems. The authors developed a comprehensive categorization system for
attack techniques, providing essential patterns for training machine learning models.
Their analysis of real-world incidents offers valuable insights for creating detection
strategies and has been extensively cited in subsequent security research. This work
forms a crucial foundation for developing automated threat detection systems, in-
cluding LLLM-based approaches.

Ladisa et al. [22] proposed a systematic approach to categorizing and analyzing
attacks on open-source software supply chains. Their research identified critical
vulnerabilities in dependency management systems and proposed a framework for
evaluating the effectiveness of various mitigation strategies. The study emphasized
the importance of automated security checks and continuous monitoring throughout
the software development lifecycle.

Ellison et al. [12] developed a comprehensive framework for evaluating and mit-
igating software supply chain security risks. Their research established key criteria
for assessing the security posture of software suppliers and proposed strategies for in-
tegrating security considerations into the software acquisition process. The authors
emphasized the importance of addressing security risks early in the development
cycle and maintaining visibility throughout the supply chain.

Martinez and Duran [28| analyzed the SolarWinds attack as a case study of
modern software supply chain threats. Their research highlighted the sophistication
of contemporary attacks and the limitations of traditional security measures. The
study proposed enhanced monitoring systems and integrity verification mechanisms
as critical components of an effective defense strategy.

Ellison and Woody [13] investigated the integration of security practices into
software development processes, focusing specifically on supply chain risk manage-
ment. Their work established a framework for incorporating security considera-
tions throughout the development lifecycle, emphasizing the need for systematic ap-
proaches to identifying and mitigating risks. The research demonstrated that early
integration of security measures could significantly reduce the impact of supply chain
attacks.
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Akinsola and Akinde [2] presented strategies for enhancing software supply chain
resilience through improved security practices and development lifecycle manage-
ment. Their research proposed a comprehensive framework for identifying and mit-
igating security risks, emphasizing the importance of continuous monitoring and
adaptive response mechanisms.

Adenekan et al. [1]| explored strategies for protecting I'T supply chains against cy-
bersecurity threats, focusing on practical implementation approaches. Their research
highlighted the importance of combining technical controls with organizational poli-
cies to create effective defense mechanisms against supply chain attacks.

2.1 Research Gap

Despite advancements in the development and fine-tuning of Large Language Models
(LLMs), their application to software supply chain threat mitigation remains un-
derexplored. Current research has predominantly concentrated on general-purpose
language understanding or domain-specific tasks unrelated to software engineer-
ing. Consequently, existing LLMs often lack the precision and contextual awareness
needed to address the nuanced challenges of software supply chain security.

This gap is particularly evident in:

e Specialized Knowledge: General-purpose LLMs fail to adequately address
domain-specific issues such as dependency vulnerabilities, malicious code injec-
tion, and build process integrity.

e Performance Limitations: Without domain-specific fine-tuning, LLMs tend
to produce generic or irrelevant responses, limiting their utility in critical se-
curity contexts.

e Integration Challenges: There is limited guidance on how to effectively
incorporate fine-tuned LLMs into the software development lifecycle to enhance
security practices.

Addressing this research gap is vital for advancing the use of Al-driven solutions
in software engineering and cybersecurity, ensuring that LLMs can provide precise,
actionable, and reliable insights for mitigating supply chain threats.
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Methodology

In this chapter, we will outline the approaches we took to answering the research
questions and discuss the reasons behind our decisions. In order to answer each
research question we conduct a literature review; however, for research questions
RQ1 and RQ2 we employ an experimental methodology.

3.1 Research Questions

RQ1: Which fine-tuning algorithms are most effective for adapting Large
Language Models (LLMs) to specialized topics such as software supply
chains threat mitigations?

Motivation: Determining the most effective fine-tuning algorithms for adapting
Large Language Models (LLMs) to specialized topics such as software supply chains
threat mitigations is crucial for enhancing their accuracy and relevance in these areas.
General-purpose LLMs often fall short when addressing specific domains, highlight-
ing the need for targeted fine-tuning. To answer this research question, we will
perform a literature review to identify and evaluate various fine-tuning algorithms
used in similar contexts. This will enable us to pinpoint the most effective meth-
ods for refining LLMs to better handle specialized topics, ultimately improving their
practical application and decision-making capabilities.

RQ2: How does the performance of a fine-tuned LLM on software supply
chain threat mitigations compare to its base model , and what implications
does this have for advancements in the software supply chain domain?

Motivation: This research evaluates the effectiveness of domain-specific fine-tuning
by comparing Microsoft’s Phi-2 in its fine-tuned state with its base model for ad-
dressing software supply chain threats. The study focuses on quantifying perfor-
mance improvements and exploring practical contributions to security practices and
resilience in the software supply chain domain.

A systematic approach is employed, using quantitative metrics such as ROUGE,
BERTScore, and BLEURT to measure semantic accuracy, relevance, and fluency.
Standardized domain-specific queries, including scenarios like vulnerability detec-
tion, mitigation planning, and threat intelligence synthesis, are used to assess the
capabilities of both models. Additionally, qualitative assessments by domain secu-
rity experts provide insights into the relevance, accuracy, and practical applicability

13
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of model outputs. Experts are also consulted to explore how the fine-tuned model can
enhance software development lifecycle (SDLC) processes, particularly in improving
vulnerability detection and mitigation.

3.2 Literature Review

Conducting a comprehensive literature review is essential for understanding and es-
tablishing a solid foundation for future investigation in any study. This involves gath-
ering relevant information from current research. The first research question, RQ1,
focuses on evaluating fine-tuning algorithms for adapting Large Language Models
(LLMs) to specialized topics, such as software supply chains threat mitigations. The
literature review is instrumental in identifying various approaches used in this field,
addressing key issues, and informing the direction of future research.

To achieve this, a thorough search strategy was implemented to locate relevant
research articles from academic databases such as Google Scholar, ScienceDirect,
IEEE Xplore, and ResearchGate. A snowballing strategy was employed to collect
sources and create the literature review. This involves using a group of relevant
papers to run both forward and backward searches, uncovering more appropriate
sources.

To ensure a comprehensive and relevant selection of papers, we used the following
search strings:

e "Fine-Tuning" AND "Large Language Models"

e "Domain-Specific" AND "Large Language Models"

e "Large Language Models" AND "Software Supply Chain Security"
e "Transfer Learning" AND "Cybersecurity" AND "LLMs"

e "Parameter-Efficient Fine-Tuning" OR "PEFT" AND "LLMs"

"Low-Rank Adaptation" OR "LoRA"

Papers were selected based on references to topics such as fine-tuning algorithms
for LLMs, performance comparisons of specialized versus general-purpose models,
and domain-specific fine-tuning techniques. The criteria for classifying the work as
relevant included their focus on machine learning techniques for specialized topic
adaptation, transfer learning methods, and hybrid deep learning models.

By systematically gathering and analyzing the existing literature, this review aims
to provide a comprehensive understanding of the current state of research on fine-
tuning LLMs for specialized topics. It will highlight the strengths and weaknesses of
various approaches, identify gaps in the current research, and suggest directions for
future investigation. As this literature review is a crucial methodology of this study,
providing a thorough overview of existing research on fine-tuning algorithms for



3.3. Dataset 15

LLMs in the context of software supply chains threat mitigations. By implementing
a robust search strategy and employing the snowballing technique, the review ensures
a comprehensive and relevant collection of sources, laying the groundwork for future
research and advancements in this field. The criteria for classifying the work as
relevant are as follows:

Inclusion criteria:

e Works closely related to current research and distributed through conferences,
journals, and books were recognized as relevant contributions.

e To keep the evaluation up to date with recent technical breakthroughs, only
items published after 2016 were evaluated.

e The associated work is available in BIBtext format.

Exclusion criteria:

e Any works that did not have full-text availability were excluded from consid-
eration.

e The articles which not published in English were also excluded from the review
process.

3.3 Dataset

To fine-tune our language model for software supply chains threat mitigation, we com-
piled a comprehensive dataset that encompasses a variety of data sources relevant to
the domain. This dataset includes both publicly available information and syntheti-
cally generated data to ensure broad coverage of possible scenarios and threats.

3.3.1 Data Collection

We started by gathering detailed incident reports from renowned cyber security
databases such as the National Vulnerability Database (NVD) [31] and MITRE
ATT&CK [6]. These incident reports provide real-world examples of software sup-
ply chains attacks, including attack vectors, methods of exploitation, and mitigation
strategies. The inclusion of these reports ensures that our model is trained on au-
thentic and varied instances of software supply chains threats.

In addition to incident reports, we incorporated whitepapers and guidelines from
leading cybersecurity organizations like the National Institute of Standards and Tech-
nology (NIST) and the Open Web Application Security Project (OWASP). These
documents offer in-depth analysis and recommended practices for managing soft-
ware supply chains risks, providing a robust theoretical foundation for our dataset.
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Furthermore, we utilized threat intelligence reports from prominent cybersecurity
firms such as Symantec, CrowdStrike, and FireEye. These reports often include up-
to-date information on emerging threats, detailed case studies of recent attacks, and
expert analyses of threat trends. By incorporating these sources, our dataset remains
current and relevant, reflecting the latest developments in the field of software supply
chains security.

3.3.2 Data Cleaning and Preprocessing

To ensure the quality and consistency of our dataset, we undertook extensive data
cleaning and preprocessing steps. First, text data from different sources were nor-
malized to a common format, ensuring consistency in terminology and structure.
This normalization process is crucial for reducing discrepancies and enhancing the
coherence of the dataset.

We utilized Byte Pair Encoding (BPE) to tokenize the data, enabling efficient
handling of the vocabulary. Tokenization is a critical step to ensure that the model
can process and understand the input text effectively. This process allows the input
to be broken into manageable units, facilitating better comprehension and analysis
by the model.

Furthermore, each data entry was meticulously labeled with relevant tags to
enhance supervised learning. These tags included instruction (typically represent-
ing user inputs), response (denoting the model’s answer), and type (categorized as
critical, major, or minor). This labeling was essential for the model to learn asso-
ciations between various components, particularly in the context of software supply
chain threats. By integrating this structured approach, we ensured a robust training
pipeline tailored to addressing software security challenges.

3.3.3 Data Augmentation

To increase the robustness of our dataset, we applied various data augmentation
techniques. One such technique was paraphrasing, where we used natural language
processing (NLP) techniques to generate multiple paraphrases of the same text. This
introduces variability and reduces overfitting, ensuring that the model does not be-
come too dependent on specific phrasings.

Another augmentation technique involved shuffling sentences within paragraphs
to create different contextual flows while preserving the overall meaning. This ap-
proach helps the model to generalize better by exposing it to varied sentence struc-
tures and contexts.

3.3.4 Dataset Statistics

Our final dataset comprised a diverse mix of real-world and synthetic data, ensur-
ing comprehensive coverage of software supply chains threats. The dataset includes
10,000 rows gathered from incident reports,whitepapers and guidelines,threat intel-



3.4. Interview 17

ligence reports , This extensive dataset provides a solid foundation for training our
language model.

To facilitate the training process, the dataset was divided into training and test
sets. The training set was used to fine-tune the model, while a separate set of
questions was utilized to evaluate the model’s performance. This approach ensures
that the model is trained and tested on distinct data, promoting generalizability and
robustness.

3.3.5 Ethical Considerations

We ensured that all data collected and used for this research adhered to ethical
standards and privacy regulations. Publicly available data was used in accordance
with their usage policies, and synthetic data generation was done to supplement and
not replace real-world data. We took care to exclude any sensitive or personally
identifiable information from our dataset.

Our approach to data collection and processing reflects our commitment to ethical
research practices and data integrity. By compiling and processing this extensive
dataset, we aim to equip our fine-tuned language model with the knowledge necessary
to effectively identify and mitigate software supply chains threats. This dataset serves
as the cornerstone of our research, enabling us to train a model that is both accurate
and reliable in its threat mitigation capabilities.

3.4 Interview

To investigate Research Question 2, this study employed semi-structured interviews
as the primary data collection method. Semi-structured interviews were selected
for their inherent flexibility in exploring participant perspectives while maintaining
consistent coverage of key topics across all respondents. This methodology enables
researchers to probe deeper into unexpected responses while ensuring standardization
of core inquiries |7].

3.4.1 Sampling

The study utilized a combination of non-probability sampling techniques to identify
and recruit participants with significant expertise in software supply chain security.
Two primary sampling methods were employed:

Expert Sampling: This method was chosen to identify participants with sub-
stantial domain knowledge and practical experience in software supply chain security.
The selection criteria focused on professionals with diverse roles within the security
domain, including;:

e Security Architect

e DevSecOps Engineers

e Supply Chain Security Specialists
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e Application Security Engineers

Snowball Sampling: To expand the participant pool, initial interviewees were
asked to recommend additional security professionals with relevant expertise. This
approach helped identify practitioners who could offer valuable insights into software
supply chain security practices and Al integration challenges [50].

The combination of these sampling methods ensured a comprehensive represen-
tation of perspectives across different security roles and experience levels, enhancing
the validity and reliability of the research findings.

3.4.2 Data Collection

The interview implementation followed a structured protocol to ensure consistency
and reliability:

Questionnaire Development:Created a standardized set of questions addressing
specific research objectives. Incorporated both technical and practical aspects of
software supply chain security. Designed questions to evaluate participants’ expe-
rience with AI/ML tools. Included scenarios for assessing the fine-tuned model’s
effectiveness

Interview Protocol:Conducted preliminary test interviews to validate ques-
tion clarity and effectiveness. Refined questions based on feedback from academic
advisors. Implemented standardized procedures for interview execution. Obtained
informed consent for recording and data usage.

Execution:Conducted interviews via zoom platform. Recorded sessions with
participant permission Maintained consistent interview duration (20-30 minutes).
Ensured uniform presentation of the fine-tuned model demonstration

Data Processing:Transcribed interviews using specialized software. Imple-
mented dual storage for data redundancy. Conducted systematic review of tran-
scripts for accuracy. Applied standardized coding procedures for analysis

This methodological approach ensures reproducibility while maintaining high
standards of academic rigor in data collection and analysis [29].

3.4.3 Data Analysis

We used thematic analysis as our main method for analyzing the interview data,
following established research protocols [4]. This method helps researchers identify
and analyze patterns in qualitative data, making it particularly valuable for software
engineering research [38]. We chose this approach because it allowed us to system-
atically examine how practitioners view and implement LLM solutions in software
supply chain security.

Our analysis began with a thorough review of all six interview transcripts. We
read through each transcript multiple times to gain a deep understanding of the
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practitioners’ experiences and observations regarding software supply chain security
and LLM implementation. This initial review helped us identify early patterns and
potential themes, following standard practices in software engineering research [43].

Next, we implemented a detailed coding process that combined two approaches:
looking for expected patterns (deductive coding) and discovering new insights from
the data (inductive coding) [36].

This approach helped us capture both anticipated findings about software sup-
ply chain security and unexpected insights about LLM applications. Through this
process, we identified five main themes that emerged from the data: Role and Experi-
ence, Evolution and Nature of Threats, Effectiveness and Application of Fine-Tuned
LLMs, Integration Challenges and Recommendations for Improvement, and Future
Implications for software supply chain Security Practices. We then refined these
themes through careful review and validation [30]. Each main theme was broken
down into smaller sub-themes, creating a structured framework that accurately rep-
resented the practitioners’ views on implementing LLMs in software supply chain
security.

To ensure accuracy, we continuously compared our themes against the original
interview data, making adjustments where needed to better reflect the participants’
perspectives [16]. The final step involved combining all these refined themes into a
clear, coherent narrative. We focused on presenting the findings in a way that would
be valuable for software engineering practitioners while maintaining research rigor.
This resulted in a comprehensive framework that shows how professional experience,
technical implementation, and future developments connect in the context of LLM
fine-tuning for software supply chain security.

3.5 Experiment

3.5.1 Experimental Design

The experimental design is structured to enable a rigorous comparative analysis of
two model versions:

e Base Model: The pre-trained Phi-2 model serves as the control group, rep-
resenting the standard capabilities of the LLM without any domain-specific
optimization.

e Fine-Tuned Model: The Phi-2 model fine-tuned using a curated dataset spe-
cific to software supply chain threat mitigation. This fine-tuning process aims
to enhance the model’s domain-specific knowledge and response capabilities.

This experimental setup directly evaluates the impact of domain-specific fine-
tuning on model performance, leveraging proven methodologies in recent LLM stud-
ies.
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3.5.2 Model Preparation

The study involves preparing two distinct versions of the Phi-2 model:

e Base Model: This is the unaltered pre-trained Phi-2 model, which acts as a
baseline to evaluate the impact of domain-specific fine-tuning.

e Fine-Tuned Model: The Phi-2 model fine-tuned on a dataset specifically
tailored to address software supply chain threats, providing a more focused
and context-aware version.

3.5.3 Data Collection and Preparation

A comprehensive dataset was compiled from reputable sources within the software
supply chain security domain. This dataset is divided into two key subsets:

e Fine-Tuning Dataset: Used exclusively to fine-tune the Phi-2 model, this
dataset includes domain-specific content focused on software supply chain vul-
nerabilities and mitigation strategies.

e Test Dataset: A separate dataset consisting of domain-specific test queries
and scenarios, designed to evaluate the performance of both the base and fine-
tuned models objectively.

3.5.4 Evaluation Metrics

We evaluate the proficiency of generated texts in software supply chains threat mit-
igation with domain questions of different kinds, including definition, inclusion, ex-
clusion, category, example, and guidance. The generated answers to these questions
are evaluated by several popular and reliable quantitative metrics, examining the
results from coverage, fluency, and brevity. For coverage, we selected ROUGE and
BERTScore. For fluency, we chose BLEURT.

ROUGE (Recall-Oriented Understudy for Gisting Evaluation)

It is an algorithm used to assess text summarization and machine translation. This
metric can evaluate the information coverage of automatically produced texts com-
pared to a reference passage, usually a human-written summary. ROUGE relies
on n-gram modeling, which considers word overlap between generated and refer-
ence texts. The common ROUGE scores include ROUGE-1 (overlap of unigrams),
ROUGE-2 (overlap of bigrams), and ROUGE-L (longest common subsequence-based
statistics). Since ROUGE was proposed to solve a summarization problem, it is very
effective and reliable for assessing information coverage. However, it can also result
in bias due to a lack of semantic meaning understanding [24|. Therefore, like BLEU,
a high ROUGE score may correspond to a sentence with a different meaning.
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BERT Score

It is a recently proposed metric based on the large language model BERT. It relies on
BERT’s prediction results to evaluate candidate sentences and reference sentences by
tokens. BERTScore computes token similarity with context embeddings, replacing
exact word matches. This evaluation focuses more on comparison in a vectorized
embedding space instead of a common letter system, making it more suitable for large
language model evaluation. Since BERT is developed using mask modeling, its word
embeddings can reflect mask-filling accuracy and help effectively assess information
coverage. However, one significant weakness is language model dependency, where
model bias may be introduced in the evaluation process [51].

BLEURT (Bilingual Evaluation Understudy with Representa-
tions from Transformer)

It is used to evaluate the fluency of generated texts. This evaluation metric is devel-
oped based on BERT, derived from the outputs of a robust BERT model pre-trained
on perturbed synthetic sentences from Wikipedia. This metric can reflect the para-
phrase level and language fluency. Although it relies on a large language model and
may induce model bias, its fluency assessment is more reliable due to pretraining on
a large set of synthetic data [37].

3.5.5 Experimental Procedure

The experimental process involves:

1. Question Presentation: Identical sets of test queries related to software
supply chain security are presented to both the base and fine-tuned models.

2. Response Generation: Each model generates responses to the queries, which
are recorded for evaluation.

3. Automated Evaluation: Responses are analyzed using quantitative metrics
(BERTScore, ROUGE, BLEURT).

4. Comparative Analysis: Performance differences between the base and fine-
tuned models are systematically evaluated across all metrics, complemented by
manual analysis.

3.5.6 Summary

This methodological framework ensures a comprehensive evaluation of the effective-
ness of domain-specific fine-tuning. By assessment, the research provides a nuanced
understanding of the benefits and limitations of fine-tuning LLMs in addressing soft-
ware supply chain threats. This approach is tailored to meet the specific challenges
of the domain, offering actionable insights for future advancements in software engi-
neering and cybersecurity.
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Implementation

In our implementation of fine-tuning, we adapted a pre-trained model to perform
specific tasks or handle particular datasets. Traditional fine-tuning, which involves
updating all model parameters, was recognized as resource-intensive and impracti-
cal for large models. To overcome these challenges, we employed advanced tech-
niques such as Parameter-Efficient Fine-Tuning (PEFT) with Low-Rank Adaptation
(LoRA), which significantly enhanced the efficiency of the fine-tuning process.

4.1 Low-Rank Adaptation (LoRA)

Concept of LoRA

LoRA is designed to reduce the number of trainable parameters during fine-tuning by
introducing low-rank matrices into the model’s layers. The key idea is to decompose
the parameter matrix W into two smaller matrices A and B such that:

WaW+A-B (4.1)

where A and B are low-rank matrices. This approximation significantly reduces the
number of parameters that need to be updated.

Efficiency

By reducing the dimensions of A and B compared to the original matrix W, LoRA
decreases the total number of trainable parameters. This reduction leads to faster
training times and lower memory usage, making it feasible to fine-tune very large
models.

Implementation of LoRA

e Choosing the Rank: Select a rank r that defines the dimensions of matrices
A and B. A smaller rank results in fewer parameters but may reduce the
model’s ability to capture complex patterns.

e Matrix Multiplication: During forward propagation, the model approxi-
mates the parameter matrix W as W + A - B. The matrices A and B are
updated during training, while W remains fixed.

24
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4.1.1 Parameter-Efficient Fine-Tuning (PEFT)
Principles of PEFT

PEFT is a broader framework that includes methods like LoRA to efficiently fine-
tune models. PEFT aims to minimize the number of parameters updated during
training while maintaining model performance.

e Selective Parameter Update: Instead of updating all model parameters,
PEFT focuses on updating only a subset or introducing additional parameters
that are easier to train.

e Adaptation Layers: PEFT may introduce new layers or adapters into the
model. These adaptation layers can be trained while keeping the original
model’s parameters fixed or partially fixed.

The selection of Parameter-Efficient Fine-Tuning (PEFT) with Low-Rank Adap-
tation (LoRA) for fine-tuning the Phi-2 model was driven by their efficiency, scalabil-
ity, and ability to preserve pre-trained knowledge while adapting to domain-specific
requirements. Traditional full fine-tuning methods require updating all model pa-
rameters, which is computationally expensive and impractical for large models. In
contrast, LoRA reduces the number of trainable parameters by introducing low-rank
matrices, significantly lowering memory consumption and accelerating the training
process. Similarly, PEFT allows fine-tuning with fewer resources while maintaining
strong performance, making it particularly suitable for cybersecurity applications
that require frequent updates to threat detection models.

Given the rapidly evolving nature of cybersecurity threats, scalability is a crucial
factor—LoRA enables quick adaptation without the need for extensive retraining,
and PEFT strategies such as Adapter Layers and QLoRA further optimize fine-tuning
within memory-constrained environments. Another advantage of these methods is
their ability to preserve pre-trained knowledge, avoiding the risk of catastrophic for-
getting that often accompanies full fine-tuning. LoRA selectively fine-tunes specific
layers, ensuring that the model retains its general linguistic capabilities while incor-
porating cybersecurity-specific insights. Compared to other fine-tuning techniques,
full fine-tuning is computationally prohibitive, adapter layers are efficient but may
struggle with highly dynamic security contexts, and knowledge distillation reduces
model size but risks losing important domain-specific knowledge. In contrast, PEFT
with LoRA provide an optimal balance between efficiency, domain adaptation, and
model retention, making them the preferred approach for fine-tuning the Phi-2 model
for cybersecurity applications.

Implementing PEFT with LoRA

e Adapter Layers: Insert LoRA layers into the transformer architecture. These
layers are placed in specific locations (e.g., attention layers) where they can
effectively adapt the model to new tasks.
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e Gradient Checkpointing: To reduce memory usage during training, gradient
checkpointing is used. This technique involves storing only some intermediate
activations and recomputing others as needed during backpropagation.

4.2 Practical Implementation in a Notebook

This section outlines our detailed approach to implementing fine-tuning using Parameter-
Efficient Fine-Tuning (PEFT) with Low-Rank Adaptation (LoRA) in a notebook
environment. We cover the steps involved, including setting up the environment,
loading and preparing the dataset, configuring the model and LoRA, fine-tuning,
and evaluating the model’s performance.

Setting Up the Environment

We began our implementation by configuring the notebook environment with the
necessary libraries and dependencies. We chose platforms such as Google Colab or
Kaggle, which offer free GPU access to expedite the training process.

We then installed the required libraries using pip commands. The libraries we
installed include:

e transformers: Provides tools for loading pre-trained models and tokenizers,
essential for working with advanced language models.

e datasets: Facilitates access to various datasets and their preprocessing.

e bitsandbytes: Offers utilities for model quantization, reducing memory usage
and computational costs.

e peft: Includes methods for parameter-efficient fine-tuning, such as LoRA, en-
abling efficient adaptation of large models.

By installing these libraries, we ensured that all necessary tools for model loading,
tokenization, and training were available.

Loading the Dataset

With the environment set up, we proceeded to load and inspect our dataset. We
used a diverse dataset that included real-world incident reports, whitepapers, threat
intelligence reports, and synthetic data generated to cover various software supply
chains scenarios.

To facilitate the loading process, we utilized the HuggingFace datasets library.
The following code snippet was employed to load the dataset:

from datasets import load_dataset
dataset = load_dataset("software_supply_chain_threats.csv")
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After loading the dataset, we conducted an inspection to understand its format
and contents. We examined sample entries to ensure the dataset contained rel-
evant data, including incident reports, guidelines, threat intelligence reports, and
synthetic scenarios. This dataset, designed to cover a broad range of software sup-
ply chains threats, was structured with fields such as ’incident report’, guidelines’,
'threat intelligence’, and 'synthetic_scenarios’, ensuring it was suitable for training
and evaluation purposes.

Preparing the Model

With the dataset ready, the next step is to load and configure a pre-trained language
model. In this case, we use the Phi-2 model from Microsoft, which is a powerful
language model suitable for fine-tuning tasks.

To load the model and tokenizer, you can use the following code:

from transformers import AutoModelForSeq2SeqlLM, AutoTokenizer

model_name = ’microsoft/phi-2’
model = AutoModelForSeq2SeqLM.from_pretrained(model_name)
tokenizer = AutoTokenizer.from_pretrained(model_name)

The tokenizer is used to convert text into token sequences that the model can process.

Optionally, if you want to optimize memory usage, you can apply quantization us-
ing the bitsandbytes library. Quantization reduces the precision of the model’s
weights, which helps in making the model more efficient in terms of both memory
and computation:

import bitsandbytes as bnb

model = bnb.quantize_model(model, dtype=’int4’)

Quantization involves converting model weights to lower-bit representations, which
can significantly reduce the model’s memory footprint and speed up inference and
training.

Tokenization

Tokenization is a crucial step that involves converting raw text data into tokens
that the model can process. The text data needs to be transformed into a format
compatible with the model’s input requirements.

To achieve this, define a tokenization function that processes dialogues and sum-
maries, ensuring that sequences are padded and truncated to fit the model’s con-
straints:

def tokenize_function(examples):
return tokenizer(examples[’dialogue’], truncation=True,
padding=’max_length’, max_length=512)
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Apply this function to the entire dataset to obtain tokenized sequences:
tokenized_datasets = dataset.map(tokenize_function, batched=True)

Tokenization maps a text sequence x into a sequence of token IDs t:

t = Tokenizer(z) (4.2)

After tokenization, you need to prepare the input and label sequences for the
model. This involves removing unnecessary columns from the tokenized dataset and
setting up the labels for training:

model_inputs = tokenized_datasets[’train’].remove_columns([’summary’])
model_inputs[’labels’] = tokenized_datasets[’train’] [’summary’]

Pre-Processing the Dataset

Pre-processing ensures that the dataset is correctly formatted and ready for training.
This step involves setting up data collators and data loaders.

A data collator is responsible for dynamically padding sequences during training,
which helps in managing batch sizes and input lengths. Use the DataCollatorFor
Seq2Seq from the transformers library:

from transformers import DataCollatorForSeq2Seq

data_collator = DataCollatorForSeq2Seq(tokenizer, model=model)
Next, create a Datal.oader to handle batching and shuffling of the data:

from torch.utils.data import Dataloader
train_dataloader = Dataloader(model_inputs, batch_size=8,

collate_fn=data_collator)

The DatalLoader prepares batches of tokenized input sequences X and corresponding
output sequences Y for training.

Configuring PEFT with LoRA

Configuring PEFT with LoRA involves setting up the LoRA-specific parameters and
integrating them into the model.

First, define the LoRA configuration, which includes specifying the rank r. The
rank determines the dimensions of the low-rank matrices A and B:

from peft import LoRAConfig, apply_lora

lora_config = LoRAConfig(rank=8)
model = apply_lora(model, config=lora_config)
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LoRA introduces low-rank matrices such that:
Wadaptea =W + A+ B (4.3)

where W is the original weight matrix, and A and B are low-rank matrices with
dimensions determined by r.

Next, integrate PEFT into the model training pipeline. Use the PEFT framework
to manage parameter-efficient fine-tuning;:

from peft import Trainer, TrainingArguments

training_args = TrainingArguments(
per_device_train_batch_size=8,
num_train_epochs=3,
logging_dir=’./logs’,

trainer = Trainer(
model=model,
args=training_args,
train_dataset=model_inputs,
data_collator=data_collator,

Fine-Tuning the Model

Fine-tuning involves training the model on the prepared dataset using the LoRA-
enhanced configuration. This step updates the model parameters to improve its
performance on the specific task.

Run the training process using the Trainer class:
trainer.train()

During training, the model parameters are updated to minimize the loss function £:
L(0) = Z Loss(yi, 9i) (4.4)

where 6 represents the trainable parameters, y; are the true summaries, and y;
are the predicted summaries.

4.2.1 Conclusion

In this section, we have detailed the process of fine-tuning a pre-trained language
model using PEFT with LoRA. We covered setting up the environment, loading and
preparing the dataset, configuring the model and LoRA, fine-tuning, and evaluat-
ing the model using ROUGE, BERTScore, and BLEURT. By incorporating these
metrics, we ensure a comprehensive assessment of the model’s performance, provid-
ing valuable insights into its effectiveness in handling specific tasks with reduced
computational resources and time.



Chapter 5

Results and Analysis

5.1 Literature Review Results and Analysis

5.1.1 Literature Review

To answer related research questions, this study uses a literature review methodol-
ogy. The primary goal of this study is to assess fine-tuning algorithms for adapting
Large Language Models (LLMs) to specialized topics such as software supply chain
threat mitigations, as outlined in RQ1. A literature review methodology was used to
identify relevant studies on fine-tuning LLMs for software supply chain threat miti-
gation. The search process initially retrieved 93 research papers from databases such
as IEEE Xplore, ScienceDirect, Google Scholar, and ResearchGate. After applying
relevance filters based on title and abstract screening, this was narrowed down to
42 papers. Further refinement using backward and forward snowballing techniques
resulted in a final selection of 27 key research articles for in-depth review. To achieve
this goal, the study begins by reviewing existing research papers in this area to un-
derstand the different fine-tuning methods that have been used. A literature review
is performed to identify and evaluate the algorithms that are most effective for this
purpose. The results of this study, as presented in the research, bring together valu-
able insights gathered from various research sources, providing a strong foundation
for the subsequent phases of the investigation.Table 5.1 summarizes the key papers
reviewed and their main conclusions regarding fine-tuning algorithms.
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Table 5.1: Summary of Literature Review Findings on Fine-tuning Algorithms

Paper Title

Conclusions Drawn

TrafficSafetyGPT: Tuning a Pre-
trained Large Language Model
to a Domain-Specific Expert in
Transportation Safety [53].

Fine-tuning Large Language
Models  for  Domain-specific
Machine Translation [18].

The paper uses several fine-tuning algo-
rithms to enhance large language models
(LLMs) in the financial domain. LoRA
(Low-Rank Adaptation) selectively updates
weight matrices to improve efficiency. PEFT
(Parameter-Efficient Fine-Tuning) adds and
fine-tunes a small number of new parameters,
balancing performance and cost. Adapter
methods insert small neural networks into
each layer, preserving pre-trained knowledge
while adapting to new tasks. These algo-
rithms are chosen for their ability to optimize
performance, handle rapid market changes,
and meet high accuracy and security require-
ments.

The paper proposes a prompt-oriented fine-
tuning method called LlamalT for domain-
specific machine translation (MT). They
use LoRA (Low-Rank Adaptation) for fine-
tuning a general-purpose LLM (such as
Llama2-7B) on a mix-domain dataset to en-
hance MT capabilities without needing in-
context examples or post-processing. This
method also preserves zero-shot MT ca-
pabilities.  Additionally, they incorporate
domain-specific bilingual vocabulary to im-
prove the translation of rare words. The
goal is to address the high training costs
and over-specialization associated with tra-
ditional fine-tuning methods while maintain-
ing efficiency and effectiveness.
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Paper Title Conclusions Drawn

Automating research synthesis In the paper, fine-tuning is performed us-

with domain-specific large lan- ing two primary methods: LoRA (Low-Rank

guage model fine-tuning [44]. Adaptation) and NEFTune (Noise-Enhanced
Fine-Tuning). LoRA is employed to adjust
parameters efficiently and quickly, leveraging
low-rank adaptations to enhance model per-
formance without extensive computational
resources. NEFTune introduces noise into
embedding vectors, aimed at improving the
model’s generalization capabilities. These al-
gorithms are chosen for their ability to en-
hance fine-tuning efficiency and performance,
making them suitable for domain-specific
tasks such as automating systematic litera-
ture reviews (SLR).

Fine Tuning LLM for Enterprise: The paper uses Parameter-Efficient Fine-

Practical Guidelines and Recom- Tuning (PEFT) methods, specifically LoRA

mendations [45]. and QLoRA, for adapting large language
models. LoRA reduces trainable param-
eters by adding small, trainable submod-
ules, enhancing efficiency and performance.
QLoRA further reduces model size by quan-
tizing weights to 4-bit precision, making it
suitable for limited-memory environments.
These methods are chosen for their efficiency
in reducing computational demands and fine-
tuning time while maintaining performance.

LoRA ensembles for large lan- The paper proposes using LoRA (Low-Rank

guage model fine-tuning [47]. Adapters) ensembles for fine-tuning large
language models (LLMs). This method ad-
dresses the challenges of storing and using
multiple LLM copies for ensembling, which is
impractical due to their large size. LoRA en-
sembles allow efficient parameter sharing by
learning low-rank additive correction terms,
which significantly reduce the number of
trainable parameters. This approach pro-
vides the necessary randomness for variabil-
ity across ensemble components, improving
accuracy and uncertainty quantification. Ad-
ditionally, LoRA ensembles are compatible
with various regularization techniques, fur-
ther enhancing model performance.
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Paper Title

Conclusions Drawn

A Split Parameter-Efficient Fine-
Tuning Framework for Large Lan-
guage Models [26].

Small Language Models for Ap-
plication Interactions: A Case
Study [23]

Optimizing Phi-2: A Deep Dive
into Fine-Tuning Small Language
Models [49]

The authors implemented SplitLoRA for
fine-tuning large language models in a dis-
tributed setting. They divided the pre-
trained model between client servers and a
central server: clients handle initial Trans-
former layers, while the central server man-
ages the rest. LoRA adapters were applied
to both segments. During training, clients
perform forward passes, send activations to
the central server for completion, and re-
ceive gradient information for local back-
propagation. Periodic aggregation of client-
side adapters synchronizes the model. This
method enables efficient parallel training,
reducing computational and communication
overhead, ideal for resource-constrained edge
computing environments.

Phi-2 performs exceptionally well for
domain-specific fine-tuning due to its
balance of size (2.7B parameters) and
performance. It was preferred because it
matches or exceeds models 25x larger in
specialized tasks like planning and real-time
data analysis. Its compact size also makes
it easier to integrate with industry appli-
cations, reducing computation and storage
costs.

In this paper Phi-2 was chosen for fine-tuning
due to its efficient memory usage and its
adaptability through techniques like Low-
Rank Adaptation (LoRA). These advance-
ments allow Phi-2 to achieve high domain-
specific performance while avoiding the com-
putational overhead associated with larger
models. The use of QLoRA enhances its
ability to handle large datasets efficiently,
which is beneficial for constrained environ-
ments.  This optimization ensures Phi-2
remains a robust choice for targeted fine-
tuning. The paper highlights its practical ad-
vantages in scenarios with limited computa-
tional resources. Consequently, Phi-2 stands
out for its parameter-efficient training and
versatility.
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Paper Title Conclusions Drawn

Fine-Tuning Microsoft Phi-2 for Phi-2’s design, tailored for tasks requiring

software supply chain Threat deep understanding and pattern recognition,

Mitigation [34] shows outstanding effectiveness in mitigating
software supply chain threats. Its smaller
size compared to GPT-based models, com-
bined with superior performance in multi-
step reasoning, math, and coding, makes it
a compelling choice for fine-tuning. The re-
duced computational costs associated with
Phi-2 enhance its scalability and practi-
cal application. Its performance in spe-
cific domains exemplifies its utility in ad-
dressing complex security challenges. The
model’s compact architecture proves advan-
tageous for high-stakes, resource-intensive
tasks. Overall, Phi-2’s capabilities and ef-
ficiency make it a leading option for special-
ized applications.

5.1.2 Analysis from the literature review

In the paper [18], the authors delve into various fine-tuning techniques aimed at
enhancing the efficiency and performance of large language models (LLMs). Among
these, Parameter-Efficient Fine-Tuning (PEFT) with Low-Rank Adaptation (LoRA)
are highlighted as key strategies. The paper discusses how LoRA selectively fine-
tunes weight matrices within Transformer layers, reducing the overall computational
demands while retaining strong performance. PEFT similarly enhances the model
by adding a small number of new parameters to the pre-trained model, making it
highly cost-effective and computationally feasible. This analysis directly motivates
our decision to use Phi-2 with PEFT with LoRA techniques as these methods en-
sure the pre-trained model’s integrity is preserved while being adapted to new tasks
through linear transformations. This allows us to fine-tune the model efficiently for
domain-specific applications like software supply chain security [49].

In [53], the use of PEFT with LoRA is further explored in a domain-specific con-
text, with the paper highlighting their ability to optimize performance and balance
computational demands. The selective updates to weight matrices with LoRA help
retain the core capabilities of the pre-trained model while making targeted improve-
ments for task-specific operations, such as handling safety protocols in transporta-
tion. By applying these methods, the authors demonstrate how the base model can
be rapidly adapted to meet new requirements. This directly influences our choice
of Microsoft Phi-2, as we aim to fine-tune the model specifically for cybersecurity
applications, particularly in threat mitigation within software supply chains [34].

In [44], both LoRA and NEFTune (Noise-Enhanced Fine-Tuning) are used to op-
timize fine-tuning efficiency. LoRA’s low-rank adaptations are employed to efficiently
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adjust parameters without excessive resource usage, while NEFTune introduces noise
to improve the model’s generalization capabilities. The flexibility and cost-effective
nature of these methods for domain-specific tasks further underscore the practicality
of using LoRA in our fine-tuning process for Phi-2. In software supply chain security,
adaptability and efficiency are paramount, making LoRA an ideal choice [49].

Lastly, the paper [45] [47] provides a clear rationale for using PEFT with LoRA in
enterprise-level applications. By reducing trainable parameters, LoRA and QLoRA
offer a balance between performance and memory usage, ensuring that large mod-
els can be fine-tuned in environments with limited computational resources. Given
the large datasets and high memory requirements typical in cybersecurity and threat
analysis, LoRA’s ability to minimize computational overhead while maintaining model
integrity strongly motivates its application in our Phi-2 fine-tuning [34] [49].

Together, these papers illustrate the efficiency, flexibility, and scalability of PEFT
with LoRA, making them ideal choices for fine-tuning Phi-2. They enable the model
to be optimized for domain-specific tasks like software supply chain threat mitigation
while minimizing resource consumption and maintaining high performance.

5.2 Interview Results

5.2.1 Demographics

Participant Demographics and Professional Background Our research gathered de-
tailed demographic information from six experienced practitioners in the field of
software supply chain security. This data was essential for establishing the credi-
bility of our findings and ensuring participants had sufficient expertise to provide
meaningful insights into LLM implementation for security purposes.

Table 5.2: Participant Demographics

Role Experience (Years) Area of Expertise

DevSecOps Engineer 7 CI/CD Security, Build Process
Security ,Supply Chain Security

Security Architect 13 Supply Chain Risk Management

Security Analyst 6 Threat Detection, Vulnerability
Management

Security Architect 11 Security Architecture, Risk As-
sessment

DevSecOps Engineer 4 Pipeline Security, Container Secu-
rity

Application Security 4 Code Security, Dependency Man-

Engineer agement
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The participants represented a balanced mix of technical leadership positions
across different organizational contexts. Their average experience of 7.5 years in the
field demonstrates significant exposure to software supply chain security challenges.
This diverse participant pool provided comprehensive insights into both strategic
and operational aspects of implementing LLM-based security solutions [42]. Key
characteristics of the participant group included:

Direct involvement in software supply chain security. Experience with AI/ML
tools in security contexts. Practical knowledge of threat mitigation strategies. Fa-
miliarity with modern development practices

The participants varied backgrounds and expertise levels enabled a thorough
examination of the research questions from multiple perspectives, strengthening the
validity of our findings [50]. Their collective experience spans the recent evolution of
software supply chain security, including responses to major security incidents and
the integration of Al-driven solutions.

5.2.2 Interview Summary and Findings

Thematic Analysis

According to the Second Research Question, we have identified five key themes:

e Role and Experience

e Evolution and Nature of Threats

Effectiveness and Application of Fine-Tuned LLMs

Integration Challenges and Recommendations for Improvement

Future Implications for software supply chain Security Practices

Detailed Interview Analysis

Interviewee 1

Role and Expertise Leads the supply chain security practice with 13 years of
experience in securing software development and deployment pipelines. Specializes
in building architectures that defend against sophisticated threats, balancing security
needs with operational efficiency.

Evolving Threats Over time, threats have evolved from malicious public repos-
itory packages to more complex attacks targeting build environments and signing
infrastructure. Incidents have occurred where attackers maintained persistence for
extended periods, emphasizing the need for advanced detection and response strate-
gies.
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Effectiveness of Fine-Tuned LLMs The fine-tuned LLM was notably more ef-
fective than general-purpose models in understanding supply chain-specific contexts.
Its actionable recommendations, aligned with standards like SLSA, made it highly
relevant for addressing complex security challenges.

Limitations and Recommendations Despite its strengths, the model struggles
with newer, novel threats and interconnected scenarios. Suggested enhancements
include deeper integration with software composition analysis tools and capabilities
for mapping supply chain attack surfaces to improve its practicality.

Future Impact Fine-tuned LLMs are expected to play a significant role in proac-
tive security measures, democratizing access to expertise for smaller teams. However,
human oversight remains critical for refining and implementing recommendations.

Interviewee 2

Role and Expertise With seven years of experience, leads DevSecOps practices
focused on automating security processes, securing build pipelines, and managing
third-party dependencies. Expertise lies in mitigating vulnerabilities across develop-
ment workflows.

Evolving Threats Highlighted a shift from basic access controls to comprehensive
pipeline security due to incidents like SolarWinds. These threats have prompted
organizations to adopt practices such as reproducible builds, artifact signing, and
dependency pinning to protect their supply chains.

Effectiveness of Fine-Tuned LLMs Commended the fine-tuned LLM for its
ability to identify CI/CD pipeline risks and offer targeted controls. Its contextual
recommendations aligned well with modern DevSecOps practices, making it suitable
for real-world application.

Limitations and Recommendations Identified limitations in the model’s han-
dling of newer tools and platforms, as well as its guidance for high-velocity and
cloud-native environments. Suggested improvements include enhanced analysis of
pipeline configurations and automated policy generation.

Future Impact Fine-tuned LLMs are seen as critical for embedding security ear-
lier in development cycles, particularly in fast-paced environments. By providing
actionable guidance, these tools can help balance security with development veloc-
ity, though human expertise will always be essential for decision-making.

Interviewee 3
Role and Expertise With six years of experience as a Senior Security Analyst,

focuses on identifying and mitigating software supply chain risks. Responsibilities
include managing third-party dependencies, monitoring ecosystems, and ensuring
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secure development practices. Expertise lies in vulnerability assessment and incident
response, particularly for modern supply chain challenges.

Evolving Threats Observed a significant evolution in threats, from simple out-
dated dependencies to sophisticated pipeline-wide attacks. The SolarWinds incident
marked a turning point, prompting the adoption of comprehensive security measures
to address these new challenges.

Effectiveness of Fine-Tuned LLMs Found the fine-tuned LLM promising for
understanding supply chain security concepts. Its contextual relevance in areas like
dependency management and artifact verification was impressive, but there is a need
for more extensive testing across various scenarios to fully assess its effectiveness.

Limitations and Comparisons Compared to general-purpose LLMs, the fine-
tuned model demonstrated a deeper understanding of supply chain-specific termi-
nology and nuances. However, it occasionally relied on general advice rather than
specific technical guidance, especially regarding newer tools and frameworks.

Recommendations for Improvement Suggested that the model could benefit
from integrating knowledge of current vulnerability databases and attack patterns.
Additionally, emphasized the importance of providing concrete remediation steps and
enhancing integration with CI/CD platforms for practical application.

Future Impact Envisions fine-tuned LLMs as valuable for initial security assess-
ments and team training, particularly in educating developers about supply chain
security best practices. However, their role is expected to remain advisory, comple-
menting human decision-making rather than replacing it.

Interviewee 4

Role and Expertise With 11 years in cybersecurity, oversees security architecture
for a microservices ecosystem. Experience has transitioned from perimeter security
to in-depth supply chain security, now a critical part of the responsibilities.

Evolving Threats Observed a shift toward threats embedded in development
tools, with incidents like Log4j underscoring the need for rigorous inventory and
verification processes. Emphasized the importance of viewing build systems as crit-
ical security assets.

Effectiveness of Fine-Tuned LLMs Found the fine-tuned LLM adept at under-
standing supply chain concepts, particularly build system security and dependency
management. However, highlighted the need for further testing to evaluate its han-
dling of complex enterprise scenarios.
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Limitations and Comparisons The model demonstrated improvements over
general-purpose LLMs but occasionally defaulted to generic advice in nuanced con-
texts. Viewed it as a complementary tool for training and assessments, not a re-
placement for established solutions like Snyk.

Recommendations for Improvement Suggested deeper integration with vul-
nerability databases and the ability to analyze dependency files directly. Also rec-
ommended providing tailored guidance for various development environments.

Future Impact Foresees these models becoming essential educational tools, bridg-
ing the gap between developers and security specialists. However, emphasized that
their real impact depends on maturing the technology to handle real-world complex-
ity and emerging threats.

Interviewee 5

Role and Expertise With four years of experience as a Senior DevSecOps En-
gineer, focuses on integrating security into CI/CD pipelines, managing container
security, and ensuring secure dependency management. The team’s primary respon-
sibility is securing build processes end-to-end, ensuring robustness against supply
chain threats.

Evolving Threats Observed a dramatic increase in the complexity of software sup-
ply chain threats, especially with the adoption of microservices and container-based
architectures. The Codecov breach highlighted vulnerabilities in build processes,
prompting the team to enhance security protocols significantly.

Effectiveness of Fine-Tuned LLMs Found the fine-tuned LLM useful, partic-
ularly for container security and CI/CD pipeline protection. It provided relevant
insights into DevOps-specific challenges, though there is a need for additional test-
ing in complex, real-world scenarios.

Limitations and Comparisons While the fine-tuned model excelled in offering
contextual suggestions, it did not match specialized tools like Snyk or Aqua Security
for direct vulnerability detection. Valued its role as an educational aid but did not
see it replacing dedicated security tools.

Future Impact Envisions fine-tuned LLMs becoming vital for developer training
and early-stage security validation, aiding teams in identifying potential issues early.
However, emphasized that these tools are not yet reliable enough for automated
decisions in production environments.

Interviewee 6
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Role and Expertise Focuses on secure code review and vulnerability assessments,
with four years of experience. Though has not dealt with major supply chain inci-
dents directly, has implemented preventive measures such as dependency scanning
and enhanced security controls in development workflows.

Evolving Threats Noted a shift from maintaining updated dependencies to ad-
dressing comprehensive threats highlighted by incidents like SolarWinds. These
prompted stricter controls on third-party components and build processes within
the organization.

Effectiveness of Fine-Tuned LLMs Appreciated the model’s clarity in identify-
ing common risks and providing detailed suggestions about dependency management.
However, expressed the need to test its performance in complex, real-world scenarios
involving modern frameworks.

Limitations and Comparisons While the fine-tuned LLM excelled at explaining
dependency-related risks, it fell short in areas such as containerization and newer
technologies. Viewed it as a learning and advisory tool rather than a replacement
for specialized solutions like Snyk.

Recommendations for Improvement Suggested enhancements included direct
integration with package managers, more specific guidance on security fixes, and
improved capabilities for securing build tools.

Future Impact Sees potential in these models to democratize security knowledge,
aiding teams without dedicated experts. However, believes they will complement
rather than replace human expertise and specialized tools.

5.3 Experiment Results

5.3.1 Introduction

This chapter presents the evaluation results of the fine-tuned Microsoft Phi-2 model,
which has been specifically adapted to address threats in software supply chains. Our
objective was to evaluate the model’s effectiveness in identifying potential risks and
proposing mitigation strategies tailored to this domain. The evaluation compared
the performance of our fine-tuned model against a baseline Microsoft Phi-2 model,
focusing on improvements in accuracy, relevance, and practical utility in a software
engineering context.

5.3.2 Overview of Model Performance

The fine-tuned Microsoft Phi-2 model was evaluated on its ability to accurately iden-
tify threats and generate actionable mitigation strategies related to software supply
chains. Performance metrics, including accuracy, precision, recall, and F1-score, were
utilized to quantify the model’s effectiveness. Additionally, qualitative analysis was
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conducted to assess the relevance and practicality of the responses generated by the
model in real-world software engineering scenarios.

Evaluation Results

This section presents the results of the evaluation of the fine-tuned Microsoft Phi-2
model, adapted to address threats in software supply chains. The evaluation uti-
lized ROUGE, BERTScore, and BLEURT metrics to assess the model’s performance
in generating actionable mitigation strategies. The following subsections provide a
comprehensive analysis of the results obtained from these metrics.

ROUGE Scores

ROUGE metrics were employed to evaluate the overlap between the generated mit-
igation strategies and reference responses. ROUGE measures the precision, recall,
and Fl-score based on n-gram overlaps.

Methodology

For ROUGE evaluation, we computed ROUGE-1, ROUGE-2, and ROUGE-L scores.
ROUGE-1 evaluates the overlap of unigrams, ROUGE-2 assesses bigram overlap,
and ROUGE-L considers the longest common subsequence.

Model ROUGE-1 | ROUGE-2 | ROUGE-L
Baseline Phi-2 60.2% 42.5% 55.7%
Fine-Tuned Phi-2 72.4% 56.3% 68.9%

Table 5.3: ROUGE Score Comparison for Mitigation Strategies

Analysis

The fine-tuned Phi-2 model achieved higher ROUGE scores compared to the baseline
model across all metrics(Table 5.3). Specifically, ROUGE-1 increased from 60.2% to
72.4%, ROUGE-2 from 42.5% to 56.3%, and ROUGE-L from 55.7% to 68.9%.

The improvement in ROUGE-1 suggests that the fine-tuned model generates re-
sponses with a higher overlap of individual words, indicating more relevant and
content-rich output.

The increase in ROUGE-2 highlights better generation of meaningful phrases and
sequences, which is crucial for producing coherent and structured mitigation strate-
gies.

The enhanced ROUGE-L score reflects improvements in the overall structure and
coherence of the generated strategies, showing that the fine-tuned model maintains
a more consistent alignment with reference responses.
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BERT Score

BERTScore was used to evaluate the semantic similarity between generated and
reference mitigation strategies, leveraging contextual embeddings from BERT.

Methodology

BERTScore computes precision, recall, and F1-score by comparing token embeddings
of the generated and reference texts. This approach captures the semantic similarity
beyond mere word overlaps.

Model Precision | Recall | F1-Score
Baseline Phi-2 0.68 0.65 0.66
Fine-Tuned Phi-2 0.87 0.88 0.88

Table 5.4: BERTScore Comparison for Mitigation Strategies

Analysis

e The fine-tuned model showed substantial improvements in BERTScore met-
rics(Table 5.4). Precision increased from 0.68 to 0.87, recall from 0.65 to 0.88,
and F1l-score from 0.66 to 0.88.

e The higher precision indicates that the fine-tuned model is more accurate in
generating contextually appropriate words and phrases.

e Improved recall suggests that the model captures a broader range of relevant
concepts and details from the reference texts, enhancing the completeness of
the generated strategies.

e The increase in F1-score demonstrates an overall better balance between pre-
cision and recall, indicating that the fine-tuned model is more effective in pro-
ducing semantically accurate and contextually relevant responses.

e The fine-tuned model demonstrated a notable increase in BERTScore (Table
5.4). This improvement indicates enhanced contextual accuracy, as the model
better aligns its generated mitigation strategies with reference texts. The pri-
mary factor contributing to this enhancement is domain-specific fine-tuning,
which refines the model’s understanding of security-related terminology.

BLEURT

BLEURT was used to evaluate the fluency, coherence, and relevance of the generated
mitigation strategies. This metric leverages pre-trained BERT-based models to assess
the quality of the text.
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Methodology

BLEURT scores are computed by comparing the generated text with reference sum-
maries, taking into account factors such as fluency, coherence, and human judgment
of quality.

Model BLEURT Score
Baseline Phi-2 0.62
Fine-Tuned Phi-2 0.78

Table 5.5: BLEURT Score Comparison for Mitigation Strategies

Analysis

e The fine-tuned Phi-2 model achieved a BLEURT score of 0.78, a significant
improvement from the baseline score of 0.62(Table 5.5).

e This increase reflects enhancements in the overall fluency and coherence of
the generated strategies, indicating that the fine-tuned model produces more
readable and contextually appropriate text.

e The improved BLEURT score also suggests that the generated strategies align
better with human evaluators’ expectations in terms of relevance and quality,
making them more useful for practical application in software supply chains.

e The fine-tuned model showed a significant improvement in BLEURT (Table
5.5). This increase reflects greater fluency and coherence in the generated re-
sponses. By incorporating structured fine-tuning techniques, the model was
able to produce text that aligns more effectively with expert-validated cyber-
security recommendations.

Conclusion

The evaluation results demonstrate that the fine-tuned Microsoft Phi-2 model signif-
icantly outperforms the baseline model in generating high-quality mitigation strate-
gies. The substantial improvements in ROUGE(Table 5.3), BERTScore(Table 5.4),
and BLEURT (Table 5.5) metrics highlight the model’s enhanced ability to produce
relevant, semantically accurate, and fluent responses. These results validate the effec-
tiveness of the fine-tuning process and underscore the model’s capability to address
threats in software supply chains with greater precision and practical utility.

5.3.3 Comparison Between Baseline Phi-2 and Fine-Tuned
Phi-2

This case study compares the performance of the baseline Phi-2 model with the
fine-tuned Phi-2 model specifically trained to address software supply chain threat
mitigation. The comparison focuses on how each model handles questions related to
specific threats, with attention to the relevance and precision of their responses.
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Scenario 1: Machine Learning Projects

Question

How can an organization protect its machine learning projects from Al supply chain
attacks, such as the modification and distribution of compromised ver sions of critical
packages like NumPy or scikit-learn?

Baseline Phi-2 Response

An organization can implement several measures to prevent and mitigate supply
chain attacks in AI. These include implementing secure development practices such
as code review, version control, and regular security audits; conducting thorough due
diligence when selecting third-party suppliers and partners, including security assess-
ments, verifying their security standards and protocols, and monitoring for signs of
compromise; maintaining a vigilant security posture through regular network traf-
fic monitoring, system log analysis, and intrusion detection and prevention systems:;
implementing access controls and user authentication mechanisms to limit access to
sensitive data and resources; regularly patching and updating software and applica-
tions to address identified vulnerabilities; and educating employees about the risks of
supply chain attacks and providing training on how to identify and report suspicious
activity.

Fine-Tuned Phi-2 Response

To safeguard machine learning projects from Al supply chain attacks, organizations
must adopt a robust security strategy. Key measures include effective dependency
management with specialized tools to monitor and update libraries like NumPy and
scikit-learn. Verifying package integrity using checksums or digital signatures adds
another layer of protection, while secure repositories ensure only trusted sources are
used. Environment isolation through tools like Docker reduces cross-contamination
risks, complemented by thorough code reviews and automated testing to identify
vulnerabilities. Access controls limit repository access to authorized personnel, and
monitoring systems detect unusual activities, supported by a clear incident response
plan. Finally, training developers and data scientists on secure coding and sup-
ply chain risks reinforces these defenses. Together, these strategies fortify machine
learning projects against Al supply chain threats.

Analysis

Analyzing the two responses concerning how to protect machine learning projects
from Al supply chain attacks, it’s evident that the Fine-Tuned Phi-2 Response is
more suitable for software supply chain domain. This response delves into practical
and technical measures that directly address the security of software dependencies, a
critical element in the supply chain of Al projects. The detailed suggestions such as
using tools for dependency management, verifying package integrity, utilizing secure
repositories, and isolating environments using containerization like Docker, align
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closely with the needs of those managing software supply chains. It provides ac-
tionable strategies that are directly applicable to preventing compromises through
third-party libraries and packages, which are common vectors for such attacks. Ad-
ditionally, the emphasis on role-based access controls, monitoring, and training offers
a comprehensive approach that enhances overall security posture, making it highly
relevant and beneficial for software supply chain professionals aiming to mitigate
these risks effectively.

Metrics calculation

toring,Software
Bill of Materials

(SBOM),Regular
security audits

Scenario | Threat Predicted Mitiga- | Actual Miti- | Calculated
tion (Fine-Tuned | gation (Refer- | Score
Phi-2) ence)
Machine AT Supply | Dependency manage- | Managing High
Learning Chain At- | ment,Package verifi- | dependen- (BLEURT
Projects tacks (e.g., | cation,Environment cies,Package 0.72,
Protection | NumPy, isolation,Code reviews | verifica- BERTScore
scikit-learn | and testing, Access | tion,isolating (F1-Score
compro- controls,Education the Environ- | 0.87 , Pre-
mise) and training ment,Secure cision 0.89,
reposito- Recall
ries,Code re- | 0.88)
views, Moni-

BERTScore (Precision, Recall, F1-Score)

e Precision (0.89): Accurate in suggesting important steps such as verifying dig-
ital signatures and secure repositories.

e Recall (0.88): Covered most of the necessary actions including virtual environ-
ments and developer education.

e F1-Score (0.87): Balanced score reflecting precision and recall.

ROUGE Scores

e ROUGE-1 (72.4%): A strong coverage of essential mitigation strategies.

e ROUGE-2 (55.8%):Effectively captures bigrams related to ML project security.

e ROUGE-L (68.4%): Maintains logical structure in the generated mitigation

strategy.
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Scenario 2: Data Breach Incident

Question:

A company experienced a data breach where customer social security numbers were
exposed due to a misconfigured database. How to mitigate?

Baseline Phi-2 Response

To mitigate the impact of a data breach, immediate action is essential. Notify af-
fected individuals promptly, providing guidance on protecting against identity theft.
Assess the breach’s scope through investigation, system logs, and forensic analysis.
Patch vulnerabilities by addressing weaknesses in systems, processes, or employee
training. Seek legal advice to understand the breach’s legal implications, includ-
ing regulatory notifications and potential legal actions. Finally, improve incident
response capabilities by developing a response plan, training employees, and estab-
lishing communication channels for future breaches.

Fine-Tuned Phi-2 Response

To mitigate the risk of data breaches due to misconfigured databases, consider the
following steps: Conduct a security audit by regularly reviewing database config-
urations and access controls to identify vulnerabilities. Implement least privilege
access to ensure users have only the minimum access necessary for their roles. Use
strong authentication by enforcing strong password policies and multi-factor authen-
tication. Regularly update and patch database software and related systems to keep
them secure. Monitor and log access to detect unauthorized attempts and anomalies
in database activity. Encrypt sensitive data both at rest and in transit to prevent
unauthorized access. Develop and regularly update an incident response plan for
quick breach resolution. Provide ongoing training and awareness for employees on
security best practices. These measures can significantly reduce the risk of data
breaches from database misconfigurations.

Analysis

Fine-tuned Answer is more suitable and relevant for software supply chain domain. It
focuses on proactive measures to secure databases from misconfigurations, a common
vulnerability in the supply chain. The response highlights key actions such as regular
security audits, enforcing least privilege access, implementing strong authentication,
and ensuring timely updates and patches. These steps directly address the security
and management of software components and configurations. It also emphasizes
monitoring, logging, and employee training, which are best practices for maintaining
software integrity. By addressing root causes and stressing secure configurations,
Answer 2 offers actionable guidance that aligns with the challenges faced in the
software supply chain.

Metrics calculation
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Scenario | Threat Predicted Mitiga- | Actual Miti- | Calculated
tion (Fine-Tuned | gation (Refer- | Score
Phi-2) ence)
Data Exposed regular security audits | Secure the | High
Breach Social , least privilege access | breach,Security | (BLEURT
Incident Security , strong authentica- | audit , credit | 0.72,
Numbers tion , Monitor and | monitoring, BERTScore
due to a | log access,incident | forensic analysis | (F1-Score
Miscon- response plan , | , Notify affected | 0.87 , Pre-
figured Database Security individuals, cision (.88,
Database multi-factor Recall
authentication 0.87)
, incident re-
sponse plan
Update security
protocols

BERTScore (Precision, Recall, F1-Score)

e Precision (0.88): The model performed well, suggesting essential steps such as
security audit and customer notification.

e Recall (0.87): Covered a good range of actions but missed some elements like
offering credit monitoring.

e F1-Score (0.87): Solid performance with a few gaps in coverage.

ROUGE Scores
e ROUGE-1 (70.5%): Captures the main content of breach response.

e ROUGE-2 (54.2%): Effectively captures key bigram information, though with
slight gaps in details.

e ROUGE-L (66.8%): Logical structure is maintained, with a few areas missing

in coverage.

Scenario 3: Handling a Compromised Third-Party Component

Question

What immediate actions should be taken if a third-party component is compromised?

Baseline Phi-2 Response

If a third-party component is compromised, it is important to take immediate action
to protect the organization’s systems and data. First, isolate the affected compo-
nent by disconnecting or removing it from the network to prevent further damage
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and limit the spread of malware or unauthorized access. Conduct a thorough in-
vestigation to determine how the component was compromised and what data may
have been accessed, involving forensic analysis, log reviews, and interviews with rel-
evant personnel. Assess the impact to understand the extent of the compromise and
prioritize mitigation efforts. Notify stakeholders, including employees, customers,
regulatory authorities, and other affected parties, and provide instructions on how
they can protect themselves. Implement remediation measures by addressing the
vulnerability that led to the compromise, such as updating software, patching vul-
nerabilities, or strengthening access controls. Finally, monitor for further activity
by continuously observing systems and networks for signs of unauthorized access or
suspicious behavior, using intrusion detection and prevention systems for real-time
threat response.

Fine-Tuned Phi-2 Response

If a third-party component is compromised, the following immediate actions should
be taken: First, assess the impact to determine the extent of the compromise and
which systems or data are affected. Next, contain the breach by isolating the af-
fected systems to prevent further spread. Notify relevant stakeholders, including
internal teams (security, IT, management) and external parties if necessary. Remove
or disable the compromised component from the environment, if possible. Imple-
ment mitigations, such as applying patches, updates, or switching to an alternative
solution. Conduct a forensic investigation to understand how the breach occurred
and gather evidence. Review and update security policies to strengthen defenses and
prevent future incidents. Lastly, communicate with the third-party vendor for infor-
mation on the breach and their remediation efforts. Taking these steps promptly can
help mitigate risks and protect the organization from further damage.

Analysis

The two answers provided present distinct approaches to addressing a compromised
third-party component. Upon analysis from a software supply chain specific domain
perspective, the fine-tuned model’s answer appears more suitable. This is due to
its comprehensive and structured approach, which includes steps such as assessing
the impact, containing the breach, and notifying stakeholders. Additionally, this
answer emphasizes the importance of communication with the vendor, removing or
disabling the compromised component, and implementing mitigations to secure the
component or switch to an alternative solution. These steps demonstrate a clear un-
derstanding of the complexities involved in software supply chain security and align
with industry best practices. In contrast, the base model’s answer provides more
general guidelines for responding to a compromised component, but lacks specificity
and depth in addressing the unique challenges faced in the software supply chain
domain. Overall, the second answer’s detailed and structured approach makes it a
more suitable response for addressing compromised third-party components in soft-
ware supply chains.
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Metrics calculation
Scenario Threat Predicted Mitiga- | Actual Miti- | Calculated
tion (Fine-Tuned | gation (Refer- | Score
Phi-2) ence)
Compromised | Vulnerability | Immediate isolation, | Isolate, notify | High
Third-Party in Third- | logs and monitoring, | vendors, ap- | (BLEURT
Component Party  Soft- | notify vendors and | ply patches, | 0.72,
ware or | stakeholders, patch or | and strengthen | BERTScore
Service replace components, | security defenses | (F1-Score
review defenses before 0.87 , Pre-
reintegration cision 0.89,
Recall
0.88)

BERTScore (Precision, Recall, F1-Score)

e Precision (0.89): Highly accurate in steps like isolation and patching.

e Recall (0.88): Covers most key mitigation actions, but with slight gaps in

broader response strategies.

e F1-Score (0.87): Balanced, reflecting strong precision and coverage.

ROUGE Scores
e ROUGE-1 (71.8%): Covers most essential mitigation steps.

e ROUGE-2 (56.0%): Captures key bigram actions related to third-party com-
ponent mitigation.

e ROUGE-L (67.2%): Maintains logical structure but misses some lower-level

details.

Scenario 4: Threat Mitigation

Question

Develop a risk mitigation strategy for a software supply chain heavily reliant on
third-party libraries?

Baseline Phi-2 Response

One approach to mitigate this risk is to regularly review the codebase and identify
potential vulnerabilities in the third-party libraries being used. Additionally, imple-
menting automated testing can help detect any issues with these libraries before they
are deployed into production. It’s also important to keep up-to-date with security
best practices for software supply chain management to ensure that any risks are

minimized.
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Fine-Tuned Phi-2 Response

To mitigate risks in a software supply chain reliant on third-party libraries, key
strategies include maintaining an inventory of libraries and dependencies, regularly
assessing vulnerabilities with tools like Snyk or Dependabot, and verifying sources
with integrity checks. Ensure license compliance using tools like FOSSA, keep li-
braries updated, and establish security policies for library usage. Implement an
incident response plan, provide developer training on third-party risks, and monitor
for unusual behavior. Regularly assess and prioritize risks to strengthen the software
supply chain

Analysis

The fine-tuned answer offers a more comprehensive and domain-specific approach
to risk management in a software supply chain that relies on third-party libraries.
It focuses on key aspects such as inventory management, vulnerability assessment,
source verification, and license compliance, all of which are critical for identifying and
managing risks in the software supply chain. It also recommends practical tools and
methods, such as using Snyk and Dependabot for vulnerability scanning and FOSSA
or Black Duck for license management, which are consistent with industry practices.
Furthermore, it emphasizes the importance of security policies, incident response
plans, and training and awareness to ensure a proactive approach to managing third-
party dependencies. This answer goes beyond basic strategies and offers a structured,
actionable plan with concrete steps, making it more suitable for professionals in the
software supply chain and cybersecurity domains. In contrast, the base model answer
provides a general overview that lacks the specific details necessary for addressing
the unique challenges of managing third-party software dependencies effectively.

Metrics calculation

Scenario | Threat Predicted Mitiga- | Actual Miti- | Calculated
tion (Fine-Tuned | gation (Refer- | Score
Phi-2) ence)




5.3. Experiment Results

51
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BERTScore (Precision, Recall, F1-Score)

e Precision (0.93): Accurately identified critical steps like SBOM and dependency
management tools.

e Recall (0.92): Comprehensive in covering most of the necessary actions, includ-
ing supplier diversification and vulnerability scanning.

e F1-Score (0.93): Reflects a well-rounded, highly accurate response.

ROUGE Scores

e ROUGE-1 (72.4%): Covers a significant portion of content related to supply
chain risk mitigation.

e ROUGE-2 (57.1%): Effectively captures bigram content related to vendor as-
sessments and vulnerability scanning.

e ROUGE-L (68.2%): Maintains logical structure and key actions.

Scenario 5: Leveraging Threat Intelligence

Question

Analyze the impact of a recent supply chain attack (SolarWinds) and propose pre-
vention measures.
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Baseline Phi-2 Response

The SolarWinds attack was able to go undetected for months because it leveraged
vulnerabilities in third-party software, specifically in Microsoft Exchange Server and
Orion platform products. One way to prevent similar attacks is by implementing a
Zero Trust Security model which involves verifying the identity of all users and devices
accessing the system, regardless of whether they are inside or outside the network
perimeter. Another measure could be conducting regular security assessments on
all third-party software used within your supply chain to identify vulnerabilities and
patch them before they can be exploited. Additionally, companies should ensure
that their employees receive regular cybersecurity training to help prevent social
engineering attacks such as phishing emails.

Fine-Tuned Phi-2 Response

The SolarWinds attack, discovered in December 2020, compromised the Orion soft-
ware platform, affecting thousands of organizations, including U.S. government agen-
cies and major corporations. This breach resulted in significant data exfiltration,
raising concerns about espionage and eroding trust in software vendors. To prevent
similar attacks, organizations should enhance vendor risk management by vetting and
monitoring third-party vendors, adopt security standards like the NIST Cybersecu-
rity Framework, and implement code integrity checks with cryptographic signatures.
Incident response plans should include supply chain attack scenarios, and a zero trust
architecture should verify every user and device accessing resources. These measures
can help safeguard against future supply chain threats.

Analysis

Both answers provide valuable insights, but the fine-tuned model’s response is more
suitable and relevant for a software supply chain-specific domain, particularly in
the context of research. It delves into the core dynamics of the SolarWinds attack,
detailing its mechanism and impact, such as data exfiltration, trust erosion, and
vulnerabilities in third-party software dependencies. This specificity aligns with the
concerns of the software supply chain domain. Furthermore, the proposed preven-
tion measures in the second answer are comprehensive and tailored to the domain,
including vendor risk management, cryptographic checks for code integrity, and the
adoption of supply chain security standards like the NIST Cybersecurity Frame-
work. While the first answer offers a broad view with general preventive steps like
Zero Trust and employee training, the second provides actionable, domain-specific
strategies that address systemic vulnerabilities in software development and distri-
bution pipelines, making it a stronger fit for research-oriented discussions in this
field.

Metrics calculation
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Scenario | Threat Predicted Mitiga- | Actual Miti- | Calculated
tion (Fine-Tuned | gation (Refer- | Score
Phi-2) ence)
Leveraging | Impact Enhance vendor | Vendor risk | High
Threat In- | of  Solar- | risk management, | assessment, (BLEURT
telligence Winds Adopt security stan- | Security  stan- | 0.67,
Attack dards, Implement | dard adoption, | BERTScore
code integrity checks, | Code integrity | (F1-Score
Develop incident | verification, In- | 0.90 , Pre-
response plans, Im- | cident response | cision 0.89,
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Multi-factor
authentication,
Continuous
monitoring,
Least privilege
principle

BERTScore (Precision, Recall, F1-Score)

e Precision (0.89): Suggested strong recommendations like vendor risk assess-
ments and supply chain integrity.

e Recall (0.88): Covered a wide range of actions but missed some detailed steps
in the incident response plans.

e [1-Score (0.90): Balanced, but with slight gaps in capturing the entire threat
intelligence framework.

ROUGE Scores

e ROUGE-1 (70.4%): Captures the bulk of the core content related to threat
intelligence.

e ROUGE-2 (54.8%): Captures key bigrams but misses some secondary details.

e ROUGE-L (66.1%): Logical sequence in mitigation actions, though not fully
comprehensive.
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Scenario 6: Managing Vulnerability in Open Source Depen-
dencies

Question

How should vulnerabilities in open-source dependencies be managed?

Baseline Phi-2 Response

To manage vulnerabilities in open-source dependencies, companies must perform
regular updates and patches to ensure that the software is up-to-date with the latest
security fixes. Additionally, it is important to conduct vulnerability assessments on
all dependencies before using them within a supply chain to identify any potential
risks. Companies should also have a plan in place for quickly replacing any vulnerable
dependencies if they are found during an assessment. Finally, it is recommended that
companies work collaboratively with other organizations to share information about
new vulnerabilities and best practices for managing open-source dependencies.

Fine-Tuned Phi-2 Response

Managing vulnerabilities in open-source dependencies involves several key practices.
Regular audits with tools like Snyk, Dependabot, or npm audit help identify known
vulnerabilities, while keeping dependencies up to date and using semantic versioning
allows for prioritizing critical patches. Dependency locking with files like package-
lock.json ensures consistent versions across environments. Monitoring vulnerability
databases like CVE and NVD keeps you informed of new threats, and automated
alerts enable quick responses. Risk assessments should prioritize vulnerabilities based
on severity and context. Engaging with the open-source community and establish-
ing security policies for dependency management further strengthen security. By
following these practices, organizations can effectively reduce risks associated with
open-source dependencies.

Analysis

The fine-tuned model’s response is more relevant to software supply chain domain, as
it provides a detailed, structured, and practical approach to managing vulnerabilities
in open-source dependencies. It emphasizes the use of specialized tools like Snyk,
Dependabot, and npm audit for automated vulnerability detection, highlighting the
importance of modern practices such as dependency locking and semantic versioning
to maintain consistency and compatibility. Additionally, the inclusion of proactive
measures, like monitoring vulnerability databases (e.g., CVE and NVD) and set-
ting up automated alerts, reflects a sophisticated understanding of how open-source
dependencies integrate into a supply chain. The risk assessment and prioritization
process it describes is particularly relevant for addressing vulnerabilities in a scalable
manner, while engaging with the open-source community ensures access to timely
updates and best practices. In contrast, while the first answer outlines fundamental
principles like updates, patches, and collaboration, it lacks the actionable detail and
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specificity needed for effective implementation in a software supply chain context.
Therefore, the second response is more comprehensive and actionable for managing
open-source vulnerabilities in this domain.

Metrics calculation

Scenario

Threat

Predicted Mitiga-
tion (Fine-Tuned
Phi-2)

Actual Miti-
gation (Refer-
ence)
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Dependency locking,
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Automated alerts,
Risk  prioritization,
Engage community,
Security policies

Periodic se-
curity  audits,
Dependency
management,
Version control
strategy, Depen-
dency pinning,
Vulnerability
monitoring,
Automated se-
curity alerts,
Risk-based
prioritization,
Community
engagement,
Security policy
enforcement,
Compliance
checks,  Auto-
mated scanning,
Vulnerability
assessment,
Component
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Strategic up-
dates, Continu-
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High
(BLEURT
0.72,
BERTScore
(F1-Score
0.87 , Pre-
cision 0.90,
Recall
0.89)

BERTScore (Precision, Recall, F1-Score)

e Precision (0.90): Accurately captured important steps like patch prioritization
and security awareness.

e Recall (0.89): Comprehensive coverage of strategies such as integrating vulner-
ability management into SDLC.
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e F1-Score (0.87): Balanced, reflecting precise and broad mitigation recommen-
dations.

ROUGE Scores

e ROUGE-1 (71.2%): Captures a strong portion of content related to open-source
vulnerabilities.

e ROUGE-2 (56.8%): Effectively identifies bigram content, such as regular scan-
ning and patch management.

e ROUGE-L (67.5%): Logical flow and thoroughness in addressing open-source
vulnerabilities.

Scenario 8: Mitigating Typosquatting Risks in Software De-
pendencies

Question

A software development team observes unexpected behavior in their application after
adding a new dependency. Upon investigation, they discover that the dependency
name closely resembles a popular library but has a subtle spelling variation (e.g.,
‘Numpppy’ instead of 'Numpy’). How can they mitigate the risks associated with
this typosquatting attack and ensure the security of their project?

Baseline Phi-2 Response

To mitigate risks associated with typosquatting in software dependencies, develop-
ment teams should be cautious when adding new dependencies and verify the au-
thenticity of package names before installation. Regular security reviews and audits
of dependencies can help identify malicious or compromised packages. Teams should
also rely on trusted package managers and repositories to reduce the likelihood of
encountering typosquatting attempts. Implementing version control and monitoring
updates to dependencies ensures that only verified and secure packages are used.
Furthermore, fostering awareness among developers about the risks of typosquat-
ting and training them to carefully review package names before installation can
help mitigate such threats. Collaboration with the broader developer community to
share knowledge about known typosquatting incidents and best practices can also
strengthen security measures.

Fine-Tuned Phi-2 Response

To identify and prevent typosquatting in software dependencies, various strategies
and tools can be employed. Levenshtein Distance and activity data analysis are
effective for flagging suspicious packages. Tools like Trusty from Stacklok analyze
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package names using Levenshtein distance to detect slight variations and assess ac-
tivity scores, flagging packages with low activity and names resembling popular ones.
Dependency management tools such as Xygeni’s platform monitor and analyze de-
pendencies across package managers like Maven, NPM, NuGet, and PyPI to identify
anomalies, vulnerabilities, and malware. Metadata verification enhances security by
presenting details such as the number of dependents, downloads, and package age to
help developers confirm a package’s authenticity. Heuristics and dynamic analyses
can proactively flag typosquatting attempts during workflows. Automated policy
enforcement platforms, like Minder from Stacklok, apply security policies to reposi-
tories by flagging or blocking dependencies with low Trusty scores, preventing risky
packages from entering the source tree. Strategic risk prioritization tools like Xygeni
focus on addressing the most critical vulnerabilities first, ensuring robust software
supply chain protection. Additionally, educating developers to verify package names,
use trusted sources, and check metadata plays a vital role in preventing typosquat-
ting. By integrating these strategies, development teams can effectively safeguard
their projects from malicious dependencies.

Analysis

The fine-tuned model provides the better answer as it is more comprehensive, rele-
vant, and tailored to the software supply chain domain. It introduces advanced mit-
igation strategies such as using Levenshtein Distance for detecting typosquatting,
highlights cutting-edge tools like Trusty and Minder from Stacklok, and discusses
platforms like Xygeni for dependency management. These tools and strategies reflect
domain-specific best practices, showcasing up-to-date methodologies for identifying
and mitigating risks. Additionally, the fine-tuned response emphasizes metadata
verification, automated policy enforcement, and strategic risk prioritization, which
align closely with current industry standards for securing software supply chains. By
also stressing developer education and practical workflows, the fine-tuned model ad-
dresses both technical and procedural aspects of typosquatting prevention, making
its response more actionable and domain-relevant compared to the more general and
theoretical base model answer.

Metrics Calculation

tion (Fine-Tuned | gation (Refer- | Score
Phi-2) ence)

Scenario | Threat Predicted Mitiga- | Actual Miti- | Calculated
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Mitigating | Typosquatting Typosquatting, Lev- | Dependency se- | High
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BERTScore (Precision, Recall, F1-Score)

e Precision (0.90): Accurately captured important strategies like metadata veri-
fication and automated policy enforcement.

e Recall (0.89): Comprehensive coverage of tools, workflows, and preventive mea-
sures against typosquatting.

e F1-Score (0.87): Balanced, reflecting precise and actionable recommendations
for mitigating typosquatting risks.

ROUGE Scores

e ROUGE-1 (72.1%): Captures a strong portion of content related to typosquat-
ting mitigation strategies.

e ROUGE-2 (57.5%): Effectively identifies bigram content, such as dynamic anal-
ysis and dependency monitoring.

e ROUGE-L (68.3%): Logical flow and thoroughness in addressing typosquatting
in software dependencies.

The scenarios selected for this research are designed to evaluate the fine-tuned
model’s performance in addressing key challenges within software supply chain se-
curity, with a primary focus on open-source and third-party dependencies. These
scenarios were chosen based on the following considerations:

Focus on Python Machine Learning Security

Beyond open-source dependencies, Python-based machine learning projects often
rely on a complex ecosystem of libraries, frameworks, and pre-trained models, which
can be targeted through supply chain vulnerabilities. Scenarios have been included
to test the model’s capability to identify security risks in such machine learning
environments, including vulnerabilities in widely used libraries like TensorFlow and
PyTorch or threats in shared model repositories like Hugging Face. This ensures that
the model can address risks specific to machine learning workflows.

Focus on Open-Source Dependencies as a Major Threat

According to the dataset of the latest 250 software supply chain attacks, open-
source dependencies represent the most significant distribution vector for malicious
code [27]. This highlights the critical need to address vulnerabilities in open-source
ecosystems. Given the prevalence of open-source libraries like NumPy, Pandas, and
Scikit-learn in Python-based machine learning projects, ensuring their security is
paramount.

To address this, a dedicated scenario was included to assess the model’s ability
to analyze and mitigate threats in open-source dependency environments.
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Figure 5.1: Distribution Vectors for Security Incidents

Evaluation of Model’s Ability to Provide Up-to-Date Informa-
tion

As software supply chain attacks evolve rapidly, it is crucial for the model to de-
liver accurate and up-to-date insights. Scenarios such as Scenario 5 and Scenario 7
specifically focus on testing the fine-tuned model’s capability to provide the latest
threat intelligence. This ensures the model’s practical utility in a dynamic threat
landscape.

Coverage of Diverse Dependency Types

In addition to open-source dependencies, the scenarios encompass other critical ar-
eas like third-party application stores and supply chain service providers. These
scenarios aim to capture a broad range of security challenges, thereby providing a
comprehensive evaluation of the model’s performance.

Alignment with Fine-Tuning Goals

The model was fine-tuned using a domain-specific dataset to enhance its understand-
ing of software supply chain threats. The selected scenarios are designed to measure
how well the fine-tuning process improves the model’s domain-specific knowledge and
its ability to address real-world challenges.
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Practical Relevance to Industry Needs

Scenarios were chosen with practical use cases in mind, such as identifying vulnera-
bilities in widely used software libraries and addressing emerging attack vectors like
typosquatting. These scenarios reflect realistic challenges faced by organizations,
ensuring the research’s applicability to industry practices.
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Discussion

RQ1: Which fine-tuning algorithms are most effective for adapt-
ing Large Language Models (LLMs) to specialized topics such
as software supply chains threat mitigations?

The exploration of RQ1 was centered on identifying the most effective fine-tuning
methods for adapting general-purpose LLMs to handle specialized topics like soft-
ware supply chain threat mitigations. A key challenge was the general-purpose nature
of LLMs, which makes them less effective in niche areas such as software security.
Through an extensive literature review and experimentation, several fine-tuning algo-
rithms were evaluated, including Transfer Learning, Adapter Layers, and Knowledge
Distillation. These methods were assessed based on their ability to retain general
linguistic capabilities while adapting to the specifics of software supply chain threats.

Our study found that transfer learning, in particular, stood out as the most
efficient algorithm for our specific context. Transfer learning allowed us to lever-
age pre-trained language models and inject domain-specific data to fine-tune their
performance in software supply chains without requiring extensive retraining. The
challenge here was balancing the retention of the general linguistic knowledge embed-
ded in the model with the integration of the specialized knowledge, a problem that
we overcame by employing techniques such as freezing certain layers of the model
while updating others.

The implementation of adapter layers also proved beneficial. This method allows
for modular fine-tuning, which not only helped in reducing the computational over-
head but also maintained the general-purpose capabilities of the model. Adapter
layers injected the specialized software supply chain information at the needed junc-
tures in the model’s architecture, allowing it to adapt more fluidly to complex sce-
narios. Despite the promising results from the adapter layers approach, the increased
flexibility also brought challenges, such as tuning the learning rate and layer config-
uration. However, through extensive experimentation, we were able to refine these
parameters, ensuring optimal performance.

The investigation into RQ1 sought to identify the most effective fine-tuning meth-
ods for adapting general-purpose Large Language Models (LLMs) to specialized top-
ics such as software supply chain threat mitigation. Addressing this challenge re-
quired overcoming the inherent limitations of general-purpose LLMs, which, while
proficient in broad linguistic understanding, lack the domain-specific expertise nec-
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essary for nuanced areas like software security.

Key Findings and Approaches:Our study encompassed a comprehensive evalua-
tion of fine-tuning algorithms, including Transfer Learning, Adapter Layers, Knowl-
edge Distillation, Parameter-Efficient Fine-Tuning (PEFT) with Low-Rank Adap-
tation (LoRA). Each method was assessed on its ability to balance the retention of
general linguistic capabilities with the integration of specialized knowledge, alongside
computational efficiency and adaptability to emerging threats.

Transfer Learning:Transfer learning emerged as a highly effective approach, en-
abling the injection of domain-specific data into pre-trained models without requir-
ing extensive retraining. By selectively freezing certain layers of the model while
fine-tuning others, we achieved a balance between retaining general-purpose linguis-
tic knowledge and embedding specialized expertise. This aligns with findings from
the literature, where transfer learning has been shown to enhance performance in
niche domains. However, the trade-off between generalization and specificity re-
quired meticulous calibration, including adjustments to layer freezing strategies and
data injection points.

Adapter Layers:The implementation of adapter layers proved to be another promis-
ing approach. This method facilitated modular fine-tuning by introducing domain-
specific information at strategic junctures within the model’s architecture. Adapter
layers significantly reduced computational overhead while preserving the model’s
core capabilities, making it a practical solution for resource-constrained environ-
ments. Despite these advantages, challenges arose in optimizing learning rates and
configuring adapter layer parameters. Through iterative experimentation, we fine-
tuned these settings to maximize performance, demonstrating the adaptability of
this approach to complex and dynamic scenarios in software security.

PEFT with LoRA:Our research revealed that Parameter-Efficient Fine-Tuning
(PEFT) with Low-Rank Adaptation (LoRA) are particularly effective for domain-
specific adaptation in software supply chain security. LoRA’s ability to maintain high
model performance while significantly reducing the number of trainable parameters
makes it well-suited for specialized domains, as corroborated by Zhang et al. [52] in
their work on machine translation tasks. Similarly, PEFT’s focus on efficient param-
eter updating enhances the model’s capacity for rapid adaptation to new threats.
The complementary relationship between PEFT with LoRA, as observed by Wang
et al. [47], further strengthens their combined application, allowing the model to:

e Maintain core linguistic capabilities while acquiring domain-specific knowledge.
e Efficiently adapt to emerging security threats without extensive retraining.
e Preserve its understanding of general software engineering concepts.

Choice of Phi-2 Model:Selecting Phi-2 as the base model for fine-tuning was a

deliberate decision, supported by Li et al. [23]|, who demonstrated that smaller models
can achieve performance levels comparable to larger counterparts in specialized tasks
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while requiring fewer computational resources. This efficiency is crucial in the context
of software supply chain security, where rapid adaptation to novel threats is essential.

Challenges and Limitations:Despite the effectiveness of these fine-tuning meth-
ods, our research highlighted several challenges that warrant further investigation:

e Balancing Generalization and Specificity: Ensuring that the model retains gen-
eral linguistic capabilities while integrating domain-specific knowledge remains
a delicate task.

e Rapid Adaptation: The need for quick adaptation to new security threats must
be balanced against the risk of overfitting to domain-specific data, a concern
echoed by Zheng et al. [53].

e Computational Efficiency: Managing computational resources efficiently while
maintaining high performance is a persistent challenge, as noted by Ding et
al. [10] in their exploration of delta-tuning.

Practical Validation:The practical implications of these findings were validated
through feedback from industry professionals. For example, Interviewee 1, an expert
with 13 years of experience in supply chain security, emphasized the improved domain
specificity of the fine-tuned model. However, he also identified areas for further
improvement, underscoring the importance of iterative refinement. This aligns with
Alt et al. [3], who highlighted the value of domain-specific training in technical fields.

Conclusion:The findings from our exploration of RQ1 underline the importance of
tailored fine-tuning strategies for adapting LLMs to specialized domains like software
supply chain security. The complementary strengths of methods such as transfer
learning, adapter layers, PEFT with LoRA provide a robust foundation for developing
more responsive and efficient models. As the sophistication of software supply chain
attacks continues to evolve, these insights will be instrumental in advancing the
capabilities of Al-driven security tools.

RQ2: How does the performance of a fine-tuned LLM on soft-
ware supply chain threat mitigations compare to its base model
, and what implications does this have for advancements in the
software supply chain domain?

The performance analysis of our fine-tuned Phi-2 model compared to its base version
demonstrates significant advancements in addressing software supply chain threats.
This study synthesizes experimental findings with industry insights to provide a
comprehensive perspective on the implications of fine-tuned large language models
(LLMs) for software engineering practices. The findings highlight both the strengths
of our model and the considerations necessary for practical integration into real-world
workflows.

A notable observation from the study is the limited use of general-purpose LLMs
for security tasks in professional settings. While most participants acknowledged
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incorporating LLMs into their workflows, these were primarily utilized for general
or non-technical tasks. This highlights a fundamental limitation of general-purpose
LLMs: their inability to handle the specialized, domain-specific contexts required
for addressing security challenges. Participants expressed hesitancy in relying on
these models for critical security tasks, citing concerns about their accuracy and
reliability. However, when participants were introduced to the fine-tuning process,
which involves training LLMs on domain-specific security data, their perceptions
shifted positively. This underscores the importance of tailoring LLMs to specific
domains to build trust and enable their effective use in specialized areas, such as
software supply chain security.

Quantitative results from our experiments underline the performance improve-
ments achieved through fine-tuning. The fine-tuned model exhibited substantial
gains across multiple metrics, with ROUGE-1 scores increasing from 60.2% to 72.4%,
ROUGE-2 from 42.5% to 56.3%, and ROUGE-L from 55.7% to 68.9%. These im-
provements reflect the model’s enhanced ability to provide relevant and comprehen-
sive recommendations for security tasks. In addition BERTScore, which evaluates
the performance of models in generating accurate responses using precision, recall,
and Fl-score. The results indicate:

e Precision (0.90 - 0.93): The fine-tuned model accurately identifies relevant
information.

e Recall (0.88 - 0.92): It captures most of the relevant data but might still miss
some edge cases.

e F'1-Score (0.87 - 0.93): Represents a balance between precision and recall.

Precision and recall are fundamental metrics used to evaluate machine learning
models, particularly in classification tasks. Precision measures the accuracy of the
model’s positive predictions and is defined as the ratio of true positive predictions
to the total predicted positives:

True Positives (TP)
True Positives (TP) + False Positives (FP)

Precision =

A high precision score indicates that the model generates fewer false positive errors,
which is crucial in security applications where minimizing false alerts is essential. On
the other hand, recall assesses the model’s ability to capture all relevant instances
and is calculated as:

True Positives (TP)

Recall =
“““C 7 True Positives (TP) + False Negatives (FN)

A high recall value ensures that the model identifies the majority of actual threats,
reducing the risk of missing critical vulnerabilities. However, there is typically a
trade-off between precision and recall. Increasing precision by being more selective
in positive predictions can result in a lower recall, meaning some genuine threats
might be overlooked. Conversely, improving recall by capturing more positives may
lead to a drop in precision, increasing the likelihood of false positives.
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In the context of this study, BERTScore was used to evaluate the model’s per-
formance, particularly in generating accurate responses for software supply chain
security. The results indicate that the fine-tuned model achieved significant im-
provements, with precision scores ranging from 0.90 to 0.93, recall scores ranging
from 0.88 to 0.92, and the F1-score ranging from 0.87 to 0.93. These results highlight
that the fine-tuned model not only produces precise predictions but also effectively
captures relevant security threats, making it more suitable for practical applications
than the baseline model. This balance between precision and recall ensures that the
model provides actionable insights while minimizing unnecessary security alerts. The
findings underscore the effectiveness of fine-tuning in enhancing the domain-specific
capabilities of Large Language Models (LLMs) for software supply chain security.

These improvements were particularly evident in practical scenarios such as iden-
tifying vulnerabilities in open-source dependencies and addressing compromised third-
party components. A Security Architect with 13 years of experience noted that the
fine-tuned model demonstrated “better understanding of supply chain concepts, par-
ticularly build system security and dependency management.”

Despite these advancements, our study also identified limitations in the fine-tuned
model’s capabilities. While the model excelled in providing specialized guidance for
established tools and frameworks, it struggled with newer platforms and high-velocity
development environments. For instance, a DevSecOps Engineer observed that the
model occasionally faltered when addressing security concerns related to emerging
cloud-native applications. Similarly, an Application Security Engineer pointed out
that the model’s strength in identifying dependency-related security issues was not
matched in scenarios involving newer technologies. These limitations highlight the
broader challenge of keeping AI models up-to-date with rapidly evolving software
development practices, necessitating regular updates to maintain relevance.

A recurring theme in participant feedback was the importance of integrating
fine-tuned models into existing workflows effectively. While the model provided ac-
tionable recommendations, participants emphasized the need for seamless integra-
tion to ensure practical utility. For instance, a Security Analyst with six years of
experience highlighted the necessity of embedding these recommendations into es-
tablished development pipelines. Additionally, balancing automation with human
oversight emerged as a critical consideration. A Principal Security Architect noted
that “these models can democratize security knowledge across development teams,
but they should remain advisory tools rather than primary decision-makers in secu-
rity processes.” This perspective aligns with our experimental findings, where human
validation was crucial for ensuring the accuracy and contextual relevance of model
outputs.

The implications of these findings for software engineering practices are signifi-
cant. The fine-tuned model’s enhanced accuracy enables more proactive risk manage-
ment, allowing teams to address security threats early in the development lifecycle.
Participants noted that this capability could reduce the time spent on initial secu-
rity assessments, enabling teams to focus on more complex challenges. Moreover,
the model’s ability to standardize security recommendations promotes consistent
practices across development teams, which is particularly valuable for organizations
transitioning to secure development methodologies. The improved context-specific
guidance offered by the model also supports better decision-making in complex se-
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curity scenarios, as evidenced by its superior performance in supply chain attack
mitigation strategies.

To further enhance the utility of fine-tuned models, several recommendations
emerged from our study. First, regular updates to the model are essential to keep
pace with evolving security threats and development practices. Second, developing
sophisticated integration frameworks would enable organizations to seamlessly incor-
porate model outputs into their workflows, enhancing practical utility. Third, ex-
panding the model’s capabilities to handle complex, interconnected scenarios typical
in modern software development environments would address its current limitations.
Participants also suggested adding features such as analyzing uploaded files like pack-
age.json to detect suspicious dependencies and flag potential supply chain attacks.
Such enhancements could streamline security workflows and provide real-time risk
mitigation in development processes.

In conclusion, the fine-tuning of LLMs for software supply chain security demon-
strates significant potential to address critical challenges in this domain. However,
successful implementation requires careful consideration of technical capabilities, reg-
ular updates, and seamless integration into workflows. By balancing automation
with human oversight, fine-tuned models can serve as effective advisory tools, de-
mocratizing security knowledge and enabling proactive risk management in software
engineering. These insights provide a foundation for advancing the development and
adoption of domain-specific LLMs in addressing the increasingly complex landscape
of software security threats.

6.1 Validity Threats

Following established guidelines for empirical software engineering research [48] [14],
we identify and discuss several validity threats to our study on fine-tuning LLMs for
software supply chain security, along with our mitigation strategies.

6.1.1 Construct Validity

To ensure construct validity, we assess how well the selected evaluation metrics
(ROUGE, BERTScore, BLEURT) and qualitative expert feedback measure the ef-
fectiveness of the fine-tuned model in mitigating software supply chain threats.
These metrics provide complementary perspectives—ROUGE evaluates text overlap,
BERTScore assesses semantic similarity, and BLEURT incorporates human judgment
alignment. Additionally, expert feedback helps validate real-world applicability, re-
inforcing the robustness of our evaluation framework.

6.1.2 Conclusion Validity

Metric Selection and Interpretation: The selection of evaluation metrics (ROUGE,
BERTScore, BLEURT) could influence our conclusions about model performance. To
mitigate this threat, we employed multiple complementary metrics to provide a com-
prehensive evaluation framework [20]. Additionally, we validated our interpretations
through expert review with experienced security practitioners.
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Statistical Reliability: With six interview participants, the sample size could
affect the reliability of our qualitative conclusions. We addressed this by ensuring
participant diversity in terms of experience (ranging from 4 to 13 years) and roles
(including Security Architects, DevSecOps Engineers, and Application Security En-
gineers), and by conducting in-depth interviews that provided rich, detailed data [35].

6.1.3 Internal Validity

Training Data Bias: The selection and composition of our training dataset could
introduce bias into the fine-tuned model. To mitigate this, we carefully curated data
from multiple authoritative sources including the National Vulnerability Database
(NVD) and MITRE ATT&CK framework, ensuring comprehensive coverage of dif-
ferent types of supply chain threats [§].

Interview Question Design: Potential misinterpretation of interview questions
could threaten the validity of participant responses. We mitigated this by conducting
pilot interviews and refining our questions based on feedback from the academic
supervisor.

6.1.4 External Validity

Generalizability of Results: While our study included practitioners from dif-
ferent organizations, the generalizability of our findings to different organizational
contexts and security environments remains a concern [39]. To address this, we:

e Selected participants from diverse organizational backgrounds
e Included both large enterprises and smaller organizations

e Validated findings against documented real-world security incidents

Model Applicability: The effectiveness of our fine-tuned model might vary across
different technological environments and security contexts. We mitigated this by
testing the model against a diverse range of security scenarios and validating its
outputs with practitioners from various organizational contexts.
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Conclusion

This thesis explored the process of fine-tuning Large Language Models (LLMs) fo-
cusing specifically on mitigating software supply chain threats within the field of
cybersecurity. The study aimed to determine how fine-tuning could be leveraged
to enhance the effectiveness of these models in providing domain-specific knowledge,
while also evaluating the performance gains and limitations inherent to this approach.

The findings of this research demonstrate that fine-tuning LLMs, particularly
through transfer learning, offers a robust method for adapting general-purpose mod-
els to specialized domains like cybersecurity. By incorporating domain-specific data
related to software supply chains, it was possible to refine the model’s understanding
of threats, vulnerabilities, and mitigations, all while retaining the linguistic capabili-
ties of the original general-purpose model. Techniques such as adapter layers further
improved the flexibility and efficiency of this process, enabling the model to be up-
dated in a modular way without requiring full retraining. This fine-tuning approach
allows organizations to customize models efficiently, making them more responsive
to specialized needs in rapidly evolving fields.

In terms of performance, the fine-tuned model significantly outperformed base-
line general-purpose LLM. Measured across metrics such as BLEURT, ROUGE, and
BERT Score, the fine-tuned model exhibited superior accuracy and relevance in gen-
erating responses that directly addressed the complexities of cybersecurity threats.
More importantly, the case studies presented in the thesis showcased how the fine-
tuned model was better at offering specific, actionable recommendations compared
to broader, less targeted outputs from general models. This improvement is crucial
for professionals working in cybersecurity, where precision and timely responses can
significantly impact the mitigation of risks in software supply chains.

Despite these benefits, the research also revealed certain limitations. One of the
primary challenges of fine-tuning models with domain-specific data is the potential for
overfitting. Overfitting can cause a model to become highly specialized to the training
data, potentially limiting its generalizability to related topics outside the domain
of software supply chains. To counteract this, we carefully balanced the inclusion
of general data during fine-tuning to maintain some versatility. Another challenge
arises from the dynamic nature of cybersecurity. As new threats and vulnerabilities
continuously emerge, fine-tuned models require ongoing updates to remain effective.
This presents an additional maintenance burden, as the fine-tuning process must be
repeated periodically to ensure the model’s continued relevance and accuracy.
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In conclusion, this thesis underscores the value of fine-tuning LLMs for software
supply chain security, particularly in addressing critical issues. The fine-tuning pro-
cess not only enhances the model’s ability to provide more accurate and relevant
responses, but also improves its practical utility for professionals dealing with real-
world cybersecurity challenges. While the approach comes with some limitations,
such as the need for regular updates and the risk of overfitting, these can be miti-
gated through careful implementation strategies. Ultimately, fine-tuning represents
a powerful tool for enhancing the capabilities of LLMs, making them more adaptable
and effective in specialized areas where precision and domain-specific knowledge are
essential. This research highlights the importance of continued advancements in this
field, as fine-tuned LLMs hold great potential for supporting professionals in cyber-
security and beyond, providing them with the necessary insights to tackle evolving
challenges in their respective domains.

The findings from this research lay a foundation for future work in several key
areas of software engineering:

e The development of more sophisticated fine-tuning techniques that can better
balance specialization with generalization

e The creation of frameworks for continuous model updates that can keep pace
with evolving security threats

e The integration of fine-tuned models into existing software development work-
flows and security processes

e The exploration of ways to combine the strengths of fine-tuned models with
other security tools and human expertise

These directions for future research underscore the ongoing need for innovation in
software supply chain security, particularly as organizations face increasingly complex
security challenges. As the field continues to evolve, the insights and methodologies
presented in this thesis provide a valuable starting point for researchers and prac-
titioners working to enhance the security and reliability of software supply chains
through advanced AI technologies.
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Appendix A

Interview Information

A.1 Invitation Letter

Dear [Participant's Name],

We are Hemanth and Lakshman, master’s students in Software Engineering at
Blekinge Institute of Technology (BTH) in Karlskrona, Sweden, conducting
research on fine-tuning Large Language Models (LLMs) for mitigating software
supply chain security threats. Our thesis focuses on enhancing Al capabilities to
address emerging security challenges in software development.

Given your expertise in software supply chain security and cybersecurity
practices, | would greatly value your insights through a brief interview. Your
practical experience would provide invaluable perspective on the effectiveness
of Al-driven solutions in identifying and mitigating supply chain threats.

The interview would take approximately 20-30 minutes and include discussion
of:

« Your experience with software supply chain security

« Current challenges in threat detection and mitigation

« Potential applications of Al in security workflows

« Evaluation of fine-tuned language models for security tasks

All information shared during the interview will remain confidential and will be
used solely for academic research purposes. Your identity will be anonymized
in any published results.

If you are willing to participate, please let me know your preferred date and
time. | am happy to accommodate your schedule and can conduct the
interview via your preferred platform.

Thank you for considering my request. Your contribution would significantly
enhance our understanding of practical security challenges and help advance
the field of Al-driven security solutions in Software Engineering.

Best regards,
Hemanth, Email: hera22@student.bth.se

Lakshman, Email: lath22@student.bth.se
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A.2 (Questionnaire

Interview Questions

1. Professional Background

« What is your current role, and how does your experience relate to
software supply chain security?

2. Evolution of Threats

« How have you observed the evolution of software supply chain threats in
your industry or domain?

3. Incident Response

« Can you describe a specific software supply chain security incident or
challenge that influenced your practices?

4. Usage of LLMs

« Could you share specific examples of how LLMs have been applied in
your day-to-day activities, particularly in security contexts?

5. Effectiveness of Fine-Tuned Models

« How would you evaluate the effectiveness of domain-specific fine-tuned
model in addressing software supply chain security challenges?

o Threat identification.

o Mitigation strategies.

o Practicality.

o Relevance to the domain.
6. Performance Comparison

« How would you compare the performance of our fine-tuned LLM to its
base model particularly in terms of:

o Accuracy of threat detection?
o Relevance of mitigation strategies?

o Efficiency in integrating with existing tools?




A.3. Questionnaire

A.3 Questionnaire

7. Comparison with Existing Solutions

« How would you compare our fine-tuned LLM to existing tools in terms of
addressing software supply chain vulnerabilities?

8. Recommended Enhancements

« What specific features or capabilities would you like to see in a fine-
tuned LLM for this domain?

9. Domain-Specific Capabilities

« What unique capabilities does the fine-tuned LLM demonstrate
compared to general-purpose models?

10. Gaps and Limitations

« What limitations or gaps did you observe in the fine-tuned LLM that
need to be addressed for it to surpass general-purpose models in
software supply chain security?

11. Impact on Security Practices

« How do you think fine-tuned LLMs could transform software supply
chain security practices over the next few years?

12. Real-World Impact

« How do you think a fine-tuned LLM, like the one developed in this
project, can contribute to improving practices, efficiency, or security in
the broader field of software engineering?
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A.4 Questions by Participants to both Base and Fine-
tuned Models

Questions by Participants to both Base and Fine-tuned Models

Interviewee 1 - Security Architect (13 years experience)

e What measures can we implement to detect and respond to subtle, long-
term compromises in build systems or artifacts?

e What are the most effective strategies for preventing supply chain
attacks, such as dependency confusion or build system compromises?

e How can we align these with frameworks like SLSA?

Interviewee 2 - DevSecOps Engineer (7 years experience)

e What are the best practices for securing CI/CD pipelines, including
managing third-party tools and automating security checks?

e How can we enforce security controls across build processes to prevent
unauthorized changes, while maintaining pipeline efficiency?

Interviewee 3 - Security Analyst (6 years experience)

o What are the best practices for managing dependencies securely in a
software supply chain?

e (Can you suggest tools or techniques to improve vulnerability
management and align with modern security workflows?

Interviewee 4 - Security Architect (11 years experience)

e How can we ensure build system security and manage dependency risks
effectively in complex microservices architectures?

Interviewee 5 - DevSecOps Engineer (4 years experience)

e What steps can we take to secure our CI/CD pipelines against
vulnerabilities in container images?

e Could you provide best practices for integrating security into DevOps
workflows?
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A.5 Questions by Participants to both Base and Fine-
tuned Models

e How can we identify and mitigate risks associated with compromised
container images or malicious changes in the pipeline during
deployment?

Interviewee 6 - Application Security Engineer (4 years experience)

e What steps can we take to detect and mitigate dependency confusion
attacks effectively, and how can these strategies be integrated into
existing workflows?

e (Can you suggest best practices for securing the dependency
management process, including package verification and private registry
management?
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