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Blockchain Enabled Metaverse: Development and Applications

Haoling Meng, Jianguo Ding, Hongmei Wang, Zhimin Zhang, Xuanxia Yao*, and Huansheng Ning*

Abstract: The metaverse has gradually come into the public eye and has become a hotspot in cyberspace, but

it still faces many technical difficulties to be solved. Blockchain is a key component of the metaverse,

enhancing the development of the metaverse by connecting the real and virtual worlds seamlessly and solving

some of the difficulties faced by the metaverse. Our paper comprehensively studies the development and

application of blockchain technology in the metaverse. First, there is an introduction to blockchain and the

metaverse, followed by a discussion of why blockchain should be integrated into the metaverse. Second, an

overview of the main blockchain technologies is provided to evaluate blockchain’s role in the metaverse and the

value is summarized. Third, the development of future integration of blockchain and metaverse is presented

from the perspective of social life and technology. For social life, how to use blockchain in the metaverse to

enhance and improve social life is discussed. Then, from the technical perspective, it discusses how blockchain

shapes the metaverse. Finally, challenges associated with the integration of blockchain into metaverses are

analyzed and some promising research directions and solutions are proposed.
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1 Introduction

1.1 Background

The future of the metaverse has become a heavy bet for

many Internet technology companies because it
integrates many scientific and technological
achievements of society (including Aurtificial
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Intelligence (AI), Virtual Reality (VR), and blockchain
technology). As a complement to the real world, the
metaverse could create a digital one and has also
become the ultimate direction of digitization and
intelligence of human society!'l. Looking back at the
development of the Internet, from the initial simple
application to the current immersive application, it has
tried to integrate virtual and reality. Under this trend,
the metaverse, which reaches the peak of immersion
and participation, may be the Internet’s ultimate form.
By combining extended reality (namely XR) and
digital twin technology, the metaverse enables
immersive experiences. It brings the real and virtual
worlds together, uses blockchain technology for
economics, and lets users edit and create content.
Table 1 shows the technological evolution and
converging paths of the metaverse.

The metaverse is currently committed to applying it
to all aspects of life. From the initial social and game
fields, it has gradually been applied to education,
medical care, tourism, and other public services. The
metaverse can provide a more real and rich social
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Table 1 Technological evolution and converging paths of the metaverse.

Time Technology evolution Description
Popularity of 1 . . .
0550 e G (1% PP 0 o "
User Interfaces (GUIs) P P & d '
19905 Birth of the World Wide ~ The development of the Internet made information exchange more convenient and laid
) Web (WWW) the foundation for the development of virtual social space.
C t of met. . _— .
1992 oneep ;rolg)fszzerse W8 Seience fiction masterpiece 4 O P X $@iBfdrward the concept of metaverse.
The prototypes of metaverse games, such as “Web World” (the opening of user
1994-1996 VR was integrated into the generated content mode), “Active Worlds” (the emergence of VR scenes), and
prototype of the metaverse “Cybertown” (the proposal of virtual reality modeling language), emerged one after
another, introducing a consumer-level virtual reality experience.
E f virtual . . . .
merge.nlce © v1r.ua Second Life, Roblox, and other virtual communities and games began to appear, which
2003-2006 communities and virtual . . . .
worlds laid the foundation for the social experience of the metaverse.
. The development of the IoT enabled various devices in the physical world to connect
Popularity of the Internet of . . . s . .
2010s and interact with each other, creating more possibilities for augmented reality and virtual

Things (IoTs)

experience.

2010s-2020s

Application of blockchain
and encryption technology

The application of blockchain technology promoted the rise of cryptocurrencies,
provided a safe and transparent foundation for the creation, transaction and management
of digital assets, and laid the foundation for the development of the virtual economy.

Important projects of

Decentraland integrated blockchain and assigned virtual land to players participating in
development through Proof of Work (PoW).

Google released a low-cost VR product cardboard, Microsoft launched a head-mounted
MR-HoloLens, Apple launched an AR development platform ARKit, XR provided a
new immersive experience, providing technical support for the construction of the

The emergence of technologies, such as digital humans and virtual humans based on Al,
made the user’s experience more personalized and immersive.

Some countries, such as Republic of Korea, was building the world’s first metaverse city

2015 metaverse integrated
blockchain
Rapid development of XR
2015-2020 (VR/Augmented Reality
(AR)/Mixed Reality (MR)) metaverse.
2020s Development of Al
2021-2023 Rise of the digital twin

plan. The digital space enabled the real space to operate, and the digital twin entered a
new stage of large integration.

2023—future

Development period of the
metaverse

The global acceleration of metaverse development and technology integration has begun
to be gradually applied to all walks of life.

%FWFMPQNFOU BOE "G3MJIDBUJPC

experience. Users can communicate with others face to
face in virtual space, participate in virtual activities,
gatherings, and meetings, break time and geographical
constraints, and achieve real-time interaction on a
global scale. In the metaverse, users can display and
share their works of art, music, movies, and other
creative achievements, cooperate and interact with
other creators. The metaverse provides users with a
virtual economic system in which they can create and
operate virtual enterprises, and purchase and sell
virtual goods and services. At the same time, the
metaverse also shows great potential in education,
medical treatment, tourism, and other fields. Students
can experience immersive learning through VR.
Doctors can provide more accurate and convenient
medical services through virtual surgery and remote

diagnosis and treatment. Visitors can experience the
scenery and culture around the world in the virtual
world.

Nevertheless, the metaverse is also facing some
challenges and problems as it develops. First, as a
result of the metaverse’s complexity and diversity,
personal information and virtual assets may be stolen
or abused, and transactions in the metaverse cannot be
guaranteed to be authentic and reliable. Secondly, in
the face of huge data and transactions in the metaverse,
it is urgent to improve the performance of processing,
storage, computing, and other aspects, and adopt
optimized processing and operation mechanisms to
maintain a stable and safe system. Therefore, the
metaverse is looking for an underlying architecture
technology to solve the above issues and provide a
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guaranteed and autonomous

mechanism for various application services.

system  operation

1.2 Contributions

This paper comprehensively evaluates blockchain
developments and applications in the metaverse,
confirms the necessity from multiple perspectives,
helps people understand the potential relationship
between them, and provides a theoretical basis for
promoting blockchain to the metaverse. Table 2 shows
the contribution of our work in comprehensiveness and
compares it with other related research. Our focus is to
fully consider future applications of blockchain in the
metaverse and explain how the blockchain promotes
the metaverse from the perspective of social life and
technology. In summary, this paper makes the
following contributions:

e Firstly, this paper introduces blockchain and the
metaverse, and discusses why it is important to
integrate blockchain in the metaverse.

e Secondly, this paper undertakes a comprehensive
review of relevant international academic research to
enhance the comprehensiveness of this article’s
discussion on the impact of blockchain on the
metaverse.

e Thirdly, this paper analyzes four main blockchain
technologies and outlines how blockchain specifically
enables the metaverse.

e Fourth, the paper discusses combining blockchain
and metaverse to develop in the future, including social
life and technical perspective, and proposes some
promising research directions.

e Finally, this paper examines the challenges faced
by blockchain applications in the metaverse and
identifies the problems that need to be solved for
practical application.

1.3 Paper organization

Here is how other parts of this article are arranged. In
Section 2, the background of blockchain, the
metaverse, and what blockchain has to do with it are
described. A detailed description of blockchain
technologies and their roles in the metaverse are
discussed in Section 3. How blockchain enables
metaverse with social life aspect is discussed in Section
4. How blockchain enables the metaverse from a
technical perspective is discussed in Section 5. We then
analyze the challenges and possible improvement
methods to apply blockchain to the metaverse in
Section 6. In the conclusion part, we suggest some
potential directions for further research in Section 7.

2 Blockchain Enabled
Preliminary

Metaverse:

2.1 Blockchain overview

Transactions[8l, data, and information are recorded
using a distributed and decentralized digital ledger
called a blockchain. Each block of the blockchain
contains a specific quantity of information, which is
subsequently linked together chronologically to form a
chain. All servers involved in the blockchain network
will store the chain information. If there is a complete
node that can work normally, the entire data are secure.
For the entire blockchain network, these servers are
called nodes, which provide storage and computing
power.  Encryption  technology ensures the
confidentiality of data, and all transactions and data are
stored in multiple nodes on the network to achieve
tamper-proof features.

Each data block is composed of a block header and a
block body, with the former encompassing the current

Table 2 Comparing our study with others currently being conducted (the number of signs of ‘“+” indicates the degree of
research on this item in the paper, ‘-’ indicates the paper does not research this item).

Item

Reference

(21 [31 [4] (51 [6] [7]

Ours

Overview of the metaverse and blockchain, including their key technologies and architectures + + + + ++ ++ ++

Current dilemma faced by the metaverse, and how the key technologies of blockchain can
promote metaverse development and solve the dilemma

-+ o+ o+ o+

Formation history of blockchain and the national strategic layout of blockchain applied to the
metaverse, suggesting future development prospects

How blockchain enables the metaverse from the perspective of social life, such as the

development of innovative applications

How blockchain enables the metaverse from a technical perspective, such as data management,
cross-chain interaction, and other key technologies
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version number, the hash value of the preceding block
(PrevHash), the random number (Nonce) necessary for
the current block, the timestamp, and the Merkle root.
As a result of the block creation process, all
transactions are verified and generated in the block
body. Merkle root is generated by all transactions in
the block. This diagram shows blockchain structure in
Fig. 1.

First, the data structure of the blockchain is
implemented with the Secure Hash Algorithm 256
(SHA-256); secondly, in the process of block-to-block
transaction encapsulation, an efficient Merkle tree is
used for fast verification of data integrity, and storage
and transmission can be simplified by getting root
hash. Thirdly, to ensure the sequential link of blocks, it
is necessary to use the timestamp mechanism to write
time parameters in blocks; finally, to reach a consensus
mechanism and make the “mining” work of the whole
network smoothly, the system adopts two designs of
difficulty target (the difficulty target is the difficulty
value required to generate a block approximately every
10 minutes for the entire network) and random number
under the consensus mechanism to ensure that the
system operates reliably.

Blockchain technology was originally widely used in
the transaction records of Bitcoin, a digital currency,
but it has now been applied in many other fields. There
are three types of blockchains based on their scope of
use: public, private, and consortium blockchain.

Blockchain technology can be traced back to the
Byzantine Fault Tolerant (BFT) algorithm, derived
from the Byzantine general problem, which is the
prototype of the algorithm that enables the
development of blockchain applications. In the 1990s,
cryptographic algorithms, timestamps, proof-of-work
mechanisms, and other technologies were proposed one
after another. In 2018, the era of Bitcoin, the initial

.FUBWFSTF

form of blockchain, came into being. Nakamotol®!
officially proposed a decentralized electronic trading
system based on point-to-point finance. The
development history of the blockchain is shown in
Table 3.

2.2 Metaverse overview

1992’s science fiction film 4 OP X $SB T gave birth to

the term “Metaverse”[!7], It describes two concepts of
“Avatar”.
people to create virtual avatars for themselves. In this
world, people use digital avatars to accomplish similar
things in reality. So far, the film describes the advanced

“Metaverse” and The metaverse allows

future world.

An interconnected and virtual world constructed by
humans with the aid of digital technology and mapped
or transcended by the real world is called a
metaversell8l, The “metaverse” itself is not a new
technology still, there are many existing technologies
that it integrates, including the 5th Generation mobile
communication technology (5G), the 6th generation
wireless network technology (Wi-Fi 6), Al, VR, AR,
blockchain, cloud computing, distributed computing,
IoT, digital twin, etc.l1%. As technology continues to
develop, the metaverse is gradually becoming an
emerging field of the digital economy and society, and
has attracted wide attention and research.

As a virtual digital world, the metaverse involves a
variety of technical fields. The following are some key
technologies.

(1) 5G and Wi-Fi 6: The 5G network has fast data
transmission speed, low latency, and high network
These

multiplayer

make real-time
games, VR,
applications in the metaverse smooth and fast. In

addition, 5G can support more devices to connect to

capacity. characteristics

interaction, and other

the network, thereby improving the interaction and

Hash

Hash Hash Hash
[ E— > PrevHash Difficulty target > PrevHash Difficulty target | 5 PrevHash Difficulty target R
Version Nonce Timestamp Version Nonce Timestamp Version Nonce Timestamp
Block header Merkle root Block header Merkle root Block header Merkle root
Block body Hash1234 Block body Hash1234 Block body Hash1234
Merkle tree Merkle tree Merkle tree
|—> Hash12 <—1 |-> Hash34 <-| r Hash12 <—| r Hash34 <—| r Hash12 <-| r Hash34 <—‘
Hashl Hash2 Hash3 Hash4 Hashl Hash2 Hash3 Hash4 Hash1 Hash2 Hash3 Hash4
t E— — — E— s E— t
TS1 TS2 TS3 TS4 H i TS1 TS2 TS3 TS4 i i Ts1 TS2 TS3 TS4
Transaction i : Transaction i i Transaction
(k-1)-th block k-th block (k+1)-th block

Fig. 1 General storage structure of the blockchain.
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Table 3 History of the blockchain technology.
Time Event Specific content
Byzantine Fault Tolerant (BFT) was developed to build a fault-tolerant
1982 Issue of Byzantine generals decentralized s;fstem, W.hiCh can_ ensure the system’s normal operation even if
some nodes fail, allowing multiple nodes based on zero trust to ensure that
information is transmitted consistently and to reach a consensusH9l.
1990 Paxos was proposed Lamport!!!] proposed the algorithm Paxos, which can have high fault tolerance.
. . Haber and Stornettal!2l proposed a protocol for securing digital files with
Using of timestamps to secure . . L .
1991 e timestamps, a concept that has since been adopted by the Bitcoin blockchain
digital files
system.
Hashcash, a PoW algorithm that relies on the cost function’s irreversibility to
Hashcash technology was . o . . .
1997 . achieve easy verification, but hard to break properties, and was first applied to
invented by Back
block spaml(!3],
Dai published B-money, a system PoW, which emphasizes Peer-to-Peer (P2P) transactions and tamper-evident
1998 of anonymous decentralized  characteristics, was decentralized. Many designs have since been adopted by the
electronic cash Bitcoin blockchain(!4],
Reusable Proof Of Workload RPOW combines B-money with Adam Back’s Hashcash algorithm to create
2005 . . . . .
(RPOW) mechanism emerged  cryptographic currencies, which was proposed by Finney!!5].
. Nakamoto’s publications included a description of Bitcoin, which clarifies a P2P
Blockchain 1.0: Cryptocurrency . . . .
2008 digital payment system. The system has produced a decentralized electronic
released . .
trading framework based on a trust free foundation!®l,
2014 Blockehain 2.0 released Skl_ppln.g transactions an.d value.exchanges were used as 1ntf?rmed1arles in the
arbitration of money and information, known as programmable financel!6].
Based on its advantages and characteristics, blockchain was applied to the financial
2014-2022 Blockchain 3.0 released industry to supply chain management and metaverse and other fields, forming a

programmable society.

social experience in the metaversel?9; The Wi-Fi
6 offers better reliability, security, and speed than the
5G, thereby providing better performance for
applications in the metaverse. Wi-Fi 6 also has higher
energy efficiency and better coverage, which means
that devices using Wi-Fi 6in the metaverse can be
more energy-efficient, stably connected to the network,
and better cover larger areas.

(2) AI: Al technology can provide intelligent
services, such as natural language processing, image
recognition, recommendation systems, and intelligent
customer service, for the metaverse, and improve user
experience and interaction efficiency(?!1,

(3 VR and AR: VR and AR technology are
essential foundations for building the metaverse, which
allow users to immerse in experience and make them
feel like they are in a real virtual world!!8].

(4) Blockchain: Blockchain can supply a secure,
decentralized, transparent, and traceable data storage
and trading platform for the metaverse, and provides
technical support for the ownership, transaction, and
management of virtual assets. Blockchain can also
provide a unique digital identity for users participating
in the metaverse, enabling identity identification and
authentication!].

(5) Cloud computing and distributed computing
technologies: The metaverse needs to deal with a large
number of computing and storage requirements, and
requires efficient and scalable cloud computing and
distributed computing technologies to maintain the
metaverse’s performance and stability!22],

(6) IoT: IoT technology can connect various physical
devices (such as sensors, devices, machines, vehicles,
etc.) to the Internet to achieve interconnection between
devices. This will provide the metaverse with rich
physical world data, including environmental data,
device status data, user behavior data, etc., enriching
the content and interaction of the virtual world?3l.

(7) Digital twin: Digital twins can help metaverse
developers create more realistic virtual worlds and
provide users with richer experiences. Through digital
twinning, developers can better simulate physical
reality and bring the virtual world closer to reality[24].
This will help attract more users to the metaverse and
increase its commercial and social value.

2.3 Relationship  between  blockchain and

metaverse

Metaverse is considered an iterative upgrade of the
Internet, which will promote the integration of virtual
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and real economies. Currently, the metaverse is in its
infancy and faces a lot of difficulties in the application
as follows.

(1) The metaverse infrastructure is vulnerable to
attack. In the forthcoming time, metaverses are
anticipated to expand significantly in size, exhibit
exceptional openness, and undergo dynamic
optimization, facilitated by extensive digital
infrastructures alongside conventional infrastructures.
At the same time, the metaverse will gradually affect
people’s learning and lifestyle. If the infrastructure of
the metaverse is destroyed, it will affect the normal
operation of society. Therefore, the metaverse urgently
needs secure network system support to protect the
metaverse from being attacked.

(2) Data security and privacy protection are facing
big challenges. To meet people’s needs for intelligent
perception and immersive experience, the metaverse
must store a lot of user information. This stored
information includes a variety of private data related to
people’s work and life. In the process of data
collection, use, and storage, there is a risk of
destruction and leakage. Currently, data supervisors are
making it more difficult to collect and use metaverse-
related data.

(3) Digital asset management is a key issue.
Managing and confirming the large number of digital
assets generated by the metaverse is an important issue.
Plenty of User Generated Content (UGC) and
Intellectual Property (IP) applications across virtual
and real boundaries in the metaverse have aggravated
the difficulty of intellectual property management.
Everyone can create in the metaverse, which is a
collaborative shared space, which also spawns a large
number of digital assets and trading activities, and
requires a unified right confirmation rule.

(4) The metaverse operation and cross-platform are
also issues that we have to address. In the metaverse,
the operation of various social platforms, virtual
economic systems, and virtual communities is overly
dependent on central institutions and non-autonomous
operations, and cannot guarantee the legitimacy and
correctness of transactions and operations in the virtual
world. In addition, the metaverse has many different
virtual environments and platforms. Different virtual
environments and platforms always need to exchange
assets and values.

It is possible to effectively solve the above problems

.FUBWFSTF

by incorporating blockchain into the metaverse, which
has a greater advantage than the metaverse that is not
developed based on blockchain. Blockchain is a
decentralized  distributed ledger composed of
immutable packets. These packets are also called
blocks. Each block is connected back and forth to form
a “blockchain”. This database is maintained by
decentralization to ensure its reliability. The primary
features  of  blockchain  technology  include
decentralization,  distributed  ledger,
immutability (finality), security, transparency, and
smart contracts. The characteristics of the blockchain

consensus,

make it a key technology for building a trusted
underlying metaverse. In short, as a decentralized,
transparent, trusted, and intelligent infrastructure,
blockchain technology can contribute to the further
improvement of the metaverse. In constructing Internet
infrastructure, blockchain technology will use
distributed features to reconfigure data storage and
processing methods, providing the metaverse with
more secure data transmission channels and powerful
data flow processing capabilities. The underlying
network infrastructure provides fair access to each
node, allowing everyone to participate in the metaverse
securely, and to obtain unique credentials for digital
assets, sharing the benefits of the
development. what’s more, the metaverse based on the
blockchain can solve the interoperability problem by
cross-chain, which can avoid the formation of a

metaverse

metaverse island. Table 4 shows a comprehensive
comparative analysis of blockchain-based metaverse
and non-blockchain-based metaverse developments.
Decentraland is a virtual metaverse platform based
on the Ethereum blockchain, in which users can
purchase, own, and develop virtual lands, and can
create content, interact and socialize on these lands.
Blockchain ensures the transparency of ownership and
transaction of digital lands, and also provides a
decentralized economic system. Due to the high
stability of the platform, users have continued to grow
in the past few years, user privacy and data security
have been effectively guaranteed, and digital assets
have also brought high profits to the platform. These
all provide a rich practical dimension for the metaverse
integrated blockchain. At present, in terms of
interoperability, Decentraland is also exploring and
implementing, using the data services provided by
Chainlink to allow users to access real-time and

%FWFMPQNFOU BOE "GMIDBUJPC
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Table4 Comprehensive comparative analysis of blockchain-based metaverse and non-blockchain-based metaverse (“V” and

“x”” indicate whether there is advantage or limitation).

Blockchain- Non-blockchain-

Advantage/Limitation
£ enabled metaverse based metaverse

Description

Autonomy and
centralization needs

The former can achieve decentralization, eliminate single control, and
increase user autonomy and credibility. The latter cannot be autonomous
by relying on central institutions, and there may be a risk of centralization.
Centralized control may lead to data security and privacy issues.

Ownership of digital
assets

The former can ensure the uniqueness and authenticity of digital assets,
and users can prove their ownership through blockchain. The latter cannot
provide proof of authenticity and ownership of digital assets, and there is
arisk of asset forgery and theft.

Automated trading
and collaboration

The former’s smart contracts enable automated trading and collaboration,
providing more interaction and application possibilities. The latter relies
on traditional development methods, and is difficult to complete
diversified automated transactions and collaborations.

Safety and
transparency

The immutability and transparency of the former enhance the security of
the metaverse and prevent fraud and cheating. The latter may face trust
issues, and users need to rely on centralized institutions to ensure the
security and credibility of transactions.

Identification and
verification

The former can achieve more secure identity authentication and
authorization, and users can use their digital identity to control access to
specific resources or services. The latter is often based on the user’s
unique biometrics or centralized institutions for authentication, which is
more likely to face various risks.

Cross-platform
interoperability

The former enables data exchange and interoperability between different
applications, providing a richer and seamless user experience. There may
be differences in the technical architecture and implementation methods
between different platforms of the latter, which leads to compatibility
problems and makes it difficult to achieve interoperability.

Performance and
scalability

The former is limited by the confirmation time and computational
complexity of blockchain transactions, and may be limited in dealing with
large-scale users and transactions. The latter can achieve higher
throughput and can handle more users and transactions.

Complexity

The former requires more complex technical architecture and design,
which increases the cost and difficulty of development. The latter is
simpler and easier to use, reducing development costs and technical
thresholds.

Law and regulation

The former faces legal and regulatory uncertainties and challenges, and
needs to be coordinated with the existing legal system. The latter is easier
to adapt to the existing legal and regulatory system, avoiding legal
uncertainty and regulatory challenges.

reliable external data in their virtual world, which
provides a feasible idea for the operation and cross-
platform of the future metaverse platform.

24 Literature survey for blockchain-enabled
metaverse

The application and research of blockchain technology
are being actively encouraged internationally, and the
fusion metaverse hotspot has inspired many scholars to
research and explore it.

By analyzing the background and industry situation
of the metaverse, Li et al.[?] proposed that blockchain is

the core infrastructure of the metaverse, which can
provide critical support to the metaverse from several
aspects of technical platform, application scenario, and
collaboration mechanism. Based on blockchain
cryptography technology, the metaverse identity value
network was proposed, which is conducive to solving
the identity problem of the metaverse. Although the
author considered a more comprehensive approach, the
author only expanded a little on the technical aspects
but only gave a detailed description of the technology
of cryptography. Mishra et al.[¥l comprehensively
evaluated what the blockchain has to do with the
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metaverse. Using blockchain technology, the metaverse
ecosystem can ensure its users’ integrity, privacy, and
reputation. Mozumder et al.[5] went through the study
of metaverse technology, the centralization is prone to
data islands and security risks. All infrastructure must
be built on blockchains to ensure the decentralized
nature of the metaverse. Hu et al.’s research26 on the
blockchain and digital economy innovation of the
metaverse industry shows that the metaverse platform
and blockchain technology allow the digital economy
to develop more rapidly, and the two promote each
other. Truong et al.[% conducted a more comprehensive
survey of the importance of blockchain to the
metaverse, detailing digital asset management, and
discussing how blockchain enables the metaverse from
different perspectives. Due to the extensive
investigation, this paper does not detail the
empowerment of various key technologies of
blockchain in the metaverse.

Xu et al.[?7] explored ways to facilitate the metaverse
on wireless networks and proposed one new metaverse
network based on distributed ledgers, which greatly
expands storage space and ensures data security in a
multiverse, which helps the metaverse solve storage
problems. Yang et al.[3! discovered that the consensus
mechanism can establish a more trusted mechanism in
the metaverse transaction. As the main components of
the blockchain data layer, hash algorithm and
timestamp technology have a positive effect on the
traceability and protection of metaverse data, but the
author did not describe the technical section in detail.
Jeon et al.b) introduced the contributions of blockchain
and Al to the metaverse, which briefly discusses the
content of data processing and shows how they can be
used to create virtual worlds in some ways. However,
Refs. [4] and [5] do not provide comprehensiveness in
social life perspectives, such as applications based on
blockchain, and the examples are primarily restricted to
introductions. Gadekallu et al.l”] extensively discussed
the blockchain-based approach and the importance of
blockchain to metaverse crucial support technologies
from technicality, but there is no discussion on the
application challenges.

According to the literature survey, blockchain can
provide metaverse with functions, such as
identification, decentralization, and digital
management. Its significance for the metaverse is

asset

summarized as follows. Regarding interoperability,

.FUBWFSTF

there are a few related papers mentioned in the
blockchain-enabled metaverse. We describe in detail
the method of realizing metaverse interoperability
based on blockchain in Section 5.

o Identification

The metaverse is cyberspace with a wide range of
content. The uniqueness of identity is extremely
difficult to guarantee in such cyberspace. A person and
a file have extremely high reproducibility, and such
problems in the metaverse must not exist. This function
is also difficult to achieve at this stage, but blockchain
can do it. As long as ensuring that the identity in the
metaverse is unique can the metaverse be widely
promoted. In the metaverse, identities and valuable
products can easily be copied, embezzled, and
tampered with. However, blockchain technology can
realize the unique identification, ensuring that the
identity of virtual and real worlds corresponds one to
one. This information is immutable, and will greatly
improve the metaverse’s identity problem.

e Decentralization

The blockchain network is a system that does not
rely on central institutions. The blockchain networks
have countless nodes, which jointly verify and confirm
transaction information, which is called consensus. The
consensus mechanism is a decision algorithm used by
each node to quickly achieve consistency. Therefore,
all nodes in the network store a common data ledger,
which is the distributed ledger. The metaverse can be
better decentralized, autonomous, and open based on
blockchain technology, relying on multiple computers
to jointly maintain system security. For example,
through blockchain technology, transactions and
payments of virtual currencies can be realized, and
smart contracts can be automatically created to ensure
fairness and transparency. Meanwhile, blockchain
technology realizes the data storage, computing, and
network transmission in the metaverse, which ensures
data integrity, immutability, and transparency. There
will be no tampering or deletion of any metaverse data
once they are written to the chain. All network
participants with permission access see the same
information simultaneously, the metaverse is built on
servers that are more vulnerable to destruction and
controlled by centralized agents. Therefore,
decentralized technologies are urgently needed.

e Digital assets management

For the metaverse, credible asset value is an essential
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component because there is no strongly centralized
institution in a relatively free metaverse, each person is
a master of the metaverse. In this case, the metaverse
will gradually develop into a unique and self-contained
economic system, which needs to realize asset value
authentication under the premise of decentralization,
and all this cannot be done without the support of
blockchain technology. Compared to the real world,
digital assets in the metaverse can benefit from
blockchain’s security and transparency, which makes
digital asset management possible. Using blockchain
can convert digital assets into digital tokens on the
blockchain, ensuring that they cannot be forged,
tampered with, and securely stored. This allows the
ownership and transaction history of digital assets to be
traced, reducing the risk of fraud and illegal activities.

2.5 Strategies of applying blockchain to the
metaverse in different countries

Currently, some countries are promoting blockchain
programs, and some companies are also actively
developing  blockchain-based  ecosystems  and
applications. Many countries have introduced policies
to encourage the development of blockchain
technology, which will also be developed as an
important technology in the metaverse. The strategies
of applying blockchain to the metaverse in different
countries are shown in Table 5.

3 Key Technology of Blockchain and Its
Role in Metaverse

Blockchain has four core technologies: distributed
storage network, smart contract, consensus mechanism,

Table 5 Strategies of applying blockchain to the metaverse in different countries.

Country

Policy

China

(1) China’s 13th Five-Year Plan explicitly includes blockchain technology as part of its core development, in
addition, China has launched the 2018 China Blockchain Development Report and the China Blockchain
Technology and Industry Development Forum, among other activities!28,

(2) The Ministry of Industry and Information Technology and the Net Office issued the “Guidance on Accelerating
the Promotion of Blockchain Technology Application and Industrial Development”, which further clarifies the
development goals of the blockchain industry in the next ten years(2°].

(3) According to the 14th Five Year Plan, blockchain, as a key industry, will be conducive to the development of
the digital economy and contribute to a significant increase in its proportion to GDP by 20250301,

USA

(1) In 2018, “Statement on the issuance and trading of digital asset securities” was issued to support technological
innovation that benefits investors and capital markets, comply with the federal legal framework and regulatory
compliance in an orderly manner; encourage blockchain entrepreneurs to hire legal counsel, may seek SEC
assistance.

(2) In July 2019, the U.S. Department of Defense (DoD) released the DoD Digital Modernization Strategy, which
lays out its digital plan for the next four years. The DoD is experimenting with blockchain-based cybersecurity
protection311,

(3) In 2022, the U.S. House of Representatives Committee on Energy and Commerce held a marathon legislative
hearing that records 38 bills, including two bills that were successfully reported to the House by members of
Congress, the Blockchain Innovation Act, and the Digital Taxonomy Act, which are the most complete bills to
address regulatory transparency of blockchain pass-throughs introduced in the U.S. Congress to date[32],

Russia

In 2022, on April 16, the Russian Ministry of Finance was about to finalize draft cryptocurrency regulations, which
will legalize cryptocurrencies as a means of payment. At the same time, cryptocurrencies will be considered an
investment331.

UK

(1) In 2016, The British government utilized blockchain to accelerate digital transformation and explored the future
technology of blockchain.

(2) In 2019, The Thai Trade Policy and Strategy Office (TPSO) and the British Embassy in Bangkok were working
together to strengthen intellectual property management through blockchain.

(3) In 2022, the Financial Conduct Authority (FCA), the UK’s financial regulator, supported a wide range of
technology implementations in the financial services industry, including industry innovations brought about by
blockchain technology341.

Singapore

In 2022, Singapore released the Guardian project, which aims to build open and interoperable networks to facilitate
cross-platform trading of digital assets using public blockchains[3>!,

In 2020, with the objective of fostering the robust growth of the blockchain-based digital asset sector in Republic of

Republic of Korea Korea, the authorities provided government-wide support through policy formulation and security enhancement, as

well as the training of professionals!36l,
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and cryptography technology. Blockchain is closely
related to the construction and improvement of the
metaverse, which can enhance the metaverse’s
development in many aspects, as shown in Fig. 2.

3.1 Distributed storage network

Blockchain technology is a technical solution for
storing, validating, transmitting, and communicating
data through its own distributed nodes without relying
on third parties.

Distributed ledger. Blockchain is an accounting
technology that is maintained by multiple parties and
transmitted using cryptography. It can achieve
consistency in data storage and is difficult to tamper
with, which is called distributed ledger technology. The
ledger is a digital record established by a consensus
mechanism, including the blockchain’s data structure,
all transaction information, and the status. It can be
shared, copied, and synchronized among network
members. Multiple distributed nodes complete a
distributed ledger by recording transactions. A
complete ledger is maintained by each node, which is
able to supervise and verify transactions. Distributed
ledger is the key technology of blockchain, which is
often referred to as the database, in which data are
processed and stored by each node. Therefore,
distributed ledgers play a key role in the blockchain by
storing data.

P2P network. Blockchain is a distributed P2P
network, which is very different from the centralized
client/server network architecture. It is a decentralized
network that can improve the efficiency of data

/Distributed network Smart contract \

K Blockchain

Ethereum Decentralization )-'.f Social layer
Distributed ledger virtual || Script code Consensus @ Social platforms and social interaction functions, including
machine : e : : :
virtual communities, virtual meetings, virtual chat, etc.
P2P network Immutability (%)
Cryptography Content layer
5 Digital content, including virtual land, virtual pets, virtual art,
i Hash algorithm .
Consensus mechanism virtual characters, etc.
pow | [ PeFT Asymmetric encryption Security ()
Transparency a Software layer
Pos DPoS Zero-Knowledge Proof Software technologies and platforms, including VR, AR, Al,
(ZKP) Autonomy  (§

UBWFSTF %FWFMPQNFOU BOE "@GQMJIDBUJPC

transmission and has higher security than the
centralized network structure. P2P network has the
most important feature that each network node is equal,
and no node is in the central position or has control and
management authority over other nodes. In the P2P
network environment, each computer in the network is
capable of both requesting network services and
offering them to other computers. As the number of
users increases, so do the demands for resources and
services capabilities of the system have to be
synchronously expanded. With P2P architecture,
computer tasks or data can be distributed across a large
number of regular Internet nodes, which can fully
utilize idle nodes for computing and storage, improving
computing power and storage capacity. P2P
architecture inherently has the advantages of attack
resistance and high fault tolerance. Since the service is
scattered among nodes, the destruction of some nodes
or networks has little impact on other parts. What’s
more, the possibility of eavesdropping and leakage of
users’ private information is greatly reduced because
data transmission is scattered among nodes without a
centralized link.

Traditional distributed storage systems adopt
client/server architecture, which is usually controlled
and managed by centralized management nodes or
organizations. Since data are usually stored on a
centralized server or cloud platform, this may lead to a
single point of failure, and the user’s data may be at
risk of privacy leakage and abuse. Maintaining and
managing traditional distributed storage systems
usually requires a lot of manpower and resources,

Economic layer . . . .
Digital currency and economic system, including virtual

currency, virtual goods trading, virtual land ownership, and
so on.

MR, blockchain technology, etc.

Hardware layer

Technical equipment and infrastructure, including computers,
servers, data centers, network equipment, glasses and head-
mounted devices.

£ Metaverse

Fig.2 Analysis of blockchain and metaverse relationships.
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which may lead to higher operating costs. Blockchain’s
P2P network and distributed ledger technology enable
metaverse to achieve decentralized data management
and transaction records, thus ensuring the transparency
and security of transactions. Moreover, blockchain-
based metaverse has high expandability, high fault
tolerance, large storage space, and high computing
performance. In addition, the metaverse based on the
blockchain can better protect data from being destroyed
and user privacy from being leaked.

3.2 Consensus mechanism

The shared memory model can use shared memory in
distributed systems to achieve data sharing between
nodes. By using the consistency protocol and
synchronization mechanism, the data shared between
nodes can be ensured to be consistent. The shared
memory model may have challenges in consistency and
security, especially when multiple nodes access and
modify shared memory at the same time, data
competition and inconsistency may occur. This
technology usually relies on trust in the centralized
controller, but the controller may make changes to the
shared memory without being perceived by other
nodes.

The blockchain network is based on a consensus
mechanism. Special nodes participate in voting to
quickly verify and confirm transactions, enabling the
consensus mechanism to efficiently complete the
process. Compared with the shared memory model, the
consensus mechanism has many advantages. The
consensus mechanism ensures data consistency and
reliability and weakens centralized management. It can
directly ensure that the metaverse world is open and
transparent. All authorized nodes obtain updated
information through distributed ledgers. If any node
wants to tamper with the block information, it is almost
impossible for more than 51 of nodes to reach a
consensus to complete the tampering. It is impossible
to mobilize many nodes in a short time; that is, the
distributed ledger is difficult to be tampered at will,
ensuring the integrity of data in the blockchain-based
metaverse world, and avoiding the fraud of metaverse
virtual world data. The consensus mechanism will
improve the chaotic metaverse market and provide a
broad space for development. Under the support of the
consensus mechanism, the metaverse industry chain
will be more perfect. The decentralization attribute of
the global

the consensus mechanism will link

metaverse users and give the metaverse the
characteristics of decentralization and borderlessness.
Currently, PoW and Proof of Stake (PoS) are the most
widely used.

PoW. A PoW is a cryptographic mechanism in
which participants are rewarded for solving complex
computation problems. In this mechanism, the
SHA256 hash function is used by each node on the
network to calculate the hash sum of the constantly
changing block headers. Calculated values must equal
or be less than given values according to consensus.
The hash value of the distributed network is
continuously calculated by all participants by using
different random numbers. All nodes must confirm that
the calculated value is correct after a node calculates
the target value. Afterward, new transactions in the
new block will be verified to confirm the integrity of
the information and updated throughout the network. In
Bitcoin, the entire node calculation process is called
“mining”, and these nodes are called “miners”37],
Incentives to encourage miners (such as distributing
them some Bitcoin) are also proposed because mining
requires much time. To find an effective processing
scheme for the transaction block, the participants (or
miners) will iterate out the given value by repeatedly
calculating the random number. These random
numbers are added to the end of the hash string
generated by each iteration. Once a miner finds a
solution, this block content will be broadcast. After
other nodes are verified and confirmed to be correct,
the content of the block is updated by the whole
network. To reward the miner for spending computing
power to validate the next block of transactions,
Bitcoin will be given to miners as a reward for
spending their computing power to validate the next
block of transactions.

PoS. PoS is an upgraded consensus mechanism of
PoW, which mainly solves the problem of waste of
PoW workload calculation. Its essence is that the staker
with the most pledged assets in the network has the
right to produce and use blocks, which is different from
PoW. PoW depends on which node in the network has
the highest computing ability. Specifically, PoS takes
the product of a specific number of currencies and the
period of its last transaction as the Coin-Days. Each
transaction will consume a certain number of Coin-
Days. The Coin-Days is negatively correlated with the
difficulty of mining. The node that consumes the most
Coin-Days will generate new blocks and add them to
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the original blockchain to obtain the accounting right.
Under the pledge token mechanism of PoS, the
malicious operation attack probability of hackers as
verifiers controlling more than 51 of the equity nodes
can be reduced. The verification efficiency and
performance of PoS transactions are faster than PoW,
reducing the time required to reach a consensus.

3.3 Smart contract

A smart contract is a protocol between two or more
parties stored on a blockchain (such as Ethereum).
Each such contract has a set of predefined rules and
conditions designed to automatically control, enforce,
and record events when triggered according to the
terms of the agreement(38]. Changes in the data state
within these contracts are guaranteed by the consensus
of the entire blockchain network, and transactions
automatically completed by smart contracts are
traceable and irreversible. Unless the entire network
approves the changes, no one can change them. Smart
contracts do not require other institutions as notaries
and can be trusted by different parties to the
transaction. The logic code can be designed according
to the given conditions of the demand side.

In traditional development, technical means, such as
database triggers, stored procedures, and rule engines,
can be used to automatically execute and control
predetermined business logic code, but there are many
disadvantages compared to smart contracts. The above
technologies in software development are usually
under control, such as
management systems or application servers. This
means that the operation and management of these
systems are usually controlled by central entities, rather
than distributed control like smart contracts. If the
centralized system crashes or is attacked, the entire
system may be affected. Smart contracts are usually
deployed on the blockchain network and have
distributed characteristics, so they are not prone to the
single point of failure. There may also be performance
and scalability challenges when processing large-scale
data or high-concurrency requests, but smart contracts
can effectively avoid this problem. Smart contracts will
have more prominent advantages for the metaverse.

Firstly, smart contracts help create and run
application logic that enables autonomous decision-
making and management in the metaverse without the
need for centralized servers. At the same time, smart
contracts can also be flexibly programmed according to

centralized database
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different application scenarios to achieve more diverse
and complex applications. Secondly, they help
generate, circulate, and transfer virtual assets in the
metaverse, and realize digital copyright protection(39],
virtual economic ecological construction, and other
functions. The decentralized characteristics of smart
contracts can ensure the fairness and authenticity of
each transaction, and prevent cheating and fraud. In
general, smart contracts can help build a decentralized,
secure, and reliable metaverse ecosystem in which
users can engage in transparent and interactive
activities.

Smart contracts are first formulated by both parties,
and then coded by technicians, which can be written in
a programming language similar to other computer
programs. These codes usually contain the rules and
conditions of transactions and contracts. For example,
in an Ethereum network, smart contracts can be written
in Solidity and run on an Ethereum Virtual Machine
(EVM). Deploying the contract on the blockchain
network is required after the contract is written. It is
necessary to upload the contract’s code to the
blockchain node during the deployment process. The
node will save the code on the blockchain and generate
a contract address. By operating on the Decentralized
application (namely DAPP), the JavaScript Application
Programming Interface (API) provided by the web3.js
library can be connected to invoke the contract address,
and then execute the code logic. Next, the nodes
automatically execute the smart contract. During the
execution, the state changing, data storage, event
triggering, and other operations of the contract will be
involved. The execution results are saved on the
blockchain and can be verified and queried by other
nodes. When the contract is completed, a transaction
will be generated, and a network-wide broadcast will
be sent out for this transaction. Other nodes will
incorporate the transaction into the block after
verifying it. The transaction is confirmed after the
block has been added to the blockchain. The operating
mechanism of the smart contract is shown in Fig. 3.

3.4 Cryptography

Secure Sockets Layer (SSL) and Transport Layer
Security (TLS) protocols are data encryption
technologies  commonly used in  traditional
development to protect the security of network
communication, and ensure the security of
communication by encrypting data and authenticating
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Fig. 3 Operating mechanism of the smart contract.

identity. It includes multiple stages of the handshake
and key exchange process, which requires negotiation
and interaction between the server and the client. This
complexity increases the difficulty of implementation
and configuration, and it is easy to introduce security
vulnerabilities. The digital certificate in SSL/TLS
protocol needs to be issued by an authoritative
certificate authority, which makes the cost of obtaining
and managing the certificate higher, and there is a trust
dependence on the certificate authority. If the
certificate authority is attacked or abused, the security
of communication may be threatened.

Blockchain-based cryptography technology will
solve the above problems well. As a key technology of
blockchain, cryptography mainly relies on asymmetric
encryption technology and hash algorithms to achieve
data security and immutability. Data encryption will
also become a major research content in the metaverse.
In addition, ZKP is mainly used in blockchain to
achieve data privacy protection and improve system
scalability9]. It is an extremely complex and hugely
data-driven world in the metaverse. It is necessary to
protect these data from being destroyed, tampered with
and leaked to achieve high reliability.

Asymmetric encryption. The data of the metaverse
can be protected by asymmetric encryption technology
to avoid hidden dangers like data leakage. In addition,
verifying data’s integrity and source can be done with

digital signatures. The principle and implementation
process of digital signature are shown in the Fig. 4.

Hash algorithm. This is a widely employed
algorithm for data structures. It enables the mapping of
messages with varying lengths to fixed-length hash
values, possessing the attribute of irreversibility. Fixed
length refers to no matter how long you input data, the
output is a fixed length string; irreversibility means that
you cannot reverse the original input by the output
data. The SHA-256 is employed within the blockchain
to perform hashing on transaction data of varying
lengths. This process involves transforming the source
data into a sequence of 256-bit characters, thereby
enabling efficient management and storage of
metaverse data cohesively. Then the unified format
characters are packaged into blocks to minimize
storage space while maximizing protection against data
leakage and cracking.

ZKP. ZKP is a branch of cryptography that can solve
expansion and privacy issues for many blockchain
projectsi!l, Blockchain can use ZKP technology to
improve transaction throughput, protect user data
privacy while verifying user identity, realize complex
calculations, and allow enterprises to use blockchain
technology and protect their intellectual property
rights. ZKP allows users to prove that they know or
have information without disclosing information. A
“prover” will use the information entered by a system
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world data and real world data, and corresponding
information, to form a decentralized system. Further,
the distributed digital identity can make it possible to
identify and verify the identity in the metaverse.

In the subsequent inspiration, blockchain has begun
to be gradually applied to the metaverse to solve
various problems. It is mainly used in the financial
industry, education, social network, game, public
services, and supply chains. Autonomous driving may
also be the direction of the future, and the metaverse is
more effective in personal mobility. Due to the better
monitoring system for personal avatars through
blockchain data technology, the risk of self-driving
cars being damaged by customers can be minimized!(47],
How blockchain technology can be applied to the

metaverse is shown in Table 6 and Fig. 5.
4.2 TImproving asset management

All kinds of virtual assets generated in the metaverse
can use blockchain to achieve decentralized asset

management without relying on third parties platforms
to establish a credible mechanism and reduce security
risks. Decentralized asset management refers to the use
of smart contracts to automatically perform asset
management services in an environment that does not
Like the real world,
participate in the creation and trade the created virtual

require trust. anyone can
objects. There must be asset problems in production,
trading, and creation, that is, virtual assets. Virtual
assets also have a certain value and can be traded, and
the transaction price depends on the buyer, seller, and
market conditions.

Blockchain can realize the ownership proof and
transaction record of virtual assets (such as digital art,
virtual land, virtual goods, etc.). In the metaverse,
traceability, and
tamper-proofing for virtual assets, thus promoting the

blockchain enables uniqueness,
development of virtual asset markets. For example, by
creating unique digital assets on the blockchain to
represent virtual land, items,

virtual or virtual

Table 6 Applications of the blockchain technology in metaverse.

Application

Application example

(1) The enterprise blockchain platform offered by Kaleido effectively consolidates the necessary
components for banks and financial institutions to develop inventive blockchain-based products and
services. Three of the world’s five largest banks now use Kaleidol48!,

Financial industry

(2) USD Coin (USDC), developed by Circle, a regulated fintech company, is an integral component of a

worldwide ecosystem encompassing both traditional and cryptocurrency commerce. This digital dollar,

known for its reliability, widespread acceptance, and exceptional liquidity, adheres to elevated standards

within the crypto industry9l,

Decentraland is a blockchain-based virtual world where users can purchase, own, and trade virtual land, and

Education

create contents on the land, including educational resources and learning activities. Some educational

institutions and educators have begun to create virtual learning spaces in Decentraland, offering online

learning and training courses0,

Second Life is a metaverse virtual world project on the Binance Smart Chain (BSC) hatched by Binance

Social network
their creativity!51l,

Labs. It provides a high-level social network service, and more than 1 million users gather here to release

(1) Sandbox is a blockchain-based virtual game ecosystem. It has a virtual world and players gain by

creating and trading(52l.
Game

(2) Muvium is a complete decentralized Role-Playing Game (RPG) adventure game with collection

facilities. Developed with the Immutable X L2 network on the Ethereum blockchain, Illuvium has become
one of the popular meta-cosmic platforms[>3].

(1) Medical care. Bela Supernova is building an application that will securely store private data on the
Filecoin network and access public health statistics on-chain through the Chainlink network, enabling smart

Public service

contract developers to build innovative decentralized applications to support more public health programs.

(2) Poverty alleviation. SireChain is a sustainable blockchain ecosystem that is committed to improving
social issues, including the lives of low-income people.

(1) International Business Machines Corporation (IBM) blockchain helps supply chain-related companies to
achieve data traceability and monitor the direction of supply chain items in real time by establishing a

Supply chain

trusted blockchain system architecture(3+ 531,

(2) Deloitte aims to optimize the supply chain process for the government and public institutions and
establish a supply chain system based on blockchain!36l,
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Fig. 5 Innovative application development of blockchain in the metaverse.

characters, users can own and trade these digital assets
in the metaverse without being limited by the
centralized platform.

Virtual assets generated based on the blockchain will
be given a unique tag to become unique digital content
and stored distributedly, avoiding the theft of virtual
assets and the attack on centralized storage. The Mt
Gox exchange was attacked in 2014, losing 850 000
Bitcoin, worth 450 million US dollar. Lockbit is one of
the world’s most active ransomware organizations in
2022. Through hacking, Lockbit has cracked down on
information websites in several countries, including
Japan’s largest seaport, the U.S. Treasury Department
in California, and a Canadian children’s hospital,
mainly stealing data assets and financial assets. There
are many similar examples, the realization of
decentralized asset management can minimize the
security risk of the metaverse virtual assets, and
provide a trusted metaverse platform for user asset
management. At present, some virtual asset platforms
based on blockchain Non-Fungible Token technology
(NFT, refers to a non-homogeneous token, is
essentially a trusted digital equity certificate with
unique characteristics in the blockchain network. It is a
data object that can record and process multi-

dimensional and complex attributes on the blockchain)
has emerged in the market, such as OpenSea and
Topnod. As the world’s largest comprehensive NFT
trading platform, OpenSea has high trading volume and
stability. So far, there has been no theft of virtual assets
on the platform. Topnod is a digital collection platform
owned by Ant Group. The number of users of the
platform is more than 26 million, and the daily flow
has exceeded 6 million, which is widely welcomed by
the public.

4.3 Building economic
civilizations

systems and digital

The metaverse needs to have its economic system, and
this economic system needs to be linked to the existing
economic system of reality. The advanced technology,
the internet, and the stability of the real economic
system make the public and capitalists eager to create a
new economic world. Economic impetus is the main
way to development.
Applying blockchain technology to create a
decentralized economic system can improve the
security of transactions and avoid central counterfeiting
and violent enrichment. Cryptocurrencies using
blockchain can be used as the “paper money” of the

stimulate the metaverse’s
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1. Generate key s and calculate hash value: h = hash (s)

2. Send hash value h

Bob

Chain B 9

3. Alice locks trading assets Bob observes Alice has locked the assets
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—

in X time to get Bob knows
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Fig. 8 Principle and implementation process of HTLCs. s is a generated random number, the hash is a function that maps any
length of data to a fixed length output, h is the hash value calculated using the hash function, X and Y represent the lock time
set by Bob and Alice, respectively. The time set for one party to generate s is longer than the other party, which is generated by
Alice, so Y > X, which is to prevent Alice from withdrawing from the transaction after obtaining Bob’s assets.

partition on the Cosmos network is the Cosmos hub.
Because all cross-partition token transfers need to go
through the Cosmos hub, tokens can be transferred
safely and quickly between partitions. Many metaverse
projects can be built on different blockchains, and then
realize the information transmission of different spaces
(Cosmos uses the concept of space to express different
blockchains) through IBC.

5.2.3 Hybrid connectors

Considering the development of the future metaverse,
the public sharing part is built on the public
blockchain, and the internal architecture of some
enterprises or organizations is built on the private
blockchain. This model
metaverse ecosystem. Therefore, how to realize data

will Dbetter realize the

interoperability between public and private blockchains
will become the focus of research. This part mainly
provides the idea of how to combine the public and
private chains in the metaverse.

Hybrid connectors are mainly used to describe the
cross-chain interaction between public blockchain and
private blockchain. The following are some specific

methods!72],

Trusted relay. Trusted relay usually refers to the
establishment of a trusted intermediary between
different blockchains for the
verification of cross-chain transactions or messages.

transmission and

The trusted relay must know which chain is the source
and which chain is the target, which can obtain
information from the chain configuration in the
blockchain registry (database)!’®! or the publish/
subscribe mechanism!77l.  Frauenthaler et al.[78]
introduced a new relay scheme called Testimonium,
which can verify the data in the case of complete
decentralization. The scheme simplifies payment
verification and only needs to be verified according to
the requirements.

Blockchain agnostic protocol. In general, different
blockchains may adopt different protocols, consensus
mechanisms, and data formats, which will make it
difficult to interact between different blockchains. The
blockchain agnostic protocol is designed to solve this
problem. It provides a common way for different

blockchains to communicate in a unified way. This
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protocol usually defines a set of standardized interfaces
and data formats, so that blockchain networks can
understand and interact with each other. In this way,
developers can build cross-chain applications without
too much consideration of the differences in the
underlying blockchain technology.

Blockchain migrators. At present, blockchain
migrators!’?- 801 are a technology that only stays on
paper. Its main purpose is also to help enterprises
migrate decentralized applications from one chain to
another, including data and assets on the chain.

5.3 Identification and authentication

In the metaverse society, it is essential to create a new
account to map the physical world characters, which
requires each user to have a unique and independent
identity. Using blockchain technology, everyone can
have one or more digital identities in the metaverse and
generate multiple digital identities in different
application scenarios. Each digital identity can be as
unique as a real identity, like an identity card in the real
world. Blockchain technology generates a unique hash
value for each block through the hash algorithm in
cryptography. It is unique and cannot be forged or
tampered with, so it can be used as a technical
condition for identity recognition. As an important
digital product of blockchain, objects created in the
metaverse have been proven to be unique using NFT.

To secure virtual world identities and data,
blockchain provides decentralized authentication in the
metaverse. By storing identity information on the
blockchain and using cryptography technology for
verification, users can have autonomously controlled
digital identities and manage the use and sharing of
personal data.

Multi-signature. Multi-signature is an authentication
method that requires multiple participants to sign a
specific operation or transaction. Multiple signatures
on the blockchain can improve identity security and
ensure the legitimacy and authenticity of the
participants, as shown in the Fig. 9. There are many
proxy multi-signature schemes available. Reference
[81] presents a highly efficient proxy multi-signatures
scheme based on ID with superior
computational efficiency.

Decentralized IDentity (DID). The DID matches
the core philosophy of Web 3.0. The registration and
authentication of DID are independent of centralized
authorities, and are entirely generated by the

secure
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Fig.9 Principle of using multi-signature to complete the
transaction. “Buyer” and “Gain” are both parties to the
transaction, “Sender” and ‘“Receiver” are the people who
can sign and confirm the transaction in the transaction.
“2/3” means that three people have the right to sign, at least
two signatures are required to control the funds in this
account.

blockchain. In such a metaverse scenario, users can
choose to use different DIDs in different applications
to avoid correlation analysis. The user information
contained in the DID is completely controlled by the
user, and only part of the required information is
disclosed for some metaverse scenarios. DID has
security, verifiability, and interoperability, and protects
personal privacy while realizing identity identification
and authentication. A verifiable claim is a descriptive
statement that can be considered as a digital certificate.
The issuer uses its own DID to verify some attributes
of the user’s DID, and appends its own digital
signature to prove the authenticity of these attributes.

Self-Sovereign Identity (SSI). SSI is a new identity
framework. The identity information created by SSI is
independent of the service provider and has nothing to
do with various metaverse scenarios. SSI requires users
to fully control the location of their identity
information storage and the authorized use of datal82],
SSI allows users to have independent identification,
use encryption to test with proof, and share identity
information  without relying on a centralized
mechanism. Belchior et al.33] analyzed the key
framework of SSI and proposed Self-Sovereign
Identity Based Access Control (SSIBAC). The control
model can be operated across platforms to meet the
need of access control while granting decentralized
identification and authentication. A prototype model is
constructed and analyzed, which demonstrates the high
efficiency and credibility of the SSI model.

ZKP. ZKP is a cryptography technique that proves
the truth of a claim without exposing true information.
It can be used for identification, allowing it to have
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certain specific attributes or permissions without
disclosing other identity information. Zcash uses ZKP
(zk-SNARK(Ss) to protect the identities and transaction
amounts of both parties. This allows users to prove that
they have sufficient funds without revealing privacy
when trading on the blockchain, providing users with a
higher level of privacy protection than traditional
cryptocurrencies. Based on ZKP, Anshul and Roy[®4
proposed an identification scheme for wireless sensor
networks’ base nodes. The scheme solves the trust
problem of the base station by developing a protocol.
The protocol takes advantage of the continuity of
identity  authentication, performs an identity
authentication mechanism in a one-hop network, and
forwards its identity information to other multi-hop
networks.

Combining the other technologies of the
metaverse. Hammi et al.[®5] analyzed the need for
mutual identification and verification of devices in the
IoT, and built a blockchain framework-trust bubble.
The system provides a complete identity control
mechanism to achieve secure data interoperability
between devices. Li et al.[8¢] chained each device of the
IoT to the blockchain, and each device will obtain a
unique ID, which can be used to identify each other
between devices. Reference [87] improves the BFT and
records the data and logs in the transaction process on
the consortium blockchain. Combined with edge
computing, a decentralized authentication system is
designed to enhance traceability and authentication
efficiency. Haddad et al.[88! proposed an efficient and
secure key agreement protocol by combining
blockchain and 5G technology. The evaluation of the
scheme shows that the system can improve the
authentication speed to the greatest extent and has high
resistance to common network attacks.

Compared with the virtual society, the metaverse
society is more social and realistic, and people can also
create their digital characters through virtual human
technology. In summary, the application of blockchain
offers the capability to address the challenges
associated with identity recognition and authentication
within the metaverse, thereby mitigating the issue of
identity conflict in this virtual environment.

5.4 Distributed AI

Integrate the blockchain with Al to implement a
distributed Al system. From the development of Al,

distributed AI not only represents the future

development direction, but also provides the
foundation for the intelligent management of the
Decentralized Autonomous Organization (DAO)[,

Distributed Al mainly studies how to solve problems
in a parallel and cooperative manner in intelligent
systems that are logically and physically scattered. Due
to the lack of global control or global storage, it is
possible to process information and solve problems
simultaneously in distributed systems. Consequently,
distributed Al systems are more parallel and flexible
than the centralized systems.

In addition, the distributed Al system is not a closed
system, which can be connected to the Internet,
blockchain, and other networks to achieve exponential
expansion of the system scale. This improves
flexibility, reduces the cost of solving the problem, and
also provides a means for intelligent management.

In the future, DAO is bound to be combined with Al
and move from automation to intelligence. Model
training has many high requirements for computing
power. In the current Al field, the scale of training data
and model parameters is showing an increasing trend,
and the computing power of a single device can no
longer support the efficient training of models®?l. Due
to the insufficient computing power of single devices,
necessary to introduce distributed parallel
computing. DeepBrain Chain (DBC) is a decentralized
neural network. Numerous nodes around the world
provide computing power for Al and obtain DBC coins
distributed by the system as power. The platform is
committed to building an Al public chain, which has a
good effect in providing high-performance computing
power and data privacy protection for Al enterprises
and users.

it 1is

5.5 Boost VR and AR

Blockchain can be used to support the creation,
management, and distribution of VR and AR contents,
providing content creators with a more decentralized
and fair way of creating and sharing content. By
recording the creator’s work information, copyright,
etc. on the blockchain, transparent management and
fair content distribution can be achieved, which is an
ecosystem that is more incentive and conducive to
creators. OVR is an open source AR platform
supported by the Ethereum blockchain. OVR uses AR
technology to divide the earth into 1.6 trillion equal-
area hexagons according to the physical location of the
entire earth. Each hexagon is a virtual land. Through
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the NFT of the blockchain, each virtual land can be
confirmed and transferred, increasing the user’s
creative passion.

VR and AR applications often face barriers in front
of different platforms and devices, which limits users’
experience and interoperability. Blockchain technology
can achieve cross-platform interoperability and
interoperability between different VR and AR
applications by adopting common standards and
protocols. Consequently, it can provide a seamless and
convenient user experience.

Reward mechanisms can be created with blockchain
technology to encourage users to create and
communicate on VR and AR platforms. Through the
combination of token economy statistics and
intelligence, the reward of virtual goods, the
distribution of digital rights, and the measurement of
user donations can be realized.

The addition of blocks is a process involving
multiple nodes, which needs to be confirmed by the
consensus mechanism, and the system users can query.
The blockchain can be used for data processing in the
channel to ensure the safety and reliability of data
transmission without the involvement of other
applications. Bhattacharya et al.[®ll pointed out that
smart contracts can simplify the data sharing process
between the VR/AR parties. The data sharing content
includes the physical data transmitted and the privacy
protocol negotiated by both parties. In addition, the
high performance and scalability of Paxos!®? and Raft
algorithm®3 are considered to be more feasible in
permissioned blockchain networks®4l. VR and AR can
improve performance based on an efficient consensus
algorithm.

6 Challenges of Blockchain Application to
Metaverse

Currently, the metaverse is being explored and
researched in the fields of education, office, tourism,
game, social, etc. To realize the practical promotion
and application of the metaverse, blockchain must be
used in the metaverse as soon as possible. The
combination of blockchain and the metaverse is still in
its infancy, and the actual implementation of
applications  still faces many challenges and
opportunities.

6.1 Technology and application issues

In terms of both technical and application challenges,

.FUBWFSTF

blockchain is difficult to implement in the metaverse
practically. However, the transmission efficiency of the
centralized system is low, and all information
dissemination and information exchange need to be
transited through the central node. Because of relying
on the central node to work, it has great security risks
and needs high credibility. In addition, the data nodes
of the centralized system transmit data through other
service providers or individual intelligent nodes, and
the data itself may be tampered with or lost. Using
decentralized systems can establish a metaverse with
system stability and data security,
significantly alleviate the disadvantages of centralized
systems.

which can

Blockchain technology has influence in the field of
the metaverse, which can realize a decentralized
system. No matter what type of chain is, how to get the
assets of the metaverse on the chain is an important
challenge for blockchain technology, that is, it is hard
to map the real metaverse assets to the chain.

Firstly, in addition to the absence of regulatory
systems and the challenges of regulatory gaps, the
application of blockchain to the metaverse also needs
to overcome the problems of alignment and
coordination with existing legal methods to obtain
formal legitimacy, which mainly depends on the
preparation of smart contracts. Smart contracts depend
entirely on programs written in computer languages.
Verification and execution between the contracting
parties inevitably raise some issues. For instance,
whether the program code can accurately express the
semantics of the contract terms in the metaverse and
whether the contract terms can accurately express the
user’s meaning(®3]. What’s more, when the operation
needs to be changed, or the transaction needs to be
changed between users in the metaverse, the contract
change, and cancellation may not be applicable at all in
the smart contracts programmed in the metaverse.

Secondly, the consensus mechanism is applied to the
metaverse. Although technology means that it can be
decentralized, it does not mean that it can avoid
centralization in the metaverse. The fact that each node
in the system can reach a unique consensus on a
particular transaction record does not mean that the
users can also reach the unique consensus on the
system’s development. Users are subjective, which
makes it more challenging to achieve consensus on
decisions, as the several forks of Ethereum fully
illustrate.

Developing a new contract language, such as
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Smaconat!®l, is an effective way to write correct smart
contracts, converting programming language syntax
into natural language sentences to improve program
readability and high expressiveness. Automatic formal
verification is another promising method to detect
errors to ensure the functional correctness of smart
contracts. At present, the formal methods to verify
smart contracts have been widely used by many
researchers and have achieved remarkable results in
practice®’). By improving the existing consensus
mechanism and constructing a multi-level consensus
system, such as based on Vague Sets!®8l and HK
Clustering™, the cooperation between nodes can be
promoted and the completion rate of consensus can be
effectively enhanced.

6.2 Energy consumption issues

Compared to centralized metaverse networks,
blockchain networks need to consume more energy to
achieve decentralization. The volume and concurrency
of transactions in the metaverse world are huge, and
new transactions need to be written on the chain all the
time, which will lead to serious energy consumption
problems.

Blockchain consensus mechanism will bring huge
energy consumption. The consensus mechanism is
intended to resolve issues, such as who constructs
blocks and how metaverse data are maintained. A
consensus mechanism can be applied to prove the
attribution of accounting rights. Give each block a hash
value and determine the attribution of accounting rights
by calculating the hash value. Therefore, the
Transaction Per Second (TPS) of the blockchain is low.
For example, Bitcoin can only reach up to 7 TPSI?7],
and Ethereum can reach up to 30 TPSU00, Although
the performance has been greatly improved, it is still
very low, because the transactions generated in the
blockchain must be repeatedly recorded and verified by
the accounting node. The TPS of the metaverse based
on blockchain is low, so it is necessary to improve the
processing efficiency appropriately. There is an urgent
need to strengthen arithmetic power, which will also
lead to more energy consumption.

If the metaverse is to be developed based on the
blockchain while reducing energy consumption,
changes can be made from the most basic consensus
mechanism. Ethereum’s main network is planning to
gradually transition from the traditional PoW to PoS,
which also includes environmental considerations. PoS

can reduce the power consumption of the PoW to
99.95 [0l The spatial-temporal proof and replication
proof used by Filecoin is an improved version of PoS,
which just needs extremely low energy consumption,
and almost all the energy consumption is used to store
useful data. These new consensus mechanisms are not
computationally rewarded by blocks, they reduce the
need to constantly upgrade to the most powerful chips,
and control the generation of e-waste. A shift to more
sustainable energy sources is also part of the solution,
such as using renewable energy for mining.

6.3 Ethical and regulatory issues

Privacy is an unavoidable issue when blockchain is
applied to the metaverse. In a public blockchain
network, each participant is granted unrestricted access
to a comprehensive digital ledger. Consequently, all
transactional information becomes publicly available
and transparent, thereby posing a potential risk of
compromising data privacy. On the private chain,
security vulnerabilities may be caused by the fact that
the data are stored on a few nodes. Applying
blockchain technology to the metaverse and making the
virtual and real world closely connected will expand
the danger of cyber-attacks and face user data security
and privacy protection issues.

Users in the metaverse may generate a large amount
of data in the virtual environment, including personal
data, behavioral preferences, interactive records, etc.
Protecting users’ data privacy is a crucial ethical
responsibility. Any entity that collects, stores, and
processes user data should follow strict privacy
protection principles and ensure that users understand
how their data are used and shared. Users should have
the right to determine how their data are used and must
explicitly agree during data collection and processing.
The governance mechanism of the metaverse needs to
consider how to balance the relationship between
community participation and compliance regulation.
On the one hand, an open, transparent, and democratic
governance mechanism is needed to ensure that
community members can participate in the decision-
making process and oversee the operation of the
platform. On the other hand, it is also necessary to
follow the compliance requirements to ensure that the
operation of the platform conforms to laws and
regulations, and protect the rights and interests of
users.

What is more, blockchain may make the metaverse
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market more difficult to manage. There are hidden
dangers of illegal financial risks, such as speculation
and money laundering under the names of metaverse
investment projects, including fabricating false
metaverse investment projects, swindling under the
banner of metaverse blockchain games, and engaging
in illegal profit-seeking of metaverse virtual coins in
disguise. Various virtual assets in the metaverse are
recorded as various NFTs and applied in various
scenarios. Virtual assets fraud has become the
mainstream of financial fraud. Blockchain accelerates
the risk of metaverse fraud by giving new meaning to
metaverse virtual assets.

For public blockchains and private blockchains, data
can be graded, data involving user privacy is stored on
the private chain, and multi-signature technology is
used to avoid security vulnerabilities stored on a few
nodes. Using encryption technology to protect users’
private data, such as ZKP or homomorphic encryption,
can ensure the security of data processing and sharing
while protecting users’ privacy. Establish an effective
authentication mechanism that must be authenticated
before using user data to prevent unauthorized access
and malicious use. Using deep learning technology will
also become a major development trend in protecting
data. Nguyen et al.l'%2] proposed a blockchain-based
data security intrusion detection and -classification
model for Cycles Per Second (CPS) in healthcare. It
has been verified that it has a good effect on protecting
data privacy and securityl!9?l. Governance can be
accomplished through consensus mechanisms and
smart contracts, which are carried out in a two-way
way by users’ joint decision-making and automatic
execution of smart contracts. For market supervision,
technical means can be used to strengthen the
monitoring of blockchain networks and identify
abnormal transactions and suspicious
Regulators can use data analysis, AI, and other
technologies to monitor and analyze transaction
behavior, timely detect illegal financial activities, and
solve virtual asset fraud through the traceability of
blockchain.

activities.

6.4 Equity and authenticity issues

Can blockchain be fully trusted and decentralized when
applied in the metaverse? In combining blockchain
with industry, the most necessary thing is to increase
trust. The characteristic of blockchain technology is the
feature of immutability of the information on the chain,

.FUBWFSTF

and more technologies are needed to verify the
information’s authenticity. The decentralization of
blockchain does not ensure that the transaction results
are entirely reliable, meaning that the final data results
may not always be accurate. The characteristic of
blockchain is decentralization, and the premise of
decentralization is that the credit of both sides of the
transaction is credible by default. However, this
premise is only partially guaranteed in actual
transactions. Moreover, if one party has
problems, the transaction cannot be revoked in time,
and this loophole will lead to problems of social, and
economic order, which is commonly known as the
problem of loss of trust at the source.

In the case of supply chain traceability, the metaverse
platform data based on blockchain are traceable, but it
is not equal to absolute anti-counterfeiting. It cannot
prevent merchants from falsifying the source. The
authenticity of the data on the chain needs
corresponding rules regulations and regulatory
mechanisms to ensure. In the future, it may be fully
integrated with technologies, such as Al and IoT, using
hardware devices to accurately collect data, and using
deep learning to analyze data to truly solve the
problem.

credit

7 Conclusion

Blockchain is very important for the metaverse and can
be used as a framework for constructing the metaverse.
Blockchain provides technical support for the
identification, authentication, and decentralization of
the metaverse, and manages digital assets to form a
virtual world’s economic system. The four key
technologies of blockchain will accelerate the
metaverse’s development and guarantee
decentralization, consensus, immutability, security,
transparency, and autonomy in the metaverse.

Due to its uniqueness, blockchain will be more
widely promoted and used in the future, and its value
and significance are irreplaceable. From the
perspective of social life, it will promote the innovation
and development of metaverse applications, manage
virtual assets scientifically, and build an economic
system and digital civilization. From the perspective of
technique, applying blockchain to the metaverse can
ensure data scalability and privacy preserving. Through
the interoperability of blockchain, the data interaction
across different platforms of the metaverse can be
realized, which will become a major research direction
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in the future. Blockchain technology also has a positive
significance for the identification and authentication of
the metaverse, ensuring the uniqueness of identity. In
addition, further innovation is often provided by
combining blockchain with other technologies like VR,
AR, and Al

The current challenges indicate the specific research
directions for using blockchain for the metaverse
applications in the future. In addition, smart contracts
and consensus mechanisms need more perfect technical
solutions to ensure the efficient reliability of metaverse
applications and truly realize equity and authenticity.
The huge energy consumption problem needs to be
solved, which can be effectively done by improving the
consensus mechanism. For example, spatial-temporal
proof and replication proof used by Filecoin are
modified versions of PoS, which can produce
extremely low energy consumption. Meanwhile, the
metaverse needs to establish legitimate mechanisms to
ensure the correct operation of blockchain technology.
If there are no legitimate mechanisms, using
blockchain in  the  metaverse  would be
counterproductive. By utilizing cross-chain technology,
metaverse data privacy can be assured through a more
efficient blockchain architecture, storing public data on
the public blockchain, and storing private data on the
private blockchain. Implementing efficient cross-chain
technologies needs to be proposed in future studies.
Using ZKP and the alike can protect user privacy,
reduce energy consumption, and build a lightweight
blockchain.

In summary, the metaverse aims to build an
ecosystem that is independent of and interacts with the
real world. Hence, the establishment of a secure and
meticulously organized blockchain system will be
imperative to guarantee the smooth functioning of this
ecosystem. Although the trust system on blockchain
will become the infrastructure of the metaverse and its
economic system, the road to the metaverse is still
long.
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