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Abstract: Blockchain technology is increasingly recognized as a promising solution for
managing health-related data, particularly in promoting well-being through physical activ-
ity. This is becoming more significant as the Internet of Things (IoT) and sport monitoring
sensors continue to expand and become more available, leading to a growing number of
users in sports and prolonged usage of these devices, which continuously capture large
volumes of physical activity data. The substantial volume of data generated in sports and
physical activities, combined with distinct concerns compared to medical and health-related
information, makes this domain a unique case for blockchain applications. This paper
presents a systematic review of blockchain applications in physical activity, exercise-based
rehabilitation, fitness, sport, and exercise-based therapeutics (PARFSET). It specifically
focuses on examining their quality attributes, including privacy, security, accountability,
personalization, adherence, and extensibility. Our objective is to establish a foundational
understanding of the benefits of a blockchain in PARFSET domains, particularly following
the decline in initial hype for blockchain technology. We aim to provide a clearer perspec-
tive on potential applications, future advancements, and research directions. To this end,
we assess the maturity levels of blockchain adoption in these areas and highlight specific
examples where a blockchain contributes to enhanced data protection, user-centered cus-
tomization, trust through accountability, and system scalability. Additionally, we present a
hypothetical illustrative case to demonstrate how blockchain applications and their quality
outcomes can be effectively integrated. Finally, the paper explores the challenges associated
with blockchain implementation and outlines potential directions for future research.

Keywords: blockchain; data management; sport; physical activity; fitness; quality attributes;
exercise-based therapeutics; exercise-based rehabilitation

1. Introduction
Blockchain technology is considered a promising solution for managing health-related

data, including data related to promoting well-being through physical activity, i.e., PARF-
SET. It meets the requirements for secure data exchange, privacy protection, and account-
ability through its core features: data immutability, decentralization, and a shared ledger [1].
A survey on the use of blockchain in the biomedical domain [2] highlights various aspects of
its application. Many of these applications are also inherently applicable to PARFSET data.

The application of blockchains in PARFSET becomes even more beneficial when
integrated with IoT, particularly Internet of Medical Things (IoMT) devices [3]. IoT and
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IoMT platforms enable the extensive and continuous collection of PARFSET data from
users through various sensors, especially wearable devices. In this context, each individual
becomes a source of a continuous stream of extensive data, requiring the application
of big data science techniques. Blockchain technology offers a solution for the secure,
decentralized, immutable, and continuous logging, recoding in ledger the transaction
and metadata on these data streams generated by sensors and collected through IoT or
IoMT systems.

The features of blockchain technology are a result of how it functions. In the blockchain-
based data storage model, data records (also known as transactions) from various sources
are continuously grouped into blocks with a specific structure. The general structure of
these blocks is illustrated in Figure 1. Each block contains a certain number of data records
or transactions in its body, and each record is associated with a hash value.

A hash value is a fixed-size string of characters or numbers generated based on the
content of the data. Any change in the content will alter the corresponding hash value. In a
blockchain, pairs of hash values are recursively hashed to create a new hash value. This
process of hashing pairs of records and hash values forms a binary tree, where any change
in a leaf node affects the hash value at the root. This tree is known as a Merkle tree, named
after its inventor. By maintaining the root hash value, it is possible to validate the integrity
and immutability of the original data.

In blockchain technology, this concept is extended by linking blocks together through
the inclusion of the root hash value from each block in the subsequent block. This creates a
chain where the last block contains a hash value that represents all previous contents in the
chain. As a result, any attempt to tamper with the contents of any block will invalidate the
final hash value, ensuring the security and integrity of the blockchain.

Block A Block C

Block B

Header

hash of 
previous block

hash of
current block

Merkle Root
(hash 1...4)

Body

content 1 content 2

hash 1 hash 2

content 3

hash 3

hash 1,2

content 4

hash 3

hash 3,4

hash 1,2,3,4

Figure 1. Structure of blocks in blockchain.
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Hashing is a one-way function, meaning that the original data cannot be reconstructed
from the hash; it only represents the data. This characteristic enables an alternative stor-
age model called off-chain storage. In this model, the original data is stored in external
databases, while the blockchain only stores the hash values of that data. This allows data
to be stored privately, with the blockchain serving as a secure reference for verifying the
integrity of the data without actually storing it.

This approach can be especially useful in physical activity, exercise-based rehabil-
itation, fitness, sport, and exercise-based therapeutics (PARFSET) cases, where data is
collected in various ways, such as through wearable sensors, and stored locally on personal
devices. Additionally, private PARFSET data can be stored in publicly available databases
in encrypted form. Some meta-data, such as the ownership or timestamps can be public.
At the same time, the encrypted data can be easily shared, while the data owner retains
control over decryption by choosing who can access the decryption key.

Another key feature of blockchain technology is the use of smart contracts. These are
self-executing programs stored on the blockchain that automatically enforce the terms of
an agreement once specific conditions are met, eliminating the need for intermediaries. For
example, in online purchases, a smart contract can hold the buyer’s payment until the seller
delivers the product or service. Once the conditions are verified, the smart contract releases
the payment automatically. This process ensures that both parties fulfill their obligations
without needing a third-party mediator. This concept can also be applied to other types
of transactions involving different parties or assets, including information exchange. This
highlights how smart contracts could be beneficial in PARFSET information cases, where
information itself is the asset being managed.

In addition to storing PARFSET records, blockchains can also store audit logs. For
example, when a user’s physical activity record is requested in an off-chain setup, the
request time and the identity of the requester can be recorded in the blockchain by the data
provider. This adds an additional layer of accountability and traceability to blockchain-
based data management.

Blockchains can be enhanced by a consensus mechanism. When a new block is created
in a blockchain, it must first be validated by the participating nodes in the network through
a distributed agreement mechanism. This is particularly important in cryptocurrencies,
where consensus among network participants is required to confirm financial transactions.
Although we did not find any work using a consensus mechanism for PARFSET, it is
conceivable that it could be utilized in innovative ways to both match the nature of data in
PARFSET and enhance data integrity, fairness and trust in these applications.

The problem we investigate in this study is how blockchain technology influences
quality attributes in PARFSET systems. Given the large volume of data in this domain and
its distinct challenges compared to medical and health-related information, a focused and
systematic approach is essential to assess a blockchain’s impact in this area. Therefore, in
this study, we review the application of blockchain technology in PARFSET and discuss
the quality attributes achieved through these applications. The aim is to contextualize
blockchain technology within PARFSET and demonstrate how it can enhance specific
quality attributes in this domain. It is important to note that there are several commercial
software applications that claim to use blockchain technology in PARFSET but lack peer-
reviewed documentation in scientific journals or proceedings. These applications often
make unverified claims and were therefore excluded from our review.

It should also be noted that the application of blockchain technology to electronic
health records (EHRs) may provide similar benefits to its use in PARFSET. However, this
study specifically focuses on research dedicated to PARFSET. Despite this focus, the shared
similarities between these fields should not be overlooked. Blockchains technology and
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set of IoT, or more specifically IoMT, being used have similar functionalities in both these
sister fields. Advancements or increased adoption of blockchain in medicine-focused health
applications are likely to synergize with its use in other areas of health, such as physical
activity fields (PARFSET), and vice versa.

In this context, it is beneficial to consider relevant case studies. The progress of
blockchain technology in various fields, as assessed through technology readiness levels
(TRLs) [4], can contribute to its advancement in PARFSET. The adoption of blockchain
in other domains [5,6] not only fosters new innovative use cases in PARFSET but also
provides insights into adoption trends and challenges.More specifically, since PARFSET
shares similarities with the healthcare sector, reviewing blockchain applications and their
impact in healthcare [7,8] can offer valuable comparisons. Certain healthcare applications,
particularly those integrating the Internet of Things (IoT) with blockchain [9], are especially
relevant due to their similarities with PARFSET use-cases.

2. Related Works
There are various literature reviews that discuss the use of blockchain technology in

healthcare. However, this does not match precisely with the requirements in PARFSET.
In PARFSET, inertial measurement unit (IMU) sensors are widely used for performance
tracking and analysis. Wearable devices, such as accelerometers in smartwatches, monitor
movement patterns, while sensors on the neck and lower back assess head and upper body
mobility. Leg-mounted sensors aid rehabilitation by tracking movement recovery. Sports
applications rely on these technologies to measure speed, velocity, and long-term fitness
progression. Additionally, headbands capture head and neck motion, and data gloves are
being tested for detecting finger movements [10]. In contrast, these applications are not
common in healthcare, where sensor usage follows a different pattern in terms of data type,
sampling frequency, and device functionality.

Considering these differences, to the best of our knowledge, and based on searches
conducted using PubMed and Scopus, there is only one review that specifically focuses
on PARFSET [3]. The study by Lopez-Barreiro et al. [3] examines research from the three
years preceding this review, with a slightly different emphasis in their search strategy.
Furthermore, we aim to explore the quality attribute outcomes of blockchain applications,
rather than delving into specific technological details of the blockchain’s use-cases. Our
study addresses aspects such as privacy and security, data integrity, trustworthiness,
transparency, gamification, adherence, personalization, and extensibility (see Section 5). We
further extend this approach by integrating these aspects into an illustrative hypothetical
use-case (see Section 6).

3. Methodology
The search was carried out in December 2024, adapting components of the PRISMA

protocol [11], and using the PubMed and Scopus digital libraries. The search strings used
are listed in Table 1. Figure 2 illustrates the steps of the search process and the results
obtained at each stage. Only the studies focused on PARFSET are included where the
articles are published in English. Studies that primarily discuss blockchains as a technology,
using in PARFSET merely as an example, were excluded. Additionally, review articles,
non-peer-reviewed works (such as letters to the editor), and retracted publications were
also excluded. Two groups of the authors assessed the works and then combined their
results. The findings from this search are summarized in Table 2.
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Figure 2. Search flow diagram.

Table 1. Search strings.

Database Search String

PubMed

(“block chain”[Title/Abstract] OR “blockchain”[Title/Abstract]) AND
(“physical activity”[Title/Abstract] OR “sport”[Title/Abstract] OR
“fitness”[Title/Abstract] OR “running”[Title/Abstract] OR “therapeu-
tic”[Title/Abstract] OR “rehabilitation”[Title/Abstract])

Scopus

TITLE-ABS-KEY ( ( “blockchain” OR “block chain” ) AND ( “physical
activity” OR “sport” OR “fitness” OR “therapeutic” OR “rehabilitation”
) AND ( “internet of health things” OR “internet of medical things” OR
“internet of things” ) )

Table 2. Included papers.

Database Results Included

PubMed 71 3
Scopus 127 17

The included studies were classified according to certain characteristics specific to
the topic which were formulated using the research article [2] as a reference (see Table 3),
in particular, the maturity of approach scale for studies on is defined depending on the
maturity level of the study based on four stages, as follows.

• Proposal—research proposal of a novel blockchain application.
• Architecture—architectural design of a system or system component employing

blockchain technologies.
• Implementation—an implementation of a working prototype of the proposed

blockchain system component, with details on the technical platforms and tools used.
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• Evaluation—an evaluation in the real setting.

The studies are further sub-classified based on the complexity of the methods used.

Table 3. Overview of blockchain applications in the biomedical domain [2].

Biomedical Data Application Area Reason for Using
Blockchain

• clinical trial records
• personal records
• medical records
• sensor data
• consent forms
• ambient temperature
• transaction records
• database queries
• financial data
• location

• clinical trials
• biomedical databases
• health records
• medicines supply
• medical insurance
• wearables and embedded
• health

• access control
• non-repudiation
• data versioning
• data integrity
• data auditing
• data provenance

Blockchain Technology Maturity of Approach

• Bitcoin
• Ethereum
• Hyperledger Fabric
• MultiChain
• TenderMint
• JUICE
• Gcoin
• NEM
• IOTA
• Custom

• proposal
• architecture
• implementation
• evaluation

Classification of Papers by Methodology

We deepened the works classification by specifying their methodological approach:
theoretical methods and experimental methods (Figure 3). Furthermore, for each of these
sub-classfication, we provided details in form of labels (Table 4).

• Theoretical methods

– Conceptual model: Papers in this category focus on developing abstractions that
help understand key concepts and their relationships within the system. These
studies do not provide detailed structural or technical descriptions but emphasize
high-level understanding.

– Architectural design: Papers under this classification present designs that provide
detailed structural and technical information, expanding upon conceptual models
to create a comprehensive system blueprint.

• Experimental methods

– Proof of concept: Papers classified as proof of concept present preliminary exper-
imental work aimed at validating a concept or evaluating its feasibility. These
studies are less detailed than prototype implementations but serve as an impor-
tant step toward establishing feasibility.

– Simulation: Papers in this category use computer-based simulations involving
mathematical models to evaluate or predict system behavior and characteris-
tics. These studies provide insights into how the system might perform under
different conditions.

– Prototype: Papers describing prototypes involve working implementations of
concepts, complete with technical details of the frameworks and tools used.
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These studies offer practical validation and insights into the feasibility of the
proposed approaches.

Finally, the type of contribution of each study is identified as the last stage of classifi-
cation, with the following explanation of the labels.

• Algorithm: A custom algorithm tailored to application needs.
• Workflow and processes: Details of system workflow and processes.
• Simulation analysis: Mathematical analysis of simulated model results.
• Experimental model: Experimental setup description, including tools and frameworks,

without results.
• Prototype case: Case study of an application of a prototype without experimental

results.
• Performance evaluation: Case study including experimental assessment.
• Experimental evaluation: Experimental results were used to assess the performance of

algorithms or architectures within a defined framework.
• User evaluation and feedback: Feedback from real-life participants based on a case.

Figure 3 provides an illustration of the entire 3-stage classification criteria that
was utilised.

Table 4. Summary of studies by development stage, method, and variable.

Reference Year Development Stage Method Details

[12] 2019 Architecture Architectural design Workflow and processes
[13] 2023 Architecture Architectural design Workflow and processes
[14] 2020 Architecture Architectural design Workflow and processes
[15] 2021 Implementation Prototype Prototype case
[16] 2021 Implementation Prototype Prototype case
[17] 2021 Proposal Simulation Simulation
[18] 2021 Proposal Simulation Simulation
[19] 2024 Proposal Simulation Simulation
[20] 2022 Architecture Proof of concept Experimental evaluation
[21] 2022 Architecture Proof of concept Experimental evaluation

[22] 2023 Evaluation Pilot User evaluation and
feedback

[23] 2023 Proposal Simulation Algorithm
[24] 2023 Architecture Proof of concept Experimental evaluation
[25] 2023 Proposal Simulation Algorithm
[26] 2023 Proposal Conceptual model Algorithm
[27] 2023 Proposal Simulation Algorithm
[28] 2023 Implementation Prototype Performance evaluation
[29] 2024 Proposal Simulation Algorithm
[30] 2024 Proposal Simulation Algorithm
[31] 2024 Proposal Simulation Algorithm
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Figure 3. Work maturity classification.

4. Results
Overall, 20 papers were considered for the final selection (see Table 2 and Figure 2).
Among the included papers, the majority were found to be at the proposal stage fol-

lowed by the architecture and implementation stages. Also, only one evaluation stage study
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was found, which was expected given the nascent stage of the application of blockchains
in this domain. Most of the contributions were found to be algorithms specific to the
requirements pointed out in each study, which were tested using computer simulations.
There were two contributions that were experimental evaluations of a proof of concept, one
performance evaluation of a prototype, and one user evaluation of a pilot. Finally, there
were two contributions of the workflow and processes within the proposed architectural
designs. None of the papers explicitly stated their TRL. However, according to a previous
study [3], some of the papers included in our work have been classified as TRL-3 ([16]),
TRL-4 ([14,15,22]), and TRL-5 ([22]). The results are depicted in Table 4.

After the classification process, each study was reviewed through analyzing the role
of blockchains within that study, specifically to identify the key service of a blockchain
relevant in the specific context.

5. Quality Attribute Outcomes
The reviewed studies have utilized blockchain technology in different ways to achieve

various benefits. Here, we discuss the key features and quality attributes achieved through
these applications. A summary of this discussion is provided in Table 5. Furthermore, the
relationship of blockchain features or functions with those quality attributes is visualize in
Figure 4.

Table 5. Qaulity attribute outcomes of using blockchain in PARFSET.

Qaulity Attribute Feature

Privacy and security

Preventing unauthorized data modification: [14,16–19,21]
Data immutability and traceability: [17,22]
Decentralized data storage: [16,26,27]
Smart contracts and access control: [16,26,31]
Encryption and anonymity: [24]
Combined security impact of blockchain features: [16,26]

Data integrity, trustworthiness, transparency, and accountability

Data integrity and trustworthiness: [17]
Transparency and accountability: [22]
Combined Impact of integrity, transparency, and accountability: [26]

Gamification, adherence, and personalization

Gamification and adherence in health and fitness: [24,26]
Personalization: [17,24,26,31]

Extensibility

Cost-effectiveness: [17,24,26]
Scalability: [13,24,31]
Automation: [16]

5.1. Privacy and Security

Blockchain technology is applied across our selected studies to enhance privacy and
data security through several key mechanisms. Overall, a blockchain enhances security by
ensuring data integrity, preventing unauthorized modifications, and resisting cyberthreats
through decentralized storage, and consensus mechanisms. Here is how each mechanism
is implemented and exemplified across the papers:

5.1.1. Preventing Unauthorized Data Modification

A blockchain’s immutability ensures that once data is recorded, it cannot be modified
or tampered with. This characteristic is essential for preventing unauthorized data alter-
ations in sensitive applications. For instance, Bastos et al. [17] discuss how the SmartWalk
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system for older adults uses a blockchain to log activity data in a tamper-proof manner,
ensuring healthcare providers can trust the data’s authenticity and rely on it for making
personalized care decisions.

Technical Functions/Features

 Smart Contracts

Merkle Tree

Chain Nature

Visibility of
Transactions

Encryption

Decentralized 
Data Storage

Access Control 

Data Immutability

Shared Blocks

Tokenized Benefits
(eg Crypto Money)

Shared Platorm

Automation

Quality Attributes

Trustworthines

Adherence

 Scalability Extensibility

Traceability

Cost-Effectiveness

Accountability

 Transparency

Anonymity
(while distributed)

Personalization

Privacy

Security

Robustness

Gamification

Figure 4. Quality attribute outcomes of using a blockchain in PARFSET.

Jamil et al. [16] developed an IoT framework that integrates a blockchain network,
utilizing Hyperledger Composer, to manage the streaming of fitness data from wearable
IoT sensors. This blockchain-based solution ensures the integrity and confidentiality of the
fitness data. The authors also analyzed the framework against common security threats,
demonstrating that some of its strength comes from the inherent features of blockchain
technology. For example, the framework is resilient against false data injection attacks
because the consensus mechanism in a blockchain prevents unauthorized insertion of data
blocks [16].
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Li and He [21] have developed a blockchain-based system called B-PEIS, which se-
curely stores student physical fitness data during training and evaluation. This ensures
privacy while using data to enhance performance through tailored physical education
plans [21].

5.1.2. Decentralized Data Storage

A blockchain’s decentralized storage prevents risks associated with centralization,
such as single points of failure. Lopez-Barreiro et al. [26] and Zhu et al. [31] each describe a
blockchain-based platform that stores user activity data securely across a distributed net-
work. This approach allows users to engage in physical activity challenges with guaranteed
data protection and reduces vulnerabilities typically associated with centralized servers.

In a multi-hospital setting for rehabilitation, Mohammed et al. [27] describe how a
blockchain supports decentralized data sharing. Data from IoMT sensors, such as bio-ankle
sensors used in recovery, can be securely shared among hospitals without compromising
patient privacy, providing real-time access while preserving decentralized data integrity.

5.1.3. Smart Contracts and Access Control

Smart contracts on blockchains provide automated access control, enforcing security
policies based on predefined conditions and limiting data access to authorized users. In the
metaverse context explored by Zhu et al. [31], smart contracts enable secure, conditional
access to sensitive healthcare and fitness data. This setup helps prevent unauthorized
access to patient data and ensures that only authorized healthcare providers and ana-
lysts can interact with the information, adding a layer of security to virtual health and
fitness environments.

In their study, Jamil et al. used smart contracts to manage access permissions and
effectively implement fitness-related recommendations. The framework includes a smart
contract-based real-time inference engine that automatically generates recommendations
based on specific criteria. For example, when a threshold heart rate is reached in an
applicant, the smart contract is activated to issue appropriate recommendations [16].

Lopez-Barreiro et al. [26] also use smart contracts to verify users’ completion of
physical activity challenges, automatically triggering reward distribution. This approach
allows users to securely self-authenticate through the platform, promoting safe engagement
in health activities without compromising privacy through unnecessary data exposure.

5.1.4. Encryption and Anonymity

Blockchains can utilize encryption to protect sensitive data, making it accessible only
to authorized parties. In Emish et al. [24], a mobile health app for behavioral tracking
employs encryption to secure users’ geolocation and activity data, ensuring that only
authorized entities can view or use the data.

5.1.5. Combined Security Impact of Blockchain Features

By combining encryption, access control through smart contracts, anonymization, and
immutability, blockchains create a highly secure environment for sensitive health and fitness
data. For example, in the platform developed by Lopez-Barreiro et al. [26] for health challenges,
a blockchain secures participants’ data with encryption and records achievements immutably.
This approach ensures both data integrity and access control, allowing users to securely
participate in health challenges while maintaining privacy and data security.

5.2. Data Integrity, Trustworthiness, Transparency, and Accountability

A blockchain’s immutable ledger ensures that once data is recorded, it cannot be
altered, preserving the integrity of health and activity records. This significantly enhances
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trustworthiness, as well as transparency and accountability. This feature is particularly
valuable in applications where the authenticity of information is crucial.

5.2.1. Data Immutability and Trustworthiness

In blockchain systems, the immutability of data builds a foundation of trust, as it
assures users that recorded information is permanent and cannot be tampered with. For
instance, in the SmartWalk project described by Bastos et al. [17], a blockchain is used to
log physical activity data for older adults. This application enables healthcare providers to
rely on the authenticity of the data when creating personalized health interventions, as the
blockchain ensures data integrity.

5.2.2. Transparency and Accountability

In addition to data integrity, blockchains’ decentralized ledger system promotes trans-
parency and accountability. The shared nature of a blockchain allows authorized parties to
access a consistent version of the data, which enhances confidence in its reliability. Since all
transactions are recorded immutably and can be verified by authorized users, blockchains
ensure that data remains transparent and auditable. For example, the vINCI project by
Spinsante et al. [22] uses a blockchain to record time-stamped activity data from wearable
devices, enabling caregivers and patients to verify activity records. This transparency
ensures that both providers and users can view and track activity data accurately over
time, supporting accountability in healthcare monitoring and fostering a reliable system
for long-term health management.

5.2.3. Combined Impact of Integrity, Transparency, and Accountability

Blockchains’ combination of immutability and a transparent, shared ledger strength-
ens both the trustworthiness and accountability of data in sensitive applications.
Lopez-Barreiro et al. [26] illustrate this dual benefit in their blockchain-based health chal-
lenge platform, where participants’ achievements are recorded in an immutable, verifiable
manner. This setup enables users to independently verify their participation in health
challenges, while the transparency of the system promotes accountability, ensuring that
achievements are accurately recorded and accessible to all authorized participants.

5.3. Gamification, Adherence, and Personalization
5.3.1. Gamification and Adherence in Health and Fitness

Blockchain technology facilitates gamification by enabling tokenized rewards and
smart contracts for validating fitness challenges and distributing incentives. For example,
the platform proposed by Lopez-Barreiro et al. integrates blockchain-based challenges
to promote physical activity and healthy eating habits, rewarding participants with to-
kens for meeting activity goals and fostering engagement through competition and social
incentives [26]. Decentralized applications (dApps) described by Emish et al. utilize smart
contracts to automate reward distribution and validate progress without human interven-
tion, ensuring efficiency and security [24]. Personalized challenges are further enhanced
by targeted messaging; Emish et al. describe systems that deliver reminders and updates
about weekly fitness goals, motivating participants to meet their objectives [24].

Peer competition and community-driven challenges play a crucial role in sustaining
adherence. A blockchain enables transparent tracking and sharing of progress, fostering
accountability. For example, Lopez-Barreiro et al. highlight fitness platforms where users
can compete in virtual leaderboards or collaborate to achieve group health milestones,
increasing long-term engagement in physical activity [26].
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5.3.2. Personalization

Blockchain enhances monitoring and personalization by securely storing and analyz-
ing user-specific fitness, health, and performance data. For example, wearable devices
integrated with blockchain technology track physical activity and health metrics, tailoring
fitness programs to individual needs. Bastos et al. describe how the SmartWalk sys-
tem tracks older adults’ walking routines in urban settings, recommending personalized
walking routes and providing real-time feedback to healthcare providers [17]. Monitor-
ing systems employ blockchain for tamper-proof data storage, enabling transparent and
trustworthy progress tracking. For instance, Lopez-Barreiro et al. discuss rehabilitation
platforms that track patients’ recovery metrics and provide caregivers with accurate data for
planning interventions [26]. Zhu et al. describe anomaly detection models integrated with
a blockchain and the IoT that issue real-time alerts for irregularities in recovery, enabling
timely adjustments to therapeutic plans [31].

5.4. Extensibility
5.4.1. Cost-Effectiveness

Blockchain technology can reduce operational costs by eliminating the need for cen-
tralized data management and third-party intermediaries. For instance, the SmartWalk
system, which monitors physical activity among older adults, uses a blockchain to reduce
costs associated with availability [17]. Similarly, decentralized applications for fitness
and health challenges automate processes like reward distribution and validation using
smart contracts, minimizing administrative overhead [24]. These features also support
non-invasive monitoring, reducing the need for expensive hardware while maintaining
effective tracking [26].

5.4.2. Scalability

Blockchain platforms are designed to support the increasing scale of users, devices,
and data without performance degradation. For instance, fitness platforms leveraging
scalable cloud architectures manage large volumes of geolocation and activity data from
wearables, ensuring smooth performance as the user base grows [24]. In virtual fitness
environments, the combination of a blockchain with 6G networks supports real-time
analytics and low-latency interactions, enabling platforms like the Health Metaverse to
accommodate numerous simultaneous users and data streams effectively [31]. These
features make blockchains a reliable foundation for expanding fitness and healthcare
services at scale.

5.4.3. Automation

In the work of Jamil et al. [16], automation in fitness management is achieved through
a blockchain-based framework that integrates IoT devices, smart contracts, and machine
learning. IoT sensors collect real-time fitness data, which is securely transmitted and
their meta-data stored immutably on the blockchain. Smart contracts, programmed with
predefined rules, automatically process this data to trigger alerts, generate personalized
fitness recommendations, and send real-time notifications without manual intervention.
This automated workflow allows the framework to scale effectively, accommodating a large
number of users.

6. Illustrative Hypothetical Case: Blockchain-Enabled Motor
Development Analysis

To better illustrate the features of blockchain technology applicable to PARFSET, we
developed an imaginary case that integrates key applications and quality attribute benefits,
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providing a comprehensive and cohesive overview Figure 5. The case involves gross motor
skill development analysis in participants using wearable and camera sensors, IoT, and
blockchain technology.
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Figure 5. Illustrative hypothetical case: Utilizing a blockchain for secure recording and monitoring of
gross motor skill development data.

Consider a system that uses wearable sensors and cameras to monitor and analyze the
gross motor development skills of individuals participating in a physical training program.
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Wearable devices capture movement data, such as joint angles, speed, and balance, while
camera sensors provide visual input for detailed motion analysis. The collected data is
then transmitted through IoT infrastructure. Since the data streamed from sensors can be
extensive, the blockchain can be used to record only the transactions of receiving new data
chunks, while the actual data is stored separately across multiple data stores, locally or on
cloud, in an encrypted format. However, metadata such as ownership, access-logs, and even
some main features from the original data can securely be stored in a blockchain network.

A blockchain’s data immutability and traceability ensure that once movement records
are logged, they cannot be altered, preserving data accuracy and integrity. This is particu-
larly valuable for assessing long-term changes in participants’ motor skills, or assessing the
interventions which were supposed to improve those motor skills.

The use of decentralized data storage ensures that all sensor data is securely distributed
across multiple nodes, reducing the risk of data breaches or loss due to centralized server
failures. Here, the blockchain performs as the core that integrates all those distributed pieces.
This guarantees consistent availability and protection of participants’ data throughout the
analysis process.

Smart contracts provide automated access control, allowing only authorized users,
such as trainers or researchers, to access specific data. For instance, a trainer might access a
participant’s motor data through a smart contract, which verifies their authorization and
logs the access in the blockchain, ensuring accountability and traceability. Furthermore,
smart contracts can be executed automatically when specific conditions are met. For
example, if a pattern indicating an injury is detected in the signals, a smart contract
can grant emergency access to the participant’s location to an emergency response team.
Similarly, when a trainee reaches a certain level of improvement in gross motor skills, a
new trainer can be assigned to them, automatically receiving permission to access relevant
exercise data.

To motivate participants, gamification elements can be integrated through a blockchain.
Participants can receive tokenized rewards for achieving specific motor milestones, such
as improved balance or agility. These rewards are managed by smart contracts that verify
progress and automatically distribute tokens when conditions are met, fostering engage-
ment and encouraging consistent participation.

Scalability is supported through a blockchain’s capability to manage large volumes
of data from multiple participants without performance degradation. As the number of
participants and data points grows, the blockchain network can accommodate the increase
effectively, ensuring smooth and consistent performance. Personalization is facilitated
by using data collected over time to create tailored training programs for gross motor
skill development for individuals, thereby enhancing motor development outcomes. A
blockchain ensures that participants’ data remains secure while enabling trainers to make
adjustments based on individual progress.

In motor development analysis, cost-effectiveness is achieved by reducing reliance
on centralized data management and manual tasks. A blockchain streamlines data man-
agement, while decentralized storage lowers infrastructure costs and ensures continuous
data availability, making the system efficient for managing large-scale motor development
programs. The system can be extended for various applications by adding addons that
integrate with the core blockchain feature.

7. Limitations and Challenges
The transition from legacy systems to blockchain-based solutions presents various lim-

itations and challenges. These include a lack of enough number of real-world evaluations,
the complexity of system integration, and insufficient research on consensus mechanisms.
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Additional issues such as security, legal compliance, and interoperability also need to
be addressed.

7.1. Security, Privacy, and Scalability Challenges

Like any technological solution, blockchain can introduce new challenges even as it
improves certain aspects. While a separate study is required to determine which of these
challenges are most relevant to PARFSET, some challenges related to security, privacy, and
scalability in PARFSET applications include the following.

Consensus mechanisms can be vulnerable to attacks if a majority of nodes, depending
on the type of mechanism used, act maliciously or unethically [32]. In PARFSET, this risk
could be particularly relevant in competitive sports scenarios, where manipulating records
may provide unfair advantages to a group or individual.

Although PARFSET data can be encrypted and stored publicly on a blockchain, there
is still a risk of private keys being lost or stolen. This contrasts with traditional systems,
where data may not be encrypted but is instead protected by network security and access
controls. The risk becomes even greater if a flaw in a smart contract exposes sensitive
information. Additionally, a blockchain’s immutability makes it difficult to correct such
errors once they occur, potentially leading to wide-spread security breaches [32,33].

Another challenge is that even when the main content of records is encrypted, the
mere existence of a record—along with its timestamp and ownership details—can reveal
information about an individual’s PARFSET activities [34]. This unintentional data expo-
sure is undesirable. One possible mitigation strategy is introducing random void records
to obscure time patterns and reduce traceability.

Scalability can also be a concern if consensus mechanisms are not carefully selected
based on the nature of PARFSET data and its applications. For example, proof of work
(PoW) consumes significant computing power and energy, making it unsuitable for PARF-
SET applications with an extensive number of data records. Additionally, the level of
granularity in recorded data can impact scalability. If every individual activity is logged on
the blockchain, storage requirements would become excessive. One possible solution is to
leverage off-chain databases for storing detailed records while maintaining only summa-
rized session data on the blockchain, supplemented with reference hashes to ensure data
integrity and validation.

7.2. Limited Number of Real-World Evaluations

The limited number of studies identified during the review, coupled with the even
fewer that incorporated an evaluation phase, and the modest contribution of blockchain
technology in some cases, indicate a lack of a robust foundation for understanding how
blockchain is shaping the future of PARFSET. This underscores a significant gap, as technical
studies alone cannot adequately address the unpredictability and complexity of real-world
scenarios where a blockchain is supposed to be used critically and intensely.

While the application of blockchain technology in healthcare shares certain similarities
with PARFSET fields, there are notable differences, such as varying user perceptions of
data sensitivity. Consequently, findings from blockchain evaluations in healthcare cannot
be seamlessly extended to PARFSET, even where such evaluations exist. Nevertheless,
at this stage, it remains both reasonable and valuable to explore the potential impact of
blockchains on the future of PARFSET, allowing researchers and practitioners to better
understand its possibilities and challenges.

Future research should focus on conducting field evaluations to examine the reliability
and applicability of blockchain systems within PARFSET across diverse and dynamic envi-
ronments. Such efforts are essential to move beyond hype, limited anecdotal experiences, or
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purely theoretical discussions, providing a deeper understanding of the practical relevance
of blockchain technology in shaping PARFSET.

7.3. Lack of Studies on Suitable Consensus Mechanisms

The reviewed literature revealed a clear deficit in research on consensus mechanisms
tailored for specific blockchain applications in PARFSET. While existing mechanisms such
as proof of work (PoW) and proof of stake (PoS) are widely used in other applications of
blockchains, their suitability for the PARFSET domain remains underexplored. Bamakan et
al. stressed the importance of selecting efficient and context-appropriate consensus mecha-
nisms, as the choice directly impacts scalability, security, and energy consumption [35].

The consensus mechanisms used in blockchain applications for PARFSET must align
with the unique characteristics of this field. The substantial volume of data generated
in PARFSET settings, combined with the absence of currency token exchanges (unlike
cryptocurrency systems), necessitates mechanisms that prioritize low energy consumption
and minimal operational complexity. Traditional PoW is unsuitable due to its excessive
computational effort and high energy demands. PoS and delegated proof of stake (DPoS)
offer low energy consumption; however, PoS relies on validators committing stakes, which
is not suitable for a blockchain without a native coin. Similarly, DPoS introduces gover-
nance challenges, as participants must elect delegates, adding further complexity. Practical
Byzantine fault tolerance (PBFT) is energy-efficient but relies on extensive communication
through multiple message exchanges, which may struggle to scale in PARFSET environ-
ments with a diverse and large user base. Proof of authority (PoA) is an energy-efficient
mechanism that assigns validation rights to trusted authorities. However, it demands
reputational effort (managing trusted validators) and carries a risk of centralization, which
may not be desirable in the personal and decentralized nature of PARFSET applications.
Proof of location (PoL) relies on location, offering a low computational footprint, which
makes it well-suited for PARFSET cases, as these are based on individuals in specific lo-
cations. However, concerns remain regarding both individual privacy and the accuracy
of the approach [36] .Ultimately, blockchain implementations in PARFSET must balance
energy efficiency with the effort required for governance, communication, and stakeholder
management to ensure a scalable and practical solution, and a more thorough investigation
is required to identify suitable alternatives.

7.4. Complexity in System Integration

The integration of blockchain systems with existing legacy architectures, procedures,
and devices presents significant challenges. At the enterprise level, organizations must
either completely redesign their data management systems or develop new, complex
interfaces, both of which require considerable investments of time, finances, and expertise.

At the device level, devices such as those with embedded sensors or those serving as
gateways in IoT networks are often not fully compatible with this new schema (seamlessly
and constantly generating new records to be stored in blockchain). For instance, Emish et al.
highlighted limitations within the iOS architecture, where strict controls on background
processes necessitate user intervention for data sharing [24].

Integration with emerging technologies, such as digital twins, further complicates the
landscape. Manocha et al. and Bhatia identified the mandatory looping requirements for
optimized event determination within digital twin frameworks, emphasizing the need for
significant research and development to achieve seamless interoperability [25,28].

7.5. Legal Compliance

Blockchain technologies offer innovative methods for capturing and sharing data,
but many legal aspects remain underexplored. Compliance with regulations such as the
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General Data Protection Regulation (GDPR) is a critical factor for most data systems and
poses even greater challenges in blockchain implementations [17]. This issue was also
highlighted by Lopez-Barreiro et al. [26] as an area for further consideration in their
future work.

8. Conclusions
This paper highlights how blockchain technology is shaping the physical activity,

exercise-based rehabilitation, fitness, sport, and exercise-based therapeutics (PARFSET)
domain by enhancing privacy, security, accountability, personalization, adherence, and ex-
tensibility. Through its immutable, decentralized, and transparent architecture, blockchain
technology provides unique advantages for securely managing sensitive PARFSET data.
By employing features such as smart contracts and encryption, a blockchain enables au-
tomation of workflows, personalization of interventions, and fostering of user engagement
through gamification. Furthermore, its extensibility and cost-effectiveness position it as a
robust solution for scaling PARFSET applications.

Despite these promising attributes, the application of blockchains in PARFSET is
still in its infancy, with limited real-world implementations and evaluations. Challenges
such as the complexity of system integration, lack of tailored consensus mechanisms, and
legal compliance issues highlight areas that require further exploration. Addressing these
limitations will be critical for advancing blockchain adoption in the PARFSET domain.
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