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ABSTRACT Social networking platforms like X (Twitter) serve as hubs for open human interaction, but
they are also increasingly infiltrated by automated accounts masquerading as human users. These bots
often engage in activities such as spreading fake news and manipulating public opinion during politically
sensitive times like elections. Most of the current bot detection methods rely on black-box algorithms,
raising concerns about their transparency and practical usability. This study aims to address these limitations
by developing a novel methodology for the detection of spambots and fake followers using annotated
data. To this end, we propose an interpretable machine learning (ML) framework, leveraging multiple
ML algorithms with hyperparameters optimized through cross-validation, to enhance the detection process.
Furthermore, we analyze several features and provide a unique feature set that is optimized to offer excellent
performance for bot detection. Moreover, we utilize multiple interpretable Al techniques which include
Shapley Additive Explanations (SHAP) and Local Interpretable Model-agnostic Explanations (LIME).
SHAP will help to display the effects of particular characteristics on the model’s prediction which will help
in determining whether an account is a bot or a legitimate user. LIME will help to comprehend the model’s
predictions, offering clarity regarding the traits or attributes that drive the classification conclusion. LIME
allows researchers to detect bot-like activity in social networks by generating locally faithful explanations
for each prediction. Our model offers enhanced interpretability by clearly highlighting the impact of various
features used for spam and fake follower detection when compared to existing state-of-the-art social network
bot detection systems. The results showcase the model’s ability to identify key distinguishing attributes
between bots and legitimate users which offers a transparent and effective solution for social network bot
detection. Additionally, we utilize two comprehensive datasets including Cresci-15 and Cresci-17, which
serve as robust baselines for comparison. Our model showcases its effectiveness by outperforming other
methods while providing interpretability which increases performance and reliability for the task of bot
detection.

INDEX TERMS Interpretable Al, social network, bot detection, fake followers, spambots.

I. INTRODUCTION

Social networks have become the key source of information
in the new age of mankind. X formerly known as Twit-
ter is presently among the most prevalent and widely used
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social media sites and thus it plays an important role in
online conversations and helps connect millions of active
users [1]. However, its substantial social and economic influ-
ence has also made it an attractive target for malicious
actors seeking to manipulate and influence public opinion
and decision-making. X has for some time been a prime
target for automated programs, or ‘“bots,” due to its open
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nature and expanding user base. These bots can be useful as
legitimate bots produce a lot of educational tweets, such as
blogs and news updates. Malicious bots, however, dissemi-
nate spam or harmful material. The characteristics used by
current Twitter bot identification algorithms are often derived
from user data, including timestamps, friendship, behavior,
and network connection [2], [3]. Nevertheless, feature engi-
neering requires a lot of work and effort. Social bots have
the potential to facilitate the dissemination of misinformation,
including fake news, rumors, and hate speech, by rapidly
amplifying low-credibility content on X through interactions
with high-profile users and strategic mentions [4]. Most of
the aforementioned issues are controlled through the use of
bots. A botnet is a collection of bots designed to execute
specific tasks [5], while a Sybil account represents a fabri-
cated identity that does not correspond to or originate from
a real human user [6]. These botnets and Sybil accounts are
frequently employed to amplify disinformation and disrupt
genuine discourse, contributing to the challenges of maintain-
ing integrity in online platforms.
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FIGURE 1. Interpretable Al techniques.

Machine learning (ML) has been successfully utilized in
a vast range of areas such as sports analytics [7], sentiment
analysis [8], [9], fake news detection [10] and social bot
detection [11]. Our study focuses on interpretable machine
learning (XAI) as it has been used in different areas to
improve performance and to gain better comprehension of
the model. Figure 1 provides the most commonly used Inter-
pretable Al techniques among which SHAP and LIME are
the most popular. Interpretable ML provides insight into how
a particular data point or data point affects the prediction
model using a variety of methods such as factor analysis,
local interpretation model-agnostic interpretation (LIME),
and Shapley additive interpretation (SHAP) [12]. The added
transparency helps users understand and trust Al systems
while it also allows stakeholders to identify biases in these
systems thus promoting accountability and fairness in Al
applications. Overall, descriptive ML plays an important part
in closing the disparity between Al algorithms and human
comprehension which supports informed decision-making
and increasing trust in Al technology. Thus, utilizing XAl for
social network bot detection (SNBD) is an important step to
gain a better understanding of its detection process [11].
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Existing research utilizes various characteristics of the
social network to differentiate between human and auto-
mated accounts. These features include user activity patterns
(e.g., tweet frequency, timestamps), account metadata (e.g.,
follower/following ratios, account age), and social network
structures (e.g., retweet and mention networks) [13], [14]
etc. Supervised ML models and deep neural networks have
been widely employed for this purpose [15], [16]. Traditional
bot detection systems such as heuristic methods fail against
evolving spambots, network-based approaches depend on
narrow social networks, and earlier ML models employ lim-
ited characteristics, disregarding linguistic, temporal, and
sentiment trends. Furthermore, the majority are not explain-
able, which makes it challenging to evaluate the data. Our
Interpretable Al-based model addresses these gaps by inte-
grating diverse feature sets. We enhance transparency with
XAI which ensures improved accuracy, robustness, and inter-
pretability. Furthermore, clustering and anomaly detection
methods have been explored for unsupervised detection of
anomalous behaviors linked to bots [17]. While these meth-
ods have shown promising results, they often lack scalability
and adaptability due to their dependency on handcrafted
feature engineering and static datasets. Moreover, the heavy
reliance on black-box ML models limits their interpretability
and creates barriers to understanding how decisions are made.
Several challenges reduce the effectiveness of current bot
detection methodologies. One of these challenges is feature
engineering which is a labor-intensive process that requires
domain expertise and manual effort to adapt the models to
newer datasets and bots. Furthermore, bots exhibit dynamic
and adaptive behavior through the evolution of their strategies
to mimic human users more effectively and evade detection
algorithms [11]. As a result, black-box detection models
struggle to adapt to the constantly evolving nature of bot
activities. Additionally, the lack of model interpretability in
these methods undermines trust and transparency. Evaluation
without interpretability is a challenge as we don’t know if
the model is identifying bots based on meaningful patterns
or merely overfitting to noise in the data. Additionally, most
methods are designed to optimize detection accuracy without
considering the broader goals of generalizability and adapt-
ability which are critical for real-world deployment on social
networks. These gaps highlight the need for more transparent
and interpretable detection frameworks. Therefore, the pro-
posed methodology addresses these challenges by integrating
interpretable machine learning (XAI) techniques into the bot
detection process. These techniques boost the transparency
of ML methods by providing insights into the contribu-
tion of individual characteristics to model predictions [18].
To that end, we offer the following contributions through our
research. These contributions can help to progress the field of
bot detection on social networks.

o This study presents an innovative interpretable bot-
detection model built for detecting spambots and
fake followers on social networking platforms, specif-
ically Twitter/X. The model utilizes interpretable Al
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techniques to offer clear and interpretable insights into
the bot identification which improves the detection
mechanism’s credibility.

o This study delves into the numerous features of X and
analyzes their influence on the bot detection model.
Multiple explainable AI methods are utilized to study
the behavior of different features within the context
of bot detection to enhance the model’s generalization
capabilities through evaluation across a variety of bot
types, through well-established datasets.

o This research validates the efficacy of XAI through
enhanced performance for bot detection while providing
greater transparency compared to other state-of-the-art
methods. The proposed model attains superior detection
results and offers insights into the model.

The remainder of the paper is structured as shown in

Figure 2 below.
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Il. LITERATURE REVIEW

The burgeoning interest in bot-detection challenges has pre-
cipitated a proliferation of academic inquiry, yielding a
plethora of articles that proffer diverse methodologies. That
notwithstanding, a gap exists in the extant literature, as the
overwhelming majority of these approaches fail to provide
transparent and interpretable results. In the subsequent sec-
tions, a concise review of prevailing bot detection strategies
will be presented, accompanied by an examination of the
challenges that necessitate further investigation. The prepon-
derance of bot detection methodologies relies on supervised
ML paradigms, which necessitate the utilization of one
or multiple annotated datasets to train ML classifiers and
develop an efficacious framework. These annotated datasets
are frequently generated through human annotation, although
alternative approaches such as leveraging pre-existing estab-
lished models, crowdsourcing, or automated annotation tech-
niques have also been employed to construct datasets for bot
detection purposes. Table 1 highlights the key literature for
interpretable Al-based bot detection. This literature discusses
the purpose of each study and our findings on each research.

A. SNBD METHODOLOGIES

In [23], the authors devised a novel approach by creat-
ing a corpus of honeypot accounts, specifically designed
to attract spammer interactions, and subsequently logged
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the corresponding profile information. This dataset was
then augmented with a collection of regular user profiles,
thereby enabling the development of a comprehensive clas-
sification algorithm that incorporates both user-centric and
content-centric features. In another research [24], authors
took a similar method, attempting to detect botnets that were
run by the same person. Reference [25] employs crowd-
sourcing techniques for bot recognition on Facebook, and
while it appeared to provide decent results; however, the
inherent limitations of this method became apparent when
the perpetual evolution and proliferation of bots rendered the
approach increasingly unscalable, thereby underscoring the
need for more adaptive and dynamic bot detection strategies.
Crowdsourcing has been employed in several ways for data
annotation jobs, which we shall discuss below.

The most common method [26], BotOrNot and subse-
quently Botometer, is based on the dataset supplied by [23],
which has been augmented with new tweets for each iden-
tified account. The large number of distinct characteristics
utilized to train the model was the approach’s breakthrough.
In [46], the authors provided a strategy for extracting this
huge feature collection and confirmed their findings using a
fresh annotated dataset. The findings verified the suggested
model’s efficiency while also highlighting unique shortcom-
ings. For instance, the model’s performance deteriorated
when applied to the new dataset, as it was trained on earlier
bot variants that exhibited distinct behavioral patterns and
characteristics compared to the updated ones. The authors
provide access to multiple labeled bot datasets, as referenced
in [27], and demonstrate how the crowdfunding capabilities
of the Botometer platform are leveraged to retrain the model
and adapt to the evolving bot landscape. Alternatively, more
straightforward yet efficacious methods for bot identifica-
tion have been proposed named Stweeler [28], [29], which
employs a click-bait strategy to gather user and tweet data for
bot detection. Another technique [30] identifies automated
accounts examining the unpredictability of the screen name,
while another [31] demonstrates that the trained model is
extremely efficient even with a thorough selection of 10 cri-
teria. The majority of the papers that have been discussed
employ simple ML algorithms, but other techniques employ
Deep Learning (DL) or more complicated algorithms.

Reference [32] offers a DL-based method that utilizes
neural networks to detect bots using a behavior-augmented
model on users. Similarly, the authors of [23] suggest using
an LSTM network that exploits the content and metadata of
X combined with contextual user attributes to determine if a
tweet was made by an automated account. Alternatively, [33]
presents a completely different method of bot identification,
emphasizing the need to recognize concerted attacks instead
of lone individuals. The aforementioned strategies employ a
diverse array of features and ML techniques, yet they seem-
ingly fail to adequately address additional difficulties, which
are described further in the next section. Figure 3 presents the
most commonly used SNBD method.

VOLUME 13, 2025
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TABLE 1. Key literature for XAl-based bot detection.

Cite Technique Purpose Findings

[18] Explainable Al, | The goal of this work is to propose the development of a method | Authors employ SHAP to explicate ML model
ML for identifying social media bots through labeled data. To do | predictions by evaluating attribute significance with

this, an XAl-based ML methodology is utilized, where the | game theory Shapley scores.
hyper-parameters are adjusted and results are validated via K-
fold.

[19] Explainable The authors present XG-BoT, which is a comprehensible deep | XG-BoT was tested using real-world botnet network
deep graph | GNN approach for detecting botnet nodes. The suggested | graph data. It beats cutting-edge methods in terms of
neural network | approach comprises a botnet identifierand an explainer | major evaluation parameters. Furthermore, the
(GNN) module. This approachis effective at detecting fraudulent | authors show that the explainer module can produce

botnet nodes in massive networks. valuable explanations for automated network forensics.

[20] Explainable This work presents a unique, replicable, and reusable Twitter | Authors utilize their own dataset collected
machine bot-identifying technique. The system employs an ML based | from Twitter during the 2020 US Presidential Elections,
learning methodology which involves hundreds of characteristics. The | and further investigation is performed on different

primary goal of the suggested method is to train and verify | Twitter datasets to show that the method is better in terms
various cutting-edge ML models to achieve the best detection | of bot identification accuracy.
performance.

[21] Deep learning A novel methodology is presented for identifying social bots on | These added features enable the framework to distinguish
the Sina Weibo site that combines DL and active learning | between social bots and real users inside the Sina Weibo
techniques. The method includes a complete set of 30 | ecosystem, thus boosting the effectiveness of bot
characteristics that are organized into four dimensions: | detection techniques.
metadata, interaction, content, and timing. In particular, this
study adds nine novel traits, representing a considerable
contribution to the discipline.

[22] Generative Authors employ GAN to enrich the available data for training | The authors addressed the constraint of convergence by
Adversarial the cutting-edge textual bot detection approach. Despite its | developing a revolutionary framework called GANBOT,
Network (GAN) | ability to enrich datasets with limited labeled samples, the | which adapts the GAN principle. Authors connect the

original Sequence GAN has a known convergence issue. generator and classifier using an LSTM layer that serves
as a common link among them.

B. CHALLENGES OF SNBD

Despite the plethora of scientific endeavors that have yielded
various methods for detecting online social bots, as indicated
in the aforementioned studies, there are still many out-
standing difficulties. Even though many SNBD approaches
employ more than 1,000 attributes to train their method [26],
it remains unclear whether increasing the number of fea-
tures necessarily enhances model efficiency. Moreover, the
authors of the [34] highlight the significant impact of utilizing
an extensive feature set on the scalability of bot detec-
tion systems. Interestingly, they also note that employing
various subsets of publicly available labeled datasets can
enhance model generalizability, as observed in the same
study. Notably, the performance of machine learning-based
bot detection models varies across different datasets. Conse-
quently, the accumulation of additional datasets is essential to
ensure that our training data encompasses a comprehensive
range of bot behavioral features. The same conclusion is
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obtained from the [27] and [35], which goes to a finer-grained
categorization of bots, giving distinct datasets for each sort of
bot. As a result, one major difficulty in online social bot iden-
tification is determining what qualities genuinely constitute a
social bot.

X bots are often used for malevolent objectives ranging
from distributing fake news to propaganda and astroturf-
ing [36], [37]. The writers of [38] examined 245,000 profiles
on X between the 2016 US presidential election and the
2018 midterm elections, detecting around 31,000 bots. The
authors of [39] conducted an exhaustive analysis of 43 mil-
lion election-related tweets pertinent to the U.S. Congress
investigation into Russian interference during the 2016 U.S.
election campaigns. Their findings suggest that a signifi-
cant proportion of users, specifically 4.9% of liberal and
6.2% of conservative were automated accounts. Notably,
their approach achieved precision and recall scores exceeding
90%. The authors of [40] present an examination of German
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parties’ tweets from before and throughout the 2017 election
cycle, demonstrating an increase in the use of social bots.

Itis clear that Twitter bot identification is a difficult process
that frequently needs thorough and robust treatment. Several
ML-based methods, such as the BotOrNot [26] have been
offered with a total of 1200 distinct characteristics combined
with an ML classifier. An enhanced version of this system,
Botometer, is detailed in [27], which needs X API keys
to obtain user data during real-time calculations, making it
inefficient to utilize real-time labeling tools in the case of
large datasets. There is an increasing number of Twitter bot
identification programs that use machine learning and data
(statistical) analysis such as the Stweeler [28], the Debot [41],
and the Retweet-Buster (RTbust) [42].

ill. METHODOLOGY

Our methodology employs interpretable Al-based machine
learning to showcase a complete strategy for detecting
spambots and phony followers on social media, assuring
robustness, generalizability, and interpretability. We utilize a
modular-based approach for the construction of our model
where the process starts with data preprocessing of the
dataset. We continue onwards to feature engineering where
we extract several features and select the best attributes for bot
detection. We utilize various types of attributes including user
profile features, linguistic features, engagement features, and
content-based features. In addition, we perform sentiment
analysis on textual information such as tweet text and descrip-
tion text, and extract sentiment features. In the subsequent
step, we partition the dataset into training, validation, and
testing sets, ensuring that each train-test split maintains a con-
sistent class ratio for both training and testing data through
stratification. We perform extensive testing to compare the
classification accuracy of bot versus regular users utilizing a
variety of state-of-the-art ML algorithms and explainable Al
approaches in order to create a reliable and accurate machine
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learning-based bot recognition solution. We evaluate the per-
formance of our model through a diverse range of ML-based
algorithms and use K-fold cross-validation for results to avoid
any bias in the model. Given that each machine learning
method has a different set of parameters, it is crucial to
use optimal parameters to determine which version of the
classifier is best which allows for an equitable comparison.
Figure 4 depicts our Interpretable Al-based model which
utilizes a module-based methodology. Each module performs
a specific task in order to optimize the task of spambots and
fake follower identification. Further details on the methodol-
ogy are presented in the subsections below.

A. DATASET

The Cresci-15 is a credible benchmark data for social network
bot detection, introduced by [43]. It contains a combination
of human and bot accounts, collected from Twitter, and is
designed to evaluate the efficacy of bot detection algorithms.
The dataset is composed of several subsets, each representing
different bot types and human behaviors as shown in Table 2.

TABLE 2. Dataset characteristics (Cresci-15).

Sub-Dataset Type Accounts Tweets
TFP (the fake project) 100% 469 563693
E13 (elections 2013) humans 1481 2068037
FSF (fastfollowerz) 100% fake | 1169 22910
INT (intertwitter ) followers 1337 58925
TWT (twittertechnology) 845 114192

The Cresci-17 dataset is a widely acknowledged standard
dataset for bot detection on social media platforms, particu-
larly Twitter [35]. This dataset is unique as it includes tweets
from a variety of accounts, including genuine human users,
typical social bots (made and run with the goal of deceiving
people), and sophisticated social bots (more complex bots
designed to mimic human behavior). The Cresci-17 dataset
is used by the scientific community to build and validate bot
detection methods, evaluate their accuracy and generalizabil-
ity, and compare the performance of various methodologies.
Its availability has made major contributions to improvements
in the field of SNBD allowing for the creation of more
effective tactics for recognizing and reducing bot influence
on social networks. Table 3 provides the characteristics of the
dataset.

B. DATA PREPROCESSING

Data preprocessing assumes paramount importance as it
entails the transformation of raw data into a format that
is useful for ML analysis [44]. This critical step enables
the extraction of meaningful features which facilitates the
development of accurate and reliable bot detection systems.
We import libraries such as torch, torchtext, tqdm, emoji,
and nltk to handle data preprocessing tasks. In our model,
we utilize various features that were extracted from user
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TABLE 3. Dataset characteristics (Cresci-17).

Bot Type Description Total Total
accounts | tweets

Traditional | Instances or examples of bots | 1000 145094

spambots classified as spammers.

Social Bots who retweet a political | 991 1610176

Spambots 1 | candidate from Italy.

Social Bots who engage in spamming | 3457 428542
Spambots 2 | activities related to paid mobile
applications.

Social Bots who engage in spamming | 464 1418626
Spambots 3 | products are available for sale

on Amazon.
Fake Fake profiles that follow the | 3351 196027
Followers user.
Genuine Real human accounts that are | 3474 8377522
accounts authentic.

profile information and tweet information. Figure 5 shows
the top keywords within the description text of the real users
while Figure 6 shows the top keywords for the bot users,
offering insight into the content variety. As we can see it
contains a lot of words that don’t have any meaning, and
some words are similar in both word clouds. Therefore, it is
vital to preprocess the textual data in a way that allows the
model to create a distinction between real user text and bot-
generated text. The description feature is defined by textual
information and the preparation for this feature includes a set
of preprocessing steps that are performed within the feature
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engineering pipeline. The description and tweet text data are
essential for sentiment analysis as it allows us to extract
sentiment-based features.

It is very important to deal with null values within the data
because these null values can cause issues with tree-based
classifiers such as Random Forest as these classifiers are
equipped to handle null values. X account’s description field
may contain null values; therefore, the missing value impu-
tations are substituted with a default value ‘missing,” which
indicates the lack of available data. However, the descrip-
tion_length attribute for null descriptions is kept at zero. Raw
Twitter data often contains noise, such as irrelevant symbols,
URLSs, mentions, and emojis. Preprocessing involves clean-
ing the text data by removing or replacing such elements. For
example, emojis are converted into textual representations so
that they can help with sentiment analysis. Special characters,
punctuation, and whitespace are standardized or removed to
ensure consistency and uniformity in the dataset, but this is
only done for sentiment analysis as URL and punctuation
information are used as features for our model. Stop words
are commonly used but they are less informative and thus
we remove them to minimize vocabulary size and prioritize
words with significant informational substance.

C. FEATURE SELECTION AND EXTRACTION

The dataset contains two distinct files which consist of user
and tweet data. These two sets of data are utilized to extract
different types of features as shown in Table 4. We inves-
tigated several features of X and developed numerous
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features derived from metadata features, building on earlier
research [3], [45], [46]. Feature selection and extraction are
critical stages in model implementation that must be com-
pleted in order to optimize performance. Feature selection is
critical for improving model performance because it identi-
fies the most informative subset of characteristics. Feature
selection reduces the dimensionality of the input vector,
hence reducing model complexity [18]. Previous research
states that there is no uniform set of traits or an optimal
amount of them. The efficiency of a model trained with
a certain feature set varies between datasets. In contrast
to previous techniques, our methodology relies on a lim-
ited set of tweet-based and user-based attributes to train a
model charged with distinguishing between bot-generated
and human-authored tweets. The justification for using such
a simplified feature set is to keep the performance high while
still being time efficient. We utilize comprehensive datasets
which require data preprocessing therefore it is essential to be
efficient in terms of feature selection. As a result, utilizing a
limited feature set is critical to speeding up the computation
and retrieval operations. We use Shapley feature selection,
which involves using the SHAP method to identify the most
relevant features that help distinguish spambots/fake accounts
from legitimate accounts. This method provides an improved
comprehension of the impact of every characteristic on the
prediction model by allocating every attribute a Shapley value
representing its contribution to the prediction. SHAP can rank
the features according to their importance for classification
by calculating these values for each feature across multiple
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ML models and examples. Each of the feature groups shown
in Table 4 provides a unique perspective for evaluating user
behavior on X. For instance, user profile features like ““ver-
ified” and “friends count” differentiate authentic accounts
from bots with default configurations or erratic following
patterns. Content and linguistic features capture irregularities
in tweet construction and posting behavior, while engagement
metrics reveal unusual interaction dynamics. We also perform
sentiment analysis on the textual features including text and
description and extract sentiment-based features that further
distinguish bots based on their neutral or programmatic tone.
The diverse feature set also allows for XAl to highlight key
predictors and improve model transparency.

TABLE 4. Feature set.

verified 8 unique word count
friends count g unique word use

tg followers count E punctuation count

E listed count é" avg sentence length

= favorites count A punctuation density
hashtag count profile completeness
mentions count . description binary

n

E retweet count % default profile

&f reply count § default profile image

é url count % geo enabled

S status count & profile background tile
ffratio avg polarity
avg hashtag avg subjectivity

é avg retweets -2

ﬁ avg replies TE

= <

% avg mentions ‘g

% avg URL é

& avg user engagement %

D. EXPLAINABLE METHOD: LIME

LIME plays an important role in enhancing the interpretabil-
ity of the ML models for any task, particularly social bot
detection. The main function of LIME is to explain the
classifier’s predictions by breaking down the contribution
of individual features in determining whether an account
belongs to a bot or a human [47], [48]. This method allows
researchers to analyze the impact of different features on the
model’s output which enhances transparency and improves
trust. Figures 7 and 8 demonstrate the application of LIME in
interpreting the predictions of a bot detection model. On the
left side of Figure 7, we can see the prediction probabilities
which shows that there is a 64% probability that the account
is bot. The column on the right side is divided into two
parts showing ‘Human’ and ‘Bot’. The “Human” side of the
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column shows the features that contribute to the probability
of an account being a ‘human’. The ‘Bot’ side of the column
shows the positive indicators for the “Bot” classification.
For example, a high number of replies correlates strongly
with bot-like behavior due to automated engagement pat-
terns to increase visibility. Bots frequently use hashtags to
target specific audiences or trends which is shown by its
contribution to the “bot” prediction with the value 0.11. Sim-
ilarly, a low follower-following ratio is characteristic of bot
accounts which indicates an imbalance in social reciprocity.
On the other hand, retweet_count of 0.61 is a medium level of
retweet value which aligns with human-like sharing behav-
ior. Figure 8 illustrates a 100% confidence prediction for
“human”. We see the positive indicators for “Human” clas-
sification, for example, avg_mentions and favorites_count
values are greater than zero. On the other hand, features such
as default_profile and low avg_hashtag use marginally align
with bot-like behavior.

Human

reply_count > 0.00
015
avg_mentions > 0.00)
0.14]

fhashtag_count <= 0.00
0.11

avg_replies > 0.00
01

Prediction probabilities

Human
Bot

0.01 < friends count ...

0.0

0.00 < mentions_count .|
0.07

avg_user_engagement

0,071

default profile image ...
0.06l

0.00 = firatio <= 0.01
0.04

favorites_count == (.00
0.04

avg_hashtag <= 000

avg favorites <= (.00

[]931 < followers_coun...
0.00 <url_count <= 0.00 "
0.00 < avg_: sentencezlz;

0.61 < retweet_count ...
0.02

profile_background til .

0.0
0.00 < default_profile ...
.02

listed_count=0.00
0.0l

0.00 < punctuation_de...
.01

avg_retweets = 0.01
00l

0.00 = profile_complet...
00l

0.06 < unique_word_...
0.01

jzeo_enabled <= 0.00
0.01

avg_polarity <=0.19

FIGURE 7. Lime explanation for “bot” prediction (cresci-15).

E. EXPLAINABLE METHOD: SHAP

SHAP is a technique that is used to enhance the interpretabil-
ity of ML models in Twitter bot detection by providing
insights into the contribution of individual features to the
model’s predictions. SHAP is rooted in game theory and
computes Shapley values which quantify the marginal con-
tribution of each feature to the prediction by considering
all possible combinations of feature subsets. This method
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allows for a transparent and model-agnostic explanation of
how features influence the decision-making process of the
classifier. In our research, SHAP was employed to analyze
and rank the most critical features influencing the predictions.
Figures 9 show the visualization for the cresci-15 dataset
while Figure 10 shows the SHAP values for the cresci-17
dataset.

Prediction probabilities Human
favorites_count > 0.00
Human [ 1.00 o
Bot avg_favorites = 0.00
014

reply_count <= 0.00
0.02
geo_enabled > 0.00
0.08
0.00 < listed_count <=_
.04l
verified <= 0.00
o3l
friends count <= 0.04
0.3l
default profile image i
0.03
default_profile <= 0.00
0.03
avg_retweets > 0.00
0.021
0.00 < avg_sentence 1.
002
0.00 < punctuation_co...
0.02
0.00 < avg_mentions ...
0.021
0.07 < statuses_count ...
0.02
0.00 < avg_user_engag...
0.02
0.00 < profile_backgr..
0.02

0.00 < unique_word_us..
001
0.00 < unique_word_co...
0.01
retweet_count > 0.01
001
0.00 < avg_hashtag <=_..
001
0.00 < followers_coun...
0.0l
0.00 < hashtag_count ...
0.01
0.00 < avg_url <= 0.00
0.00
0.00 < avg_polarity <=...
0.00

FIGURE 8. Lime explanation for “human” prediction (cresci-17).

The top twenty characteristics with the greatest influence
on the output of the ML model are displayed. One point
refers to a single Twitter user for each feature. The position
of a point on the x-axis is the actual SHAP values which
show the influence of an attribute on the model’s output for
that particular X user. Mathematically, this corresponds to
the probability or likelihood of a user engaging in harmful
behavior compared to other Twitter users. In this context,
a higher SHAP value indicates that a Twitter user is more
likely to exhibit malicious behavior relative to a user with a
lower SHAP value. The relevance of features is determined
by the mean of their absolute Shapley values which is shown
along the y-axis. Essentially, the SHAP values quantify the
contribution of specific features such as ‘favorites_count’ and
‘avg_sentence_length are high-value features that contribute
toward the prediction as shown in Figure 9. This probabilistic
interpretation helps in ranking users based on their potential
for malicious behavior which allows for more targeted inter-
ventions in detecting and mitigating harmful actions on the
platform.
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FIGURE 9. SHAP value for the cresci-15 dataset.

IV. RESULTS

In this section, we evaluate the performance of the proposed
SNBD approach concerning its accuracy and generalizability
in detecting bots and distinguishing them from normal users.
The analysis focuses on assessing how effectively the model
classifies users into bot or normal categories and provides
a comprehensive understanding of its ability to detect bot
accounts. We start the process with ‘shuffling’ which is a
preprocessing step in ML where the order of the dataset is
randomized. This process ensures that the data is not biased
by any inherent order such as chronological arrangement
or class grouping, which could otherwise affect the training
and testing phases. Furthermore, we divide the data into
75%-25% for training and testing respectively.

A. EVALUATION CRITERIA

We evaluate the effectiveness of our interpretable ML-based
spambot and fake follower detection model using a few key
metrics:

Accuracy: It measures how accurate it is to correctly clas-
sify an account as a spam bot or legitimate user i.e., the overall
effectiveness of the system’s detection.

F1 measure: The F-measure is a widely adopted metric in
classification tasks, utilized to assess the overall performance
of a model. It is calculated as the harmonic mean of precision
and recall, combining these two important measures into a
single value, as illustrated in Equation 1. Precision measures
the accuracy of the model’s positive predictions, indicating
the proportion of correctly identified positive instances (e.g.,

52254

correctly classified bots) among all instances predicted as
positive. It is calculated as the ratio of true positives to the
sum of true positives and negatives.

2 % Precision x Recall
Fl =

ey

Precision + Recall

Interpretability: It is used to evaluate the interpretation of
predictive models using techniques such as SHAP and LIME.
This metric evaluates the model’s ability to provide an under-
standable explanation for its decisions, allowing participants
to understand what is driving the distribution.

High
ffratio -—‘——-—-——“—
friends_count —-“‘-*—-
mentions_count r
avg_replies -*--+—... .
hashtag_count *--
avg_mentions ——w—
url_count *—
avg_favorites 4+’
reply_count '*I'—— 3
followers_count me = e ———b- o
avg_user_engagement - -—.'l!* %
verified -—* -
favorites_count -*
statuses_count . —-*-
description_binary +
avg_subjectivity *
avg_hashtag --*—-
retweet_count ﬂ-
default_profile .
avg_retweets —*—
Low

—6 —4 =2 0 2 4
SHAP value (impact on model output)

FIGURE 10. SHAP explanation for cresci-17 dataset.

Area Under the Curve: It measures the trade-off between
the true positive rate (sensitivity) and the false positive rate.
Its value ranges from O to 1, where 1 indicates perfect clas-
sification, 0.5 represents random guessing, and values closer
to 0 suggest poor performance.

K-Fold cross-validation: In the context of identifying spam
bots and fake followers on social media using explainable
Al-based ML. The data was evaluated using various ML
classifiers using 5-fold cross-validation and the 70%-30%
retention method respectively. In 5-fold cross-validation,
where the data set is divided into five groups, one group is
used as the test set, and the others are used as the training set.

B. CLASSIFICATION RESULTS

In this section, we discuss the classification results obtained
on two datasets mentioned in section III-A. We tested vari-
ous machine-learning classifiers on these datasets to create
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TABLE 5. Results on the cresci-15 dataset.

Classifiers Accuracy Precision Recall F1 score AUC
Random Forest 0.990 0.994 0.990 0.992 0.999
SVM 0.959 0.972 0.962 0.967 0.983
Decision Tree 0.976 0.980 0.982 0.981 0.974
XGBoost 0.991 0.994 0.991 0.993 0.999
LightGBM 0.991 0.994 0.992 0.993 0.999
Logistic Regression 0.954 0.973 0.953 0.963 0.977
Extra Trees 0.987 0.994 0.986 0.990 0.999
Naive Bayes 0.768 0.739 0.980 0.842 0.966
AdaBoost 0.986 0.991 0.988 0.990 0.998

a more authentic model for bot detection. The results pre-
sented in Table 5 and Table 6 are obtained through K-fold
cross-validation with the value set to 5. This removes the
issue of overfitting and provides repeatable results. We show
the results with respect to accuracy, precision, recall, F1
score, and AUC for a more comprehensive understanding
of the results. Table 5 shows the results for the cresci-15
dataset where multiple classifiers were tested among which
LightGBM provides the best accuracy and F1 of 0.991 and
0.993 respectively, but falls slightly behind in recall. Table 6
shows the results for the cresci-17 dataset where multiple
classifiers were tested among which XGBoost and Light-
GBM provide the best accuracy and an F1 score of 0.990 and
0.993. All classifiers perform competitively except Naive
Bayes and SVM which provide significant reduction in accu-
racy and F1. It is important to analyze the trade-offs between
precision and recall for each classifier to better understand
their ability to handle false positives. Minimizing false pos-
itives is a crucial task since we want to avoid unnecessarily
blocking the accounts of genuine users. Our model minimizes
false positives which is evident from the results where our
model has provided high precision across various types of
bots and datasets.

V. DISCUSSION AND COMPARISON

Our results show the effectiveness of interpretable ML-based
models for the identification of spam bots and fake followers
on social network platforms such as X. Our study focused
on addressing the limitations of current bot detection meth-
ods by developing an interpretable model where we utilize
techniques such as SHAP and LIME. The use of these tech-
niques enhances our understanding of the decision model by
providing insight into the significance and interpretation of
the features used in SNBD. For example, SHAP analysis
shows that factors such as favorites_count, avg_mentions,
unqgiue_word_use, and followers-following ratio are high-
value features that influence the prediction model. This
transparency is important for building trust in these methods
as it allows models to be accurate and precise. This research
addresses several important issues in the task of SNBD. First,
it reduces the black-box nature of traditional bot detection
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methods and provides clear reasons and explanations behind
the contribution of features using XAI. The use of XAI can
cause computational overhead which presents a significant
challenge as the datasets such as Cresci-15 and Cresci-17
are characterized by high dimensionality and large sam-
ple sizes. SHAP’s reliance on approximating shapley values
introduces exponential time complexity which can become
computationally expensive when dealing with huge feature
sets. We deal with this issue by presenting a compact feature
set that utilizes thirty-one features to provide competitive
results. Similarly, LIME’s requirement to train local surrogate
models for each prediction increases runtime in scenarios
that involve vast amounts of data. But LIME may not be as
costly if we are just looking for a limited number of instance
prediction results. These computational demands may limit
the deployment of XAI in large-scale frameworks. These
issues can be addressed through the utilization of optimiza-
tion strategies such as dimensionality reduction thus reducing
the total number of features while still maintaining high per-
formance. Ensuring the generalizability of our SNBD model
is critical and thus we train our model on two large datasets
that include various sorts of bot accounts such as traditional
spambots, social spambots, and fake followers. Our model
learns to detect and discriminate between distinct types of
bots and genuine users with high accuracy and reliability.
The non-interpretability of models in bot detection on
social networks imposes several limitations. The lack of
transparency in black-box models undermines trust because
they provide predictions without explaining the rationale
behind their decisions. This makes it challenging to justify
classification outcomes. Furthermore, the absence of inter-
pretability complicates debugging which makes it difficult
to identify and correct misclassifications such as false pos-
itives or negatives. Additionally, non-interpretable models
are prone to biases which are present in the training data
which leads to discriminatory outcomes that are difficult to
detect and mitigate without insight into feature contributions.
Moreover, bots on social networks often exhibit dynamic and
evolving behavior to evade detection, and non-interpretability
hinders the ability of models to adapt effectively to
such changes. This rigidity can result in a reliance on
static features that may lose relevance over time. Finally,

52255



IEEE Access

D. Javed et al.: Identification of Spambots and Fake Followers on Social Network

TABLE 6. Results for cresci-17 dataset.

Classifiers Accuracy Precision Recall F1 score AUC
Random Forest 0.988 0.992 0.992 0.992 0.998
SVM 0.964 0.981 0.972 0.977 0.991
Decision Tree 0.984 0.989 0.989 0.989 0.978
XGBoost 0.990 0.994 0.993 0.993 0.999
LightGBM 0.990 0.994 0.993 0.993 0.999
Logistic Regression 0.939 0.964 0.955 0.981 0.981
Extra Trees 0.987 0.991 0.992 0.991 0.998
Naive Bayes 0.919 0.992 0.899 0.944 0.979
AdaBoost 0.983 0.989 0.990 0.989 0.997

TABLE 7. Result comparison with baselines (Cresci-15). F1. This highlights its ability to minimize false positives

Cie Accuracy - and accurately idenFify bot accounts, achieving a strong bal-

ance between precision and recall. As shown in Table 4,

(501 0.985 0988 our method uses a wide range of rich features that cap-

[51] 0.978 0.980 ture different facets of sentiment analysis, language patterns,

(52] 0.988 0.988 content attributes, and user behavior. In contrast to conven-

tional bot detection models that depend on a small number

53] 0.977 0.975 of network-based or profile-based characteristics, our fea-

[54] 0.972 0.978 ture engineering offers a multifaceted strategy that greatly

[55] 0.983 0.987 enhances classification performance. Furthermore, the incor-

Ours (LightGBM) 0.991 0.993 poration of XAI in bot detection helps to select the best

features that provide better performance compared to previ-

TABLE 8. Result comparison with baselines (Cresci-17). ous models.
Cite Accuracy F1 ‘"'. CONCLUSION . . .

03] 0,980 0.964 This research presents a unique way to differentiate between

bots and real users on X by using an interpretable ML frame-

[34] 0.985 0.989 work that extracts and analyzes attributes for the task of

(56] 0.982 0.977 SNBD. The proposed methodology involves the extraction of

a diverse set of features derived from the datasets discussed

[57] 0.956 0.967 in Section III-A. The model was trained on various features

[58] 0.967 0.977 that were finalized through explainable Al techniques to

Ours (XGBoost) 0.990 0.993 improve the detection of social and spam bots as well as

non-interpretability limits the ability to gain insights into
feature relevance which restricts opportunities for refining
models and identifying key behavioral indications of bots.
Addressing these limitations through XAI techniques signif-
icantly enhances model transparency and adaptability which
allows for more effective bot detection on platforms like X.
Table 7 and Table 8 show the comparison between dif-
ferent studies on the cresci-15 and cresci-17 dataset. The
majority of the baseline results were collected from [49]
and [50] while others were collected through manual inspec-
tion. The results demonstrate the superior performance of
our proposed models for social network bot detection. For
the cresci-15 dataset, LightGBM performed the best show-
casing an accuracy of 0.991 and F1 score of 0.993. For the
Cresci-17 dataset, XGBoost achieved an accuracy of 0.990,
and an Fl-score of 0.993, the XGBoost model outperforms
all existing state-of-the-art methods in precision, recall, and
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fake followers. This approach increased the accuracy and
reliability of our model and gave important insights into
potential patterns which enhanced transparency for social
security. This is done through the incorporation of the XAI
techniques SHAP and LIME into the model which allows the
researchers to understand the impact of the features on the
model. This information allowed us to reduce the size of
the feature set to include the most important features which
reduced the workload for the ML model. The significance of
this study lies in its ability to bridge the gap between model
accuracy and transparency thus addressing the key challenges
in bot detection by offering an interpretable methodology.
This approach improves the reliability of detection models
and provides actionable insights into feature relevance which
paves the way for more efficient bot detection. Our model
still has limitations due to its reliance on utilizing a spe-
cific feature set. This can be challenging when dealing with
new bots. Detecting new-generation bots that mimic human
activity remains a critical challenge because the bots continue
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to evolve with more sophisticated behaviors. Future research
could investigate adaptive models capable of learning from
evolving bot behaviors, incorporating continuous learning
mechanisms to stay ahead of these advancements. Given the
interaction-based nature of social networks, graph neural net-
works could be integrated to enhance feature representation
and extraction. Future research should explore combining
graph-based representations with explainable Al to provide
deeper insights into network behaviors and bot detection.
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