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Abstract—Federated learning (FL) offers a promising solution
for human activity recognition (HAR) in healthcare by enabling
model training on decentralized data, thereby preserving privacy
in compliance with regulations such as GDPR and HIPAA.
This study investigates the privacy vs performance trade-offs
of FL with centralized machine learning (CML) using the UCI
HAR dataset. We focus on three aggregation methods: federated
averaging (FedAvg), federated proximal (FedProx), and Krum,
under both independent and identically distributed (IID) and
non-IID data settings. We evaluate their robustness to poisoning
attacks and the impact of local differential privacy (LDP).

Our results show that FL outperforms CML in HAR tasks.
In non-IID settings, FedAvg achieves up to 97% accuracy,
outperforming FedProx (91%) and Krum (88%). Interestingly,
non-IID data yields better performance across all methods. While
Krum demonstrates strong resilience against poisoning attacks
in the absence of LDP, FedProx maintains greater stability when
LDP is applied. However, higher privacy levels reduce accuracy to
58–65%. These findings position FedProx as a balanced option for
privacy-preserving healthcare HAR, emphasizing the importance
of carefully tuning privacy mechanisms to maintain optimal
performance.

Index Terms—Human activity recognition, federated learning,
machine learning, local differential privacy

I. INTRODUCTION

With the increasing rate of a global aging population,
healthcare systems face growing pressure and challenges to
provide continuous, high-quality care while maintaining indi-
vidual independence, especially for older adults. Many elderly
individuals prefer to remain in their own homes, preserving
autonomy and privacy without external intervention [27]. Sup-
porting this goal requires intelligent technologies capable of
monitoring health status, detecting risks, and promoting well-
being in alignment with user preferences. One promising solu-
tion lies in human activity recognition (HAR) systems, which
analyze sensor data from wearables, smartphones, and ambient

devices to classify physical activities and detect abnormal
behavior. These systems enable both medical professionals and
AI solutions to deliver timely, personalized recommendations,
ultimately enhancing quality of life without compromising
independence.

Machine learning (ML) advancements have significantly im-
proved HAR performance by enabling the extraction of com-
plex patterns from time-series sensor data, allowing models to
adapt to diverse activities and improve over time [4]. These
capabilities make HAR ideal for activity monitoring (e.g., fall
detection), rehabilitation, and lifestyle analysis. However, most
existing HAR models rely on centralized machine learning
(CML) approaches, where sensitive user data is transmitted to
a central server for model training. This raises serious privacy
and security concerns, particularly in healthcare environments
governed by regulations such as the General Data Protection
Regulation (GDPR) and the Health Insurance Portability and
Accountability Act (HIPAA) [2]. Moreover, CML methods
require high communication bandwidth for data transmission
and substantial computational resources for model training,
conditions often impractical for resource-constrained devices
such as wearables or the Internet of Things (IoT) sensors in
home healthcare settings. These limitations call for alterna-
tive approaches that preserve privacy without compromising
performance.

Federated learning (FL) has emerged as a promising solu-
tion by enabling collaborative model training across decen-
tralized devices while keeping raw data local. In FL, edge
nodes such as smartphones, wearable sensors, or institutional
systems like hospitals train models locally on their own
data. Instead of sharing the data, they transmit only model
updates (e.g., gradients, weights, or parameters) to a central
server, which aggregates the updates to construct a global
model iteratively in each training round [5]. This paradigm



not only adheres to regulatory requirements, but also reduces
communication overhead and preserves sensitive user data,
making it particularly well suited for healthcare settings where
both privacy and efficiency are critical [6]. However, despite
its advantages, FL introduces new challenges, especially in
ensuring robustness against adversarial attacks such as data
poisoning or model manipulation, which can compromise the
integrity and reliability of global models.

In this paper, we investigate the effectiveness of FL in HAR
applications for healthcare, focusing on the trade-offs between
privacy, performance, and robustness. Specifically, we evalu-
ate three popular aggregation methods, federated averaging
(FedAvg), federated proximal (FedProx), and Krum—using
real human activity recognition data collected from continuous
ambient sensors linked to 30 distinct apartments [19]. In our
experiments, we considered both independent and identically
distributed (IID) and non-IID data settings to reflect realistic
healthcare scenarios. Additionally, we assess the impact of
local differential privacy (LDP), which introduces noise to
model updates to enhance privacy and mitigate data poisoning
attacks.

The key contributions of our paper are:
• We present, to our knowledge, the first systematic head-

to-head evaluation of FedAvg, FedProx, and Krum for
healthcare human-activity recognition (HAR) under real-
istic non-IID client distributions.

• We systematically investigate the relation between local
differential privacy (LDP) mechanisms and fault tolerance
in federated healthcare systems, revealing critical design
considerations for robust deployments.

• We demonstrate that non-IID data distributions can en-
hance performance in federated HAR tasks, challenging
conventional assumptions about data heterogeneity effects
in healthcare applications.

• We provide empirically-grounded guidelines for practi-
tioners to select appropriate federated aggregation strate-
gies based on privacy requirements and performance
constraints in healthcare deployment scenarios.

The remainder of this paper is organized as follows: Sec-
tion II reviews relevant literature and outlines the current
state-of-the-art in the field. Section III describes our approach
used in this study. Section V details the experimental setup,
including the training protocol and performance evaluation
metrics. Section V presents and discusses the experimental
results. Finally, Section VI summarizes our findings and offers
concluding insights.

II. RELATED WORK

Modern healthcare monitoring systems leverage data from
medical and patient-centric devices, such as wearables, smart-
phones, and ambient sensors, to support applications like
elderly care, recovery assessment, and independent living for
individuals with disabilities. These systems generate large
volumes of healthcare data, which, when properly analyzed,
can yield valuable insights to improve patient outcomes [7],
[8], [24]. For example, integrating data from heterogeneous

health services and home environments [7], linking resources
across diverse service categories [8], applying semantic tags
[9], and using fuzzy matching for service alignment [10] all
contribute to more meaningful and actionable use of healthcare
information. However, centralized storage and processing of
such sensitive data raises significant privacy concerns, partic-
ularly in light of regulations such as GDPR and HIPAA [2],
as users may be hesitant to have their personal information
aggregated and managed in centralized repositories.

A key use case in these systems is HAR, which involves
the automated classification of physical activities using sensor
data to support functions such as patient monitoring, fall
detection, and emergency response [3]. Deep learning has
significantly advanced HAR capabilities by enabling high-
accuracy detection of complex movement patterns. For exam-
ple, Chandramouli et al. [1] proposed a CNN–BiLSTM model
that achieved 98.5% accuracy on wearable sensor data for
emergency detection. However, such approaches typically rely
on centralized data processing, which raises privacy concerns.

FL offers a promising alternative by allowing models to
be trained locally on edge devices while sharing only model
updates with a central server, thus preserving user privacy
[23], [25], [26]. Sozinov et al. [11] demonstrated FL’s viability
for HAR, achieving 89% accuracy compared to 93% with
centralized learning, while also reducing communication costs
by 40%. These findings underscore FL’s potential for privacy-
preserving and resource-efficient deployment in healthcare
environments.

FedAvg, introduced by McMahan et al. [20], is the
most widely adopted aggregation method in FL. It performs
weighted averaging of client models based on dataset size.
However, research has shown that FedAvg may yield subop-
timal results when handling non-independent and identically
distributed (non-IID) data—a common scenario in healthcare
applications. FedProx, introduced by Li et al. [13], builds upon
FedAvg to address challenges arising from heterogeneous data
distributions across clients. It adds a proximal term to the local
optimization objective, constraining updates to remain close to
the global model. This serves as a regularization mechanism,
penalizing large deviations and enhancing model stability.

To improve robustness against Byzantine attacks, Blanchard
et al. [21] proposed Krum, which filters out potentially ma-
licious updates by selecting the most representative client
contribution. While effective for security, this approach may
sacrifice accuracy in certain scenarios. Additional protective
measures, such as differential privacy, have been explored by
Raab et al. [16] to safeguard FL systems from adversarial
threats like model poisoning, thereby supporting both privacy
and integrity in healthcare HAR applications.

LDP strengthens FL’s privacy guarantees by injecting noise
directly into client updates. Naseri et al. [15] showed that
LDP eliminates the need to trust the central server, although
higher noise levels can degrade HAR task accuracy by up to
20%. Raab et al. [16] conducted a systematic review of LDP,
emphasizing the trade-offs in healthcare contexts where high
model accuracy remains essential. Recent studies, such as [17],



applied FL to healthcare HAR and achieved 92% accuracy
using FedAvg under IID conditions, though they did not assess
FedProx or Krum under non-IID scenarios. Similarly, Wang et
al. [18] examined LDP in FL for wearable devices, reporting
a 15% drop in accuracy at higher noise levels—underscoring
the need to carefully balance privacy and utility.

Research gaps remain in the limited comparative evaluation
of FL aggregation techniques, such as FedAvg, FedProx, and
Krum, for HAR tasks under non-independent and identically
distributed (non-IID) conditions. Additionally, the impact of
different LDP mechanisms on model robustness against poi-
soning attacks is still underexplored. This study addresses
these gaps by systematically evaluating these methods using
the UCI HAR dataset [19], with a particular focus on pri-
vacy–performance trade-offs in realistic healthcare settings.

III. OUR APPROACH

To evaluate the trade-offs between privacy and performance
in applying FL to the HAR, we developed a comprehensive
experimental framework that contrasts FL with traditional
CML. As illustrated in Fig. 2, the left panel depicts the CML
architecture, while the right panel outlines the FL setup. The
FL configuration includes a central server coordinating with
four distributed clients, each training locally on a partition of
the dataset. The CML baseline and FL were executed using
the same dataset and computational environment to ensure a
fair comparison.

We employed a long short-term memory (LSTM) architec-
ture for both FL and CML models, given its proven effec-
tiveness in capturing temporal dependencies within sequential
sensor data. LSTMs are particularly well-suited for HAR tasks,
as they excel at modeling long-term patterns that characterize
physical activities unfolding over time.

We began by training our LSTM model using the entire
dataset in a centralized setting (see Fig. 2 left side), following
the traditional ML approach. Subsequently, we transitioned to
an FL setup using the same model architecture (see Fig. 2
right side), involving four clients and a central server. In this
FL setup, the dataset was partitioned into two distribution
types: IID and non-IID. Each distribution was evaluated using
three aggregation methods: FedAvg, FedProx, and Krum. As
illustrated in Fig. 2 right panel, the FL process involves
several steps, including: First, the server sends all clients the
ML model initialized with random weights. Each client then
locally trains the model on its private data. Clients send their
updated model weights back to the server after completing
local training. The server aggregates these received updates
using the selected aggregation strategy, forming an improved
global model. This updated global model is then redistributed
to the clients for the next training round.

Finally, to assess the impact of security measures, we incor-
porated LDP and tested the models under varying levels of data
poisoning. This allowed us to evaluate how privacy-preserving
techniques influence model performance. The following sec-
tions outline the experimental steps in detail, providing a clear
view of the procedures used in our study.

IV. EXPERIMENTAL SETUP

This section presents the experimental setup used to com-
pare various federated aggregation methods under different
conditions, with a specific focus on evaluating the trade-offs
between privacy, performance, and robustness in the context
of healthcare-oriented HAR systems. It includes detailed de-
scriptions of the dataset, model architecture, and evaluation
metrics used to ensure a comprehensive and fair assessment
across all experimental scenarios.

A. Dataset

We used the Continuous Ambient Sensor Data Human
Activity Recognition dataset, provided by the University of
California, Irvine (UCI) and contributed by Cook et al. [19], to
train and evaluate our models. This dataset was collected from
30 volunteer residents living in 30 distinct apartments, each
equipped with various ambient sensors, including passive in-
frared (PIR) motion detectors, door sensors, and light sensors,
to capture daily routine activities. The dataset contains both
raw sensor logs and preprocessed features, making it highly
suitable for HAR-related research. While the full dataset
encompasses 26 activity classes, many of them suffer from
class imbalance due to uneven frequency distributions. To
ensure a more robust and consistent evaluation, we selected
a subset of six well-balanced activities: Cook Breakfast,
Bathe, Personal Hygiene, Dress, Toilet, and Sleep.

We have performed additional preprocessing steps on the
preprocessed sensor data provided in the repository to make it
suitable for both the training and validation phases, including
the following:

• Feature Standardization: All input features were stan-
dardized using StandardScaler to ensure consistent scal-
ing across the dataset and improve model convergence.

• Data Reshaping: The input data was reshaped to con-
form to the expected input dimensions of the LSTM
architecture, preserving the temporal structure required
for sequence modeling.

• Data Splitting: For the CML setting, the dataset was
split into training and testing subsets using an 80:20 ratio
with a fixed random seed to ensure reproducibility. In the
FL setup, the same 80:20 split was applied locally for
each client.

• Noise injection: To simulate LDP conditions, a label-
flipping poisoning attack was applied to the training data,
introducing controlled noise to evaluate model robustness
under adversarial and privacy-preserving scenarios.

B. Model Architecture

To ensure a fair comparison between CML and FL, we adopt
the LSTM model architecture for both settings, leveraging
its proven effectiveness in capturing temporal dependencies
within sequential sensor data. The architecture consists of
two stacked LSTM layers, as shown in Fig. 1, enabling the
extraction of hierarchical temporal patterns through multiple
recurrent stages. Followed by a 30% dropout layer to mitigate



Fig. 1: Abstract diagram of the LSTM model used in this study
for CML and FL settings.

overfitting, a dense layer with ReLU activation, and a softmax
output classification layer.

The model was trained using the Adam optimizer with a
learning rate of 0.001, employing categorical cross-entropy
as the loss function. Training was conducted over 50 epochs
with a batch size of 64. The identical LSTM architecture
and training configuration were used in both CML and FL
experiments, with FL training distributed across four clients.

C. FL Setup

The FL experiments were conducted using a setup involving
four clients, 100 communication rounds, with 5 local epochs
per round. To evaluate aggregation effectiveness, we imple-
mented and compared the following aggregation algorithms
under different conditions, including IID, non-IID data, and
simulating adversarial attack behaviour:

1) FedAvg: Performs weighted averaging of local model
updates, where each client’s contribution is scaled ac-
cording to the size of its local dataset.

2) FedProx: Extends FedAvg by introducing a proximal
term (with regularization coefficient µ = 0.1) to penalize
local model updates that deviate significantly from the
global model, thereby improving convergence stability
in the presence of non-IID data distributions.

3) Krum: Enhances robustness by selecting a single client
update that is closest, in Euclidean distance, to the
majority of other client updates, making it resistant to
faulty or adversarial participants.

Moreover, LDP was applied at low and high noise levels
to evaluate model robustness under privacy-preserving con-
straints. In parallel, we introduced poisoning attacks with
varying intensity degrees to assess each aggregation method’s
resilience under adversarial conditions. The attack configura-
tions included (1) one client with 20% poisoned data, (2) two
clients with 10% poisoned data each, (3) two clients with 20%
poisoned data each, and (4) all four clients with 40% poisoned
data. These scenarios enabled a comprehensive analysis of
how both privacy mechanisms and adversarial conditions affect
model performance and aggregation robustness.

Fig. 2: Flowchart comparing the methodologies of centralized
machine learning (CML) and federated learning (FL) used in
our case.

D. Data Partitioning Strategy

To simulate both IID and non-IID conditions, we employed
partitioning utilities in the Flower framework. For IID settings,
we used ’IIDPartitioner’, which assigns data samples to each
client while maintaining the global class distribution. This
ensures that each client receives a uniformly distributed subset
of all six selected activity classes. For non-IID settings,
we used ’PathalogicalPartitioner’, which simulates realistic
heterogeneity commonly found in healthcare data.

E. Evaluation Metrics

We utilized several metrics to evaluate the model perfor-
mance from different angles for both CML and FL approaches,
including:

• Accuracy: Measures the percentage of correct predic-
tions out of the total predictions made.

Accuracy =
Number of Correct Predictions
Total Number of Predictions



• Precision: Compute the ratio of true positives to all pre-
dicted positives, also computed using weighted averaging
to account for class imbalance.

Precisionc =
TPc

TPc + FPc

where TPc and FPc are the true positives and false
positives for class c.

• F1-Score: Represents the harmonic mean of precision
and recall, calculated using weighted averaging to address
class imbalance in multi-class classification.

F1-Scorec = 2 · Precisionc · Recallc
Precisionc + Recallc

• ROC-AUC: It evaluates model performance across all
classes.

ROC-AUCmulticlass =
1

C

C∑
c=1

AUC(TPRc,FPRc)

where TPRc and FPRc are the true positive and false
positive rates for class c.

• Cohen Kappa Score: It is a statistical measure of inter-
rater agreement between predicted and actual classifica-
tions, adjusted for chance agreement.

κ =
po − pe
1− pe

where po is the observed agreement and pe is the expected
agreement by chance, calculated using the confusion
matrix.

V. RESULTS AND DISCUSSION

This section presents the key findings from our evaluation
of CML and FL approaches for HAR. We investigate how
different aggregation methods perform across various data
distributions and examine their robustness against poisoning
attacks in different scenarios.

A. Centralized machine learning

Fig. 3: This figure illustrates the superior accuracy of the
CML approach, achieving approximately 91% accuracy when
trained on a combined dataset, compared to lower accuracies
from models trained on individual datasets.

In our CML experiment (Fig. 3), we compared the perfor-
mance of LSTM models trained on four individual datasets

against a model trained on a combined dataset. The combined
dataset model achieved approximately 91% accuracy, outper-
forming the individual models, which showed lower accuracy
due to limited data diversity.

B. Federated learning

Building on the CML experiment, we implemented an FL
setup where each of the four datasets was assigned to a
separate client. We evaluated three FL aggregation algorithms,
FedAvg, FedProx, and Krum, under both IID and non-IID
data distributions. As shown in Fig. 4, FedAvg consistently
outperformed the other algorithms, achieving approximately
97% accuracy in non-IID settings by the final training round,
compared to 91% for FedProx and 88% for Krum.

Fig. 4: Comparison of FedAvg, FedProx, and Krum perfor-
mance in FL. FedAvg achieved a superior accuracy of 97%
in non-IID settings, followed by FedProx (91%) and Krum
(88%) by the final training round.

FedAvg’s strong performance can be largely attributed to
its efficient aggregation strategy, which merges client updates
without imposing restrictive constraints that might hinder
the model’s flexibility. In contrast, FedProx adds a proximal
term intended to enhance stability in heterogeneous settings;
however, this regularization appears to reduce the model’s
potential in our experiments, resulting in lower accuracy.
Krum, on the other hand, prioritizes Byzantine fault tolerance
by employing a robust aggregation method that selects a single
client’s update each round. While this enhances security, it
significantly compromises performance by not leveraging the
collective input from all clients. Tab. I lists results for addi-
tional evaluation metrics, where we observed similar trends.

Metric IID Data non-IID data
FedAvg FedProx Krum FedAvg FedProx Krum

Accuracy 86.33 86.56 84.69 96.98 90.81 87.90
Precision 87.02 85.99 84.72 96.73 90.45 87.23
ROC-AUC 81.00 80.00 81.00 99.00 87.00 85.00
Kappa 81.00 80.00 80.00 95.00 88.00 84.00
F1 score 86.51 85.98 84.81 96.53 90.13 86.89

TABLE I: Evaluation metrics (accuracy, F1-score, ROC AUC,
Kappa, precision) for FedAvg, FedProx, and Krum under IID
and non-IID data distributions, showcasing FedAvg’s consis-
tent outperformance in non-IID scenarios.



(a)

(b)

(c)

Fig. 5: Performance comparison of FedAvg under different at-
tack scenarios: (a) data is poisoned, (b) when data is poisoned
with a smaller amount of LDP, and (c) when data is poisoned
with a larger amount of LDP. Left panels show IID data
distributions, while right panels show non-IID distributions.

C. Different levels of LDP in FL

We tested several poisoning configurations: one client with
20% poisoned data, two clients with 10% poisoning each, two
clients with 20% poisoning each, and all four clients with 10%
poisoning each. These experiments were conducted under both
IID and non-IID data distributions.

1) FedAvg: Comparing the results in Fig. 5a, FedAvg
performs better with non-IID data, especially when only a few
clients are poisoned. However, it struggles significantly when
all four clients are poisoned simultaneously. This indicates that
FedAvg can handle small, localized attacks fairly well, but its
accuracy declines substantially when many clients are attacked
at the same time.

Fig. 5b demonstrates that the scenario with two clients
poisoned together at 20% performed the best. Interestingly, the
configuration where all four clients were poisoned together at
40% outperformed the other two scenarios. This suggests that
when all clients are poisoned uniformly, applying LDP can
lead to better performance compared to scenarios where only
some clients are poisoned. From Fig. 5c, we can understand
that FedAvg shows a clear drop in performance under both
IID and non-IID settings with an increase in LDP.

2) FedProx: Fig. 6a demonstrates that FedProx exhibits
greater robustness in non-IID settings, particularly when

(a)

(b)

(c)

Fig. 6: Performance comparison of FedProx under different at-
tack scenarios: (a) data is poisoned, (b) when data is poisoned
with a smaller amount of LDP, and (c) when data is poisoned
with a larger amount of LDP. Left panels show IID data
distributions, while right panels show non-IID distributions.

poisoning is limited to fewer clients. However, widespread
poisoning (e.g., all four clients at 10%) can degrade the
performance. On the other hand, from Fig. 6b, it is clear
that when less noise is added, a small amount of data is
poisoned, and the proximal FedProx term tries to keep the
model update similar to the global model, we can expect an
improved performance from our model. From Fig. 6c, we can
infer that FedProx performs better in both IID and non-IID
scenarios when LDP is used. Performance varies depending
on the amount of noise added to the model.

3) Krum: As shown in Fig. 7a, Krum exhibits varying
robustness to data poisoning across IID and non-IID settings,
reflecting its resilient design. In IID settings, the scenario with
a single client poisoned at 20% achieves the highest accuracy
before the final round, likely due to Krum’s ability to filter
out inconsistent updates that deviate from the majority. In
non-IID settings, the configuration with four clients poisoned
at 40% performs best, suggesting that Krum can effectively
mitigate poisoning without significant degradation. Fig. 7b
shows that adding lower levels of LDP introduces a small
amount of noise, slightly reducing accuracy compared to
the non-LDP scenario, but still allowing Krum to maintain
reasonable robustness. Finally, in Fig. 7c, Krum consistently
maintains model stability by selecting similar updates and



(a)

(b)
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Fig. 7: Performance comparison of Krum under different at-
tack scenarios: (a) data is poisoned, (b) when data is poisoned
with a smaller amount of LDP, and (c) when data is poisoned
with a larger amount of LDP. Left panels show IID data
distributions, while right panels show non-IID distributions.

filtering out potentially malicious ones. Its effectiveness is
most pronounced when the poisoning rate is low, enabling
more reliable performance across both IID and non-IID data
distributions.

D. Discussion

Our experiments provide valuable insights into the applica-
tion of FL for HAR in healthcare. The superior performance
of FL over CML in non-IID settings, particularly with FedAvg
achieving 97% accuracy, suggests that FL effectively leverages
local data patterns while preserving privacy. This is critical in
healthcare applications, where data heterogeneity is common
due to diverse patient behaviors. FedAvg’s simple weighted
averaging strategy proved effective in non-IID scenarios, chal-
lenging the necessity of more specialized methods such as
FedProx or Krum in certain contexts. However, FedProx’s
proximal term offered greater stability under high LDP noise,
making it suitable for situations that demand both privacy
and performance. Krum’s robustness to poisoning attacks,
especially in IID settings, highlights its potential for secure FL
systems, although its conservative update selection led to lower
accuracy. The inverse relationship between LDP noise and
model accuracy (e.g., dropping to 58–65% under strong LDP)
underscores the importance of carefully calibrating privacy

mechanisms. These findings suggest that HAR systems in
healthcare should select aggregation methods based on data
distribution and security requirements, with FedProx offering
a balanced approach for privacy-sensitive applications.

1) Real-World Deployment Considerations: Our findings
have significant implications for healthcare HAR deployment.
The superior performance of FedAvg in non-IID suggests that
natural data heterogeneity across different patient populations
and care facilities may actually benefit healthcare systems. For
practical deployment, we recommend a tiered approach:

• Use FedAvg for scenarios prioritizing performance with
moderate privacy requirements.

• Deploy FedProx when strong privacy guarantees are
mandatory, accepting the 6–7% accuracy trade-offs.

• Reserve Krum for high-security environments where
Byzantine attacks are a primary concern.

2) Scalability Analysis: While our experiments primarily
involved 4 clients, we also tested with more than 6 clients
under different scenarios and observed similar results. Based
on these consistent outcomes, we standardized our setup with
4 clients for clarity and ease of interpretation.

In real-world healthcare deployments, the number of par-
ticipating hospitals or personal devices can be much larger.
Among the methods studied, FedAvg stands out as the most
scalable due to its simplicity. In contrast, Krum becomes
increasingly complex and resource-intensive as the number of
clients grows, which may limit its practicality in large-scale
environments. FedProx remains manageable but requires care-
ful adjustment depending on the specific healthcare setting.

3) Ethical and Privacy Considerations: FL offers strong
ethical advantages in healthcare by enabling model training
without transferring sensitive patient data, thereby preserving
privacy. In this study, we further incorporate LDP mechanisms
to strengthen privacy guarantees. While our results indicate
a reduction in model accuracy under strong LDP settings,
especially in critical use cases such as fall detection, these
trade-offs can be effectively managed through careful system
design.

VI. CONCLUSIONS AND FUTURE WORK

We demonstrated that FL offers a promising solution for
HAR in healthcare by enabling model training on decen-
tralized data, thereby preserving privacy in compliance with
regulations such as GDPR and HIPAA. This study demon-
strates that FL outperforms CML for HAR in healthcare
applications by achieving higher accuracy in non-IID set-
tings while preserving data privacy through local training.
FedAvg achieved the highest accuracy of 97% in non-IID
settings, demonstrating its effectiveness in leveraging diverse
local patterns without adding restrictive constraints. FedProx
provided a balance by maintaining reasonable performance
while offering enhanced stability under LDP mechanisms,
making it suitable for privacy sensitive healthcare applications.
Krum exhibited strong resistance against poisoning attacks,
particularly in IID settings, though its conservative update



selection resulted in lower overall accuracy compared to other
methods.

Future research directions include exploring advanced
privacy-preserving techniques such as homomorphic en-
cryption, which enables computations on encrypted data
while maintaining privacy guarantees. Additionally, leveraging
Flower’s extensible architecture can enable broader experi-
mentation with these methods, helping to further optimize the
trade-off between accuracy and privacy in FL systems.
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Spjuth, S. Toor, and A. Hellander, Scalable federated machine learning
with FEDn, in Proc. 22nd IEEE Int. Symp. Cluster, Cloud and Internet
Comput. (CCGrid), 2022, pp. 555–564.

[24] S. Alawadi, V. R. Kebande, Y. Dong, J. Bugeja, J. A. Persson, and C.
M. Olsson, A federated interactive learning IoT-based health monitoring
platform, in Proc. Eur. Conf. Adv. Databases Inf. Syst., 2021, pp.
235–246.

[25] F. M. Awaysheh, S. Alawadi, and S. AlZubi, FLIoDT: A federated
learning architecture from privacy by design to privacy by default over
IoT, in Proc. 7th Int. Conf. Fog Mobile Edge Comput. (FMEC), 2022,
pp. 1–6.

[26] A. Ait-Mlouk, S. A. Alawadi, S. Toor, and A. Hellander, FedQAS:
Privacy-aware machine reading comprehension with federated learning,
Appl. Sci., vol. 12, no. 6, p. 3130, 2022.

[27] Sixsmith, A., & Sixsmith, J., “Ageing in Place in the United Kingdom,”
Ageing International, vol. 32, no. 3, pp. 219–235, Sept. 2008. https:
//link.springer.com/article/10.1007/s12126-008-9019-y

doi: 10.1038/s41598-024-82045-y
doi: 10.1038/s41746-020-00362-8
doi: 10.1038/s41746-020-00362-8
https://arxiv.org/abs/1401.8212
https://www.researchgate.net/publication/328146111_An_overview_of_the_supervised_machine_learning_methods
https://www.researchgate.net/publication/328146111_An_overview_of_the_supervised_machine_learning_methods
http://arxiv.org/abs/2503.01729
http://arxiv.org/abs/2503.01729
https://ieeexplore.ieee.org/document/10049966
https://ieeexplore.ieee.org/document/10049966
http://arxiv.org/abs/1812.06127
http://arxiv.org/abs/1812.06127
https://dl.acm.org/doi/10.1145/3616390.3618283
https://dl.acm.org/doi/10.1145/3616390.3618283
http://arxiv.org/abs/2009.03561
http://arxiv.org/abs/2009.03561
https://eprint.iacr.org/2024/1464
https://www.sciencedirect.com/science/article/pii/S0950705121000381
https://www.sciencedirect.com/science/article/pii/S0950705121000381
http://arxiv.org/abs/1907.02189
https://archive.ics.uci.edu/dataset/506/human+activity+recognition+from+continuous+ambient+sensor+data
https://archive.ics.uci.edu/dataset/506/human+activity+recognition+from+continuous+ambient+sensor+data
https://arxiv.org/abs/1602.05629
https://arxiv.org/abs/1703.02757v1
https://crypto.stanford.edu/craig/
https://crypto.stanford.edu/craig/
https://link.springer.com/article/10.1007/s12126-008-9019-y
https://link.springer.com/article/10.1007/s12126-008-9019-y

	Introduction 
	Related work
	Our approach
	Experimental Setup
	Dataset
	Model Architecture
	FL Setup
	Data Partitioning Strategy
	Evaluation Metrics

	Results and Discussion
	Centralized machine learning
	Federated learning
	Different levels of LDP in FL
	FedAvg
	FedProx
	Krum

	Discussion
	Real-World Deployment Considerations
	Scalability Analysis
	Ethical and Privacy Considerations


	Conclusions and Future Work
	References

