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                      ABSTRACT 
 

 

Biometrics Technology is an authentication technology that identifies the individuals from 

their physical and behavioral characteristics. Despite the fact that biometrics technology 

provides robust authentication and enhanced security, it has not yet been implemented in 

many parts of the world due to certain issues i.e. human perceptions of the biometrics 

technology and cost factor, involved in the deployment of biometrics technology. 

 

As the biometrics technology involves identity management of individuals that‟s why the 

humans perceptions of biometrics technology i.e. privacy concerns, security concerns and 

user acceptance issue play a very important role in the deployment of biometrics technology. 

There for the human perceptions and cost factor need to be considered before any 

deployment of biometrics technology. 

 

The aim of this thesis work is to study and analyze how the people‟s perceptions and cost 

factor can be solved for the deployment of biometrics technology in Blekinge health care 

system. Literature study, interviews and survey are performed by authors for the 

identification and understanding of the human perceptions and cost factor. Based on these, 

solutions in form of guidelines to the issues involved in the biometrics technology 

deployment in Blekinge health care system Sweden are given. 

 

Keywords: Biometrics Technology, Blekinge Health Care, Human 

Perceptions, Privacy, Security, User Acceptance Issues, Cost 
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1.        INTRODUCTION  
 

1.1.   Introduction and Background 
 

Security and privacy issues have remained a challenge for years. These become more crucial 

when it‟s about the security and privacy of data in electronic form. Much of the information 

in healthcare, now, is communicated through internet (Slamanig & Stingl, 2008)  that‟s why 

it is very important that healthcare is introduced with robust authentication mechanism that 

ensures the security and privacy in the healthcare organizations (National strategy for 

eHealth Sweden, 2007).   

 

Personal identification (authentication) plays a vital role in modern society (Stanley et al., 

2009). It can help in achieving the security by the identification of an individual. 

Authentication process can be performed, based on something you know (passwords and 

pin), something you have (ID card or Token) and something you are (biometrics). The two 

conventional methods of personal identification i.e. something you know and something you 

have (passwords and tokens), had limitations associated with them i.e. you do not remember 

what you knew and you do not have what you had (Russell Kay, 2009; Boatwright, 2007). 

To cover the limitations associated with the conventional methods of authentication, a new 

authentication mechanism-based on what you are (biometrics) was introduced (Sutcul, et al., 

2005). The authentication mechanism, based on the biometrics technology, is used to prevent 

access to the critical information, installations and areas that are restricted (Flores Zunigal, et 

al., 2009).  

 

Biometrics technology provides the greater security and convenience in authentication 

process as compared to traditional identification methods (Wayman, 2008). Biometrics 

technology involves measuring and storing of the physical and behavioral characteristics of 

an individual in order to identify that individual on the basis of the stored characteristics 

Biometrics characteristics are almost impossible to steal, cannot be forgotten and very 

difficult to forge (Stanley, et al., 2009). 

 

According to Gregory & Simon (2008) biometric system operates in three steps i.e. 

enrollment (individual characteristics is stored), usage (when user uses biometrics system i.e. 

gives his finger print or looks at the camera for facial scan) and update (updating the user 

data as some characteristics experience change with time) (Gregory & Simon, 2008).  

 

There are two types of biometrics systems i.e. physical and behavioral. Physical biometrics 

measures the physical characteristics of individual while behavioral biometrics measures the 

behavioral characteristics. The common physical biometrics techniques are fingerprint, face, 

retina, hand geometry, and iris biometrics while the behavioral biometrics is signature, gait 

and voice biometrics (Gregory & Simon, 2008). There are also some biometrics techniques 

that are in research pipe line e.g. ear biometrics and Lips shape biometrics (Choras, 2007). 

 

For many, biometrics technology is relatively a new technology used for identity 

management. Biometrics technology has remained controversial for invading the privacy of 
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individuals. People, sometimes, have doubts and concerns about their privacy. The critics of 

biometrics claimed biometrics as a threat to the individual‟s privacy. Though biometrics has 

been implemented in many organizations but still there is a long way to go.  It is very 

important that the responses, both perceived and behavioral, of the citizens and end users are 

considered when deigning and deploying system having digital identities (Dwivedi, et al., 

2003). Chandra and Calderon (2005) explain the user‟s issues involved in the deployment of 

biometrics technology. They elaborate that if the people concerns i.e. trust, user acceptance, 

privacy concerns are not addressed then there is a potential threat to system failure (Chandra 

and Calderon, 2005). It would be surprising to deploy biometrics technology without 

measuring the people‟s perceptions about biometrics technology.  

1.2.  Related Work 
 
The biometrics technology can be seen from schools to large organizations and from banks 

to hospitals for enhanced security and effective management. As the health care environment 

is affected with the revolutionary information technology advancements, the need for 

enhanced security has increased in health care systems. Many researchers have worked for 

the intended use of biometrics technology in health care in order to provide more security, 

both physical and logical, and privacy in health care environment. Some of the research 

work is stated below. 

  

Perrin (2002) explained the expected use of biometrics solutions in the health care system. 

The work determine that biometrics can be used in health care system for access control to 

information system, for prevention of unauthorized usage of the system resources and for 

ensuring the security and privacy of the patient record. Other issues in deploying biometrics 

technology in the health care system are also discussed e.g. cost, HIPAA (Health Insurance 

Portability and Accountability Act). Different biometric techniques are discussed with their 

expected usage in health care along with their limitations (Perrin, 2002). 

 

Flores Zuniga, et al., (2009) have proposed the biometric technology for securing the health 

records. The access controls mechanism to access resources can be improved by the usage of 

biometric systems.  The work states that the fraud control, reliable authentication 

mechanism, remote access to patient records and low maintenance cost are some of the 

benefits that biometric systems deliver in the health care environment (Flores Zunigal, et al., 

2009). 

 

Marohn (2006) explains the need for the biometric technology deployment to secure the 

health care system. According to Marohn (2006) there is a growing tendency for using the 

biometric technology in the health care systems around the globe. The survey points out that, 

different countries are implementing the biometrics technology in the health care system to 

provide security and privacy to the medical information of the health care. The survey also 

details that access control can be made effective through the use of biometrics technology in 

the health care system. Sensitive areas of the health care can be protected with the 

deployment of good access control i.e. biometrics technology (Marohn, 2006). 

 

As biometrics technology has remained controversial to most of the people. People perceived 

biometrics as a technology that controls their privacy and that was the reason, for almost all, 

individuals avoided or did not accepted biometrics technology fully. The research has been 
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performed to analyze the people‟s perceptions about biometrics technology as it is very 

important for biometrics or any other system that involves identity management, that the user 

concerns and perceptions are considered before implementation. Given are examples of 

some research work performed by different researchers in order to evaluate the public 

perceptions about biometrics. 

 

According to Woodward (1997) there are two different blogs of opinions about biometrics as 

it‟s a relatively new technology. The critics claims it as a privacy invader while the pro 

biometrics blog details and supports the biometrics technology for improved security and the 

greater services. People have concerns regarding their security and privacy when dealing 

with biometrics. In this paper the question (Is biometrics a privacy friend or privacy foe?) is 

answered by first explaining the biometrics technology and its expected uses in daily life. 

The privacy aspects of biometrics are analyzed from invader as well as protective 

perspective of biometrics. Though people have concerns regarding the biometrics but when 

analyzed, the biometrics was found to be a technology that improves the privacy as well as 

the security of the users (Woodward 1997).  

 

Elliot et al. (2007) used the survey methodology in order to understand and analyze the 

citizen‟s perceptions, opinions and concerns of biometrics technology. The issues like 

security, safety and privacy concerns were asked in the survey. The results mentions that the 

people were pro biometrics i.e. they agreed that biometrics usage will enhance security but 

most of the respondents had concerns about the their privacy (who will use that data and how 

it is made sure that only the authentic people use that data). People seemed welcoming to 

biometrics technology but also they had safety concerns from using biometrics technology 

i.e. iris and scan technology. In short the people were willing to use biometrics technology 

but there was a certain lack of trust with some governmental institutes.  According to Elliott, 

et al., (2007) there is also a need to educate people about the biometrics as most of the 

concerns can be removed if proper guidance and education is delivered about biometrics 

technology (Elliott, et al., 2007). 

 

Chandra and Calderon (2005) discussed the challenges and difficulties that biometrics 

technology face in becoming the core technology for authentication in information systems. 

Different types of challenges and issues i.e. business issues, operational issues and the 

people issues are studied. According to Chandra & Calderon (2005) there is a need to 

approach these challenges in a way that satisfies the user concerns (Chandra and Calderon, 

2005). 

 

The research work of Furnell and Evangelatos (2007) also explains the people perceptions 

about biometrics technology. The survey conducted by the researchers revealed that there is 

a certain level of acceptance towards biometrics among people. Moreover the survey states 

that TV, Newspapers and Internet are the sources that people get information of biometrics 

technology from. People were found having concerns of health risks while using biometrics 

devices. Privacy concerns, like who will access our stored data and how it will be used, were 

noticeable among people. They survey summarize that although there is an adequate user 

acceptance for biometrics with certain concerns, there is a need to take steps for the 

awareness of people about their perceived concerns (Furnell & Evangelatos, 2007). 
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1.3.  What is The Problem? 
 

The security and privacy are one of the challenging issues faced by the modern day health 

care systems and almost each and every health care organization is working to improve these 

aspects. The dawn of the “Electronic information age” has changed almost every aspect of 

health care and now the effects of the electronic information technology can also be seen in 

different aspects of health care (Slamanig & Stingl, 2008). That‟s why a relatively more 

enhanced and robust authentication mechanisms are required to deal with the security and 

privacy issues in the modern day health care.  There are also some international regulations 

forced by HIPPA (Health Insurance Portability and Accountability Act) (Agrawala & 

Johnson, 2007) and European Data Protection Directive (De Lusignan, et al. 2007) which 

demands the organizations to have mechanisms that ensures the highest level of security and 

protection for accessing, managing and exchanging of individual‟s data. The conventional 

authentication methods had limitations associated with them. The biometrics technology 

seemed to have solved the problems associated with conventional methods of user 

authentication i.e. passwords and cards, resulting in enhanced security and robust privacy, a 

healthy prognosis for biometric technologies (Anonymous, 2007).  

 

Blekinge health care system provides health care services to the citizens of Blekinge County 

Sweden. According to (Wahlgren, 2009; Pehrsson, 2009) the recognition of individuals is 

performed with ID cards and passwords, issued by Blekinge health care. There have been 

problems reported that are associated with the passwords and ID cards. The identity thefts, 

health care fraud and misuse of sensitive health care information are not new words that one 

comes across today.  All those and other such problems could be minimized by covering the 

weaknesses associated with the conventional authentication schemes i.e. passwords and 

cards. Interesting is the fact that biometrics, despite of having vital strengths and advantages 

as compared to other methods, has not got its full appreciation and acceptance from people 

around the world.   

 

The research has explained some social and technical factors that can affect the biometric 

technology deployment to great extent (Chandra and Calderon, 2005). Pons and Polak 

(2008) explained that there are problems, based on the human behavior and attitude, 

associated with the biometrics technology. The problems i.e. user acceptance issues, privacy 

concerns and trust ultimately present a great challenge for biometrics technology 

implementation (Dwivedi, et al., 2003). For the successful deployment and breakthrough of 

the technology, it is very important the people‟s concerns regarding privacy and security are 

considered before biometrics implementation (Pons and Polak, 2008).  Also one factor that 

affected the biometrics deployment is cost. It is very important that the cost is considered 

when designing and deploying biometric system (Perrin, 2002). 

  

There are very few studies explaining that why biometrics technology have not got 

implementation to any large extent in Sweden (Brobeck & Folkman, 2005). Biometrics 

technology has not yet been implemented in Blekinge health care system (Wahlgren, 2009; 

Eklund, 2009; Pehrsson, 2009). As security and privacy are the core concerns of almost all 

health care organizations, many countries of the world have implemented biometric 

technology in their health care systems (Marohn, 2006). It would be interesting to study the 

citizens perceptions i.e. privacy concerns, security concerns, user acceptance issues for the 

deployment of biometrics technology in Blekinge health care system. Cost is also an 
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important factor to consider when it comes to biometrics technology implementation. So the 

research also involves the study of cost factor related to the biometrics deployment. 

 

1.4.   Aims and Objectives 
 
The main aim of the thesis is to suggest guidelines for the deployment of biometrics 

technology in Blekinge health care system based on people‟s concerns - citizens and health 

care employees, i.e. privacy concerns, user acceptance issues and security concerns and the 

cost factor. 

 

To meet the aim there are certain objectives set by the authors. Those are given below. 

 

1. Identify biometric technology and analyze the strengths and weakness of different 

biometrics techniques.  

2. Identify and analyze the factors influencing a biometric deployment.   

3. Analyze the people‟s (citizens and health care employees) concerns for the 

deployment of biometrics technology in Blekinge health care system.  

4. Identify and analyze the health care personnel opinions on the factors involved in the 

deployment of biometrics technology in Blekinge health care system. 

5. Analyze the biometric expert‟s opinion about the concerned issues regarding the 

deployment of biometric technology in Blekinge health care system. 

6. How these concerns could be solved for the deployment of biometrics technology in 

Blekinge health care system? 

1.5.   Research Questions 
 
In order to achieve the Aim and objectives listed, some research questions are designed by 

the authors. The research questions, if answered, will lead authors to achieve the objectives 

and later the main Aim. The three questions are formulated and are listed below with their 

scope- how questions help in achieving the objectives and aim. 

 

RQ1) What is the current state of the art of biometric technology and the 

issues involved in the deployment of biometric technology? 

 

The Research question RQI will be answered from literature part. The biometrics 

technology is detailed in the theory part along with the different techniques 

emphasizing on their strengths and weaknesses. The issues involved in biometrics 

deployment are also listed from literature.  RQ1 provides input for RQ2. 

 

RQ2) What are the people’s concerns and factors involved in the 

deployment of biometrics technology in Blekinge health care system?      

 

The Research Question RQ2 will be addressed in three steps. First the people‟s 

(citizen‟s and health care employees) concerns i.e. privacy concerns, security 

concerns, user acceptance issues and the cost factor, involved in biometrics 

deployment, are identified from the literature. The second step involves 
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understanding of the people‟s (citizen‟s and health care employees) concerns i.e. 

privacy concerns, security concerns and user acceptance issues, when it comes to the 

deployment of  biometrics technology in Blekinge health care system. Questionnaire 

is used to have understanding of the people‟s concerns.  The third step involves 

understanding the opinions of the health care personnel and biometrics experts over 

the people‟s concerns and factors involved in the deployment of biometrics 

technology.  

 

RQ3) How the people‟s concerns and cost factor can be solved for the 

deployment of biometrics technology in Blekinge health care system? 

 

The RQ2 and RQ1 provide a base to answer RQ3. The people‟s concerns and factors 

detailed by the RQ1 and RQ2 will enable authors get a deeper understanding of 

these issues which further will help authors to propose guidelines for the deployment 

of biometric technology in Blekinge health care system.  

1.6.   Relation between Research Questions and Objectives 
 
The relationship between the research questions and the objectives is mentioned in the 

diagram below. The diagram explains how the objectives are connected with the research 

questions and how each objective contributes to achieve the aim. Relations between research 

questions and objectives are explained. Also the relations that objectives have with other 

objectives are elaborated.  

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 1 - Research Questions and Objectives Relation 
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1.7.   Research Expected Outcome 
 
Studying the problem and answering the questions will enable authors to suggest guidelines 

for the deployment of biometrics technology based on people concerns i.e. privacy concerns, 

security concerns and user acceptance issues and the cost factor. The research work will 

provide following possible outcomes. 

 
 Brief and meaningful information about the biometrics technology with a focus on 

its strengths and weaknesses.  

 The people‟s perceptions and concerns about the biometrics technology will be 

identified.  

 The research will provide sufficient basis for the health care authorities to plan for 

future deployment of biometrics technology. 

 The research will help in proposing guidelines for the deployment of biometric 

technology in Blekinge health care system. 

1.8.   Research Motivation 
 

There are many concerns regarding security and privacy in the health care systems. To 

ensure those it is important that a more robust authentication scheme is provided as the 

conventional methods of identity authentication i.e. passwords and cards, had limitations 

associated with them (Wayman, 2008). Biometrics is an authentication system that provides 

robust authentication based on what you are (some physical and behavioral characteristics of 

individual). The biometrics has not got its full appreciation from the people as there are 

concerns regarding privacy of individuals. The user concerns are playing a significant role in 

the success of any technology as it is the end user that technology is made for. As security is 

the requirement of almost all organizations so it is important that such system, which 

enhance security- biometrics, are chosen and deployed. A greater need for security and 

privacy can be seen in health care as the patient whole information is accessed in electronic 

form.  

 

Based on the above discussion it would be of great importance that a study is conducted for 

the deployment of biometrics technology in Blekinge health care system. The people‟s 

(citizen‟s and health care employees) concerns are very necessary to study as the biometrics 

successful deployment defends on the people concerns. The study could be important 

because the study results will provide a deeper understanding of the people‟s concerns for 

the biometrics deployment, which indeed will be a positive step towards ensuring security 

and privacy in the Blekinge health care system. 

1.9.   Demarcation and Focus 
 
The main focus of the thesis is to conduct a study that elaborates the challenges from 

people‟s perspectives in deployment of biometrics technology in Blekinge health care 

system. That‟s why the thesis is planned not to look like another hand book on biometrics 
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technology however the interesting and necessary information about different biometric 

techniques is given. We have focused the citizens and health care authorities‟ i.e. medical 

professionals and technical staff of Blekinge County (Sweden).   

1.10.   Interested Parties 
 

This master thesis work, can be of great interest for the authorities of Blekinge health care 

system Sweden who can get assistance for possible future biometrics deployment.  It can be 

helpful to the new research work, focusing on biometrics technology, in Blekinge health care 

system. 

1.11.   Thesis Structure  
 

The overall structure of the thesis is described in this section. Different chapters with their 

contents are listed, which clearly explains the thesis structure. 

 

Chapter No1: The Introduction chapter consists of introduction and background of the 

research area. It also consists of the previous work done in the research area i.e. related 

work. Moreover, the research problem, research questions, aims and objectives and research 

outcome are described in this chapter.  

 

Chapter No2: The Research Methodology chapter consists of Research methodology 

overview and research approached adopted for this research work.  

 

Chapter No3: The Theoretical chapter consists of different techniques of biometric 

technology explained in literature. The user‟s concerns i.e. privacy concerns, security 

concerns and user acceptance issues and the cost factor are explained in this chapter. 

 

Chapter No4: The Empirical finding chapter consists of the empirical data that is obtained 

during the interviews and survey conduction.  

 

Chapter No5: The Analysis chapter consists of analyzed empirical data that was obtained 

from interviews and survey. 

 

Chapter No6: The discussion and validity threat chapter consists of results discussion and 

validity threats related to our research work.      

 

Chapter No7: The epilogue chapter consists of research questions revisited, conclusion 

drawn from this study, guidelines and the future work of the study. 
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Fig. 2 – Thesis Structure 
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2.       RESEARCH METHODOLOGY 
 

 

There are different research methodologies in the literature i.e. Qualitative (Hazzan, et al., 

2006; Seaman, 1999) Quantitative and Mixed methodologies (Creswell, 2002). It is 

important to consider the different factors of these methodologies when it comes to selection 

of specific research methodology. Selection of suitable research methodology can lead a 

researcher to quality results. So before research work, one need to be very much clear of the 

advantages and disadvantages associated with selected research methodology in the context 

of his research work (Creswell, 2002).  

 

It‟s a good approach that the research is divided into approaches i.e. Qualitative, Quantitative 

and Mixed methods, having elements of enquiry i.e. knowledge claims, strategies and 

methods. The approaches are then transformed into the processes that are involved in the 

research design process (Creswell, 2002). While going for the specific approach, one has to 

understand the three factors i.e. research problem, personal experiences of the researcher and 

the audience, for whom the research is performed. The nature of the factors mentioned 

above, if understood, helps researchers in going for a suitable approach for their research 

work (Creswell, 2002). 

 

The research has identified different scenarios that help investigators to go for a specific 

approach. The Qualitative approach is used when certain phenomenon or concept is little 

known or phenomenon that needs to be discovered (Creswell, 2002). The qualitative 

research approach, again, is considered a suitable approach when one has new topic to 

research on or when the topic is studied for the first time with the population or group of 

people on hand (Creswell, 2002). The qualitative approach is used to investigate some social 

phenomena, or we can say that such research where people are involved with different kinds 

of processes (Hazzan, et al. 2006). The Quantitative approach is used when there is a need to 

test a theory or an explanation (Creswell, 2002). The Quantitative research is used when 

there is a need to express the scientific knowledge in quantities, measurement units and 

scales, mathematical relations, tables and graphs (Rijgersberg, et al., 2009). 

 

2.1.  Authors Research Approach 
 

2.1.1.   Literature Review 
 

The literature review plays a key role in the overall research process. It is not just a step in 

the research process but it is an iterative feedback loop also. The literature review helps in 

defining the undefined problem, that researcher intends to solve by doing research work 

(Reed, 1998). The main aim of selecting the literature review for our research work came 

from the fact that the problem, that we intended to solve, can be defined in a better way by 

the literature review.  
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The authors performed a literature review (Reed, 1998) of the existing work that is carried 

out in the study area. It helped authors understand the current state of the art of biometrics 

technology and challenges (concerns) in the deployment of biometrics technology.  

 

 It is important to define the search strategy i.e. how authors will do searching? We used 

different search engines to have effective searching. Electronic databases i.e. IEEE (Institute 

of Electrical and Electronics Engineers ), ACM (Association for Computing Machinery) 

Digital Library, Libris, Springer Link, Science Direct, Inspec (Ei Village 2) Engineering 

village and Elsevier were used in searching relevant data.  In addition to the mentioned 

databases, manual searching was also performed using Google and Google Scholar. 

  

2.1.2. Interviews 
 

Interviews are data collection techniques that are used to collect data in qualitative research 

approach (Hove & Anda, 2005). According to Creswell (2002) interviews and observations 

are the most important data collection methods used in ethnographic studies. After the 

literature review the authors designed semi- structured interview (Seaman, 1999) in order to 

have the interviewee‟s opinions about the factors (See Sections 3.4.1-3.4.4) involved in the 

biometrics technology deployment in Blekinge health care system. We are thankful to 

Pehrsson (2009) for his guidance, help and support in making these interviews possible. All 

the interviews were arranged by contacting the interviewees through emails.  

 

A total number of six semi-structured interviews (Seaman, 1999) were conducted with the 

health care personnel and the biometric experts. As the inaccurate data collection could 

possibly lead researcher to invalid a result (Creswell 1998), that‟s why the authors preferred 

to have audio/video recording of the interviews to avoid any inaccurate collection of data. A 

total of 5 personal interviews were conducted with health care professionals and the 

empirical data was recorded through video camera (except interviews of Thomas Pehrsson 

and Ulrika Wahlgren interviews) and audio recorder. One semi-structured interview was 

conducted with the biometrics expert through Skype messenger and the data was collected 

through “Pamela for Skype Software” for the analysis purpose. The „Pamela for Skype‟ is 

Skype messenger software. It is used for the online video/ audio call recordings (Pamela for 

Skype, 2009). We used it for online video conversation recording of the interview with 

biometric expert.  

 

Before the interview, the authors had prior discussion about the research topic with the 

interviewees. The semi-structured interviews helped authors to understand the opinions of 

the expert‟s i.e. health care experts and biometrics experts on the factors (See Sections 3.4.1-

3.4.4) affecting the biometrics deployment in Blekinge health care. An interview guide was 

developed by the authors, which help authors during the interview. It helped authors to ask 

questions to the responses of the interviewees.   

 

The reason behind the selection of semi-structured interviews was to get both the concrete 

and discrete opinion of the interviewee. The semi-structured interviews are flexible and it 

allows asking new questions in response to interviewee answers.   
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2.1.3. Questionnaire  
 

According to Preece et al. (2002) “Questionnaire is a well known technique to collect 

demographic data and user’s opinions” (Preece, et al., 2002).  

 

A web-based survey was designed by the authors in order to collect the people‟s (citizen‟s 

and health care employees) opinions about the biometrics technology focusing on concerns 

i.e. privacy concerns, security concerns and user acceptance issues involved in the biometrics 

technology deployment in Blekinge health care. The survey comprised of three different 

types of questions i.e. open ended, closed ended and scaling questions. Those were designed 

to have a concrete and discrete opinions of the people i.e. citizens and health care employees 

for biometrics technology deployment in Blekinge health care.  

 

In order to have an accurate empirical data, the survey questions were written in two 

languages i.e. English and Swedish as the authors believed that there could be some 

language barrier that could possibly affect the quality of empirical data collection. After 

designing the questions, the authors performed a pre test in order to evaluate the survey 

questions. The pre test was performed on three respondents.  

 

The web based-survey was conducted from the citizens and health care employees in order 

to have their opinions about of the concerns (See Sections 3.4.1-3.4.4) related to biometrics 

technology deployment in Blekinge health care system. The interviewees (Eliasson, 2009; 

Bohlin, 2009; Eklund, 2009) helped authors in finding survey respondents from the Blekinge 

health care. Without their support it was merely a dream to conduct this survey. There was 

also a pre-survey discussion with the health care employees about the research topic. The 

citizens comprised of students and staff of Blekinge Institute of Technology and some other 

volunteers from Blekinge County. 
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Fig. 3 - Research Methodology Diagram 
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3. THEORETICAL PART   
 

3.1. Why Biometrics 
 

Privacy and security have remained one the prime concerns of human society. The history 

shows that different measures were adopted by humans to ensure those. Walls were built, 

huge forts were made and people were assigned task to strengthen security and privacy. As 

the human social infrastructure kept changing with time, also there appeared some changes 

in the security methods. If we quote from modern day world, we find passwords, user names 

and token used for ensuring security and privacy. All the above mentioned tools used for 

ensuring security and privacy are authentication techniques. The authentication process is 

based on what you have (like cards and tokens) and what you know (passwords and pins). 

Passwords and ID cards are known as conventional means of authentication (O‟Gorman, 

2003). With passage of time certain limitations i.e. passwords could be forgotten, shared or 

hacked and cards could be stolen and lost, were experienced in the conventional means of 

authentication (Jain, et al., 2006). So the need for a more robust authentication system was 

thought, something covering the limitations of the previous conventional methods of 

authentication. It was thought that the new mechanism should base on the methodology of 

what you are i.e. some part of the human body or some behavioral characteristics of the 

human body (O‟Gorman, 2003). 

3.2.  Biometrics Technology 
 

Biometrics technology is said to be an authentication technique that measures the physical or 

behavioral characteristics of an individual and then compares it with the stored template in 

the database in order to identify that individual (Woodward, 1997). According to Woodward 

(1997) biometrics solutions involve scanning of unique human characteristics i.e. physical 

and behavioral, which are measured and then integrated into a computer system for the 

process of recognition. According to Jain et al. (2006) biometrics based authentication 

system is more reliable and powerful than traditional authentication system as it cannot be 

lost, difficult to forge, difficult to copy and needs person to be present at time of 

authentication. Stanley et al. (2009) rates biometrics as the most secure and convenient tool 

for authentication process of individuals. According to Stanely et al. (2009) biometric 

authentication is gaining acceptance and popularity in large numbers of applications i.e. from 

governmental programs (ID card system, Visa system) to personal applications for logical 

and physical access control.  

 

3.2.1.  How Biometrics Systems Works 
 

The biometrics recognition process, according to (Vielhauer, 2005; Bhargav-Spantzel, et al., 

2006) consist of two operational steps i.e. Enrollment and Authentication (see Fig.4). 

Enrollment involves the extraction and storage of unique feature of individual i.e. 

fingerprint, hand, iris etc.  While the authentication mode comprise of authentication process 

(comparison of extracted features, at authentication point, with the saved template in data 

base) in order to authenticate the individual. According to figure no 4 the enrollment process 
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is performed by data acquisition module after that feature extractor module process involves 

extracting biometric data feature then enrolling the individual‟s biometric template in 

database. The enrolled biometric data is then used to compare with the biometric sample at 

the time of recognition.  The authentication process is performed when the user gets 

authenticated by the biometric system. Here the user gives his biometrics sample, already 

enrolled in the database, in order to get authenticated. The biometric sample submitted, is 

compared with the enrolled biometric template and authentication is performed.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

A more detailed and step wise explanation of the biometrics technology recognition process 

is given by Liu and Silverman (2001). It‟s explained below. 

 

 First the biometric characteristics is chosen e.g. fingerprint or face scan for use in the 

biometric recognition system.  

 After that, the biometric characteristic is processed by the biometric device and the it 

is extracted and enrolled as biometric template.  

 The biometric template is then stored in the local, central or portable repository. 

 After storing the biometric template, comes the scanning of the biometric 

characteristics i.e. when the user scans his fingerprint or face while using the 

biometric system for recognition purpose. 
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 After scanning, the biometric characteristic is processed and a template is extracted 

which will be used to compare with the already enrolled template.  

 The biometric template obtained is matched with the already stored template.  

 After the matching the results are displayed i.e. user gets authenticated or rejected.  

 The matching results are then made available to the business application, depending 

on why the matching was performed.  

 

 

 

 

 

 

 
 

Fig. 5 - Biometrics System Process Model / Biometriska System Processa Modellera 

(Adopted from (Liu and Silverman, 2001, p.28))  

 

 

3.2.2. Verification and Identification 
 

According to Jain, Ross, et al., (2004) there are two modes, a biometric system can operate 

in i.e. verification mode and identification mode. In verification mode the biometric system 

verifies that the person is the one who he claims to be by comparing the captured biometric 

data with the template that is stored in data base. In verification process (see Fig. 6) the user 

claims his identity “I am Falak” and the biometric system performs 1:1 comparison in order 

to find out that the person is the one who he claims to be (Jain, Ross, et al., 2004; 

Davrondzhon, et al., 2006; Bala, 2008). Identity verification is mostly used to perform 

positive recognition with the purpose of preventing multiple people to use same identity 

(Wayman, 2001).The identification mode operates with the aim to identify an individual 

among large number of people. In identification process an individual gives his or her 

biometric sample to the system and the system compares it with the large list of templates 

that are stored in database (see Fig.7). Here 1: N numbers of comparisons are involved 
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(Gregory & Simon, 2008). Identification plays a very important role in negative recognition 

applications where the system ensures that the person is one who he or she denies to be (Jain, 

Ross et al. 2004).   

 

 

 

 
Fig. 6 - Verification Mode of the Biometrics System / Verifikationsfunktionsläge av 

Biometricssystemet (Adopted from (Jain, Ross et al. 2004, p.5)) 

 

 
 

Fig. 7 - Identification Mode of the Biometrics System / Identifikationsfunktionsläge av 

Biometricssystemet (Adopted from (Jain, Ross et al. 2004, p.5)) 
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3.2.3. Characteristics of Biometrics System   
 

The recognition process, facilitated by the biometric system, is based on the physical and 

behavioral characteristics of individuals (Stanley, et al., 2009). One can question “what 

human characteristics i.e. physical and behavioral, can be used as biometric trait?” 

According to (Gregory, 2008; Jain, Ross, et al., 2004) any human physiological and 

behavioral characteristics can be used as biometrics characteristics if it satisfies the 

following requirements i.e. universality, uniqueness (distinctiveness), permanence and 

collectability (Gregory, 2008; Jain, Ross, et al., 2004). These are explained below 

 

 Universality:  It means that the characteristic that is chosen as biometric trait is 

universal in selected domain e.g. if finger print biometrics is to be selected in some 

office domain then it is very important that all the employs has at least one finger to 

use the biometrics system.  

 Uniqueness:  The chosen biometric characteristics, is unique i.e. no two individuals 

have exactly the same characteristics.  

 Permanence: It means that the characteristics are permanent in nature or they 

change very slowly with time. The face changes over time but DNA remains 

permanent for whole life. So for a characteristic to be used in biometric system it is 

important to have permanency.  

 Collectability: This means that how easy it is to measure the characteristics 

quantitatively i.e. in numbers for the computer. We can say it refers to the collection 

of that biometric characteristic. 

 

According to Jain, Ross, et al., (2004) there are some other issues that need to be considered 

when there is a need to characterize the biometric systems.  The issues are performance, 

acceptability and circumvention (Jain, Ross, et al., 2004). These are explained below. 

 

 Performance:  Performance of the biometric system means that how much time, 

equipment and calculations are done in order to achieve the accuracy and speed of 

the biometric recognition.   

 Acceptability:  This characteristic of the biometric system shows that either the 

biometric systems will be acceptable to the users or not. The acceptability of the 

biometrics technology, mostly, depends upon the individuals perceptions of 

biometrics technology. 

 Circumvention: Circumvention means that how easy it is to forge the system i.e. 

how easy it is to fool the biometric system. 

 

3.2.4. Evaluation of Biometric Systems 
 

Evaluation of biometrics technology is an important aspect of biometrics technology. 

Different types of evaluation methods exists however some of the evaluations methods are 

listed below. 

 

There are three types of biometric technology evaluations i.e. technology, scenario and 

operational evaluations. Technology evaluation prime goal is the comparison of competing 

algorithms from a single technology. Determination of the overall system performance in 

simulated application is the goal of the scenario evaluation while the operational evaluation 
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is a tool to conclude the performance of the biometric system in specific environment and 

with specific group of population (Phillips, et al., 2000; Mansfield & Wayman, 2002).  

 

Two measures i.e. False Acceptance Rate (FAR) and False Rejection Rate (FRR) are used 

for the evaluation of biometric systems. Incorrectly accepting the biometric trait is called 

false acceptance and the rate this false acceptance can or may occur for any biometric system 

is called False Acceptance Rate (FAR) while the incorrect rejection of the biometrics trait is 

called false rejection and the percentage this false rejection may occur for any biometrics 

system is called False Rejection Rate (FRR) (Liu, et al., 2001; Moskovitch, et al., 2009). 

 

According to Liu and Silverman (2001) both the measures i.e. FAR and FRR are used to 

allow limited entry to authorized users however these measures vary scenario to scenario. In 

some case you need tight security and for that the false acceptance is minimized but at the 

same time the false rejection rate increases also. The two measures are interrelated to each 

other and that‟s why it will be a good idea to go for a balanced approach. The FAR and FRR 

are plotted against each other in the below diagram. The points on the plot show the 

hypothetical performance of the system at different sensitivity settings. Crossover Error Rate 

(CER), a comparison metrics that is used to find the reliability and accuracy of biometric 

systems, can be determined by comparing the FAR and FRR on the plot. The point having 

lowest value of CER (Crossover Error Rate) is the point where the system can work more 

accurately (Liu and Silverman, 2001). 

 

 

 
 

Fig. 8 - Crossover Error Rate Attempts to Combines with Two Measures of Biometric 

Accuracy (Adopted from (Liu & Silverman, 2001, p.32)) 
 

 

3.2.5. Benefits of Biometrics Technology 
 
As biometrics technology is now widely preferred for use around the world.  It can be seen 

from building access control to the passports and from schools to hospitals. While there has 

been recorded some concerns about the privacy issues related to biometric technology but 

still it is in use in many parts of the world. Gregory & Simon (2008) listed some of the 
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benefits that are associated with the biometrics technology. The benefits associated with the 

biometrics technology are listed below 

 

 

 Cooperation Not Required: Most of the time the biometric recognition is 

performed without any cooperation required from the user e.g. placing a camera on 

the entrance can do facial and gate (recognition of individual from his/her walking 

style) authentication without any effort required from the user. It requires fewer 

efforts from the user as compared to passwords and cards.   

 Guarantees Physical Location:  It means that at the authentication time, the subject 

is present at the place. As anyone can use my card or password but only i can use my 

finger or face for authentication. This is the benefit of the biometric technology that 

it makes sure that the subject is present at authentication point. 

 High-Throughput: Biometrics technology gives high throughput when there is 

some danger of fraud or some false identification. It is considered suitable than 

password in such situations.  

 Unforgettable: People have many passwords to remember which indeed a tricky 

thing is. On the other hand biometrics is difficult to forget as it involves any physical 

or behavioral characteristic of humans for authentication purpose.  

 Unlosable:  There are problems with the authentication schemes like they get stolen 

or lost e.g. cards and keys etc. The biometric has strength that it can be lost or stolen. 

It would sound strange to say “ I found human finger in the train or I lost my finger 

in the hotel room” 

 Unsharable: The common problem with password is they get shared for some 

reasons. The biometrics, on the other hand, cannot be shared with anyone. This 

benefit of the biometrics improves and enhances the authentication process and 

auditing. 

 Cost Reduction:  Biometrics systems believed to increase the cost but if the system 

is implemented properly then it can achieve cost reduction i.e. it confirms people‟s 

entrance to organization which means that no fake card punching for other 

employees can work. This ensures the quality work which certainly pays back i.e. 

minimizing the cost. Secondly the expenses done on the help desk, dealing with the 

passwords and cards problems, can be reduced to maximum level which again is a 

step towards cost reduction.  

 Compliance:  Access control is used to make sure the data protection and it is made 

sure by one or two factor authentication. The problems related with other 

authentication schemes make, biometrics technology, a fit choice as the access 

control can be enhanced by authenticating the user from his physical and behavioral 

characteristics. 

 Emergency Identification:   In some scenarios persons need to be identified very 

carefully and very quickly. Let‟s take example of a man lying unconsciously on the 

road having no identity cards with him. As he needs quick medication but the 

problem is how to recognize him. Biometrics works here as it can identify the person 

from his fingerprint or any other biometric characteristics which is enrolled in the 

biometric system. 

 No Identity Theft:  Identity theft is big problem to solve. Biometrics technology is a 

nice option to reduce identity theft as if there is some one bad enough to use my 
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credit card to buy something; he will be facing a problem when there is biometrics 

authentication required to use the credit card.  

 

3.2.6. Biometrics Technology Uses in Different Industries 
 

Biometrics technology can be seen in many different organizations and departments all 

around the world. The organizations, where there is need to authenticate the users, looking 

forward to biometrics technology for authentication. Gregory & Simon (2008) describe the 

following industries where the biometrics could have an effective role in performing and 

facilitating the authentication process.   

 

 Health Care: Biometrics technology can be used in health care in order to secure 

the physical assets and the logical assets i.e. data security in the health care systems. 

 Food and Drugs Administration: The food and drugs industry has a certain 

potential for the biometrics systems as the administration in these industries can be 

made effective through the use of biometric technology. 

 Law Enforcement: The law enforcement agencies can use biometrics systems to 

deal with the bad people by identifying them from their physical and behavioral 

characteristics.  

 Banking and Finance:  The banking and finance section also needs certain level of 

identification for the transactions. To have a robust identification and to minimize 

the fraud, there is a greater possibility for the biometrics systems to help banking and 

finance section in authenticating the individuals.  

 And all other Companies and Organizations that has use of credit cards:  Apart 

from the above mentioned areas, there are many other areas where there are credit 

cards involved. All such companies having credit cards involvement can have the 

biometric system for identification when it comes to the usage of credit cards.   

 

Nanavati, et al., (2002) have also explained the usage of biometrics systems in different 

industries and markets.  The following industries and markets have a potential use for 

biometrics technology (Nanavati, et al., 2002). 

 

 Criminal Detection: Biometrics technology can be used to identify the criminals 

and suspects. After 9/11 the suspects and bad people identification was a challenge. 

Biometrics technology is used to meet this challenge.  

 E commerce / Telephony: E-commerce has great potential for the biometrics 

technology. As the remote transactions, done by the users, need to be verified and 

biometrics can play an important role in this sort of remote verification.   

 Retail Market:  Retail market also has a potential for biometrics technology. While 

buying commodities needs verification for many reasons. The card verification is to 

be replaced by the biometrics technology. 

 Computer / Network Access: When accessing computers and networks, mostly 

passwords were used before. But now thanks to biometrics technology, as we have 

laptops with fingerprint scanners. It will be a nice move to get identified when it 

comes to accessing the networks and the computers.  
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 Time Attendance / Physical Access: Time and attendance mechanism can be 

revolutionized with biometrics technology. It would be a good practice to identify 

people with biometrics technology for checking attendance. Also there are greater 

chances that the physical access to resources and different portions of the 

organization is given after biometric identification.  

 Citizen’s Identification: Citizens can be identified very effectively while using the 

biometrics technology. There are certain governmental programs where citizen‟s 

identification is required e.g. voting and social benefit schemes.  

 Surveillance: The surveillance can be made easy with the usage of biometrics 

technology. The governmental organizations responsible for keeping things ok in the 

area needs surveillance and it would be a good idea to use biometrics technology i.e. 

face recognition and gate.  

 

3.2.7. Biometrics in Health care 
 

The use of biometrics in health care can be seen in many health care systems around the 

world. According to Perrin (2002) the biometrics technology is increasingly used to manage 

access to information, preventing unauthorized access to system resources and making sure 

the security of the patient records.  

 

According to Chandra, et al., (2008) biometrics technology is becoming a present rather than 

the future of health care. It is already in use in many health care organizations throughout the 

world for the protection of patient health care records, to support the easy access to the 

health care information, to fight and solve the problem of bio-terrorism and to handle and 

minimize the chances of health care fraud (Chandra, et al., 2008). There are certain benefits 

of implementing biometrics technology in health care industry. 

 

According to Schell (2004) the biometrics technology can be used in health care to identify 

patients and to facilitate patient admission. Furthermore the access to the prior patient 

medical records can be made speedy. Also with biometrics technology the duplicate medical 

records can be detected and the uniform way of identification of the patients for medical 

programs is made sure. 

 

Biometrics is again very effective when it comes to the identification of the unconscious 

patient for further medication and it also helps in preventing any misuse of the medical 

services (Schell, 2004). The biometrics technology brings a certain benefit to the users as it 

can help in preventing the health insurance fraud (Cohen, 2004; Messmer, 2004).  

 

As according to Liu and Silverman (2001) there are two types of access controls that 

biometrics technology can implement i.e. physical access and virtual access. Both these can 

be made sure in health care. The physical access control can be implemented by the 

biometrics as to controlling access to the unauthorized areas and resources while the virtual 

access means that controlling the access to the information resources (Liu and Silverman, 

2001).  
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3.3. Biometric Techniques 
 

There are many biometrics techniques available nowadays in the market.  Some of them are 

quite mature, already in use in industry, i.e. (fingerprint, hand geometry, iris, retina, facial 

recognition, voice, signature dynamics and typing rhythm) while others are still in the 

pipeline (odor biometrics) (Stanley et al., 2009).  

 

There are strengths and weaknesses associated with each technique and selection of a 

specific technique depends on the application. It is very rare for a single biometric technique 

to fulfill the requirements of all applications (Deriche, 2008). The techniques cannot be 

categorized as best or bad biometrics techniques, all what matters in labeling these 

techniques depends on what we want to achieve, with whom we want to achieve and what 

conditions do we have to achieve our goal (Julian, 2002).  

 

The question arises here, what is most appropriate technique that can be used for robust 

authentication? It is very important to decide on what is the basis for selecting biometric 

techniques among many techniques on hand. According to Nanavati, et al., (2002) to be able 

to select the best biometric technique among many, it is very important that some of the 

important questions are answered regarding these techniques. These questions help in 

evaluating the biometric technology for choosing the best alternative. The questions such as, 

which technology is more able to reject the false attempts? Which technology is most 

opposing to spoofing? Which technology is least expensive in deployment? Which 

technology ensures maximum privacy? (Nanavati, et al., 2002). 

 

As this study is to suggest guidelines for the deployments of biometric system in Blekinge 

health care system that‟s why the different biometrics techniques are discussed below with 

their strengths and weaknesses so that it would help in selecting the suitable technique.  

 

3.3.1. Fingerprint Biometrics 
 

Fingerprint biometrics is the most popular and most used biometric technique used for 

biometric identification (Gregory & Simon, 2008). The recent usage of fingerprints can be 

traced back to 1960s when the law enforcement agencies used it to identify individuals 

(Stanley, et al., 2009). Fingerprint is the pattern of valleys and ridges on fingertip surface 

which are formed during the first seven months of fetal development. In identification 

process, the fingerprints have the greater matching accuracy (Jain, et al., 2006). The 

fingerprint biometrics involves pattern comparison of ridges and furrows, as well as the 

minutiae points (characteristics of ridges that happen when at some point the ridge ends or it 

divides in to two). The points i.e. ridges, furrows and minutiae points are the points that 

comparison is based on in fingerprint identification process (Deriche, 2008).  
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Fig. 9 - Fingerprint Impression (Adopted from (Draper, et al. 2007, p.4)) 
  

Strengths of fingerprint biometrics: 

 

 Fingerprint scanner has low cost (Gregory, 2008; Jain, Ross et al. 2006; Moore, 

2005). 

 Fingerprint provides good convenience in usage (Gregory, 2008; Nanavati, et al. 

2002, Biometrics: Newsportal.com, 2009).  

 Fingerprint is not intrusive (Biometrics: Newsportal.com, 2009). 

 

Weaknesses of fingerprint biometrics: 

 

 Can be easily spoofed (Biometrics: Newsportal.com, 2009). 

 In identification mode, it requires large amount of computational resources (Jain, et 

al., 2006). 

 

3.3.2. Face Recognition 
 

Face recognition is the most common biometric system among humans used for personal 

recognition (Jain, et al., 2006).  Humans have different faces from each other. The unique 

dimensions, proportions and physical attributes of a person face form bases for face 

recognition biometrics (Biometrics: Newsportal.com, 2009). Face recognition is based on the 

analysis of facial characteristics (Deriche, 2008). The user image is obtained by a camera 

which is further used for the authentication process. The acquired facial image is stored as 

template and when the authentication is required then the newly facial image of the user is 

compared with the template (Deriche, 2008).  

 



  32 

 
 

Fig. 10 - Face Recognition Biometrics (Adopted from (Figure image of face, 2009)) 
 

 

Strengths of face recognition biometrics: 

 

 Similar to human process of authentication (Gregory & Simon, 2008). 

 The convenience to use facial biometrics is excellent (Gregory & Simon, 2008; 

Nanavati, et al., 2002). 

 Facial biometrics is mature technology (Gregory & Simon, 2008).  

 Face recognition can use the existing image capturing devices i.e. cameras 

(Nanavati, et al., 2002). 

 

 

Weaknesses of face recognition biometrics: 

 

 Most people are uncomfortable with taking pictures taken with the fair that it will 

cause privacy abuse (Nanavati, et al. 2002; Biometrics: Newsportal.com, 2009). 

 Accuracy can be reduced with changes in characteristics of the face i.e. hair style 

and make up (Nanavati, et al. 2002; Biometrics: Newsportal.com, 2009). 

 More suited for authentication than identification because it‟s easy to change the 

proportions of one‟s face by wearing mask (Biometrics: Newsportal.com, 2009). 

 The accuracy can also be reduced by the light and angels (Nanavati, et al. 2002). 
 

3.3.3. Retina Biometrics 
 

There are blood vessels at the back of eye which are unique from eye to eye and person to 

person (Biometrics: Newsportal.com, 2009). Dr Carleton Simon and Dr Isodore Goldstein, in 

1935, discovered that the patterns of the blood vessels of retina are unique and can be used 

for the identification of individuals (Gregory & Simon, 2008). Retina based biometrics 

system works on the principal of analyzing the layer of blood vessels which are present on 

the back of eye. A light source of low intensity through optical coupler is used for the 

scanning purpose of patterns of retina. (Deriche, 2008). Retina biometrics is used in places 

where high security is needed (Deriche, 2008; Nanavati, et al. 2002). 
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Fig. 11 - Retina Scan biometrics (Adopted from (Gregory & Simon, 2008, p.91)) 
 

Strengths of the Retina scan biometrics: 

 

 Its highly accurate technology (Gregory & Simon, 2008; Deriche, 2008; Nanavati, et 

al. 2002; Biometrics: Newsportal.com, 2009). 

 Provides most security in authentication (Gregory & Simon, 2008; Deriche, 2008). 

 It is difficult to spoof (Nanavati, et al. 2002). 

 

Weaknesses of Retinal scan biometrics: 

 

 Enrolment and scanning are slow and intrusive to individuals (Gregory & Simon, 

2008; Biometrics: Newsportal.com, 209). 

 Limited use of the retina biometrics because of demanding efforts from user 

(Nanavati, et al. 2002). 

 Expensive technology i.e. high cost (Gregory & Simon, 2008). 

 

3.3.4. Iris Biometrics 
 

The iris is an annular region that is surrounded by the pupil and the sclera from all sides 

(Jain, et al., 2006). The iris is elastic, pigmented and connective tissue controlling the pupil. 

It is developed at the early stages of morphogenesis and after development iris remains 

stable for the whole life. The iris of each and every human is different from one another i.e. 

unique (Biometrics: Newsportal.com, 2009). The iris patterns are unique and even the iris 

patterns of the twins or the right and left eye are not same (Deriche, 2008). Frank Bunch was 

the one who proposed the idea that iris is so unique that it can be used for identification 

process (Gregory & Simon, 2008). The iris biometrics involves analysis of almost 200 point 

of iris i.e. rings, furrows, freckles and the corona and then compares it with the previously 

recorded template, stored in database (Biometrics: Newsportal.com, 2009). 
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Fig. 12- Iris Biometrics (Adopted from (Dawson, 2002)) 
 

 

Strengths of Iris biometrics: 

 

 Most accurate technology (Gregory & Simon, 2008; Deriche, 2008; Nanavati, et al., 

2002). 

 Iris biometrics is not intrusive and is hygienic (no physical contact) (Deriche, 2008; 

Biometrics: Newsportal.com, 2009). 

 Iris biometrics has low false acceptance rate (Jain, A.K. et al., 2006). 

 Iris biometrics has promising processing speed (Jain, A.K. et al., 2006). 

 The patterns of iris remain stable for all the life (Nanavati, et al., 2002; Iridian 

technologies, 2009). 

 

Weaknesses of Iris Biometrics: 

 

 Less convenience in usage (Nanavati, et al., 2002; Biometrics: Newsportal.com, 

209). 

 Less competition in market because of few vendors (Gregory & Simon, 2008). 

 

3.3.5. Hand Geometry Biometrics 
 

Hand geometry biometrics involves a number of measurements of the human hand i.e. shape 

of the hand, palm size, and lengths and widths of the fingers (Sanchez-Reillo, et al., 2000). It 

is one of the established technologies that are used mostly for the physical access controls 

(Nanavati, et al., 2002). The operation of hand geometry biometrics involves the template 

development of the hand geometric characteristics. The template is stored which is then used 

for comparison with subsequent hand readings of an individual (Deriche, 2008). The hand 

geometry biometrics measure up to 90 parameters of human hand for identification process 

(Biometrics: Newsportal.com, 2009; Salavati, 2006). Some organizations use the hand 

geometry biometrics systems to control time and attendance (Deriche, 2008; Liu, et al. 

2001). 
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Fig. 13 - Hand Geometry (Adopted from (Libin, 2005) 

 

Strengths of Hand geometry biometrics: 

 

 It‟s easy to use (Gregory & Simon, 2008; Deriche, 2008; Liu, et al., 2001). 

 Hand geometry biometrics is Non intrusive (Biometrics: Newsportal.com, 2009). 

 Hand geometry biometrics can operate in challenging and rough environments 

(Nanavati, et al., 2002). 

 It is an established and reliable technology (Nanavati, et al., 2002). 

 Hand geometry biometrics has low failure to enroll (FTE) rate (Biometrics: 

Newsportal.com, 2009). 

 

Weaknesses of Hand geometry biometrics: 

 

 It‟s not a mature technology (Gregory & Simon, 2008). 

 Lack of satisfactory accuracy results (Nanavati, et al. 2002; (Biometrics: 

Newsportal.com, 2009). 

 Relatively high rate of FAR (false acceptance rate) and FRR (false rejection rate) 

rate (Bolle, et al., 2003). 

 Jewelry on hands may propose challenges in scanning the hand geometry (Jain, et 

al., 2000). 

 

3.3.6. Voice Biometrics 
 

Voice is said to be a combination of behavioral and physical biometrics. Shape and size of 

the appendages (vocal tracks, mouth, nasal cavities and lips), used in sound generation, form 

the basis for individual voice features (Campbell, 1997). Almost every individual has unique 

voice features from other individual. The Texas Instruments were the first, who worked on 

voice identification technology (Deriche, 2008) in 1970s by developing a prototype that was 

tested by the U.S. Air force and MITRE Corporation (Gregory & Simon, 2008). It operates 

on the same principal of enrolling and storing a voice template which is used for 

identification when an individual uses the voice biometrics for identification purpose. 
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Fig. 14 - Voice Biometrics (Adopted from (Gregory & Simon, 2008, p.102)) 

 

Strengths of Hand geometry biometrics: 

 

 There is no need for some extra new devices for voice biometrics (Deriche, 2008; 

Biometrics: Newsportal.com, 2009; Liu & Silverman, 2001). 

 Voice biometrics is low cost biometrics (Gregory & Simon, 2008). 

 Its usage is convenient (Gregory & Simon, 2008).  

 With low invasiveness (Biometrics: Newsportal.com, 2009). 

 

Weaknesses of Hand geometry biometrics: 

 

 The accuracy can be affected with serious illness or some problems in throat 

(Deriche, 2008).  

 High rate of false non match (Biometrics: Newsportal.com, 2009). 

  Because of poor devices generating echoes (Nanavati, et al. 2002). 

 Voice biometrics can be easily spoofed (Gregory & Simon, 2008). 

 

3.3.7. Signature Biometrics 
 

The way in which an individual signs his or her name is the unique characteristics of that 

individual (Nalwa, 1997). Signature biometrics deals with the signature patterns of an 

individual for identification purpose (Nanavati, et al. 2002). Signature biometrics involves 

the analysis of the way in which user signs his or her name and other signing features i.e. 

speed, velocity and pressure experienced while signing. The least three (speed, velocity and 

pressure) are of the same importance as the finished static signature in signature biometric 

identification (Deriche, 2008). 
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Fig. 15 - Signature Biometrics (Adopted from (Digital Signature, 2009)) 

 

Strengths of Hand geometry biometrics: 

 

 Signature biometrics has wide acceptance in public (Deriche, 2008; Liu & 

Silverman, 2001). 

 Signature biometrics has reasonable accuracy ration in operations (Deriche, 2008) 

resulting low false acceptance rate (Biometrics: Newsportal.com, 2009). 

 The signature biometrics is non invasive in nature (Nanavati, et al. 2002; Biometrics: 

Newsportal.com, 2009). 

 

Weaknesses of Hand geometry biometrics: 

 

 Professionals can forge signatures to fool the system (Jain, A.K. et al., 2006). 

 Same individual can have inconsistent signature (Nanavati, et al. 2002; Biometrics: 

Newsportal.com, 2009). 

 Signature of individual changes with passage of time (Deriche, 2008). 

 Signature biometrics has very limited market (Nanavati, et al. 2002). 

 

3.3.8. Key Stroke Biometrics 
 

A keystroke is behavioral biometric technique, the keystroke biometric offers sufficient 

discriminatory information when each individual type on a keyboard in a characteristic way 

(Jain, Ross et al. 2004). Mike was the first who took notice of the typing and argued that 

different people type differently from each other and that typing are somehow unique 

characteristics of individuals (Gregory & Simon, 2008). The typing dynamics may not be 

interesting to many of us for identification but the studies have revealed that the two factors 

i.e. inter-character timing and the dwell (a time for which the key stays pressed in typing) 

can give us 99% accurate identification of the person who is typing (Gregory & Simon, 

2008).  
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Fig. 16 - Key Stroke Dynamics (Adopted from (Figure image of key stroke, 2009)) 

 
Strengths of Keystroke biometrics: 

 

 Low cost (Gregory & Simon, 2008). 

 Do not need any new sensors and can be used with existing hardware (Gregory & 

Simon, 2008, Nanavati, et al. 2002). 

 

Weaknesses of Keystroke biometrics: 

 

 It‟s not a mature technology (Nanavati, et al. 2002).  

 It has less convenience in use (Nanavati, et al. 2002). 

 

3.3.9. Gait Biometrics 
 

Gait is defined as the coordinated and cyclic combinations of movements that are caused by 

human locomotion (Boyd & little, 2005). Humans have certain styles when they walk and 

that characteristics of humans can be used to identify humans. Gait biometrics is not a very 

unique characteristic of human but it can be used to identify individuals in relatively low 

security applications. (Jain, Ross et al. 2004). According to Gregory & Simon (2008) gait is 

a biometric entity that can be classified as physical and behavioral biometrics. The 

explanation is given that the way human do walk is known to be a behavioral biometric. The 

gait is physical biometrics in a way that human‟s physical structure of the feet and body 

weight can affect the gait (Gregory & Simon, 2008).  

 

 

Strengths of Gait biometrics: 

 

 Convenience of the gait biometrics (Gregory & Simon, 2008). 

 Gait is easily acquired from distance (Gregory & Simon, 2008). 

 

Weaknesses of gait biometrics: 

 

 Not much accurate (Gregory & Simon, 2008). 
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 Gait is not invariant as with time gait can be possibly changed (Jain, Ross et al. 

2004). 

 Requires more computations and that‟s why its computations expensive (Jain, Ross 

et al. 2004). 

 

 

 
 

Fig. 17 - Gait Biometric (Adopted from (BenAbdelkader, et al. 2004, p.538)) 

 

 

3.3.10. DNA Biometrics 
 

DNA (Deoxyribonucleic acid) is present in side each living cell of the human body. It is the 

basic blue print for the living things. Watson and Crick, in 1953, published the DNA model 

that was based on the X-ray images of Rosalind Franklin. The DNA in the individuals is 

totally unique from each other except twins (Gregory & Simon, 2008). The DNA can be 

used to identify individuals except twins as twins have the same DNA structure. DNA is 

used mostly in forensic applications to identify individuals (Jain, Ross et al. 2004). 

 

 
Fig. 18 - DNA Biometrics (Adopted from (DNA-Based Biometrics, n.d.)) 
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Strengths of DNA Biometrics: 

 

 It‟s most accurate biometrics technology (Gregory & Simon, 2008; Biometrics: 

Newsportal.com, 2009). 

 

Weaknesses of DNA Biometrics: 

 

 High Cost (Gregory & Simon, 2008). 

 DNA biometrics has poor convenience (Gregory & Simon, 2008). 

 The processing time for DNA Biometrics is very long (Gregory & Simon, 2008). 

 

3.3.11. Which Biometric Technique is The Best?  
 

As there are many biometrics technologies in the market and its hard to label them good, bad 

or best. It‟s very rare to say grade any biometric technology as perfect as no biometric 

technology is perfect (Jain, Bolle, et al., 2002). There are pros and cons associated with 

every technology and the selection of any biometric application defends on the application 

(Deriche, 2008). The table below explains the strengths and weaknesses associated with each 

biometric technology. High, Medium, and low are Denoted by H, M, and L, respectively. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Table No. 1 - The comparison of various biometrics techniques (Adopted from (Jain, Ross 

et al. 2004, p.11)) 
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To summarize the discussion about different biometrics technologies it is observed that there 

is no perfect biometric technology and all depends on the application of technology. As the 

study is about the biometrics technology deployment in Blekinge health care based on 

human perceptions and cost factor that‟s why the strengths and weaknesses mentioned in the 

above part could be of great importance for the authorities to decide on specific biometric 

technique when it comes to biometrics deployment in Blekinge health care. Finger print is 

easy to use, less costly and not intrusive in nature so it would be a nice option for the 

authorities to deploy it however face recognition, hand scan are favorable as they require less 

efforts and are safe to use. The above table listed with strengths and weaknesses associated 

with each technology could possibly be very helpful to decide on specific biometrics 

technique. 

3.4 Issues in Biometrics Deployment 
 
There are some issues involved in the deployment of biometrics technology. Most of these 

issues are related to human perceptions of biometrics technology i.e. privacy concerns, 

security concerns and user acceptance issues.  Biometrics deployment is also affected by the 

cost factor.   

 

3.4.1. Privacy Concerns 

 
Privacy is a central issue in biometrics technology and people complain that the biometrics 

technology has potential risk to their privacy rights (Woodward, 1997). Citizens, in United 

States, Europe and some other countries have legal rights to privacy (Gregory & Simon, 

2008). People have concerns regarding their privacy when it comes to biometrics 

technology. Prabhakar, et al., (2003) explain the privacy as the ability to live a life free of 

intrusions, to remain independent and to control access to information that belongs to you 

(Prabhakar, et al., 2003).  

 

According to Gregory & Simon (2008) most of the privacy concerns about biometrics 

technology arises because the people believe that their biometric data can be used in 

different ways to violate their legal privacy or even can be used to cause them physical harm 

(Gregory & Simon, 2008). As the biometric system is based on the personal data of 

individuals that‟s why there are certain privacy concerns among people i.e. what will be the 

legal status of their privacy and how their biometric data will be protected (Zorkadis, et al., 

2004). According to Jain, Ross, et al., (2004) as the biometrics characteristics of an 

individual provide more additional information about that individual that‟s why the issue of 

privacy becomes severe when it comes to biometric systems. For example biometric data i.e. 

retina scan may provide some additional information about that individual i.e. having some 

disease. So now there is a chance that the biometric data related to that individual is used 

unethically by the health insurance company (Jain, Ross, et al., 2004). 
According to Nanavati, et al., (2002) there are different categories that biometrics systems 

can be related to the privacy of individuals i.e. privacy invasive, privacy neutral, privacy 

sympathetic and privacy protective (Nanavati, et al., 2002). The biometrics technology 

relation to privacy can be categorized as positive relation and negative relation. Privacy 

invasive are those systems that has very worst privacy measures (as users may think) in order 

to secure the data of the individuals or when the biometrics technology is used without 
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letting the individuals know about the usage of the technology (Nanavati, et al., 2002). The 

privacy neutral systems are that system which stands in the middle i.e. they do not invade 

personal privacy and also they do not guarantee the personal privacy. The sympathetic 

systems are those systems that are designed to make sure that the personal information is not 

used to invade personal privacy of an individual while the privacy protective systems are 

those systems that ensures and guarantees the personal privacy of individuals (Nanavati, et 

al., 2002). 

 

 
Fig. 19 - Biometrics and Privacy Relation (Adopted from (Nanavati, et al., 2002, p.238)) 

 

According to Gregory & Simon (2008) the personal privacy of the citizens is very important. 

Many countries have rules and regulations that ensure the personal data privacy. Rules like 

HIPPA (Health Insurance Portability and Accountability Act) of the US and Data Protection 

Directive of the EU are made explicitly to ensure the privacy of the citizens. The Data 

Protection Directive of the EU explicitly deals with the personal information including the 

biometric information. There is clear text about the personal privacy in the EU Constitution. 

Article II-68 of the EU Constitution clearly explains the need for the individual‟s privacy. 

The following text, in the EU Constitution, is notable regarding the personal privacy 

(Gregory & Simon, 2008). 

 

 “Everyone has the right to the protection of personal data concerning him or her” 

 “Such data must be processed fairly for specified purposes and on the basis of the 

consent of the person concerned or some other legitimate basis laid down by law. 

Everyone has the right of access to data which has been collected concerning him or 

her, and the right to have it rectified” 

 “Compliance with these rules shall be subject to control by an independent 

authority” (Gregory & Simon, 2008). 

 

According to Jain, Pankanti, et al., (2004) there are two types of privacy concerns when it 

comes to the usage of biometric systems: Will the biometric data be used to track the 

individuals. Will the biometric data of individual be used in ethically for some others 

purposes (Jain, Pankanti, et al., 2004). 

 

One good approach towards the challenging issue of the privacy concerns is that it is made 

sure that the data collected for biometric usage will only be used for the specified purpose 

and not others. Also there should be some genuine reasons for the collection of that 

biometric data. The data collected should be no more than the required data for identification 

(Zorkadis, et al. 2004). 
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According to Gregory & Simon (2008) there is a need to have a balanced approach towards 

the privacy issue when it comes to the biometrics systems (Gregory & Simon, 2008). As 

there are good and bad (causing problems) in the world that‟s why to ensure the safety and 

security, it is very important that there is check and balanced system i.e. identification of 

individuals. It will be a good approach if the biometric data of citizens is present with 

governmental organization that in many cases could be used for identification of suspects, if 

something bad happens. An increased safety and security can be achieved if the 

governmental organizations have the public biometric data. But, doing this also decreases the 

privacy of citizens. In such conditions, it is very important that a relatively balanced 

approach is chosen i.e. balancing the individual‟s privacy and safety of the society (Gregory 

& Simon, 2008). Though it difficult to chose the balanced point, where the security, privacy, 

public will and invasive government knowledge meets, but it will be a good choice to go for 

the balanced point (sweet spot according to authors of the book). Diagram below explains 

the balanced point in general.  

 

 
Fig. 20 - The Diagram Showing the Mythical Point (Adopted from (Gregory & Simon, 

2008, p.46)) 

 

 

3.4.2. User Acceptance Issues 

 
User acceptance plays a very important role in the success of any technology. According to 

Pons and Polak (2008) for the success of biometrics technology it is very important that the 

maximum level of user acceptance is achieved. If the users have certain fears and feel 

hesitant and uncomfortable with the technology then surely it will result a poor user 

acceptance for biometrics technology (Pons and Polak, 2008).  

 

Bernecker (2006) also explains the need for user acceptance. It‟s stated that the privacy 

concerns among the people have direct effects on the user acceptance of the biometrics 

technology (Bernecker, 2006). 

 

 It has been observed that there exists a comparatively low user acceptance for biometrics 

technology among people. According to Moody (2004) there are certain reasons why people 
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feel hesitant to biometrics technology resulting poor user acceptance. Some of the reasons 

mentioned by Moody (2004) are users lack of confidence over the reliability of the biometric 

systems and change of the working style (passwords replaced by biometrics technology 

changes the working style). However the important factor affecting the user acceptance of 

biometrics technology is the concerns of the public (Moody, 2004) i.e. privacy concerns and 

security concerns.  

 

Davies (1998) explains two aspects that affect the user acceptance, perceived usefulness and 

perceived ease of use (EOU).  The two factors i.e. perceived usefulness and perceived ease 

of use can play an important role in achieving user acceptance for biometrics technology 

(Davies, 1998).  

 

According to Davies (1998) perceived usefulness is “the degree to which a person believes 

that using a particular system would enhance his or her job performance” while perceived 

ease of use is “the degree to which a person believes that using a particular system would be 

free of effort” (Davies, 1998). According to Davis it‟s very important for a system to be both 

easy to use and useful in order to have maximum level of user acceptance (Davies, 1998). 

 

According to Pons and Polak (2008) there are some issues resulting in a poor user 

acceptance of biometrics technology. Issues like i.e. what will be the privacy of my 

biometrics data; how my biometric data is stored and made safe and will the biometric data 

will be used to interfere my daily life, makes grounds for a low user acceptance of biometrics 

technology (Pons and Polak, 2008). 

 

Albrecht (2001) explains certain criteria‟s that can help achieve certain level of user 

acceptance for biometrics technology (Albrecht, 2001). 

 

 Personal Service and Assistance: Personal assistance and guidance 

(information) should be given to the users about the biometrics technology.  

 Ergonomics of User Facilities: The user friendliness of the biometrics 

technology can help a lot to achieve the maximum level of user acceptance. Also 

the technology, if working in a way users are familiar with from their 

experiences, can help in gaining user acceptance. 

 Simplicity, Convenience and Speed: The simplicity in operating the system, 

ease of use and fast working of the system is also very important and could help 

achieve maximum level of user acceptance. 

 

According to Paper and Wang (2005) proper education and information about the biometrics 

technology can yield maximum level of user acceptance.  

 

Pons and Polak (2008) are of the view that if biometrics technology is designed in such a 

way that it provides certain level of ease of use to the users then definitely there is no point 

for users to say no to biometrics technology. According to Pons and Polak (2008) the 

negative perceptions of the some users can be handled very effectively if ease of use of the 

biometrics technology is given to them.  
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3.4.3. Security Concerns 

 
The biometric systems provide robust security and ease of use in authentication process 

(Wayman, 2008). Though, when it comes to users, there are some concerns regarding 

security of the biometric data. According to Bernecker (2006) there are two aspects of the 

security concerns related to biometrics technology i.e. “To what extent can we rely on the 

result of a computation based on specific input and background data?” and “How can we 

ensure that the data involved in biometric computations are not subject to misuse?” 

(Bernecker, 2006). According to authors of the book Gregory & Simon (2008) most of the 

biometric projects are initiated or sponsored by the governments. Sometimes the citizens do 

not have trust on their governments and they have perceptions that their biometric data will 

be used in a way that will violate their privacy and will cause a potential threat to their 

security (Gregory & Simon, 2008). A survey performed by Green and Romney (2005) 

determined that there are people concerns regarding the security of the biometrics systems 

i.e. fingerprint biometrics. Security concerns voiced by the public were data accessibility 

concerns, data protection and system security concerns (Green and Romney, 2005). 

 

According to Bernecker (2006) good biometric systems makes sure that the individuals data 

is used only for the specified purposes ensuring the interests of the individuals. Otto 

Bernecker relates the biometric security to trust (Bernecker, 2006).  There is a perception 

among people that their biometric data can be used to track their movements and activities 

unethically. As the biometric data, collected was for only the identification purpose, if used 

unethically can cause a potential threat to individual‟s security (Gregory & Simon, 2008). 

 

According to authors of the book Gregory & Simon (2008) the Data Protection Directive has 

detail information about the citizen‟s data protection. The information reveals that the EU 

Member citizens data must be collected carefully and the information collected from the 

citizens must be enough only to perform the required task. Also it should be made sure that 

the citizen has right of access to his data and right to know how his data is used. Also it 

should be made sure that the citizen‟s information is protected from unethical use (Gregory 

& Simon, 2008). 

 

3.4.4. Cost 

 
Cost is a very important factor to consider when it comes to the deployment of biometric 

systems (Perrin, 2002). According to (Gregory & Simon, 2008) while going for biometric 

solutions, it‟s always tried to implement the biometric system with low cost (Gregory & 

Simon, 2008). The cost related to installing the biometric applications is high for many 

organizations (Dunstone, 2001). 

 

Many surveys conducted revealed that cost was an important factor for organization when 

they had an option of using biometric technology. A survey performed by the Europemedia 

(2003) revealed that there are existing means and ways of authentication in the companies, 

companies that were investigated, but interesting is fact none of the companies go for the 

biometric solutions because of the cost associated with biometrics technology (Europemedia, 

2003) . 
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 According to Roberts & Ohlhorst (2005) biometrics technology provides higher level of 

security and increased ease of use as compared to other methods of authentication. But the 

challenging issue with the biometrics, according to vendors, is that to it is very difficult to 

demonstrate the Return on Interest (ROI) of biometric technology (Roberts & Ohlhorst, 

2005). 

 

There are certain costs associated with biometrics technology. The cost includes the 

purchasing of the technology i.e. hardware, software, replacing and upgrading the biometric 

systems, staff training and system monitoring expenses (Perrin, 2002). 

 

According to Jackie Groves (2002) when the organization plan for deployment of biometrics 

technology, an important concern that the organization takes notice of is the cost factor 

associated with biometrics technology. For most of the organizations it is difficult to 

rationalize the biometrics systems implementation and to judge and analyze the ROI (Return 

On Interest) of biometrics technology (Jackie Groves, 2002). 

 

Jain, Ross, et al., (2004) explains the cost-benefit analysis associated with the biometric 

technology. According to Jain, Ross, et al., (2004) any replacement of the current 

recognition methods with biometric technology should be based on the cost-benefit analysis. 

For example is the cost related to the biometric system implementation and maintenance is 

less than existing method of authentication?  Noticing is the fact that 20% -50% calls to help 

desk are for password reset. According to (Jain, Ross, et al., 2004) the average cost 

associated with the single password reset is $38 (Jain, Ross, et al., 2004). With decreasing 

cost and development in biometrics technology, most of the organization will go for 

biometric solutions (Li & Xu, 2009). According to Lockie (2005) biometrics technology is a 

very important tool that not only prevents the cyber crimes but also reduces the organization 

day-to-day managerial and administrative costs (Lockie, 2005). 

 

According to authors of the book (Gregory & Simon, 2008) biometrics systems are 

expensive and complicated (to some extent). Cost associated with biometrics technology is 

relatively more than the passwords and other methods of authentication. But if the biometrics 

technology is implemented with properly then the cost associated with the biometrics 

technology can be minimized in the following two ways (Gregory & Simon, 2008). 

Biometrics technology can help in making sure that all the employees start their work on the 

specified time, by having biometric system on entrance, thus minimizing the chances of 

fraudulent usage of other employee‟s cards. This can help organization pay back as most of 

the organization pay on hourly basis. Another way where the cost related to biometrics 

technology can be minimized is the reduction of workloads on the employees. Imagine an 

organization where 2000 employees get authenticated every day, causing lots of 

organizational resources i.e. IT resources and time. Recovering the lost token requires lots of 

resources and its estimated that it costs $70 to $120 (Gregory & Simon, 2008). Implementing 

the biometric solutions can help in reducing the cost associated with the biometrics 

technology.  
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3.4.5. Summary of the Issues Involved in Biometrics Deployment 
 

As this thesis work is to study the biometrics deployment in Blekinge health care system 

based on human perceptions and cost factor involved that‟s why the authors have listed the 

human perception  (See Section 3.4.1-3.4.3) and cost factor (See Section 3.4.4) involved in 

biometrics technology deployment. There are many human concerns listed which clearly 

mentions that there would be certain level of concerns among people when it comes to 

biometrics technology deployment in Blekinge health care system. People have concerns 

about their biometric data and there exists certain insecurity among people when it comes to 

biometrics technology. There are some user acceptance issued also discussed (See Section 

3.4.2) which makes it clear that people accept biometrics technology if it‟s easy to use and 

safe. Further more people have difficulties in accepting biometrics if it‟s not useful for them.  

The cost factor (See Section 3.4.4) explains the cost issues involved in biometrics 

deployment. Furthermore it is mentioned that organizations considers it a costly technology 

and that‟s why tends to avoid biometrics technology. 

 

As this study is for biometrics deployments in Blekinge health care system that‟s why 

authors present the lessons learned from above discussion. People for most of the time have 

privacy concerns that‟s why it is important to consider this when it‟s about biometrics 

deployment in Blekinge health care. Security concerns also exists and that would again be a 

nice move to let the citizens of Blekinge believe that expected biometrics technology will 

never ever be used to cause them security threat. Blekinge health care authorities should also 

consider the issues involved in user acceptance of biometrics technology before deploying it. 

As it is considered a costly technology but proper planning can help Blekinge health care to 

minimize the cost associated with biometrics technology. In short it will be nice to consider 

the issues discussed (See Section 3.4.1-3.4.4) before any practical deployment of biometrics 

technology.  
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4. EMPIRICAL FINDINGS OF DATA 
 

4.1. Interviews Findings   
 

4.1.1.  Interview No 1 

The first interview was conducted with Håkan Eliasson on 17 Nov 2009 at Blekinge hospital 

Karlskrona. Eliasson (2009) is working as Development Coordinator 

(Utvecklingskoordinator) in Emergency department of Blekinge Hospital. He is developer 

and is also related to education on certain levels in the Blekinge county hospital.  

According to respondent, biometrics technology is a security technology and it can be seen 

on airports. It was said that you give your thumb on a machine and it‟s done. He has 

experienced fingerprint biometrics and it was easy to use fingerprint biometrics technology 

he further mentions. He considered biometrics as fast technology which they have discussed 

a lot in Blekinge hospital but have not yet implemented. 

According to the respondent the user names and PINs are used to implement security in the 

Blekinge hospital. When he was asked about the problems associated with passwords and 

PINs, he, very briefly, said that it‟s very difficult to remember so many passwords and PINs. 

Furthermore he mentioned that it‟s very difficult to remember passwords after vacations. 

When he was asked that will that be a good idea to implement biometrics technology in 

Blekinge health care?  He appreciated and supported the idea by saying that biometrics 

technology is faster to login to systems than the traditional methods of authentication i.e. 

passwords and PINs.  

He explained that they have discussed the possible usage of biometrics technology in 

Blekinge health care but have not yet planned to deploy it. He, further, said that we use 

traditional means of authentication in health care. When the problems with the traditional 

means of authentication were explained to him, his reply was, he can‟t say that Blekinge 

health care is planning to deploy the biometrics technology. Furthermore he mentioned that 

there could be some difficulties in deploying biometrics technology in health care 

environment as for most of the time the staff has gloves on their hands and its would be 

difficult to use fingerprint biometrics technology in health care environment. He agrees that 

if it is implemented in health care then it will improve the security measures of the health 

care system. 

When he was asked that how biometrics technology can help you in health care, he stressed 

that if biometrics technology i.e. voice biometrics is used in the emergency department to 

access the resources i.e. ambulance, rooms and system, then it will be ok. According to him, 

the working conditions in the emergency are very fast and that‟s why it will be a good idea if 

we have biometrics technology to access the resources in emergency department.  

According to respondent there could be some suspicions about the biometrics technology if it 

is to be implemented in the Blekinge health care. Employees might have some suspicions 
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about the new technology but it will be a good idea to show them how its works easily for 

them i.e. how biometrics technology facilitates their work.  First there will be certain 

concerns but if properly explained then they will adopt the new technology.  

Regarding the privacy of the health care information, the respondent explained that there are 

certain levels of administration in the hospital. It is defined that only the authorized people, 

having certain level of access, can access the patient records i.e. journals. Furthermore he 

agreed with the authors when he was asked the question, will biometrics technology increase 

the privacy of the health care information.  

He explained that it would be difficult to judge the employees responses but if there are 

some privacy concerns then prior education and testing could help employees understand the 

biometrics technology so they accept it and will have no concerns left. The employees will 

have a certain reaction when there is a shift from old system to new system. He further 

mentioned that it will be easy to be accept biometrics if it provides ease of use to the users.  

According to respondent cost is also a factor that has to be considered when there is planning 

for biometrics technology deployment. He said that if cost related to biometrics technology 

are minimized then there seems no reason to avoid biometrics deployment.   

4.1.2. Interview No 2 
 
The second interview, which we conducted on 18 Nov 2009, was with Ulrika Wahlgren. 

Wahlgren (2009) has got expertise in IT-Security and has worked as Project Manager. She 

also has experience in security projects that are implemented at national level. She has an 

education background in telecom area and has worked in the Blekinge health care for some 

years. The respondent is currently working as Project Manager at the IT unit at Blekinge 

health care. The respondent mentioned that she is not familiar with the biometrics 

technology as a system and that‟s why her answers will be more or less general about 

people‟s perceptions  when it comes to new technology i.e. biometrics technology. 

 

The respondent never worked with the biometrics systems and that‟s why the responded had 

no concrete opinion about it but she was of the view that biometrics deals with security. 

 

The respondent had experienced the biometrics system at airports and according to her there 

are some questions to answer e.g. how they collect this data, where they store this data, how 

they use this data, will that biometric data be available on internet and will they track me in 

any other way.  

 

She mentioned that it is very important to have security system in health care. There are 

national projects to come where we have to handle lots of data across border, not between 

Sweden and Denmark, but from Blekinge (same as province) to Småland. She further 

explained that it is important to have increased security in health care.  

 

She said that there are cards issued to the employees by the Blekinge health care which are 

used for access to certain areas of the health care however in her opinion there are problems 

with the passwords and cards which are dealt by the respective authorities on daily basis. 
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Furthermore it was explained that they are working to improve of the security measures in 

Blekinge health care 

 

According to respondent, they have not planned yet to implement the biometrics technology 

in Blekinge health care.  According to her, it will be a good option to use biometrics however 

there seems no implementation of biometrics technology in near future in Blekinge health 

care (respondent‟s personal opinion). When the interviewee was asked question about the 

future use of biometrics technology, her reply was “I don’t know” maybe we use it in near 

future. She further mentioned that people are, sometimes, afraid of the new technology and it 

will be good to use the biometrics technology in places where a very high security is 

required.  In her view, biometrics technology if implemented, will improve the security of 

the health care. 

 

According to respondent people are afraid of the new technology. There could arise some 

certain concerns regarding biometric data process and use among people. She, however, also 

explained the ways of reducing fears and concerns of the people. In her opinion, information 

about the new technology can help people accepting that technology. It‟s also very effective 

if a practical demonstration is given to the employees about the workings of the new 

technology.  

 

According to interviewee the patient privacy is made sure with log files (saved on computer). 

From these log files it can be identified that who accessed the patient record. If someone, 

don‟t having permission to access the records, accessed some patient records illegally then 

from log files it can be determined and possible actions can be taken. The respondent said 

that she has no idea that how the biometrics technology will affect the privacy of the health 

care explicitly as, she is not involved in health care activities.   

 

The respondent elaborated that there will be concerns regarding the privacy aspects of the 

biometrics technology. Respondent said that people are sometimes afraid of the technology 

and that‟s why they hesitate to use the technology. To solve the problem she suggested that 

there should be discussions about the new technology. The information should be given to 

the users at the usage level. The good aspects of the technology should be discussed with the 

users i.e. how the technology is useful to them, how it can bring ease of use for them etc. She 

further mentioned that there is a need to explain the benefits of biometrics technology to the 

individuals and once they see the benefits then they will never say no to technology. 

  

According to respondent it‟s not her responsibility to decide on the cost of the biometrics 

technology. However she will have to mention the different security levels (required for the 

organization) and cost associated with these levels. The rest is the responsibility of the top 

management i.e. to decide upon the cost. She further explained that there should be certain 

levels of security with cost associated with each level. Now it depends that what kind of 

security organization is looking for. 

 

According to respondent when it comes to the cost issue then we would like to have a market 

survey and will look for different prizes. She further said that we will not look for the 

cheapest one but we would prefer one with affordable prize and good security.  
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Regarding the usage of ay biometric technique in health care, the respondent   replied that it 

all depends on the organizations needs and demands. She further suggested that fingerprint 

biometrics will be a good choice as it‟s easy to use. However she also mentioned that in 

relatively more security driven areas of health care, iris biometrics will be a reasonable 

option to implement.     

 

4.1.3. Interview No 3 
 
We had interview with Anders Bohlin on 19 Nov 2009 at Wämo Center Karlskrona. Bohlin 

(2009) is currently working as “Beredskapsstrateg” in English we can call it Crisis Manager 

(according to Anders Bohlin) in the Blekinge Health Care. He was involved in security 

aspects of the organization. He also has experience in dealing the threats that are faced by the 

politicians. Bohlin (2009) had no practical experience with dealing biometrics technology 

and that‟s why he mentioned that his answers will be, for most of the part, regarding the 

concerns of the people‟s concerns when they deal with the new technology i.e. biometrics 

technology. 

 

The interviewee has a background in nursing however he is currently working with crisis 

management. According to the respondent, biometrics technology is easy, smooth and you 

carry it with yourself. Furthermore he mentions that he never used this technology however 

he heard a lot of this technology. 

 

According to the interviewee, they have never used biometrics technology in the health care 

however he has experienced that at airports. Regarding the biometrics technology usage, he 

explained that it was ok, easy to use, fast and fine. Furthermore he agreed on the importance 

of security in the health care however but he also explained that “Health care is a public 

place and we have to keep a balance in security measures as public do come to health care 

daily and there are certain work issues that needs to be secured” 

 

When the interviewee was asked question about the security methods, he preferred to speak 

about his opinion and said that there are computers and other resources related to individuals 

that need to be secured in the health care. According to respondent, door locks are good 

examples to implement security. Furthermore he mentioned that personal ID cards are issued 

to the employees that are used to ensure security. 

 

The respondent mentioned certain problems with the employee‟s ID cards, as if they get lost, 

then access to different areas of the health care is blocked. He further added that if there is 

some power shutdown then the card readers would not work and that‟s again a problem with 

the cards. The respondent agreed on the need of biometrics technology deployment in the 

Blekinge health care. 

 

In interviewee‟s opinion if biometrics technology is deployed then the security measures in 

the Blekinge health care will be improved. Furthermore he explained that it will improve the 

employees daily work operations as it‟s easy to use and can‟t be lost. 

 

According to respondent there would be certain worries among employees when biometrics 

technology gets deployed in Blekinge health care. The employees will have concerns about 

their personal integrity. There will be certain questions about the biometrics technology that 
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how their data gets processed and how it is stored, who will access this data and how the data 

be used to check the daily work of the employees. Employees may have a sense of insecurity 

as the data could be used to monitor their movements in the health care. 

 

Regarding the patients data privacy, the respondent explained that its organization policy to 

secure the patients data. He further said that the organization manages the issues with the 

patient data i.e. who can access data and who can‟t. According to the respondent it is very 

important to ensure the patient integrity. Furthermore he was of the opinion that biometrics 

technology, if implemented in Blekinge health care, can improve the privacy measures in 

Blekinge health care. He mentioned that it would be a nice move to implement biometrics as 

it will bring ease of use and will strengthen privacy of the individuals. The respondent 

further added that it‟s good to have biometrics technology in health care but that must not be 

on the cost of information integrity of individual‟s i.e. individuals data is safe and its not 

used illegally by any one. 

 

According to respondent it‟s ok if my biometric data is stored in database for positive use but 

there could be some concerns of employees about their data integrity i.e. how their biometric 

data is stored, used and made secure. However he also explained that with time, the 

employees will get familiar with this technology and will accept it.  

 

According to the respondent information is the key to make sure that the employees accept 

the biometrics technology. Information about the functionality of the technology and 

possible benefits could help users to go for biometrics technology.  

 

The interviewee had no exact idea about the cost of the biometric technology devices but he 

mentioned that it all depends on the context where you use it. If someone is looking for 

higher security then cost related will also increase. Furthermore he explained that it will be a 

good option to go for a balanced approach.  The respondent mentioned that cost related to 

cards and passwords is also high as they are forgotten and lost and they are renewed after 

regular intervals of time. 

 

According to respondent with reduced cost it will be a good option to look for biometric 

solutions. Further he suggested the fingerprint biometrics technology for Blekinge health 

care as it is simple and fast and less intrusive in nature than face or iris scan biometrics.  

 

4.1.4. Interview No 4 

We interviewed Sten Eklund on 20 Nov 2009 at Wämo Center of Blekinge County hospital. 

Sten Eklund is Health Care Strategist and Security Officer at Blekinge health care. He has a 

work experience of 30 years. Before the interview, Eklund (2009) explained a lot about the 

security measures that he is dealing with in Blekinge Health Care. He discussed different 

aspects of security in the context of Blekinge health care system. 

According to interviewee the biometrics technology is a relatively new to him. However he 

also mentioned that he has some experience with the biometrics technology in other hospitals 

of Sweden. He mentioned that they don‟t have the biometrics system in Blekinge health care 

however it is used by a military hospital in Sweden. 
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He mentioned that the security setups in the Blekinge health care are improving and they are 

working on it. According to him cards and PINs are used to implement security in Blekinge 

health care. He further added that in some departments the additional keys are given to the 

employees which can be used in case cards do not work for some reasons.   

Regarding the patient records security, he believed that it is important to ensure the patient 

security in health care. He further mentioned that we have a security system for patient‟s 

journal (patient‟s records). 

According to the respondent biometrics technology will be a good option for health care as 

we need more security in health care. He explained the situation by saying that if a famous 

politician comes to health care so it‟s very important to protect his patient‟s records from 

newspaper. That‟s why it will be a good move to strengthen the security measures in health 

care. He stressed the need for biometrics technology in the Blekinge health care. 

In interviewee‟s opinion, as security is the prime need of every employee then it would be 

good option to deploy biometrics technology in health care. He further added that for most of 

the employees the biometrics technology will be ok to use in Blekinge health care because 

everyone is demanding the high security however if there are some employee‟s concerns 

then those could be minimized by providing them with information about the biometric 

systems.  

Regarding the privacy aspects in the health care, interviewee expressed the need for privacy 

in health care.  Furthermore he added that all the employees in health care do care about the 

privacy of the patients e.g. if a patients mom calls then first it is asked from the patient that if 

it‟s ok for him to talk to his mom or not. It‟s just a simple example showing that privacy do 

matter a lot in health care. He further added that we have security systems to check that who 

got entrance to the building and who accessed the files on the systems. The log files are 

saved on a system from where it can be monitored that, which employee accessed what kind 

of data resources.   

According to the respondent it‟s possible and ok to use biometrics technology in health care 

and it will increase the privacy in the health care as to access some resources you have to log 

in through your fingerprint.  

The respondent mentioned that there will be, almost, no privacy concerns if biometrics 

technology is implemented in the Blekinge health care. Employees working here would see 

it as a system and if it‟s working for them then they will use it. However he also added that if 

there are some concerns then discussions about the system in terms of benefits, which it can 

provide to the employees, can help in overcoming these concerns. He believed that it will be 

a good practice if the biometrics technology is not implemented as a whole in Blekinge 

health care. He further explained that first, the implementation should be done for smaller 

groups and then when other employees noticed and understand the benefits then it should be 

implemented on large scales.  

The interviewee mentioned that the other security measures today also cost lots of money. 

He further added that the biometrics systems also cost a lot. According to him there is a need 

for a good security system in the health care. He further added that as biometrics is a new 
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technology and costs a lot of money but that‟s also a fact that it strengthens the security and 

has lots of other benefits to the organizations. 

4.1.5. Interview No 5 

We interviewed Thomas Pehrsson on 27 Nov 2009 at Wämo Center Karlskrona. Pehrsson 

(2009) is working as IT-Strategist at the County Council Blekinge. Pehrsson (2009) has read 

about the biometrics technology for a long time but has never used the biometrics technology 

as it‟s not in use in the Swedish health care according to his knowledge.  

He believed that biometrics technology should be secure. He has used the biometric 

technology at airports and it was ok to use it but respondent further mentions that there were 

some problems with other people when they were using the biometrics technology at 

airports.  

According to the interviewee there is greater emphasis on privacy in the health care. There 

are rules that prohibit the illegal access and use of the health care information. He further 

mentioned that it is also very important to correctly identify the patients that come to hospital 

for medication. Patient‟s identification is performed by checking their ID cards or Driving 

licenses.  

According the interviewee, traditional methods are used in Blekinge health care to ensure the 

security and privacy. There are certain rules in IT unit which defines that who can access 

what kind of resources and with what privileges i.e. read, write or modify. The access rights 

defend upon the context where the employee is working e.g. the employees working in the 

emergency department has more rights than other employees. Apart from those rights there 

is also a check and control system i.e. log files which are saved on a system having all the 

details of accesses made by the employees.  There is a Swedish legislation that allows me to 

look for the log files in order to check that who accessed my medical records.   

He further mentioned that cards with PINs are used to ensure the security. The interviewee 

explained that the pin code is of 6 digits and its changing every month. If any password 

expires then it cannot be used before one year.  

Regarding the possible implementation of biometrics technology, the interviewee said that it 

will be a preferable by the employees to use biometrics technology in health care as the 

employees really want a system that facilitates their work. The employees will prefer to go 

for fast and single sign in. 

When the respondent was asked if there would arise some security concerns from the 

employees, the respondent explained that there would be no such security concerns and in 

case there are some then with the passage of time, when the employees use the technology, 

will solve these issues. Further the respondent referred to the computer usage in the health 

care. According to the respondent before using computers in the health care there were 

myths that computer will be means of hacking and things like that but when implemented 

there was no such cases reported.  
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When the respondent was asked about the expected privacy concerns of the employees when 

it comes to biometrics deployment in the health care, the respondent expressed that he has no 

solid idea about that subject. The respondent further added that “I think they will accept it”. 

According to the respondent there has not been such discussion about the biometrics in the 

health care before. 

When the respondent was asked that how would he react to biometrics technology when his 

biometrics data is stored by some organization? The respondent explained and said that he 

will accept the biometrics technology as there is great trust on the public and private sector 

in Sweden. According to the respondent people trust their governments and that‟s why there 

lies no point in not accepting the biometrics technology as the governments or other private 

organization can be a threat to my privacy if they have my biometric data. 

According to the respondent the possible use of the biometrics technology makes it 

acceptable for the users. The respondent further explains and says that if the fingerprint is 

used only to open the door then it will be ok but if it is used to monitor or control the user 

then definitely the user will not accept the biometric technology.  

When respondent was asked about the cost related with the biometrics technology, the 

respondent replied “I don‟t know”. He further mentioned that there are upsides and downsize 

related to such techniques and you have to count on it. The password also requires a lot of 

staff to administer it.  

When respondent was asked about the prior information and awareness about the biometrics 

technology necessary for the biometrics implementation, the respondent replied that it‟s all a 

matter of trust and as long as the people have trust on the biometrics systems they will 

happily use this technology. The respondent, further, explains the situation and says that if I 

come to know that my fingerprint data is used by the airport authorities or someone else for 

some other purposes then I will have no trust on the technology and it will be hard to go for 

this technology again. 

Regarding the future of biometrics in Sweden the he says that there will be increase in use of 

biometrics technology. He, further, says that there are more biometrics technologies today 

then five year back. The respondent believes that there are certain obvious advantages as 

compared to other techniques as “it‟s hard to manipulate and you don‟t need to write it 

down”. According to him biometrics technology is more secure system and there is a greater 

tendency that we will use biometrics technology in health care but there are no plans today. 

4.1.6. Interview No 6 

We interviewed Babak Goudarzi Pour on 25 Nov 2009. This was Skype recorded interview 

as Babak was away from karlskrona. Babak has B.Sc. and M.Sc. in Electrical Engineering 

with emphasis on Signal Processing and Telecommunication from Blekinge Institute of 

Technology. Babak (2009) is currently the Chairman of Swedish National Biometric 

Association (SNBA). Goudarzi (2009) is also working  as Swedish technical expert in the 

international standardization work ISO/IEC/JTC 1/SC 37 and its expert groups WG2 and 

WG5 with specialization on Biometric-technical interface and Biometric-testing and 

reporting. Goudarzi (2009) is also member of Member of Swedish Standardization 
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Organization TK448 ID-Card. he is also the CEO, Co-founder, and Owner of the Optimum 

Biometric Labs AB (OBL).  

According of the interviewee, biometrics technology is a mean of authentication that deals 

with the physiological and behavioral characteristics of humans. 

When the respondent was asked about the effectiveness of the biometrics technology as 

compared to the ID cards and passwords, he replied a very detailed answer which indeed was 

a very interesting to know. According to the interviewee there are three modes of 

authentication i.e. something you have i.e. cards, something that you know i.e. passwords 

and something you are i.e. biometrics technology. According to the respondent there is no 

technique that can be said as perfect but there are some benefits of some techniques over 

others. The passwords could be forgotten and the cards could b stolen. When it comes to 

biometrics technology, he mentioned that one‟s finger could be cut off. He stated that 

biometrics technology is better than passwords and cards as it is convenient to use and fast. 

When the respondent was asked about the possible use of biometrics technology in health 

care, he mentioned that if biometrics technology gets implemented in health care it will be a 

nice move as security and privacy are the important aspects one needs to consider. He further 

added that there is biometrics technology usage in other parts of the world and they are doing 

fine with that so it will be a good idea to implement biometrics technology in health care.  

When the respondent was asked that how the biometrics technology provides more enhanced 

security than passwords and ID cards. He gave a very detail answer. He mentioned that 

biometrics technology provides more security than passwords as passwords could be hacked 

and you never know who is giving that password to the system or simply saying you never 

know who is using my access card to enter some place or to access some resources. But in 

biometrics case it is made sure that the person is present at the time of authentication.  Also 

he mentions that it‟s very rare that biometrics characteristics get stolen.  

According the respondent there are certain types of security threats among the public 

regarding the biometrics technology. He further explains that there two types of biometrics 

systems i.e. close systems (when there is no outside access to the data base) and open system 

(when there is outside access to the database).  According to the respondent there are 

concerns about the biometrics systems as if someone gets access to the database then it worst 

security scenario. The respondent further mentions that those security concerns are 

minimized by using the close system to avoid outside access to the database containing the 

biometrics data. 

According to the respondent the security of the individuals can be improved with biometrics 

technology. He further explains and gives examples of the credit card. According to the 

respondent if my credit card is lost and someone found that card then he can misuse my 

credit card but if there is some biometric authentication required for using the credit card 

then definitely my security is improved. He explains the need of smart card- card having 

biometric data on it. He further explains that there is a security tradeoff with convenience.  

When the respondent was asked about the privacy aspects when it comes to biometrics 

deployment, he explained that there are two types of people i.e. people who looking for 
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freedom and people who fears big brother mentality. The respondent further mentions that 

there is a need to go for a balanced approach as you can‟t have complete freedom to people 

as all the people are not good people .  He gives examples of the UK where cameras are 

placed to monitor citizens. Some people might say it‟s not a good option to use camera as 

they could be tracked with these cameras. He says that these cameras as important to have a 

check on the people with bad intentions. The respondent mentions that there should be a 

balanced approach (go for a central point) so that privacy is not affected but also there 

should be certain check and balance to deal with bad people. 

When the respondent was asked to have his opinion about the issues that enables people to 

reject biometrics technology, he gave a very detailed answer. According to the respondent 

there are certain types of people when we talk about biometrics technology. Within 

organizations there are different levels of employees having their level of concerns e.g. an 

IT-Manager will look for the enhanced security and ROI (Return On Interest) while the other 

employees will look for the ease of use, comfort, convenience, privacy and trust. The end 

user will look for the ease of use, his privacy and convenience.  

When the respondent was asked to have his opinion about the acceptance issues of 

biometrics technology, the respondent replied that interaction with the technology will make 

it acceptable for the users. He further explained that when user gets interaction with the 

biometrics technology they will see and analyze the benefits and that will help them to 

accept the technology. He further mentioned that if the biometrics technology is user friendly 

then there are certain chances that the end user will accept the biometrics technology. He 

further added that proper marketing both from the government and organizational side can 

help users understand and accept the biometrics technology.  

When the respondent was asked to have his opinion about the cost related to the biometrics 

technology, the respondent explained that there are different vendors in the biometrics 

technology market having different prices. As biometrics technology seems costly 

technology but if properly implemented then it can reduce the cost. According to the 

respondent, a survey shows that it costs 2000 SEK annually per employee to maintain his 

password. The ROI of biometrics technology is more but takes some time. At first it looks 

that it‟s expensive to use but after certain time the biometrics technology covers the 

expenses. Biometrics technology can also help organization to improve the management 

which again pays back to the organization.   

When the respondent was asked about the future of biometrics technology, he mentioned that 

he sees a comparatively little growth of biometrics technology in Sweden as compared to 

US, Asian countries and South African countries. He explains further and says that the 

Nordic people and specifically the Swedish people have a soft heart. The people trust their 

governments and there is little security need observed in the people. 

Regarding the biometrics usage in health care the respondent says that it will be a good thing 

to implement biometrics technology in health care. He further adds and says that it‟s very 

effective to use biometrics technology in health care as it could identify the people very 

accurately. He referred to the murder of some famous politician whose suspects were caught 

by using gait biometrics technique (recognizing people from their way of walk).  According 
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to the respondent it is also very important to use the biometrics technology in emergent 

situation in the health care. 

When the respondent was asked about the choice of his biometric technique to be used in the 

health care, he preferred the fingerprint biometrics as it‟s easy to use and its less costly. 

According to the respondent the iris scan is expensive technology. He further mentions that 

relatively complex technologies are difficult to accept by the end users. 

He further said that biometrics technology is used in many organizations i.e. governmental 

organizations, visa offices, schools, immigration and passports and medicine companies etc.    

4.2. Questionnaire Findings 
 

4.2.1. Respondents Details 
 
The total 21 respondents replied to the web survey out of which the 16 respondents were 

male and 5 respondents were females. They were of two types i.e. citizens and health care 

staff. The responses revealed that 11 respondents were the citizens and the remaining 10 

respondent were the health care employees. They were of different age groups i.e. 20 to 30, 

31 to 40 and 41 to 70. 8 respondents were of the age group 20 to 31 and 7 respondents were 

of the age group 31 to 40. The respondents of the age group 41 to 70 were 6. Figures below 

show the respondents age, status and gender.  

 

 

 

 
Fig. 21 - Q1: Gender 
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Fig. 22 - Q2: Status 

 

 
 

Fig. 23 - Q3: What is your age? 

  

4.2.2. Closed Ended Questions 
 
Q.No5 The figure shows the problems associated with the passwords and ID cards. The 

responses of the respondents show that most of the respondents are of the opinion that there 

are problems associated with passwords and ID cards. 13 out of 21 (62%) respondents 

believed that there are problems associated with the passwords and ID cards while the 4 out 

21 (19%) respondents believes that there are no problems with passwords and ID cards. The 
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remaining 4 (19%) respondents had no idea about the problems that are associated with the 

passwords and ID cards.  

 
 

Fig. 24 - Q: 5. Do you think there are problem(s) in using ID cards and passwords? 

 

 

Q.No7 The figure explains the respondent‟s attitudes towards the biometrics technology as 

compared to the passwords and ID cards. The responses show that there is strong well 

among the respondents towards the biometrics technology as compared to the passwords and 

ID cards. The responses, when analyzed, revealed that 17 out of 21 (81%) respondents prefer 

the biometrics technology than ID cards and passwords. 4 out of 21 (19%) respondents 

remained neutral by saying that they don‟t know about the subject.  

 

 
 

Fig. 25 - Q: 7. Do you think it will be a good idea to replace passwords and ID Cards with 

biometrics technology? 

 

Q.No8 When the respondents were asked about the personal data security risks if they use 

biometrics technology, three different types of responses were obtained i.e. respondents who 

believe that there will be data security risk in using biometrics technology i.e. 5 out of 21 

(24%), respondents who were of the opinion that there is no data security risk involved in the 
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biometrics technology i.e. 9 out of 21 (43%)and respondents having no idea about the data 

security risks involved in biometrics technology i.e. 7 out of 21(33%). 

 

 
 

Fig. 26 - Q: 8. Do you have any personal data security risk when you will use biometrics 

technology? 

 

Q.No10 When the respondents were asked a question that would they have concerns if their 

biometric data is used by some department other than Blekinge health care. The responses 

show that there are concerns among the respondents if there biometric data is used by any 

other organization than Blekinge health care.  Some of them had no idea about the subject 

while there are some respondents who believed that there will be no concerns if their 

biometric data is used by any organization other than Blekinge health care for positive usage. 

The respondents having concerns were 8 out of 21(33%) while the respondents having no 

concerns were 6 out of 21(29%). The remaining 7 out of 21(38%) respondents had no idea 

about the subject and simply said they don‟t know.  

 

 
 

Fig. 27 - Q: 10. Will you have any concerns if your biometric data (fingerprint, iris picture or 

face picture) is positively use by other department than County Blekinge health care? 
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Q.No11 The figure below shows the opinion of the respondents when they were asked that 

would it be good to have prior awareness and information about the biometrics technology in 

order to build trust over the biometrics technology?  The responses determined that almost 

all respondents had the same opinion except few who had no idea about the subject. 19 out 

of 21(90%) respondents had the opinion that awareness and prior information about the 

biometrics technology can help in building trust on the biometrics technology while 2 out of 

21(10%) respondents had no idea about the subject and their responses were they don‟t 

know. 

 
 

Fig. 28 - Q: 11. Do you think that awareness and information about biometrics technology 

can help in building trust on biometrics technology? 

 

Q.No12 The figure shows the respondent‟s worries about the biometrics data as it can be 

used by any organization in illegal way. A huge number of respondents were of the opinion 

that they will have definite concerns about their biometric data as it can be used by other 

organization in illegal way. Some respondents had no idea about the subject while only one 

respondent had no concerns if his biometric data can be used in illegal way. 17 out of 

21(81%) respondents reported worries about their biometric data while 1 out of 21(5%) 

respondents reported no concerns about his biometrics data usage. There were 3 out of 

21(14%) respondents who had no idea about the subject.  

 

 
 

Fig. 29 - Q: 12. Do you have worries that your biometric data can be used by some other 

organization in illegal way? 
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4.2.3. Scaling Questions 
 
Q.No13 When respondents were asked that weather biometrics technology will increase 

their security, most of the respondents replied positively. As a whole the respondents seemed 

of the opinion that biometrics technology will increase their security. 11 out of 21(52%) 

respondents agreed that the biometrics technology will increase their security while 4 out of 

21(19%) respondents strongly agreed with the biometrics security improvements. There were 

some respondents who remained neutral on the question. 6 out of 21(29%) respondents dint 

not supported or rejected the statement i.e. biometrics technology increases the users 

security.  

 
Q.No14 The figure shows the respondents opinions about the statement i.e. “It‟s good to 

implement biometrics technology in health care”. The responses of the respondents 

determine that 11 out of 21(53%) respondents agreed with the statement given. 7 out of 

21(33%) respondents strongly agreed with the statement while 3 out of 21(14%) respondents 

remained neutral and did not supported or rejected the statement.  

 

Q.No15 The respondents opinions about the statement i.e. “security (both physical and data 

security) is important in health care are shown in the figure. 17 out of 21(81%) respondents 

strongly agreed with the statement while 3 out of 21(14%) respondents agreed with the 

statement. There was only one (5%) respondent who neither rejected nor supported the 

statement.  

 

Q.No16 When the respondents were given the statement “it is important to know who will 

use my biometric data” in order to judge their concrete opinion about the statement. The 

responses determine that 15 out of 21(71%) respondents strongly agreed with the statement 

while 5 out of 21(24%) agreed with the statement. There was only one respondent who 

remained neutral 1 out of 21 (5%).  

 

Q.No17 The respondents were given a statement “The ease in use of biometrics technology 

is important for user's acceptance” in order to see their opinion. The responses show that 14 

out of 21(67%) respondents strongly agreed with the statement while 7 out of 21(33%) 

respondents agreed with the statement.  Interesting is the fact that there are no neutral 

responses regarding the statement.  

 

Q.No18 The respondent‟s opinion was judged on the statement “Proper awareness about the 

biometrics technology is important”. The responses show that 13 out of 21(62%) respondents 

strongly agreed while 7 out of 21(33%) respondents agreed with the statement. There was 

one respondent (5%) who remained neutral on the subject i.e. respondent neither rejected nor 

accepted the statement.  

 

Q.No19 The figure shows the respondents opinion about the statement “Will you trust on 

biometrics technology for your data security”. The responses determine that 11 out of 

21(52%) respondents agreed while 9 out of 21(43%) respondents remained neutral i.e. they 

neither rejected nor supported the statement.  There was only one respondent (5%) who 

strongly agreed with the statement  
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Fig. 30 - Q: 13-19.  Scaling Questions 

 

 

4.2.4. Open Ended Questions 
 
Q.No4 The opinion about the biometrics technology is shown in the figure no. it‟s 

interesting to see that there was a positive opinion about the biometrics technology among 

the respondents. The responses of the respondent revealed that biometrics is a technology 

that is associated with high security. According to most of the respondents it is a good 

technology for security. There were some respondents who had no idea about the biometrics 

technology. The responses also show that there is a well among the respondents to know 

more about the biometrics technology. 16 out of 21 (76%) respondents had a very positive 

opinion about the biometrics technology and believed that biometrics technology increases 

the security and that‟s why should be used where there is high security required. 5 out of 21 

(24%) users had no idea about the biometrics technology and some of the respondents had a 

well to know more about the biometrics technology. To show graphically the users 

responses, their answers are classified 1: having positive opinion about the biometrics 

technology 2: Having no idea about the biometrics technology. 
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Fig. 31 - Q4. What's your opinion about biometric technology? 

 

Q.No6 The respondent‟s opinion and views about the problems associated with the 

passwords and ID cards are shown in the figure. 16 out of 21 (76%) respondents mentioned 

problems that are related with passwords and cards. Most of the respondents mentioned the 

problems of forgetting a passwords and loosing of ID card.  Remaining 5 out of 21(24%) 

respondents had no idea about the problems associated with the passwords and ID cards. 

Some of the interesting comments from the respondents were “ It does not provide 100% 

security in today‟s environment”, ”criteria for the selection of passwords is not clear to all 

people” , and “passwords and ID cards are time consuming as it would be good to swap your 

finger on scanner”. The overall responses show that the respondents are of the opinion that 

passwords and ID cards are problematic to use.  

 

 
 

Fig. 32 - Q: 6. if there are any problem (s) with the passwords and ID cards, please explain 

 

Q.No9 The figure shows the attitudes and opinions of the respondents when they were 

asked, how would they feel if there biometrics data is stored in some central database for 
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positive use? The responses of the respondents revealed that there is a greater appreciation 

for biometrics technology as 19 out of 21 respondents agreed to have their biometrics data 

stored in the database. However some respondents also seemed a bit worried about the 

expected usage of their biometrics data. Some comments from the respondents can show 

their concerns. “it sounds ok if my data is not used illegally by someone else”, “It´s ok, if the 

regulation is clear”, “positive if my data integrity is ensured”, “Well, then there must be 

some mechanism that the user could have some level of assurance that up to what level there 

secret information can be used by the organization” and “Worried if don´t know who has 

access, i have to be sure and feel secure about who is handling the data”.  

 

 
 

Fig. 33 - Q: 9. how would you feel if your biometric data (finger print, face picture or Iris 

picture) is stored for positive use in central data base of all Blekinge citizens? 

 

 

Q.No20 The figure shows the attitudes and opinions of the respondents when they were 

asked that what security concern they would have if they use biometrics technology? The 

responses from the respondents show that there are security concerns among the respondents 

when it comes to biometrics usage. 12 out of 21(57%) respondents reported security 

concerns. Some of the responses from the respondents are “Data about me must be secure 

and it is not used in illegal way”, “My data is used for good purposes and not against my 

security”,” I am more concerned about the organization possessing and processing my data” 

and “The state will have more control”. There were some responses that showed that 

respondents need more information about the biometrics technology. 8 out of 21(38%) 

respondents had problems is explaining their security concerns as they knew very little or 

nothing about the biometrics technology. Some of the responses are “I need more 

information to be able to answer this question”, “I don‟t know, because I cannot say much 

about this”,” do not know” and “still don't know about biometrics”. There was only one (5%) 

respondent with relatively strange response “we have bank visa card”. 
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Fig. 34 - Q: 20. What security concerns you have when you use biometrics technology? 

 

Q.No21 The respondents were asked that what should be done in order to make the 

biometrics technology acceptable for them in the health care. The responses determined that 

much of the respondents are of the view that there should be awareness and information 

about the biometrics technology.  Some respondent stressed that in order to get acceptance it 

is important that biometric technology is easy to use, fast and should provide security. There 

were some respondents who had no idea about the subject. If we categorize the respondent‟s 

responses, we have respondents who believe that for acceptance of biometrics technology it 

is very important that information is given to the users and awareness programs are initiated 

so that users have a better understanding of the biometrics technology and they are 6 out of 

21(29%) respondents. 6 out of 21(29%) respondents were of the opinion that if enhanced 

security is provided by the biometrics then it will help biometrics in getting acceptance in 

health care. 3 out of 21(14%) respondents were of the opinion that ease of use and user 

friendliness can help biometrics accepted in health care. 4 out of 21(19) respondents had no 

idea about the subject and needed more information to answer the question.  2 out of 21(9%) 

respondents had relatively strange answers to the question. Their responses were “work 

more” and “In health care there should be some certain devices in order to recognize a 

person identity”. 

 

 
 

Fig. 35 - Q: 21. What should be done in order to make biometrics acceptable to you in health 

care? 
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Q.No22 At the end of the survey the respondents were asked to have any other comments 

about the biometrics technology. The responses show that most of the respondents did not 

comment. 12 out of 21 respondents did not comment.  The remaining respondents 

commented. Some of their comments are “As I don't know very much about it, it was 

difficult to answer this survey”,” Biometric is a very useful technology that increases the 

security. I think there must be some associated issues to this technology that must be 

investigated from both social and political aspects. I wish that the use of my finger prints for 

example, won‟t be used in another organization for different purposes. However, other issues 

must be taken into account such as accidents to a person's face, burn in hands, etc. These 

things will forbid the user to proceed with the old given data and therefore become disabled 

to use this technology”, “I don‟t know much of the technical sides of technology. its good if 

it is introduced properly”,” I need to know more about this subject”,” Seems like a good 

initiative” and “thanks”.   
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5. ANALYSIS OF THE EMPIRICAL DATA 
 

For analysis of the empirical data obtained from interviews and survey, the data is divided in 

subgroups i.e. privacy concerns, user acceptance issues, cost factor and security concerns.  

As the research aimed to study these factors, so it would be good idea to have a factor wise 

approach for the analysis of the empirical data obtained. The empirical data, obtained from 

interviews, is divided in to four subgroup i.e. privacy concerns, user acceptance issues, cost 

factor and security concerns while the questionnaire‟s empirical data is divided in to three 

subgroups i.e. privacy concerns, user acceptance issues and security concerns. The intent 

behind the division of empirical data in to subgroups comes from the fact that three factors 

(See Section 5.2.1-5.2.3) are studied and analyzed from people‟s opinion while the factors 

(See Section 5.1.1-5.1.4) are analyzed from studying the interviewee‟s opinion. It is 

important to mention that the step wise analysis is performed i.e. first interview findings are 

analyzed followed by questionnaire findings. 

5.1. Interviews Analysis 

5.1.1. Privacy Concerns 
 

The table below is a summary table showing the privacy concerns from the literature and 

also it has the interviewee‟s opinion about the privacy concerns. References of the privacy 

concerns are listed from literature.  

Table No. 2 - Showing the privacy concerns from literature and from interviewees 

References of 

Privacy Concerns 

from Literature 

(Gregory & Simon, 2008), (Jain, Ross et al. 2004), (Zorkadis, et al. 2004) 

,(Nanavati, et al. 2002) , (Jain, Pankanti et al. 2004) . 

 

Privacy Concerns 

from Literature 

People having privacy concerns, expected privacy violation of biometric data, 

concerns of physical harm from biometrics data, How and who will access the 

biometric data. 

  

Opinions of interviewees about the privacy Concerns 

Interview No.1 It‟s difficult to judge the employees privacy concerns but at first employees 

might have suspicions about biometric technology. There will be no such high 

privacy concerns among employees (Eliasson, 2009). 

Interview No.2 There would be some certain privacy concerns among people i.e. citizens and 

employees when it comes to biometrics technology. People might have 

concern, how biometric data is stored. There could also be concerns like, will 

biometric data be used to track individuals (Wahlgren, 2009).   

Interview No.3 There would be some definite data integrity concerns of the employees. 

Concerns like, who will use biometrics data, how it will be processed and 

how the data will be used by health care, contributes to privacy concerns 

(Bohlin, 2009). 

Interview No.4 There will be no such privacy concerns among the employees. The employees 

would see biometrics as a system that is to facilitate their work (Eklund, 

2009). 

Interview No.5 There could raise privacy concerns if the people come to know that their 

biometric data is used for some other purposes (Pehrsson, 2009).  

 

Interview No.6 There are privacy concerns i.e. will biometric technology used to track 

individuals, is my biometric data has potential threat to my privacy, among 

people (Goudarzi, 2009). 
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When the interviewees were asked about the expected privacy concerns of the people 

(employees and citizens) when it comes to biometrics technology, much of the interviewees 

were of the opinion that there would be certain privacy concerns among people. Furthermore 

the interviewees believed that people‟s privacy concerns would be mostly related to the 

biometric data of the individuals that will be obtained for biometrics technology. According 

to most of the interviewees, there would be certain emphasize of people on the questions i.e. 

who will use biometric data, how this data will be used and where the data gets stored. 

According to the interviewee‟s data integrity questions are the root causes of the privacy 

concerns among people however there were some interviewees that believed that there will 

be no such high privacy concerns among the users. 

 

5.1.2. User Acceptance 
 
Below is the table with user acceptance issue from literature and also from the opinion of the 

interviewees. The references are listed from literature.  

 

References of User 

Acceptance from 

Literature 

(Pons and Polak, 2008), (Moody, 2004) , (Davies, 1998), (Albrecht, 2001) . 

User Acceptance 

from Literature 

Users feel hesitant and uncomfortable with biometrics. Privacy 

concerns results poor user acceptance, lack of confidence over 

biometrics reliability. 

  

Opinions of interviewees about the User Acceptance 

Interview No.1 Employees will have a certain reaction to biometrics technology. It 

will be difficult to accept biometrics technology if it‟s not fast and 

easy to use (Eliasson, 2009). 

Interview No.2 It would be difficult for users to accept biometrics technology without 

practical demonstration of the technology, ease of use and information 

about the technology (Wahlgren, 2009).  

Interview No.3 Ease of use, information and the expected benefits of the technology, 

if, are not provided to the people, people will have difficulty in 

accepting biometrics technology (Bohlin, 2009).  

 

Interview No.4 Without prior discussions about the expected benefits and information 

about the biometrics technology, biometrics technology will have poor 

user acceptance (Eklund, 2009). 

Interview No.5 Biometrics technology will have poor user acceptance if it‟s used to 

monitor or control the people and if it‟s not easy to use (Pehrsson, 

2009). 

Interview No.6 User interaction with the technology and analysis of the benefits of 

biometrics technology are important for user acceptance (Goudarzi, 

2009). 

Table No. 3 - Showing the user acceptance issues from literature and from interviewees 

 

According to literature user acceptance is very important issue for biometrics technology. 

The user acceptance issue was asked from the interviewees and their opinion was recorded. 

Almost all the interviewees expressed that there would be certain user acceptance issues 

when it comes to biometrics technology. According to most of the interviewees, the user 
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acceptance of biometrics technology is related to the ease of use of the biometrics 

technology and prior information about the biometrics technology.  Some interviewees were 

of the opinion that there could be poor user acceptance if the people have no idea about the 

benefits that biometrics technology will deliver. Almost all interviews had the same opinion 

that there would be certain user acceptance issue among users when it comes to biometrics 

technology. The interviewees believed that, lack of sufficient information about biometrics 

technology, unawareness of the benefits of biometrics technology and ease of use could be 

the possible reasons for poor user acceptance of biometrics technology among people.  

 

5.1.3. Cost Factor 
 
Cost is an important factor to consider when there is an implementation of the biometrics 

technology. The table below contains the cost factor from literature with references listed. 

Also the interviewee‟s opinions about the cost factor are mentioned.  
 

References of Cost 

from Literature 

(Gregory & Simon, 2008), (Perrin, 2002), (Dunstone, 2001)  

Cost from Literature Cost of biometrics installation and implementation is high, it‟s 

important to consider cost when it comes to biometrics technology, 

most companies don‟t use biometrics of the cost reason, difficult to 

determine Return on Investment (ROI) of biometrics technology.  

  

Opinions of interviewees about the Cost 

Interview No.1 Cost is a factor to consider when it comes to biometrics technology. 

With minimized cost it‟s a good option to go for biometrics 

technology (Eliasson, 2009). 

 

Interview No.2 Different levels of security involve different costs and the 

organization has to decide what level they need. Affordable price and 

good security are preferred (Wahlgren, 2009). 

Interview No.3 High security means high cost. Balanced approach is preferable. If 

cost is reduced then it‟s good to use biometrics technology (Bohlin, 

2009). 

Interview No.4 Security methods cost a lot and same is the case with biometrics 

technology.  Biometrics cost a lot but also strengthens the security 

(Eklund, 2009). 

Interview No.5 Have no exact idea about the cost related to biometrics technology. 

There are pros and cons related to technologies and one needs to 

count on that. Passwords also cost a lot (Pehrsson, 2009). 

Interview No.6 It seems that biometrics costs a lot. Proper implementation can pay 

back to organization and can reduce cost. ROI of biometrics is much 

high but it takes some time. Passwords also cost a lot e.g. 2000 SEK 

annually per employee (Goudarzi, 2009). 

Table No. 4 - Showing the cost factor from literature and from interviewees 
 

The cost is an important factor to consider when it comes to biometrics technology 

implementation.  The interviewees were asked to have their opinion about the cost related to 

the biometrics technology. Almost all the interviewees had the same opinion that biometrics 

technology is expensive technology and increases the costs of the organization. Some 

interviewees were of the opinion that even though biometrics technology costs a lot but on 
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the other hand it also can strengthen the security measures. It was noticed that some 

interviewees emphasized the need for a balance approach i.e. the more high security results 

the more high expenses and it all depends upon what level of security is desired. One 

interviewee was of the view that even biometrics technology looks an expensive technology 

but it can reduce the expenses of organization by reducing passwords reset costs. Most of the 

interviewees considered high cost associated with biometrics technology however it‟s also 

noticeable that some interviewees were of the opinion that there are also costs related with 

other authentication techniques i.e. passwords. Important is the fact that most of the 

interviewees seemed interesting in biometrics technology as it strengthens the security.  

 

5.1.4. Security Concerns 
 
There are some security concerns of users when it comes to biometrics technology. Some of 

the security concerns mentioned in the literature are listed in the table below with references 

from the literature. Also the interviewee‟s opinion is listed in the table. 

 

References of Security 

Concerns from 

Literature 

(Gregory & Simon, 2008), (Bernecker, 2006) , (Green & Romney, 2005). 

Security Concerns 

from Literature 
Avoid the misuse of data resulting in security threats to individuals, 

perceptions exists that biometrics data will affect their security, it can 

be used to track individuals, biometrics can be used in unethical way. 

  

Opinions of interviewees about the Security Concerns 
 

Interview No.1 There would be security concerns among employees when they use 

biometrics technology (Eliasson, 2009). 

 

Interview No.2 People have security concerns when it comes to biometrics 

technology.  Security concerns are based on the usage of biometrics 

data i.e. how my data is used and by whom (Wahlgren, 2009). 

Interview No.3 The employees would have certain security concerns.  Question i.e. 

how and who use my data and would my data be used to monitor me 

form basis of these security concerns (Bohlin, 2009).  

Interview No.4 Most of the employees will have no security concerns. All are 

demanding high security and if biometrics is for high security then I 

think employees would not say no this technology (Eklund, 2009).  

Interview No.5 No security concerns from employees side and if there are some then 

those will be removed with time (Pehrsson, 2009). 

Interview No.6 There are security concerns among public and they are mostly based 

on the expected illegal usage of biometric data (Goudarzi, 2009). 

Table No. 5 - Showing the security concerns from literature and from interviewees 
 

There are certain security concerns mentioned in the literature. When the interviewees were 

asked about the expected people‟s security concerns of biometrics technology, most of the 

interviewees expressed their opinion and mentioned that there would be some definite 

security concerns of people when they use biometrics technology. Some interviewees 

mentioned that there would be no such security concerns among people when they deal with 
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biometric technology. According to the interviewees most of the security concerns are based 

on the data security concerns. People have fears that there biometric data can be used to 

cause potential threat to people.  

 

5.2. Questionnaire Analysis 
 
As the questionnaire main aim was to analyze and judge the people‟s perception i.e. citizens 

and employees of the Blekinge health care, about the biometrics technology, that‟s why the 

questions are classified and grouped in to three metrics i.e. privacy concerns and user 

acceptance issues and security concerns. The questionnaire contained three different types of 

questions i.e. closed ended, open ended and scaling questions. All the questions relating to 

above mentioned metrics i.e. privacy concerns, security concerns and user acceptance are 

analyzed under related metrics. 

 

 

S.No Criteria  

 

Questions 

1 Privacy Concerns  

 

9,10,12,16 

2 User Acceptance 

 

11,17,18, 21 

3 Security Concerns 

 

8,13,15,20 

Table No. 6 - Showing the questions relation with the criteria studied. 

 

5.2.1. Privacy Concerns 
 
The survey questions 9, 10, 12 and 16 had the purpose to judge the people‟s concerns when 

it comes to biometrics technology.  

 

The question 9 was open ended questions with an objective to judge the people‟s opinion 

when they are asked if their biometric data is stored in data base for positive use. Most of the 

respondents seemed interested in using biometrics technology as they agreed on storing 

biometric data however important is that fact that most of people had concerns about their 

biometric data. Some of the respondents were little suspicious about storing of biometric 

data. As a whole it was noticed that though there is a will to have their biometric data stored 

in a database however privacy concerns were also related to biometric data storage.  

 

The questions 10 and 12 are closed ended questions to analyze the privacy concerns of the 

users about the biometrics technology. The responses explained that there are high privacy 

concerns among the users as they have a fear that their biometric data can be used illegally 

by someone else. Some of the respondents had no idea about the subject and only few 

mentioned that there would be no privacy concerns if their biometric data is used by other 

organizations for positive use. The responses again mention that there are high privacy 

concerns as respondents have fear that their data could be used illegally.  
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The question 16 is scaling question and was asked to see how users respond when they were 

asked if they like to know who will use their biometric data. Most of the respondents had the 

strong opinion that it is very important to know who will use their biometric data. There was 

very few who remained neutral. The respondents considered it of great importance only the 

known authority (organization for which the biometric data is collected) should use their 

biometric data. 

 

From above all questions i.e. 9, 10, 12 and 16 it is understood that the most of the 

respondents have high privacy concerns when it comes to biometrics technology however 

the respondents also seemed willing to use biometrics technology if the concerns are 

removed. Some respondents had no idea about the privacy concerns and only few had no 

privacy concerns when it comes to biometrics technology. Most of the respondents are 

worried about the biometric data usage issue. Certain questions i.e. who will use biometric 

data, how this data will be used and what will be the data integrity, form the basis of these 

privacy concerns.  

 

5.2.2. User Acceptance 
 
The survey questions 11, 17, 18, and 21 were asked to judge the people‟s responses about the 

user acceptance issues of the biometrics technology.  The question wise analysis is given 

below. 

 

The question no 21 is an open ended question, asked, to see how biometric technology could 

be acceptable to the users i.e. citizens and employees of health care. According to most of 

the respondents biometrics technology is difficult to accept without prior information and 

with security lapses. The respondent mentioned that if there is no prior information about the 

biometric technology and no security benefits of the technology then it will be very difficult 

to accept this technology. Some of the respondents considered ease of use, of biometrics 

technology, important for its wider user acceptance. Very few respondents had no idea about 

the user acceptance. As a whole the respondent were observed suspicious about the 

acceptance of the biometrics technology without prior information, ease of use and security 

improvements.   

 

Question no 11 is closed ended question and was asked with the purpose that weather the 

user considers it, awareness and information, important for trusting biometrics technology. It 

is determined that almost all respondents considered awareness and information about 

biometrics technology very much important for building trust over the biometrics 

technology. There are very few respondents having no idea about the subject. The responses 

show most of the respondents are of the view that information and awareness are very much 

required for trusting and accepting biometrics technology. 

 

Questions 17 and 18 are scaling question with an aim to determine the people‟s issues in 

accepting the biometrics technology. Most of the respondents strongly agreed that it is very 

important that biometrics technology provides ease of use to people. Most of the respondents 

strongly agreed that prior information about the biometrics technology is required for user 
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acceptance. Only very few respondents remained neutral. The respondents seemed worried 

about the acceptance of the biometrics technology.  

 

From the questions 11, 17, 18, and 21 it has become quite much clear that most of the 

respondents have issues regarding the acceptance of biometrics technology. Though the 

respondents seemed willing to use biometrics technology however there are some serious 

concerns like will biometric technology be easy to use and will there be much information 

and awareness about the technology, form the basis of user acceptance issues.  

 

5.2.3. Security Concerns 
 
The survey questions 8, 13, 15 and 20 were asked to see if there exist security concerns 

among the users when it comes to the biometrics technology.  

 

The question 20 is an open ended question which aimed to analyze the security concerns of 

the users to biometrics technology. The responses show that most of the respondents are of 

the opinion that there exist security concerns about biometrics technology. Some of the 

respondents had no idea about the security concerns. Most of the security concerns of the 

users have a relation with the user‟s biometric data.  

 

Questions 13 and 15 are scaling questions focusing on the security concerns of the people. 

The respondents seemed to have security concerns. Most of the respondents strongly agreed 

that it is very important to have security. Some of the respondents were neutral. In general it 

was noticed that there are security concerns among the users about biometrics technology.  

 

Question 8 is closed ended question. The respondents were recorded to have a relatively 

strange attitude towards security concerns. Some of the respondents were of the view that 

there are certain security concerns while some considered no security concerns. There were 

some users who had no idea about the security concerns. 

 

From question 8, 13, 15 and 20 it is mentioned that most of the respondents are of the 

opinion that their security will be affected when they use biometrics technology. However 

there are also some respondents that either has no idea about the security concerns or has no 

security concerns when it comes to biometrics technology. It is observed that, for most of the 

respondents, the security concerns are related to their biometric data. People seemed worried 

and insecure about their data. People were of the opinion that their biometric data could also 

be used against their legal rights causing them security threats.  
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6. DISCUSSION AND VALIDITY THREATS  
 

 

6.1. Discussion 
 

In order to have an effective and meaningful discussion on the factors (See Section 3.4.1-

3.4.4) the authors used a structured approach i.e. both the opinions of the interviewees (See 

Section 5.1.1-5.1.4) and survey respondents (See Section 5.2.1-5.2.3) are grouped together 

under factors (See Section 6.1.1- 6.1.3) however the cost factor (See Section 6.1.4) is 

discussed only based on interviewees responses. Literature review, interviews, survey and 

authors own understanding of the subject helped authors to have a meaningful discussion on 

the factors (See Section 6.1.1-6.1.4) involved in the biometrics deployment of Blekinge 

health care system Sweden. 

6.1.1. Privacy Concerns 
 
After analyzing the people‟s and interviewee‟s opinions about the privacy concerns of the 

biometrics technology, the authors observed that there are certain privacy concerns among 

people. The authors analyzed that most of the people have worries about their privacy in case 

biometrics technology gets implemented in Blekinge health care.  

 

The authors realized that there are certain factors that act as root causes for these privacy 

concerns. After analyzing the people‟s responses, the authors find out that most of these 

privacy concerns are based on people‟s perceptions about the possible illegal and unethical 

use of their biometrics data. People were observed afraid and suspicious about the safety and 

integrity of their biometric data. It was also observed that most of these privacy concerns are 

due to the lack of insufficient information about the biometrics technology. The authors 

noticed one interesting thing, during the empirical data collection that people were interested 

to know more about the biometrics technology and there existed a certain level of will 

among people to use biometrics technology in Blekinge health care. 

 

The people were observed to have a tendency to use biometric technology in health care 

however there is a need to make sure that their biometric data would not be used for other 

purposes. It is suggested that there should be more user level information available to the 

citizens of Blekinge County as more meaningful information would be an effective measure 

to eradicate their privacy concerns. According to authors it would be a good approach to take 

measures in order to ensure the users that their biometric data will be used only for the 

explained purpose and no more.  

 

6.1.2. User Acceptance Issues 
 
After analysis of the opinion of people regarding user acceptance issues, it was observed that 

most of the users will have certain difficulties in accepting biometrics technology in health 

care. According to the interviewee‟s opinions analysis, the authors observed that people 

would have some definite concerns regarding the acceptance of biometrics technology.  
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The authors observed that most of these user acceptance issues are related to privacy aspects 

of their biometrics data. It was observed that most of the users were found with fears and 

suspicions about the biometrics technology and the main intent behind those suspicions and 

fears was the privacy concern. The authors also observed that there were some respondents 

with user acceptance issues that are related to ease of use of biometrics technology. The 

authors analyzed that most of the user acceptance issues were based on the privacy concern 

and ease of use. Furthermore the authors observed that there exists lack of information about 

the biometrics technology. The authors are of the opinion that lack of information about the 

biometrics technology is also a factor contributing to the issue of user acceptance.  

 

The analysis of the user‟s responses helped authors to understand that there is a strong will 

of using biometrics technology among people as passwords are considered problematic by 

the people. According to authors, to solve the issues of user acceptance, certain measures are 

required. The authors suggest that if practical demonstration of the biometrics technology is 

given to the users then it could help a lot in achieving maximum user acceptance of the 

biometrics technology. The authors believe that when users use the system and see how it 

works fast and how it facilitate their work then definitely users will accept biometrics 

technology. It is also suggested that proper and relevant information of biometrics 

technology explaining the benefits and positive aspects of the technology can help a lot in 

gaining maximum user acceptance. As the user acceptance was also observed having relation 

with the ease of use that‟s why authors suggest that biometrics technology should be 

implemented in such way that provides maximum ease of use to the users.  

 

The authors suggest that before implementation of the biometrics technology it is very 

important that certain initiatives are required to achieve maximum user acceptance. 

Initiatives like providing them information about the biometrics technology, discussions 

about the biometrics technology, explanation of the biometrics operations can help a lot in 

overcoming these user acceptance issues.  

 

6.1.3. Security Concerns 
 
After doing analysis of the questionnaire responses against the security concerns it was 

observed that most of the users have security concerns when it comes to biometrics 

technology implementation. The opinions of the interviewee were also analyzed and it was 

revealed that most of the interviewees believed that there would be security concerns among 

the users when it comes to biometrics technology.  

 

The authors analyzed their responses and observed that most of the security concerns are 

based on biometric data. The authors observed that the interviewees believed that user would 

feel insecure about their biometric data. The authors also observed that users had worries that 

their biometric data can be used in certain other ways and that would be a potential threat to 

their security. The authors noticed that when most of the security concerns are due to limited 

information about the biometrics technology. It was also observed that most of the 

respondents are willing to use the biometrics technology as fast and better authentication 

technique however they have fears and worries about biometrics system. Most of the security 

concerns are due to lack of information and understanding of the biometrics technology.  
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It is suggested that before the implementation of the biometrics technology, proper 

awareness, guidance and information about the biometrics technology can help eradicate the 

security concerns of the users. It is also suggested that certain assurances are given to the 

users that biometrics technology is neither to control their privacy nor to monitor their 

activities but it is to facilitate their daily work.  

 

6.1.4. Cost Factor 
 
After analyzing the responses of the interviewees it was observed that most of the 

respondents considered that biometrics technology is cost effective technology. Some of the 

interviewees had no idea about the exact cost of the biometrics technology but as a whole 

they were of the opinion that biometrics technology brings more cost to the organization. It 

was observed that some of the interviewees were of the opinion that the cost of the 

biometrics technology is related to the security level desired. During the interviews, the 

authors observed that respondents were interested in biometrics technology as some of the 

respondents mentioned that there are also problem associated with passwords and ID cards.  

According to authors, most of the respondents believe that biometrics technology is costly 

technology.  

6.2.  Static Validation of Results 
 

Questions representing the results of the study were made and sent to biometrics expert for 

the purpose of static validation of results. Furthermore the questionnaire was distributed to 

the citizens in order to achieve static validation of results. The citizens were also asked some 

questions regarding the results effectiveness and validation.  Several questions were asked 

both from interviewees and citizens.  

 

Some of the questions were Do you think proper information about the biometrics 

technology can help people accept the biometrics technology? Would it be a good step to 

provide ease of use of the biometrics technology? The responses obtained from the 

interviewees and citizens confirmed the validity of the results. Almost all respondents agreed 

with the questions that confirms the static validation of results. 

 

6.3.   Validity Threats 
 

Validity threats are an important part of any research work. The results of research work can 

be improved to certain level due to validity threats as validity threats identifies those factors 

and issues which can affects the results of the research work.  

 

In order to improve the research results, the authors considered all four types of validity 

threats mentioned by (Wohlin, et al. 2000) i.e. external validity, construct validity, internal 

validity and conclusion validity .The authors have discussed the all four types of validity 

threats and their implication in the context of thesis research work. 
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6.3.1. External Validity 
 

According to Damm (2007) and Berander (2007) validity that makes sure that the results 

obtained from research work can be generalized to other domains or not is called external 

validity.  According to Berander (2007) external validity is also be known as 

generalizability. According to Wohlin et al. (2000) external validity is used to determine the 

applicability of the research results to other domains.   

 

Selection of wrong subjects from the population can cause a potential threat to external 

validity as results obtained from the wrong subjects cannot be generalized to whole 

population. In order to minimize the threats to external validity, the authors selected 

interviewees based on having certain knowledge of security aspects of the health care 

domain. One interviewee was selected having biometrics technology expertise. One 

strategist from the health care was also selected from health care in order to see his opinions 

about the study area. As the study was performed to see and analyze the people‟s perceptions 

and the cost factor when it comes to biometrics technology deployment, that‟s why 

interviewees with different expertise were selected in order to have their opinion on the 

subject.  

 

As the interviewee opinion was to analyze the people‟s perception and cost factor of 

biometrics technology that‟s why the authors believe that the results can be generalized to 

other health care domains. 

 

6.3.2. Construct Validity 
 

According to Wohlin, et al. (2000) and Bernader (2007) validity that shows the relationship 

between theory and observation is called construct validity. For example if experiment is the 

research methodology for a research work then according to construct validity, it is 

important that experiment results are generalized to the main idea behind the experiment 

(Wohlin, et al. 2000). 

 

The main threat to the construct validity is called evaluation apprehension which is explained 

by Wohlin, et al. (2000). It is explained that there exists certain tendency among people that 

they like to look smart when there is some sort of evaluation while on the other hand there 

are people who are afraid of being evaluated (Wohlin, et al. 2000). The authors eliminated 

this threat to construct validity by selecting interviewees based on their will and interest in 

the subject. Furthermore prior discussion, with the interviewees before interview, also helped 

authors to minimize the threats to construct validity. The threats to construct validity in the 

questionnaire part were eliminated by not mentioning the respondent‟s names.  

 

According to Wohlin, et al. (2000) another threat to construct validity of the results is mono-

operation bias which means that there is only one independent variable, case or subject 

involved in the research study. This threat to construct validity is eliminated by selecting six 

interviewees for research study. Also the survey respondents were selected from both sides 

i.e. citizens and employees of Blekinge health care. 
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6.3.3. Internal Validity 
 

According to Bernader (2007), Damm (2007) and Wohlin, et al. (2000) the validity, which 

mentions that a research design should allow the researcher to draw conclusions from the 

causes and effects, is called internal validity. According Damm (2007) and Wohlin, et al. 

(2000) there are certain factors that can affect independent variables without researcher‟s 

knowledge and internal validity helps researchers identify those factors. 

  

Its quite general phenomenon that people for most of the time, feel uncomfortable and less 

secure when their voice or video is recorded.  There were prior discussion with the 

interviewees where the agreed for the recordings however all the interviewees were ensured 

that the audio/ video recordings will only be used by authors for the purpose of thesis work 

and no more. By doing this, potential threat to conclusion validity was eliminated.  

 

According to Wohlin, et al. (2000) selection of the subjects for the research study also affects 

the internal validity and it‟s also can be said to a potential threat to internal validity of the 

study. This threat to internal validity is eliminated with the selection of interviewees from 

health care and biometrics side. All the interviewees were related to the main domain of the 

study in one way or other way. Subjects for the survey were selected from citizens and health 

care employees of Blekinge health care system. 

 

6.3.4.   Conclusion Validity 
 

According to Bernader (2007), Damm (2007) and Wohlin, et al. (2000) validity that 

guarantees that the results obtained from research work are reliable enough to lead 

researchers to the correct conclusion of the research work is called conclusion validity. 

 

Questionnaire used for the interviews purpose can pose a possible potential threat to 

conclusion validity that‟s why authors work a lot to eliminate the potential threat caused by 

the questionnaire to the conclusion validity. The questionnaire (both for interviews and 

survey) were designed and sent supervisor for feedback. After confirmation from the 

supervisor the questions were finalized. The authors also performed pre tests with interview 

and survey question in order to avoid any potential threat to conclusion validity.  

 

According to Wohlin, et al. (2000) heterogeneity of subjects also poses a potential threat to 

conclusion validity of the research work. Heterogeneity can be said to a situation where the 

subjects involved in the research work have different educational background and 

experiences. The authors eliminated this threat to conclusion validity by selecting the 

interviewees from same domain i.e. Blekinge health care however one interviewee was 

selected with biometrics expertise. The survey respondents were selected from Blekinge 

County i.e. citizens and employees of health care system. As the nature of our research work 

was to analyze the human perceptions and cost factor when it comes to biometrics 

deployment in Blekinge health care system there for all the respondents‟ i.e. survey 

respondents and interview respondents were selected based on their experiences in analyzing 

human perceptions when it‟s about security deployments.   
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7.    EPILOGUE  
The main contents of this chapter are Research Questions, Conclusion, Previous study  

results of biometrics technology guidelines , Guidelines for Biometrics Deployment based on 

factors studied (See Section 3.4.1-3.4.4) and the Future Work of the study. 

7.1. Research Questions 
In this section the research questions are checked if they are answered or not, as the research 

question were made to be answered in this research work. 

 

RQ1. What is the current state of the art of biometric technology and the issues involved in 

biometric technology implementation?  

 

The authors have answered the RQ1 in the following way. The authors performed literature 

review of biometrics technology in order to provide meaningful information about the 

biometrics technology to the intended readers (See Sections 3.1- 3.3.11). The issues involved 

in the biometrics technology deployment are listed from literature i.e. privacy concerns, user 

acceptance issues, security concerns and the cost factor. The authors have mentioned 

different opinions of the researchers on issues involved in the biometrics deployment. Some 

of the important issues were, privacy concerns of people when it comes to biometrics 

deployment, security concerns i.e. will biometric data be a potential threat to individuals 

security and user acceptance issue i.e. what user acceptance issues people have when it 

comes to biometrics deployment. All these issues were listed from literature. 

 

RQ2. What are the people’s concerns and other factors involved in the deployment of 

biometrics technology in Blekinge health care system?      

 

The authors have answered RQ2 in three steps in the context of this thesis work.  The 

authors performed literature study (See Section 3.4.1-3.4.4) and identified certain factors and 

their effect on the implementation of biometrics technology. Second step involved the 

questionnaire from the people i.e. citizens and health care employees, which also identified 

the factors involved in the implementation of biometrics technology (see section 5.2.1-5.2.3). 

Furthermore personal interviews were conducted with the health care experts and biometrics 

experts in order to have their opinion on the factors identified by the literature. Interview 

with the experts help authors identify factors and their impact on the biometrics technology 

deployment (See Section 5.1.1-5.1.4). 

 

The important concerns among the people i.e. citizens and health care employees were 

analyzed from the questionnaire and interviews findings. Some of the concerns are listed 

here.  People had fear that their biometric data can be used in a way that will invade their 

privacy. Ease of use was the important concern of people when they were asked about 

biometrics technology. People also had concerns that would it be secure to use biometrics 

technology. It was also observed that there are concerns regarding the cost associated with 

biometrics technology.  
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RQ3. How the people’s concerns and cost factor can be solved for the deployment of 

Biometrics technology in Blekinge health care system? 

 

To answer the RQ3, the authors concluded certain guidelines (See Section 7.2) based on the 

literature study (RQ1), survey and questionnaire conducted (RQ2) and the authors own 

understanding of the subject. The RQ1 and RQ2 provided basis for answering RQ3.  

 

7.2. Conclusion  
 

Biometrics technology is used to strengthen the security aspects of organizations in different 

parts of the world. Its wide implementation can be seen in many health care systems in 

different countries. The people‟s concerns i.e. privacy concerns, security concerns and user 

acceptance issues contributes a lot to biometrics technology deployment. Biometrics 

solutions are considered costly and that‟s why it also considered before biometrics 

deployment. That‟s why biometrics deployment, like other identity management systems, 

requires prior understanding of human perceptions and some other factors involved in 

biometrics implementation.  

 

In the context of this thesis research work, the authors have studied the issues i.e. people‟s 

concerns and cost factor, for the deployment of biometrics technology in Blekinge health 

care system Sweden. In order to identify the issues and to get a deeper understanding of 

these issues, the authors performed literature review, conducted personal interviews with 

health care personnel and biometric expert and a web-based survey from the citizens and 

employees of Blekinge health care. The people‟s (expected users of the biometrics systems 

in Blekinge health care system i.e. citizens and health care employees) concerns on the 

issues (See Section 5.2.1-5.2.3) were analyzed and a brief understanding was obtained 

through the web-based survey (conducted from people). Furthermore the opinions of the 

interviewees were analyzed on the issues (See Section 5.1.1-5.1.4) and a deeper 

understanding was obtained. 

 

The authors, from their understandings of both people and experts opinion, explored that 

there are some definite concerns among the people (citizens and employees of the health 

care) when it comes to biometrics systems deployment in Blekinge health care system. The 

authors observed that most of these concerns are based on the illegal usage of their biometric 

data. It was also observed that ease of use was preferred by the users when they were asked 

about the biometrics technology implementation. The authors noticed that cost is an 

important factor that affects the biometrics deployment.  

 

On the basis of interviews and surveys performed, the authors determined that most of these 

concerns are due to lack of information about the biometrics technology. However the 

authors also observed that people are facing problems with passwords and ID cards and 

that‟s why people have a strong will to use the biometrics technology. Most of the 

respondents i.e. people- citizens and health care employees and the interviewees were 

observed interested in biometrics technology. 
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7.3.  Guidelines  
 

7.3.1   Previous Study results for Biometrics Technology Deployment 
 

There has been previously work done by different researchers with an objective to study the 

human perceptions and concerns involved in the deployment of biometrics technology. 

Based on their research work, certain guidelines and suggestions have been proposed that 

were supposed to be very effective in solving the issues related to the human perceptions 

when it comes to biometrics deployment. Some of the suggested guidelines are discussed 

below. 

 

According to Moody (2004) it is very important before deployment of biometrics technology 

in any organization that first the employees concerns and perceptions are determined and if 

there are some then they need to be addressed before deployment (Moody, 2004). 

 

Green and Romney (2005) proposed that users concerns regarding the biometrics technology 

deployment can be eliminated by educating the users and by providing them with 

information related to biometrics technology.  

 

According to Furnell and Evangelatos (2007) the successful deployment of biometrics 

technology can be achieved by building confidence of the user on the biometrics systems and 

awareness of the users.  

 

Eschenburg et al. (2005) suggested that in order to build trust on the biometrics systems and 

overcome the fear among the users regarding biometrics technology it is very important that 

a planned information campaign is launched. It is also suggested that public experience to 

the biometrics systems can also help in solving issues related human perceptions involved in 

biometrics system deployment.  

 

Jain et al. (2004) proposed that for a greater acceptance of biometrics technology it is 

important that ease of use and comfort in interaction with the biometrics system is made 

sure.  

 

7.3.2 Authors Suggested Guidelines 
 

The authors proposed the following guidelines for the deployment of biometrics technology 

in Blekinge health care system based on the literature study performed Interviews and 

Survey conducted and authors own understanding of the issues (See Section 3.4.1-3.4.4) 

involved in the biometrics systems deployment.  

 

            Prior Exposure of People to Biometrics Systems 

 It is observed that people have certain fears, which for most of the time, are based on 

myths about biometrics technology. It would be a good idea to demonstrate the 

practical operations of the biometrics solutions to people.  This will help people 

understand the biometrics technology and its operations. For this purpose few points 

can be made at different hospitals and clinics in all county municipalities i.e. 

Karlskrona, Karlshamn, Ronneby, Olofström and Sölvesborg where people can 
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interact with biometric system. This would help people in building confidence on the 

biometrics technology.  

 

    Information about the Expected Benefits of Biometrics Technology 

 The expected benefits of the biometrics technology can help a lot in solving the 

people‟s concerns. It would be a good idea to have discussions about biometrics 

technology between the employees of the health care. As the employees were 

observed interested in the biometrics technology that‟s why it would be a good idea 

to hire biometrics expert in the Blekinge health care who can help a lot in getting 

awareness about the biometrics technology to the employees.  

 

Need for Rules and Regulations to Ensure Safe usage of Biometrics Data 

 As it is observed that most of the concerns are due to expected illegal usage of 

biometric data so it will be a good option to make new rules and regulations to 

ensure the safe and legal use of biometric data. These rules and regulations can 

surely help people to trust health care system for their biometric data usage.  

 

People must be informed if their Biometric Data is to be used by Other 

Organizations. 

 The authors observed that people have concerns about their biometric data. Most of 

the people were worried that their biometric data can be used by organizations and 

departments other than Blekinge health care. It is suggested that there should be 

some mechanism that lets people know before their biometric data is used by other 

organization.  

 

Prefer the Biometrics techniques that are easy to use and less Intrusive. 

 It was observed that most of the people prefer to use biometrics technologies that are 

easy to use and less intrusive in nature. So it would be a good idea to implement 

biometrics techniques that are effective in the health care environment, easy to use 

and are less intrusive to the users. Fingerprint, hand scan or face recognition could 

be possible options for Blekinge health care. 

 

 

Minimize Health Risks in Deploying Biometrics Technology 

 People were observed to have worries about the health risks involved in using the 

biometrics technologies. As some people do hesitate to put their finger on the same 

fingerprint that is used by others then hand scan could be the possible alternative. It 

would be a good idea to minimize health risks involved in usage of biometrics 

technology by deploying such techniques that are safe and requires less physical 

interactions from the users i.e. face biometrics, hand scan etc. 

 

Availability of Information to the People 

 Most of the people were observed interested in biometrics technology but they had a 

problem of limited information about biometrics. It is suggested that there should be 

more user level information available to the people from Blekinge county council. 

Blekinge radio, news papers and advertisements (Reklam) can be a possible ways to 

provide information to the people i.e. citizens and health care employees.  
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Positive Usage of Biometrics Technology 

 The authors observed that people had concerns that biometrics technology can be 

used to monitor and track them. It‟s suggested that positive usage of the biometrics 

technology can help a lot solving these issues. It should be made clear that the 

biometric technology is used only to ensure people‟s security and that it would not 

be used to invade their private lives.  

 

Biometrics Technology should be facilitating the People’s Daily Work  

 As people were observed having problems with passwords and ID cards that‟s why it 

is suggested that biometrics technology should be implemented in a way that 

facilitates the user‟s daily work. 

 

Proper Planning and Analysis before Deployment can reduce the cost 

Associated with Biometrics Technology Deployment.  

 It was observed that there are concerns over the cost related to biometrics 

technology. It is believed that it increases cost of the organization. However it is 

suggested that market survey should be done before purchasing biometrics 

technologies as there are many vendors now a days. Furthermore the authors suggest 

that biometrics technology should be used in health care as it can pay back by 

improving different aspects of the organization. The authors also suggest that proper 

planning should be done before deployment because proper planning and analysis 

can reduce the cost associated with biometrics technology. 

 

7.4. Guidelines (Swedish Version) 
 

Författarna föreslog följande riktlinjer för biometri tekniks genomförande i Blekinge hälso-

och sjukvården . Den baseras på litteratur undersökningar som utförts intervjuer och 

genomfördes undersökningar och författarnas egen förståelse av de frågorna (Se Avsnitt 

3.4.1–3.4.4) som deltar i den biometriska utbyggnaden. 

 

              

             Tidigare Utsättning av Biometriska System Gentemot Folket 

 Det har konstaterats att människor har vissa former av rädslan som för det mesta är 

baserade på myter om biometri teknik. Det skulle vara en bra idé att visa praktiska 

verksamheten av biometriska lösningar för människor. Detta kommer att hjälpa folk 

att förstå den biometriska tekniken och dess verksamhet. För detta ändamål kan 

göras vissa saker på olika sjukhus och kliniker i alla länets kommuner, dvs 

Karlskrona, Karlshamn, Ronneby, Olofström och Sölvesborg där man kan interagera 

med biometriska system. Detta skulle hjälpa människor att bygga förtroende på den 

biometriska tekniken. 

 

Information om de Förväntade Fördelarna av Biometrisk Teknologi 

 Den förväntade nyttan av biometriska tekniken kan hjälpa för att lösa människors 

problem inom ett helt område. Det skulle vara en bra idé att ha diskussioner om 

biometri teknik mellan de anställda i hälso-och sjukvården. Det observerades att 

anställda hade varit intresserade av biometriska tekniken. Så därför det vore en god 
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idé att anställa en biometri expert i Blekinge vård som skulle kunna hjälpa att få 

kännedom gällande den biometriska tekniken till de anställda. 

 

            Behov för Regler och Bestämmelser för att Försäkra Trygg Användning    

            av Biometrisk Data 

 Det betraktades att de flesta problem beror på förväntade illegal användning av 

biometriska data (uppgifter, information), så det skulle vara ett bra alternativ för att 

skapa nya regler och förordningar för att säkerställa en säker och laglig användning 

av biometriska data. Dessa regler och förordningar kan säkert hjälpa människor att 

lita på hälso-och sjukvård inom sina biometriska data användning.  

            Folk måste bli informerade ifall deras Biometrisk Data Används av 

            andra Organisationer 

 Författarna konstaterade att människor har frågor som gäller deras biometriska data. 

De allra flesta människor var oroliga att deras biometriska uppgifter kan användas av 

organisationer och andra myndigheter än Blekinge sjukvård. Det föreslås att det bör 

finnas någon mekanism som skulle göra på så sätt att folk får veta innan de andra 

myndigheterna skall använda deras biometriska uppgifter. 

              Framföra lätt använd och mindre Påträngande Biometrisk Teknik  

 Det konstaterades att de flesta människor föredrar att använda biometriska tekniker 

som är enkla i användning och har mindre inträngande i naturen. Så det vore en bra 

idé att införa biometriska metoder som är effektiva inom sjukvården, går att använda 

på lätt sätt och är mindre betungande för användarna. Fingeravtryck, hand skanning 

eller ansiktsigenkännande kan absolut vara det möjliga alternativet för Blekinge 

sjukvård. 

              Minimera Hälsorisker i Driftsättning av Biometrisk Teknologi 

 Människor hade haft oro för de hälsorisker som användandet av biometriska tekniker 

skulle kunna föra till. När vissa människor tvekar att sätta fingret på samma 

fingeravtryck som används av andra alltså hand skanning skulle kunna vara möjliga 

alternativ. Det skulle vara en bra idé att minimera hälsoriskerna vid användning av 

biometriska tekniken genom att skicka sådana metoder som är säkra och kräver 

mindre fysisk interaktion från användaren, dvs. ansikts biometri, hand skanning etc.  

             Informations Till gång åt Folket   

 Det observerades att människor har haft stort intresse av biometriska tekniken men 

de hade ett problem: begränsad information om biometri. Det föreslås att det skall 

finnas mer information på användarnivå, tillgänglig för människor från Landstinget 

Blekinge. Blekinges radio, tidningar och reklam (Reklam) kan vara ett möjligt sätt 

att ge information till människor, dvs åt medborgare och anställda inom hälso-och 

sjukvården . 

             Positiv Användning av Biometrisk Teknologi  

 Författarna konstaterade att folk har fruktat att biometriska tekniken kan användas 

för att övervaka och spåra dem. Det föreslås att en positiv användning av 

biometriska tekniken kan hjälpa åt en hel del att lösa dessa frågor. Det bör göras 
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klart att den biometriska tekniken används endast för att garantera människors 

säkerhet och att det inte skulle användas för att invadera deras privatliv. 

             Biometrisk Teknologi borde Underlätta i folks Dagliga Arbete 

 P.G. A de människor som har observerats hade haft problem med lösenord och ID-

kort då det föreslås att biometriska tekniken bör genomföras på ett sätt att det skulle 

underlätta användarens dagliga arbete. 

 

            Lämplig Planering och Analys före Driftsättning kan Reducera    

            Kostnader Associerade med Driftsättning av Biometrisk Teknologi 

 Det konstaterades att det finns oro över kostnader i samband med den biometriska 

tekniken. Man tror att det skulle öka kostnaderna för organisationer. Men ett förslag 

till: att marknadens undersökning bör göras innan man köper biometriska teknikerna 

eftersom det finns många leverantörer nuförtiden. Dessutom författarna föreslår att 

biometriska tekniken bör användas inom sjukvården som skulle kunna ”återbetala” 

kostnader genom att förbättra olika aspekter av organisationen. Författarna föreslår 

också att en ordentlig planering bör ske innan sjösättning eftersom ordentlig 

planering och analys skulle kunna minska kostnaden i samband med biometri teknik. 

 

7.5. Future work 
 

In the context of this thesis work, certain guidelines have been proposed by authors based on 

their understanding of the issues (privacy, security, user acceptance and cost) involved in the 

biometrics technology deployment in Blekinge health care system Sweden.  The authors 

believe that these guidelines would be quite helpful in the deployment of biometrics systems 

in Blekinge health care system however authors are of the opinion that following future 

studies might also be helpful for deployment of biometrics systems in Blekinge health care 

system. 

 

 

 The authors investigated the human concerns (privacy, security and user acceptance) 

and cost factor for the biometrics deployment however this will be a good idea to 

study the technical aspects of the biometrics deployment in Blekinge health care 

system. 

 

 The authors suggested that it would be a good approach to study the biometrics 

deployment in Blekinge health care from the perspective of health care 

organizations, focusing on the privacy and security requirements of the Blekinge 

health care. 

 

 The survey conducted in the research work involved 21 respondents (most of them 

were highly educated) there for the authors believe that it will be interesting to 

conduct research involving more respondents-having different levels of education 

background. 
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 Another interesting research work could be performed in future with a focus that 

“how the biometrics technology can help in maintaining security and privacy of the 

electronic patient records in Blekinge health care system” 
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APPENDIX 
 

 

Appendix A 

 

Questions for Interviews with health care Experts 
 

Introduction part 
 

a) What is your name? 

b) What is the name of your organization? 

c) What is your current position in organization? 

d) Do you have any experience with security issues? 

 

Domain specific questions: 
 

Biometrics technology provides enhanced security both physical security (physical 

assets security) and logical security (information assets security), what’s your opinion 

about biometrics technology? 

 

There are many biometric techniques like fingerprint, iris scan etc. Have you 

experienced any biometrics technology? How was that experience? 

 

What methods you use to implement security both logical (information security) and 

physical in your organization?  

 

Do you think there is a need for health care to have advanced level of security measures 

(biometrics systems)? Why or Why not  

 

Do you use any kind of biometrics systems in health care, why or why not? 

 

If not, are you planning to implement biometrics technology in your organization? If 

not why 

 

Do you think that biometrics technology, if implemented, will improve the security 

measures in Blekinge health care? If not why? 

 

People, sometimes, have security concerns from biometrics systems. In your opinion, 

what security concerns can employs have from biometrics deployment in Blekinge 

health care? 

 

What’s methods do you have to ensure privacy of electronic patient record and 

healthcare employs?  

 

Do you think biometrics will improve the privacy aspects in health care? If not why  

 

There are people concerns regarding privacy, what privacy concerns in your opinion 

can arise in health care when it comes to biometrics deployment?  
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How will health care employs react to biometrics technology as alternative of 

passwords and ID Cards?  What’s your opinion?  

 

In your opinion what could be the major issues on the basis of which employs in your 

organization may not accept biometrics technology?  

 

How biometrics could be made acceptable for the employs in Blekinge health care 

system?  

 

It is assumed that biometrics brings costs but it can also strengthen security measures 

in the organization. Keeping cost and security measures, how would deal the biometrics 

systems in your organization? 

 

Is it cost factor that makes biometrics a relatively not acceptable technology for health 

care? 

 

Would you prefer biometrics technology, if costs associated with biometrics technology 

are minimized?  

 

What biometrics techniques would you prefer to implement in your organization?  

 

The data collected during the interview will be kept secret but we will quote from the 

interview data in our report that is to be published. Is it ok to mention your name when 

we quote interview? If not would you like to remain anonymous in the published 

report? 

 

 

 

 

Appendix B 

 

Questionnaire for Survey with health care personnel and 

Citizens in a English language 

 
 

 Survey on Biometrics Perception of user for deployment in 

Blekinge health care  
 

1) Demographic Information 

Gender: (1) Male (2) Female  

Position: (1) Citizen (2) Health care Staff  

Age ------------  

2) What is your opinion about biometric technology?  
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---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

--------  

 

3) Do you think there are problem(s) in using ID cards and passwords?  

 

(1) Yes (2) No (3) Don‟t Know  

 

4) If there are problems with the passwords and ID cards, please explain  

 

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

--------------  

 

5) Do you think it will be a good idea to replace passwords and ID Cards with biometrics technology?  

 

(1) Yes (2) No (3) Don‟t Know  

 

6) Do you have any personal data security risk when you will use biometrics technology?  

 

(1) Yes (2) No (3) Don‟t Know  

 

7) How would you feel if your biometric data (finger print, face picture or Iris picture) is stored for 

positive use in central data base of all Blekinge citizens?  

 

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

-----------  

 

8) Will you have any concerns if your biometric data (fingerprint, iris picture or face picture) is 

positively use by other department than County Blekinge health care?  

(1) Yes (2) No (3) Don‟t Know  

 

9) Do you think that awareness and information about biometrics technology can help in building trust 

on biometrics technology?  

 

(1) Yes (2) No (3) Don‟t Know  

 

10) Do you have worries that your biometric data can be used by some other organization in illegal 

way?  

 

(1) Yes (2) No (3) Don‟t Know 
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11) What security concerns you have when you use biometrics technology?  

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------- -----------------------

---------------------------------------------------------------------------------------------------------------------------

----------  

12) What should be done in order to make biometrics acceptable to you in health care?  

 

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

---------------------------------------------------------------------------------------------------------------------------

----------  

13) Any other comments about biometrics Technology  

 
……………………………………………………………………………………………………………

……………………………………………………………………………………………………………

……………………………………………………………………………………………………………

……………………………………………………………………………………………………………

……………………………………….. 
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Appendix B-I 
 

Questionnaire for Survey with health care personnel and 

Citizens in a Swedish language 

 
 

Undersökning om biometri Perception av användare för 

utplacering i Blekinge vård 
Kön: (1) Man (2) Kvinna  

Position: (1)Enbart Medborgare (2) sjuk- och hälsovårdsanställd  

Ålder: – – –   

 

1) Vad är biometri teknik i din uppfattning?  

 

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

------  

2) Tycker du att det finns problem med att använda kort och lösenord?  

 

(1)Ja (2) Nej (3) Vet Inte  

3) Kan du förklara dessa problem om det finns problem med lösenord och kort?  

 

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

------  

4) Tror du att det är en bra idé att byta lösenord med biometriska tekniken?  

 

(1)Ja (2) Nej (3) Vet Inte  

5) Har du någon personlig datasäkerhet risk när du kommer att använda biometriska 

tekniken?  

 

(1)Ja (2) Nej (3) Vet Inte  

6) Hur skulle du känna dig om dina biometriska uppgifter (fingeravtryck, ansiktsbild eller 

irisbild) lagras i en central databas för alla Blekinge medborgare?  

 

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

------  

7) Kommer du ha något bekymmer för om dina biometriska uppgifter (fingeravtryck, irisbild 

eller ansiktsbild) används av andra huvudmän/organisationer förutom Blekinge landstings 

sjukvård?  

 

(1)Ja (2) Nej (3) Vet Inte   

 

8) Tycker du att kunskapen och informationen om den biometriska tekniken kan bidra till att 

skapa förtroende på biometriska tekniken?  
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(1)Ja (2) Nej (3) Vet Inte  

9) Har du bekymmer att dina biometriska uppgifter kan användas av någon annan 

organisation på olaglig väg?  

 

(1)Ja (2) Nej (3) Vet Inte  

10) Vilka säkerhetsaspekter du har när du använder biometriska tekniken?  

 

–--------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

------  

11) Vad bör göras för att biometri är acceptabel för dig i vården?  

 

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

------------------------------  

12) Några andra kommentarer om biometriska tekniken  

 

----------------------------------------------------------------------------------------------------------------

----------------------------------------------------------------------------------------------------------------

------------  

13) Biometri teknik kommer att öka medborgarnas säkerhet  

 

14) Det är bra att införa biometriska tekniken i Blekinge Hälsovård  

 

15) Säkerhet (både fysisk och datasäkerhet) är viktigt i vården  

 

16) Det är viktigt att veta vem som kommer att använda mina biometriska uppgifter!  

 

17) Enkelheten i användningen av biometri teknik är viktig  

 

18) Verklig medvetenhet om den biometriska tekniken är viktig  

 

19) Kan du lita på biometriska tekniken för din datasäkerhet  
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Appendix C 
 

Survey gizmo Result Data  
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Comments against Open-Ended Questions 
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