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Abstract

The number of Bluetooth equipped devices has increased tremendously over the
last couple of years and many new products using Bluetooth are expected to be
launched on the market. Bluetooth is a low cost, low power, short range radio
technology, developed as a cable replacement to connect devices such as cellular
phones, headsets, Personal Digital Assistants (PDA’s) and so on. Bluetooth is
a part of the Wireless Personal Area Network (WPAN).

In a WPAN the members may be constantly changing as devices move in and
out of range. A basic formation of a Bluetooth network is called a piconet,
consisting of maximum eight devices, where one of the devices acts as mas-
ter unit. The Bluetooth specification defines a method for the interconnection
of piconets: the scatternet. A scatternet can be dynamically constructed in
an ad hoc manner when some nodes belong, at the same time, to more than
one piconet. The current Bluetooth specification only defines the notation of a
scatternet but does not provide the mechanism to construct the scatternet. In
order to make Bluetooth more suitable and efficient in an ad hoc environment
routing algorithms are needed. However, routing algorithms are not defined in
Bluetooth specification.

The time-to-connect is essential when creating an ad hoc network. An imple-
mentation of the Modified Reverse Path Forwarding (MRPF) routing algorithm
based on the original Reverse Path Forwarding (RPF) routing algorithm is eval-
uated. Empirical data are extracted and compared to the original. The results
show that MRPF uses less number of connections and decreases the time-to-
connect compared to the RPF algorithm.
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Chapter 1

Introduction

1.1 Background

In the last couple of years, the use of wireless technologies in the Local Area
Network (LAN) environment has become more and more important, and it is
easy to foresee that the wireless LAN’s (WLAN), as they offer greater flexibility
than wired LAN’s, will be solution for home and office automation. The Blue-
tooth technology has been devised to provide a flexible wireless connectivity
among digital devices. Bluetooth has become a symbol of a Wireless Personal
Area Network (WPAN), a kind of close range wireless network. WPAN’s con-
nect mobile devices carried by users to other mobile and stationary devices.

Another aspect of WPAN is ad hoc networking where a connection is estab-
lished by finding a path for routing packets from source to destination. A basic
formation of a Bluetooth network is called a piconet where one of the devices
acts as master unit. A larger formation called scatternet (several interconnected
piconets) is possible, however, only in theory. Despite the complexity of the
Bluetooth specification 1.1, there is no implementation of the slave/slave bridge
on the hardware level which means that the creation of a scatternet is impossible.

1.2 Motivation

This master thesis is an extension of the work described in [1] where a new rout-
ing algorithm called Modified Reverse Path Forwarding (MRPF) is compared,
theoretically, with the existing Reverse Path Forwarding (RPF). The main idea
of the MRPF routing algorithm is to decrease the number of connections made
in order to decrease the overall time for a packet to reach the destination. In
order to make it possible to test, simulate and even evaluate a network applying
RPF and MRPF routing algorithms a software interface was needed. Since there
were no quantitative evaluations made, in order to indicate possible differences
between these algorithms, empirical measurements had to be done.



1.3 Thesis Goal and Purpose

This master thesis main purpose was to develop and simulate a Bluetooth ad hoc
network environment by implementing different routing algorithms like Reverse
Path Forwarding (RPF) and Modified Reverse Path Forwarding (MRPF), and
to make quantified measurements on parameters such as routing times, path
chosen by packets, number of connections made and the number of connections
failed. In the end these measurments, on already existing algorithms RPF and
MRPF, will lead to an increase in routing performance and reliability that will
make Bluetooth even better suited for use in PAN’s. If there is time left at
the end of this thesis different algorithms will be implemented and evaluated.
A software implementation of the RPF and MRPF algorithms in a Bluetooth
environment was necessary to be developed. Even a new software application,
in form of a measurement tool, was needed to simulate and evaluate a Bluetooth
ad hoc network environment.

In order to achive the most credible measurement results the following aspects
were considered:

Network size - The size of the network, which is to be used, is an important
aspect. Since the ad hoc nature of a network is very complex, with nodes leaving
and entering frequently, the size is to be kept to a minimum in order to make
the measurements less complicated. However, the size of the network must fulfil
a measurement credibility minimum as well.

Measurement parameters - When measuring network performance, many pa-
rameters may be considered. In this particular case the number of samples,
time for packet delivery and number of connections appear to be of most in-
terest. The feedback obtained from these measurement parameters will provide
enough information to indicate differences, if any, between RPF and MRPF al-
gorithms.

In order to achieve the above mentioned goals several objectives have to be ac-
complished:

Development of software application and implementation of RPF and MRPF
routing algorithms - The existing software application must be modified to make
an implementation of RPF and MRPF algorithms possible.

Measurement tool - The software application, mentioned above, should also per-
form the task of empirical measurements on the network. Gathered data will
be used to evaluate the network performance.

Network performance evaluation - The results obtained from the gathered data
will be used for a statistical evaluation of RPF and MRPF routing algorithms.

New algorithm or improvement of MRPF algorithm shall be implemented - If
the timetable allows it, an implementation of a new routing algorithm or an
improvement of the MRPF algorithm will be realized. One of the ideas to
improve the MRPF algorithm is to reduce the packet overhead. Another idea is



to use the information stored in the overhead to make more intelligent routing
decisions.

1.4 Thesis Overview

Chapter 2, Terms and Definitions. In this chapter, the most frequently
used terms and abbreviations are described.

Chapter 3, Bluetooth Principles. This section is intended to provide the
reader with the necessary level of knowledge. Basic information about the Blue-
tooth technology e.g. the protocol stack, system timing, packet structure and
connection setup procedure is presented here.

Chapter 4, Bluetooth and Ad Hoc Networking. This chapter is about
piconet and scatternet formation, ad hoc networking and their characteristics.

Chapter 5, Measuring Network Performance. In this chapter a descrip-
tion of important metrics and pitfalls of network measurement is provided.

Chapter 6, Software Application. This chapter is devoted to the develop-
ment and final design of the software applications needed. Technical approaches,
different ideas and solutions applied during the software development are de-
scribed here.

Chapter 7, Problems and Solutions. Problems, as they were found, in
their existing condition are described in this chapter together with solutions.

Chapter 8, Result. In this chapter a statistical presentation of the differences
between RPF and MRPF routing algorithms, obtained from our measurement
results, is provided. A detailed statistical approach of all network scenarios was
used to indicate essential differences between algorithms.

Chapter 9, Conclusions and Future Work. This chapter includes a sum-
mary of our measurement results, performance of the MRPF algorithm in an
ad hoc environment and a discussion of future work.



Chapter 2

Terms and Definitions

Bluetooth - Low cost, low power, short range radio technology, originally devel-
oped as a cable replacement to connect devices such as mobile phones, headsets
and portable computers, Bray [2].

Ad hoc network - Ad hoc networks consist of wireless hosts that communicate
with each other in the absence of fixed infrastructure. These networks can be
set up on the fly at any place. Nodes communicate directly with each other or
forward messages through other that are directly accessible, Murthy [3].

On-demand (Reactive) routing protocols - execute the path-finding process and
exchange routing information only when a path is required by a node to com-
municate with a destination, Murthy [3].

CStack - Software User Interface that was used in order to program and control
the Bluetooth devices via serial port. Two different programming languages are
implemented: Visual Basic and C++. Official name is HBS HandyBluetooth-
Stack and the last version is HBS Com 1.12, http://www-md.e-technik.uni-
rostock.de/ma/hm13/.

Reverse Path Forwarding (RPF) - is a straightforward routing algorithm which
forwards a packet to all other links except the one from which the packet was
received. Otherwise, the packet is discarded if the incoming packet is known to
the router and accordingly not being forwarded, Isaksson [1].

Modified Reverse Path Forwarding (MRPF) - is a routing algorithm based on
RPF implementing enhanced forwarding mechanism that consists of discarding
the incoming packets if they previously have been forwarded, Isaksson [1].

Wireless Personal Area Network (WPAN) - Close range wireless network that
will enable users to interact with technology and information in their everyday
life, in a car, house or even in the mall. WPAN cover smaller areas with low
power transmission, Murthy [3].

Frequency Hop Synchronisation (FHS) packet - the packet used to pass the in-
formation needed to allow one Bluetooth device to synchronise with the hop

10



sequence of another Bluetooth device, Bray [2]. This is used during the inquiry
and page procedure.

Industrial Scientific and Medical (ISM) band - This is a globally available fre-

quency band situated at 2.4 GHz (2.4 - 2.4835 GHz), Bluetooth uses the fre-
quency range between 2.402 - 2.480 GHz, Bray [2].

11



Chapter 3

Bluetooth Principles

It is possible to come into contact with Bluetooth from various angles, this
section focuses on the theory and main principles which were applied during
the work on this thesis. The Bluetooth system itself is complex with many
components and layers of abstraction so this section is intended to provide the
reader with the necessary level of knowledge.

3.1 Bluetooth Background

According to Bray [2] Bluetooth is a short range radio technology originally
developed to act as a cable replacement when connecting between different de-
vices such as mobile phones, headsets, laptops or Personal Digital Assistants
(PDA’s). Some reasons for the increased interest in the Bluetooth technology
is its low cost, low power consumption and high interoperability.

- 1994: Ericson Mobile Communications AB was trying to find an alternative
to replace the cables they used to link their mobile phones with existing acces-
sories. A decision was made to use some sort of radio link. This new technology
was named Bluetooth.

- February 1998: The Bluetooth Special Interest Group (SIG) was founded to
develop and define the Bluetooth specification.

The SIG members at this time were:
- Ericson Mobile Communications AB
- Intel Corp

- IBM Corp

- Toshiba Corp

- Nokia Mobile Phones

- July 1999: The first version called 1.0A was released and in December four
new members, Microsoft, Lucent, 3COM and Motorola joined SIG.

- 2000: Version 1.0B released

12



Included corrections and clarifications from the original 1.0A version.
- 2001: Version 1.1 released

Changes were done to increase the reliability of the Bluetooth specification and
to improve the interoperability of version 1.0B.

- 2003: Version 1.2 released

Changes in the 1.2 version include: Adaptive Frequency Hopping (AFH) in
order to reduce interference between wireless technologies sharing the ISM band.

Enhanced Voice Processing, a feature designed to improve the quality of voice
connections, particularly in noisy environments.

Faster Connection Setup, version 1.2 needs less time for connection setup be-
tween Bluetooth devices.

Backward Compatible, the new version of the Bluetooth specification is back-

ward compatible with version 1.1 allowing users of nearly all existing Bluetooth
devices to easily work with products built according to the new specification.

13



3.2 Bluetooth Protocol Stack

A key feature of the Bluetooth specification is that it aims to allow devices from
lots of different manufacturers to work with one other. To this end, Bluetooth
does not just define a radio system, it also defines a software stack to enable
applications to find other Bluetooth devices in the area, discover what services
they can offer, and use those services. The Bluetooth stack is defined as a series
of layers, though there are some features which cross several layers.

APPLICATIONS

TCP/UDP

TCS RFCOMM SDP
I I I
L2CAP

"Wwoo |y
X340

HCI

Audio Link Manager

Baseband / Link Controller

Bluetooth Radio

Figure 3.1: Bluetooth Protocol Stack

Looking at the Bluetooth stack, see Figure 3.1 from bottom and up, the follow-
ing layers are encountered:

Radio - or Radio Frequency (RF) layer - modulates and demodulates data for
transmission or reception on the radio interface. Bluetooth radio is globally
available using the ISM band. This ISM band is divided into a total of 79
channels, 23 channels in France, Japan and Spain due to restrictions, separated
1 MHz from peak-to-peak.

Baseband/Linkcontroller - controls the physical links created by the radio,
packet assembling and frequency hopping.

Link Manager layer - controls and configures links to other Bluetooth devices.
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Host Controller Interface (HCI) layer - handles communication between a sep-
arte host and a Bluetooth module and communicates with lower layers.

Logical Link Control and Adaptation (L2CAP) layer - multiplexes data from
higher layers and converts between different packet sizes.

RFCOMM layer - RFCOMM is a simple transport protocol, with additional
provisions for emulating the 9 circuits of RS-232 (EIATIA-232-E) serial ports.

Point-to-Point Protocol (PPP) and OBject EXchange protocol (OBEX) layer -
provides an interface to higher layer parts of other communication protocols.

Service Discovery Protocol (SDP) layer - enables a Bluetooth device to discover
what services other Bluetooth devices provide and support.

Telephony Control Protocol Specification (TCS) layer - provides telephony ser-
vices.

Audio - Provides a voice over air interface for a Bluetooth device.

Applications layer - Bluetooth profiles give guidelines on how applications should
use the Bluetooth protocol stack.

3.2.1 Bluetooth Radio

Bluetooth radio operates at 2.402 - 2.480 GHz on the ISM band (2.4 - 2.4835
GHz) see Figure 3.2, this is a license free and globally available radio spectrum
which suits Bluetooth [4]. In all, this frequency range provides Bluetooth with a
total of 79 channels with 1 MHz peak-to-peak. In France, Japan and Spain there
are only 23 channels available due to national restrictions in the ISM band. All
channels are capable of signalling data at a rate of 1 Mbps, on the physical layer,
using the Gaussian Frequency Shift Keying (GFSK) modulation scheme [2].

1 MHz
|

Ch1 Ch2 Ch79

—
1 MHz

2.402 GHz 2.480 GHz

2.4 GHz 2.4835 GHz

Figure 3.2: ISM Frequency Band
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Since the ISM band is license free and globally available it is not only Blue-
tooth radio that occupies this band, a plethora of other devices such as cordless
phones, car security and standardised WLAN applications use this radio spec-
trum as well, creating a very hostile environment for the Bluetooth radio. The
Bluetooth radio uses Frequency Hopping Spread Spectrum (FHSS), adaptive
power control and short data packets.

3.2.2 Baseband and System Timing

The baseband controls the frequency hopping, handles the control for low level
timing, divides segments into packets and also provides error correction and
retransmission capabilities [5]. Like many communication protocols Bluetooth
synchronises its Frequency Hopping (FH) to a real time clock. This ensures
the exchange of data between two devices. Every Bluetooth device has its own
free running clock which controls the timing and operation of that device. A
Bluetooth clock which is a 28 bit counter, resets to zero at power up, that
increases every half time slot or 312.5 us, it is normally referred to as CLKN.
When connecting between two or more devices the timing is crucial. A master
device, the device that initiates an exchange of data, controls the piconet by
using the CLKN as its time reference for synchronising the time slots in which
to send and receive data. In order for a device to act as a slave its timing and
channel number must be synchronised to that of its master.

To synchronise the timing a slave device adds an offset time value to its native
clock (CLKN) see Figure 3.3, this results in a new clock value called the CLK,
it is an estimate of the master’s CLKN and referred to as the piconet clock.

16



Master Clock Offset

> + —>CLK
Master clock of the piconet, that
is, the CLKN of the piconet master device.

CLKN

> + ——>CLKE

Estimate that a paging device
makes of CLKN in a paged device.

Slave Estimate Clock Offset

Figure 3.3: Bluetooth Clock Offset

During inquiry, connection setup, between a master and a slave device the mas-
ter has no knowledge of the slaves CLKN, so the master needs to make an
estimate of the slave clock in order to send Identity (ID) packets and receive
Frequency Hop Synchronization (FHS) packets. This is done in a similar way
as the CLK, that is, by adding an offset time value to the master CLKN which
gives us the CLKE (Estimated clock).

3.2.3 Link Manager

Bluetooth devices are controlled by a host through the Host Controller Inter-
face (HCI) commands. These commands are translated by the Link Manager
into operations at the baseband level [2]. All communications between different
LM’s are carried out via the Link Manager Protocol (LMP) messages. Before
any LMP messages can be exchanged the Link Controller must establish a link
between the involved devices.

The main operations of the LM are:

- Setting up and breaking up connections.
- Configuring links and controlling master/slave switches.

- Establishing Asynchronous Connection-Less (ACL) and Synchronous Connection-
Oriented (SCO) links.

- Putting connections into low-power modes (Hold, Sniff and Park). All of

these functions are based on a request - response communication between a
master and a slave device.

17



Link Setup

As mentioned, the LM is responsible for setting up and managing the baseband
connections that link different Bluetooth devices together. There are two types
of logical Bluetooth links, ACL (data) and SCO (voice), links. ACL links are
established by the LM using the baseband. Across these, now existing, connec-
tions LMP messages can be used to create SCO links.

Link Shutdown

When breaking up an established link between devices problems may occur if
it is not done in the correct way. For example when a slave device is detached
from a piconet, the connection is broken up, the slaves Active Member Address
(AM ADDR) can be reused by the master of the piconet to identify a new slave
device. If the detachment of the slave device is not done correctly, there may be
two devices trying to respond to the same AM ADDR. To avoid this problem,
any time a master or a slave device wishes to shut down a link, the LMP detach
message is sent.

Link Configuration

Links must sometimes be configured in order to become more efficient. Multi-
slot packets and role switching can be used by a LM to increase the efficiency
of an established link. The first time a link is setup it uses single-slot packets
by default. Single-slot packets are not very efficient in their use of bandwidth,
but they are more resistant to interference than multi-slot packets. Any device,
master or slave, may signal for a change of packet type. A device specifies the
amount of data, packet type, it wishes to receive by sending the LMP max slot
message. If a device wants permission to send multi-slot packets, it sends a
LMP max slot request message.

Sometimes when the current master of a piconet and a connected slave device is
not functioning in an appropriate way, a role switch may be needed. Instead of
shutting down the already existing link between the devices, and then starting
all over again with the former slave paging and the former master performing
a page scan, the device wishes to initiate the role switch simply sends a LMP
switch request message to the other device. If the master sends the LMP switch
request, the slave responds with a LMP slot offset message which contains the
BD ADDR of the slave and a slot offset. If the slave initiates the switch by
sending the LMP switch request messages to the current master, it also sends
the LMP slot offset message. The FHS packet is used to synchronise the two
devices when switching roles.

Security and Low-Power modes

The Bluetooth baseband includes an encryption key generation and cipher en-
gine. This engine must be controlled by higher layers, and that control must be
synchronised at both ends of a link. A mechanisms for negotiating encryption
modes and encryption keys used by devices at either side of a link is provided
by the LMP. The LMP also controls the low-power connection modes (Hold,
Sniff and Park) supported by Bluetooth. In these modes a device remains syn-
chronised and is, at the same time, able to save power by leaving the connection
during a predefined period of time.

18



3.2.4 Host Controller Interface

In systems where higher layers are run on a host device’s processor and lower
layers on a Bluetooth device, an interface is needed between the higher and
lower layers. The Bluetooth standard defines the (HCI) [2]. The HCI provides
the user with a method to access the Bluetooth hardware capabilities, it also
provides a command interface to the baseband controller and link manager. Fig-
ure 3.4 shows how the Bluetooth protocol stack can be divided into two parts
and linked together via the HCI.

Host

Upper layers
Higher Layers on Host

Audio L2CAP Control

HCI Driver

Physical Bus Driver

s}gx1oed IOH

Bluetooth Module

Lower layers in
Physical Bus Driver Bluetooth module

HCI Driver

Link Manager

Link Controller

Radio

Figure 3.4: HCI Position in Bluetooth Stack

In order to carry out the various tasks performed by the HCI, different HCI
packets are sent between a host and a Bluetooth device using the HCI transport
layer. A host is able to control and monitor a Bluetooth device by using HCI
commands. HCI commands are sent from the host to the Bluetooth device using
the HCI command packets. Figure 3.5 shows the HCI command packet.

19



0 8 16 31

OpCode Parameter
Parameter 0
OCF I OGF Total Length
Parameter 1 Parameter ...

|
|
1
|
|
|
|
V2

Parameter N-1 Parameter N

Figure 3.5: HCI Command Packet

The two byte OpCode field is used to identify the different types of commands.
From the OpCode parameter, the OpCode Command Field (OCF) and the
OpCode Group Field (OGF) are derived. Six bits are used by the OGF to
identify a specific group of commands, and the remaining ten bits are used to
identify a command within the specific group. The parameter fields (parameter
0 - N) contains the specific length of each command used, and the combined
length of all parameters which are used in a packet is found in the Parameter
Total Length field.

The HCI Event packet is used by the host controller to notify the host when
events occur. When a command, sent by the host, is completed the Bluetooth
device returns an event packet carrying a Command Complete event message.
Some commands, like inquiry, take time to complete. In situations like this the
Command Complete event can not be sent, instead a Bluetooth device provides
the host with information regarding its current status. This is done by sending
a Command Status event package. In Figure 3.6 the HCI Event packet is shown.

0 8 16 39
Event Code Parameter Total Length Event Parameter 0
Event Parameter 1 Event Parameter 2 Event Parameter 3

|
I
I
{

Event Parameter N-1 Event Parameter N

Figure 3.6: HCI Event Packet

The Event packet format is very similar to the Command packet format shown
in Figure 3.5. The Event Code field perform the same function as the OpCode
field in a Command packet. That is, identifying which (command) event to use.
The Parameter Total Length field and Event Parameter fields are also used in
the same way as in the Command packet.
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HCI data packets are used to exchange data between a host and a Bluetooth
device. Two HCI data packet types are defined, one carries ACL data and the
other carries SCO data. Figure 3.7 shows the HCI ACL data packet format.

0 12 16 31
Connection Handle PB | BC Data Total Length

Data

Figure 3.7: HCI ACL Data Packet Format

Connection Handle field identifies the ACL connection for the data. Packet
Boundary (PB) flag identifies if the data carries the start of a L2CAP packet,
or if it is continuing fragment of a L2CAP packet. BroadCast (BC) flag is
used to differentiate between broadcast types. Data Total Length field gives
the length of the data to be sent. The packet used to transfer SCO data is
very similar to the ACL packet shown in Figure 3.7. The only differences are
that there are no PB and BC flags and the Data Total Length field is only one
byte instead of two. Three types of HCI transport layers are defined in the
Bluetooth standard. Universal Serial Bus (USB), RS-232 a serial interface with
error correction and Universal Asynchronous Receiver Transmitter (UART), a
serial interface without error correction. These transport layers are needed to
transfer HCI packets from the host to a Bluetooth device.

3.2.5 Connection Setup

Due to the ad hoc nature of a Bluetooth network, where highly mobile devices
may come into and go out of range of other communicating devices, the network
topology and membership can be constantly changing. When connecting two
or more devices, unlike a regular wired network, it may be impossible to know
whom devices are communicating with and what their capabilities are.

To handle this situation, Bluetooth provides an inquiry and paging mechanism
and makes use of the SDP [2].

In Figure 3.8 the connection setup procedure is shown. Both master and slave
device begin in standby mode. The device acting as a master, inquirer, trans-
mitts ID packet to an inquiring slave device. When the scanning device discovers
an inquiry it does not respond immediately, it waits a random period of time
before sending a FHS packet replay. This is done to avoid interference from
other scanning devices and their replays. Next, the master device sends another
ID packet based on the paged device address. Meanwhile, the slave device is in
page scan state and listens for packets.

When the slave receives the masters ID packet it will replay with another ID
packet using its own address. Now the master knows that the slave is ready to
receive the FHS packet, master sends FHS packet. This packet is acknowledged
by the slave device by sending another ID packet. Now the master device can
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Figure 3.8: State Transition from Standby State to Connection State
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extract all information needed for a new connection. Finally, the master sends a
POLL packet to verify the frequency hop sequence, and the slave responds with
any ACL packet typically a NULL packet. Bluetooth devices must be able to
carry out various tasks like inquiry and page procedure, setting up connections
and using low power mode. Therefore a Bluetooth device may be in any one of
the following states, illustrated by Figure 3.9.

Standby Unconnected

. |

‘ Inquiry ‘ Page ‘ Connecting
(unknown address) (known address) states

Transmit / }1 _{ —— ‘ Active
Receive Data - states
{ | T I
X Low Power
[ Park ] [ Hold ] [ Sniff ] state

Figure 3.9: Bluetooth Operational States

Standby

In the standby state the device is inactive, the radio is not switched on, no data
is being transferred. This makes the device unable to detect other devices, and
it is also unable to make its own presence known to other devices. This state is
normally used to enable low power operation.

Inquiry (Master)

As a device enters the inquiry substate it will attempt to discover all Bluetooth
devices in the local area. During the inquiry procedure, the inquired upon de-
vice will supply FHS packets to the inquirer. FHS packets allow the inquirer
to gather the BD ADDR and Bluetooth clock information required to make a
connection.

Inquiry Scan (Slave)

Inquiry scan is the other half of the inquiry procedure. Although scanning
is optional, most devices will periodically enter this state to make themselves
available to inquiring devices.

Page

To establish a connection, the device which is to become a master will perform
the paging procedure. In page state the master device will transmit ID packet
to the intended slave device, the slave responds to the master which allows the
master to respond with its FHS packet to the slave.

Page Scan
As for inquiry scan, a device will typically enter the page scan state to allow
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other paging devices to establish a connection with it.

Connection

Every connection made, ends with a POLL packet transmitted by the master
and the slave device will answer with any type of packet. The master transmits
NULL packets periodically in order to keep slaves synchronised. In connection
state a device will enter one of the following states:

Active
When in active mode the unit actively participates on the channel and is con-
stantly listening for new packets.

Hold
During hold mode a device ceases to support ACL traffic during a period of
time, this is done to free bandwidth for other operations like paging and scan-
ning.

Sniff
In sniff mode slave device is given a predefined slot time during which it listens
for traffic.

Park

Park mode allows a unit to save power, it is no longer active on the channel but
it is still synchronized to the traffic. Parked slaves 'wake’ up at regular intervals
and listen to the channel in order to re-synchronise.

3.3 Bluetooth Packet Structure

Each Bluetooth device has a 48 bit IEEE Medium Access Control (MAC) ad-
dress known as the Bluetooth Device Address (BD ADDR). This is used as a
seed in some of the serial bit processing operations, and in particular for the
derivation of the access code. The MAC address is split into Non - significant
Address Part (NAP), Upper Address Part (UAP), and Lower Address Part
(LAP) as follows:

BD ADDR [47:32] NAP [15:0] Used to initiate the encryption engine stream
LFSR.

BD ADDR [31:24] UAP [7:0] Used to initiate the HEC and CRC calculations
and for frequency hopping.

BD ADDR |[23:0] LAP [23:0] Used by sync word generation and frequency hop-
ping.

One of the most important things that can be derived from the Bluetooth ad-

dress is the access code which is used to detect the presence of a packet (slaves
detect the presence of a packet by matching its access code against their stored
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copy of the master’s access code) and to address a packet to a specific device.
Every packet consists of an access code, a header, and a payload (see Figure
3.10). This is the general Bluetooth packet format.

Access Code Header Payload

<& 68 or 72 bits =><a 54 bits =><a 0 - 2745 bits =>

Figure 3.10: Bluetooth Packet Structure

As mentioned before, the access code is used to detect a specific device. The
header contains all control information regarding the packet type, its size and
destination. All data that is to be sent is kept in the payload.

When taking a closer look at the Access code part of a packet, we find that it
consists of three parts, see Figure 3.11, preamble, synchronisation word, and a
trailer. The 4 bit preamble is used to detect were the received data begins. It
is a fixed sequence of either 0101 or 1010, depending on the value of the first
bit of the synchronisation word. Preamble is followed by the synchronisation
word, which is formed by a 34 bit BCH Parity Word, the 24 bit LAP of the BD
ADDR, and a 6 bit Barker Sequence. If a payload is included in a packet, then
the access code is followed by a 4 bit trailer that works in a similar way as the
preamble.

<= 68or72bits =>

Access Code

Preamble Synchronisation Word Trailer

<3 4 bits 5><2 64 bits =><44 bits >

Figure 3.11: Bluetooth Access Code

3.3.1 Access Code Types

Channel Access Code (CAC)
The CAC is derived from the master’s LAP and is used by all devices in that
piconet during the exchange of data over a live connection.

Device Access Code (DAC)

The DAC is derived from a specific device’s LAP. It is used when paging a spe-
cific device and by that device in Page Scan while listening for paging messages
to itself.
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General Inquiry Access Code (GIAC)

The GIAC is used by all devices during the inquiry procedures, as non prior
knowledge of anyones LAP exist. The GIAC is fixed in the specification as
0x9E8B33.

Dedicated Inquiry Access Code (DIAC)

There is a range of DIACs reserved by the specification for carrying out inquiry
procedures between a specific set of devices only, i.e., printers or cellular hand-
sets. These use LAPs in the range 0x9E8BO0O - 0x9E8B3F. There have not been
any definitions of specific classes of devices as yet, and so the Generic Access
Profile (GAP) specification indicates that only the Limited Inquiry Access Code
(LIAC) should be used. This is the only currently defined DIAC and is based
on the LAP 0x9E8B00. Two devices may use the LIAC on a temporary basis
only where user intervention has caused them to attempt to discover and be
discovered by each other.

3.3.2 Packet Header

As mentioned before, all control information regarding the packet (type, size,
and destination) and the actual link is to be found in the Bluetooth packet
header. In total, the header holds 18 bits of information, but since these are
protected with a Forward Error Correction (FEC) code of 1/3 the actual header
size is 54 bits. FEC 1/3 replicates the data to be sent three times so that each bit
occupies three bits instead of one, making it possible to recover a corrupt packet.

Active Member Address

During the paging process, the master will assign an Active Member Address to
the slave. This will then form the connection handle used to address all commu-
nications to the slave and for the master to differentiate between responses from
different slaves. Three bits, the size of the Active member address field, make
it possible for a master to handle up to seven slave devices. Master broadcasts
are carried out to all connected slaves with the reserved 0x000 address.

Packet type

Packet type field defines which type of traffic that is carried by this packet (SCO,
ACL, NULL or POLL), the type of error correction used for the payload, and
how many slots the payload will last for.

Flow
This flag is set by a device when it is unable to receive any more data due to
its receivebuffer not being emptied.

ARQN and SEQN

ARQN flag is set by a device to indicate that the previous reception was suc-
cessful following validation of the CRC (ACKnowledge or ACKcondition). If,
however, the ARQN was lost due to failure of the returned header, then the
original sender of the data will assume a Negative-AcKnowledge (NAK) condi-
tion and retransmit the first packet again. Each time a new packet is sent the
SEQN (sequence) flag is toggled. However, in this case, because the packet is
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resent the SEQN flag will stay the same and the recipient will see two identical
packets where the SEQN flag has not changed. It will ignore the second and all
subsequent packets until the SEQN flag changes. Even if the link is very bad,
an ACK will eventually get through and the sequence will move on.

Header Error Check (HEC)

HEC field is simply a CRC function performed on the header. It is initiated
with either the master or slave UAP or Default Check Initialization (DCI), de-
pending on the packet. HEC allows a recipient to ignore the remainder of a
packet following failure in the HEC.

3.3.3 Payload

The payload section of a Bluetooth packet is either an ACL, SCO, data or
voice payload, depending on which kind of information that is to be sent. ACL
payloads are capable of carrying up to 2774 bits of information while the SCO
payloads only carry 240 bits. Figure 3.12 shows the payload structure of an
ACL packet.

<o 0-2774 bits >

Payload
- - ~ ~
- - ~ ~
-~ - - h ~ ~
e Ty

- - ~ ~ <~

Payload Header Payload Data CRC
<O 16bits =<a 0-2712 bits =><&a  16bits >

Figure 3.12: ACL Payload Structure

As mentioned in [2], a special case of a mixed payload is possible. This mixed
payload carries 80 bits of voice payload and 0 - 72 bits data payload. The packet
containing this mixed payload is a type of SCO packet called DV packet.

3.3.4 Special Packets

Besides the ACL and SCO packets, Bluetooth also use some special packets, the
ID, NULL, POLL and FHS packets all have important tasks to fill.

ID

The ID packet only comnsists of the access code and is used during inquiring.
An inquiring device, the master, transmitts ID packet to an inquiry scanning
device, the slave.

NULL
The NULL packet consists of the access code and the packet header. This packet
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is used to pass acknowledgments (ARQ’s) or flow control back to a device after
reception of a packet. A typical situation occurs when a slave receives data
from the master but has no data to send back, it then sends the NULL packet
to acknowledge the masters packet. The NULL packet itself does not require
acknowlegment.

POLL

The POLL packet has the same structure as the NULL packet, but whereas
the NULL packet does not have to be acknowledged, the POLL packet must be
acknowledged whether or not the recipient has any data of its own to return [2].
Since the POLL packet must be acknowledged, it is often used by master devices
to detect the presence of slave devices in a piconet.

FHS
The FHS packet contains all the information required to set up a connection
between two devices. Figure 3.13 shows the FHS packet payload.

Page
CLK[27:2] Scan
Mode

<9 34bits S><T24bits=> 2 2 2 <98E><T16 =< 24 bits E><T13E><26 bits=><m3=>

Payload | & |
Header @

AM_

o
*» UAP NAP CLASS ADDR

Payload

Figure 3.13: FHS Packet Structure

The BHC parity word and LAP forms the sender’s access code. LAP, UAP and
NAP form the 48 bit device address of the sender. SR and SP specify the page
Scan Repetition and Scan Period times. Class indicates which class a sender
belongs to, such as a printer, PDA or a mobile phone. AM ADDR indicates
which AM ADDR to be used. CLK is the native clock of the sender, this is used
by the recipient to synchronise its clock by calculating the correct offset.
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Chapter 4

Bluetooth and Ad Hoc
Networking

From a logical standpoint, Bluetooth belongs to the contention-free token-based
multi-access networks [6]. This section first presents basic network formations
for Bluetooth and then the different classifications of routing protocols for ad
hoc wireless networks.

4.1 Piconet and Scatternet

To form a local Bluetooth ad hoc network only two devices need to be inter-
connected, this is called a piconet. Piconets consists of two up to eight active
devices, one device is always a master and the other devices are slaves. Figure
4.1 shows the most basic form of a piconet, a point to point link between a mas-
ter and a slave. Figure 4.2 illustrates a point to multipoint piconet consisting

of a master and three slaves.

Figure 4.1: Piconet with one Master and one Active Slave

A limitation of the piconet is that only eight devices may be linked together.
This prevents users from creating bigger networks which can cover wider geo-
graphical areas, or just the need of linking together more than eight devices.
This problem is solved by allowing a master to have two roles. It is possible
for a master device to act as a master in one piconet and at the same time as
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Figure 4.2: Piconet with one Master and three Active Slaves

a slave in another. Due to this, several piconets may be connected with each
other and form a so called scatternet, see Figure 4.3. However, the formation of
a scatternet is not practically possible when using Bluetooth version 1.1 as the
slave/slave bridge is not implemented into the hardware. Master/slave bridge
is restricted to only two connections. If a device becomes a master, it could
handle a slave role too, but only in this order. As soon as a device becomes a
slave, it is no longer reachable for any more connections, Isaksson [1].

Figure 4.3: Scatternet

4.2 Ad Hoc Wireless Networks and the Routing
Task

Ad hoc networks consist of wireless hosts that communicate with each other
in the absence of fixed infrastructure. In an ad hoc network, a message sent
by a node reaches all neighbouring nodes that are located at distances up to
the transmission radius. Because the transmission radius is limited, the routes
between nodes are normally created through several hops. In the global rout-
ing task a message is to be sent from a source node to a destination node in a
given wireless network. The task of finding and maintaining routes in ad hoc
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networks is nontrivial since host mobility and changes in node activity cause
frequent, unpredictable, topological changes.

4.3 Characteristics of an Ideal Routing Protocol
for Ad Hoc Wireless Networks

Ad hoc wireless network requires specialized routing protocols to answer its pur-
pose. A routing protocol for ad hoc wireless networks should have the following
characteristics, according to Murthy [3]:

a) In an ad hoc network the topology is constantly changing. Therefore, a rout-
ing protocol must be adaptive in order to cope with the topology changes caused
by the mobility of nodes.

b) Ad hoc routing algorithms try to keep the connection setup time to a mini-
mum. To achieve this, it is necessary to keep the number of involved nodes to
a minimum. This makes route computation and maintenance more efficient.

c¢) It must be loop-free.

d) The algorithm should keep the number of packet collisions, and packet loss
to a minimum i.e. secure and reliable.

e) In order to handle the unpredictable topology changes of an ad hoc environ-
ment, the routing algorithm must perform rapid convergence to optimal routes.

f) The usage of bandwidth, computing power, memory, and battery power is to
be kept to a minimum.

4.4 Routing Protocols for Ad Hoc Wireless Net-
works

Ad hoc routing protocols can be divided into four categories according to Murthy

[3]:

1. Routing information update mechanism
2. Use of temporal information for routing
3. Routing topology

4. Utilization of specific resources

It has to be mentioned that some protocols may belong to more than one cate-
gory.
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4.4.1 Based on Routing Information Update Mechanism

Protocols based on the routing information update mechanism can be classified
into three major categories. They are:

a) Proactive or table-driven routing protocols: In this kind of protocol rout-
ing tables are used to store the network topology information. This information
is updated periodically in order to provide nodes with the current network sta-
tus.

b) Reactive or on-demand routing protocols: Unlike the table-driven routing
protocols, routing information is not exchanged periodically in this kind of pro-
tocol. Instead, routing information is exchanged only when a route is required
by a node.

c¢) Hybrid routing protocols: Protocols belonging to this category combine the
best features of the above two categories. The physical position of the nodes
defines a geographical zone, nodes within the zone use the table-driven approach
while nodes outside the zone apply on-demand approach.

4.4.2 Based on the Use of Temporal Information for Rout-
ing
This classification of routing protocols is based on the use of temporal informa-

tion used for routing. The protocols that fall under this category can be further
classified into two types:

a) Routing protocols using past temporal information: These routing proto-
cols use information about the past status of the links or the status of links at
the time of routing to make routing decisions.

b) Routing protocols that use future temporal information: Protocols belonging
to this category make approximate routing decisions based upon the future sta-
tus information for a particular network. The future status of the network may
be based on information like node lifetime, link lifetime, prediction of location
and link availability.

4.4.3 Based on the Routing Topology

Ad hoc wireless networks often use relatively small number of nodes, therefore
a flat or a hierarchical topology may be used for routing.

a) Flat topology routing protocols: Flat addressing is applied by the protocol to
create an unique addressing mechanism for all involved nodes. This addressing

scheme is similar to the one used in IEEE 802.3 LAN’s.

b) Hierarchical topology routing protocols: This kind of protocol uses logical

32



hierarchy and an associated addressing scheme when making routing decisions.
The logical hierarchy is based on geographical information or hop distance.

4.4.4 Based on the Utilization of Specific Resources

a) Power-aware routing: This category of routing protocols focuses on minimiz-
ing the power consumption of the battery powered nodes in the network.

b) Geographical information assisted routing: Routing performance is improved
by reducing the overhead which contains the geographical routing information.
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Chapter 5

Measuring Network
Performance

When a network is about to be set up it is important to make sure that every-
thing is functioning properly. In order to improve the network performance a
network performance measurement needs to be done. The following steps can
be used to improve network performance:

1. The relevant network parameters have to be measured.
2. It is important to understand what is going on.
3. Changing one parameter can affect the system in huge scale.

5.1 Measurement Parameters

These steps are repeated until the performance is good enough or it is clear
that the last drop of improvement has been squeezed out. Measurements can
be made in many ways and at many locations (both physically and in the pro-
tocol stack). The most basic kind of measurements is to start a timer when
beginning some activity and use it to see how long that activity takes. Other
measurements can be made with counters that record how often an event has oc-
curred. When measuring network performance the following parameters should
be considered according to Tanenbaum [5].

Sample size

Measuring the time for only one packet is not a proper measurement. The mea-
surement has to be repeated as many times as needed, and then the average
is taken to obtain an accurate result. Having a large sample will reduce the
uncertainty in the measured mean and standard deviation. This uncertainty
can be computed using standard statistical formulas.

Clock system

Computer clocks work by adding one to some counter at regular intervals. These
intervals may be of different length, milliseconds, seconds and minutes. It is im-
portant to choose an interval which fits the measurement, an event that lasts
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for a couple of seconds should be measured with a clock that increases at least
every tenth of second.

System overview
When measuring network performance a good overview is required to get all
important parameters included in the calculations.

5.2 Other Aspects of Measuring Performance

System design is crucial for better performance. Measuring can often improve
performance considerably, but they can not substitute for good design in the
first place. A poorly designed network can only be improved to a certain level,
Tanenbaum [5].

Congestion avoidance

When a network is congested, packets are delayed (sometimes even lost), band-
width is wasted and so on. Since recovering from congestion takes time, it is
better to avoid it.

Packet copying
It is not unusual that packet is copied several times during the distribution.
This has to be avioded and minimized as much as possible.

Software overhead reduction

Processing a transport data unit has a certain amount of overhead per unit (e.g.,
header processing) and a certain amount of processing per byte (e.g., checksum).
A larger overhead requires longer processing time, therefore the less overhead
the better.
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Chapter 6

Software Application

Quantified network performance measurements on RPF and MRPF algorithms
were needed in order to verify possible differences among them. A Bluetooth
network and a new measurement tool were needed too. The CStack was used
to create an application in form of a graphical user interface. This application
controlled and communicated with Bluetooth radio circuits via communication
ports. The software implemented in these applications made a simulation of dif-
ferent network scenarios possible. Interaction between the software applications
along with an explanation of how measurement data is gathered and stored is
described.

6.1 CStack Implementation

The network used during the measurements consists of four different Bluetooth
units (CStack applications). Each unit is controlled by a CStack application,
which is designed as a Graphical User Interface (GUI), see Appendix A.5.1 Fig-
ure 6.1 illustrates a simple four node network. Four units were used because
they form a minimal spanning tree [7] and this network was large enough to
make quantified measurements feasible.

4 3 4 3

Figure 6.1: A Network and its Minimal Spanning Tree

A larger network would require more resources and much longer time to exam-
ine.

Initially the most of the work was focused on finding out if there was a possibil-
ity of having all applications included in the same Visual Basic project. After
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many different approaches this idea was abandoned as a possible solution.

The reason for this is CStack which, in its current version, does not allow mul-
tithreading. The method Start Stack() is used every time a new application is
started and this method creates an internal thread where the stack is run [8].
Only one thread is allowed, therefore, if the stack gets started it must be stopped
before it can be started again. The only possibility of running all the units
(applications) at the same time was to run them as executable files known as
exe-files. To be able to make performance measurements on the network it was
essential to supervise the traffic flow. Measurements can be made in many ways
and at many locations and that is quite easy to accomplish in a traditional wired
network. The wireless network, in this case with its nodes executed as exe-files,
required to be supervised by other means.

Since an exe-file program is executed as an independent and stand alone appli-
cation it was necessary to make all nodes aware of each others activities, while
the nodes still communicate with each other via a wireless link see Figure 6.2.

I — [ | I — [ |
1 | 1 1
—— —— ——— —
file_1.exe file_2.exe file_3.exe file _i.exe

| 0

I
file 1.txt

Iy
file 2.txt a
file n.txt

Figure 6.2: Data Storing And Retrieving At Network Nodes

Sequential files or text files (txt-files) turned out to be usable in order to solve
this problem. Such files are stored on disk as a sequence of characters. Two
special characters, called the ’"carriage return"’ and "line feed"’ characters, are
inserted at the end of each line to indicate where new lines should be started.
Data stored in a file can be read in order that is sequential, Schneider [9].

This solution gave an opportunity to record different activities each time they
occurred by writing to txt-files and reading from them. Some of the txt-files
were shared by several applications but the most of them were used to store
information unique for each application. Some information of interest that was
stored in txt-files was e.g. actual time for sending or receiving a packet, record-
ing each time a packet was routed or recording succeeded (established) and
failed connections.
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The main idea of using txt-files is depicted in Figure 6.2. In order to facilitate
the measurement procedures the four nodes that form the network were assigned
different roles. The Bluetooth address of each node was associated with the role
of the node. In case of any future work with this measurement tool, the BD
ADDR’s that are going to be used have to replace the ones used in this work.
This replacement has to be done in the software code.

Those different roles are source node, router (access point) and destination node.
Source node, node A (see Figure 6.3) was used only for sending the packets.
Nodes B and C were used as routers and node D was used as the destination
node. The node D had the task of recording all the traffic through the network.
A tool, working in the background (embedded in the software), gathers all data
and records all events during a packet transmission. Appendix A.5.2 shows this
tool which is used to visualize information gathered during a transmission.
This was done by reading the data that was stored by other nodes in the txt-
files. All possible traffic cases that occur in the network were detected and
finally named as case A, B, C, D, E, F, G see Appendix A.2 and Appendix A.3
for description.

Source A BD_ADDR: 0008037168C26
Router B BD_ADDR: 0008037168C3C
Router C BD_ADDR: 0008037168C2B

Destination D BD_ADDR: 0008037168C22
Figure 6.3: Different Roles For Network Nodes

Cases differ from each other depending of how the packets are distributed
through the network. Cases A and B are quite similar but which router node
sends its packet at first makes the difference between them. The router nodes
do not receive the packets in the same order every time and the paths chosen by
packets differ as well. These are the basic elements used to distinguish different
cases from each other.

6.2 Sorting Tool

Measurements performed on the RPF and the MRPF algorithm generated a
huge amount of information. In total, two thousand packets were sent across
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the network, one thousand per algorithm. Information of interest, stored in text
files (txt-files), was e.g. actual time for sending and receiving a packet, recording
each time a packet was routed and recording of succeeded and failed connections.
As the amount of sent packets increased, the information stored in the txt-files
became difficult to handle. A way of extracting the desired information from
the txt-files was needed to simplify the work, this lead to the development of
a sorting tool. Practical Extraction and Report Language (Perl) programming
language was used due to its powerful handling of text based documents.
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Chapter 7

Problems and Solutions

Problems, as they were found, in their existing condition are described in this
section together with solutions. Ouly the changes that were necessary for im-
plementing of the algorithms such as RPF and MRPF are considered. Many
other changes are made on the original code and the final result could rather be
called a brand new software application.

7.1 Software Malfunction

In the initial stage, most of the efforts were focused on getting familiar with the
code implementations. These efforts were important in order to acquire basic
knowledge about software application needed for the future work. This stage
took several weeks of testing and debugging which finally resulted in a software
application implementing MRPF algorithm. Some software malfunctions were
also found out during this stage. The original software application, based on
CStack version 1.1, turned out to be erroneous. The application did not ful-
fil its purpose regarding two functions, namely periodic inquiry procedure and
ResetStack method. Even implementation of MRPF was not done completely.
The changes done on the original application are presented in Appendix A.1.

7.2 Original Implementation of MRPF

The flowchart used in [1] was rather a description of ideas and thoughts than
a practical approach of MRPF. Let us consider Figure 7.1 which describes pos-
sible scenarios in a network. Since the connections are extremely short-lived,
sending node is in not able to receive data simultaneously.
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Figure 7.1: MRPF Case A

Connection: 1 and 2:

If the node A sends a packet first to node B and than to node C then both node
B and C have a packet in their pending lists. These packets placed in B’s and
C’s pending list have the same length. Let us assume that node B sends the
packet to node C as depicted in Figure 7.1. What happens when the packet
arrives to node C is described in Figure 7.2 which is the same one as in original
implementation described in [1].

New packet

Already in
Pending list ?

Yes
— Move packet in —
Pending list to Log list

Already in log
list ?

Reached the
destination ?

Show packet

Knows the

destination ? Create packet to the

destination

Create packet to all
destinations, except from which
it came from

Figure 7.2: Flowchart for Original Implementation of MRPF

41



Connection: 3

Node B has sent its packet to node C. Now, node C has one (own) packet in its
pending list and one incoming packet. Let us consider Figure 7.2 in step 1. When
a new packet arrives the algorithm checks the pending list. MRPF algorithm
prevents C from sending the packet back to B by checking first pending, and
then log list. Node B discovers a same packet as incoming packet in its pending
list, moves the own packet to log list and exits the procedure. This is the crucial
error because after removing of own packet from pending list and exiting the
procedure the incoming packet literally vanishes without being taken care of.
Taking care of the incoming packet was essential in order to make MRPF fully
implemented. The necessary changes are described in Figure 7.3 where the
flowchart from Figure 7.2 was modified.

Yes
—— Move packet in —
Pending list to Log list

No

Is the

own packet
in Pending list
longer?

Already in
Pending list ?

%7 Yes

Move incoming
packet to Log list

Keep incoming packet in
'~ Pending list and move own | .
packet to Log list

Already in log
list ?

-

Reached the
destination ?

Show packet

Knows the

destination ? Create packet to the

destination

5. No

Create packet to all
destinations, except from which
it came from

Figure 7.3: Flowchart for Fully Implemented MRPF
Let us take a look back at Figure 7.1.
Connection: 3
Node B has sent its packet to node C. Now, node C has one (own) packet in

its pending list and one incoming packet. Let us consider Figure 7.3 in step 1.
When a new packet arrives the algorithm checks the pending list. MRPF algo-
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rithm prevents C from sending the packet back to B by checking first pending,
and then log list. Node B discovers a same packet as incoming packet in its
pending list, moves the own packet to log list while keeping the incoming packet
in its pending list. Keeping of incoming packet in the pending list prevented
from packet disappearing and thereby a correctly implemented algorithm. In
Figure 7.3 step 1 there is a procedure that takes care of packets with different
length. This is important in some other cases not depicted by Figure 7.1 but
Appendixes 2 and 3. Such cases are cases C, D, E and G.

RPF routing algorithm was also implemented gradually in the software in order

to make an comparison with MRPF. This algorithm was implemented by not
applying the steps 1 and 2, see Figure 7.3.
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7.3 Incorrect Random Function

An important factor during the network performance measurements was ran-
dom function embedded in each application. Figure 7.1 describes a case where
e.g., both node B and C try to establish connection with each other at the
same time. Random function provided by Visual Basic applied in the original
program code was not suitable. Several tests and simulations show that these
random functions running in each application could introduce some bottleneck
and slow down the traffic flow and thereby affect reliability of the measurements.
In matter-of-fact, these random functions did not act like a generator of random
numbers but rather like a generator of same sequence numbers (each time a pro-
gram is executed). This means that these random functions were correlated to
each other and thereby not suitable. The main purpose of this random function
was to avoid packet collisions, as much as possible, as devices were trying to
establish a connection with each other. Some of the traffic cases like the one
described in Figure 7.1, were more affected by these random functions than the
other cases.

This random malfunction was most noticeable in case A, B and in some smaller

degree case C see Appendix A.2, Appendix A.3 and Table 7.1 below.

Packet nr. Collision nr. Rnd values gener- | Rnd values gener-
ated at node C ated at node B
1 1 3,2,2,1 3,221
2 1 1
8 1 2,1 2.1
16 1 1 1
31 1 1 1
2 1 1
36 1 1 1
39 1 2,1 2,1
2 3,3,1 3,3,1
43 1 1 1
53 1 2,1 2,1
56 1 2,1 2.1
60 1 1 1
2 3,2,2,1 3,2,2,1
7 1 1 1
2 1 1
78 1 3,1 3,1
80 1 1 1
81 1 1 1
86 1 1 1

Table 7.1: Numbers Generated without Randomize Function
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The original random function implementation was quite simple and looked like
the code implementation in the example below. It is evident from the example
that random number 1 was used to initiate an establishing of connection.

r = Int((3 * Rnd) + 1) ’ Generate random value between 1 and 3.
If (r = 1) Then
...try to establish connection...

Table 1 shows the result of a simulation where sample size was only 100 pack-
ets. From this sample of 100 packets, 15 packets were delayed by the erroneous
random function, mostly regarding cases A and B (see Table 7.1). Each time
a random function generated number 1 the application tried to establish the
connection, but the problem was that the other application tried to accomplish
the same procedure as well. The result of this is a packet collision. Actually
packets never get sent but rather prevented from being sent. Both nodes back
off and try again after that the backoff time is elapsed.

This is a huge disadvantage during connection establishing. According to [9]
random function called Rnd function in Visual Basic, normally generates the
same sequence of numbers each time a program is executed. However, Visual
Basic has another function, Randomize, which changes the sequence of numbers
generated by Rnd function. The statement Randomize automatically uses the
computer’s clock to seed the random-number generator.

If a program includes a Randomize statement in the Form Load event procedure,
the list of numbers generated by Rnd function will vary each time the program
is executed. Randomize n seeds the generator with a number determined by n.
If a program does not seed the random-number generator or seeds it with a set
number, the list of numbers generated by Rnd function will be the same each
time the program is executed [9].

Randomize function was used to create a solution to this problem. As mentioned
before, the statement Randomize automatically uses the computer’s clock to
seed the random-number generator. To make sure that even these Randomize
statements were not correlated a new random function was created in two steps.

First step:

Each time an application was started an array of 100 elements was assigned
random numbers in the range between 1 and 8 using Randomize statement.
The reason why this Randomize statement was invoked during the Form Load
event procedure is because it gives an unique seed from the computer’s clock.
Next time, as another application is started, the Randomize statement gives a
new seed to the generator. This makes sure that the applications are provided
with the arrays containing different numbers. In the example below the code
implementation is represented.

Form_Load ()

For i = 1 To 100
Element = RandomNumber ()
RandomArray (i) = Element
Next i
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Private Function RandomNumber () As Integer
’Seed the randomizer from the timer
Randomize Timer
’Pick a random element number between 1 and 8
RandomNumber = Int((8 * Rnd) + 1)

End Function

Second step:

The improved random function implementation was quite similar to the original
one and lookes like the code implementation in the example below. It is evident
from the example that random number 1 is still used to initiate an establishing
of connection. This time the correlation is avoided by using an array of 100
elements that is assigned random numbers in the range between 1 and 10.

Randomize

r = Int((100 * Rnd) + 1) ’ Generate random value between 1 and 100
ArrayElement = RandomArray(r) ’extract the value of the array element
If (ArrayElement = 1) Then

...try to establish connection...

This new array required adjustment of the timers because of its dimension and
the larger amount of data that is processed during the establishing of connection.

' 0’ - Numbers Generated Without Randomize Function

' x ' = Numbers Generated With Randomize Function
T T T

10 * T T
¥ X ® -
r=1
8r ® E
r=0,27
U X ® X B
<
[}
Qo
S 6 x ® x -
=
c
£
‘8 5r ® X 4
c
[o]
14
4+ X ® X X -
3r- x ® X 4
2F ® x 4
1 I % I I I I I I
1 2 3 4 5 6 7 8 9 10

Random numbers
Figure 7.4: Correlation Analysis of Random Functions
Figure 7.4 illustrates correlation coefficient for a sample of 100 random numbers,
in range between 1 and 10, generated by the random functions applied in Visual

Basic. Correlation is a measure of strenght of linear association between two
variables. It is evident that the original random function (randomize function

46



not applied) generated numbers with highest possible correlation (r=1). Im-
plementation of the randomize function in the software code and other changes
described earlier resulted in a new correlation coefficient of r=0.27.

According to Siegel [10], a simple test can be used in order to decide whether the
correlation is significantly different from 0. If the correlation is significant, the
two factors are associated. But if the correlation is found to be non significant,
the two factors might not be related. Applying this test on this new correlation
coefficient indicated that even the new coefficient (r=0.27) was statistically sig-
nificant. The new coefficient still indicates some association, even though the
association may not be very strong and far from perfect association.

47



Chapter 8

Result

Performance analysis of wireless ad hoc networks is a challenging task because
such analysis must take into account random topology, routing and the char-
acteristics of the application that generates the traffic carried by the network.
The main goal of this thesis was to perform network measurements and evaluate
differences between RPF and MRPF routing algorithms, if any. A statistical
overview of network performance measurement results is presented in this sec-
tion. All measurements were done using the equipment described in Appendix
A4,

8.1 Network Performance Evaluation

Implementation of the new software made it possible to detect and distinguish
between different traffic cases that may occur in the network consisting of four
nodes.

In order to make quantified measurements and verify the differences, if any,
between RPF and MRPF a network measurement was realized. Section 5.1
describes the guiding principles applied during this network measurement. The
sample size was 1000 packets both for RPF and MRPF algorithm. Measurement
procedure is time-consuming and all the measurements were made during a
longer period of time and during several different occasions. The measurement
results were stored in txt-files and sorted by using Perl programming language.
Sorting procedure focused on gathering of data presented in Table 8.1. All
statistical calculations and graphical presentations in this section were made in
Matlab environment.

For both routing algorithms were several traffic cases and measurement param-
eters determined. The traffic cases are illustrated by Appendixes A.2 and A.3.
The measurement parameters for each case are:

- time for packet distribution from source to destination
- the total number of connection attempts

- the number of failed connections (included in the total number)

In the table above the average time is presented because of unequal occurrence
of the traffic cases. Statistically, average time gives a more relevant and reliable
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Algor. | Parameters A B C D E F G
MRPF| Occurrence(of 1000) | 107 | 80 73 184 | 150 | 218 | 188
Average Time(s) 12.77] 12.39| 10.19| 7.19| 5.19| 5.72| 6.71
Connections(Total) | 590 | 434 | 324 | 812 | 630 | 892 | 794
Connections(Failed) | 162 | 114 | 32 76 | 30 |20 | 42
RPF | Occurrence(of 1000) | 135 | 24 74 171 | 126 | 287 | 183
Average Time(s) 16.21] 9.50 | 9.74 | 7.70 | 5.34| 5.68 | 7.65
Connections(Total) 1064 | 131 | 443 | 1014| 665 | 1208| 984
Connections(Failed) | 277 | 10 39 90 | 35 |60 |69

Table 8.1: Performance of the RPF and MRPF per 1000 Packets

information about the packet distribution as described in Section 5.1. The oc-
currence of the traffic cases is illustrated in Figure 8.1.

250 T T

MRPF Cases

Number of Packets

250 RPF Cases

Number of Packets

Figure 8.1: Occurrence of Traffic Cases per 1000 Packets

A detailed presentation of the total number of connection attempts is illus-
trated in Figure 8.2. MRPF algorithm has attempted to establish totally 4476
connections of which 476 failed, thereby the number of succeeded or really es-
tablished connections was 4000. RPF algorithm has attempted to establish 5509
connections of which 580 failed, thereby the number of succeeded (established)
connections was 4929. A failed connection occurs when a Bluetooth unit tries
to establish a connection with another unit that already is receiving or trans-
mitting. A Bluetooth unit is able to handle only one connection at the same
time. Using only the established connections for calculation, the RPF algorithm
appears to be less efficient than MRPF regarding the number of connections es-
tablished. The RPF algorithm has used 23.23 % more connections than MRPF
in order to distribute the same number of packets.

Accordingly, the RPF algorithm generated 21.85 % more failed connections than
MRPF for the same amount of packets. It also has to be mentioned that the
number of packet copies made during a transmission is equal to the number of
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Figure 8.2: Total Number of Connection Attempts per 1000 Packets

established connections which means a gain of 23.23 % totally, when MRPF is
applied.

For better understanding of the statistical results illustrated in the following

sections some basic knowledge about the traffic cases is required, see Appendixes
A.2 and A.3.
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Case A Statistical Analysis

An individual comparison of case A for both RPF and MRPF is illustrated in
Table 8.2. Because of unequal occurrence of the traffic cases an average was
calculated for each case regarding time and connection attempts.

Parameters MRPF | RPF
Occurrence(of 1000) 107 135
Average Time(s) 12.77 | 16.21
Standard Deviation of Time(s) 7.72 8.93
Connection Attempts(Total) 590 1064
Connection Attempts(Failed) 162 277
Connections(Established) 428 787
Average Rate of Failed Connection Attempts per Packet 1.51 2.05
Average Rate of Established Connections per Packet 4.0 5.90

Table 8.2: A Case Analysis

It has to be mentioned that three different subcases of case A exist for RPF,
while there is only one case A for MRPF. There is one main difference between
those three subcases for RPF algorithm, namely the number of established con-
nections. Case B(c) applies only 5 connections (see Appendix A.3.2). Case A
applying MRPF performs shorter average time and less connections per packet
than RPF which generates 35.76 % more failed connection attempts and there
were 47.5 % more connections established per packet than when MRPF was
applied.
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Figure 8.3: Case A Time Comparison

Figure 8.3 illustrates mean and standard deviation as measures of spread or
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dispersion of the time samples. It is evident that RPF has performed a larger
deviation than MRPF in this particular case. Worth mentioning is that both
case A and case B are heavily affected by traffic congestion and packet delaying
(see Figure 7.1). Even case C is affected but in a smaller degree. The min values,
max values, mean (average time) and standard deviation of the time samples
are larger than for the other cases. In this case time values have its maximum
at 48 seconds for RPF and 47 seconds for MRPF algorithm. Any improvements
or disadvantages obtained by applying RPF or MRPF become most obvious in
these three cases.

Case B Statistical Analysis

As mentioned above, case B is also more affected by traffic congestion than the
other cases which is evident from statistical data presented in Table 8.3 and the
histogram illustrated in Figure 8.4. In this particular case, case B has performed
better average time when RPF algorithm was applied (take notice of the low
occurrence rate for this case).

Parameters MRPF | RPF
Occurrence(of 1000) 80 24
Average Time(s) 12.39 9.5
Standard Deviation of Time(s) 7.12 5.08
Connection Attempts(Total) 434 131
Connection Attempts(Failed) 114 10
Connections(Established) 320 121
Average Rate of Failed Connection Attempts per Packet 1.43 0.42
Average Rate of Established Connections per Packet 4.0 5.04

Table 8.3: B Case Analysis

Three different subcases of case B exist for RPF, while there is only one case
B for MRPF see Appendixes A.2 and A.3. The difference is as mentioned
before the number of established connections. Case B applying MRPF algorithm
performs longer time and roughly three times more failed connections per packet
than RPF. MRPF algorithm is still more efficient even in this case regarding
the number of really established connections. RPF algorithm has established
26 % more connections per packet than MRPF in order to carry out the same
throughput. Time samples illustrated in Figure 8.4 make RPF algorithm more
efficient regarding mean value, min value, max value and standard deviation.
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Figure 8.4: Case B Time Comparison

Case C Statistical Analysis

Case C appears in form of four different subcases for RPF and two subcases for
MRPF. This case has an even occurrence rate for both RPF and MRPF algo-
rithm. Data presented in Table 8.4 shows that RPF algorithm generates 20.45 %
more failed connection attempts per packet and 36.5 % more connections have
been established when RPF was used. This makes MRPF more efficient regard-
ing the number of established connections per packet transmission.

Parameters MRPF | RPF
Occurrence(of 1000) 73 74

Average Time(s) 10.19 | 9.74
Standard Deviation of Time(s) 4.50 4.25
Connection Attempts(Total) 324 443
Connection Attempts(Failed) 32 39

Connections(Established) 292 404
Average Rate of Failed Connection Attempts per Packet 0.44 0.53
Average Rate of Established Connections per Packet 4.0 5.46

Table 8.4: C Case Analysis

Some slightly differences for mean, min values, max values and standard devi-
ation are observable in Figure 8.5. Both algorithms have a quite similar distri-
bution of the time samples. RPF has performed a bit higher max value than
the MRPF algorithm.
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Figure 8.5: Case C Time Comparison

Case D Statistical Analysis
Case D appears in form of four different subcases for RPF and two subcases
for MRPF. This case has a frequent occurrence rate for both RPF and MRPF
algorithm as presented in Table 8.5. MRPF is more efficient in this case regard-
ing the number of connections established. RPF algorithm generates 29.27 %
more failed connection attempts per packet and 35 % more connections have
been established when RPF algorithm was applied.

Parameters MRPF | RPF
Occurrence(of 1000) 184 171
Average Time(s) 7.19 7.70
Standard Deviation of Time(s) 2.55 3.15
Connection Attempts(Total) 812 1014
Connection Attempts(Failed) 76 90

Connections(Established) 736 924
Average Rate of Failed Connection Attempts per Packet 0.41 0.53
Average Rate of Established Connections per Packet 4.0 5.40

Table 8.5: D Case Analysis

Both algorithms have a quite similar distribution of the time samples. RPF has
performed a bit higher max value than the MRPF algorithm see Figure 8.6.
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Figure 8.6: Case D Time Comparison

Case E Statistical Analysis

As presented in Table 8.6 RPF algorithm generates 40 % more connection at-
tempts per packet and 25 % more connections have been established in order to
achieve the same throughput as MRPF algorithm. Take notice of the low rate
for failed connections for both RPF and MRPF algorithm. For better under-
standing of the reasons for this see appendix A.2 and A.3.

Parameters MRPF | RPF
Occurrence(of 1000) 150 126
Average Time(s) 5.19 5.34
Standard Deviation of Time(s) 2.40 2.32
Connection Attempts(Total) 630 665
Connection Attempts(Failed) 30 35

Connections(Established) 600 630
Average Rate of Failed Connection Attempts per Packet 0.2 0.28
Average Rate of Established Connections per Packet 4.0 5.0

Table 8.6: E Case Analysis

Both algorithms have a very similar distribution of the time samples and some
slightly differences for mean and standard deviation are observable in Figure
8.7.
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Figure 8.7: Case E Time Comparison

Case F Statistical Analysis

This case has a frequent occurrence rate for both RPF and MRPF algorithm
as presented in Table 8.7. In this case RPF algorithm generates roughly twice
so many failed connection attempts as the MRPF algorithm. This is the only
case where MRPF algorithm performs equal average rate of the established
connections as RPF algorithm. Take notice of the low rate for failed connections
for both RPF and MRPF algorithm. This case is barely affected by any possible
differences between RPF and MRPF algorithm (see Appendixes A.2 and A.3).

Parameters MRPF | RPF
Occurrence(of 1000) 218 287
Average Time(s) 5.72 5.68
Standard Deviation of Time(s) 2.21 3.17
Connection Attempts(Total) 892 1208
Connection Attempts(Failed) 20 60

Connections(Established) 872 1148
Average Rate of Failed Connection Attempts per Packet 0.10 0.21
Average Rate of Established Connections per Packet 4.0 4.0

Table 8.7: F Case Analysis
Figure 8.8 illustrates the distribution of the time samples for both algorithms.

MRPF algorithm performs a bit lower max value and lower standard deviation
compared to RPF algorithm.
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Figure 8.8: Case F Time Comparison

Case G Statistical Analysis

As presented in Table 8.8, MRPF algorithm appears to be more efficient re-
garding the number of established connection attempts and failed connection
attempts. RPF algorithm generates 72.73 % more failed connection attempts
per packet and requires 25 % more connection establishments in order to carry
out the same throughput as MRPF algorithm.

Parameters MRPF | RPF
Occurrence(of 1000) 188 183
Average Time(s) 6.71 7.65
Standard Deviation of Time(s) 2.64 3.27
Connection Attempts(Total) 794 984
Connection Attempts(Failed) 42 69

Connections(Established) 752 915
Average Rate of Failed Connection Attempts per Packet 0.22 0.38
Average Rate of Established Connections per Packet 4.0 5.0

Table 8.8: G Case Analysis
Figure 8.9 illustrates the distribution of the time samples for both algorithms.

MRPF algorithm performs a bit lower max value and lower standard deviation
compared to RPF algorithm.
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Figure 8.9: Case G Time Comparison

Combined Statistical Analysis for Case A and B

Cases A and B are basically two similar cases in manner of distributing the pack-
ets. As mentioned before, there is a link between cases A and B because they
are a large degree affected by traffic congestion and packet delaying, therefore
a combined statistical analysis would be an interesting approach. In Table 8.9
is presented statistical data obtained from such an analysis. These two cases
joined together may give a reflection over the differences, if any, between both
algorithms.

Parameters MRPF | RPF
(A+B) | (A+B)
Occurrence(of 1000) 187 158
Average Time(s) 12.6 15.2
Standard Deviation of Time(s) 7.45 8.78
Connection Attempts(Total) 1024 1195
Connection Attempts(Failed) 276 287
Connections(Established) 748 908
Average Rate of Failed Connection Attempts per Packet 1.48 1.82
Average Rate of Established Connections per Packet 4.0 5.74

Table 8.9: Combined Case A + B Analysis

RPF algorithm requires 43.5 % more connection establishments per packet and
the number of failed connections is 23 % larger than when MRPF algorithm
is used. MRPF appears to be more efficient when applied on these two joined
cases regarding connection establishments.
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Figure 8.10: Combined Case A and B Time Comparison

Figure 8.10 illustrates distribution of the time samples.

Even if both RPF and MRPF algorithm have performed quite similar values on
min and max values, it is obvious that the MRPF has a lower rate of spreading
than the RPF algorithm. When MRPF was applied the mean and standard
deviation values were smaller than when the RPF algorithm was used.
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Chapter 9

Conclusions and Future Work

Software application

The network that was simulated and evaluated consisted of four nodes because
they form a minimal spanning tree. An ad hoc network, with its unpredictable
nature, is hard to analyze and a larger network would require longer time to
evaluate. Since the CStack does not allow multithreading, there was no possi-
bility of having all applications included in the same Visual Basic project.
This fact made development of the software application much more system de-
manding, more complicated, and thereby time-consuming. An improved random
function was implemented in our software but the random number generators,
obtainable in Visual Basic, appeared to be associated (correlated) in a certain
degree. These random functions made an impact on our measurement results,
above all the average time and the number of failed connections were affected.
Our software application fulfils its purpose well, even if some parts of it include
unnecessary complexity because of the limitations in the CStack.

Comparison between RPF and MRPF algorithm in general

We simulated and evaluated quantitatively the performance of the Reverse Path
Forwarding (RPF) algorithm and Modified Reverse Path Forwarding (MRPF)
algorithm using our own developed software application. Different traffic scenar-
ios (cases) were determined and compared for both RPF and MRPF algorithm.
Some of the cases demonstrate larger differences between algorithms. Our anal-
ysis, based on this comparison between both algorithms, showed that the RPF
algorithm requires roughly 23 % more connections than MRPF algorithm in
order to distribute the same number of packets. Note that this result includes
all traffic cases. This outcome makes MRPF algorithm more efficient because
of the reduced number of connections, however, this gain comes at the expense
of extended overhead. One of the challenges in an ad hoc network is reducing
the total time needed to send a message through the network. Since this total
time is heavily affected by the number of connections required to send the mes-
sage, the MRPF algorithm meets this challenge in an efficient way by using less
number of connections.

In general the MRPF algorithm needed less number of connections in all cases,
except in case F were both algorithms had an equal performance regarding the
number of connections made. By using less number of connections, the MRPF
algorithm prevents and reduces the possibilities of traffic congestion and packet
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copying at the expense of increased overhead.

Combined comparison of cases A and B for both algorithms

Since the differences between RPF and MRPF algorithms were most obvious
in cases A and B, a combined comparison of case A and B pointed out these
differences the most. Number of connections required by RPF algorithm was
43.5 % larger than when MRPF algorithm was applied.

This is even more than the result, described above, when all cases were in-
cluded in calculations. The MRPF algorithm performed a lower mean value of
the time samples than the RPF algorithm. The MRPF algorithm also had a
smaller standard deviation compared to the RPF algorithm. The mean value it-
self is actually insignificant, but the differences in mean and standard deviation
indicate that the less number of connections applied by the MRPF algorithm
is more efficient. Considering the results obtained from our minimal network,
a simulation in a larger network would probably imply a bigger impact on the
total time.

MRPF algorithm in an ad hoc environment

MRPF routing algorithm belongs to on-demand routing protocol category. This
kind of protocols executes the path-finding process only when a path is required
by a node to communicate with a destination. Since routing protocols may be
classified into several categories at the same time, MRPF combines two different
routing protocol categories, namely on-demand routing protocols and routing
protocols using past temporal information.

Routing protocols using past temporal information use information about the
past status of the links or the status of links at the time of routing. In case of
the MRPF, the information about the past link status is of less interest.

The information about the packets that already passed the links is of higher
priority. The MRPF routing algorithm is not adaptive to frequent topology
changes and it does not converge to optimal routes once the network topology
changes because the MRPF is missing this kind of information update mech-
anism. However, the MRPF algorithm is loop-free and the number of packet
collisions is minimized by limiting the number of broadcasts made. Computing
and battery power is saved by applying less number of connections but more
memory is needed because the information about the packets that already passed
the node has to be stored. Even if some of the above mentioned conclusions
were not ratified by our results, they logically follow the characteristics of the
MRPF routing algorithm.

Future work

An important consideration is reliability of our network performance evalua-
tion. Usage of another simulation software may give some other reflections on
the measurement results we obtained. In the matter of fact, well known simula-
tion software environments could be used in order to evaluate both algorithms
in a larger network. With its complexity these simulation environments may
point out some other aspects of the MRPF’s routing properties.

Our timetable did not allow us to realize an implementation of an own algo-
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rithm in the software. Some other algorithms, e.g. epidemic ones, should be
investigated and compared to the MRPF algorithm.
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Appendix A

Appendix

A.1 Software Version 1.1 Modifications

We have replaced GstrBDAddress variable with

GGstrBDAddress in the code rows below to make sure that a
bluetooth devices own address could not be mixed up with

the BD_ADDR from other devices that were discovered during
Periodic Inquiry Procedure. By implementing the new variable
all types of mismatch were avoided.

CHEHHHHHHHHHHHY
Server_timer()#
CHEHHHHHHHHHHHY

Case 4105
’0x0910 HCI_Read_BD_Addr
’Calling Read_Local_BDAddr_Result
intCmdResult = BT_HCI_API.HCI_ReadLocalBDAddr_Result(...}
’If the local address are collected
If intCmdResult >= 0 Then
’Format the BT Address for display
strBDAddress = ""
For intI = 5 To O Step -1
strBDAddress = strBDAddress &ByteHex(varBDAddress...
Next intl
BD_ADDR_Label.Caption = strBDAddress
GGstrBDAddress = strBDAddress

str_tmp = GGstrBDAddress & " "& Format$(Time$,...)..
Open str_tmp For Output As #1

HistoryListBox.AddItem "HCI_Read_Local_BDAddr_Result..
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D fitdt S A
’# Reached the destination? #
D fitdt S A

If (LCase(GGstrBDAddress)=LCase(Mid(strData,(7 + ((v1 - 1)...
Print #1, Format$(Time$, "hh:mm:ss") & " Reached the desti...
HistoryListBox.AddItem "Reached the destination? Yes", 0
Chat.AddItem Right(strData, Len(strData) - 6 - (vl * 12)

Exit Sub

ViR R
Send_button event procedures#
T

lista_1 = Connection3.ListCount

For i = 0 To lista_1 - 1

If Connection3.Selected(i) Then

str = TextTTL.Text & TextTTLM.Text & "02" & GGstrBDAddress
& Mid(Connection3.List(i)...

Print #1, Format$(Time$, "hh:mm:ss") & " Create msg, "& str
Pending.AddItem str

End If

Next i

Reset_Stack() method is invoked even by clicking

on Close button and not only when loading the application.

We have found out that the Stack "remebers" previously
discovered devices.

This modification makes our tests and simulations more realistic.

Private Sub Button_Close_Click()
Dim bolCmdResult As Boolean
’Close program
bolCmdResult = ResetStack() ’Reset the stack
If bolCmdResult Then
Close #1
End If
End

End Sub
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A.2 MRPF Network Traffic Cases
A.2.1 MRPF Traffic Cases A, B and C
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A.2.2 MRPF Traffic Cases D and E
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A.2.3 MRPF Traffic Cases F and G
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A.3 RPF Network Traffic Cases
A.3.1 RPF Traffic Case A
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(a) (b)
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A.3.2 RPF Traffic Case B
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3.4 RPF Traffic Cases D and E
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A.3.5 RPF Traffic Cases F and G
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A.4 System Description

- Personal computer: Compaq Presario 8000 Series

- Operating System: Windows XP Professional

- Processor: Intel Pentium4 2.260 GHz

- Total System Memory: 512 MB PC 2100 DDR

- Hard Drive: 120 GB 7200 RPM UltraDMA

- Communication Ports: 6 USB 2.0 ports, 1 COM Port

- Radio Circuit: 4 circuits Ericsson ROK 101 007/21

- Connection to PC: 3 connections via USB, 1 connection via COM Port
- Adjustements of timer functions can be found in the software implementation
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A.5 CStack Software Application

A.5.1 Graphical User Interface

& Chat Program with Extended Reverse Path Forwarding Prot... E

Inguiry Results BD_ADDR
|F'E|99 008037168C26
Destination
.y | |DOBO37168C2ZP393 Delete
tarne List Send
oo W) 5 el
00202716807kDonki ‘DDSDS?lSSCZB 4« Delete
0020371680220999 - R 008037168022 v
J AP List
PEI’iDdiC|nqui|’_l,l‘ Stop ‘ 008037168CZEP9399 Delete
008037168C3CP939 Send
TTL TTLM Mo Test
Pending ,ﬁ 10 ,W |Te”t“' EIearPendingl
Loag Clear Logg |
Chat Clear Chat
HCI
. E it
Yerzion: ULTIMATE

Figure A.1: CStack Software Application (Graphical User Interface)
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A.5.2 Traffic Logger Application

. TRAEFIC LOGGER

Close

Packet#  Algorithm  Case Time Total # of Connections  Failed Connections
MREFE
MRPF
MRPF
MRPF
MRPF
MRPF
MRPF
MRPF
MRPF
MRPF
LA MAPF
12 MAPF
13 MRFF

= LD 00 el O T e ) P
—
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om0 T TM GG M
PR R el R
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Figure A.2: Traffic Logger
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