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Abstract

Internet has dominated the modern communication and information ex-
change and it is growing enormously day by day. Initially it is designed to
offer various applications like World Wide Web (WWW), Electronic Mail
(E-Mail) and File Transfer (FTP). WWW has become very popular and
today, Web traffic constitutes 70-80% in global Internet traffic. Web traffic
generates by the end users, when they request for a web page. The web page
transfers between various Web servers via different service networks to the
end users. Web traffic has become very significant in the present world and
the service providers have to offer best service to the customers. Quality
of Service (QoS) is a measure of describing the performance of the service.
Quality of Experience (QoE) explains the user perceived performance and
it is subjective in nature. QoE influences the user satisfaction level, so QoS
has to ensure to promote better QoE.

User perceived QoE depends on page download time and it is an impor-
tant parameter in evaluating the performance of web service. In this work
we try to correlate the web page download times at both application-level
and network-level. In particular, when there is a considerable delay in the
network, we tried to correlate the application perceived download time with
network-level download time. We explained the difference between applica-
tion and network download times and how it varies with the applied delay.
This work also shows how the download times at both levels are related to
each other and their coefficient of correlation.

Keywords: Quality of Service, Quality of Experience, delay and
correlation.
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Chapter 1

Introduction

Internet has become an essential part of today’s communication and infor-
mation exchange. Internet traffic is growing enormously in terms of network
expansion, type of applications and the number of users. As a result the
complexity within a network is increasing to support the growing traffic.
World Wide Web (WWW) technology has been widely used in various sec-
tors and Web traffic constitutes the major part of the Internet traffic. Web
traffic generates, when a client or user requests a Web server and the Web
server responds to the client in the form of web pages. A web page forms
by processing and transfer of large number of data packets through various
connections via different Web servers [4]. But these all are transparent to
the end user and he or she can view only the web page.

Web technology has become popular, significant work is going on to
study the Web traffic characteristics. The major concern of the users in web
browsing is the web page response time [8]. If the page download time is in
the order of 2-3 ms then it is acceptable [16], otherwise the user will get dis-
appointed with the service. Web browsing applications can work efficiently
if an operator monitors the operational network performance periodically
and acts according to the observations. To measure the performance of web
browsing applications, it is very much necessary to understand the end-to-
end performance.

The network service providers should offer best performed service to
the customers to meet the service level agreements and to withstand in the
present competitive world. They have to ensure that their service is reliable
and available at all times. Therefore it is necessary to monitor the service
performance for network operators. To measure the service performance,
the service providers need to identify the key performance indicators or
metrics. Metric is an entity that describes the reliability, performance and
the operational state of the network or the network elements [12]. Examples
of the network performance metrics of web browsing are delay, jitter, packet
loss and throughput [10]. These performance metrics are very useful in
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describing the user perceived performance.

Network measurements are used to assess the performance of the network
and they have become very crucial in the course of evaluation and analy-
sis of the Internet traffic. The network service providers normally deploy
Network Measurement Infrastructure (NMI) in their networks. This mea-
surement infrastructure is used to identify the end-to-end performance in
the network and also to study the Internet traffic characteristics [3]. Perfor-
mance measurements can be carried out using two methods; they are active
and passive measurements. In active measurements, packets are introduced
into the network to measure one or more parameters. Examples of active
measurements are ping and trace-route. In passive measurements, the traf-
fic is measured and analyzed without injecting or disturbing any traffic in
the network. Passive measurements can be performed at different levels like
packet level, TCP level and application-level [6].

Both network service providers and end users use different approach to
evaluate the performance of the service. The network service providers anal-
yse the performance at network-level as they have control over the network.
It includes monitoring QoS parameters such as delay, jitter, packet loss and
throughput. Whereas the end users will not be aware of technical parame-
ters and their performance evaluation will be of more subjective [15]. As web
browsing applications are interactive in nature and the end users would like
to browse the web pages without the delay. So their performance evaluation
mostly depends on the web page response time.

1.1 Quality of Service and Quality of Experience

QoS describes the performance of the service and it is been widely to mea-
sure the user’s satisfaction level [11]. It is very crucial to understand how
the end user feels about the performance of the service provided by the net-
work and it is difficult to predict the user’s satisfaction level. By analyzing
huge amount of packet data from the operational network, it is possible to
understand the level of user’s satisfaction. If the user’s satisfaction is low,
then it may leads to the connection termination. A big challenge to the ser-
vice providers is to define the end-to-end performance criteria and threshold
such that the measured performance ensures that the customers are satisfied
and the network works efficiently [5]. QoE deals with the estimation of user
perceived performance [6]. QoE is very important for the network operators
in allocation of resources (bandwidth) where it is required and also useful in
traffic management. The below Figure 1.1 [13] shows the relation between
QoS, QoE and user satisfaction.

As shown in the QoS parameters set by the operator determines the
performance of the network. The QoE largely depends on the QoS of the
network. If the customer experiences a good service then their satisfaction
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QoS : Network
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Figure 1.1: Relation between QoE, QoS, User satisfaction and User actions.

level increases. Increase in satisfaction level leads to more usage of service
which increases the traffic in the network. Therefore these parameters are
closely related to each other.

1.2 Objective

One of the objectives of this work is to identify the key parameters that
have influence on user perceived performance at application-level and it
can also be measured at network-level. The intention of this work is to
map the network performance metric to application performance metric. In
this study, we analyze how the web page download times at network and
application-level relate to each other when there is a delay in the network.
To achieve this we developed a test bench setup using Distributive Passive
Measurement Infrastructure (DPMI) [1] at Blekinge Institute of Technology
(BTH). Different trends of network delays are applied in different browsing
sessions. Experiments are performed and network-level packets are captured
using DPMI. At the same time the application-level browser logs are noted
to compute the page download time at the user end. Our investigation shows
how the page download time varies at network and user level, when there is
a delay in the network. We tried to correlate the download times at both
levels for various applied delays.
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1.3 Research Questions

1. What is the important parameter used to measure the Web page per-
formance?

2. How to analyze the TCP packet on network-level?

3. Is it possible to map network and application-level page download
times?

4. How the relation can be useful for network operators?

1.4 Document Structure

The structure of the document is as follows. Chapter 2 explains the technical
background and the related work performed in this field. Chapter 3 describes
the experiment setup and the process involved in the experiment. Chapter
4 briefs the analysis of the experiment results. Chapter 5 describes the
conclusion and future work.
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Chapter 2

Background

Internet was initially designed to offer asynchronous applications such as
WWW, email and file transfer. It is necessary to understand and analyze
the network traffic which can be used to predict the traffic for future net-
works. Different experiments and measurements have been performed on
Internet traffic to understand the performance and to identify the traffic
characteristics. Estimation of network performance has become a challeng-
ing issue as Internet applications are inherent in behaviour and relies on
various parameters. Web is one of the popular Internet applications and to
study the behaviour of the Web traffic it is important to analyse the traffic.
When the user sends a request for a web page, there will be huge amount of
packets that will transfer over the network. Hyper Text Transfer Protocol
(HTTP) is predominant protocol responsible for Web traffic and it depends
on various underlying protocols in different layers. To study the Web traffic
characteristics, it is necessary to understand underlying protocols such as
Internet Protocol (IP) and Transmission Control Protocol (TCP). The fol-
lowing sections describe the functioning of these protocols and their header
formats.

2.1 Internet Protocol

In order to capture the Web traffic traces at network-level, before that we
must understand the Internet Protocol header format. IP lies in network
layer and it supports the other higher layer protocols such as TCP and UDP.
IP is responsible for logical addressing (IP Address). Based on the header
format the Measurement Point is designed to capture only IP packets. The
following Fig 2.1 shows the various fields of basic IP header.

The first field in the header represents the version of Internet Protocol
and in the present experiment we used IPV4 version. The second field gives
the length of the IP header and it will in 32 bit words. Type of service is
8 bit field and it species the treatment of datagram during its transmission.
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Figure 2.1: Internet Protocol

Total length is the length of the datagram including the header and payload.
It is usually measured in octets. Using the header length and total length it
is easy to locate the end of the header and beginning of the payload in the
IP datagram. The maximum size of the IP datagram is 65535 bytes [14]. A
value will be assigned in identification field which is used in the process of
assembling the fragments of a datagram. Identification will assign the value
for the datagram which is used for service precedence. The next field consists
of three flags. The flag R indicates that it is reserved. The flag DF represents
do not fragment and MF represents more fragments. Fragmentation offset
directs the reassembly of the fragmented datagram. Time to Live (TTL)
indicates the life time of the datagram in the network. In our scenario the
TTL for the requests to the Web server is different from the response. The
protocol field indicates the higher layer which is TCP. Header checksum is
used for error checking. The other fields represent the source and destination
IP addresses followed by the actual data or payload.

2.2 Transmission Control Protocol

TCP is a connection oriented, reliable data transport protocol used to trans-
fer the data over the Internet. It is responsible for end to end communication
and it uses ports to transfer the data. It receives the data from the upper
layers and processes using the service provided by the underlying protocols
such as IP. TCP is used by many popular applications mainly WWW and
used as transport protocol for most of the Internet traffic [19]. Web brows-
ing is a reliable service so HT'TP uses TCP as transport protocol for data
transfer. In our experiment we are interested in capturing only TCP pack-
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Figure 2.2: Transmission Control Protocol

ets. To capture the TCP packets it is necessary to study the TCP header
and its fields. The filters in the DPMI are designed in such a way that the
packets belongs to the corresponding protocols can be captured. The above
Figure 2.2 represents the TCP datagram header format.

TCP uses port numbers as the way for communication and identifying
particular TCP connection. In the TCP header the first two fields represents
the source and destination port numbers. The sequence number is the first
octet in the packet. If SYN flag is present then the sequence number is
called Initial sequence number (ISN) and the sequence number of first data
byte will become ISN+1. The acknowledge number is the next sequence
number of the packet for which the receiver is expecting. When the three
way handshake succeeds and the connection establishes then the ACK flag
will be turned ON [14]. Header length indicates the length of the TCP
header in 32 bit words. It also describes the starting of the payload. There
are 6 flags in the next field. URG indicates urgent pointer. ACK flag is
for acknowledgement. PSH represents push function. RST is for connection
reset. SYN flag is for synchronising the sequence numbers. FIN represents
no more data from the sender or end of data transmission from the sender.
The other fields are window size and checksum followed by payload.

TCP establishes communication using sockets. A socket consists of
source and destination IP addresses and port numbers. Normally TCP es-
tablishes connection using the sequence number and acknowledgement num-
ber and begins the process with a three way handshake [6]. In this process,
the data is transmitted from the sender and the receiver has to acknowledge
each byte of the data that it receives. In web browsing if the user wants to
terminate the connection, in this case he can stop or refresh the connection.
For which FIN and RST flags will be called which are responsible termina-
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tion of active connection or transfer. The captured packet traces consists of
various flags using which we can identify whether it is a request or reply. By
using various fields of the IP and TCP header we can analyse the captured
packet traces which is discussed in chapter 4.

As mentioned in the previous chapter, this work describes the perfor-
mance analysis of web browsing applications traffic. The objective of this
research is to map the download times of application-level traffic to network-
level traffic for web browsing applications and based on the results will cor-
relate them. The following section explains briefly about the relevant work
performed in this field.

2.3 Related Work

Extensive research has been done on Web traffic to identify the parameters
which are used to evaluate the performance. Some of the researches are
based on QoS parameters and few of them based on QoE from user per-
spective. In this [7] work the authors evaluated the effect of packet loss
on Web traffic characteristics. From the results, they correlated the packet
loss of Web traffic to user quality of experience. The authors performed
passive measurement and evaluated the effect of connection duration, size
of connection and Inter-arrival time of connection on packet loss. The re-
sults show that the connection duration and size of connection are not key
parameters to determine the user behaviour. The authors suggested that
the inter-arrival time of connection is an important parameter to estimate
the user behaviour.

A study has been done on analysis of HT'TP traffic on application-level.
In [2] the Web traffic (HTTP) is collected using tcpdump from BTH access
network. The collected traffic is augmented using tcptrace for analysis. By
analyzing the application logs, the authors measured various properties of
HTTP traffic. The authors calculated inter-session arrival time, inter-arrival
time and request message size for various HTTP sessions and shown that
they influence the performance of web browsing application traffic. They
also suggested that Web server load and number of transactions within a
HTTP session will also influence the performance of the Web traffic.

In the past, research has been done in the field of video streaming ap-
plications in order to identify the traffic characteristics and performance.
A similar study has been made to correlate between the application-level
traffic and network-level traffic. In this paper [9] the authors developed tool
for measuring application-level parameters for video streaming applications.
They designed a test bed for collecting application-level logs. The authors
identified and measured the key performance parameters that characterize
the quality of video. They presented the results of measuring the correlation
between application and network-level traffic of video streaming application.
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But a similar study in the case of web browsing is not carried out before
which motivated us to work in this area.

A similar work has been done to study the QoE from both the operator
point of view and from the user perspective [15]. This paper investigates
the correlation between the user network-level traffic characteristics to user
perceived performance. Using the test bed setup, the authors evaluated the
relationship between QoE and QoS parameters in a passive measurement
environment. In an operational network, they compared QoE with web
session volumes and derived relationship between QoE session volumes, loss
and throughput.

Work has been performed on the effect of packet loss on TCP traffic.
The authors correlate packet loss with TCP traffic characteristics such as
connection duration, size and inter arrival time. The authors explained that
when packet loss rate increases, the connection becomes shorter and their
inter arrival time increases [5]. They also pointed out that dissatisfaction
of users leads to termination of connection. Aborted connection consumes
network resources and also disturbs the successful connection.

In evaluating traffic characteristics, various types of methods and ap-
proaches have been used to measure the web browsing QoE. Some of the
approaches are subjective in nature. This is done by collecting the user rat-
ings to evaluate the user perceived performance. In this [16] work it has been
analyzed that the effect of application download times on user QoE ratings
and a mapping has been carried out between these two parameters. The
user QoE is evaluated using the experimental test bed, in which the users
are allowed to browse various web pages. From the analysis, it is found that
pages with higher download times (8 seconds and 6 seconds) were easily de-
tected by the users thus resulted in low QoE ratings. The author concluded
that the Web page download time should not exceed 3 seconds.

The above paragraphs describe various works performed related to eval-
uation of Internet traffic. In the present knowledge there is no work which
maps the page download times of Web traffic at both application and network-
level. There is a gap between the application-level and network-level char-
acteristics on which this work is focused. Our research is a continuation of
previous work, which is performed on network-level for Web traffic. This
work describes the correlation between application and network-level per-
formance characteristics. This can be used as a measure to evaluate the
performance of the Web traffic.



Experiment Setup

12



Chapter 3

Experiment Setup

In this chapter, we are going to discuss about the experiment setup and
how the experiments are performed. This includes the experiment setup
i.e. DPMI, the process being performed during the experiment and the tool
involved in analysing the collected traces. We begin with the experiment
setup.

3.1 Design

The main idea in designing the experiment setup is that the users are able to
access the Web pages, which are stored in the Web server. The basic block
diagram of the experiment setup is shown in the below Figure 3.1. The user
is connected to the server via traffic shaper. The shaper adds the mentioned
delay in the incoming traffic from the server and forwards further it to the
user. A measurement point is connected between the shaper and server
to capture the packets. The Web server is also connected to the external
network to provide the synchronization to all the elements in the network.
Using this setup the user is able to browse the pages generated by the Web
server. The web page download time can be noted at application-level on
user machine. Using the captured packets from the measurement point the
network-level download time can also be computed.

3.1.1 Testbed Description:

In this section a detailed explanation of the actual experiment setup is de-
scribed, which is used to perform the experiments. It consists of various
components and how they work with each other. The block diagram of
the entire setup is shown in Figure 3.2. To compute the download time at
network-level, the packet traces are collected using DPMI. The following
sections describe the complete description of each component of DPMI.

13
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Users Traffic Shaper Web Server

Measurement
Point

Figure 3.1: Experiment setup.

Table 3.1: Web browsing sessions details

Session | No of Pages Trilg:g}?ae;g E;S)
1 22 0
2.1 6 0
2.2 6 75
2.3 6 150
2.4 6 310
3.1 6 235
3.2 6 150
3.3 6 75
3.4 6 0
4.1 6 75
4.2 6 150
4.3 6 75
4.4 6 235

3.1.2 Traffic Shaper:

It is a device which is used to insert the intended network parameters like
delay, errors and duplication etc. in the network. In the current setup, the
shaper is a Linux machine which injects delay based on the input parameters.
We have used NetEM [24], an emulator that inserts desired delay during
the transmission of the packets. The delays are applied at different levels
such that we can study the behaviour of the packets at various levels. The
different delays applied for various sessions are shown in the Table 3.1.

3.1.3 Measurement Area Controller (MArC):

The MArC is also called experiment controller, is the main network compo-
nent in the setup. MArC is the Web server where the web pages are hosted,
which is accessed by the user. The database server (SQL) and apache server
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are also installed in this machine. Database server is used to log user and
Web server logging information. MArC provides the GUI to control the
measurement points and also manages MP by supplying filters[1]. The ex-
periment controller manages the remaining elements in the network. MArC
has three interfaces. One of the MArC interfaces is connected to external
public network. Second interface is connected to the private network in
which user system is connected. The third interface is connected to switch.
MArC acts as DHCP server and it provides private IPs to traffic shaper, MP
and consumer. It is also connected to Network Time Protocol (NTP)[22]
server so that it will provide timing synchronization to the remaining net-
work elements.

3.1.4 Measurement Point:

It is a network device used to capture the packets at network-level. In the
current scenario, the measurement point is a Linux machine with Endace
DAG (Data Acquisition and Generation) network cards [17]. It is a powerful
packet capture interface card used to capture traffic on high-speed networks.
The DAG card can capture the packets in both directions. We connected
the DAG card to the external NTP server to provide the clocking synchro-
nization. The MP will intercept the packet transmission and capture the
packets as per the filters which are controlled by Measurement Area Con-
troller (MArC). It further transfers the captured data to consumer which is
connected to Measurement Area Network (MArN).

3.1.5 Consumer:

The consumer is a Linux machine which is directly connected to switch. It
is connected to the management network of the setup. Consumer acquires
dynamic private IP and clocking synchronization from the Web server. The
consumer converts the captured packet data into desired form as per the
filters provided or the format specified by the user. The captured traces
from the consumer are stored in a file to analyze further.

3.1.6 Users:

The user computer is a Windows XP SP2 based machine. Mozilla Firefox
[23] version 2.0 browser is installed in the machine to browse the web pages.
The Fasterfox [18] add-on is installed which is used to note the Web page
download times. The browser log shows the URL of each web page and
the time stamp. The MArC DHCP server provides a private IP to the user
machine. Meinberg NTP software [21] is also installed in this machine, which
acquires timing synchronization from the MArC. By running this software
the user machine will be in sync with the other network elements in the
setup so that the timestamps in all the machines are accurate.
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Network

Figure 3.2: Experiment setup design overview

User Measurement Experiment Controller (or)
Traffic Shaper Point WEB Server

3.2 Experiment Approach and Configuration:

The main aim of this experiment set up is to capture the Web traffic traces at
network-level, which can be used to calculate the download time at network-
level. These download times will be compared to that of download times
measured at application-level. The following paragraphs describe the pro-
cess involved in this experiment.

The user machine and the Web server are connected to the same net-
work so that the user can access the web pages. The web pages consists of
pictures and the user has to rate each web page based on its performance.
At the same time we captured the packet traces of each web page using
the MP. The experiments are performed using 20 different users and each
experiment is performed one after the other. All the users are students with
telecommunication background. We applied different levels of delays at dif-
ferent browsing sessions so that download times at both network-level and
application-level can be measured to correlate them.

There are 94 web pages designed in the Web server for the user to browse
and rate them. The web pages are divided into different sessions. Each ses-
sion is sub divided into different phases based on the delays applied. Each
session has 4 phases and each phase has 6 web pages. But for session 1, no
delay is applied in the shaper and it has 22 web pages. From session 2 dif-
ferent levels of delays are applied. Session 2 delays are applied in increasing
fashion i.e. 0 ms, 75 ms, 150 ms and 310 ms. Session 3 delays are applied in
decreasing fashion i.e. 235 ms, 150 ms, 75 ms and 0 ms. Session 4 delays are
applied in alternate fashion. The different levels of delays that are applied
are based on the work done previously in the same area [16]. By applying
the sequence of delays in different fashions i.e. increment and decrement, it
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is possible to study the packet behaviour in both ways.

3.3 Process Involved in the Experiment:

3.3.1 MArC

To measure the accurate time stamp of the packets, all the devices in the
setup are synchronized to external NTP server. The experimental controller
is directly connected to external network using which the remaining devices
in the setup obtain timing synchronization. So before starting the experi-
ment the Web server has to run NTP service using which it acquires synchro-
nization with NTP server. As the apache server is installed in MArC, the
server access logs needs to be cleared so that we can note the correct server
log information. A sample of Web server log is shown below Figure 3.3.1.
And finally need to run the MArC service which initiates SQL, MArC and
MArelayd.

10.0.1.208 - - [21/Apr/2010:12:38:08 +0000] "POST /goeweb?2
/qoeweb2_copy/sessiond_phase3.php HTTP/1.1" 200 744 xx 744 4353
10.0.1.208 - - [21/Apr/2010:12:38:08 +0000] "GET /goeweb2/

qoeweb2_copy/sessiond_phase3.php?client_time=1271853488758
HTTP/1.1" 200 1282 xx 1282 62155

10.0.1.208 - - [21/Apr/2010:12:38:09 +0000] "GET /goeweb2/
goeweb2_copy/pic/P5179784.JPG HTTP/1.1" 200 1028426 =*x
1028426 1520638

Figure 3.3.1: Web Server [MArC] log

3.3.2 Traffic Shaper:

In this experiment we used NetEM emulator to insert the desired delay in
the packet transmission. The NTP service has to be started to provide the
timing synchronization. To insert the delay the following command is used.
In the command we need to mention the delay time and the interface on
which the delay need to be applied.

#tc qdisc add dev eth2 root netem delay 75 ms

3.3.3 Measurement Point (MP):

The measurement point is the device which is used to capture the packets.
To capture the packets the MP has to be synchronised with the timing
server (NTP). The MP contains DAG interface cards which need to be
started. The DAG cards capture length has to be defined in advance. In
this experiment we assigned a maximum capture length of 512 bytes. Then
finally the MP script needs to be started which will initiates interface cards
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to capture the packets. The MP will capture the packets based on the filters
that are provided, which are controlled by the MArC. The following are the
commands used in MP to capture the packets.

#/etc/rc.d/dag start 0
#dagthree -d /dev/dag 0 slen=512
#dagpps -d /dev/dag0
#./mp -i dag0 -s eth0

3.3.4 Consumer:

The packets that are captured by the DAG cards in MP are transferred
to consumer for filtering. Consumer filters the captured data and provides
desired output based on the input parameters for further analysis [1]. The
filtering can be done based on interface number, protocol and number of
packets etc. Consumer needs to be in sync with the NTP server so that
it receives the packets at the correct timestamps. The filtered packets are
stored in a .cap file which further needs to be converted into a text for
analysis. The following are the commands used in the consumer.

#./skmo09con_0.2 -i eth0 01:00:00:00:00:04 -o test.cap
#consumer -c test.cap > test.txt
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Results

4.1 Analysis

The MP is placed between the traffic shaper and Web server. The MP
can capture the packets in both the directions i.e. from Web server to
the user and vice versa. The consumer converts the captured packets into
readable form. A sample of network packet traces that are collected from
the consumer is shown in the below Figure 4.1.1.

[6438] :dag00:mpl276:1271853108.372617900250:LINK(1514) : CAPLEN
( 512) :IP(HDR[20]) [Len=1500:ID=22083:TTL=64:Chk=51208:DF
Tos:0]: TCP(HDR[20]DATA[5b4]) : [A] 10.0.1.1:80 ——>
10.0.1.208:4542 PL:5BA73D850ED1A9209E41EFD28B0D304618FBAL

[6439] :dag01:mpl276:1271853108.372851252500:LINK( 60) : CAPLEN
( 512) :IP(HDR[20]) [Len=40:ID=1791:TTL=128:Chk=56576:DF
Tos:0]: TCP(HDR[20]DATA[O]) : [A] 10.0.1.208:4542 ——>
10.0.1.1:80 PL:0000000000005EBF5F4B000000000000000000

[6440] :dag00:mpl276:1271853108.372740924250:LINK(1514) : CAPLEN
( 512) :IP (HDR[20]) [Len=1500:ID=22084:TTL=64:Chk=51207:DF
Tos:0]: TCP(HDR[20]DATA[5b4]) : [A] 10.0.1.1:80 ——>
10.0.1.208:4542 PL:E15D3EE2095A681D7119117940655BB1E7B75A

[6441] :dag01:mpl276:1271853108.372930824750:LINK(60) : CAPLEN
( 512) : IP (HDR[20]) [Len=40:ID=1796:TTL=128:Chk=56571:DF
Tos:0]: TCP(HDR[20]DATA[O]) : [A]10.0.1.208:4542 —-—>
10.0.1.1:80 PL:00000000000064BC9623000000000000000000

Figure 4.1.1: MP captured packet traces

The captured packet traces shows two dag numbers dag00 and dag0O1.
The DAG cards have two ports i.e. source port and destination port. The

20



CHAPTER 4. RESULTS 21

source port is represented by 0 and destination port is represented by 1.
We used single DAG card in this experiment and it is represented as DAG
0. So dag00 represents the traffic from Web server to the user and dag01
represents the packet flow from user to the Web server. To analyze these
traffic traces we designed an analysis tool. This tool is developed using
PERL [20] scripting language.

The analysis tool is designed and run on the captured packet traces, so
that it filters the required information or values. To make the analysis easier
we divided the traces into two different files, based on the DAG number,
source port (HTTP port), and source IP (Web server). Each packet trace
contains, the packet number, dag number, measurement point ID (MPID),
time stamp at which the packet is captured, link load, captured length, IP
header length, Time To Live (TTL), TCP header length, total length, flags,
source and destination port number and IP addresses. The client trace file
contains the packet flow captured from user to server direction. The server
trace file contains the packets that are captured in the direction from the
server to the user. We are interested in analysing the server trace file which
provides us the information about the traffic from server to the client at
network-level. So we run the analysis tool on server packet trace file. The
connection is TCP oriented, so a three-way handshake takes place before
the actual data transfer. The user will send SYN request to the server. This
packet can be identified using the flag field which contains [S] sync flag.
So the time stamp (Tsyy) at which the SYN request is transferred is taken
as reference to calculate the time scale. For each packet the time scale is
calculated using the Ts.. The time stamp of each packet is noted as Tg;.
The time scale of n** packet is calculated by

Tsc(n) = Tst(n) - Tsyn
The inter-arrival time (T;4) is the time difference between the arrivals
of two successive packets. The inter-arrival time of n* packet is given by

Tz’at(n) = Tst(n) - Tst(n - ]—)

The analysis tool calculates the inter-arrival time between each packet.
Based on the inter-arrival time, link load and payload of the packet, the
trace file is divided into different files. So the total packet traces are divided
into 94 files corresponds to 94 web pages. Each file represents the packets
of a web page and it contains the packet number, time stamp at which the
packet is captured, time scale with reference to the arrival of first packet,
inter-arrival time, link load and payload. The download time at network-
level is represented by DT 7 and it is calculated by taking the difference
between the time scale of first Ts.(1) and last packet Ts.(n) of each page.

DTNT = Tsc(n) — Tsc(l)
The experiment was conducted with 20 different users. Each user browsed
four different sessions which contains web pages with various delays that are
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applied to the traffic shaper. The analysis tool calculates the page download
time of each web page for all the users at network-level. To calculate the
page download time at application-level Fasterfox web browser is installed.
It provides the log of the browsed web pages using which we calculated the
page download time of each web page at application-level. Below Figure
4.1.2 shows a sample log of the application-level web browser log.

Figure 4.1.2: Application-level web browser logs

1271851561521 1271851562490 http://10.0.1.1/goeweb2/
goeweb2_copy/session2_phase4.php

1271851562506 1271851569865 http://10.0.1.1/goeweb2/
qoeweb2_copy/session2_phased.php?client_ time=1271851562490

1271851569881 1271851571896 http://10.0.1.1/goeweb2/
goeweb?2_copy/InitSession3_phasel.php

1271851571912 1271851576772 http://10.0.1.1/goeweb2/
qoeweb2_copy/InitSession3_phasel.php?client _time=1271851571896

4.2 Average download times:

As discussed in the previous chapter to analyze the response of the packets
at network-level, we applied different amount of delays. The browsing period
of each user is divided into various sessions and each session is applied with
different amount of delays. The Table 4.1 has four columns. The first column
is the session number and the second shows the delay that is applied by the
NetEM emulator in the direction from the Web server to the user. The third
column represents the network-level average page download time (NW AVG
DT) that is calculated for each session for all the users. Similarly, the fourth
column is the application-level average page download time (APP AVG DT)
for all the users.

The download time for a web page depends on various parameters. For
the same web page the download time may be different for different users.
As shown in the Table 4.1, there are about 34 pages for which no delay is
applied. These are placed in different sessions and the average download
time for each session is different. Similarly a network delay of 75 ms is
applied for 24 pages in 4 different sessions. They are 2.2, 3.3, 4.1 and 4.3.
The average download time in each session is slightly different from others.
Therefore to calculate the cumulative average download time for each web
page, we considered all the four sessions even though they are in different
sessions. The next paragraph depicts the behaviour of the page download
time for different applied delays.

To study the behaviour of the page download times for the entire experi-
ment, the download time is calculated for each page for all the users and the
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Table 4.1: Calculated average download times for sessions

23

Input Delay to

Session Traffic Shaper (ms) NW AVG DT (sec) | APP AVG DT (sec)
1 0 0.33 0.38
2.1 0 0.38 0.44
2.2 75 2.35 2.46
2.3 150 4.52 4.69
2.4 310 8.78 9.09
3.1 235 7.17 7.45
3.2 150 4.73 4.92
3.3 75 2.37 2.48
3.4 0 0.42 0.47
4.1 75 2.43 2.53
4.2 150 4.71 4.88
4.3 75 2.48 2.59
4.4 235 5.63 5.85
I I I I
A Min NW DT — + |

Download Time [sec]

14

12

Avg NW DT —X—

Max NW DT

A

Page Number

Figure 4.1: NW AVG DT for whole experiment
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A I I I
14 Min APP DT ~ + |

Avg APP DT —%—
Max APP DT A

12 -

Download Time [sec]

Page Number

Figure 4.2: APP AVG DT for whole experiment

graphs are drawn. Figure 4.1 shows the average network-level page down-
load time for the entire experiment. From the figure the download time for
the first 28 pages is less as there is no delay is applied to the traffic shaper.
Page 23 has slightly more delay when compared to other pages within the
same session. The minimum, average and maximum values are depicted for
each page. A similar plot has been drawn for application-level download
times which are shown in Figure 4.2. For session 2.4, delay of 310 ms is
applied due to which it has maximum download time among other sessions.

4.2.1 Page download times for various network delays:

To understand the relation between the network and application download
times the experiments are conducted using 20 different users. While brows-
ing the pages the users are allowed to rate the performance of each web
page which can be used to study further. The Figure 4.3 shows the graph
of network as well as application-level web page download times for all the
users without applying any delay at the shaper (0 ms). The maximum
and minimum page download times at network-level are 0.45 sec and 0.35
sec. The maximum and minimum page download times at application-level
are 0.41 sec and 0.51 sec. The average difference between the network and
application-level page download times is 0.5 sec.

Figure 4.4 shows the graph between the users and page download times,
in which 75 ms of network delay is applied. As the delay is applied, the
pages download time increases. The download times at network-level are
in the range of 2.3 sec to 2.55 sec. Similarly the page download times at
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Figure 4.3: Network and Application-level average download times for 0 ms
delay
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Figure 4.4: Network and Application-level average download times for 75
ms delay
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Figure 4.5: Network and Application-level average download times for 150
ms delay
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Figure 4.6: Network and Application-level average download times for 235
ms delay
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Figure 4.7: Network and Application-level average download times for 310
ms delay

application-level are between 2.4 sec to 2.7 sec. It is clear that even though
the web pages are same for all the users but the page download time varies
from user to user. We have also applied a network delay 150 ms, 235 ms
and 310 ms and these delays are applied in different fashions i.e. increment
and decrement mode. Figure 4.5 describes the response of page download
time of the users for 150 ms network delay. It obviously shows that the
download time of pages is more than that of previous cases due to more
amount of delay that is applied at the traffic shaper. Similarly the Figure
4.6 and Figure 4.7 shows the response of page download time for different
users at both network and application-level for an applied delay of 235 ms
and 310 ms respectively.

The average download time that is shown in the Table 4.2 is calculated
by taking all the 94 pages that are browsed during the experiment. These
values are calculated by considering average of all the 20 users. The first
and second column represents the page number and session number. The
third is the delay that is applied using the traffic shaper. Fourth and fifth
columns are network-level average download time (NW AVG DT) and stan-
dard deviation (NW DT STD) for all the users. Similarly sixth and seventh
columns represents the application-level page download time (APP AVG
DT) and its standard deviation (APP DT STD). From the table it can be
noted that for some web pages the standard deviation is more than other
web pages like page number 35, 41, 42 and 43 etc. This is due to the fact
that if the download time for one of the user is more than normal time, then
it will increase the standard deviation of that particular page. The same is
shown in both network as well as application-level.
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Figure 4.8: Average Network and Application download times for different
delays

4.3 Relation between network and application-level
download times:

To correlate the network and application-level download times, we per-
formed the experiment using different users and collected the packet traces
at network-level. In the basic analysis part we divided the packet traces into
different files based on different parameters such as source port, source IP
payload etc. Using this traces we calculated the network-level page down-
load time. We have also measured the application-level page download time
using the web browser. This section describes the mapping between both
download times in order to calculate the coefficient of correlation.

Table 4.3: Average download times of all the experiments

Input Delay at NW AVG DT APP AVG DT Atyg(scc)
Traffic Shaper (ms) (sec) (sec) “v9
0 0.382 0.439 0.057
75 2.415 2.520 0.105
150 4.660 4.833 0.173
235 6.405 6.654 0.249
310 8.780 9.097 0.317

Regression analysis is performed on network and application-level page
download times. Table 4.3 shows the average download times at both net-
work and application-level for the mentioned network delays. The fourth
column is the difference between the average application and network-level
download times (Atgyg). Graph [Figure 4.8] is drawn between the page
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download times and delay. It shows how network and application download
time values are close to each other. From the graph, it clear that as the input
delay to the traffic shaper increases the difference between network and ap-
plication download times increases. The more the delay in the transmission
network, the greater is the difference between application and network-level
download times. In real time networks, the Web traffic may experience
latency or delay during the transmission. Due to which the service per-
formance degrades. For the network providers, it is difficult to predict the
service performance from the user end. The network service providers have
access only to their network elements and they can measure the performance
at network level. So to bridge the gap, we measure the page download time
at both network and application level. We correlated both download times
and derived a possible expression. The importance of this study is using
this expression, the network operators can predict the behaviour of the user
perceived performance by measuring parameters (download time) at net-
work level. Using the computed values from Table 4.3, the network-level
and application-level average download times can be written as

APP AVG DT = NW AVG DT + Atgyg

0.05 sec for 0 ms applied delay

0.1 sec for 100 ms applied delay
0.2 sec for 200 ms applied delay
0.3 sec for 300 ms applied delay

where Atgg =

Table 4.4: Relation between network and application download times

Regression | Correlation Coefficient | Relation

Linear 0.996 Y =1.031 X+ 0.035
Logarithmic 0.916 Y = 2.495 In(X)+ 1.969
Exponential 0.922 Y = 0.689 exp( 0.337 X)
Power 0.992 Y =1.1 X095

The regression results are shown in Table 4.4. The table shows four
regressions and they are linear, logarithmic, exponential and power regres-
sions. Linear regression is strong among the others with coefficient of corre-
lation of +0.996. Hence we conclude that both network and application-level
download times are linearly correlated to each other.
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Conclusions and Future
Work

5.1 Conclusions

This thesis describes the performance measurements of web page download
times at application as well as network-level. In this work, we presented
the effect of delay on page download times and investigated the correla-
tions between the network and application download times. On one side
we measured the application-level download time using the browser log and
on the other side at network-level calculated the download time using the
captured packet traces. We investigated and shown that as the delay in-
creases, the page download time gap between network and application-level
increases and derived a possible relation. We mapped both the levels of
download times and shown that that they are linearly related to each other
and calculated the coefficient of correlation. Using these expressions and
network-level download times, we can evaluate application perceived down-
load times. This relation can also be used as a measure for service providers
in computing the performance of the Web traffic.

5.2 Future Work

There are different key performance indicators which affects the performance
of the Web traffic. In this work, we considered the delay as the parameter
and correlated the page download times at both the layers. This work can be
extended by considering the other performance parameters such as packet
loss and throughout. We can measure how the throughput varies at both
network and application-level when there is a delay in the network. It is
also possible to map the throughput at network-level and download time
at application-level. As mentioned earlier that this work is an extension
of previous work, the remaining part is mapping Web server performance

35
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with the network-level QoS parameters. This completes the end-to-end QoS
performance evaluation. The mapping and relations are very much useful
for network service providers to offer reliable service to the end users.
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Figure A.1: Experiment Configuration Network Diagram
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