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Similarity Assessment for Removal of Noisy
End User License Agreements

Niklas Lavesson and Stefan Axelsson

School of Computing, Blekinge Institute of Technology, Kkrona, Sweden

Abstract. In previous work, we have shown the possibility to autonalycdiscriminate be-
tween legitimate software and spyware-associated sadtiyaperforming supervised learning of
end user license agreements (EULAS). However, the amodalsef positives (spyware classified
as legitimate software) was too large for practical usehis study, the false positives problem is
addressed by removing noisy EULAs, which are identified bygpming similarity analysis of
the previously studied EULAs. Two candidate similarity lgse methods for this purpose are ex-
perimentally compared; cosine similarity assessmentmjuretion with latent semantic analysis
(LSA) and normalized compression distance (NCD). The tesllow that the number of false
positives can be reduced significantly by removing noisetiied by either method. However,
the experimental results also indicate subtle performdiftarences between LSA and NCD. To
improve the performance even further and to decrease the farmber of attributes, the cate-
gorical proportional difference (CPD) feature selectitgoathm was applied. CPD managed to
greatly reduce the number of attributes while at the same itiecrease classification performance
on the original data set, as well as on the LSA- and NCD-baatalsbts.

Keywords: End User License Agreement; Latent Semantic Analysis; Méimed Compression
Distance; Spyware

1. Introduction

The amount of spyware has increased dramatically due tdghevhlue for marketing companies
of the information that is collected. Spyware is designedditect user information for market-
ing campaigns without the informed consent of the user. Type of software is commonly
distributed by bundling it with popular applications aadile for free download. A spyware ap-
plication is typically difficult to remove once it has beerstalled and it can seriously degrade
system performance and compromise the privacy of the u€eflie motivation for conducting
this study is that spyware is privacy intrusive and affegttem performance. Moreover, spyware
is difficult to detect and most users do not have the time orettperience needed to identify
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possible spyware inclusions from reading the end userdie@greements that accompany most
software installers.

Previous work has investigated the relationship betweerctimtents of end user license agree-
ments (EULAS) and the legitimacy of the associated softag@ications [26, 27]. In the most
recent study, a data set was generated from 996 EULA ingtarfitegitimate (good) and spyware-
associated (bad) software. The experimental results shtiva¢ a majority of the evaluated super-
vised learning algorithms significantly outperformed adba classifier, indicating the feasibility
of the approach. Furthermore, it was determined that bageofls was a suitable data model for
the learning task.

However, the results obtained when conducting the prevéaperiments also indicated that the
amount of false positives (spyware classified as legitirsafewvare) was too great for practical
use. Since most software is not associated with spywarealeteetor has to operate in a skewed
environment, with many more good than bad instances. Dueetbdse rate fallacy, the false pos-
itives suppression capability of the classifier dominatesffectiveness, much as in the computer
security classification task of intrusion detection [2].€Tialse positives problem is a general
problem in data mining but there is no universal or generhltem to the problem. However,
there are some approaches that are commonly applied, forpeadt is possible to address the
class imbalance problem by increasing the number of trgimistances in order to reduce the
number of false positives in some situations [44]. This isaealistic option in our case, since it
is difficult to obtain more spyware instances in order to pedine imbalance. Instead, we focus
on removing noisy examples contained in the data.

The innovation presented in this paper is that we addresprttdem of false positives by pro-
viding means for automatically removing instances of EUltAat even human experts cannot
distinguish as belonging to either spyware or legitimatinsre. Thus providing the learning
algorithm with less “confusing” data.

1.1. Aim and Scope

In the present study, the EULA classification task is furtheamined by investigating two ap-
proaches for decreasing the number of false positives. iftnes&o experimentally compare latent
semantic analysis (LSA) in conjunction with cosine simtiafCS), with normalized compression
distance (NCD) applied to the problem of noisy EULA detettiddditionally, we investigate
whether the categorical proportional difference (CPDjUemselection method can increase the
classification performance further, while at the same tis@ehsing the number of attributes. The
informal hypothesis is that the noisy cases identified byegimethod will, with some variation,
match the borderline cases identified by the human examiner.

If the informal hypothesis is accepted, it could be argued the removal of the noisy EULAs
is justified. To expand on this notion, if the identificatioerfprmed by a human domain expert
is consistent with the identification of an automatic apphpahe automatic approach may be
regarded as an appropriate way of decreasing the numbdseffasitives. The formal hypothesis
is then that, once these noisy EULAs are removed, the falsiiy@orate is significantly lower
than the false positive rate on the original data set.

The informal hypothesis is difficult to test and would regquéxtensive manual examinations
of EULASs, not to mention an human expertise in informationusity in general and EULA
analysis in particular. Hence, in the present study, wededcribe a small case study on manual
examination but we will focus on the formal hypothesis angkamder the assumption that the
informal hypothesis is true.

1.2. Related Work

Similarity detection and search is a heavily researcheal sireee a larger number of applications,
e.g., document comparison, object recognition, and soepemt on this functionality. However,
the objectives and requirements can be quite differentdmtvthese applications. Typically, most
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similarity-based search methods depend on an indexingadetid an index structure. For exam-
ple, Zhang and Alhajj [43] compare different graph-basefbinstructures for similarity search in
high-dimensional metric spaces. However, in relation ®gtoblems studied by Zhang and Al-
hajj, the EULA classification problem may be regarded asedritall in terms of dimensionality.
Noise reduction has been researched extensively, edgeritii regard to finding remedies for
specific classes of problems. Recently, a thorough reviewoige reduction approaches for
instance-based learning algorithms has been carried 0utThis review identifies problems as-
sociated specifically with instance-based learners argbpte an approach, based on case-based
reasoning, to detect instances that are either contrifputégatively or positively to a particu-
lar case or problem. However, a majority of these recentagmires only focus on remedies for
instance-based learning algorithms, which means thatvtloeyd apply only to a small subset of
the algorithms we study. Moreover, our recent work on EULAlgsis has shown that instance-
based algorithms do not seem to be particularly useful ®takk of EULA classification.

LSA was introduced by Deerwater et al. in 1990 [9] as a metlwdafitomatic indexing and
retrieval, based on singular-value decomposition. It heentstudied extensively during the last
two decades. Berry et al. described how LSA can be used fatigent information retrieval and
demonstrated its applicability over then-standard Ieéxizethods [4].

Hofmann highlighted some possible issues of LSA for cergauplications and presented a new
method, based on LSA, called Probabilistic Latent Semdntiexing (PLSA) [20]. PLSA was
claimed to have a solid statistical foundation and to defipeoaer generative data model. More-
over, Hofmann’s experiments indicated performance gaies bSA when using PLSA. Never-
theless, LSA remains the most popular of the two and is a wigeplied indexing and retrieval
method with successful use in, for example: web applicat[@s] and spam filtering [17].

NCD was introduced by Cilibrasi and its applicability to iars problems such as clustering
and classification was demonstrated [8]. NCD has been erpatally evaluated on a number of
problems, including: classification of biological sequemand structures [15], novelty detection
in patient histories [13], mining of sequential data [23ld&ven static analysis of source code [3].
It has also been evaluated in terms of the impact of infownatistortion on the compression [19].
It is our firm belief that there has been no attempts to develethods for detecting noisy or
duplicate end user license agreement text documents beforply because the research on the
basic problem of using EULAs to distinguish between spywaaictlegitimate software has started
rather recently. However, we argue that LSA and NCD are twadgmandidates to compare as
a starting point of this direction of research since theyehbgen shown to be very successful
at similar tasks. For example, NCD has been shown to work feelihe problems of similar-
ity analysis and document clustering [8, 19, 37]. LSA-basdléction of human knowledge has
been established as adequate in a several ways. For exatrms, been shown to mimic hu-
man word sorting and category judgments [24], which is grétevant for the studied problem.
Furthermore, LSA has been used to cluster other types ofaldunguage-based text with good
performance [12].

The contribution of this study is thus that we identify theldem of noisy EULAs in the context
of EULA-based spyware detection and that we provide a coisgranf two good candidates for
conducting the task of noisy EULA removal. It is not the aintha presented study to investigate
how to best find duplicate EULAs. However, for reasons thadk lvé presented later, the task
of identifying duplicates in data sets is related to the ciéte of noise. There are many reliable
studies on duplicate document detection. For example, tefhe study by Ye et al. on large-scale
duplicate document detection [42], which is focused ongliig-based algorithms as opposed to
the presented study, which focuses on term-based algarithm

1.3. Outline

The remainder of this paper is organized as follows: in $a@i a more extensive background to
the studied problem is provided. Section 4 gives a detastription of the approach to address
the problem. The subsequent sections introduce the seghsshilarity assessment methods.
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In Section 5, the experimental procedure is presented. &hdts of the experiments are then
analyzed in Section 6. The last section include conclusimrspointers to future work.

2. Background

From now on, the termbad and good are used to signify spyware-associated and legitimate
applications, respectively. The distributors of bad safevusually try to disguise it as good in
an attempt to reach as many users as possible. However, ith lagal repercussions they are
required to mention in the End User License Agreement (EUlt#gt spyware will indeed be
installed. For obvious reasons, this information is giveraiway most users find difficult to
understand. (Even EULAs for legitimate software can be taabmprehend due to their length
and their extensive use of legal terminology [18].) If thetdbutors danot mention in the EULA
that unwanted applications or behavior is installed theeating it is outside the scope of this
study as we study the EULA specifically for signs of spyware.

Consequently, we recognize the need for an efficient metbodhdlping users to distinguish
between good and bad software during the installation gsodé spyware is detected through
such a method, users can be warned about the potentiallydoazabehavior of the application,
and avoid installing it.

2.1. Anti-virus Techniques

Anti-virus techniques are used for removing malicious wafe (malware) such as computer
viruses and worms. Malware is illegal in many countries het¢ame is not necessarily true for
spyware. The reason for this is that spyware resides in azgmeg between what is considered
legal or illegal. Thus, the actions of a piece of spyware aamterpreted as either legal or illegal
depending on who you ask; what one individual regards as aggyeould be considered a legiti-
mate business application by another individual. Beca@iieiq it is difficult to define spyware
and many anti-virus companies do not categorize questietagiplications as spyware, since that
exposes them to possible lawsuits from the application end

2.2. Previous Studies on EULA Classification

In a pilot study [26], we investigated whether it was possitdl take advantage of the fact that
the installation of bad software has to be mentioned in theAWVe addressed this problem by
applying supervised learning algorithms to classify EUloAboth good and bad applications, in
order to detect if the associated software hosts spyware rdsults indicated that the approach
was feasible. However, the amount of experimental data indtet! (the data set featured 100
EULAs in total).

In a later study, we collected 996 EULAs (900 good, 96 bad)taedexperimental results were
quite promising: EULA-based spyware detection seems to feasible approach to alert users
before the installation of downloaded applications [27].

2.3. The EULA Classification Task

EULA classification, as a problem, is quite analogous todfiapam classification, i.e., to distin-
guish between unsolicited commercial email (spam) andifegie email. Suppose that we have
a collection,|, of EULAS, each labeled eithgyood or bad The set of possible classes is thus
C = {good bad}.

We would like to approximate the unknown target functibn] x C = {1,0}. The value off (i, c)

is equal to 1 if the EULAJ, belongs to the classor zero otherwise. It is now possible to define
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a classifier as an approximation functiar,| x C = {1,0}. The objective of the learning task is

to generate a classifier that produces results as closettoftRaas possible.

Theoretically, the goal is to generate a classifiewherevi(f (i) = a(i)), that is, a classifier that
achieves a globally optimal classification accuracy. Thizl g5 unreachable in practice, however.

It is at least impossible to know if the goal has been met some does not have access to
all possible instances. In practice, one therefore has donas that, if a certain classification
performance is estimated reliably brandl is regarded as a good representation of the complete
set of definable instances, then that level of performangela&xpected for the complete set (or
at least within reasonable proximity).

2.4. Data Representation
2.4.1. Pre Similarity Analysis

The raw data set consists of 996 ASCII text documierfke size of these documents range from
1 kilo byte to 35 kilo bytes (good EULAS) and from 2 kilo bytes36 kilo bytes (bad EULAS),
respectively.

In general, the bad EULA documents are definitely of gredtsr than the good EULA docu-
ments: 21 out of the 96 bad EULAs have a file size that is grefader 20 kilo bytes. By compari-
son, only 4 out of 900 good EULAs are larger than 20 kilo bytdse raw EULA documents have
not been modified in any way. The text featured in each doctimas been copied and pasted
from an actual software product installation wizard, ascdbsd in previous work on EULA
classification [27].

2.4.2. Post Similarity Analysis

The bag-of-words model is a common model to use in order teesgmt documents as feature
vectors [14]. In fact, it has been found in several experisméimat more sophisticated represen-
tations do not yield any significant increase in effectismn84], although there are some recent
approaches that have shown promise. For example, Wang ati¢aity constructed a thesaurus
of concepts fromikipediaand introduced a unified framework to expand the bag-of-&/oeg-
resentation with semantic relations [39]. More researateisded in order to establish whether
this type of expansion really increases performance sagmifly over the traditional model.

In the bag-of-words model, every word in a document reptasefeature. Thus, a text document
is transformed into a vector with one element for each woatidlcurs in the document. A weight
is associated with each word, see below. A collection of damts is then represented by a set
of word vectors and the dimension of the feature space isl égittze number of different words
in the whole document collection. Some studies have inyatgd whether the use of phrases is
more suitable than words when performing text classificatitowever, the experimental results
achieved in these studies have not been as encouraging s&sithstudies that use words as
terms [34].

There are basically two methods for assigning weights ttufea. The simplest is the binary
method, which either assigns a value of one if the word isgmieim the document or a value of
zero otherwise. The binary method can be used if the chosenithg algorithm can handle only
nominal attributes. However, the more common method iske tiae frequency of the word into
account. We adopt this method and calculate frequencieg tise standarderm Frequency—
Inverse Document Frequen€yF IDF) scheme [14]. The TF IDF function embodies the intuis
that the more often a term occurs in a document, the more éjiesentative of its content, and
the more documents a term occurs in, the less discriminatiag34].

Several variations of TF IDF exist and they differ from eaten in terms of logarithms, normal-
ization, or other factors. The following variant of TF IDRised in this study: given a word, in

1 Original data available ahttp://www.bth.se/com/nla.nsf/sidor/resources.
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a EULA, d, the TF IDF weight is calculated according to Equation 1, refxeis the total number
of EULASs, DocFreq is the number of EULAs containing the wordl @ermFreq represents the
frequency of the word in the particular EULA.

N

weight(w,d) = TermFreqw,d) - log DocFreqw)

1)

3. Approach

Real-world data sets often contain classes which are reriliy separable. This is to be expected
for some problems because of the very nature of those prablelmwever, data sets may also
contain noisy examples, e.g., instances that are eitherrigatly labeled or represent something
that would not exist in the real world, e.g., an individuatiwa height of 6 ft and an age of four
years. Itis obvious that such instances may confuse a sspdrearning algorithm or a generated
classifier.

The main approach presented here for the detection of ndibyAE, additionally assumes that
there exists a subset of examples from the good and bad bktssre more related to each other
than to instances of their respective class per se. In otbetsythe assumption is that this subset
represent an undefined, and hence hidden, neutral class.

3.1. Similarity-based Identification of Noise

If 1 represents a set of EULA documents with a distributiork ®lad document instances and
|l — k good document instances, the objective is to find which badjaod instances are closer
to instances of the other document class, as in the inst@aoe ®r some transformed version of
the instance space.

Definition 3.1. A neutral instance is an instance whose original class ishglequal to the class
label of its nearest neighbor.

Using Definition 3.1 and a suitable similarity measure, weg wilatain a setE C I, of all neutral
instances if. It is now possible to generate two new data sets by regaiglieigher as noise or
by introducing a third class (neutral) to more appropriatebel the instances .

3.2. Removal of Noisy Instances

An important question to ask is: why the detection and remofaoisy document examples
should be performed to begin with. It is obvious that in anp-trivial supervised classification
learning task, some classes are not easily separable. fidgmasying examples to increase the
separation of classes in the instance space may be seenrasmpbfying the studied problem.
To answer the stated question, and address the related,issai@vould like to draw the reader’s
attention to the discussion in Section 2 about the collactind labelling of end user license
agreements; since there is no consensus about the defioftgpyware, it is impossible to cor-
rectly label a collection of EULASs, in the sense that everyanill agree upon the correctness of
the associated class labels. Thus, the objective is notrtergte aperfectlylabeled collection
of EULAs. Rather, we are interested in developing a tool tzat be used to alert users of the
possible inclusion of spyware during the installation ofvdbaded applications. The tool needs
to be robust in its classification of the clear cases of legite software and spyware-associated
software. Hence, we consider it better if the borderlinepaisy cases, are labeled as belonging
to a third classpeutral or not labeled at all, as opposed to being incorrectly kdbals good or
bad (were the former case is the most problematic).
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3.3. Removal of Noisy Attributes

The EULA classification task does not suffer only from thegilole inclusion of noisy instances
in the data set: it is also quite common that the dimensitnali the data with regard to the
number of attributes is large in comparison to the numberlif A& documents, or instances. A
common approach to address this issue for the general pnaifléext categorization is to apply
a feature selection method. The potential benefits of featelection are that it may:

1. reduce computational cost and storage requirements,

2. deal with the degradation of classification efficiency thuthe finite size of training sample
sets,

3. reduce training and prediction time, and
4. facilitate data understanding and visualization [1fcited by Lin et al. [30].

3.3.1. Statistical and Algorithmic Feature Selection

Consequently, it may be worth investigating whether featglection can be used to decrease
attribute dimensionality and increase classificationgremince for the EULA classification task.
There is a large number of feature selection algorithmdabla. Generally, one could make a
distinction between statistical and algorithmic featuetestion approaches. Whereas the former
type makes use of statistics or measures calculated gi@tthe data, the latter type may involve
the application of a learning algorithm to generate a di@ssifrom which information about
the quality of different features can be obtained. In genéha algorithmic approach is much
more computationally expensive than the statistical aggto(There are also hybrid approaches
available, for example, based on determination of an optiezdure set by means of running an
appropriate optimization technique [30].)

3.3.2. Categorical Proportional Difference

A recent statistical feature selection technique, CategbProportional Difference (CPD), has
been shown to outperform commonly applied feature selectiethods, such g, information
gain, document frequency, mutual information, odds rediud simplifiedxz, on several text
categorization corpora in terms of F-measure performamgedvement [36]. Moreover, CPD
has also managed to significantly reduce the number of atishin the aforementioned cases
of performance improvement. Thus, we argue that CPD is aldeithoice of feature selection
technique for the EULA classification problem.
Intuitively, CPD is a measure of the degree to which a wordrifmutes to differentiating a partic-
ular class from other classes. The possible values that @REa&e on are limited to the interval
of —1 and 1, where CPD values close-ta indicate that a word occurs in approximately an equal
number of EULAs in all classes and a CPD value of 1 indicatasatword occurs in the EULAs
of only one class. Lef be the number of times wond and class occur together, and & be
the number of times word/ occurs without class. According to Simeona and Hilderman, we
may then define CPD for a particular word, and classg, as follows:
A—B

CPD(w,c) = ATB 2
This is the ratio of the difference between the number of ESbAa class in which a word occurs
and the number of EULAs of other classes in which the word atsmrs, divided by the total
number of EULASs in which the word occurs. The CPD for a wordis tatio associated with the
categoryc; for which the ratio is the highest, i.e.:

CPD(w) = max{CPD(w,ci)} . (3)
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4. Similarity Analysis Methods

We will now present two different similarity-based anasyapproaches for reducing the number
of false positives for the EULA classification problem by m@rmg noisy instances.

4.1. Latent Semantic Analysis

A document-term matrix\, is constructed from a given text document collection dbcuments
containingm terms. A feature extraction component is used to extracwvéheesy;; for each

term, m;, from each document,. The m-dimensional column vecto¥/j, with the components,
vij; i =1,2,...,m, then represents documehin the so-called Vector Space Model. Thex n

document-term matrixyl, is composed using the vectdrgfor all documents as columns [17].
This matrix,M, is then decomposed viingular Value DecompositigiVD) into: the term vec-
tor matrix, T, the document vector matrik, and the diagonal matri§ according to Equation 4.

M=TsSD . (4)

These matrices can then be reduced to a given number of dionerls resulting in the truncated
matricesTy, Sc andDy: the Latent Semantic Spacef these matrices are multiplied, the product
is a matrix,My, which is the least-squares best fit approximatioMafith k singular values (see
Equation 5).

k
Mk:‘Zti'S'diT . (%)

If a similarity measure is used, it is now possible to detesrthe similarity between different
documents represented My or between an external document and the documeni4,oDne
measure, that is commonly used together with Latent Semamalysis, is Cosine Similarity
(CS) [28]. Given a query vectay of length f, the distances to all documents represented in
Mg can be measured in terms of the cosines of the angles befyard the columns ofy.
The closest column represents the closest match betweelothenent collection and the query
vector [17]. Given the query vectay, and an arbitrary document vector in the collectipnthe
Cosine Similarity is defined using the dot product as showEqgnation 6.

q-p
cogy0) = . (6)
llallpll
For our particular task, it is useful to construct a Cosirmaifirity Matrix (CSM), as shown in
Equation 7. The CSM includes the similarity scor@sor distances between all EULA docu-
mentsN = {1...n} (good and bad). Naturally, the Cosine Similarity betweearéain document
and itself is 1.

611 612 ... O
61 6 ... O

CSM=| . o . (7)
enl 9m2 e an

4.2. Normalized Compression Distance

An alternative approach to that of latent semantic analgsib cosine similarity is a fairly re-
cent algorithm that computes distances between arbitr@ay wectors: normalized compression

2 Documentation of the LSA package for the R-project,
http://cran.r-project.org/web/packages/lsa/lsa.pdf
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distance (NCD) [8] as it is generally applicable [15], paeten free [22], noise resistant [6] and
demonstrated theoretically optimal [38]. The NCD is an agpnation to the uncomputable nor-
malized information distance, which is based on the notiddotmogorov complexity.

Since the NCD is a distance function it must satisfy (verbdtom [38]):

— D(x,y)=0ifand only ifx=y, (identity)
- D(xy)=D(y,x) (symmetry)
- D(x,y) <D(x,2)+D(zy) (triangle inequality)

In order to work well there are also requirements on distaiecssities for the population, i.e. only
a certain number of distances of pairs of input may be the saatall of them. This is to avoid
undesirable distances functions suctbds,y) = 1 whenx #y, and 0 wherx =y. Although that
function satisfies the requirements above, it is clearlyessg38].

NCD is based on the idea that by using a compression algotimiata vectors (in whatever
shape or form these may come) both individually and coned¢eh we will receive a measure
of how distant they are. The better the combination of the wettors compress, compared to
how the individual vectors compress on their own (normadliteeremove differences in length
between the set of all vectors), the more similar the ve@msMore formally, NCD is a metric:

C(xy) —min(C(x),C(y))
maxC(x),C(y))

whereC(x) is the compressed length ¥&indC(x,y) is the compressed length »toncatenated
with y. The range of the NCD function is ideally withinONCD < 1. This always holds true
for the lower bound, but due to failure of the chosen comjwesalgorithm,C(x), to accurately
approximate the incomputable Kolmogorov complexity fimetthe upper bound is sometimes
not met, and the NCD will be greater than one. This does no¢madly affect operation as long
as the distance does not greatly exceed one, as that signijesproblems with the compression
algorithm for use as part of the NCD. At least for the paricuata set.

The reason for choosing m@x(x),C(y)) for the denominator is not obvious. In fact, most of
the alternatives that come to mind will not work as the NCDnthees not satisfy the distance
function requirements. The interested reader is refewwedtanyi et.al [38] for further details.
That the resulting function is indeed a distance metricri$réan self evident, is demonstrated by
Li et. al. [29].

In addition to the advantages listed above, the NCD has aleadditional advantages, a signifi-
cant of which is the lack of parameters that need to be seanfRger free methods are advanta-
geous in that setting the correct parameters requiredebtaiowledge of the internal operation
of the algorithm. Setting the wrong parameters can haveablsiampact on the performance
of the algorithm, both when it comes to false positives ansefaegatives. It is of course also
problematic to compare the same algorithm on differing [enobsets if the parameters are also
different. How to set the correct parameters in a real woslaige scenario, when labels are ab-
sent from the data set is also fraught with peril [38]. Manytlef same problems also abound
when it comes to feature selection, selecting the rightifeatcan involve intimate knowledge of
the problem domain, and in the instances when it does natnitstll be a time consuming and
error-prone process [38].

The only parameter one has to set when performing NCD is tosgha compression algorithm.
The best performing algorithm overall is most often theistiaal compressors in thBPM-
family [41]. However, in this experiment we have chosen te thebzip2[35] algorithm. This
algorithm was selected since it has previously been demaiadtto work well on the type of text
classification problem that we are faced with here [7] andtinéme is much shorter than for the
PPMD. With a window length of as much as 900KB we are comfortablthinithe length of the
concatenation of our two largest EULAs (105KB), which istie tange where bzip2 works well.
(It is however too large for thgzip algorithm as it can only comfortably handle concatenated
document sizes of approximately 60KB).

NCD(x,y) =
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4.3. Detection of Noisy Instances

The LSA and NCD methods can both be used to generate simidaadtes for all pairs of EULA
documents. In order to actually detect noisy instances,ege to choose an appropriate detector.
The 1-nearest neighbor algorithm is one of the most commoséd methods for this purpose
although it would be quite possible to make use of more stiphted methods as well. THe-
nearest neighbor algorithm could, for example, be useéaasrefer to the discussion on using
NCD as a learner in the previous section). However, for thepgme of the present study, no
alternative methods to 1-nearest neighbor will be evatlate

4.3.1. LSA Detection

Based on the cosine similarity matrix (CSM), as defined indfign 7, we obtain some interest-
ing results. Primarily, we are interested in finding out whitbocuments from a certain class are
most likely to be confused with documents from the othersclabat is, we want to find the set of
documents which are closest (in the CSM-sense), to a dodushéme opposite class. We there-
fore order the column of similarity scores from highest twést for each document and compare
the class of each document with the class of its closest heigh

Note that since the text documents are tokenized into wanshehts prior to LSA analysis, and
since LSA results in a truncated vector space model, theeaeaeighbor to a certain document
is only approximately identical to that document, even & tosine similarity is 1. We say that
if the nearest neighbor to a document belongs to anothes thas that of the document itself,
the document is classified as incorrectly labeled by the Ib&8ed analysis. Consequently, we
hypothesize that the document may contribute to a highse fpbsitive rate were it included
during classifier generation. For an arbitrary documdnfnd its nearest neighbat;, we de-
fine c(d) andc(d*) as their corresponding classes. We may then define labedatness with
Equation eq:nla.classification.

incorrect :c(d) # c(d*)
correct : otherwise

label(d) = { (8)
Secondarily, we may use the information provided in the C8Mind duplicate documents.
Again, we will only find approximately duplicate documentghwour approach but the informa-
tion about these documents may prove to be valuable in furéisearch on EULA classification.
We define the set of duplicates of a documengs the documents for which the cosine similarity
scores ton are 1.

4.3.2. NCD Detection

Analogously to LSA-based detection, the NCD-based detedsicarried out by finding the near-
est neighbor. For each EULA documedt,a vector of all available EULA documents is gen-
erated, ordered by the NCD-based similarity to the docurirequestion. The EULA with the
highest similarity score from this vectat, is then the nearest neighbor. Consequently, Equa-
tion 8 can once again be used to determine the correctnebs tdlieling ofd according to the
NCD. Similarly, the set of EULAs for which the NCD-based demity is above a certain thresh-
old could be regarded as duplicates according to the NCD.

5. Experiments

5.1. Detection of Noisy Instances

Table 1 includes the results from the LSA-based analysihefariginal 996 raw EULA text
documents. As can be seen in the fifth column, there is a rédhge amount of misclassified
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Table 1.LSA-based Analysis of the Original Data

Class #Instances #Duplicates #Correct #Incorrect

good 900 158 869 31
bad 96 8 52 44
total 996 166 921 75

Table 2. NCD-based Analysis of the Original Data

Class #Instances #Duplicates #Correct #Incorrect

good 900 109 873 27
bad 96 0 64 32
total 996 109 937 59

instances, especially from the bad class. Recall thatjchtpk and incorrectly classified instances
actually denote instances which are determined by the €d&imilarity measure to be either
equal to another instance or most similar to an instance othan class. Table 2 features the
results from the NCD-based analysis of the original EULAmifrly to the results of the LSA-
based analysis, the fifth column shows a quite substantialiatrof misclassified instances from
the bad class although the amount of incorrectly labelehimes according to NCD is smaller
than what was detected by LSA. The information about dufdi@@stances, is not used in the
presented study. That is, the duplicate EULAs are not rechénen the collection. Recall that,
duplicates and incorrectly classified instances actuahote instances which are determined by
either the cosine similarity measure or the normalized aesgion distance measure to be either
equal to another instance, or more similar to an instanckeobther class, than to any instances
of their own class.

5.2. Comparison of Noise Detection Approaches

In the primary experiment, the aim is to determine whetherréimoval of instances, labeled as
incorrectly classified cases by any of the similarity-bassthnce removal approaches, yields an
increase in classification performance. Instances froneetlass, determined by LSA and NCD

to be closer to an instance of the other class, are removettfre corresponding data set before
transforming it to a bag-of-words model. Thus, to generdageliSA-based data set, 75 instances
are removed from the original data set (31 good, 44 bad)ltiegin a new data set which features

921 instances. Similarly, to generate the NCD-based data$énstances are removed from the
original data set (27 good, 32 bad). The NCD-based dataatrées 937 instances in total.

5.2.1. Bag-of-words generation

The total number of words, contained in all of the EULAs, issd to 10000 but experimen-
tal evidence suggests that this number can be reduced lay 308 without reducing classifier
performance [14]. In order to decrease the number of atahuve convert all characters to low-
ercase and consider only alphabetic tokens. Furtherm@eemove stop words and words that
occur only oncelfapax legomenaand store a maximum of Q00 words per class. Finally, we
apply the Iterated Lovins Stemmer [31] to be able to storg tiré stems of the remaining words.
The result is an original data set witt269 numeric attributes, an LSA-based data set wig®%
attributes, and an NCD-based data set witBOP attributes. All data sets include a nominal target
attribute, which indicates the class of the EULA (good or)bad
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5.2.2. Feature selection

Prior to the experimental comparison of noise detectiom@ghes, the three data sets under in-
vestigation are subjected to feature selection using ttegjoeical proportional difference (CPD)
technique. As described by Simeon and Hilderman [36], thectefor a suitable cutoff point for
CPD is computationally expensive due to the possible nogality of the function of the number
of kept words and the resulting performance. We opted to éefikeep ratio interval and select a
reasonable step size. In the presented study, we use avalméd.0 to 0.6 together with a step
size of 001, which yields 40 iterations for each data set. Thesenggtiiet us investigate, in in-
crements of one percent, the possible performance gam,dsing CPD-based feature selection,
for each data set when keeping from 60% and up to 100% of tribaés.

Since Naive Bayes Multinomial [32] achieved the top AUC sciorthe previous study [27], it is
argued that this algorithm could serve as a reasonable astiraf general performance for the
purpose of feature selection. Thus, the Multinomial Naieg&s algorithm is evaluated according
to area under the ROC curve (AUC) performance by running d@dkl cross-validation tests for
each iteration and data set. For each of the three data deth attributes to keep is determined
by selecting the subset of attributes from the iteration yields the highest AUC performance
by the multinomial Bayesian algorithm.

5.2.3. Evaluation and hypothesis testing

In the primary experiment, all algorithms investigatedindgrthe previous study [27] except K-
star are compared in terms of the area under the ROC Curve Yai@rmance on the feature
selected versions of the original data set, the LSA-bastl sk, and the NCD-based data set.
A decision was taken to remove K-star since it achieved ttergst AUC performance in the
previous study and, moreover, it was by far the most comjautaily expensive algorithm.

In order to obtain reliable results, the comparison is peném by subjecting each of the included
algorithms to ten runs of re-sampled and stratified 10-fotds-validations. The cross-validation
folds are generated by using an initial seed of 1 for eachritihgn. Thus, given a particular
data set, each algorithm is accessing identical folds. serese, this setup also increases the
reproducibility of the results. For the selected set of Atbms and data set, we aim to test the
following null hypothesishg : there is no AUC performance difference between the origlata
set, the LSA-based data set, and the NCD-based data setldntorinvestigate the validity of
this hypothesis, the non-parametric Friedman’s test [hf]the corresponding Nemenyi post hoc
test [33] are used since the hypothesis testing involvespaosons of multiple algorithms and
data sets [11].

Friedman'’s test is based on calculating the average rankadf data set rather than using the
actual AUC performance score. For each algorithm, the ddatimswhich the algorithm achieves
the highest performance is awarded the rank of 1, the secestdtfie rank of 2, and so on. In
the case of a tie, the average rank of the tied data sets gnassi\WWe can now state the null
hypothesis more formally. Given thB§ represents the average rank of jhih out ofk data sets,

we wish to testHy : Ry = --- = Ry. The regular statistic used for Friedman’s tqﬁ, is defined,
with k— 1 degrees of freedom, as follows:
12
2 2
= — z NRj)“3N(k+1) .
XE = Nkk+1) 2 (NRj"aN(+1) ®)

Since it has been shown that Friedman’s statistic is tooezwatve [21] we employ the recom-
mended alternative statistic based on the F-distributisndefined in Equation 10 wheh is

the number of included algorithms akds the number of data sets to compare. Moreover, we
perform hypothesis testing at< 0.05 and withk — 1 and(k— 1)(N — 1) degrees of freedom.

(N-1)x2
N(k—1)—x2 °
If the null hypothesis is rejected, the Nemepgist hoctest can be applied to determine whether

Fr = (10)
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Table 3. Learning algorithm configurations

Algorithm Configuration
NaiveBayes Kernel estimator: false, Supervised disaitiz: false
NaiveBayesMultinomial ~ N/A
RBFNetwork Ridge: 1.0E-8
SMOP Kernel: Polynomial, Complexity: 1.0
VotedPerceptron Exponent: 1.0, Max kernel alterations00®
I1Bk® Number of neighbors: 10, Distance weighting: false
AdaBoostM1 Classifier: DecisionStump
Bagging Classifier: REPTree (Pruning: true)
Stacking Meta: SMO, Committee: SMO, VotedPerceptron, 8BayesMultinomial
HyperPipes N/A
JRip? Pruning: true, Number of optimizations: 2
PART Binary splits: false, Pruning: true (confidence facfg5)
Ridor N/A
DecisionStump N/A
J4g Pruning: Subtree raising, Pruning confidence factor: 0.25
RandomForest Number of trees: 10

@Radial Basis Function Network

bSupport Vector Machines

CK-nearest Neighbor

dRipper

eC4.5

This table is from the previous EULA study [27]

the performance achieved on two particular data sets isfisigntly different. In order for this
difference to be significant, the corresponding averagksrafthe two data sets must differ by at
least the critical difference (CD), which is defined in Eqoatll, wheregy is the critical value
for the two-tailed Nemenypost hoctest atp < a. Fork = 3 andp < 0.05, the critical valuegq,

is 2.343. Thus, the critical difference fqr< 0.05 is 2343y/1.125~ 0.828, given thak = 3 and

N = 16.

k(k+1)
6N

As in previous work, the Weka [40] default configurations applied for a majority of the algo-
rithms since it is not the main objective of the study to finel eiptimal algorithm. The exceptions
are 1Bk and Stacking. For convenience, a comprehensiveigsn of the configurations of the
included algorithms can be viewed in Table 3.

CD=0q . (11)

5.3. Introduction of the Neutral Class

In the secondary experiment, a third class is introducedin$tances determined to be incorrectly
labeled on the basis of either the LSA or the NCD analysisnave categorized as belonging to
the neutral class instead of being removed from the data set. The proedduransform the
EULA document collection to a bag-of-words model is ideaitto the procedure followed in the
primary experiment. Thus, the data sets generated for ttumdary experiment both feature 996
instances. The LSA-based three-class data set featurep86975 neutral, and 52 bad instances
and the NCD-based three-class data set features 873 gonduf8l, and 64 bad instances.
Since this data set includes three classes instead of tvilo tias original data set, it makes little
sense to formally compare the performance of learning elgos across the different types of
data sets. Instead, our aims are to investigate whetheretiermance in classifying bad and
good instances deteriorate when introducing the neutaalscland to examine the classification
confusion between the good, bad, and neutral classes. Peement is conducted by subjecting
the top performing algorithm from the primary experimenatstratified 10-fold cross-validation
test.
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6. Results

We now review and discuss the results of the experimentst, fire results from the CPD-based
feature selection are revealed. The results from the maiarerent are then described in detail.
As earlier described, in the main experiment, the perforeamn the original data set, the LSA-
based data set, and the NCD-based data set are compardty, Fiagresent results from and
discuss the possibility of adding a third, neutral, claghéEULA classification task by including
the instances previously identified as noise. Prior to tlesemt study, a domain expert manually
examined a subset of the bad EULAs (all instances with a emsilte than 10 kilo bytes). It was
concluded that for 18 of the 36 examined EULAs, it would be asgble for a human to infer
that spyware would be installed by the software producerbstingly, the LSA-based approach
managed to remove 13 of these 18 bad instances (72%) and theb€2d approach removed
over 80% of these bad instances, stemming from the fact tiegtwere more similar to good
EULAs. Thus, the initially stated informal hypothesis sasembe true, which arguably increases
the meaningfulness of using an automated approach to renuisy instances.

6.1. Feature Selection Results

The complete results of the feature selection performedenwo-class data sets are presented
in Table 4. As can be seen in the Table 5, the AUC performanics @r the original data set, the
LSA-based data set, and the NCD-based data set are: 1.224,&nh8l 0.6%, respectively. Table 5
also shows that the number of attributes has decreased t39Z5and 795 for the three data sets.
We conclude that CPD is successful in substantially decrgdle number of attributes for each
data set while at the same time managing to increase the AUGrpeance reasonably well.
Intuitively, the largest performance gain is attributedhe feature selection on the original data
set, since the potential for improvement was the higheshizndata set, due to the comparably
low initial performance.

For the three-class problem, feature selection was agafarpeed using CPD and 40 iterations
with Multinomial Naive Bayes as a general performance estiim This feature selection process
resulted in a substantial decrease of attributes for bt 8A- and NCD-based three-class data
sets. The best AUC performance was found with a keep ratio&f &nd 065 for the NCD
and LSA data sets, respectively. In other words, the orighmae-class data sets included 1440
attributes and after feature selection this number wascestito 879 for the NCD data set and to
937 for the LSA data set since 61% of the original 1440 attebuvere kept when generating the
NCD data set and 65% of the original attributes were kept vgererating the LSA set .

6.2. Data set Comparison Results

The results from the main experiment, in which we compareotiiginal EULA data set with
the LSA-based data set and the NCD-based data set, are sizennar Table 6. Clearly, the
AUC performances of all included algorithms are substdptidgher when their classifiers are
generated from the LSA-based data set or the NCD-basedetata which noisy examples have
been removed. With 3 data sets and 16 algorithifass distributed according to tHe-distribution
with 3—1 =2 and(3—1)(16— 1) = 30 degrees of freedom. The critical valueFof2, 30) for

a = 0.05 is 332, so we may reject the null-hypothesig); In fact, it is even possible to reject
the null hypothesis with thg? statistic and 3- 1 = 2 degrees of freedom since the critical value
of x?(2) for a = 0.05 is 5991 andy? = 26.

Since a significant average rank difference has been ddteeteproceed with the Nemengost
hoctest to determine individual significant differences betwall possible pairs of data sets. As
described in Section 5.2.3, the critical difference o« 0.05, 3 data sets, and 16 algorithms is
0.828. The difference in average rank between two data setsthauefore be larger than&28 in
order for the difference to be significant according to thendnyi test. Since 3 1.75=1.25 and
3-1.25=1.75, we conclude that both the LSA-based and NCD-based datarsesignificantly
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Table 4. Post feature selection AUC results for Naive Bayes Multiradran 40 levels of keep ratio

Original LSA-based NCD-based
Keep ratio mean(SD) mean(SD) mean(SD)

0.61 0.934(0.054) 0.998(0.004)  0.994(0.006)
0.62 0.933(0.054) 0.998(0.004)  0.994(0.006)
0.63 0.933(0.054) 0.998(0.004)  0.994(0.006)
0.64 0.933(0.054) 0.998(0.004)  0.994(0.006)
0.65 0.932(0.054) 0.998(0.004)  0.994(0.006)
0.66 0.931(0.054) 0.998(0.004)  0.994(0.006)
0.67 0.931(0.054) 0.998(0.004)  0.993(0.006)
0.68 0.931(0.054) 0.998(0.004)  0.993(0.006)
0.69 0.931(0.054) 0.998(0.004)  0.993(0.006)
0.70 0.931(0.054) 0.998(0.004)  0.993(0.006)
0.71 0.931(0.054) 0.998(0.004)  0.993(0.006)
0.72 0.931(0.054) 0.997(0.004) 0.993(0.006)
0.73 0.929(0.054) 0.997(0.004)  0.993(0.005)
0.74 0.929(0.054) 0.997(0.004)  0.993(0.006)
0.75 0.929(0.054) 0.997(0.004)  0.993(0.005)
0.76 0.929(0.054) 0.997(0.004)  0.993(0.005)
0.77 0.929(0.054) 0.996(0.005)  0.993(0.005)
0.78 0.928(0.055) 0.996(0.005)  0.993(0.005)
0.79 0.928(0.055) 0.996(0.005)  0.993(0.006)
0.80 0.929(0.055) 0.996(0.005)  0.993(0.005)
0.81 0.929(0.055) 0.995(0.005) 0.993(0.006)
0.82 0.929(0.055) 0.995(0.006)  0.993(0.006)
0.83 0.928(0.055) 0.995(0.006) 0.992(0.006)
0.84 0.928(0.056) 0.995(0.006) 0.992(0.006)
0.85 0.928(0.056) 0.995(0.006) 0.992(0.006)
0.86 0.928(0.055) 0.994(0.006)  0.992(0.006)
0.87 0.928(0.056) 0.994(0.006)  0.992(0.006)
0.88 0.927(0.056) 0.993(0.006) 0.992(0.007)
0.89 0.927(0.056) 0.993(0.007) 0.992(0.007)
0.90 0.928(0.055) 0.992(0.007) 0.991(0.007)
0.91 0.927(0.056) 0.992(0.007) 0.991(0.007)
0.92 0.927(0.056) 0.992(0.007) 0.990(0.007)
0.93 0.926(0.056) 0.991(0.007) 0.989(0.008)
0.94 0.926(0.057) 0.991(0.007) 0.989(0.008)
0.95 0.925(0.057) 0.991(0.007) 0.988(0.008)
0.96 0.925(0.057) 0.991(0.007) 0.988(0.008)
0.97 0.923(0.057) 0.990(0.007) 0.988(0.008)
0.98 0.923(0.057) 0.990(0.008)  0.988(0.009)
0.99 0.923(0.058) 0.990(0.008) 0.988(0.008)

1.00 0.922(0.058) 0.989(0.008) 0.988(0.008)
Optimal AUC performance is indicated with bold

Table 5. Data set statistics post and pre feature selection

Pre Post
Data set #instances  #Attributes  #Attributes ~ AUC gain
Original 996 1269 775 0.012
LSA-based 922 1295 791 0.009

NCD-based 937 1302 795 0.006
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Table 6. Comparison of AUC between the original data set and the tmdagity-based data sets

Original LSA-based NCD-based
Algorithm Type mean(SD) mean(SD) mean(SD)
NaiveBayes Baves 0.898(0.055) 0.990(0.019) 0.977(0.037)
NaiveBayesMultinomial Y 0.934(0.054) 0.998(0.004) 0.904A06)
RBFNetwork 0.821(0.096) 0.982(0.038)  0.980(0.025)
\otedPerceptron Function 0.829(0.080) 0.893(0.091) 0.904(0.084)
SMO 0.814(0.080) 0.926(0.086) 0.948(0.061)
IBk Lazy 0.826(0.086) 0.966(0.074) 0.990(0.018)
AdaBoostM1 0.864(0.079) 0.966(0.046) 0.969(0.032)
Bagging Meta 0.889(0.067)  0.914(0.075) 0.954(0.071)
Stacking 0.847(0.084) 0.921(0.088) 0.948(0.061)
HyperPipes Misc 0.811(0.090) 0.978(0.018) 0.983(0.016)
JRip 0.805(0.083) 0.845(0.104) 0.886(0.089)
PART Rules 0.796(0.097)  0.872(0.145) 0.852(0.136)
Ridor 0.739(0.089) 0.832(0.105) 0.860(0.103)
DecisionStump 0.814(0.069) 0.901(0.076)  0.902(0.085)
J48 Trees 0.737(0.115) 0.853(0.138)  0.859(0.125)
RandomForest 0.884(0.069) 0.962(0.062) 0.982(0.030)
Average rank 3.00 1.75 1.25

better than the original data set. However, sincé&1 1.25 = 0.5 the conclusion is that there
is no significant difference, in terms of average AUC perfanee of the evaluated algorithms,
between the LSA-based and the NCD-based approach.

Similarly to the previous study, the Multinomial Naive Bayalgorithm is superior in terms of
AUC performance. In fact, this algorithm achieves the higgh®UC performance on all three
data sets. The overall algorithm performance results atdithat both the LSA-based and the
NCD-based approach represent feasible ways to reducelsegfasitive rate for the EULA clas-
sification task.

6.3. Introduction of the Neutral Class

The results of the secondary experiment can be viewed ireTalihd consist of two confusion
matrices generated for the multinomial naive Bayes allgorion the three-class versions of the
LSA-based and NCD-based data sets. Interestingly, no Istahices are classified as good, which
would be the worst type of classification error in a real-wasétting. The neutral instances are
classified slightly more correctly in the LSA-based dataAdarge amount of the good instances
are classified as neutral in both the data sets.

LSA and NCD perform comparably in generating suitable tfuless data sets. However, as can
be interpreted from the AUC performance, the introductiba oeutral class affects the perfor-
mance negatively. Arguably, the conclusion that can be drswthat the neutral instances are
confusingly similar to either good or bad instances. Furtiesearch is required to determine
whether completely different categorizations of spywaey mesolve the issue. For example, one
might classify the spyware applications according to fiomgtlities like:browser hijackingad-
vertisement pop-upsiser behavior reportingand so on. However, it is quite obvious that this
type of functionality-based labeling of instances wouldsineertainly be time consuming and
difficult to conduct manually.



Similarity Assessment for Removal of Noisy End User LiceAgeeements 17

Table 7. Comparison of LSA and NCD on the three-class problem

Classifications Actual
Dataset bad good neutral class
44 0 8 bad
LSA 10 706 154  good
9 24 41  neutral
56 0 8 bad
NCD 12 714 147  good
13 23 23  neutral

Confusion matrices generated from one 10-fold cross-
validation test of Multinomial Naive Bayes

6.4. Discussion

As in many other domains, false positives are particuladyltilesome in the EULA classifi-
cation task, since the principal objective of this clasatfn is to provide decision support to
computer users during software product installation. Adglositive (a spyware-associated appli-
cation classified as legitimate software) would then miskb& user to install the product, which
could possibly lead to system performance degradation oseytoss of system control and theft
of information. A false negative (a legitimate applicatidassified as spyware) is not as poten-
tially costly. However, if the user knows about the legitaypaf the application, a false negative
may result in a decrease of trust in the decision support Tt decreased trust would, in the
worst scenario, lead the user to not pay attention to themeendation from the decision sup-
port tool, much like most users today do not pay attentiohéadisplayed EULA when installing
software downloaded from the Internet.

Table 8 includes the word stems with the highest conditipnababilities for each of the three
classes from the secondary experiment. In analyzing theittonal probability-based prioritized
lists of word stems, some evidence is uncovered as to why haaeutral instances are indeed
hard to separate, which confirms the conclusions drawn flfwmtanual EULA examination.
Additionally, it is also obvious that, despite their demtwated differences, the LSA-based and
NCD-based approaches yield data sets in which the listeeafibst representative words for each
class are quite correlated.

We have not been able to find any additional public domairectibn of EULAs and the gen-
eration of this type of collection is a labor intensive taskce each EULA has to be extracted
during the actual installation of a software product. Sireearch on the definition of spyware is
still on-going, it is often also difficult to correctly lab#ie collected instances. This fact, together
with the conclusions drawn on the basis of the aforementioesults of the manual examination,
motivates the need for an efficient method for detectingynexsimples. It is intuitively not a good
idea to remove instances from a data set based on the metbédathey were misclassified by
one or more algorithms. In contrast, both the manual exainimand the experimental evidence
of the present study suggest that the noisy examples sheulénboved since they are not at all
semantically separable from instances from the other .class

7. Conclusions and Future Work

End User License Agreement (EULA)-based spyware deteistiessentially a text categorization
task. Previous work by us has reported good classificatiofoqmeance results of supervised
learning algorithms, such as Multinomial Naive Bayes andd®an Forests, on a collection of 96
spyware-related EULAs and 900 legitimate EULAs. Howeuee, false positive rate (the rate of
spyware EULASs classified as legitimate EULAS) has been tepas too high for practical use.
This study examines the use of feature selection and compaxe candidate approaches for
removal of noisy instances to decrease the false positige Tae first approach is based on using
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Table 8. The ten wordstems with the highest conditional probabitityeach class and data set

Dataset bad neutral good
search toolbar evalu
toolbar search register
arbitr act program
whenu effect el
view jurisdict ver

NCD cook commerc  tr
url el sharewar
anonym sol fil
18 direct pack
avall respon author
search search evalu
toolbar serv register
whenu toolbar el
view act program
cook download  ver

LSA download  oper tr
anonym effect sharewar
serv direct pack
acc commerc il
upd control author

Word stem probabilites generated by Multinomial Naive Baye

latent semantic analysis (LSA) in conjunction with cosimaikarity to find noisy instances in the
EULA collection under study. The second approach is basethanalized compression distance
(NCD). After performing the feature selection, we expernitadly evaluated the performance of
16 supervised learning algorithms on the original EULA edlion studied in previous work
and the LSA-based and NCD-based data sets. These weretgeriaraemoving noisy examples
using the aforementioned methods, to investigate whetiepossible to reduce the false positive
rate.

The Area Under the ROC Curve (AUC) performances are significdigher on the LSA-based
and NCD-based data sets in comparison to the AUC scores ooritiieal EULA collection.
However, no significant difference in AUC performance cobédrevealed between the LSA-
based and NCD-based approaches. Thus, we conclude thatrld3RGD both represent suitable
approaches for finding noisy instances whose removal rettieqaumber of false positives during
classification.

The categorical proportional difference (CPD) featurestn method was applied on the three
studied data sets prior to experimental comparison. CPDagehto substantially decrease the
number of instances while at the same time increasing AU@peance on all data sets. More-
over, the experimental evidence confirm the results of pressiwork in that the Multinomial
Naive Bayes algorithm seems to be the most suitable algofith the EULA classification task.
Future work is focused on compiling a larger database of E&JinAcollaboration with the anti-
spyware industry. Moreover, we are in the process of deigogp spyware prevention tool, based
on Multinomial Naive Bayes, that will be able to automatigaixtract and analyze EULAS in
order to provide users with a means to give an informed cdnsben installing applications
downloaded from the Internet. The availability of the praien tool will also allow for more
human-oriented studies on spyware awareness and infororegbiet. We aim to compare ad-
ditional feature selection methods and learning algoritiimthe subsequent experiments to be
carried out on new data.
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