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ABSTRACT

Context. With the development of computer software, hardware, and
communication technologies, a new type of human-centered computing model,
called Cloud Computing (CC) has been established as a commercial computer
network service. However, the openness of CC brings huge security challenge to
the identity-based access control system, as it not able to effectively prevent
malicious users accessing; information security problems, system stability
problems, and also the trust issues between cloud service users (CSUs) and cloud
service providers (CSPs) are arising therefrom. User behavior trust (UBT)
evaluation is a valid method to solve security dilemmas of identity-based access
control system, but current studies of UBT based access control model is still not
mature enough, existing the problems like UBT evaluation complexity, trust
dynamic update efficiency, evaluation accuracy, etc.

Objective. The aim of the study is to design and develop an improved UBT based
CC access control model compare to the current state-of-art. Including an
improved UBT evaluation method, able to reflect the user’s credibility according
to the user’s interaction behavior, provides access control model with valid
evidence to making access control decision; and a dynamic authorization control
and re-allocation strategy, able to timely response to user’s malicious behavior
during entire interaction process through real-time behavior trust evaluation.
Timely updating CSUs trust value and re-allocating authority degree.

Methods. This study presented a systematical literature review (SLR) to identify
the working structure of UBT based access control model; summarize the CSUs’
behaviors that can be collected as UBT evaluation evidence; identify the
attributes of trust that will affect the accuracy of UBT evaluation; and evaluated
the current state-of-art of UBT based access control models and their potential
advantages, opportunities, and weaknesses. Using the acquired knowledge,
design a UBT based access control model, and adopt prototype method to
simulate the performance of the model, in order to verify its validation, verify
improvements, and limitations.

Results. Through the SLR, two types of UBT based access control model working
structures are identified and illustrated, essential elements are summarized, and
a dynamic trust and access update module is described; 23 CSU’s behavior
evidence items are identified and classified into three classes; four important
trust attributes, influences and corresponding countermeasures are identified
and summarized; and eight current state-of-art of UBT based access control
models are identified and evaluated. A Triple Dynamic Window based Access
Control model (TDW) was designed and established as a prototype, the
simulation result indicates the TDW model is well performed on the trust fraud
problem and trust expiration problem.

Conclusions. From the research results that we obtained from this study, we
have identified several basic elements of UBT evaluation method, evaluated the
current state-of-art UBT based access control models. Towards the weaknesses
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of trust fraud prevention and trust expiration problem, this paper designed a
TDW based access control model. In comparing to the current state-of-art of UBT
models, the TDW model has the following advantages, such as it is effectively
preventing trust fraud problem with “slow rise” principle, able to timely
response to malicious behavior by constantly aggravate punishment strategy
(“rapid decrease” principle), effectively prevent malicious behavior and
malicious user, and able to reflect the recent credibility of accessing user by
expired trust update strategy and most recent trust calculation; finally, it has
simple and customizable data structure, simple trust evaluation method, which
has good scalability.

Keywords: User Behavior Trust, Access Control Model, Cloud
Computing Security, Triple Dynamic Window
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CHAPTER 1. INTRODUCTION

The Cloud Computing (CC) is an emerging computing technology, it is integrated
and developed with parallel computing, distributed computing, network storage,
virtualization technologies, embodies the basic idea of the ‘network is the
computer. The CC is centralized and connects massive network resource
together to form a virtualized computing resource pool (also is known as the
‘Cloud’), provides the user with a large scale of cloud services [1].The CC provides
the user with three type of service model, Software as a Service (SaaS), Platform
as a Service (PaaS), and Infrastructure as a service (IaaS) [2]. This flexible service
greatly reduces the users’ cost and enable individuals and small businesses to
use super-powerful computing service, through a variety of ways to obtain
universal cloud services follow their own demand. According to the series
advantages of CC, recently, the development of CC become a research hotspot in
the computer network and information technology domain. The application of
CC is very extensive, no matter the size of the companies, firms, such as Google,
Amazon, Alibaba, or even small IT Technology Company, take CC into their future
development strategy. Research and analysis company Gartner pointed out in
their research paper that the CC will replace the current virtualization technology,
and become the most important technology trends [3].

The advantages of CC has been recognized by the information technology
industry, but the extensive using of CC is facing great challenges. To store
confidential information and important business data into the CC platform
requires a lot of courage, as the user aware the security risk of the current CC
environment. The initial design of CC within a narrow range, the resource access,
and resource sharing is under a closed environment, the basic security
protections like firewall and traditional access control technology are able to
satisfy the security requirement. But, with the development and expansion of CC,
the cloud resources are more and more exposure on the Internet, the number
and the scale of attacks are exponential increasing [1]. The security requirement
was upgraded from traditional closed security access control into a dynamic,
open security access control. Security problems of CC in data security and user
privacy protection directly related to the further development of CC.

To truly implement a safe and reliable CC environment, we need to improve
its stability, integrity, and credibility. Especially credibility is known as the trust
between cloud service providers (CSPs) and cloud service users (CSUs), which is
a critical factor in the expansion of CC [4]. The CC trust issues involve two aspects:

For CSUs, as lack of control of the remote data and equipment, lead to distrust
of CSPs. Unwilling to store important confidential data, business information, and
daily processing environmental into the cloud platform, the risks like data
disclosure, data being investigated by unauthorized parties, data loss, cloud
server collapse, etc. will seriously damage the information security and data
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integrity, causing inestimable economic loss [5]. If there is no user trust CSPs, the
business of CSPs will not able to expand much, like a bank without a customer to
open an account and deposit money. Therefore, it is necessary to make CSUs trust
CSPs, and it is currently a very important research content in cloud security.

On the other hand, for CSPs, the trust to authorize a user access, assign
service degree to a user. The CC can be accessed by every single Internet-linked
device, and provides authorized user with high degree of freedom inside of CC
platform, CSUs can directly use and operate the CC software, operating system,
infrastructure like virtual machine, server, and even able to deploy their own
program and execute on cloud [6]; therefore, it is very vulnerable to attacks, the
attacker could be a malicious user, hackers, and even identified user may be
hijacked, misoperation, or a potential competitor [7]. The impact of an attack can
cause huge disaster; for instance, a malicious user deployed a malicious program
on the cloud server by using the PaaS$, user’s malicious program may take control
the virtual machine configuration, occupy the hardware like CPU, memory,
network stream, and may also attack the other users’ client machine. Therefore,
timely detect and prevent the malicious and risk user accessing is an important
research content, and it is the objective of this research study.

1.1 Problem Definition

Currently, CSPs are mainly using IAM (Identity and Access Management)
technology as access control to manage user authorization [8], but the IAM has
three major disadvantages:

First of all, the IAM does not consider the multi-domain characteristics of CC,
cannot well settle the cross-domain access control and authorization issues;

Secondly, the IAM only verifies user’s identity trust, test username, password,
and IP address to identify user’s identity, without verifies the user’s behavior
trust according to its historical interaction evidence [8], it cannot detect and
prevent potential malicious user; for instance, today’s digital library using CC to
build large-scale book and thesis data resource warehouse, the visitor can read
the resource online, and the authorized user like the school students or paid
account can access the resource and legally download the resource. We can use
identity authorization to identify user’s identity, and provide with proper
authority; but we the IAM cannot detect and prevent malicious users, which
might use tools or set proxy to download large quantities digital resource to
obtain illegal profit. In this case, the user’s identity is legal but his behavior is
malicious and not trusted.

And the last, the IAM assigns authority to the user before the beginning of
interaction without monitoring user’s actual behavior during the entire
interaction, malicious action, misoperation and risk behavior cannot be
effectively detected and prevented.

With these three disadvantages, the IAM cannot effectively solve the CC
security issues, especially the CSP’s trust problem we mentioned above.



Therefore, expand and update the traditional access control technology is urgent
to solve the trust issues and improve the security problem of CC.

The concept of ‘“Trust’ was first introduced into computer science in 1996 by
Blaze M [9], the basic idea is admitting the imperfection of security information
in an open system, the system’s security decision requires to depends on a
reliable third party to provide additional security information. The theory of
trust management mechanism provides a new solution to solve CC security
problems.

The UBT is a branch of trust management theory, is the comprehensive
evaluation of user’s interaction behavior, by using quantized evaluation result to
represent the user’s friendly degree to the system, and identify risk users and
malicious user [10]. Provide access control system with a valid basis for decision
making, improves the reliability of authority allocation.

The purpose of UBT evaluation mechanism is similar to the bank credit
systems. For example, they assign a bank client with different grades of credit
based according to the client’s salary, job stability, social record (whether have
criminal records), and the behaviors, such as whether they pay loans on time, and
maintain a reliable deposit amount. High credit clients are able to borrow more
loans from banks, receive improved financial services, and are considered as
valuable clients by the bank. Correspondingly, the bank will refuse to provide
loans to low credit clients, or issue a few loans, and also will keep an eye on these
clients.

In recent years, scholars utilize the UBT evaluation method and access
control technology, expected to solve the CC security problem. Tian Ligian et al
[11], established three-level user behavior evaluation principle, proposed a
Bayesian network based user behavior trust prediction and game control theory,
but the evaluation system cannot solve the problem of uncertainty and fuzzy of
trust measurement. Chen Yarui et al [12], proposed a dynamic game control
based user behavior trust model, through a multi-stage game control of
incomplete information principle to analyze the type of cloud end-user, examine
potential untrusted cloud end-users in the system, but the main study is real-time
analysis of user behavior, failure to establish specific cloud security access
control mechanism. Lv Yanxia proposed an FANP (Fuzzy Analysis Network
Process) based user behavior trust evaluation method in cloud computing
environment [13]. However, the evaluation process of the method is complex, the
computation is difficult, and the evaluation efficiency is low.

The UBT based access control technology is the technology trends to address
the CSUs trust issues, but there remain problems and weaknesses; identify those
potential weaknesses and design a solution to improve the performance of UBT
based access control model is the research problem of this research project.



1.2 Research Questions

In this research project, the following questions are attempted to be answered:
Partl1. Identify Essential Elements

RQ1: What is the working structure (essential elements) of UBT based CC
access control model?

RQ2: What kinds of cloud user behavior can be collected as evidence for trust
evaluation?

Part2. Identify Potential Weaknesses

RQ3: What attributes of trust can affect the performance of UBT based access
control model?

RQ4: What is the currently state-of-art of UBT based CC access control model?
Part3. Verify the Improvements
RQ5: How can a prototype be built to evaluate user behavior trust?

RQ6: How to verify and validate the improvements?
1.3 Aim and Objectives

The main aim of this research is to gain a better understanding of UBT based
access control technology in CC and to improve any weaknesses. To achieve this
main aim, two sub-objectives are defined:

B Understand the basic elements of UBT evaluation based access control
technology in CC, summarized the state-of-art and identify the potential
weaknesses that able to be improved.

B Design a solution to overcome the identified the weaknesses, model the
design and conduct a simulation to verify the improvements.

To clear define the research range, we list excluded research area below:

B This research does not consider user’s identity authorization as it’s
already a mature technology, the improved cloud access control model
will focus on the UBT of CSUs that already passed identity authorization.

B This research does not consider cross-domain authorization problem,
the method to handle cross-domain authorization is in another research
domain.

1.4 Thesis Structure

We summarized the background and relative knowledge of CC security,
access control technology, and trust mechanism in Chapter 2. An introduction of
adopted research methodologies explained in Chapter 3. And we present the
detailed work process of systematical literature review and the result in Chapter
4. Chapter 5 present the design of TDW based Access Control model. And the



chapter 6 present the work process of prototype establishment, and simulation
result. In Chapter 7, we discussed and explained the findings in this research
study. Then we discuss the validity threats in Chapter 8. Finally, we present the
conclusion and the future work of the research in Chapter 9.

1.5 Acronyms

CC Cloud Computing

CSP Cloud Service Provider
CSU Cloud Service User
UBT User Behavior Trust
BTR Behavior Trust Record

SLR Systematical Literature Review



CHAPTER 2. BACKGROUND

This chapter introduced the basic definition of CC, and CC security issues;
summarized the current research status of access control technologies; and the
trust management theory as the foundation for later research. To deeply
understand the design of CC environment oriented access control model and its
security problems.

2.1 Cloud Computing and Security

This section introduced the basic definition of CC, explained basic features of CC,
illustrated its architecture, and the current security problems of CC.

2.1.1 The Definition of Cloud Computing

The major purpose of CC is to realize the computer resource's publicity for
commercialization. CC provides various users with fast and convenient data
storage, network computing, and other specific services. A simplified CC
environment is illustrated as figure 2-1. However, CC is unlike simple network
calculation. In network computing, the user only accesses to a specified server
through the network, but the CC is composed by a group of numerous
interconnected computers.

Figure 2-1 CC Environment Simplified Model

We summarized some scholars’ research work on CC, obtained the following
two CC definitions:

B The W. Li et al [14] considered that CC is a kind of computing, providing
dynamically extendible virtualization resource service through the
Internet, and providing universal services. This definition emphasizes
that CC uses virtualization and other technologies to provide computing
resources as a service to a demanded user.

B The X. Sun et al [15] considered the CC is an expanded computing model
based on parallel computing, distributed computing, and grid computing;
and also the commercial realization of the above computing models,
promoted the concepts like virtualization, utility computing, laaS, SaaS,
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and PaaS, etc.
2.1.2 The Features and Architecture of Cloud Computing

Based upon the NIST description, CC has three different type of service models
[16]:

B Software as a Service (SaaS): the software service provided through
Internet, users do not need to purchase software and install it on the local
computer, but leased the Web-based software from the service provider
to manage business activities.

B Platform as a Service (PaaS): Delivered to the user with rich "the cloud"
resources, development environment as a kind of service provided to the
user, application run-time environment, sharing service, and the
automation management service, etc. users can develop their
applications in the development environment.

B Infrastructure as a Service (IaaS): The cloud provider infrastructure
such as server, network and storage devices as a service provide to users.
Users can directly development their own platform and application on
the cloud infrastructure (the service layer) instead of purchasing
additional hardware, system software maintenance, and relevant system
software.

Users Interface

=L

Application Service,

( Service '\ Software Service etc. ‘ Saas
Guarantee g I I
Qos B Application Environment, PaaS
Calculation Platform etc.

Data Storage, Data Center
| etc.
R /l

Security

‘ Management | > ‘/ IaasS

JaAe juawabuely pue adlAIRS

Figure 2-2 CC Architecture

The CC architecture is illustrated as figure 2-2. Users interface layer provides
CC user with available access interface; Service management layer manage the
service relationship between CSUs and CSPs, control the service quality and
service security problem; Core service layer is the collection of available CC
services and applications.

CC environment has many different characteristics compare with other
traditional computing models, including the following aspects:

B Limitless resource: in the cloud environment, the resources are almost
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infinite, which depends on resource virtualization technology, also
requires the background resource pool must have a considerable size.

B Virtualization and packaging: in the CC environment, resources are
virtualized and encapsulated into services, which provides users with the
convenience of use, and is conducive to the protection of resources and
user privacy.

B Customized service: CC service system can provide customized service
type and service level according to the needs of users.

B Open service access and management interface: CC provides a
standardized interface, facilitate the developers to development and
construction of new services by SOA (Service-Oriented Architecture) or
Web interface.

B Pay-as-demand: user can pay by their own demand, and chose different
service combination.

2.1.3 Cloud Computing Security

The CC is a business computing model which service is its purpose. CC represents
the information technology domain is now developing forward to intensive,
large-scale and specialization direction. But extensive use of CC still facing
challenges, the security issues is one of the biggest blocks for CC daily use.

The CC security problem has been widely concerned by both academic circle
and IT industry. According to the statistics from IDC?, the rating of the challenges
or issues of the CC development, the security problem is top concerned with 87.5%
among the other challenges.

Fox et al summarized the top ten CC security challenges at the Berkeley CC
white papers [17], the data security, service availability, performance
unpredictability, large-scale distributed system security vulnerabilities, and
reputation crisis, are related to the confidentiality and reliability of CC. Based
according to cloud computing services and cloud data center security problems,
many companies and users still concern about whether to adopt CC.

The research study of CC security is still immature but is gradually
developing. K Ren et al [18] consider the study of CC security can be divided into
three aspects:

1. The problem of CC system and network security issues.
2. The problem of CC in data privacy protection.
3. The problem of trust issues among entities in CC environment.

The first two aspects are the premise of CC popularization, involve the
realization of CC core techniques. The third aspect, as known as the credibility of

1 IDC: International Data Corporation, a market research, statistics analysis, and advisor
company, specialized in information technology, software development area.



CSPs and CSUs, which refers to two aspects:

B The credibility of CSPs: CSUs whether to trust the use of cloud services
published by CSPs.

B The credibility of CSUs: CSPs, whether to trust the accessing users, will
comply with the service requirements, and properly behave during the
interaction.

At present, to solve the security problem of CC is to establish a feasible cloud
security framework for specific security risks, and use this framework to study
the key security technology. Access control policy based on trust mechanism
provides a possible solution to solve the trust issues of CC.

2.2 Access Control Technology

This section introduced the basic concept of access control technology, four
different types of access control technologies, including mandatory access
control model, discretionary access control model, role-based access control
model, and trust-based access control model are summarized and described in
sub-sections.

2.2.1 Introduction of Access Control Technology

Access control is considered to be one of the most important elements in the field
of information security. The so-called access control, which is to determine
whether a user has permission to access, use or modify a resource. Access control
systems generally include object, subject, and access control strategy. Basic
description as follows [19]:

B Object: the object is a passive entity that can be accessed by other entities.
Information, files, and resources, any objects that can be manipulated can
be considered an object.

B Subject: the subjectis the active entity that can exert their action to other
entities, sometimes referred to users or visitors. A Subject can be the
user’s organizations or users itself, can also be any user’s accessing
terminal, or even application service program or process.

B Access Control Policy: Access control policy is an action-constrained set
of subject to the object. Simply speaking, access control policy is set of
subject to object access rules, the rule set defined the subject’s action
constraints to the object and object conditions constraints to the subject.
Access control strategy represents the behavior of authorization, also is
a permission from object to the subject, this permission is not able to go
beyond the rules set.

Currently, the research of access control technology is already very mature,
in the course of nearly four decades of development, has emerged many
important access control technologies: Discretionary Access Control (DAC),
Mandatory Access Control (MAC), Role-Based Access Control (RBAC), Task Based
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Access Control (TBAC), and Attribute-Based Access Control (ABAC), etc. The
traditional access control technologies include DAC and MAC.

2.2.2 Mandatory Access Control Model

The MAC is based according to the security attributes of subject and object to
decide whether to grant access. The basic idea of MAC is: each subject and object
have a label to represent their security attributes. The security attributes of the
subject reflect the authority level that can be obtained by subject; the security
attributes of the object represents the object sensitivity [20]. MAC determine
whether users can obtain access authority by comparing the security attributes
of subject and object.

The advantage of MAC is, in the authorization process, not only need to check
whether the subject having the operation authority to the object, but also need
to check if the security attributes of the object and subject meet the requirements,
which makes the authorization process much more secure. Thus, the MAC is
suitable for high security required system, for instance, the military
authorization system.

The disadvantages of MAC is, the authorization management system must
assign security attributes for each subject and object, and need to carefully define
the correspondence security attributes between subjects and objects, thereby
preventing legitimate subject cannot operate on authorized objects, and illegal
subject able to operate on unauthorized object phenomenon. Therefore, MAC
authorization management is difficult and complex.

2.2.3 Discretionary Access Control Model

The working principle of DAC is to confirm the identity of the subject, authorize
the subject based on the corresponding relationship between its identity and
authority. The basic idea of DAC is the owner of the subject determine the
authority of other accessing subjects, the subject that obtained the accessing
authorization can further grant the privileges to other subjects [21]. In this way,
the authorization of DAC become a chain structure, for instance, there exist an
authorization relation among subjects A, B, C, and D: A»B—C—D, which means
the subject A grant an access authority of object O to the subject B, and subject B
grant the authority to the subject C, and finally subject C grant the authority to
the subject D. In this case, subjects A, B, C, and D all have the same access
authority to the object O. In this authorization chain structure, every subject can
only manage the authority of their successor node, but not able to manage the
second level subject’s authority.

The advantage of DAC is subject to the authorization process with great
flexibility, but the drawback is authorization process exist chain structure, the
authority management only valid on those directly granted subject, it cannot
control the subject indirectly obtained access authority, which leads to low-
security performance. Also, in terms of authority management, the system needs
to maintain the relationship between different subjects with different access
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rights to different objects, authority management complexity is high.
2.2.4 Role-Based Access Control Model

Most traditional access control mechanism grant authority directly to the subject,
which leads to high complexity of authority management. To solve this problem,
R. Sandhu et al [22] introduced “role” concept into the access control technology,
developed RBAC. In RBAC, the system defines a series of roles, first assign access
permissions to these roles, and then assign the appropriate roles to the subject,
so the subject has the access authority as same as the role. Compared with the
authority granted directly to the subject, grant role to users is much more flexible,
but also simplifies the management of the system.

Standard RBAC reference model as shown in figure 2-3. The model defined
basic functions of role, the model includes five basic factors: Users, Roles,
Sessions, Objects, Operations, and Permission Role Assignment (PRA), User Role
Assignment (URA), Role Assignment Constraint (RAC). The basic idea of RBAC is
to establish many to many relationships between users and access authority by
role.

Organization Role Hierachy

(o)

Permission

Users P Role

et

Session

Figure 2-3 Standard RBAC Reference Model [22]

The advantage of RBAC is avoiding the direct mapping of users and authority
in DAC and MAC, to build a hierarchical indirectly mapping relation. RBAC
effectively reduce the authority management complexity, and with high flexibility.
The drawback of RBAC is it only verify user’s identity before grant role to the user,
without considering user’s behavior trust. And RBAC adopt the pre-assign
strategy to assign access permission, it doesn’t monitoring and control user’s
behavior during the interaction, malicious operation and user cannot be
discovered timely.

2.2.5 Trust Based Access Control Model

Access Control Model not only the system security solution, but also the key
technology to ensure system confidentiality, integrity, and availability. Therefore,
the research of access control technology become research hot-spots in
computer security domain. However, the traditional access control model is
based on large-scale resource host access control, not able to apply in CC
environment, and overcome the current security challenge in CC.

Aim at the feature of CC, J. Chen et al [23] analysis the CC dynamic
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requirements to the access control, expanded RBAC model and make it suitable
for the CC complex access control and management requirements. However,
RBAC only fits in closed and centralized network environment, not able to apply
in large-scale, open distributed network, in particular, cannot meet the security
requirements of the multi-domain environment in CC.

To overcome the drawbacks of RBAC model, some researchers introduced
trust management mechanism into the access control model.

Tang et al [24] expanded on the shortage of RBAC model, based on "trust
management" concept proposed by Blaze, introduced trust concept into the
access control mechanism, proposed the TRBAC (Trust Role Based Access
Control Model), a trust-based access control model. The model identified specific
requirements for user’s authority, comprehensively calculate user’s multiple
trust feature, and achieved fine-grained, flexible authorization mechanism,
which is more safe and reasonable for assigning users required authority. The
model illustrated as in figure 2-4.

Authentication
Role Assignment

Trust Value Computing

‘ Behavior Assessment | ’ Trust Value Computing ‘

Access Services

Figure 2-4 Trust Role Based Access Control Model [26]

Tan et al [25] and Wenhui et al [26] improved the weaknesses of TRBAC
model, proposed trust based dynamic RBAC model in CC environment. Thesis [25]
provided detailed user trust degree calculation procedure, assign users with
different access authorities according to user’s role information and trust degree,
which will reduce the security threat in the CC environment. Thesis [26] is
theoretical analysis, it doesn’t provide trust degree calculation method.

2.3 Trust and Trust Mechanism

The concept of Trust is first proposed by German sociologist Georg Simmel,
Simmel argued in his monograph ‘The Philosophy of Money’, it mentioned that
the social behavior is formed according to the interaction between peoples, and
the interaction is based on the trust among peoples. Thus, from the original
concept, the trustis a sociology theory, but as peoples’ connection can easily refer
to the interaction between machines, computers, and internet entities, the
concept of trust was lead into computer science domain. In 1972, J].P.Anderson
[27] proposed the trust concept in computer domain. In 1994, Marsh [28] firstly
start to analysis trust model to overcome the trust issues in the agent system,
describe the formalization problem. In 1996, to handle the Internet security
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problem, M. Blaze et al [29] firstly used the Trust Management concept, bring the
trust model study into the distributed system area in order to solve its security
problems. At the same time, A. Abdul-Rahman et al [30] proposed the trust
metric mathematical model with the same purpose.

2.3.1 Basic Concept of Trust

As a concept of social engineering, trust was introduced into the field of computer
security due to the network security consideration. CC rely on the network to
achieve a certain kind of business service, the network is the epitome of human
society, and trust relationship between the network entities is similar to the real
society. Due to the openness and dynamism of the CC environment, the trust
relationship among CC entities become much more complex and difficult to be
defined than a traditional network. Recently, many scholars proposed the trust
definition in computer science domain, but they are not unified.

B G. Xiaolin et al [31] consider the trust as a subjective probability
prediction from subject to the object whether can accurately and non-
destructively completed collaborative activities; and the trust is a
subjective concept that related to honesty, competitive and reliability.
This idea comes from the social psychological level analysis of trust,
emphasize the subjectivity of trust, with strong uncertainty.

B X Sun et al [32] consider the trust as a rational trust from subject to the
object, an entity could only be credible, or not credible. Thesis designed
amodel to accurate describe and analysis trust relationship. This concept
emphasized on trust rational factors, used a mathematical method to
express the trust relationship, well performed on trust information
expression, provides corresponding trust values for the upper
application development, but not able to completely describe the trust
relationship between entities.

B X. Wang et al [33] consider that trust is the subjective probability of an
entity to execute a specific activity, the activity is not able to be monitored
in advance. The developed trust model generally considers subjective
factors of trust, trust feedback, and the corresponding trust updating
factor, the model can effectively express the true relationship between
entities. This theory combined the above two trust concepts, considers
the subjective and rational aspects of trust, and provides good expression
of trust, so this paper adopts this trust concept.

2.3.2 Trust Classification

Trust can be classified into identity-based trust and behavior-based trust from
the access control perspective; meanwhile, behavior trust can be classified into
behavior process based trust and behavior result based trust [34]. The
classification illustrated as figure 2-5.

Lots of access control models adopt identity-based trust as trust value, the
advantages of this type of trust are easy to calculate, store and operate [35]. But
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the identity trust is not appropriate to be applied in open systems, as the user’s
identity is easy to be stolen or forged, becomes an access security vulnerability.

Trust
Identity Based Behavior Based
Trust Trust
Behavior Process Behavior Result
Based Trust Based Trust

Figure 2-5 Trust Classification

The behavior trust based access control mechanism can avoid the above
security vulnerability to a certain extent. It can timely detect and control the
malicious user through real-time user behavior monitoring and analysis; even
the user with correct identity, but admitted to a malicious behavior, the system
will reduce their authority degree or denial their accessing.

Behavior process based trust evaluation depends on the type of entity’s
behavior (what kind of behavior), the evaluation system will assign different
trust value to the entity according to entity’s different behavior.

Behavior result based trust evaluation depends on the output of the entity’s
behavior (what kind of result), the evaluation system will assign different trust
value to the entity according to the different system environmental changes.



CHAPTER 3. RESEARCH METHODOLOGY

Research methodology provides tools and means to discover a new phenomenon,
new things, or put forward new theories, to reveal the inherent law of things
during the research study. Help researchers to strengthen problem
understanding, gain valid knowledge, obtain theory evidence and answer
research problems.

“A research project either has a pre-defined object and has to select valid
methods to achieve it or has fixed methods and need to find the optimal result.
Sometimes, during the research procedure, both the research aim and research
methods have to be modified". - Dr. Lawrence Henesey

In this research study, the objectives are to identify the weak spots of current
trust-based access control technology and improve it to obtain a better
performance and overcome the current CC security problem, which needs to
select available and effective means (research methodologies) to achieve it.

According to Creswell [36], using diverse methodology approaches to
collecting data for answering research question can provide better research
result. The research strategy that adopted in the research study combines the
systematical literature review (SLR) and prototyping method, which are both
answers the research questions qualitatively and quantitatively.

3.1 Systematical Literature Review

The systematic literature review is a means to collect and survey available
relevant research papers that focus on a similar research problem, research
domain, or research phenomenon [37]. The purpose of SLR is to conduct an
impartial assessment of a research topic by rigorous academic attitude,
trustworthy survey methods, and auditable research procedure. The SLR should
have a pre-defined research strategy, and the research strategy should be strictly
executed during the study period. Both supportive and unsupported research
evidence should be discovered and reported.

The SLR is suitable to summarize the advantages and disadvantages of a
specific method or technology. The result of systematic literature review can help
the researcher to discover the existing gaps of current research status, and valid
research basement to support new research activities.

In this paper, we adopt the SLR guidelines by Kitchenham [37], executed the
SLR in following three steps:

1. Planning: Identify the need for the SLR, develop and evaluate the review
protocol.

2. Conducting: Research paper selection, study quality assessment, data
extraction, and data synthesis.

15
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3. Reporting: Report and document the study result.
3.2 Prototype

A prototype is an early software sample, function sample, or experimental demo
of a new algorithm, a new model in computer science domain [38]; the purpose
of building a prototype is to test whether the software function, model or
algorithm has achieved the design goal.

The aim of building a prototype in this paper is to verify the validation of our
model design, compare the performance of the current state-of-art model, and
quantitatively observe the contribution and limitation; answer the RQ5 and RQ6.

This paper executed the prototype methodology in following three steps:

1. Verification: verify the validation of designed model by testing it with
same prototyping method, environment setting, and data input as
selected state-of-art model; Check if the model achieved the basic
requirements.

2. Comparison: compare the performance of the current state-of-art
model; check if the performance is better or worse in different cases,
and verify the design object.

3. Discover the unknown situation: test the model with hypothetic
scenarios; check if the model could handle the situation or not, acquire
effective improvement advice as the limitation and future work.



CHAPTER 4. SYSTEMATICAL LITERATURE REVIEW

In this chapter, we present the work process and the results of SLR. The aim of
adoption SLR is to identify the main elements of UBT based access control model
in CC, summarized the current state-of-art, and identify potential weaknesses, in
order to support the later solution design.

4.1 Introduction

According to the guidelines proposed by Kitchenham [37], we made some
revisions and conducted this systematical literature review through following
steps which are repeatable.

1. Identification of need for a systematical literature review;
Identification of search strategy;

Selection of primary studies;

Study quality assessment;

Data extraction and monitoring;

Data synthesis;

N o oA woN

. Report result.
4.2 Planning SLR

The planning procedures of SLR are presented in the following sub-sections.
Including the need of SLR, the research questions that are attempted to be
answered, the keywords selection, review protocols, study assessment protocol,
study quality assessment, and study selection criteria.

4.2.1 The Need of Systematical Literature Review

Prior study is used here to identify the need of the systematical literature review,
we selected following databases: ACM, IEEE, ISI Web of Science, Springer link,
Inspect, Scopus, and search with following search string:

(Cloud Computing) AND ((Access Control) OR (Access Control Model)
OR (Authorization)) AND ((Trust Evaluation) OR (Behavior Evaluation))
AND ((SLR) OR (Systematical Literature Review) OR (Literature Review))

The result indicates that there are no related result and relevant work
retrieved. Therefore, we can conclude that there is a need for the systematical
literature review of this research project.

4.2.2 Identify Research Questions

During the SLR, the following four research questions are attempted to be
answered:

17
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RQ1: What is the working structure of UBT based CC access control model?

RQ2: What kinds of cloud user behavior can be collected as evidence for trust
evaluation?

RQ3: What are the attributes of trust that can affect the performance of UBT
based access control model?

RQ4: What is the currently state-of-art UBT based CC access control model?

4.2.3 Keywords Selection

We followed the suggestion from Petticrew and Roberts, used the PICOC
(Population, Intervention, Comparison, Outcome, and Context) criteria [39] to
select research keywords.

B Population: in this research context, the population refers to an
application area, we chose “Cloud Computing” as the population in this
research project.

B Intervention: in this research paper, “access control model” is
considered as a technology that addresses the CC security issue. So we
chose “access control model” as the intervention.

B Comparison: in this research paper, the key methodology within access
control model that being compared is “UBT evaluation method”. So we
select “UBT evaluation method” as the comparison.

B OQOutcomes: in this research paper, we want to assign good behavior CSUs
with high authority, and bad behavior user with low authority to access
the cloud service. So the outcomes we concerned is the authority assign
accuracy. So we select “evaluation accuracy” as outcomes.

B Context: the comparison is under the academic environment, so the
context of this research is “academia”.

4.2.4 Review Protocol

The aim of having review protocol is to ensure the comprehensiveness of the
systematical literature review, by pre-defined review protocol to reduce the
subjective bias [37], the collected and primarily reviewed papers should fully
relevant with research objectives, and qualified to support the research answer.
According to the Kitchenham’s guideline, we defined the study quality
assessment, the selection criteria, and selection procedure in the following
sections.

4.2.5 Study Quality Assessment

The study quality assessment checklist is shown in table 4-1. To ensure the
quality of the paper we selected after inclusion and exclusion study procedure,
we defined the following checklist to evaluate each selected papers.
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Table 4-1 Study Quality Assessment Checklist

No. Quality Assessment Criteria Value

1  Does the study answered the research questions? Yes/No/Partly
2 Does the research method are scientifically described? = Yes/No

3 Does the research validity threats are discussed? Yes/No

4 Do the contributions and limitations are discussed? Yes/No

5 Does the method defects are discussed? Yes/No

6 How many times the paper has been cited? Number

4.2.6 Selection Criteria and Procedures

In addition, to ensure the relevance of the papers that we selected during the
primary study, we here list the selection criteria and procedure in advance. The
aim of this procedure is to filter the papers that not able to cover the research
objectives or not qualified to be surveyed. The selection criteria as shown in table

4-2.

Table 4-2 Selection Criteria

Item Criteria

Search Constrain

Abstract/

Introduction

Full Text

Reference

Journal, Conference paper, and Article

Publication year between (2010-2016)

Computer science domain

Language in English

Research gap is related to CC security

Mentioned UBT or similar keywords

Experiment or empirical study is mentioned as
research methodology

Was well written, in good thesis structure.

Tables and figures are clearly stated and described
with text

Experiment procedure and result are clearly
described and supported by rational evidence.
Limitation discussed

The Contribution is produced by rational comparison.
Well documented reference list

4.3 Conducting SLR

In this section, we presented the procedure of SLR conducting. Including the
research identification, database selection, study selection procedure, and study
extraction and primary data synthesis.

4.3.1 Identification of Research

The aim of having this systematical literature review is to comprehensively
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research and review as many primary studies that related to the research
questions as possible [37]. To satisfy above requirement, we developed a severe
research strategy which will be described in the following sections.

According to the research keywords we have identified in section 4.2.3, we
defined the following research keyword string:

(Cloud Computing) AND (Trust* OR Reputation* OR Credibility)
AND (Access Control)

4.3.2 Database Selection

Six computer science literature database were selected for this study project, the
selected databases are shown in table 4-3. The selection of those databases is
based on the recommendation in Kitchenham’s guideline, each of those
databases is cover the computer science domain, and famous for the quality of
the articles.

Table 4-3 Database Selection

No. DEIELENS
‘1 Scopus
2 ACM Digital Library
3 IEEE Xplore Digital Library
4 Springer Link
5 Inspect (Engineering Village)
6 ScienceDirect

4.3.3 Study Selection Criteria

The inclusion and exclusion criteria are applied to the papers that collected after
primary studies, review the full text of the paper and identify if the paper is
relevant to the research topic and research questions.

B Inclusion Criteria
1. The article described and illustrated a UBT evaluation method.
2. The article aims to overcome the CC security problems or the distributed
open access network security problems.
3. The article provides the structure and working procedure of the behavior
trust identification.
4. The article discussed the trust attribution that affects the trust evaluation.
5. Thearticle discussed and provide the user behavior evidence for the trust
evaluation.
B Exclusion Criteria
1. The trust evaluation method in the article does not evaluate CSU’s
trust.
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2. The article doesn’t provide either theoretical evidence or experiment
evidence to support the validation of the trust evaluation method.

3. The article is part of a book.

4. The article is not written in English

4.3.4 Study Selection Procedure

The study selection procedure and result are as illustrated in figure 4-1.

Step 1: Keyword String
(Cloud Computing) AND (Trust* OR Reputation® OR Credibility) AND (Access Control)

|
! ! ! ! ! !

Scopus ] ACM [ IEEE ] [ Springer [ Inspect ] ScienceDirect

Step 2: Appled the Selection Criteria
(Section 4.2.6)

34 Ariticles

{Section 4.3.3)

20 Ariticles

Step 4: Appled the Study Quality Assessment Checklist
(Section 4.2.5)

Final Select
16 Ariticles

Figure 4-1 Study Selection Procedure

[ Step 3: Appled the Inclusion and Exclusion Criteria }

Step 1: we applied the research keyword string in each database, get an
initial set of papers.

Step 2: following the selection criteria we defined in section 4.2.6, we first
applied the research constraint, set the articles’ publish year range between
2010 and 2016, select journal, conference paper and article as content type, set
the article language with English, and research domain within computer science.
Then, review the paper’s abstract and introduction, identify if the paper is meet
the criteria, and review the full text and reference section roughly if the paper’s
abstract is meet the criteria. After this step, 34 articles are selected.

Step 3: 34 articles are carefully full text reviewed with inclusion and
exclusion criteria we defined in section 4.3.3. After this step, 20 articles are
selected.

Step 4: 20 articles are reviewed with study quality assessment checklist we
defined in section 4.2.5, four articles are excluded in this step as they are not able
to provide any topic relevant knowledge and information.
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Finally, we obtained 16 articles that meet all the requirements.
4.3.5 Data Extraction and Primary Data Synthesis

The selected studies are presented in Appendix A. and here we present the data
extraction procedure and primary data synthesis result. Each selected study was
reviewed with data extraction form as illustrated in table 4-4.

Table 4-4 Data Extraction Form

Data Item Value

Selected reference ID S.ID

Source Database (SD) Database

The Published Year (PY) Year

Provide Trust Evidence? (TE) Yes/No

Discuss Trust Attributes? (TA) Yes/No

Illustrate Working Structure? (WS) Yes/No

Provide Trust Evaluation Methods? (EM) Yes/No

What's the name of the EM? (MN) Name

Experiment Environment (EE) Real Cloud (RC)/ Simulated (SL)

The primary data synthesis is illustrated as table B-1 (Appendix B). 10
articles come from IEEE, three articles come from ScienceDirect, two from
Springer, and one from ACM.

Eight articles designed and illustrate the working structure and procedure of
UBT based access control model, the data of these articles are able to answer the
RQ1. Eight articles discussed the collection of trust evidence and provide the
collection item, which available to answer the RQ2. Seven articles discussed the
trust attributes and their affections on the trust evaluation, the data of these
articles are able to answer the RQ3. And eight articles illustrated the UBT
evaluation based access control model, aim to answer the RQ4.

Among these articles, only one study obtained the simulation data from real
CC environment, while nine studies conducted the experiments or prototypes in
simulated CC environment.

4.4 Results of SLR

We present the SLR results in the following sub-sections, each sub-section is
attempted to answer one research questions.

4.4.1 Answer of Research Question 1

RQ1: What is the working structure of UBT evaluation based access control model?

The data synthesis for the RQ1 is shown in table 4-5. Eight articles that
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selected by primary data synthesis are reviewed in this section. We identified and
classified two type of access control model working structures in these papers,
one is the authority based access control model, and another is the role-based
access control model. We also identified whether the paper considered dynamic
trust updating during the user interaction.

Table 4-5 Data Synthesis for RQ1 (e YES, - No)

S.ID Authority Based Role Based Dynamic Update

S1 - ° °
S4 ° - -
S5 ° -

S6 - °

S7 ° - -
S9 - ° -
S11 ° - °
S13 - ° -
Total 4 4 4

B Authority Based Trust Access Control Working Structure

The selected studies S4, S5, S7, and S11 are using authority based trust
access control working structure. The authority based access control model
illustrate as shown in figure 4-2. The model composed of four modules.

1.

2.

Authorization Module: grant CSU with corresponding operation
authority and service degree according to the user’s trust value.
Behavior Monitoring Module: real-time monitoring user’s behavior
during the entire interaction process. Collect the required behavior
evidence and go through data pre-processing, standardized the collected
evidence, and store the data in user’s behavior evidence database.

. Trust Evaluation Module: apply the trust evaluation methods on user’s

behavior evidence that stored in evidence database, get the user’s
behavior trust value, and store the trust value in the user’s trust database.
Trust Dynamic Management Module: acquire the user’s trust value
when a user request access and have passed identity verification. Real-
time verifying user’s trust value updating, dynamic change the user’s
service degree and operation authority accordingly.

The working procedure of authority based model is marked with the red
number in figure 4-2.

(1) User request access, the CSP first check the user’s identity, if the user

failed the identity verification will be directly denied by the CSP.

(2) If the user passed the identity verification, the trust dynamic

management module will acquire the user’s current trust value from
trust database. Compare the user’s trust value with minimum acceptable
trust degree, if lower than minimum trust degree, the CSP will be denied
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the accessing request.

(3) If the user’s trust value is accepted by the CSP, the authorization module
will grant the user with corresponding service degree and operation
authority.

(4) During the entire accessing process, the behavior monitoring module will
real-time monitoring user’s behavior, collect and standardized the
behavior evidence, and store in user’s behavior database.

(5) Meanwhile, the trust evaluation module will also real-time calculate the
user’s behavior trust and store in the user’s trust database.

(6) Trust dynamic management module will detect the updating of trust
value, dynamically control the user’s operation authority and service
degree.

(7) Trust value will also feedback to the user, to guide and regulate access
behavior, establish a long-term trust mechanism.

Request Access

(7) User Trust Status Feedback

(5)Trust Evaluation Module

Failed Verification

(1)1dentity
Verification

Access
Denied

User Trust
Database

Update]User’s Trust Value

Passed Identity} Verification

&
(2)(6) Trust Dynamic Trust Evaluation

Management Module

User Evidence
Trust Value Lower than Database
Minimum Acceptable Trust Degre:

User Behavior

wﬁﬁcatmn

Acceptabl ?‘rusl Value

User Behavior
Evidence Processing

(3)Authorization Module

Grant User With Real-time User n
Corresponding Service || Behavior Monitoring

Degree and Authority

User Behavior
Evidence Collection

(4)Behavior Monitoring Module

Figure 4-2 Authority Based Access Control Model Working Structure
B Role-Based Trust Access Control Working Structure

The selected studies S1, S6, S9, and S13, utilized role-based trust access

control working structure. The structure is illustrated as figure 4-3.

The role-based working structure including three important modules:

1. Request Access Analysis Module: verifying user’s identity, identify
user’s ID and requested resource. The system will then bring the user’s
session history to calculate the trust value of the user.

2. Trust Evaluation Module: evaluate the trust value of the accessing user,
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it will bring the user’s session history, which is the interaction history
record of the user and the system. Behavior evidence will be collected
among the session history, the trust evaluation will be based on the
behavior evidence data.

3. Dynamic Access Control Module: assign the accessing user with roles
according to the user’s trust value, constraints are pre-defined to control
the correspondence of the role assignment. The module should also
respond to the new request of the user during the interaction of a session,
inform the trust evaluation module to re-calculate the trust value, and
assign new roles to the user.

Session
Histor

[ : ) Access Control Sesslon

Behavior A

Evidence Lj“ﬁJ Permission
\T’ [ Object I‘-blOperation]

1
A 4

Trust > Dynamic o
Evaluation Access Control el [ Object HOperation]
L e
Request Access ! Permission
Analysis . g
- Constrains [ Object HOperallon]
Identity L

Verification

Figure 4-3 Role Based Trust Access Control Model Working Structure

The user obtains authority by inheriting pre-defined roles, the roles is a
series operation permission on a specific object (data resource or resource node).
The role based access control model assign user with different roles and
corresponding priority according to the user’s trust value, which depends on
how good behavior the user had in the previous interaction history. Based upon
this strategy, the cloud system can provide flexible access control.

Compare with authority based working structure, the role-based trust access
control model assign trust verified user with pre-defined roles instead of service
degree. In general, role-based trust access control model assign user with
operation constraints on a specific object, like read, write, revise a documents,
data, or configure virtual machines, etc. (Fine-grained), while authority based
trust access control model assign user with operation constraints in the entire
service system, like deploy a software, uploading data, obtain different levels of
software service, etc. (Coarse-grained).

Thus, the role-based trust access control model is suitable for the massive
data resourced based CC system, and the authority based trust access control
model is suitable for the service based CC system. They both able to help improve
the system security of CC.

B Dynamic Trust and Access Update Strategy
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During the review of the selected research studies, studies S1, S5, S6, S11
deployed dynamic trust update strategy in their trust-based access control model,
which dynamically change the user’s operation authority, service degree, or roles
according to their current interaction behavior. The trust dynamic management
module in the authority based trust access control model and dynamic access
control module in the role-based trust access control model inherits this strategy.
As illustrate in figure 4-4.

Real-time Monitoring and Analysis j_
User's Behavior 1=

Yes Malicious
Behavior
Detected?

Safe State
Add up

Malicious
Behavior Add up

Reach Trust
Level Zero
Point?

Reach Trust
Level Zero
Point?

User's Trust level User's Trust level
decrease, re-assign service increase, re-assign
degree, operation authority, service degree, operation

roles, or denial access authority, or roles
Figure 4-4 Dynamic Trust and Access Update Strategy

Dynamic trust and access update strategy prevent the security problem
caused by assign user with authority before the interaction. Access control
system will real-time monitoring accessing users, if a user enters the system with
high-level operation authority, but continuing to make malicious behavior, the
system will decrease his trust value, re-assign the user with lower service level
and service degree according to the change of trust value, avoid the user cause
greater harm to the system.

4.4.2 Answer of Research Question 2

RQ2: What kind of cloud user behavior can be collected as evidence for trust
evaluation?

8 studies (S1, S2, S5, S6, 88,512,514, S15, and S16) are reviewed to conduct
the answer of RQ2, according to the studies S6, $8, S14, and S15, user behavior
evidence can be divided into three categories.

1. Reliability Evidence: the evidence to present CSUs reliability
characteristic during the interaction with the CSP. For instance, if the
CSU’s IP packet loss frequently, it reflects the user is on a non-secure
network or not steady state; on the one hand, reduces the efficiency of
cloud services; and on the other hand, brings potential virus attacks and
risks to the on cloud resources and other CSUs.
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2. Performance Evidence: the evidence to present CSUs performance
characteristic, it has important significance to take full advantages of
cloud service capability. CSUs with low-performance evidence will
occupy the same cloud resource for a long period, lead to long time
service waiting, and other CSUs are not able to acquire the service in time.

3. Security Evidence: the evidence to present CSUs security characteristic,
including the user’s likely risky behavior during the accessing. For
instance, the malicious attack behavior, which will bring huge damage on
the cloud resources and services.

Based on the upon classification principle, we collected user behavior
evidence as shown in the following tables:

Table 4-6 Security Evidence Collection

ID Evidence Item S.ID
"E1  The number of times user exceed authority $1,S2, S5, S6
attempt
E2 | The number of times user illegal connections S5, S6, S14
E3 | The number of times user scan important S$15, S16
resource ports
Security E4 | The number of times user carrying virus §15, S16
Evidence E5 | The number of times malicious attack attempt S$1,S2,S16
E6 | Whether the IP address of accessing is unusual S16
E7 | Whether the accessing time is unusual S16
E8 | Whether user entered overflowed username or S16
password
E9 | Whether user inputs security sensitive keywords = S$14, S15
E10 = Whether the user using proxy S14, S15
Table 4-7 Reliability Evidence Collection
ID Evidence Item S.ID
R1  User data error rate $6,S15
Reliability User IP packet loss rate S$1,S2,S5,S14
Evidence R3 Connection establishment failure rate S2,S6,S8
R4  The number of logins failures S14, S15
R5 The number of trouble-free services S14, S15, S16
Table 4-8 Performance Evidence Collection
ID Evidence Item S.ID
P1  CPU occupancy rate S$14, S16
P2  User’s throughput capacity S5, S6, S15
P3  User’s IP packet transmission delay $15, 816
Performance P4 User’s bandwidth occupancy rate $15,816
Evidence P5  User’s IP packet response time $15, 516
P6  User’s threads occupancy rate S14
P7 Time of accessing duration S15, S16

P8  User’s storage resource occupancy rate $1,S5
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The $15 and S16 provide the behavior trust evidence acquirement methods.
The above user behavior evidence items can be captured by network flow
detection tools (Bandwidth 2, Cisco’s CALIGARE3), intrusion detection tools
(TCPDUMP#), and system recorded system event logs, auditing logs, network
management logs etc. CSPs can also develop their own user behavior evidence
collection software based on the service protocol standard, obtain customized
user behavior evidence data to satisfy the system’s security requirement.

During the phase we answering the research question2, we obtained
following important discoveries.

1. The evidence items we summarized in this study is basic items that can
be collected for UBT evaluation.

2. Different CC systems or applications can develop their own evidence
collection standard according to their own security requirements and
service protocol.

3. We are not able to acquire these behavior data due to the time and
resource limitation.

4. Even we obtained the actual datasets, the calculation result will be
meaningless if we don’t consider the CC system security standards and
requirements.

The above research discoveries made us concentrate on the trust
management process and comprehensive trust evaluation instead of single trust
evaluation that based upon collected user behavior evidence.

4.4.3 Answer of Research Question 3

RQ3: What attributions of trust will affect the trust evaluation?
Table 4-9 Data Synthesis for RQ3

Attribution S.ID Solution stalh i
- uuuu|
$6, 58, AHP S6, S8, S12
Al Subjecti
ubjective $12, $15 —y o1
Time-Flag S6

i i S6, S8, i
Trust will expire Three-level Interaction

over time S10 S8
Range

A2

A3 More interaction $3,S16  Uncertainty indication S3
data, more accurate

Trust Record Stack S3
A4 Trustcanbe forged S3,S16 Slow Rise

Rapid Decrease 516

Z Bandwidth: http://bandwidthd.sourceforge.net/
3 Cisco CALIGARE: http://www:.caligare.com/netflow/caligare_flow_inspector.php
4 TCPDUMP: http://www.tcpdump.org/#documentation
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Seven studies (S3, S6, S8, S10, S12, S15, and S16) were selected and
reviewed in order to answer the RQ3, the data synthesis as illustrated in table 4-
9. For each selected study, we not only summarized the trust attributions that
mentioned in the study but also capture the corresponding method that possible
to address the affection.

A1. Nature of Trust - Subjective

The concept of trust has its roots in social science, it is subjective as a nature
characteristic. In the human society, trust judgment is influenced by internal
factors, such as emotions, confidence, cognitive ability, etc. and external factors,
such as social relations, recommendation, historical data, context etc. Generally
speaking, the generation of human trust is a subjective judgment on a subjective
action.

In Viljanen et al [40], they proposed a comprehensive ontology model of
dynamic trust that is illustrated in figure 4-5. The model integrated different
input factors of different trust models, and comprehensively described the
influence factors of trust evaluation.
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Figure 4-5 Dynamic Trust Ontology Model [38]

The evaluation of UBT is based on the user’s behavior evidence (Actions). In
the CC environment, user’s behavior is complicated and changeable, the trust
evaluation method has to consider the weight (risk, benefit, importance) of each
behavior evidence item in a given context, and also decide which evidence will
be a major impact on the final evaluation result. During above procedure, system
have to make a subjective judgment on given context and user actions, inaccurate
evaluation result will be produced if the system fails to identify the major
influence factor, and the access control system will not able to assign right
authority to the user accordingly.

$6, S8, and S12 adopted AHP (Analytic Hierarchy Process) method to handle
the subjectivity of trust evaluation. AHP is an analysis method for decision
science (divide and treat theory), the main idea of AHP is through the analysis of
complex systems-related factors and their mutual relations, simplify the system
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into an ordered hierarchical structure, so that these elements are incorporated
into different layers, and form a multi-layered analysis model, the final analysis
problem comes down to the relative importance comparison (weight
determination) between lower level of the system (evidence, measurements)
and the highest level (overall goal) [41].

The AHP based UBT evaluation procedure as follow: Firstly, developed a top-
down hierarchy to decompose the trust evaluation problem, a three-level
hierarchical structure is illustrated in figure 4-6 (we here used the behavior
evidence we summarized in section 4.4.2). Secondly, pairwise compare the
importance of every evidence under each characteristic. For instance, pairwise
compare the importance of evidence P; to P, under performance evidence,
assign higher weight on the evidence that have higher impact among the other
performance evidences. Finally, after every evidences have been assigned with
weight, pairwise compare the importance of every characteristics. For instance,
pairwise compare the importance of performance evidence, reliability evidence,
and security evidence, decide which characteristic has major impact among the
other characteristics in the given context, and assign higher weight.

Target Layer | User Behavior Trust |

Characteristic Performance Reliability Security
Layer Evidence Evidence Evidence

Evidence s 5
Layer |1 | e w1 | e 1| n

Figure 4-6 AHP Method Decompose UBT

In this way, we can identify which evidence item has the highest impact on
current trust evaluation by multiply the evidence weight and the characteristic
weight. With the identification of major influence factor, the trust value
calculation will produce more accurate and objective result. The significance
comparison and weight allocation are supported by an expert system with pre-
defined decision protocol.

In study S15, they adopted Fuzzy-ANP (Analytic Network Process) method
to handle the problem. According to the study description, the S15 identified the
AHP evaluation method described above very depends on the expertise of expert
system, the weight value judgment on the impact factor is still with strong
subjectivity. ANP is developed based on the idea of AHP, but with more complex
network structure than hierarchy structure, using more profound mathematical
knowledge. Overall, the ANP is more scientific and more comprehensive than
AHP.

The study S15 also used the triangular fuzzy number to replace the 1-9
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weight scale, developing fuzzy comparison matrix, which overcomes the
uncertainty problem of weight value representation.

A2. Trust Will Expire Overtime

The trust record can be compared to the “best before date” of the food in the
supermarket. If the record of trust was generated in very old time and out of date,
the value of the trust will gradually decrease with the time, and finally invalid.

For instance, if a user stop contact with the system for a long time, even
though he maintain a good behavior in the past, and with good trust record, when
the time the user re-connected with the system, the expired the trust record will
no longer available for the trust evaluation, the system have to consider the user
as stranger user, and re-calculate trust value according to his current interaction
behavior.

If a trust-based access control system doesn’t consider the trust expiration,
the system might make the misjudgment on the user’s current trust status.

In study S6, they assign each trust record with a time flag, during the trust
evaluation process, a weight value (scale between 0-1) will assign to each trust
record, the older the trust record, the lower the weight. It also pre-defined a valid
time range of trust record, expired trust record will be deleted from the system
trust database.

In study S8, they defined the trust record positive interaction range, negative
interaction range, and uncertainty interaction range.

The BTRs in the negative interaction range is far from the current time, and
will not participate in the trust evaluation. The BTRs in the uncertainty
interaction range is passed for a period of time but not expired, the system
considers this part of BTRs as uncertain records, and assigned with uncertainty
weight during the trust calculation. The BTRs in the positive interaction range
are fresh BTRs, provide comprehensive trust evaluation with most valuable
evidence, assign with higher weight on these BTRs during the trust calculation
accordingly. The method illustrated as figure 4-7.
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Figure 4-7 Trust Record Time Range
A3. Accurate Trust Evaluation rely on Constantly Accumulating Interaction

In the social interaction, stable trust is established based on long-term
interaction history, people tend to conduct negative trust judgment on brief
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interaction, people are not able to trust the person they met for the first time and
even with serval time interaction, they will also doubt their trust judgment (trust
evaluation uncertainty). Thus, valid and stable trust evaluation result relies on
long-term constant interaction record.

In general, the credibility of trust evaluation result is in proportion to the
user’s access times and access duration.

In study S3, they used a variable called “Trust Uncertainty (T_Uncertainty)”
to indicate the user with a few amount of interaction records. A stranger user will
be assigned with initial T_Uncertainty=1, with the gradual accumulation of
interaction record, the T_Uncertainty gradually reduce and eventually tends to 0.
When the access control system identified a user with high T_Uncertainty, the
system will reduce the authority degree assign to the user according to the
T_Uncertainty. Avoid uncertain trust evaluation brings risk to the system.

A4. Trust can be forged

Fraud behavior exists in the social environment and trust management
system at the same time. In a social environment, scammers through forged
documents, setting environment, role-playing etc. to perform high-quality good
behavior within a short period of time to get high trust from the target, in order
to achieve the ultimate Fraud. In trust management system, a malicious user can
cheat the system with a period of time good behavior to obtain high trust
evaluation, after obtaining superior service degree and authority, they can cause
greater damage to the system.

In study S3, they proposed “trust record stack” method to overcome this
problem. Every new accessing user will have a trust record stack full of stranger
trust record (for instance, 0.5 for the trust value range [0, 1]), the size of the stack
depends on the application scenario. Each time the stranger user produce a new
trust record and replace one strange trust record in the stack. The trust
evaluation of the user will be based on all the records in the stack, even the user
have good behavior records in the first few times, the comprehensive trust value
of this user will remain low as the strange BTRs in the stack dilute a few good
BTRs. Therefore, a stranger user cannot achieve high behavior trust value by a
small number of good interaction behaviors. The disadvantage of this method is
not able to prevent a long-term user fraud, a long-term user’s identity might be
stolen, or other potential reason become a malicious user, and after the trust
record stack has been full of real interaction records, the method will not able to
prevent short-term trust fraud.

In study S16, they mentioned when a trust evaluation system detected a
fraud user, who maintain a period of time good behavior and then conducted a
malicious behavior, should be given severe punishment.

In general, to overcome the problem of trust fraud, the trust evaluation
system should keep “Slow rise, Rapid decrease” principle, avoid user’s trust value
rapid growth in a short period of time, and punish malicious behavior with rapid
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trust decrease.
4.4.4 Answer of Research Question 4

RQ4: What is the currently state-of-art UBT based CC access control model?

Eight studies each provided their own design of UBT based CC access control
model. An evaluation of each study is presented as follows:

In study S1, they towards the complexity and inaccuracy of role based access
control model in CC system, S1 proposed a flexible RBAC model based on trust.
The FRBAC model evaluation the direct trust between CSP node and CSU node
according to CSU’s behavior; at the meantime, obtain recommendation trust from
other CSP nodes, combined the direct trust and recommendation trust to
produce comprehensive trust value of accessing CSU. Based on the evaluation
result, FRBAC model assigns the user with different roles and corresponding
authority. FRBAC model adopts AIMD (additive-increase, multiplicative-decrease)
algorithm in order to punish the malicious CSU node. And finally, introduced the
notion of accuracy concept into the FRBAC model to ensure the evaluation result
is reasonable and objective.

B Advantages: FRBAC model well considered the recommendation trust,
multi-platform trust computing collaboration can avoid the subjective of
trust evaluation to a certain extent. And the AIMD algorithm can improve
the trust fraud resistance capability of the system.

B Disadvantage: FRBAC model not able to prevent the synergies cheating,
no effective screening capability towards recommendation trust.

In study S2, they present a UBT evaluation model based on Fuzzy-
Mathematics in CC. The trust evaluation combined direct trust from the local
domain, recommendation trust from the same CSP but different domain, and
indirect trust from other CSPs but familiar with. The evaluation based on Fuzzy-
Mathematics theory, the aim is to reduce the subjectivity of trust evaluation by a
fuzzy representation of trust degree.

B Advantages: the model is able to prevent the synergies cheating by using
domain trust concept. According to the trust degree of collaboration CSP
entities, assigns different weight on recommendation trust and indirect
trust, in order to avoid too much influence receiving from outside.

B Disadvantages: the trust evaluation method not considered the BTRs
expiration, and also the BTRs time affection, therefore, not able to reflect
the actual behavior trust of CSU. And the model doesn’t consider trust
fraud situation, not able to prevent malicious user obtain high trust value
within a short-term good behavior.

In study S3, they designed a UBT evaluation method based on D-S theory
(Dempster-Shafer theory), the basement of D-S theory is the Bayesian theory of
subjective probability [42], in order to overcome the subjective of trust
evaluation. The method takes recommendation trust as assistant evidence to
improve the accuracy of comprehensive trust evaluation; and also adopt an
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improved fusion approach to eliminate the conflict recommendation, in order to
handle synergies cheating problem.

B Advantages: the model well considered the trust expiration problem by
using trust record time range structure we described in section 4-3.
Actual reflect the user’s most recent behavior trust. The evaluation
accuracy on good users and malicious users is high.

B Disadvantages: the model doesn’t consider the trust fraud problem, and
also no correspond punishment strategy on malicious behavior.

In study S5, they proposed a DTBAC (dynamic trust based access control)
model, target to solve the problem of malicious user error authorization problem
in CC environment.

B Advantages: DTBAC is well considered the identification of malicious
behavior, able to fast response to the user’s malicious behavior and take
countermeasures on the authorization.

B Disadvantages: DTBAC doesn’t consider the BTRs expiration problem,
and doesn’t consider the closer the time of behavior, the higher the
impact.

In study S6, they proposed a MTBAC (mutual trust based access control
model) model, assign different user with different available CSP according to the
user’s behavior trust and the credibility of CSP.

B Advantages: MTBAC model solved the trust uncertainty problem by
using recommendation trust, and also the evaluation method adopts AHP
theory to reduce the subjective of trust evaluation.

B Disadvantages: MTBAC model doesn’t consider the BTRs expiration
problem, and doesn’t consider the closer the time of behavior, the higher
the impact. Therefore, not able to actual reflect users’ actual behavior
pattern and behavior trust.

In study S7, they proposed a CC trust based dynamic access control model
inspired by GTRBAC model. The main idea is to combine the evaluation of user
behavior trust and recommendation trust, generate the comprehensive user
behavior trust value as the decision basis for role assignment, and overcome the
CC security problem.

B Advantages: the model clearly defined the role assignment protocol
according to different user trust degree, achieve the dynamic role
assignment.

B Disadvantages: not well defined the utilization of recommendation trust,
not able to solve synergies cheating problem. Also, no any strategy
provided to deal with user’s malicious behavior, no identification method
defined and no countermeasures proposed. Is a theoretical ideal model.

In study S11, they proposed a role based access control model incorporate
with the notion of UBT. The model defined different contexts of trust evaluation
and adopt the idea of trust model as evaluation theory. The system is able to
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provide flexible and scalable authorization strategy.

B Advantages: the model defined the different trust evaluation context,
and the trust evaluation method borrows the idea of trust model, which
help to reduce the subjective of trust evaluation, improve the credibility
of trust evaluation result.

B Disadvantages: the evaluation process is too complex, and it didn’t have
specific measurements toward the trust characteristic; therefore, it is
difficult to practice in real CC environment.

In study S14, they proposed a dynamic UBT evaluation method to solve the
CC security problem. Adopt AHP method to obtain a subjective weight of each
user behavior evidence, and entropy method to obtain objective weight; solve the
subjectivity of trust evaluation.

B Advantages: able to reflect essential behavior pattern of CSU through the
combination of entropy method and AHP method, the evaluation result
are objective and valid.

B Disadvantages: no corresponding strategy to solve trust fraud problem,
and didn’t consider the trust records expiration problem. The evaluation
method is too complex to apply in practice.

According to the above evaluation, we defined the following model
performance evaluation synthesis table (table 4-10) to evaluate the performance
of each identified study. The evaluation item is based on the study of RQ.3 and the
recommendation from L. Tian et al [43]. (The notation @ means the model
performs well at this item; Omeans the model performs badly at this item; -
means not mentioned in the paper, or the model is not related to this problem.)

Table 4-10 Model Performance Evaluation Synthesis Table

S.ID Synergles Practicability Score
Weakening Expiration Fraud Impact Cheating

S1 [ O [ O O [ 3
S2 L O O O L [ 3
S3 [ o O O L [ 4
S5 - O [ O - [ 2
S6 [ O O O - O 1
S7 [ ] O O O [ O 2

S11 o [ ] O [ O O 3

S14 o O O [ - O 2

Total 7 2 2 2 3

S
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According to the performance evaluation synthesis, most of the current UBT
based access control model fulfilled the trust subjectivity weakening, but have
the weaknesses, such as trust expiration problem, trust fraud problem, and time
impact problem. Therefore, the UBT based access control model proposed in this
paper will focus on solving the weaknesses mentioned above. As the model
provided by study S3 has the highest score among the others, we extract the
model from study S3 as a comparison object in the later prototype simulation.



CHAPTER 5. TDW BASED ACCESS CONTROL MODEL

In this chapter, we designed our own UBT based access control model called
Triple Dynamic Windows based Access Control Model (TDWACM). In addition,
this chapter introduced the basic design principle, model features, trust update
strategy, and trust evaluation method.

5.1 Basic Principle

In this section, we defined the basic design principle of our model and present
the trust definitions and constraints we adopted in the design.

5.1.1 Basic Design Principle

According to the trust attributes and the influence we summarized in section
4.4.3, we defined the basic UBT evaluation principle as follow:

1. Expired BTRs will not participate in the trust evaluation.

2. In trust evaluation, the affection of valid BTRs is inversely proportional
to their age.

3. The credibility of trust evaluation is in proportion to the size of user’s
BTRs.

4. Trust slow rise to prevent the user with fewer interactions to quickly
obtain high trust value.

5. Trustrapid decrease to punish the user carry out malicious behavior.

5.1.2 Basic Definition and Constraint of Trust

The UBT evaluation result (Trust Value) is a double-precision floating point
number between [0, 1). The evaluation is based on the user behavior evidence in
BTRs.

The trust degree and corresponding service strategy classified as follow:

B [f (O< Trust Value < 0.15), the trust degree is Strong Mistrust, access
denied.

B If (0.15 < Trust Value < 0.35), the trust degree is Mistrust, the service
strategy provides a small quantity of basic services and low authority.
High alert on this type of user.

B [f(0.35 < Trust Value < 0.65), the trust degree is General Trust, the service
strategy provides basic services and general authority.

B If (0.65 < Trust Value < 0.85), the trust degree is Trust, can provide with
a large quantity of services and high authority.

B [f(0.85 < Trust Value < 1), the trust degree is Very Trust, can provide with
core services and superior authority.

B User’s initial trust value as 0.5.

B Good behavior corresponding Trust Value > 0.5.

B Malicious behavior corresponding Trust Value < 0.5.

37
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5.2 TDW Based Behavior Trust Evaluation Method

In this section, we present the structures of our designed model and the feature
of designed elements.

5.2.1 The Triple Dynamic Windows

Three dynamic windows including valid trust window, trust establish window,
and most recent trust window, illustrated as figure 5-1.

Valid Trust Window (W_Max=W_Min+W_Rec)

Trust Establish Window (W_Min) Most Recent Trust Window (W_Rec]

Flag Flag Flag
Flag1 Flagz  ......... Wimin WMins1 Wmax NULL
. - Time Time Time
Time 1 Time2 ... Wmin Wmins1 Wmax NULL
Trust!  Trust2 oo Jliuss (L= p— st NULL | Time Increasing
Direction
n 1
Window Moving Forward by the Time
Next Time this Trust Record Will Next Generated Trust Record Will be

Squeeze out of W_Max as Expired Placed here

Figure 5-1 Triple Dynamic Windows Method

B Valid Trust Window: Defined the range of maximum preserved BTRs, if
atrustrecord is expired, it will be squeezed out of the Valid Trust Window
from the left side. (The size of window defined as W_Max.)

B Trust Establish Window: Defined the least number of access records
during the trust establishing. (The size of window defined as W_Min). If
a user’s BTRs count less than W_Min, the actual trust evaluation adopts
“slow rise” strategy to reduce the risk of trust uncertainty, and prevent
trust fraud.

B Most Recent Trust Window: Defined the range of the most recent BTRs.
(The size of window defined as W_Rec). The trust evaluation of the BTRs
in W_Rec presents the user’s most recent behavior trust, ensure the final
evaluation result is able to reflect the current state of the user, timely
adjust trust result.

The size relation of above three windows: W_Max = W_Min + W_Rec, and the
size of each window can be adjusted in order to satisfy different system
requirements.

5.2.2 BTRs Classification

There are three types of BTRs, we used Flag to indicate:

B Strange User Record: used in Trust Establish Window initialization, and
as BTRs during the pause when a user stop interaction for a long period.
(Marked as Strange)

B Normal User Record: the user’s actual interaction generated BTRs
during the valid period. (Marked as Normal)
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B Punishment User Record: partial user’s normal BTRs decreased due to
the user’s malicious behavior. (The punishment effected BTRs marked as
Punish).

5.2.3 Windows Initialization and Workflow

The BTRs in Trust Establish Window will be initial with strange user records, the
trust value mark as STR, and can be modified according to different system
requirements.

As the user begin to access, the initial strange BTRs constantly being replaced
by normal BTRs, and all the strange BTRs in Trust Establish Window will
eventually be replaced by normal BTRs. The initialization and replacement
process are illustrated as figure 5-2. The figure illustrated the situation when the
system captured three user’s BTRs. Three strange BTRs were replaced by normal
BTRs.

Trust Establish Window (Size = Wmin)

User Generated Trust Records Initially Filled Stanger Trust Record l

y

Normal Normal Normal Strange Strange Strange

Time 1 Time 2 Time 3 NULL NULL NULL

Time Increasing

Trust 1 Trust 2 Trust 3 STR STR STR Direction

Next Generated Trust Record Will
Replace This Stange Trust Record

Figure 5-2 Initialization of Trust Establish Window

After the normal BTRs filled up Trust Establish Window, the Most Recent
Trust Window will start to store the coming BTRs. The process illustrated as
figure 5-3. In this way, the Most Recent Trust Window will always maintain the
most recent collected BTRs.

Valid Trust Window (Size = W_Max)

Trust Establish Window (Size = W_Min) Most Recent Trust Window (Size = W_Rec)

LA

Normal Normal  ......... Normal Normal Normal  ......... Normal NULL

Time Time Time Time NULL

Time 1 Time2 ... Wmin Wmine1 oo Wminen

Trust Trust Trust Trust
Wmin-1 Wmin Wmin+1 7 Wmin+n

Trust 1 Trust2 ... NULL

Wmin-1 Wmin  Wmin+1 Current TTime Increasing Directi:

Next Generated Trust Record Will be Placed here

Figure 5-3 Most Recent Trust Window

When the total number of captured BTRs is larger than W_Max, the oldest trust
record will be squeezed out of Valid Trust Window from the left side. The process
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illustrated as figure 5-4. The borderlines of three windows will move one step right
after the system receiving a new trust record each time. In this way, the system will
only maintain time valid BTRs, the expired BTRs will be automatically deleted
accordingly.

Valid Trust Window (Size = W_Manx)

Trust Establish Window Most Recent Trust Window

Expired Trust Records "
Normal Normal @ ........ Normal ... Normal ... Normal NULL

Time Time Time
Wmin 77T Wmin+n 77T Wmax+2

Time 1 Time2 | ...

NULL

Trust 1 Trust2 | .......... o T'E'St .......... IS NULL Time Increasing
Wmin+n

Direction .
-

Current

Window Moving Forward by the time
Next Time this Trust Record will be Next Generated Trust Record Will be
Squeezed out of Valid Trust Window Placed here

Figure 5-4 Squeeze out Expired BTRs
5.3 BTRs Update Strategy

In this section, the behavior trust records updating strategy is presented.
5.3.1 Malicious BTRs Update Strategy

If a BTR is evaluated as malicious behavior (Trust Value < 0.5), a part of (set as N)
recently evaluated trust values will be reduced to mistrust value (misi;yst), SO
that the user’s comprehensive trust value will be decreased rapidly, in order to
punish the user’s malicious behavior.

The trust punishment need to consider four aspects:

5. The malicious extent: the greater extent of malice, the greater the
punishment. Assume the Trust Value of the detected malicious behavior
is T,,,, the lower the T,,, the greater the punishment.

6. The user’s current comprehensive trust value (T.): the higher user’s
current trust value, the greater the punishment. As the user’s current
trust value indicate the received service degree and authority, the higher
the current trust value, the greater user’s past authority, the greater
damage can cause by current malicious behavior.

7. The number of malicious behaviors (N,,): more the number of malicious
behavior, the greater the punishment. For a very small number of
malicious behavior, it can be judged as possible misoperation. But for
multiple times malicious behaviors, the intensity of punishment will
continue to increase.

8. The actual system security requirements and application scenarios:
defined penalty factor a.

According to the above analysis, we can calculate the n by formula (1), and
miSyst by formula (2).



41
N = min {[a * TT—;],m} (1)
0.5

MiSiryst = N_ (2)

m

The value m in formula (1) is the number of valid BTRs which excluded
expired BTRs and strange BTRs, the punishment is only applied on the actual
user’s BTRs, the expired BTRs or strange BTRs will not get punish.

Assume we have =10, T,,=0.3, T,=0.6, N,,=2, m=30, with formula (1) we
get the N= 20, and with formula (2) we get mis;.ys¢ = 0.25. Which means the
punishment is to decrease the 20 recent trust value to 0.25. The modified BTRs
marked as punish. The process illustrated as figure 5-5.

Valid Trust Window (Size = W_Max)

Trust Establish Window (Size = W_Min) Most Recent Trust Window (Size = W_Rec)

w

Normal Nermal ... Normal Punish Punish  ......... Punish Normal

Time 1 Tt 2 Time Time Time Time Time
""""" Wmin-1 Wmin Wmin+1 ™" Wmin+n  Wmin+n
Time Increasing

Direction

—

Trust Trust

Trust 1 Trust2 ... Wmin-1 mis_trust mis_trust .......... mis_trust Wmin+n

Wmin Wmin+1 Current

Detected as Malici
Be Punished BTRs (Size = N) Beha:vioar icious

Figure 5-5 Malicious BTRs Update Strategy
5.3.2 Expired BTRs Update Strategy

When a user stops accessing the system for a long period, some BTRs farther
away from the current time, and gradually expired, (Current Time - Time i >
W_Max). However, as the user stop accessing the system, there are no new BTRs
generated, the oldest BTRs will not get squeezed out from the Valid Trust
Window, so here we need an expired BTRs update strategy.

We designed the update strategy by replacing the expired BTRs with Strange
BTRs. When the system detect the user stop accessing the system, and some BTRs
are out of date, it will replace these BTRs with Strange BTRs. The process
illustrated as figure 5-6.

Valid Trust Window

Most Recent Trust Window

Trust Establish Window

Strange  Strange Normal  .......... Normal Normal  .......... Normal

Time Time Time

NULL  NULL | Time3 | .. B i e Wninen

’ ’ Trust Trust Trust Time Increasing
Strange  Strange Trust3 ... Wmin Wmin+1 Wmin+n Direction

Wmin-1 Wmin Wmin+1 Current

Next Time this BTR will be replaced with Strange . .
BTR No New BTRs Coming for a Period

Figure 5-6 Expired BTRs Update Strategy
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In this way, a user without access system for a long time, the user’s trust value
will gradually tend to be a strange user. Both the trusted user and the untrusted
user will gradually tend to be strange users while stop accessing the system for a
long time, this property coincides with the nature of trust of social reality.

5.4 Trust Evaluation Principle

In this section, the trust evaluation principle and trust update strategy are
presented and explained.

5.4.1 Comprehensive UBT Evaluation

The basic idea of the comprehensive UBT evaluation is a more recent behavior
has greater proportion impact in the evaluation. Therefore, we have the formula
(3) to evaluate all the BTRs in Valid Trust Window.

S represent the total number of BTRs in Valid Trust Window.

S (time;—timey)
=1 Zle(timei—timeo)

Trusty,jiq = ] Trust; (3)

5.4.2 Most Recent UBT Evaluation

Based on the same theory above, we also calculate the most recent UBT by
formula (4). The most recent UBT can help system identify the most recent user
behavior tendency, timely response to unexpected malicious behavior.

— vWMax (time;—timew min)
TI'UStrecent - Zi:Wmin+1 [Z TT'USti (4)

WMmax . .
i=WMin+1(tlmei_tlmeW-Min)

5.4.3 Actual UBT Evaluation in Trust Establish Window

In order to avoid the user’s malicious behavior be diluted by strange BTRs, we
calculate actual UBT based on the BTRs generated by actual user interaction by
formula (5).

i Wi : ;
i=1Flag=Normal Ei_ll\.d;? . l(tlmei—tlmeo)
=lFlag=Norma

TruStactual = ZWMin [ (tmey— timeo) ]Trusti (5)

5.4.4 UBT Update Strategy

This paper adopts a conservative strategy, the UBT update strategy divided into
two cases discussed.

1. When (S < W_Min), which the number Normal BTRs less than the size of
Trust Establish Window. Compare Trust,ct,, and Trusty,;q , the
decision making as illustrated in formula (6).

TruStactual > TruStac'tual SZ—Vl/‘l’l‘gtvalid

Trust = §{ (6)

Trust, ;y . Trust, ... >Trust,

2. When (W_Min < S < W_Max) and (S>W_Max), which the number of
Normal BTRs more than the size of Trust Establish Window. Compare
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Trust ecent and Trust,iq, the decision making as illustrated in formula

(7).

TFUStrcccnt > Trusrrecent ST'VuStvalia'

Trust = { (7)

Trust, ;g . Trust,  .on >Trust, ;q

In this way, the system can prevent malicious user obtain high trust value
within a small number of good behavior interaction, and also reflect the actual
trust value of mistrust user.



CHAPTER 6. PROTOTYPE & SIMULATION

In this chapter, we developed the prototype of TDW based Access Control Model
and a simulation environment by NetLogo. We followed the research strategy we
designed in Section 3.2, collected simulation result, and comparative analysis the
result with a comparison object model extracted from study S$3, in order to verify
the contribution and limitation of TDW based Access Control Model.

6.1 Prototype Environment Setting

In this section, the prototyping tool is explained, the simulation environment is
defined, and simulation configuration is presented.

6.1.1 Prototyping Tool

According to the recommendation of study S3 and study S5, we chose NetLogo
as our development tool, and simulation environment.

NetLogo is an agent-based programming environment used to simulate the
natural and social phenomena [44]. NetLogo is a development platform inherited
the Logo programming language. It improves the Logo language inadequate
control of a single individual, it can control thousands of simulated individuals’
behavior. Therefore, NetLogo can well simulate the microscopic behavior of the
individuals and the macroscopic evolution. NetLogo is suitable for the simulation
of natural and social phenomena, especially suitable for simulation of time-
variation complex systems.

We used NetLogo to develop the TDWACM prototype and a simulation
environment; we simulated the basic elements of CC network environment,
including CSP, and different types of CSUs, assign different types of CSUs with
different behavior pattern.

6.1.2 Simulation Environment
The simulation external environment setting as illustrated in table 6-1:

Table 6-1 External Simulation Environment

CPU Intel Core i5-2430M 2.4GHz
RAM 8GB

Operating System Windows 10 x64
Development Tool NetLogo 5.3.1

The simulation internal environment elements setting as follow:

There are only one CSP in the simulated environment, represented by a gray
44
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turtle.

CSUs are classified into 5 types: good users, bad users, cheat users, random
users, and intermittent users.

B Good users: always carry out good behaviors, represented by green
turtles, the number of good users can be modified by a slide bar, and set
as 200.

B Bad Users: always carry out bad behaviors, represented by red turtles,
the number of bad users can be modified by a slide bar, and set as 200.

B Fraud Users: keep very good behaviors for a period of time, and then
carry out several times malicious behavior, and then return to good
behavior; continue to cycle this process. Represented by yellow turtles,
the number of cheat users can be modified by a slide bar, and set as 200.

B Random Users: carry out good behaviors and bad behaviors randomly.
Represented by blue turtles, the number of random users can be modified
by a slide bar, and set as 200.

B Intermittent Users: intermittent interact with the server, and always
carry out good behaviors during the interaction period. The length of
interaction time set as 30 and pause interaction time set as 60.
Represented by violet turtles, the number of intermittent users can be
modified by a slide bar, and set as 100.

The interface as shown in figure 6-1. The circles represent the different trust
degree, closer to the center, the higher the trust value.

E

gooduser—count 200

i
+
L
<

baduser—count 200

cheatuser—count 200 Sw 70 |
randomuser—count 200 Sm. 20
touporallzer—comt 100 —
a 20
hemtuser—imterval - @
temporallUser—interactive—interval 50 | Eﬁ
I —— | Ster-ticls -
temporal User—pause—interval 20
temporal User—pause—trust 0.52

miseperation—count 51

Figure 6-1 Established Prototype and Simulation Environment in NetLogo

6.1.3 Prototype Configuration

The prototype configuration is illustrated as table 6-2.
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Table 6-2 Prototype Configuration

Item Parameter

Valid Trust Window Size (W_Max)

Trust Establish Window Size (W_Min)
Most Recent Trust Window Size (W_Rec)
Initial User Trust Value (T;)

Penalty Factor (a)

Strange Trust Value (Ty)

6.2 Simulation Result and Analysis

100
70
30
0.5
20
0.5

In this section, the simulation results are presented and evaluated.

6.2.1 Verification

In this section, we compare the basic UBT evaluation performance on good users,
bad users, and random users with the model provide by S3, with same input
datasets. Verify the basic functionality of TDW based Access Control Model. The

performance as illustrated in figure 6-2, and figure 6-3.
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Figure 6-2 Trust Value of Good users, Bad Users, and Random Users in

TDW Model
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Figure 6-3 (d) Honest Users, (e) Malicious Users, (f) Random Users [S3]
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The trust value of good users is following the “slow rise” principle, reached
the peak value at time 112 with mean value 0.866, and bad users is following the
“rapid decrease” principle, reached the bottom line at time 6 (access denied);
which similar to the performance of the S3 model. The trust value of random
users overall decline, which is accord with the evaluation requirement on this
type of user. Besides, the “slow increase” growth rate can be adjusted by the size
of Trust Establish Window, the bigger Window size, the smaller growth rate.

The trust degree distributions of these three type of users are shown in table
6-3. All the bad users are denied access with strong mistrust, the two models
have the same performance. In TDW model, 179 random users are mistrusted
and 21 are generally trusted while the S3 model has 68 mistrusted and 132
general trusted random users, which indicate the TDW model is much more
conservative than the S3 mode. And the last, 53 good users are trusted, and 147
are very trusted in TDW model, has less user obtain very trust degree than the
S$3 model, which indicate the “slow rise” principle has affected the trust value
increasing speed. Overall, we conclude the TDW based Access Control Model is
valid as an access control mechanism.

Table 6-3 Trust Degree Distribution Comparison

User Type B/flt:t(;' l:lit Mistrust G;::::l Trust ’I“,: J:t
~ Good User 0 0 0 53 147
TDW Model  Bad User 200 0 0 0 0
Random 0 179 21 0 0
Good User 0 0 0 21 179
S3 Model Bad User 200 0 0 0 0
Random 0 68 132 0 0

6.2.2 Comparison

The comparison aim on the trust fraud problem and trust expiration problem.
B CASE1. Trust Fraud

The problem of trust fraud is a user obtain high trust value within fewer
times high-quality behavior interaction, which a malicious user could cause more
damage. The TDW based access control model adopt malicious BTRs update
strategy described in section 5.3.1 to solve this problem. We obtain the
simulation result on fraud user’s trust as shown in figure 6-4, the actual
simulation results are illustrated as figure C-1 and figure C-2 in Appendix C (due
to the limitation of NetLogo, we can’t put two simulation results at one plot in
NetLogo).

The fraud user’s trust in $3 model is rapidly rising at the beginning (reach
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peak value 0.84 at time 16); after the system detected malicious behavior, the
decrease of trust value is small, as there no effective punishment method, and no
awareness of the trust fraud problem.

The fraud user’s trust in TDW model is slowly rising at the beginning (reach
peak value 0.67 at time 36), and once the system detected a malicious behavior,
the trust value is rapidly decreased, and with the accumulating malicious
behaviors, the greater the punishment. After punishment, the trust value
increase slower than before, cannot restore to the state before the punishment
within a short-term. When the system detects malicious behavior to 4 times, the
fraud users’ trust value reached strong mistrust degree and be included in the
list of denied access.

Trust Evaluation on Fraud User

TDW S3
1
0.8 —
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=
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Time

Figure 6-4 Trust Evaluation Comparison on Fraud User

From this comparison, we conclude the TDW is effective to solve the trust
fraud problem; no only able to prevent fraud user obtain high trust value within
a short-term high-quality interaction, but also have effective dynamic trust
update strategy to against malicious behavior.

B CASE2. Trust Expiration

The system will increase uncertainty on the suspended user’s trust value due
to the trust expiration; normally, based on security consideration, the trust value
of suspended user should tend to strange trust, the expired trust records should
be deleted and no longer participate in the trust evaluation. If a system doesn’t
consider the trust expiration problem, the user identity lost and user behavior
pattern change will bring huge risk to the system.

TDW based access control model adopts expired BTRs update strategy
described in section 5.3.2 to solve this problem. We obtained the simulation
result as illustrated in figure 6-5, the actual simulation plots are provided in
Appendix C.

Both TDW model and S3 model fixed the trust value at time 30 while the
intermittent users stop the interaction. TDW fixed the trust value as 0.65, and S3
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fixed the trust value as 0.7.

The TDW model decreased the trust value from 0.65 to 0.55 when the
intermittent user restart to accessing the system due to the expired BTRs were
replaced with strange trust records. The S3 model continues to increase the trust
value after the intermittent user restart to accessing the system.

Trust Evaluation on Intermittent User
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Figure 6-5 Trust Evaluation Comparison on Intermittent User

The simulation result indicates the expired BTRs replacement strategy
accords with the attributes of trust expiration, stop access user’s trust value has
the tendency towards strange trust, reduced the risk arise due to the user
identity lost and user behavior pattern change.

6.2.3 Discover the Unknown

We have proved the TDW based access control model is able to solve the trust
fraud problem, and also has valid punishment strategy on malicious behavior; so,
we wonder what will happen if a good user carries out a malicious behavior
accidently as a misoperation.

B CASE3. Misoperation

To identify the trust evaluation performance of TDW in this case, we
established a new type of user called misoperation user; the misoperation users
will always carry out good behavior, but will carry out once malicious atarandom
time. The simulation result is illustrated as figure 6-6.

The trust value of misoperation user reach the peak point at time 60 with
value 0.81, and at the same moment, the user carried out a malicious behavior,
which leads to a trust value rapid decrease to 0.4; after the punishment, it took
the user 120 tickets restored to the peak point, and then continue increase. The
simulation result indicates the misoperation will lead to trust value rapid
decrease, but after a long-term good behavior accumulation, the trust value will
slowly recovering.
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Figure 6-6 Trust Evaluation Performance on Misoperation User

We believe the punishment and recovery procedure is good to avoid the risk
of malicious behavior; they are necessary to help distinguish the malicious user
and misoperation user; is a conservative strategy to ensure the system security
are not violated. However, from the user’s perspective, accidental misoperation
cannot be avoided, heavy punishment will affect the user’s experience, and also
affect the CSP’s attractiveness to the beginner users.

Therefore, we conclude the TDW model should establish a user behavior
distinguish strategy, utilized scientific computer science technology like machine
learning method, to fine-grained distinguish malicious user and misoperation
user through behavior pattern recognition; not only able to prevent malicious
user from accessing, but also able to guarantee the smooth interaction of
ordinary user’s. This problem is considered as the study’s limitation and future
work.



CHAPTER 7. DISCUSSION

Information security is always a major challenge in computer network domain,
researchers designed and established all kinds of security mechanisms, not
matter internal or external, local or remote, software of hardware, personal or
enterprise-level, universal or exclusive, to solving the endless network attacks,
various and security vulnerabilities. Access Control Technology and Trust
Mechanism are part of them.

Synthetic multiple mature technologies to facing new challenges is a
technology trend. In this paper, in order to solve the CSUs trust problem and
security problem of CC, utilized the combination of access control technology and
trust mechanism. General access control mechanism based on user identity
verification, which is not able to provide accurate authorization in open accessed
CC; Trust mechanism is a theoretical model, which depends on practical
technology to realize self-capability. Access control mechanism provides a
mature authorization standard and working structure while the UBT theory
provides a more accurate identity verification method based on user’s actual
interaction behavior. The combination of these two technologies meets the
security and trust requirements of CC.

Based on the above research motivation, we conducted a systematical
literature review in chapter 4 to identifying the key elements of trust-based
access control model. The RQ1 identified two type of working structures of trust-
based access control model, obtained both fine-grained and coarse-grained
access control strategy. We obtained the essential features and function modules
while answering RQ1, which is the knowledge foundation of our solution design.
The RQ2Z2 classified the behavior evidence into three categories, and summarized
the majority behavior evidence that can be collected by a CC system and valid for
trust calculation. The RQ3 identified the nature attributions of trust that can
affect the evaluation accuracy, which provides us with valid path and tools to
improve the current state-of-art UBT based access control model. The RQ4
summarized the current study on the UBT based access control model, evaluated
and compared their performance according to the standard we concluded in RQ1,
RQ2, and RQ3, and identified two major weaknesses of current UBT based access
control model, trust fraud resistance and trust expiration problem; Based upon
the research result of SLR, this paper designed a TDW based access control model
aim to solve the weaknesses of current state-of-art UBT based access control
model.

Unexpectedly, we found that it is very difficult to obtain real CSUs behavior
evidence, neither from online database nor in practical ways; and even we
obtained the actual datasets from a CC system, the calculation result will be
meaningless if we don’t consider the CC system security standards and
requirements. Therefore, the study focuses on solving the impact of trust
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attributes in comprehensive trust evaluation instead of guarantee the accuracy
of UBT calculation in a unit time.

Meanwhile, we discovered that none of the current UBT based access control
model has been adopted by any CSP, we believe the main problem is the
complexity of behavior trust evaluation and the complexity of BTRs data
structure. The above two discoveries changed the way we design the trust
evaluation method and data structure in TDW based access control model; we
abandoned the fine-grained Fuzzy ANP based UBT evaluation method, turn to a
coarse-grained method as described in section 5.1.2 and section 5.4. And also
simplified the data structure as three dynamic window structure.

After we completed the model design, a TDW based access control model
prototype was established in NetLogo, three steps simulation procedure were
conducted to verify the design validation, strength the knowledge we learned
from this research and acquired the study limitation. The “slow rise, rapid
decrease” principle is fulfilled the model design, and the simulation results verify
the benefits of this principle.

The TDW model we designed could not satisfied both malicious user
prevention and misoperation user smooth interaction, the recommendation for
the future work is to adopt machine learning algorithm on the user behavior
dataset to distinguish the behavior pattern of these two type of users, improve
the division, and reduce the punishment on accidental misoperation user.



CHAPTER 8. VALIDITY THREATS

In this chapter, we summarized the validity threats to the research result. Three
types of validity threats are identified and described in the following sections.

8.1 Internal Validity

The internal validity of this paper is to concern the relationship between
collected studies and SLR results, simulation environment setting and simulation
results [45].

The SLR results in this paper are affected by the study selection. In order to
solve this problem, we identified the research keywords according to the PICOC
criteria and clearly defined the study selection criteria based on the research
questions.

The prototype performance is affected by the simulation environment and
input data. The SLR result indicates that different studies using different
simulation method to test the performance of their designed model; if we
compare the performance of our prototype in a different simulation environment,
the verification, and comparison results are invalid. In order to solve this problem,
we developed our prototype in NetLogo with same environment setting as
comparison object S3; the verification and comparison simulations are
conducted on the same platform with same simulation environment and input
data.

8.2 External Validity

The external validity of this paper is to concern if the simulation results can be
generalized in other places by different researchers at different times [45].

In this research study, the prototype performance is affected by the input
behavior of different types of users and the corresponding trust value of different
behaviors. The input setting we adopted is following the recommendation of
collected research studies S3, S5, and $S16, which is a common way to carry out
the UBT prototype performance simulation, and we clearly defined the input
setting in the section 6.1.2 in order to reduce the chance of external validity.

8.3 Construct Validity

The construct validity of this paper is to concerns the relationship between the
measurements of simulation and object [45].

In this research study, the users trust value and time tickets are two metric
of prototype simulation, it is also used in S3 and S5 while they simulate their
model in NetLogo. And this research paper clearly described the prototype
environment setting and parameter setting, in order to reduce the chance of
construct validity.
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CHAPTER 9. CONCLUSION & FUTURE WORK

9.1 Conclusion

Towards the trust issues and security problems of CC, and the weaknesses of
current state-of-art of UBT based access control technology, this research study
designed and developed an improved UBT based Access Control Model; which
according to the simulation result, compare to the current state-of-art UBT
model, the TDW model has following advantages:

1. Effectively preventing trust fraud problem with “slow rise” principle.

2. Able to timely response to malicious behavior with constantly aggravate
punishment strategy (“rapid decrease” principle), effectively prevent
malicious behavior and malicious user.

3. Able to actual reflect the recent credibility of the accessing user by
expired trust update strategy and most recent trust calculation.

4. It has simple and customizable data structure, simple trust evaluation
method, which has good scalability.

In this paper, we have published the results from the research studies that
were performed. Based on these results, we have been able to answer the
following research questions:

RQ1: based upon the result of SLR, we identified two types of trust-based
access control model working structure, authority based trust access control
model, and role-based trust access control model; according to the different
application scenarios and working pattern, classified as fine-grained and coarse-
grained access control. Meanwhile, described the structure of dynamic trust and
access update module.

RQ2: based upon the result of SLR, three types of user behavior evidence
were identified, total 23 different behavior evidence items were identified and
available to be collected by a CC system.

RQ3: according to the result of SLR, four trust attributes were identified and
their impact on the trust evaluation accuracy were summarized; meanwhile,
valid countermeasures were captured from the collected studies.

RQ4: according to the result of SLR, eight UBT based access control models
were identified and evaluated as state-of-art, we explained the main features of
each model, and identified the advantages and disadvantages of each model.

Based on the above knowledge we collected through SLR, we designed our
own UBT based access control model called Triple Dynamic Window based
Access Control Model. From the model design perspective, the TDW model
provides a customizable data structure and lightweight trust evaluation methods.
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RQ5: we established the prototype of TDW access control model on NetLogo
platform according to the recommendation of $3 and S5.

RQ6: according to the results of three steps simulation, the performance of
TDW access control model was verified; the comparison result indicate the TDW
access control model has better performance on the trust fraud problem and
trust expiration problem than the model provided by study S3; the discover
unknown procedure provided us a weakness of TDW access control model,
which is not able to distinguish malicious user and misoperation user. In general,
we verified the improvements and discovered the limitations.

9.2 Future Work

From the research that was performed and published in this paper, we have
outlined a few pointers for future work that could be addressed by researchers.
The following items are interesting for further research:

1. The TDW access control model is not able to well distinguish the malicious
behavior and misoperation, in order to solve this limitation, we will adopt
machine learning algorithm in the future to help distinguish the behavior
pattern of malicious user and misoperation user, improve the recognition
rate.

2. The prototype we built is in a simulated environment, and the behavior
evidence is not collected from real CC system, is a practice in an ideal
environment. To prove the practicability of our design, the further study
needs to establish the TDW model in a real CC environment and develop a
more fine-grained trust evaluation method according to the system
security and service standard.

3. The TDW model provides a customizable data structure, but we are not
sure which configuration is optimized in what kind of application scenario.
As same as the future work 2, we will establish the TDW model in different
types of CC systems and test with different scenarios, to acquire
optimization configuration.
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Appendix B - Primary Data Synthesis

Table B-1 Primary Data Synthesis Overview

S.ID Source PY TE TA WS EM Method Name EE
Ss1 IEEE 2012 e - e e  FRBAC  SL
S2 Springer 2015 - - - e  Fuzzy Mathematics SL
S§3 ScienceDirect 2013 - ° - ° DS Evidence SL
S4 ScienceDirect 2015 - - ° - - SL
S5 ACM 2014 e - ° ° DTBAC SL
Sé6 IEEE 2014 e ° ° ° MTBAC SL
S7 IEEE 2011 - - ° ° GTRBAC -
S8 IEEE 2015 e ° - - AHP SL
S9 IEEE 2011 - - ° - - -
$10 ScienceDirect 2013 - J - - - -
S11 IEEE 2011 - - ° ° ICTRBAC SL
S$12 Springer 2013 o J - - - -
S13 IEEE 2015 - - ° - RTBTAC SL
S14 IEEE 2015 e - - ° Entropy AHP RC
S15 IEEE 2010 e o - - - -
S16 IEEE 2010 o o - - - -

Total 8 7 8 8

S.ID: Selected Reference ID (accordance with the ID in Appendix A).

PY: Published Year TE: Trust Evidence
TA: Trust Attributes WS: Working Structure
EM: Evaluation Method EE: Experiment Environment

SL: Simulated Environment RC: Real CC Environment

®: YES, mentioned in the paper - : NO, not mentioned in the paper
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